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AT T3 Active Directory —/3 7L —F|ZH— NEBINF 5121, [Active Directory Server Groups] U A
F2ABIEIRL T, [Add] 227 Y v 7 LET,

[Add Active Directory Server] % A 7 2 77K > 7 ANFERSNET,

ATy T4 [OK]Z27 U v/ LTREERITFEL, FA Tl Ry 7 2 LET,

Active Directory T— = > FDEKE

on

BB BRI
cADT—V =V FDIPT RL A
«ASA £ AD =—V = b & OIE R
AD =—Vx v MEBRET HITIE, ROTFIEEZETLET,

FIE

AT 71 [Configuration] > [Firewall] > [Identity Options] DJIE|Z&R L £,
AT w 72 [Enable User Identity] = v 7 R 7 A% A2 LT, HiEE A F—7 ML ET,
AT w73 [Active Directory Agent] 27 2 > C [Manage] 7 V v 7 LE 7,

[Configure Active Directory Agents] % A 7 1 7R 7 ANREKRENET,

ATy T4 [Add]RZ %2270 v LET,
AT9 7S [OK] %27 Vw7 LTEEEZRGF L, XA 7l Ry AL ET,
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Active Directory T—2 x> b JIL—TDERE .

Active Directory T—> x> b JIL—TDERTE

ATy T

ATy T2

ATvT3

ATvT4

ATy T5

ATvT6

ATy 17

ATvT8
ATvT9

ADT—V 2 =N ITN—TDTF7 A~ ADT—Vx hEeEIH I ADTZ—V
NeBRELET, 774~V ADZ—T x> EBRIEE L TR L& ASABRIL, &S
VY =V FPMRESINTVDEHA, ASAITE D FY AD =—V =2 MIUIY Bz
£9, AD =— = h® Active Directory %— 3%, {7 =2 k=L & L CTRADIUS ZfEH L
T3, TOH, ASA L AD =—V = FEOIRERMBEOF—BHAEETILERDY F
7

AD =~z b I N—THFRET DL, KOFIEEZFEITLET,

FIE

[Configure Active Directory Agents] # 4 7 B Z AR 27 AT, [Add] %7V v 7 LE7T,
[Add Active Directory Agent Group] % A 7 2 V7R > 7 ANERSNET,

AD =—V =V b =T DL4FIE AT LET,

ASAIPNAD ==Y = Y —=RD LT T4 v 7 %) v AT HA I —=T = ZAEFEEL,
[Primary Active Directory Agent] £ 7 3 2 N2 — SO FQDN £721XIP 7 NL A Z AT L ET,
[Primary Active Directory Agent] =7 3 2 212, AD =— Y = > FIRE LR WA ASA B3
FTER AT T OO X A 47 U MHN & FREATRIR A A LE T,

TI7A4~) AD ==V = b & ASA O THA Eh D IFEXF—2 AT LET,
ASANAD ==Y 2 b =D LT T4 v T2 v AT HA U H =T = ALIRE L,
[Secondary Active Directory Agent] &7 o g > N\ZH—/ 3D FQDN £721Z 1P 7 FL 2A&Z A I LE
R

[Secondary Active Directory Agent] &7 > = 12, AD =— = > hBGE L2 WGAIZ ASA )8
T T FATT D02 A4 L7 U MR & TR E A LET,

EH Y AD ==V = b & ASA ORI THH S h 2 AMEF—2 AN LET,
[OK1Z2 Vv 7 LTEEERIFL, ¥AT R Ry 7 A LET,

TATOTATA AT DETE

&
2ATFw T2

TAT VT AT A TIAT IF—NDTAT T 4T 4 T3 ZRETHITIE, ROF
g% 31T L E 9,

FIE

[Configuration] > [Firewall] > [Identity Options] DJIEIZER L £,
[Enable User Identity] = v 7 Ry 7 A& AN LET,

TATo7474 274794— |}
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B 57173 0mE

ATvT3

ATv74

ATvTh

ATvT6

ATy T1

ATvT8

TATUTAT A T7AT VA —NDRAL L ZBINT 51, [Add] 27 Y v 2 LT [Add
Domain] #A 72 7Ry 7 A% FRLET,

[Domains] U A MZT TIZIBANS LTV D KA A 2DV T, Active Directory KA A > @ |k
= RISELTWRNED, ZORAL PRI T LTHLHERICV—IVE2T =71
TRMNEIMERELET,

RALYWME T LTEY, ZORAAL KL TIOF TV a UBEEEIN TV A EHA,
ASAIZEY, ZORAA L NO2—FICEHEMS T ONTWD 22— T AT T 4T 4 L—)b
BT =Tz E&NET, X 5IZ, [Monitoring] > [Properties] > [Identity] > [Users] <1 > T
. ZORAALCHAOTRTOZ—FIPT RLART 4 =Tt~ —7 INET,

TATFUT 4T 4 T7AT I —IVDF TV F RALVEBEIRLET,

FI7HI kN RAAL T, 2—FEIITN—FIZ R AL U BARMICRE SN TR WSS
2, T R_RTO2—HFRBIP2—Y SN —THEHAEINET, T 741 RAL U ERELZR
WIEA., 22—V BIOIVL—FDF 7 4/ b RAAL T LOCAL & 720 £,

SR, TATUT AT 4 77AT T4 —/bid, B —WNMITERENTZTRO2—Y 71—
TEIT2—Y (VPN £720X Web R—Z V&2 L Ta /A4 o BIOERIEEZIT ) =—W) 1T
5L TCLOCAL RAA &AL ET,

GE) BRI DT 74/ 5 RAA L 4I1E, Active Directory KA A > 22 b —F |Z3%E S
AUTZNetBIOS KA A AL —H L TWARLENRHY £9, RAAL AR L7
AL AD ==V ME, 2—F L IP DO~ v B T % ASA OFERIZATI Sz K
AA UEITRRS TR T £ 97, NetBIOS KA A A& FRmT HI21F, EEDOT XA
kN =7 ¢ # T Active Directory = —H% A X BX 2 V7T 0 w72 EET,

VAT AT ERA R E— RTR, VAT AEFAR—ANET TR, FarTF
APMIOWTT 740k RAL VA EZRETEET,

kv 77Xy JA NG AD T—V = b Z—7 %@L £9, [Managel 27V v 7 L
T, AD=—Y =V h NV —T%BIMLET,

[Hello Timer] 7 « —/V K12 10 ~ 65535 P O¥fEE= A LE 7,

ASA L AD =— x> kL DD Hello # A =—I%. ASA 75 hello /347 v b % &ZH#a9™ 2 S %
EFRLET, ASAIL, hello X7y FEMEHL T, ASAEHB AT —F X (in-sync £721%
out-of-sync) & RAA v A7 —H A (up £72lL down) ZHfFLET, ASAIL, AD=—V =
Y NIBINEEZE Lirhr o Ta . fBE SRR RGE L7721, hello/X7 v M & HEE L
£7

ASA N AD =—V = Ml hello X7 v b EEETHREEAFEELET, T 74V TIE, B
BT 30 IR E SN, HafTEEIZ S IR ESINE T,

HIDIZOWTRET DREDA X N XA L AZ T HBIFL, A XU MDXA L AK
TWASA DT a7 L0 S ERWES FREX AL AZ T REEOA X FOHXA
L ABTED BEIOBEICTRTORA v E—V 52 WHT 5 L 9IZASA A4 X2 — 7 VICT 5
IZ1%. [Enable Event Timestamp] = v 7 Ry 7 A% F I LET,
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ATvT9

ATy 710

ATFvyINn

ATvT12

ATy 713

ATy 714
ATy 715

F47v71474 470 av0nE ||

BB DA R NDEA AR T ORERN 72N IZEE S 17 ASA DEETE. ASAITH Y
DIy AR NDEA LR TR LET, 40 b6 7e< &b 5000 Bkl
LTWABEE, ASAIFA v —V%Z T ANER AL

NTP ZfEH L THWIZIZ vy 7 Z[FA#HSH 5 L 912 ASA, Active Directory, Active Directory
TV MNERET LI EEHIELET,

[Poll Group Timer] 7 « — /L RiZ, Z22ME&ffi KA A >4 (FQDN) Z #3572 12 ASA 73 DNS
PN =) ZETTHREREE AT LET, 7 740 F T, poll ¥4 ~—I1X 4 RUITEEE
SNET,

[Retrieve User Information] ¥ 7 > a > DU A kb AT v a U AEEIR L £9,

* [OnDemand] : ASA 238 LW MERiZ LI LT 537y hEZEL, ZOFETLIP T FL
ADA—YNRL—F T AT T AT 4 T —HRXR=RZEENTWRNIGAIZ, ASANAD
T—Vx IMHIPT RLADZ— v~ o B TERERGTHZ L 2BELE T,

« [Full Download] : ASA 73, ASA OEBEFIC IP/2—H ~ v B0 F T—TN2KEH
n—RKL, a—Fous/f rBXOa s 7y MNECHES IP/la—Y ~ v B 7 2ZET5
F I RTAEREAD =— V=2 M ETAH L AIEELE T,

(G¥)  [OnDemand] #i&iRT % &, ZE Ty bOZ—F T NI L OMRFEIND
TeOIZAEY OMENDRLSRDLENI AT v FRHD T,

ADT— =2 MNEE L TR WESICL— L 2T 4= NI TN E I EIR L ET,

ADT—T 2V ERZ T LTEY, ZOF Ty a rNERENTWDLEA, ASAICEY., £
DRAA LVNOZ—PFIZE#H ST SN TN 2= TAT T 4T 4 L—IRBT 4 &—T L
ICENET, X512, [Monitoring] > [Properties] > [Identity] > [Users] ~<1 > TiL, £D KA A
VHDTRTOZ—FIPT RLART 4 =T Lb~—7 EnET,

NetBIOS 72 — 7 RNEM LB E/IC2—TDIP 7 FLAZHIRT 0 E I mE RN L £,

IOFTarEBRRTLE, 2—IZHT D NetBIOS 7V —T RN T v 7 sn-iha (e
ZIE, =Y 7T 4T FANetBIOS 7 —TIUSE LR WER) OT 7y a rNMEESH
9, Flo, FOITTAT U DXy NT—T 8GN T 0y 7 SITWDIGEES, 7947
YERT T4 T ThRWEELHVET, ZOF T varERERRTLE FO2—FIPT R
LVACEEMT N TWAET AT T AT 4 =B ASAILE > TTF =7 &N ET,

ASADEBFEZ—YFDOMACT RL Ry ELV T L TWAIPT KL RE, ZFOMACT KL A
N LARWEAIZ, 2—FOMACT RLAZHIERTANEIDEBINLET, 047
varE®ERRT L E BEO—VFICHEMTONTWDEI—F TAT T 47 4 JLb—/LR
ASAIZE»TCTF 4 =T MicE&NET,
ROoMbina—F 2B 5008 2 0 EBIRL £,

[Idle Timeout] A7 > 2 &R L, 1 ~ 65535 D E AN LET, T 74/ FTiX, 74
RV 2 A LT 7 M 60 DICi%ESNET,

TDOF T arvEAR—TINITDHE, TIT 4T 2—FNRT A KIVIREETHD EEZBND
LA BEENERMEZBZTHLASANRZ—TDIPT FLANS N T 7 4 v 7 2% LGN
BA) DAL ~—DDREINET, XA~—DHBPRIIND L, 2—FDIPT KL AR ET
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. Identity-Based Z¥ 1 1) 71 K1) O—DE/TE

ATv 716

ATV T

ATy 718

IJT 4T e~w—0 3N, Ba—HL Fxr v VaNDOIP L a2—F DT —F_X—ZMLHIRINE
T, ZHLIFE, ASAIL., ZOIP 7 RLRIZHOWTAD =—Y x> M@ LEHA, BEFED
NT 7 4 v 7 idBimE T S ET, [Idle Timeout) 7> a & A F—T7WIZT 5 L, ASA
IENetBIOS 2 77 7 b 7R —TRNHRESNTWEEATULHT 7T 47 A ~—%FITLZE
R

GE¥)  [Idle Timeout] & 7'v 2 X VPN = —H £ 7213 H v b Ab— Tk v o2 —F 2L H
SINEHA,

NetBIOS 7V —7 %A 32— ML, 2—FDIP T KL AR e—7InsETcHOTn—7
XA <w— (1~655357%7) L7 u—70FFITRIOBRITRE (1~ 256 FOERIT) Zi%E
Li‘é—o

DX T arEAF—TMITDHIEICLED, ASARZ—VHRRA DT —T 2L > Ta—
P IIGAT U NBT 7T 4 T ThHLINE D DEMRT HHEZRE L ET, NetBIOS/ /X7 > k
Z i/ NBIZHN 2 572912, ASA 1. [Idle Timeout minutes] 7 4 —/v R CIRE SN =08 & B 2
Ta—HNT A FIVIREETH DHA DI NetBIOS 71 —T7 % 7 T AT > MIEEFELET,

[User Name] U A kDA 7 g U EFIRLET,

* [Match Any] : /R A 225 @D NetBIOS &2 IP 7 KL A ZE 0 Y CTonza2—HFDo2—H
ANEENTVWDEE, 22— T AT T4 T4 13 ERRShES, 24Ty a v
ERRET HEAIE. A T Messenger 1 —E AN A RF—T /2> TEY, WINS H—
NPFEESIVTNWDEENRH D 5,

« [Exact Match] : NetBIOS &I IP 7 KL ZAIZEI D M ToHNma—FOa—F4 7T NG E
NTWDRERHY ET, £HTRWEE, EOIPT RLAOZ—F TA T T 174
TS R SNET, ZOF T a rEEETLHEIE. B A T Messenger — B X
DA FX—T W25 TEY, WINS — 3035 Eéhfwéz%#%biﬁ

* [UserNotNeeded] : ASASAR AR5 NetBIOS & %515 LI2A, 2= TAT T+«
TAITAEDE R ShET,

[Applyl 27 U w7 L, TAT YT AT 4 774 T UA—NVOREERTFLET,

Identity-Based ¥ ') 71 R O—DERTE

Identity-Based 78 V & —1%, %< O ASABERRICHLAAT Z &3 CEE T, SLEACL ZfEHT 5
HehE ([Guidelines] £ 7 2 3 THR— bxtgsh L LTY X FSNTWDIEREZIRS) TV A7
YTATA TrATUA—NAEEHNTEET, JKIEACLIZ, XY P =7 RXR—=ZXD/NTF A —
B BIla—FTAT T AT A5 BEBNTELLIICRE L,

ROLIIERET, TAT T 474 ZEHTEET,

T I RHAN—) T ITRAN—VE, Xy NT—VIEREFEH LA H—T oA AD
N7 4y 7B ERIIESE LEST, TAT T AT 4 77 AT UA—VEMHEHALT,
22— TAT T AT AICESNWTT 7B RAZHHTCEA LD E L,
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TATOT 4

747074574 774791—LoE=59>5 |

AAA L—)L  ZBEEL—L ([ Hy FAL— Faxi ] EHEINET) 1L, 2—HFick
DSNWCHRy NT—7 TR AEHBLET, ZOEERT 7R N—NETAT T 4
T4 T7AT I —IFEFIETHD 2D, AAALV—NE, 2—HFDAD e/ A D
HIRBAINIZ5E . BAED ANy 7 7 v 7 L TEATE £, =&z A%nen s
A DRNZ—F DA, AAANV—LE N H—TEET, AAANLV—L 0B8N en 7oA
UNRp N —FIZHR LT MU =SS L DT DI, JEIRACL TV 7 A —
L& AAAV—VICER SN B R 7 o —H 4 None (B#h7ema 74 v Do —4) B X
WAny (Foh7em 74 U &Ffo2—) ZEELET, 727EAL—LTiE, =2—¥B X
KNI N—TDORY) —%EE EBVICRELETN, 3CPD None 21—V &2 Fr[ 425
AAANV—NVEEDET, ZNHDOZ—FRETAAANL— L E R H—TE5H L5, Z
NODO—FEFFAITHLERDH Y £9, KIZ, Any =—F (I OO —H(X, AAA
=L DHR TR, TI7ZBA L= L > TT TR ENTWET) ZHELGL, T
_TD None 2 —HZFFA[TH AAALV—LERELET, wICHEZRTLET,

access-list 100 ex permit ip user CISCO\xyz any any
access-list 100 ex deny ip user CISCO\abc any any
access-list 100 ex permit ip user NONE any any
access-list 100 ex deny any any

access-group 100 in interface inside

access-list 200 ex deny ip user ANY any any
access-list 200 ex permit user NONE any any
aaa authenticate match 200 inside user-identity

A OWTIE, LA —BRET A FEZRL T 7ZE 0,

7T RKWebtFx=alT 4 : 7T RKWebtx=aUT 0 Faky h—NGEEEIND
a—PEHETEET, . VTR Web X2 VT 4 IZEEENDASA T 7 1 v
TNy B—IZEENTND 22— T —T12HS 7 77 KWebt ¥ = U 7 ¢ ScanCenter
R —ZRETEET,

VPN 7 4 V% 8%, VPNIIT AT T 4T 4 774 T VA4 —/LVACL ZHHK— h Li—lﬂf
IS, VPN b7 7 4w P IZTAT T 4T AICESL T 782 = a2@MT 2 L1
ASAZHRETEET, 774/ NTIE, VPN b T 7 4 w7 I7 7R /v%/u@ﬂ%&c:@
DEHFA, VPNIZIAT U NETATYT 4T 4 7747 U4 —/LACL (no sysopt
connection permit-vpn 2~ > NiZ X %) ZMEHT LT 7 &2 L—/WITHHIIZHEDE S Z
EIWTEET, £le, 74T 7474 7747 U 4—/VACL%Z VPN 7 4 LV ZHEREL &

W TE £, VPN 7 4 L& iX, 72782 —L & RIICHET 5 Z & TREED
NRAEEB L LT,

T4 TF7ATOA—ILDE=R) YT

TATUTF AT AL T7AT T4 —VOWREOE=2 Y L 7ICONTIE, ROEHESHLTL
7ZE0,

[Monitoring] > [Properties] > [Identity] > [AD Agent]
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Z DA T
FHEMAER RSN ET,

FATUT474 2747 94— |

X, ADZ—V 2 PBERRAALS VDAT—H A, AD=—V = bOFE

* [Monitoring] > [Properties] > [Identity] > [Memory Usage]

Z DA N

SNET,

* [Monitoring] > [Properties] > [Identity] > [User]

. TATUT AT 4 774 T T4 =D ASA L TORAEVFFARNER

CZDNRAUNNE, TAT YT AT A4 T7AT VA NLTHEHIND IP/2—F v 7
Fe A R= 2 EENDTRTCO—WICEHT HFERPIERINE T,

* [Monitoring] > [Properties] > [Identity] > [Group]

TORL NN, TAT T AT 4 T7AT T4 — MR ESI N o2—Y F—T7D Y

A RNPRFRREINET,

* [Tools] > [Command Line Interface]

TORAUTIE, SESERFEAHTIT 4T a~r FERITL, REERTDHZL
NTEET,

TFATOTATA 2747 O+—ILDERE

RUTATOTATA I7ATI+—ILOERE

HaE

Y

)1)—2R

A A

TATUTAT A T7AT U4—Ib

8.4(2)

TATUT AT A4 T 7AT T4 — 4%
BENEAINE LT,
WOBHEHNEANEZITIEREINE L
7=,

[Configuration] > [Firewall] > [Identity
Options]

[Configuration] > [Firewall] >
[Objects] > [Local User Groups]

[Monitoring] > [Properties] > [Identity]

B 77T 4T74 77 AT 94—
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