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ScanSafe f VAR a L VT7A Sy T THRIA M) ARERELET, TATVT 4T 4
TrAINE AAA V=V D ENLERGE SN a2—T 4 L I N—T 42 TEEST, IPT R
U AFE7213565E URL IZHESWTHRY A MU R MIEH#TAZ LI TEEEA,

7T RKWebtEFx2UT 4 P—ERRY T — L—LERETIHRIT. RIP—D7 TR
v EBRTEET, =R R — L= LT hrF7 47— (ACL & & Hi0)
ERTETHE, 2=V ERIFIITN—TESNTC T T 4 v 7 20T AR UEREZED Z &
MCTEETH, AUVA MV AREEH LGN LD EHETT,

FIE

[Configuration] > [Firewall] > [Objects] > [Class Maps] > [Cloud Web Security] Z 3R L £79°,
RONTNNEFEITLET,
c[Add]Z 27V v 7 LT, LW I A~y TZEBNMLET, ~v 74 @QOXTLLTF) A
S, EETHHEZANLET,

e~y T HBRLCEdit)| 27 Vv 7 LET,

&4 7 v a & LT [Match All] & 7213 [Match Any] Z 84 L £,
[MatchAll| 3T 74/ R TT, hT 74 v I NI TA~y T E—FTHI20F, TXTOREHEL

—HFTDHIVENDH D EERELE T, [Match Any] (X, D72 &b 1 DO —FK L b
TITULUYIMNITTAS T —HTHZLEERLET,

—HT—7 oz N BBNELIIREL T, EBEEERELET, ¥—F Yy DT

T4 EERT DIOICLERLOE T XTEMLET,

a) HHEO—EH A 7D ([Match] £721% [No Match]) Z#IRN L E 9,
«Match] : ATV A b VA MIEEOZ—FEFINV—TEHBELET,
«[NoMatch] : "YU A F URAMIHBEL LW —FFE I/ —T2BELET, =
LI, FUA R U AN AT Teiscol ZFEELTWAHA, =—H [johncrichton|

BEW Taerynsun] MED T 7 4 v 713 AF ¥ > LTEWGE, b O2—H(Z [No
Match] 8 ETHZ ENTEXET,
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959 RWeb EFaUTFAIZbT T4 v I %ERETEIH—EXKRY O—DOHRFE .

b) A—HELIFIINA—T, HHNNIEOMGZER L TWENE I PEBR L, 2—FF/-
X N—TDLFTEAT LET,

¢) [OKI1ZZ7 Vw7 LET, "UA PR NOT_NTOREEZENTHET, ZOFnkR%
BOELET,

- NaNs] Add ScanSafe Traffic Class Map

Name: whitelistl

Description: whitelisted traffic

Match Option: Match Al {=) Match Any

Match Type Criterion Walue Add
5] Group cisco

OR % User johncrichton

orR B User aerynsun

Match Type: (8 Match &) No match

Help Cancel OK

285939

ATYTS VTR <~y T HBMTHICE, [OK] 227 Y v7 LET,
ATv 76 [Applyl 227 U v LET,

INT, 797 KWebtFxalT 4 =R R —THUA M)A MEEATEET,

959 KWeb X2 TA4IZhS 7499 FEETHH—ERKR

: G)ﬁ“*

=t 2 RY —F, HEOV—EZ RY > — L— L THER S, Zr— UL Ehs
M, FRFA =T oA AT ICEHEINE T, EY—EA R — V—ATiE, 777
RWebtFXa T4 ~DKNTT 47 %kET 50 (Match) . £7201F7 77 K Web ¥
VT AMMBD T 7 4 w7 24T 50y (Do Not Match) DWWz iEE TE £,

AU HE—Fy MEICEEEND N F 74 v 7 OL—LEERLET., 25— LOEFIT
HETT, ASADB/NT v MEEEIET DRIV 205 Ml 556, ASA L, L—A 3T R
FENTWDIEFT, ENL— Lo Ty 82T ARLET, WTNUDLOL—HZEEL
tﬁm\%ﬂu%®w~wm?my7éhiﬁh 7L ZE, T_TO T 7 4 v 7 BB/REY
=T 21— NERY O—DFIHIER LIZGE, BODOAT—RA U NI4Ty 7 &
niﬁho
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1R BHHEIIZ

BRIAPIAMEMEHLT O T 74 v 27 %2277 FWebtFalT 4 ~DEENLR
PRI D2MERDLGEIE, P—EA RV — =L THRIA NV R NESHRTEH LI,
WRONZART A MU R MEER L £,

FIE

AT w71  [Configuration] > [Firewall] > [Service Policy] Z &R L T, /L —/L & & £,

o HT LWL — LA AERK T A 1Z1%, [Add] > [Add Service Policy Rule] #7 UV v 7 LE3, RV

V—FBEMTAHE, FOR) V—FERHEDA L H =T oA AZHWH L2, TRTOA >
H—T 2 AT VVZHEH LD T ENRTEET, /¥ —T A AT TIZ
7ra—sLRY =R =R HLH5GEE. BHEORY —I— B L TWD 2
ElZDET, HILWIL— AR ZMIT D ENTEET, Next) 227 U v 7 LCHiAT
LET,

* ScanSafe { ' AT ¥ a v =B H BGAE. F720E ScanSafe A AT g EBN
THNVL—INHDLEE, TNE®RIRL, [Edit) 227 Y v 27 LE 7, [Global] 7 4 /L% D
linspection_default] /L—/LIZi%, HTTP 3 X UVHTTPS AR — R B3 EEN TV W, £
D— U\ ScanSafe f ' AT v a U EBIMTE RN LITHER LT ZEN,

AT v F2 [Traffic Classification Criteria] ~<— T, WROWTHNDA T a VEFRLTKRY v— T 7
arEBEATAN I 74 v 7 EBEL, Next] 227 Vw7 LET, L 7 A&EKT D
B 7 T ATO D RLTWARIE AT T EE, &5, HTTP E HTTPS D h T 7 4 v 7
W LTl DY T ABERT HMENSH T LIZERE LT EEN,

* [Create a new traffic class] > [Source and Destination IP Address (uses ACL) ]: 77 7 7 K Web
X2 VT AT T4 07 I TARERERVEAIE, ACLY Yy F U I NI T ALER
TOROFMRFETH LD, ZOF Ty a a2 LI,
ZDAALTDHLNET T 4 w7 7T R&ERT 25513, &OICT 78R 2 ba—
NnxhY (ACE) Z1ORFHETEET, L—ZBMLE®IE, AL =T =
AREF T o= RY —ZH LWWL— L& IBII L, £ 5 [Add rule to existing
traffic class] Zf§ET 25 Z £12 L > T, ACE ZBITX £7,

ano Add Service Policy Rule Wizard - Traffic Classification Criteria

{=) Create a new traffic class: | scansafe-hitp

Description (optional):

Traffic Match Criteria

e e W L VT

303123

TCP or UDP Destination Port

RTP Range f
PPN e e Y N WU TR w ¥ LSy Py il
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» [Create a new traffic class] > [TCP or UDP Port] : Web N7 7 ¢ v 7 #XKBI L2WEEIE, 2
DATva A LET, Next]Z 27 Vv 27 LT, 1203 — T (TCPhttp %7213 TCP
https) Z15E L £7,

* [Add rule to existing traffic class] : 3 TiZ Cisco 7 77 RWebtEF =2 T 4 4 AT g
YD ACL ZBBL TR Y, V=N EZRFORY =BT 25813, ZoF7Fvar
EBIRLCAT 707 77 2 RRNLET,

ATv73 (ACL~ v F 7)) EEILLMIEDREMEIZEASWNT N T T 4 v VI RAEERT LGS, =
D—nD ACL @tEE A LET,

a)

b)

<)

d)

[Match] & 7-21% [Do Not Match] #27 U v 7 L £,

[Match] 1T B L OGN —FT DR T 74 v I BT T 7 K Web X =T 1 IZE
EINDEIITHEELET, [DoNotMatch] 1ZT—EH L= 77 4 v 7 %757 K Web btk
V7 A4mBBRALEST, O N7 7 4 o 72— T 5, FRIT—HLRVWEDITHET D
BMONV— VA% TENTEET,

N—VEERT D551, A v F—F v METO@YIR N7 7 4 v 71— L, thoNES
Fy NI TCORT 7 4 w7 IZF—H L2WE T HEEBELET, &z
X, 2850 DMZ OWNEY— R THLGAICNET N T 7 4 v VB2 T 7 KWebtFX =V
T AICERENRNE T AITE. DMZ~D T 7 4 v 7 %39 % ACL IZHE ACE
ZBMLET,

[Source Criteria] fH3K C, #EILIP T RV AE IRy NIV —7 A7 V=7 Ve AN E
FZRLET, /2. TAT T 474 774 T U+ —NDOa—H5$& Cisco Trustsec
X2 VT4 IN—TEEHLT, 7740y 7 &I TELLOICTHIEBAEET
T, 777 KWebtF=2lT (IZTrustSec Ex = VT 4 Z—FHERERFE LRV &
WWHEBELTLEI, EX2 VT4 FA—FIZHESNWTHRY — 2 EHXETXEHAL
[Destination Criteria] fHI T, %6CIP 7 KLV AFE IRy hU—7 ATV =27 BIOEED
TrustSec ¥¥ = V7 4 ZFV—TF 2 ANEITBR L £,

FQDNX vy hU—27 47V =7 MM, BEDY—"~D hT 7 4 v 7 ~D—E £ 21T+
WD ER DD £,
[Service] 7 4 —/v FiZ. Thttp] F721% Thttps] Z AL, Next] #27 V7 LET,

GE) 779 KWebtd=2V 7 I ZHTTP BLOHTTPS N7 7 4 v 7 2 CEMEL £
T, BT T 47 DEATIT, ASAICE > THEBNCME I NE T, 2D,
HTTP-only /b —/L3 X N HTTPS-only /b — /L A BT 2 MEERH Y £4,

ASAE KU Cisco V57 FWeb 252 1) 7o .
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8nea Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address 3

ction: () Match () Do not match

Source Criteria

Source: any4

User:

a0 o

Security Group:

Destination Criteria

Destination: anyd

&
Security Group: | | ‘_J
=

Service: Il -

Description:

AT w74 [Rule Actions] ~3— 3 ® [Protocol Inspection] # 7 C. [Cloud Web Security] = v 7 R v 7 A%

AT LET,
(. EaNs] Add Service Policy Rule Wizard - Rule
[AGIGLGIRGESTTS G Connection Settings | Qo5 | N
|| CTIQBE
¥ Cloud Web Security
| DCERPC 0 are...
|| DNS Configure... W
= )
| | ESMTP Configure... &=
PPN ittt o gttt -

ATw 75  [Configurel 227 Vw7 L., "I 74 w7 TI72avaZRELT, A VAT gy R —
~ v T EBEMLUET,
AV AR v a vy RY) =<y P TR, V—VICRAIRRNT A—F 2R E L, HE TER
RUARNVARNEWHINLEST, 77U FKWeb X2 VT4 ICEETHNT T4 v I DI T A
TEIA AR v ay R — <y RN ETT, [Configuration] > [Firewall] > [Objects] >
[Inspect Maps] > [Cloud Web Security] Z 3R L T, £ > AT T a R ¥— < v T ZHRT
WETHZELEHTEET,
a) [Cloud Web Security Traffic Action] T, KOWTInZRINL 97,

e [FailClose] : 777 RWebtFx=VUT 4 P—R"ZEHTERWESE, $XTO LT
T4 E Ry LET,

*[FailOpen] : 77U R WebtF=2lT 4 h—"ZfliHTEXRVIGA, ASA ZiEiHT
DT 7 4w A LET,

303124
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b) BEfFOA AR ary R) r— <y T EERT L0, [Add) 227 Y v 7 LTH LWL~ Y
TEEBMLET,

anon Select Cloud Web Security Inspect Map

Select a Cloud Web Security inspect map for fine control over insgection.
MName
cws_inspect pmap2

Cloud Web Security Traffic Action

(®) Fail Close | Fail Open

Help Cance

303126

c) GFrLwn=y7DH) [Cloud Web Security Inspection Map] XA 7T B TR v 7 AT, v
DAHEAN L TROBEMEZFRELET, BT LEL, [OK] 227V v 7 LET,

s [DefaultUserand Group] : (L&) 7 74/ hOZ—VE X7 NV—T4, HDHNIEE
DS ASAIZASTL 22—FDT AT 7T 47 1 % ASA WHBITE WG H
T 74N ORI N—TNT T KWebtx = VT 1 IZ25F 405 HTTP Ek
WEENET, ZOa2—VFHFEIT T N —TF4I1T% LT ScanCenter DR U 3 — % EF
TEET,

s [Protocol] : 8T 7 4 w7 7T ATER LIz — ¥ RITHKSWT[HTTP] £ 721X [HTTPS]
ZIRLET, ZNOLOBBRIT—HL WDV ERHDET, 777 FWebtx =
TANE BEATDORNT T 4 7 R L £,

ASAE KU Cisco V57 FWeb 252 1) 7o .
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ano Add Cloud Web Security Inspect Map

Name: http=-map

Description:

Inspections |

Default User and Group

Default User: EBoulder

Default Group: |Cisco

Protocol
Part: Non ) HTTPS

Help Cancel i 0K ]

s [Inspections] % 7 :  ({EE) AV A MU A N&EFHBIT 5I121E, [Inspections] ¥ 7 O [Add]
7V LTRYA NI A NDI TA vy THBINLET, £/o, ZORFHRT
[Manage]l %7 Vv 7 LT, "VA NI A NEBNTHZILELTEET, 77 avk
L T [Whitelist] M EIR SN TWD Z L 2R L, [OK]Z2 U v 7 LET, BIMOKRY
A MR RNEZBEIMTEET,

d) [Select Cloud Web Security Inspect Map] % 4 7 22 iRy 7 AD [OK] %7 U v 7 LET,
ZAF9F6  [Finish) 227 VU v 7 LEF, Ak, $—ER KU — A—L F— T ATBMN S ET,

ATF9 T BINO N7 47k —HERIIBINT D202, ZONTFT 4 v 7 7T ATBMOY T L—
v (ACE) BT 212iE, Z0o7nt Az iRLTRICA v F—7 A AET 7 a—2
NERY—%FRLET, VT 717 7T REFET HEE. [Add rule to existing traffic class]
FTavERIRL, 777 FWebtxalT 4 7T AZRIRLET,

HLWACEA R TET AEE. 77 ANOMONL— L THAINADLFE LYy —E 2 (HTTP £
72IT HTTPS) ZHEL T,

[Rule Actions] X— Y DEF I THORWNWTL SV, L—/L35%E T L7256, [Finish] 7 U v 7
LET,
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Add Service Policy Rule Wizard - Traffic Classification Criteria

() Create a new traffic class:

Description (optional)

Traffic Match Criteria
Default Inspection Traffic

global-class

Source and Destination IP Address (uses ACL)

Tunnel Group

TCP or UDP Destination Port
RTP Range

IP DiffServ CodePoints (DSCP)

IP Precedence

'*) Add rule to existing traffic class:

ult a; tr class.

(i class-

| scansafe-http

ap uses access control list (ACL) as its traffic match

P g B

303127

ATY7F8 HITPS F77 4w 7 (HTTP b7 7 4 v 2 7 AMBHM LI EE LTIGE) 72 E. o
TaRavdO T T 4T 7 TAEEKRTHIZIE, ZOFIESEEZEVELET, L—EBX
YT N — NV a BT T ER T & £,
AT w79  [Service Policy Rules] A > TZ 77 K Web ¥ = U T ¢ D/L—/L &V T )—LOEF %R
LET, BEITAHL—AEZEIRLT, LTFARF 227U v 7 LET, HEDOL—IANEY —fi%
72— X0 BRENCHE SN TWD Z & 2R LET,
-!"."".' iguration > Firewall > Serviceg Policy R
i Add - & Edit [ Delete 0 % By B - Q Find B Diagram & Packet Trace
;:::t Clssiieation # Enabled Match Source Diestination Service F
¥ Global; Policy: global_policy m
inspection_default &) Match @ any @ any q, default |
scansafe-http 1 M [ March @ any4 @ any4 e hitp
".Iu Do not match £l test-netwo... [T http
Ll SV P =
ATy 710 [Applyl 227 VU 7 LET,

A—Y FATOTAT4 EZZD

=JL ==

ax A

TATUTAT A TZ7ATOA—NVEFERTH5H. ASAIX, 7277 4 77 ACLIZEEND
2—HFBIRITN—TDADY— DD —F T AT T 4 T 4 HERORE T a—RL
F9, ACLIZ. 7Z7EA/L—/L, AAAL—/L H—ER K)o — b—)L FFIET VT4
TERBREINDEOMOHEEETHEAT H2MLERH D £7°,

ASAE KU Cisco V5 KWeb 252 1) 7 .
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72ExiE, 2=V RBIVIN—T%2EL ACLZEHT5L5127 T K Web kb2 T ¢
Y=t R R v— L—)LEREL., B#ETIEIIN—T%T 7T 0 T TEET N, Zhidd
HTIEHV EHA, IPT RLADIRIZH S ACL #FEHTE X4,

757 KWebtx=VUT 4T, £D ScanCenter RV > —Na—F T A F T 4T 4 12HSD
LTERTEDD, TRTCO—VFIXHTDRERTAT T AT 4 T7AT TA—IL
Ny PuERSTHICE, 77T 477 ACL O~ Tl Wi N—"%F o a—RZ N
WERGAENDD T, 2= TA T T 4T 4 E=FXTIE, AD=—V =2 I b I L—7
BRAEZEL 70— R T52 N TEET,

GE)

ATy

ATy T2
ATvT3

ATy T4

ASAVL, 22—V T AT T 4T 4 F=FRAICERESINTZIN—T, TI7T 4 T77/RACLIZL -
TE=ZZENTWVWELEINL—THEDTSRUTOIN—FE=R TXET,

FIE

[Configuration] > [Firewall] > [Identity Options] %R L. [Cloud Web Security Configuration] & 2/
varicAaArze—LLET,

[Add] %7 Vv 7 LET,
TN—TNEENTND RAL VEER LTS, 2= INV—T VA RNTI V=T &2 HT
N7 U7 L, [OK]Z27Y)v27 LET, 2Ot A% 0IRL T/ A—FZBMLE£T,

DI N—TNB DAL, [Findl Ry 7 AZHEH LTI A NE 7 4 VX UBRL £7,
ASA T, FEELT-RAAL LD AD B4&TRIEF T a— RLET,

« £72. domain_name\\group name DX T/ N—THH#BHEANTHZ L HTEET,
« MBS U T, [Manage]l R > %27V w7 LTHLWRAL VEZBINTEET,

EFE=ATHTRXTCOIN—T%ZEBMLTEG, [Applyl 227 U v 7 LET,

957 KWebtxal) T4 KR —DERE

ASA P —E R KRY — L—/L&EE LT=%I%. ScanCenter IR — F /L& HL#H) LT, Web 227
VYRR TANBEY T AT 2 TRET—EAB XL AR N ERELET,

https://scancenter.scansafe.com/portal/admin/login.jsp {8 L £ 97,

FEHEIZ DUV TCIE,  [Cisco ScanSafe Cloud Web Security Configuration Guides] 2R L T 72 &
AN

http://www.cisco.com/en/US/products/ps11720/products_installation and configuration guides list.html
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272 KWebtXal T4 DE=S

777 KWebt¥ =V 7 4 %&FE=4F725ITIL, [Monitoring] > [Properties] > [Cloud Web Security]
FBIRLET, ZOX—=2iE, VXA V27 bz HTTPHTTPS #ife D 7' a3 — 30
AT — A AB L OREHERAFRINET, v /LF aLTF A b T— RO, #EHERITa
VTXAMNICOHRFRSNET,

TIAT U M=V MOBROURLIZT ZEBALT, 2—HFDONT 7 4w 7R 7T axd —N
WCUVHZA VLT FERTWENE I DEHWTEET, X—=TI2, 22— BREES—E A&
LTCWENEIDETRTAvE—URERINET,

http://Whoami.scansafe.net

Cisco 759 KFWebt¥1)F 1 D

WIZ, 7797 RWebtx=V T 4 DFREHFZNOIRLET,

277 5WebtFxa )T RADY—ERX KR —DHI

ATy 1

WOFNX, 10.6.6.024 %> T — 7 |ZEEFEINDTXTOIPVAHTTP B LU HTTPS 7 7 ¢ v
7 &AL, tOT R TOHTTP BELOHTTPS N7 7 4 v 7 %27 7Y KWeb ¥ =T 11
EFEL, 2OV —r AR — L—1% BHEOITa— )L R —DO—EE L TTITO
Ao BZ =T 2 A ATHEHALET, 777 FWebtxalT 4 = "NEEREDHEE. ASA
T 29I _XCONTFT T4 vl %Fay X LEST (Zz— 7 —R) , 2—P|Za—W
ID RN NEA. T 7 40 b D= —H Boulder & 7' /L—7 Cisco MEM SN £,

FIE

[Configuration] > [Firewall] > [Service Policy Rules] % %R L, [Add] > [Service Policy Rule] %
7V w7 LET, T 74/ D global policy IZZ D/—/LEEBMLET, [Next]Z#27 U7 L
i ‘j‘o

ASAE KU Cisco V57 FWeb 252 1) 7o .
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8no Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.

Step 2: Configure the traffic classification criteria for the service policy rule.
Step 3: Configure actions on the traffic classified by the service policy rule.
Create a Service Policy and Apply To:

Only one service policy can be configured per interface or at global level. If a service policy already exists, then you
can add a new rule into the existing service policy. Otherwise, you can create a new service policy.

() Interface: outside - (create new service policy)
Policy Name: outside-policy

Description

Dro orted IPvG to IPvE traffic

. Global - applies to all interfaces

Policy Mame:

al_policy

Description:

| Drop and log unsupported IPv6 to IPv6 traffic

*Only one service policy is allowed. Existing service policy names cannot be changed.

303122

< Back | Mext > i Cancel .| | Hellﬁ |

ATFvT2 lscansafe-http] EPFEINDHLWRNT 74 v 77 R%EBML, —HTHET 74 v 71T
ACLZHELET, Next] 27 Vv 7 LET,

i ann Add Service Policy Rule Wizard - Traffic Classification Criteria

@ Create a new traffic class: | scansafe-http

Description (optional):

H

o

{

Traffic Match Criteria ?

™ Source and Destination IP Address (uses ACL)

_| TCP or UDP Destination Port
| RTP Range

ATw 73 [Match) ZE4R L, #(F50L585E1C anyd 248 E L £ 9, Y —E AIC tep/http ZFEE L £9°,
[Next] %7 U ‘y7 Lij—o

303123
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Source Criteria

Source: | any4 LJ

User: =

Security Group: | 'l_]

Destination Criteria

Destination: | any4 u
Security Group: | Il;]
Service: ‘m |U
Description:

303124

AT w74 [Protocol Inspection] % 7' ® [Cloud Web Security] % 422 L C, [Configure] %7 V v 7 L %7,

ano Add Service Policy Rule Wizard - Rule

Connection Settings QoS | N

1

[ cTigee

@ Cloud Web Security |
[ DCERPC Sl

|| DNS Configure...

| ESMTP

303125

ATy TS FTT7H)L LD [FailClose] 77 ¥ a V&% IF AN, [Add] 227 Vv 7 LET,

ASAE KU Cisco V5 KWeb 252 1) 7 .
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800 Select Cloud Web Security Inspect Map

Select a Cloud Web Security inspect map for fine control over insg

Name

Cloud Web Security Traffic Action

(®) Fail Close () Fail Open

~ Help | [ Cancel | oK ]

303126

ATYT6 ALAXT v arRY —~<y T Thttp-map) &9 AHTZFHT. [Default User] |2 [Boulder],
[Default Group] |Z [Cisco] Za% & L £7, [HTTP] Z&IR L £,

ann Add Cloud Web Security Inspect Map

Mame: http-map

Description:

Inspections |

Default User and Group

Boulder

Default User:

Default Group: |Cisco

Protocol
Port: () Non () HTTPS

[ Help | [ Cancel | [0k

RFwF1 [OK]. [OK] &2 Vw7 L, [Finish| 227V v 27 LT, L—nld, $—Ex HY— L—n
T BN ENET,
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800 Add Service Policy Rule Wizard - Rule Actions
Connection Settings = QoS  NetFlow = User Statistics
[ cTigse
™ Cloud Web Security | Configure... |  Cloud Web Security Inspect Map: http-map, fail close
|| DCERPC Configure...
| DN Configure...
] ESMTP Configure...
] FTP Configure...
| H.323 H.225 Configure...
| H.323 RAS Configure...
] HTTP Configure...
L) ICMP
|| ICMP Error
[ Is
M Configure...
[ IP-Options Configure...
| e FoPrT—

303129

| < Back ' Finish [J ~ Cancel | [ Help |

AT w78 [Configuration] > [Firewall] > [Service Policy Rules] % 4R L. [Add] > [Service Policy Rule] %
27U w7 LET, T 74 /L hD global policy (ZH LVWWL—/LZBMLT[Next]Z27 U7 LE
ha‘o

AT w79  [Addrule to existing traffic class] 2 U » 7 L. [scansafe-http] 28R L 9,

8nea Add Service Policy Rule Wizard - Traffic Classification Criteria

_ Create a new traffic class: global-class

Description (optional)

Traffic Match Criteria
Default Inspection Traffic
Source and Destination IP Address (uses ACL)
Tunnel Group
TCP or UDP Destination Port
RTP Range

IP DiffServ CodePoints (DSCP)

IP Precedence

'*) Add rule to existing traffic class: | scansafe-htp |

ap uses access control list (ACL) as its traffic match

) class- ult a; tr class.
e g B
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A5 w710 [Donotmatch] 2R L. %E7E L LT [any4]. %a5E & L T[10.6.6.0/24] 3% E L £¥, [Service]
Z [tep/http] ICERE L E T, [k~ (Next) 1227V v 7 LET,

N-Yals) Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Source Criteria

Source: anyd
User:

Security Group:

Destination Criteria

Destination: 10.6.6.0/24

Security Group: .

Description:
nmuwmu*nwwwuhmw%ﬂwrﬂﬂﬂj

ATy 7N [587 (Finish) 1227V v 27 LE7,
AT w712 [Do not match] /L'—/LA% [Match] L —/b D B2k D L 9IS/ —LVDIEFZZERE L ET,

000 00O
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i .- !".I-".' LR LSRN ."..'.: YA YICE FOlICY H 1
4 Add - & Edit [J] Delete o ¥ Bz B - Q Find B3 Diagram <7 Packet Trace

Traffic Classification

Mame # [Enabled Match Source Destination Service F
¥ Global; Policy: global_policy T
N f = N,
inspection_default 3B Match @ any @ any Q, defauly |
scansafe-http 1 M 3 Match @ any4d @ any4 i http
".h Do not match o Cl test-netwo... [T http

303130

a—H ~FT7 4w 7, TRHO—/VERFICHER S LE T, O [Match] L—/UE Y A b
DEMMZHHDT, TAN XY NT—T~D T T4 v I HEFLTXTCRT T4 I BED
J—UZDFH—E L, [Donotmatch] /L—/L3t > b 4252 &idd Y £H A, [Donotmatch] /L—
/L% [Match] /L—/v D EIZBEIT 5L TA MRy hU—2~D 77 ¢ v 2% [Donotmatch]
=L, LoTXTDO N7 7 4 v 71X [Match] V—/UZ—E L ET,

ATV T3 KOIIICEFELCEROFIEZM YKL EF, [scansafe-https] EMEENDHLWVET 7 1 >
7 TAEBNML, A VAR v ary R — <y IZ [HTTPS] 23R L 9,
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% Add - B Edit [ Delete  + & ¥ H2 Bl - ' Q Find 4 Diagram &7 Packet Trace

Traffic Classification

Mame

¥ Clobal; Policy: global_palicy
inspection_default

scansafe-itp T = hip :

# |Enabled Match Source Destination Service

08 Match @ any @ any q, default

08 Match @ any4 L@ am,'d = hrtp
scansafe-https l IET & Do not match @@ any4 B test-netwo... 1% hitps
2 ™ D8 Match @ any4 @ anyd 1 https

30313

TR L SRy L PR R TV Vg W

ATy 14 [Applyl 227V v LET,

Cisco 759 KWeb X T DERE

TS5y bk
T+—L)
HERES )—= A E
9.0(1) ZORENEAINE LT,

77 RKWebtFxlT o
CiscoZ 77 RWebtFx=UT 1%, Web N7 7 4 w7
XL TCars oYy Axy o Eo~ /vy = 7 iy —
EREFEITLET, £, 2= TAT T4 7 410K

P

SNTWeb N7 7 4w 7DV FEA VLT FEREEITH Z
L TEET,

WOBHEPEANEITEESNE L,

[Configuration] > [Device Management] > [Cloud Web Security
Configuration] > [Firewall] > [Objects] > [Class Maps] > [Cloud
Web Security Configuration] > [Firewall] > [Objects] > [Inspect
Maps] > [Cloud Web Security Configuration] > [Firewall] >
[Identity Options Configuration] > [Firewall] > [Service Policy
Rules Monitoring] > [Properties] > [Cloud Web Security]
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. Cisco 75 FWeb ¥ 1) 71 DERE

TS5y k

TAH—L)
HEEESR J—2X BEBETER
Cisco 797 RWebtX¥a2UF o077 |9.6Q2) P — NNIEFENE D D&YW 58I, 7T 7 KWebt
r—vavggeltF v, X2 UT 4 T7 7V r—varofesF oy 735K

IZCiscoZ T RWeb XV T4 2RETXH LD
WV FE L, 77V r—va otz iid s 2
T, TIAY = NBTCPARY —T A NV Rz
A VIS ETHBEIT, VAT AFI A I T v T =
W27 = — VA —_—TXETN, EREUHT S Z &1T
TEFEHA, ZHIZXKY, XVEFEEOEHWC AT L%
EHLET,

[Configuration] > [Device Management] > [Cloud Web
Security] DHE[EINEE SjLE Lz,
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