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s T3ISEHX A LT 7 ME 20 T,

c RB72 A v — IDAFFA SAVE T, matchmessagevl/v2idrange 2~ > R&F%E L T,
PFR—FER T a~vy RRFr SR TWenwa~vr 2 Ray 7 Leh, v7icqiE
FLT2D TEET, RERBOA vy E—IRV AT LATHR—FIATHWRNGTP U U —
ATERINTZA v E—VIIARAE RSN ET,

N (¢) ~ =L
ENAILARYRNT—D A 2AXRD O I VDETE
ENRA )Ry NT—I THERENS T haLdAf AT g 37 7 4/ S TEMNT -
TWERFA, EXMILFy NI =T W R— T D120, TNOLERTETHLERH D F97,

FIE

ATFYT1 (EE) GTPA L AT gy R — < 7ORE (11 —)
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ATy T2
ATvT3

ATvT4

ATy Th
ATy T6
ATvT1

6P v2xsvay Kys—vy Tz [

(UEE) SCTP A v AT g v R — <o 7OHRE (153—2)
(£E) Diameter f v AT g R o— v 7TORE (173—=)
VI 727 TIEEEVR—FENTORWBHEMERT (AVP) TTZ A F Y 7T 5854

Z. Diameter f v AT v a L R — <o THEATIH AKX L AVP Z{ERCEET, B
A 4 I Diameter JBYEE~T (AVP) OFERL (20 X—2) ML T EE WY,

(EE) W5 E{b & 472 Diameter TCP/TLS k7 7 ¢ v 7 AT 25513, IROFBHNIHES T,
VB TLS e X U2 E L ET, K5k &7z Diameter & v 2 a »OfA (21 ~X—)
(EE) M3UAA L AXRZ Y ary R — <y TORE (29 4—)

FRAN Iy NT—0 A ARXT 2 a D —EZ R —0ORE (33 3—) ,
(f£&) RADIUS T H U T 4T A VAR v a VORE 34 35—)

RADIUS 7T H U T 4 7 AV ART v a ik, WBEEEREE SR L £,

GTP A VAR g Ry —T v TDEHRTE

ATy T
ATy T2

ATvT3

ATvT4

GIP bT7 7 4 w7 TBIDIRTG A—H —5FITTHIZT 74V b = T R=— Xl S
RWNEAIE. GTP ~ > P& B L., RELET,

JR 8O HHEIIZ

—MDO N T T 4 VREF T a rTIE, MEDODICERERZHEALET, b7
=7 D1 ORFEHRTIEAT. RO ERFRELIFERERDO I A v~ 7T H2ERLE
KR

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [GTP] % 8&4R L £,
WONWTNNEFEITLET,
c[Add] 27V vy 7 LT, HLnw~y FZiBIMLET,

cNEEZRRTDHYy T HEIRLET, v 7 ZHmET HITIL, [Customize] 7 U v 27 LE
T, TOBROFIETIL, v v T2 NAEZ~vA XEITENT A0 ELET,

B~y 7OgE, 400 (K40 30F) EaAEZ AN LET, vy 7 2RET D & 13
ERTEDHDITFHHDOHLTT,

[GTP Inspect Map] & 7 1 7’78 7 A D [Security Level] £ = —C, < v 7 OIEDHKE % iR
LET,

Ea—d<wvy7RNT 74V MEEZFEH L THNE00, FREIART<A XL TNDEDONERL
FT, REXSIDICHALZ A XT HUENDLH5E1E, [Details] 27 U > 7 L, FIAZ KT
E

AR E AN Z SV PEVE |



ERAL Y RT=IDA AR vay |
B oroxrsoasgkys—<viome

£k [IMSI Prefix Filtering] 78 % 1L, ZOFIEOZY-THHIND IMSI 7L 7 1 v 7 X
TANG N T HEREST D a— My FTT,

AT w75 [Permit Parameters] ¥ 7% 7V v 7 L CHERA T a L 2R ELET,

* [Permit Response] : ASA 78 GTP A LV A7 a3 V2 FITTH8A. 77 4/0 hTASA
I, GTP ER THE STV GSN £721L PGW 7260 GTP It % K v 7 LE T,
ZHUE, GSN/PGW = RARA > O T — )L ca— RANT v v 7% LT, GPRS
DWRLAT =TT 4 Z@mDTND L ZITRELET,

GSN/PGW 7=V > 7 HREL, v— K NRXT7 v TV R— T 572HIZ, GSN/PGW
T RRA L PEIRETHRY NT—27 A7V 27 N I A—7%EK L. ZE [From
Object Group) & L TEIRL £9, [FERIZ. SGSN/SSGW D=l Fy hU—7 7V =
7~ ZN—T%E L. [To Object Group) & L CEIRL EF, IEE%1TH GSN/PGW
2 GTP ERDEEH GSN/PGW LRILA TV =7 h ZA—FIZBLTRBY ., IS&E LT
% GSN/PGW IZ £ 5 GTP IGEDEEVRHF A SN TWHIEDAT V= N T —TF|Z
SGSN/SGW 23 & D AT, ASA TIENHFA SN ET,

Fy hU—2 FTVxs b IA—FF, = RBA L hERA R T FLRAFRET s R
RA Y MG TRy Mol cxET,

s [PermitErrors] : #E&h72 /7w hRoA U ART Vg VERHIZ T — RO Ty M
Fa oy LW TASADNLIRET DL ETRITIOINE I DEELET,

AT 7F6  [General Parameters] ¥ 7% 7 U w7 L, MBERA T a rEZELET,

+ [Maximum Number of Requests] : JEZEFFDH TH = — TN S 4L D GTP ER D REUZ 7% E
L\ij—o

* [Maximum Number of Tunnels] : #FRISNWDT 7 7 1 772 GTP b ¥ RV DI KE AR E L
F9, UL, PDPI T XA MELIFT U RARA MY LET, T 740 M
500 T9, HTLWESRIT F 2V ORKREICET S E FeyrXsnET,

* [Enforce Timeout] : IROEMEDT A KV EZA LT T NEFATTHNEIEELET, ¥
A 27 7 i hh: mm: ss XTI,

* [Endpoint] : GTP =2 RARA » b RHIBRSND ETOIET 7 7 ¢ TR DR KBTI,

« [PDP-Context] : GTP £ v+ a > ® PDP 27T F A h&HIMRTHETCOIET 7T 47
R O KE T, GTPv2 TlX, ZHUFIRT7T 77— a7 F A T,

*[Request] : U7 = A RN Y 7 AN Fa—0bHIlRENDETOIET 77 ¢ 7RO
BRIETT, Fuy 7l INERSNOERBEOINES ey 7SN ET,

s [Signaling] : GTP ¥ 77U V' 7 RHIBREND ETOIIRT 77 4 TR DI KIE T,
* [T3-Response timeout] : #ft & HIRT 5 £ TO, IEFRF BRI O KA T,
e [Tunnel] : GTP F > RV SN D £ TOIET 7 7 4 TR O R KIE T,

. ENALRYRT—=IDA VARG 3y
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ATy T17

ATvT8

6P v2xsvay Kys—vy Tz [

WAELZI U C[IMSI Prefix Filtering] # 7427 U w7 LT, IMSI V7 4 v VA T4 VB2 ) 7
EERELET,

FIFNEITIE, EXa2 VT4 T FI5AT AL, B ESM VB Y 2—F (MCC)
EENRA VXY NU—27 a— K (MNC) OfiAxGbEsF oy 7 LEFA, IMSIZT LT 1 v
TATANEY T HEFETDE, ZE/N7 > FOIMSIOMCC & MNC 3, #27E S 4172 MCC
& MNC OfiAG R LRSI, — | L2 b DIE Ry FInE T,

ENAN A NY a—RIZ0USND IHTOET T, IHEF2HOEO T L7 4 v 7 AL L
TOoOMBEMENET, EAAL)L Xy hU—27 a— NI 2 H1E 7213 3 10T,

FYHTHNZTATOMCC & MNC OfAEDEZBIMLES, 77 4/L h Tk, ASA I
MNC & MCC DFHAEDEDRAHNTH LN E I DET =y 7 LW, RE LA DY
WHNTHLINE > NEfERT 2LENH Y £79, MCC B LU MNC 22— FOFEMIZ N T
X, ITU E.212 45 [Identification Plan for Land Mobile Stations] %2 L T 72 &0,

[Inspections] ¥ 7% 27 Vw7 L, N7 7 4 v 7 OFHEICESNCRET DHEDA VAT Vg
YEERLET,
a) WOWTNNEFITLET,

*[Add] 227 U v 7 LT, HrLWEHEZBIML £,

« BEfF DR EZRINL | [Edit) 227 Y v 7 LET,

b) HEUEDO—EH A 7L LT, [Match] (FT77 4 v 71 3L T 20BN H D) 21X
[NoMatch] (N7 7 ¢ v 7 I 3FEREL B DZMNERNH D) ZRIRLET, KRIC, EELZRE
LET,

* [Access Point Name] : f5& LI ERIEBE L IXEREIR Y F 2T 78X KA M
=B LET, 774NV NTHE BRRT 7 EARAV MAEFRFOTRTOA v E—
UiE I, EOARITHIHFRENET,

« [Message ID] : 1 ~255 DA v — IDIC—HLET, | DOMEE IO PH % F5
ETEET, AvEB—T2 GTPvl [AliF A (GTPVO 2 &Te) . GTPV2 Al & FEET
HVERHY FT, T4/ FTIE, TRTOERA v =V IDRFTENET,

* [Message Length] : UDP<A 12— ROE I, f5E L7h/IME L R RKIEOMICH D A ¥
“IZ*“:/“@Z*@Z L/jzj‘o

« [Version] : 0 ~ 255 @ GTP "— a3 L —FH L £7, | DOMEE - I EOHPHZ2457E
TEXET, T7ANEITHE, TXTDOGIP A—V a VBRI ENET,

« [MSISDN] : PDP = > 7 F X MEZEER, & v g UMERESR, BLXONRNT T —EH
JEED A = NOFEAL )L AT —3 g VEEY T A7 54 NEEE S (MSISDN)
OERERZE L IEAEBREIIERER 7 A LRAE LET, EHERBETIL,
7€ ¢ MSISDN & 7213 MSISDN D #iilH % e f1] D x M1 H DWW TRk C & £97, MSISDN
74N X GTPvI BEIONGTPV2 DA THAR— FENTWHWET,

« [EIRET— K (Selection Mode) ] : PDP =127 F A MERRERNOBEINE— FDIFHRIE
FEWALET, BIRT—FTIE, AvE—VICTZ7EARA v 44 (APN) O¥AF

AR E AN Z SV PEVE |



ENALFY RT—0DA ARG ay |
B oroxrsoasgkys—<viome

TEHRELETHE, WOWTNZRY ET, BRE—RFN 7 4L H¥ Y 7%, GTPvl
BLOGIPV2 DA THR—FINTWET,

e 0 MEFRF S, APNIZENSANL ATF—2arvFidxy NU—2I1Ck o> THES
NTEY, Y727V P g o ERINTWET,

el ENRNAINAT— g, APNIZERS L AT —2 g icloTHRESNTE
D, Y7270 F g NIEREINTOERA,

2: Xy hU—2, APNIZRY hU—ZIZLkoTHREESNTEY, 722717
VaFHERINTWER A,

<3 THRIEA CREEA)

) AvtE—YIDO—HKZiX, Ny hERay T LH5037y MO L— MR %9
HZPONTNNEIFIRLET, tOTXTO—HDOT 7 va ik, Xry hE ey 7L
FT, TRTO—HIH L TCaF o TE2A X—TNMITENE I MBI T ET,

d) [OK]ZZ7 Vw7 LT, A AT aryzBMLET, LESUTTrEAZ#IRL
e

AT9FT9 [ToF VT A DE# (Anti-ReplayProtection) | ¥ 7 &7 Vw7 L, 7oF VT LA 4T3
vEHRELET,

[T Ry b VT LA T4 RYOARNME (Enable Data Packet Replay Window) ] :

GTP-U A vt —YDATGAFT 4T U4V RUBRBELT, 7oF U F LA 2G0T
DMEIDERELET, ATAT AT T4 RUDTAXEFAvE—VOHTHY
128, 256, 512, F721X 102412720 £3, AR A v E—URERENDE, U RY
LW — 7 U ABBICBITLET, V=7 AE L0~ 65535 DFPHTH Y . x K
BIZETLET v T ENET, £, ZRHEPDP 2T HA M EIC—ETT,

A=V, VTV ABGNRT 4 RUNTOIUTERE ReshvES, 7oF U7
LAZ, "y B—INGTPT—% Xy "Xy 7Fx L, TNHE2VTLATHLEEIC
BETDHHREERD DYy a NPy v 7R DoS WEE S DIHETHET,

ATYITIN0 [2—HF RS —T ¢ (User-Spoofing) | #7427 Vw7 L, TVFARS =T 47 4T3
VERELET,
« [GTP ~ v ¥ — D78 (GTP Header Check) ]: GTP 75— /347 v FOWNH~A 01— K&
WL, P~ HX—=DROLGEEETZONTy NNy T T50E920, TUvFRATS—
T4 T ERET AL, 20X T a v EERTAVLERLY £,

[T F AT —7 42 (Anti-Spoofing) | : WA 2 — RO IP ~» ¥ —HNDE/A )L
Z2—HPFIP T RLAN, By a U MERIGER YO GTP il A vE— 280 YTHnT
WHIPT RLARE—HTHINEIDEZMB L, IPT RUAR—HLARWERIZED A >
=% ey 7T 50E 90, GTP-CZEUTHV Y TZHEDOTIERWAIOIP 7 R
AEFEHL TNy D—DRIOBETHLH LIS (RT =740 7) "EENRH Y F
T, TUFRATF—T 4 701F, HHENTNWS GTP-U 7 F L ANERIC GTP-C ZffH L
TENYTHLDOTHLINE I D EHERLET, ZOMIETIX, IPv4, IPv6, I UIPv4ve
PDN % A 7Y KR—hSnE7,
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ATy 7N

SCTP A v2xs a3y Ky v—vyT0EE [

FENA VRN DHCP i H L TEDOT RL A ZEET 554, GTPV2 TOx Y Ra—
FDOIP T FLA1X0.0.0.0 (IPv4) F£7213F prefix::0 (IPv6) (2720 £4, TOHEE, VAT
LI AT NTRIBLIERYIOIP 7T RLAZEH LTy R2a—F P 7 KL A% HE
FLET, OF—U—F&H LT, DHCP CHG LT KL ADT 7 /v b OEIEE
EHETEXET,

* GTPV2-DHCP-ByPass : 7 R L2 0.0.0.0 £ 7213 prefix:0 # EH LA, ZDORDY
\Z, T R2—HDIP 7 FL AN 0.0.0.0 F721% prefix::0 DA I3 » R EFFA[ L
F9, IPT FLAOHAFICDHCP 2T 5L, ZOF Ty a ET7 v F AT =7 ¢
YT Ty TN NALET,

* GTPV2-DHCP-DROP : 7 F L % 0.0.0.0 F 721X prefix::0 # TH L A, ZDORDY
2, = Ra—FDIP 7 FL AN 0.0.0.0 F720X prefix::0 OEEIXTXTO/7 > b
ZRuy 7 LEd, 20O+ 7y aif, IPT KL AOEHZ DHCP & H+ 25 2 —
P~OT 72 AEHEET,

[GTP Inspect Map] ¥ A 72 7Ry 7 AD[OK]| %27 Vv 7 LET,
INT, GTPA U AXRI v a VDY —EARA R —T, f VAT vary vy T EHHATE
E3

RDIRY

v TEMGHTHIEODA AN v a R = ERETELHEICRELE, TEA
NRy FT—=0 L AR a D —E R RY —ORE (33—) | #BHBLTL
7230,

SCTP 4 VAR 3RO —TvTDHETE

Y

L— IR D7 Y r— g VEAEDAf a— K 7u 2D (PPID) (ZF#HSv T SCTP
N7 40 7IRBET Vv arzAT 503, Y—EARY O —THEHINDSCTPA > A
_Xyvary R — vy T EER LET,

GE)

PPID 17— ON=£ 0 OFIZH Y | BEDO Ny MIEHROT —4% Fv o7 £7-13 150D
T v 7 2RO ENTEET, Xy MT1OOHKIET v o 7 12380 BOT—% F v
VIOBEFENTWAEES, B S TohT 7 YarRRey 7SN TeyE 7y MIFke vy
SNFEHA, 2L XX PPID26 % K2y 795 SCTP A Y AT va vy K v— <y 7 aek
ETDHE, PPID26 57— F ¥ 71X, Diameter PPID 7 —# F v 7 o7 v MIHES
S, FOXRTy MIFryFShEdA,

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B scrroxxovasRys—<yTomE

ATy
ATvT2

ATvT3

ATy T4

ATy TH

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SCTP] % %R L ¥ 7,
RONTNNEFEITLET,

c[Add] 27 UV v 27 LT, HLWw~y 72BNl ET,

e~y VEEBIRLC[B) 227 Y v 7 LET,

FLnw~y 7ONE, AT (kK40 XF) @A AN LET, v v 7F2lET 5 L &I,

EHETXLOITHADOLTT,
SCTP 5—4# Fx 7 DOPPIDIZFESNWT, FT77 4 v 7% Kuy, L— IR, £ziknm
TR L ET,

) WOVThrzEFLET,
*[Add] 227 U v 7 LT, BrLWEHEZBINL £7,
« BEfFOIEMEZRINL . [Bdi) %2 Vv 7 LET,
b) EHEDO—EH A 7L LT, [Match] (77 4 v ZIZPPID & —E$THLENH D) £720%
[NoMatch] (FZ 7 ¢ v ZIXPPID & BB LENRH D) ZRINLET,
72 & 21X, Diameter PPID T [No Match] % 584R L 72455 1%, Diameter % % < 97XT® PPID
WI TA <y TIPbRISET,
¢) [Minimum Payload PID] &R L, f£& T, ME T 5 [Maximum Payload PID] Z &R L £ 7,
AHTE 2133 (0 ~4294967295) TPPID # AJ) CEE7, PPIDD Y X FinbEIRT 5
Wi, 74—V RTLIRF &2 Y v 7 LET, RKEO PPID #{R L1254, MR
A% PPID OFIFHIZHE N S E,
SCTP PPID ®IIED U A ~iZ
http://www.iana.org/assignments/sctp-parameters/sctp-parameters.xhtml#sctp-parameters-25 CHErd
TEET,
d) —ETLH5"ry e Rry” (LTrZIZRER) 7500, v 75T 570, £dr—
REIBR (Fr ey M (kbps) HNL) T 20 ZFIRL £,
e) [OK]Z27 Vw7 LT, A VAT aryzBMLET, HREOSUTTrEAZ# KL

i‘ﬂ—o

[SCTP Inspect Map] # A4 7 R 7Ry 7 AD [OK] %27 Vv 7 LET,

INT, SCTP A VAT gy —bE AR —TA VAT vary vy T aHEATES
L 2lThn £,
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Diameter f VAR 23V K — Ty TOHRE .

RDERY

<~y TEFERTREODAL VAR g R V—ERETELL0CR0FELE, TS
N Xy NT—=0 A AT g DY —E AR —0ORE (B34—) | 2L TL
fiél/\o

Diameter f VAR 3 RYS— Ty TOHRTE

X F XF 7 Diameter 712 h I )VBEFETT 4 VEZ Y 7T 5780 Diameter A AT g v
RN v — =2y T EERTEET, TO%k, EREZEBROICRe y FEida ZICREEsTE F
j—o

Diameter A & — 74 V2 7 EFFET DI, 207w ha/VERITIRFC B EIW
B TER SN TNDDT, INDLDOBERIZOWTH LWHGZ R > T HRBERH Y £
9, 7o & 21X, IETFIZIX. http://www.iana.org/assignments/aaa-parameters/aaa-parameters.xhtml (2
RYBERFEHT TV r—var, avr Fa—F BROEMHESTDOU XA 3 H Y £33,
Diameter f > A7 23 TV A RSN TWAHLTRTOHEAYR—FLTWEREA, Hil
HARIZOWTIE, 3GPP Web A F & ZRL TS 72 &0y,

A7 a & LT, Diameter f Y AT gy 7T A <7 a{E L., Diameter A > A7
arDAyE—YV T gNE Y T HEBELFERTEET, MOF T a L LTI, Diameter
AVART v ary RV =y T TTIANE) TR EREERT DL HTEET, 7
TAXYTEERT D LAV AR v ary v~y T TTANE Y V7 R AR ERT D
ZLEDEWNE, 7T A vy S TIREMARRGEELERTE, VIR vy TEHAMTE S
EVIHIETT, ZOFIETIFEA AT v ary vy TICOVWTHBALETR, 772~y
TEH &N 25—, [Inspection] # 71T B2 FIETHHAINTHE LD LR L TT,
[Configuration] > [Firewall] > [Objects] > [Class Maps] > [Diameter| Z 38R T 57>, F72i31 >
AT a2y TORERIHERT S Z LK - T, Diameter 7 7 A v v 7 2R ETEE
R

-

AR CHBATA2FEICMZ T, =R RY —DfERFICA v AT gy vy TEHRTE
TEET, v v TORNFIT, 1ERFIEICEFRR<E LTI,

JR 8O HHIIZ

—EDO T T 4 v IVREAT T a TR, BEDOTEOICERFRAHEA LES, b7
=7 D1 OEFHTLIHAIR. RPICERERHELIZEREHO 7 X ~ v 7P 2B LE
7,

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter] % Z&4R L £,
ATY T2 ROWTNNEFRITLET,

c[Add]ZZ7 V7 LT, HiLnw=wy 72BNl ET,

AR E AN Z SV PEVE |
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ERAL Y RT=IDA AR vay |

B oviemeter 1o zxRxH a0 KL — <y ToRE

ATvT3

ATvT4

ATy T5

vy TEBBRLUT[EA) 227 ) v 7 T5L, TONKERRTEET,

LW~y 7OgA, Al (K40 X7 LA E AN LET, v~ v 7 EmET D L X3,
EHETELHDOIFTFHHADOATT,

[Parameters] % 7% 7 U v 7 L, HA— Fxt44b D Diameter EFE A Fe A v —T % 1 7|25
BT DMEIMITONWTHET 24T v a vy aRRLET,

* [Unsupported Parameters] : 73— F %544 @ Diameter BHE A Fie A v — V% 1 7508k
THME DD, AR — MRS D [ApplicationID], [Command Code], & 7213 [Attribute Value
Pair] DEF A 1 J|ZREE T E7,

» [Strict Diameter Validation Parameters] : RFC 6733 ~® g% 7 Diameter 7' 12 ~ =)L D UEHL A
AINZLET, T 74N RTIHE, A AT >3 285 T, Diameter © 7 L — A RFC
ICHEILL CTWA Z ERER SN E T, By v a VX vV ORIEB LA T— =
T UDRRREEBIITE £,

[Inspections] ¥ 7% 27 Vw7 L, N7 7 4 v 7 OFHEICIESNCTEET HRHEDA AT Vg
YEEFRLET,
Diameter 7 7 A ¥ v FNZHEASNT, FHIFA VAT v a vy vy P T HEBEERETHZ
LIZEoT, FRITEOWMET, N7 747 O—HHEMELERTEET,
a) MOVWTNNEFEITLET,
*[Add] 27 U » 27 LT, #HrLWEEZEBNLET,
cBEFORUEZBIN L, [Bdit) % 27 U v 7 LET,
b) [Single Match] ZJER U THREZEHERT 57>, £7213 [Multiple Match] %2R L T EE4E
% EFT 5 Diameter 7 7 A v v T EIEINL 77,
c) H¥EARZ ZTERLIEGEIZ. EUEO XA 7L LT [Match] (FT7 7 4 v 7 35EHEL
—HTHMENDH D) F£7L[NoMatch] (M7 7 4 v V7 IZREMEL BRIV ENH D) #i%k
RUEF, w2, BEZUTOLIICHRELET,

* [Application ID] : Diameter 7 7" U 77— 2 » O FTE 7213E S (0 ~ 4294967295) %
AN LET, BAETHEGESDFEINTET TV r—a vy o#ARD 561X, 2
BHHODD ZEHHENTEET, 77V r—var OARTEITESHICHAL
EFRTE, F1IDBLVE2ID OROTRTORFZITHEA S NET,

NS0T T A= g ITANAIWCERGESNE T, kOaT7 77— g vt
R—=FENETH, o7 7V r—ra b7 4 VA TEx £97,

* 3gpp-rx-ts29214 (16777236)
* 3gpp-s6a (16777251)
* 3gpp-s9 (16777267)

« common-message (0) ., (554 Diameter 7’1 | =1/1)

+ [Command Code] : Diameter =~ > K 22— ROLRTE 7213%E S (0 ~4294967295) % A
HLET, BETHERESMIENT-a~xr R a— Fof@ERH 55481, 2 &H
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d)

Diameter f VAR 23V K — Ty TOHRE .

DaA—REEHLTENTEET, I~ Fa— FOLFTEITF SN EE % &5
TE, FB1a—FBIOE2 a— FOMOTXTOFESFITHEHAINET,

72 & %2 1X. Capability Exchange Request/Answer =~ > R =2— K CER/CEA &7 5 IC
I%. cer-cea & AJJLFE T,

» [Attribute Value Pair] : BMED 2 LD AVP, AVP OFiFH, FoidEttofiici-s<
AVP %A TE £9, [AVP Begin Value] D& 1%, 7 AKX L AVP D4R, 720
RFC F 7213 3GPP AR ICBE SN TWT, Y7 by =7 THEHEYAR— ST
HHO04FIEFETEET, VA MDOLBRTHICIE, 74—V RTLIRF %
7w LET,

AVP O#HZBATHHE1E. FE DAL D [AVP End Value] Z4E L 9, fHiC
Lo TAVP ZBETHLEAIZ. 2BFHOa—FEEETCETEEA,

473 a2 > ? [Vendor ID] % 0 ~ 4294967295 O#iPHTHRET HZ & T, BAEZEBIC
MOATeZ ENTEET, 72L& X, 3GPP X ¥ — 1D (X 10415, IETF i 0,

AVP DF —4 B A TR R—FENTWEHEBICOHR, HOREERETEET,

e ZIiE, TRVAT—=H XA TN %AVP DIP T RLAZFEETE £, AVP
DU AN, ZNENDOT—X XA TNREREINET, EOLIITMEEHEET LN
X, AVP OF — X X A FIZX > TR FT,

» [Diameter Identity], [Diameter URI], [Octet String] : 2L H DT —X ¥ A4 T BE
TAITERFRELIFERRBO TIX X727 NEBNLET,

o [Address] : TRA T B IPv4 £7213IPv6 7 RL A ZIRE LT, =& 21,
10.100.10.10 F 7213 2001:DB8::0DB8:800:200C:417A,

o [Time] : BRAGAREL K T HEFZEE LET, W AZHEET IV ENDHY £7, KF
ME 24 BERIE A CHREL £,

* [Numeric] : Zi5 OHIPAZIEE L 3, ARESOHRMIL, 77— ¥4 712k -
THERY £,

* Integer32 : -2147483647 ~ 2147483647

* Integer64 : -9223372036854775807 ~ 9223372036854775807
* Unsigned32 : 0 ~ 4294967295

* Unsigned64 : 0 ~ 18446744073709551615

* Float32 : 8 #1D/NEUR R B

* Float64 : 16 M5 D /NS FRFT

—HFT DT T4 I L TEITTET 7 ary Oy hoFay 7, #E0 Ra y
7, FrEaX ) EEIRLET,

[OK]ZZ7 Vw7 LT, A VAR varyZBEMLET, DB T rERAZH0 KL
£,

AR E AN Z SV PEVE |



ERAL Y RT=IDA AR vay |

B 5<% L Diameter BEEXT7 (AVP) DR

AT 76 [Diameter Inspect Map] ¥ A 7 2 7R 7 AD[0K] %27 Vv 7 LET,

N T, Diameter f > AT a3 DY —ERARY L —T, AL AR g2 vy 5
TEFET,

RDRERY

< TEFERTRIEODAL AR g R —ERETEL LRV FE L, TS
VY NT—7 A AT a3 DY —E R RY > —DFEE 332—) | #2HLTL
7230,

$H X 32 L Diameter BREIEXRT (AVP) DYERL

ATv T
ATy T2

ATvT3

HLWBMEET (AVP) BNEFEI ., BEIND L, I AKX A Diameter AVP % 1E% L T,
Diameter { ' AXT v a R —<wvAENGEERL, FHTAHZLENTEET, RFC
FILAVP 2 EET HZDMD Y — 2035 AVP DIERRIC L E R R 2 BE L £,

B AHZ NAVP I, AVPBEH @ Diameter f > A7 v a v R — <= FFEHIF I T A=y
TTHEATLIHAICOR, ERLET,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [Diameter AVP] Z &R L £ 77,
[Add] 27 U v 27 LT, # LW AVP Z{ERl L £

AVP ZfREE+ 5 & X1, iHOAZERTCTXET,
WKDOF T g EHRELET,

* [Name] : fERL L TWAH I A X A AVP OART (K32 XF) . BEMEST ORAE % E5%
AA0%, Diameter f VAT Vg R v— <o T ERITI T A vy T T DL
SR LT EEW,

* [Custom Code] : 7 A% I AVP =— R (256 ~ 4294967295) , ¥ AT L CTEFRHFAD 21—
REXRUHZ—ID ODMAEDOEEATTTHZ LIXTEERA,

* [Data Type] : AVP DT —H% XA 7, IROWT ORI TAVP 2 EFRTEE7, HLW
AVP BBIDORIDEEA X, ZDRDH A X I AVP IZ/ERR TE £ A,

« 7 RLA (IP7 RLADHE)

* Diameter ID

+ Diameter Uniform Resource Identifier (URI)
*32 By MREVNEUR

« 64 By MEEI/ IR
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| EML 3y rTI—0DAVRRI Y
B5{t &Ntz Diameter £ v v 3o 0BE [

+32 By ML

<64 By MEH

« U T v NIUFF

. IREZ

*32 By FOFFEIR LB

c 64 Y OFFETR LEHK

« [VendorID] : (fE&) AVP ZEFE L7 X —D 0~ 4294967295 O ID F =, 7= &z,
3GPP X %' —ID % 10415, IETF i 0,

* [Description] : (fE&) AVP Ot (F K 80 305

ATy T4 [OK]Z27 V7 LET,

=2{ I f- Diameter v > 3 U DBRE

Diameter 7 7"V 77— 2 VI3 TCP ECH BT — 2 2T 256, A1 AT T g

VEA =T DT ANE Y T NN BT LTIy NNEERT HZ EILTEE

ﬁm L7eMlo T, T4 NZ Y 7 —Z{ERk L. %ﬂ%%ﬁ”méntnmb774/
WHEHATHEE. TLS Ve XU 2R ETLHMERNDY £, b T 7 0> 7

Tﬁa&7nk:w% AT 2I2E, Ted b B TY, ZOREIXSCTP/DTLS M7 7 1 v
IR EA S ER AL

TLS e X 3fliE L LT LET, 2oFuaxiid, NI 70y %xEb L, Bt L
THODLHERSLL, BOBEICHELET, Lien> T, EiOmifll (Diameter Hh—/3 &
Diameter 7 A 7 b)) (X ASA ZBHTHIMLENDH Y, TXTOYEENME/LRFEAELR
HLTWARERHY T, TLS Vv X 2FET H121E, 7 VX NVGEREE +0IC8 iR LT
BIVERH D £9°, ASALKETA FOT VX IVGERAEICETLIEEZZR L TIE I,

WO, Diameter D27 T A4 72 FEBLOH— 3L ASA OB ORE . BEEENT D720
DOREFEMZRLET, ZDET/TIE, Diameter 7 74 7 > MMEIMME (FEU T 4 <3 —
AV ZUT 4T 4) THY, T R2—FTEHY A, V7 OKMO CAFEHE
I, V7 OKEFHIOGEAZEDELIHEH S NS DO TY, =& 21E, ASA7 1 F U TLS—
/N CA FEFET, Diameter/TLS 7 74 7 FEAZEOZBL IHEH SN D DT,

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B ==ishi Diameter v 3 v oBE

2:Diameter TLS A VAR 3>

1 DiameterTLS 7 7 A 7>+ (MME) |2 ASA 7u ¥ TLS H—
« 7747 b IDGEHE « — N ID FERE
* ASATLS a2 x> ¥ — 30D ID e Diameter TLS 7 7 A4 7 > F®D 1D
REEOBAICHEH NS CA SEEOBLICEHA SIS CA
FERAE FERAE
3 ASA 7 XL TLS 7 A4 T v b 4 Diameter TLS %—/3 (7L 7o
«IGATURID (REF 4wV ¥)
721X LDC) FiFE o — N ID ZFRAE
« Diameter TLS #-—/3® ID ZEIAE: cASAT U XTTLS 7 FA4 T > k
DBELIHEH S35 CA GERAE DOIDFEHEDEAIZHEH SN D
CA FFF &=
5 Diameter TCP %—/% (TLS A7 12— |— —
K)

Diameter f ' AX7 2 a VDO TLS 7 a X 2RET HITIE, ROFT T arndhv £9,

« 7)LTLS 7 %3 : ASA B X Diameter 7 7 A 7 > b & ASA ¥ L O Diameter Y- — /N[
DLTT7 47 EREBILLET, TLSH— L DOEHEBEGREMELT DITIE, ROA T 3
URHD ET,

CRBT 4w TR IITALT N NTANKRA Y FEHEHLET, ASA X,
Diameter ¥ — N & OIRIFHEFIZ, TXT? Diameter 7 74 7 > MR UEBAEEZ R L F
9, Diameter V— NI L > T2 TA TV FRREICEIICRZDDT, 77347k
Tl EIEY — e R ERMET S 2 LT TEER AL, —H ZOFT v a3 LT LDC
FAE Y bEmdE T,

s —HNHAFI v aEE (LDC) A LET, 2047 a v a2ERT5 L,
ASA X Diameter ¥-—/N & OR{ERZ, Diameter 7 74 7 > b Z LI —EDFEAEL
RLUFET, LDC I, ABF—L ASADLDOH LWEL ZRE, ZIG L7 T7A4 T v
FIDREAENS DT XTOT 4 — /L FEEFFLE T, ZOJFETIE, Diameter —
INCITAT N NI 7407 OHENRR EL, 7 T4 7 > MEHZEORMIZHS
WTCENNE — XA TE D L9120 7,
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Diameter 7 51 7 > + L ¥ —sEERFR0RE [

« TLSA 71— K : ASA & Diameter 7 74 7 > MED T 7 4 v 7 ZKE AL LE T2, ASA
& Diameter M — S TZ V77X X MEmEEHALE T, ZOF 7T a idk, T35 A/
D KT T 47 PRESNIZGETN LD Z LR 720 R LTV A EAIZ, Diameter
P— NP ASA ERILT — XU X —IZHIULEITARETT, TLS A7 u— R&fHT 5
& MEREBLEENE DL DT, X7 —~v > AZALIEL2ERTEET, N
WX, A7 a L ORTHRHETYT, Diameter V— N, 77 AT FDIPT KLADRKIT
HEONWTEINEY— A Z@EHATEET,

30T R_RTCOHOAT Y g 1%, ASA & Diameter 7 7 4 7 > M OIEHEBAGR IS L CIR URR € 2 4#
HALET,

GE) TLS 7 FIIITLSVIO~ 12 Z2EHALET, TLSDNRX—T g U EFFAAL — ME2RTETEFE
7,

& OIETIX, Diameter £ A7 2 g VDO TLS 7 a2 XL 2RET D HEICOWTHHALE
7,

Diameter 7 54 7 > b E DY —/\EEBERDETE
ASA IX. Diameter 7 74 7> Mk LTTLS a3y — " E U CTHGREL 9, fHAIZHER
REHMESLT HITIT -

« ASA OV — GEHE~DBLITHEHN SN7-RGER (CA) FEFFE% Diameter 7 74 7 2 K
WA Y AR— R T 20ERHY ET, Zhid, 7747 FOCAGEHEANT £72137 7
AT v "IMERT HMOBFNARGFENTWABEENH Y 9, AEHEOMHHOZEMIZ
WTIE, Z2I7AT VD RF2 A FESRLTIEEND,

CASAWN T TAT v M EEETE 5 L 51T, DiameterTLS 7 5 A 7 M DFFAE~DE4L|Z
R &ENT- CASFHELZ A VAR — T AMLERD D F17,

RO TFNETIL, Diameter 7 7 A 7 > N DOFEHES~OBLITEHA ST CAFEBHEZ A AR — |k
L. ASATLS 7u X —_THEMHT L IDFEAELZ A R — M B HEICO N TR L

T, IDFEAEZ A VAR— 1500V IC, ASA THCOELEAELER T £9, £7/-. TLS
TaX T EERTHEXICINODHEEA VAR— b THZ L TEET,

FIE

AT w71 Diameter 7 74 7 FDFEHE~DZBLITHEH S TS CAFEHELZ ASA N T A RiRA v~
MZA v AR—FLET,

ZDOFEIZ L > T, ASA 2 Diameter 7 7 A4 7~ FEIEHETE E9,

a) [Configuration] > [Firewall] > [Advanced] > [Certificate Management] > [CA Certificates] %
ERLET,

AR E AN Z SV PEVE |
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. Diameter 1 VARG L a VADRETA v Y V5472 MERAEICLDTILTLS TOXF L OHRE

b) [Add] %27 Vv 27 L, hTZARIKA L FOARIZATILET, 72L& 2L, diameter-clients
mEEANTTLET,
c) aEHEAEMLET,

SFAELZ 7 7 A b A AR — T 5D, PEMIERTRE Y 11T 55>, F£7212 SCEP 2 1{# /7
LCAVR—bTEET,
d) [Install Certificate] %7 V v 7 LE 7,
AT T2 GFHEEZ A A —FL, ASAT XY b —ROIDIFHEB LI OXF—XTHDO T A MRA
M EERLET,
ZDOFIAIZ X - T, Diameter 7 7 A4 7+ ASA ZEfHTE £,

a) |[Configuration] > [Firewall] > [Advanced] > [Certificate Management] > [Identity Certificates]
ZIEIR L E77,
b) [Add]Z7 Vv 7 L, FTFAIKRA L FOARTEZATILET, 72L& 21X, tls-proxy-server-tp
mEEANLET,
¢) [Import the identity certificate from a file] Z%R L, @5 X7 L —X&Z AH) L, 77 AV
(pkes12 JE) AR L £,

FX HLOIEHZEEZER TE £,
d) [Add Certificate] 27 V v 7 L¥7,

Diameter f VARG A VRHADAETA VI 95472 FEBAZEIZK DT TLIS 70X
S DORGE
Diameter "— 3N _RTD Y TA T > MK L TR CIEFAEZZ T AND Z N TEX 585
L. Diameter V— S EBET D EEIMHEHT D ASAHDOAZ T v 7547 FEAES
RETEET,
ZOFETIE. ASA LV 547 M (Diameter 7 5 A 7> & DOV — NMEHEBBRORTE (

23 _—) THBEEHTWS L HIZ) . BELASA & Diameter Y-— SWIZHE A O1E 1E R
ST THMENH Y £3, ASA & Diameter V— XOEHEEF IR O E B Y T,

* Diameter ¥-— /30 ID FEE~OBL IHEH SN7- CAFEHELZ A Vi R— M 208X SH
DT, ASAIL, TLS N> Ry =A 7 Y — D ID fEHEZ BFETE 7,

 Diameter " — N HEHEL TWD 2V T4 7 v FFHELZ A VR— M50 ERNDH D £,
Diameter — SN EEFEEZEH L TWRWEEIX, ZOBEAIMEH IS CAFEHE
B—Z A AR — M LET, SOV TIX, Diameter V—/3D K¥ o A > hESHL
TLE&EW,

FIE

AT 71 [Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] % 3R L £9°,
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ATy T2
ATvT3
ATv74

ATy TH

ATvT6

Diameter 1 Y ARI LI VADRE T4 v I V5472 MEAEICE S ILTS TOXF L ORE .

[Add] 7 U v 7 LET,
TLS 7 u X4 %24 E LET (72 & 213 diameter-tls-static-proxy) . [Next]Z 27 U v 7 LET,

Diameter 7 74 7 > b & O — MEHEBUROFKTE (23 2—) TEMULZ TLS — 71
FUIDAEAELAZEINLET, [Next] #27 U v 7 LET,

£ IDFEHEZER L T, [Manage] 27 U v 27 L CBMMTE £, [Install TLS
Server’s Certificate] 7 U »» 2 L C, Diameter 7 74 7 hD CAGEHIELZ A VA N —1T5HZ
L TEET,

WIS T, Y= "BMEHATE28X2 T 0 7TV XL (KR %, EHERT L
FYZXLDY R NINST V2T 47 TAIY ZLDY X MIBITTHZ LI TERTEE
T, WS HFRERELRWES, T 74 FOV AT LAOKSHANMEH S ET,
GE) TAMHBOLA, £7-id Diameter 7 74 72 FEEEHTE 5 LEEL TV DIHA
X, TOFIEEZAF Y7 LT, TLS7BF T 27 ¥ 2 L—3 3 > C[Enableclient
authentication during TLS Proxy handshake] % B{RfiFfR CT& £,

[Specify the proxy certificate for TLS client] Z3#R L, & EfTL £,
a) ASATLS 7uXxy 7747 MNHADGEAEZER L £,

FRFEAELZEM L TV W4T, [Manage] #7 U v 7 LTAETEMLET,

b) Diameter ' — SOFEHAES~DEA M H SN2 CAREEL 72801 L THRRWEEITE,
[Install TLS Client’s Certificate] 22 U v 7 L GBI L £7,

) (UEE) 7747V IMERTELEX2 VT4 7Y XA (BEEHA) %2, EHAHEE
BTNV RLDY A NNSET 7T 4T TAITYRXLDY A NMIBITTHZEIZL->TE
ELET,

TLS 7' & & U MEH ARE7e i 5 KA €5 L TV R WA, 7 1 % 21X [Configuration] >
[Device Management] > [Advanced] > [SSL Settings] DRf 5L E I L > TEHR I N/ 1 —
N ZG AL = EERALET, T 74/ b TiE, 72— EE5 5 L ~ULiT medium
T9, D%V, NULL-SHA, DES-CBC-SHA, 35 X U'RC4-MDS Z < X T O 5N
R CEE9, ASACTRICHEHTRER L D LT R D AL — 2RI 258D,
TLS 7' & & BB OB S A A fRE L E T,

d) [Next|Z27 Vw7 LET,
[Finish] Z#7 U v 7 LTirb, [Applyl &7 U v 27 LET,

RDBERY

Diameter f ' AX7 2 a  CTILS Vax v aHFHTE L5120 E L, AL Xy
N —2 A AR 3D —ERARY —0OFE 33—) | 2BRLTLIEEN,

AR E AN Z SV PEVE |



ENALRY bT=ODA VAR Y3y |

B viemeter 1 2 RH LAV BOO—HL FAF S v HTRBICE B TS TOFLORE

Diameter 1 ARSI O a3 VAOO—AIL ZAAF IV URAEIZLS LTS 70X D

[ 19—

ax &

ATy
ATvT2
ATvT3
ATvT4

ATy TH

Diameter ' —/3T2Z T4 7 > b T EIC—BEOEHAENLERLGEIT, e— OV XA v I3E
BE (LDC) AT OEIICASAZRTETHIENTEET, TNHOFEHAET, 774
TV MRER L TWARIFEL, TORITWIEINET,

ZOBRETIE, ASA L7 T4 T > Ml (Diameter 7 74 7 > k& OV — MFEBRORE  (
238 —Y) THHENTWAD L 91Z) . BEOASA & Diameter Y— I HH A O FEHEIFR
EWESLTHMENRH Y £9, HEIL Diameter 1 V AXRT LV a b HOAZT 4w 7 7747
FAFFAEIZC LA 7L TLS 7 v ORE 24%—) T+ 25 6O & [EEETI 2, Diameter
7747 v MEAEEZA VR — T HRDVICASA ETLDC A2ty b7 v 7T 2 mn 8720
F 9, ASA & Diameter ¥ — NOEHEMIIRDO LB Y TT,

* Diameter Y — 3@ ID FIFIAE~DOBL IZEH SNz CAFEFAELZ A VR — b T 53 0E R H
HDT, ASA L, TLS N> Ry =A Z I — "D ID iFHEEZRIECTE £,

«LDC K7 A hARA » FEAERT HHLERH Y £9, LDCY— "D CAFEHEL =7 AR —
kL. Diameter — NI A VR — b THMLENRHY £9, =7 AFR— FEREFTKRD LY
Td, iFHED A VAR — FOFEMIZOWTIX, Diameter " —/3D RF 2 A 2SR LT
<&V,

FIE

[Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] Zi#{R L 79,
[Add] %7 Vv 7 LET,
TLS 7m X 42 fRELET (72 & 2L diameter-tls-ldc-proxy) .

Diameter 7 74 7 > b & DO — MEHEBUROFKE (23 2—) TEMLZ TLS — 71
X IDAEHELZBRIRLET, Next] 227V v/ LET,

FRIDFEAEEZER L TR, [Managel 27 U v 7 L CGEIITTE £9, [Install TLS
Server’s Certificate] 7 U »» 2 L C, Diameter 7 74 7 hDO CAGEELZ A VA N—1LT5HZ
L TEET,

MBS C, =M TELEX 270 7T XL (KA %2, HAEERT L
TV XDV ARNNSET 7T 47 THIYZLDY A MIBITTAHILICL-TESETEE

T, B HFRZHEELRWES. 74/ MOV AT ADOESFANEHESNET,

Gx) T A NHMOGE. £7-iE Diameter 7 74 7V FEFHTE 5 LHE L TWAIEE

X, ZOFIEEZAF Y7 LT, TLS7BF T 27 f F 2 L—3 3 > C[Enableclient
authentication during TLS Proxy handshake] % SRR C& £,

[Specify the internal Certificate Authority to sign for local dynamic certificates] Z 3R L, KD FlA%E
FATLET (IP 74+ VBEDOT 2 MIEHRL TIZSW) |

COFNEZ, FEHAEF L F—DRIERTH L Z & 2RHEL LTWET, LERFEHEL F—21F
REHDGEIE, TNZRRL, EX=2 VT 4 7TATY ZLADOFEICHEA TSV,

. ENALRYRT—=IDA VARG 3y
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b)

c)

d)
e)

2)

h)

)

k)

D

Diameter 1 VXXV L3 VADA—AN FAFT I v VHAEICLS T TS TOF S DRE .

BB FAF Iy 2 EAEDR— ST OHREE. NewlZ 2 U v LEF, (Rzv
BFRRTHIZEIZAT RS Ry 7 ADY A REEFETIHINERSY 3, )
BFLNF— T DLHET (Ide-signer-key 72 &) TILH RSAFEEZ/ERM L £ 7, [Generate
Now]| %27 Vw27 LT, ¥—%ELET,

[Manage Identity Certificates] & A 7 2 77K v 7 ZAIZR YD £7,

[Certificate] Z 3R L C [Manage] 2 VU >~ 7 L, ASATLS 7uXx 7747 N HHODFE
HES IO —2ERLET,

[Manage Identity Certificates] ¥ 4 7 2 7R 27 A T[Add| %7 U v 27 LET,

R RRA 2 MMZAHTIZMS T ET (de-server 72 F)

[Add a new identity certificate] & E&R L £,

[Key Pair] Tix, 2—H/V XA F I v 7iEAEF—HIZER L2 O &R U F—2 38R
LET,

[Certificate Subnet DN] Tid, #E7eikhl4 BIEZ SR L £,

TR ZADHFELITT 7 v ST, Diameter 7 U r— g YTV 7 MAIICH
THEBEOELNH L0 E ) D EfERLET,

[Generate self-signed certificate] Z 3R L ET, T D/NT A —H |TMHETT,

[Act as a local certificate authority and issue dynamic certificates to TLS Proxy] % i8R L £ 97,
ZOFAT v a lioT ZOFEHEN LDC FATIIC R £,

[Add Certificate] 27 V v 7 L ¥ 7,

[Manage Identity Certificates] & A 7 2 77K v 7 AR YD £7,

VERL L7213 0 OFEEZ IR L, [Export] #7 V v 7 LET,

Diameter $—/ NI A VAR — N CTED L IIGGEAEL = AR — T HHLERHY 7,
7 7 A V4 & PEM B & F8E L. [Export Certificate] #27 U v 27 LT,

[Manage Identity Certificates] & A 7 2 77K v 7 AR YD £7,
FEAEZBEINLIZEET, [OK] 227V v o7 LET,

[TLS Proxy] ¥ « % — RIZE Y 9, ZEBAED [Certificate] 7 4 —/L R TRERIRI N TV 7
WIEEIX, AT CEIRLET,

fEE) 7747 FMEATE 28X T 4 73U R (WX &, AW
BT NI XLDY A MNSET 7T 47 TNAITY XLDOY A RMIBITTLHZ EICE-
TE#RLET,

TLS 7' 1 & o Ml ARE 7R 5 H A EF L TR WA, 7 v % 21X [Configuration] >
[Device Management] > [Advanced] > [SSL Settings] DR 5L EIZ L > TEF I NS
O— USRS — b EFALET, T 740 FTIE, Fa— SR LT

medium T9, 2% ¥, NULL-SHA. DES-CBC-SHA, £ X O'RC4-MD5 %< 4T
WS HRMEHTEE T, ASAT—RICEAFRER b D L ITERR DAL — FE2EHT 2
GralZ DI, TLS 71 F BRI ORE5 T Az 6 E L £ 4,

Next] Zz27 U v 27 LET,

AR E AN Z SV PEVE |
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B viemeter 1 o 2RxY 3L AO TS A TE— RICEBTIS TOF L OBE

ATw 6 [Finish) 227 U 27 LThb, [Applyl 227 UV v 7 LET,
AT w77 LDC CA FFBHE% Diameter v — NZA ViR — FT&E 5 L9120 £ L7, FEICTHOWTI.

Diameter —/ 3D KF 2 A 2B L T E &V, T —H (L Base6d XX TH D Z LITHEE
LTS, =2 A F U A FE 721X DER R M B 723545 1X, OpenSSL Y —/L & ff
AL TEREZEBT IMLERDHD 7,

RDBARY

Diameter f ' AX7 2 a  CTLS 7’ax v aFHTEL L5120 ELE, AL Xy
NI =0 A ART v a DY —E AR V—DOFRTE 33X—V) | 28R LTLIEEN,

Diameter 1 VAR a3 VADTIS A 70— FICKBTLS TOF L DEKRTE

ATvT1
ATvT2
ATvT3
ATv74

ATy TH

ATvT6

ASA & Diameter & — DRy hU—7 RANREETHDH EHEEL TCHIEA1T. ASA &

P —REOT —H W b T 57—~ A 2 A MNEEBCEET, TLSA 70— R&fE
A+ % &, TLS v %3 Diameter 7 A4 7> k& ASA DREIDO® v > a v &R 5{b/AG 51k L
F 923, Diameter V' —NTIEZ VT TF A M EEHALET,

ZOFBETIE, ASA LV T4 T2 MEIDOIIEOEHEBREMHNTH20ERH Y . Zhic X
D EREN L ESNET, ROTFNEEFEITT DRI, Diameter 7 74 7 2 k& DO — FHEE
ROFE 23 —) OFIEEET LET,

FIE

[Configuration] > [Firewall] > [Unified Communications] > [TLS Proxy] Z %R L £,

[Ad] Z27 Vv 7 LET,

TLS 7 u X 4 %R ELET (72 & 21X diameter-tls-offload-proxy) .

Diameter 7 7 A 7 >k & DY — MEHEURORE (23 <X—) TEMLZ TLS — 71

XU IDGEAEAZERLET, Next] 227V v 27 LET,

F 721D FEHEAER L TW R T UE, [Manage]l 27 Y v 7 L CGEBIITTE £, [Install TLS

Server’s Certificate] &2 U 7 L C, Diameter 7 7 A 7> FD CAFEHAELZ A VA F—1T5Z

EHLTEET,

MBS, P—="MERTEL2 X2 T 0 7ATY XL (AR %2, fEHRERT L

TYRXLDY ANNST 7T 47 TIAY XLDY ANMIBITTHI I TERTEE

T, BB FRXERELRWES, T 740 bOY AT AOKSHRMER S ET,

GE) T AMNBWOHE, E/2id Diameter 7 74 7 2 M E[GHHTE 5 LiEFE L WA 54

X, ZOFIEEZAF Y7 LT, TLS 72 F Y 27 4 ¥ 2 L— 3 2T [Enableclient
authentication during TLS Proxy handshake] % & RfiERC& £,

[Configure the proxy client to use clear text to communicate with the remote TCP client] % 2R L |

Next| 227 U w7 LET,
[Finish] #727 U v 27 L TG, [Applyl #7 U v 7 LET,

. ENALRYRT—=IDA VARG 3y
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M3UA £ v 2<5 33y Ky v—yTnEE [

AT 77 Diameter I"n— KX TCP & TLS TIT R 5728, Diameter V' — 3057 T AT h~D b7
74 o 7% L THE, TCP AR— b & TLS " — MIZEHL4 5 NAT L— LR ELET,

% Diameter V' — SO AT 2 = 7 b NAT L—VZ1ERK L %97,

a) [Configuration] > [Firewall] > [NAT] %8R L £ 9,
b) [Add]> [Object NAT Rule] 27 U v 7 LE7,
c) HARMTuRT 4 EZEELET,

*[Name] : =7 Y= 2 b4 (Jo & 21X, DiameterServerA) .
«[Type] (A7 =7 FDBFAE) : [Host] ZIRL 57,
« [IP Version] : i . IPv4 % 7213 IPv6,
* [IP Address] : Diameter %"—/ XD IPT7 KL & (=& zI1E, 10.100.10.10) ,
* [Add Automatic Address Translation] : = DA 73 3 FLTHBIR L T 2 &0,
« [Type] (NAT L—/LDF4A) : [Static] Z3&R L £5,
* [Translated Addr] : Diameter #—/ 3D P 7 KL X, Ziix, A7 =7 hOIPT Kb
A ERCIZ2 0 £4 (72 & 213 10.100.10.10)
d) [Advanced] %7 U > 27 L. RO [Interface] 353 X O [Service] 7' a v R EL T,
* [Source Interface] : Diameter ¥ —/MI#EfidT DA F—7 = A AZBIRL £ 7,

* [Destination Interface] : Diameter 27 7 A 7 > MIHEEGT DA v X —7 = A A &R L F
R

« [Protocol] : [TCP] Z &R L £,
* [Real Port] : 3868 & AJJL£7, Z4UE, 77 4/v k@ Diameter TCP R — R &5 T,

« [Mapped Port] : 5868 & ASJLE7, Ziix, 77 4/ k@ Diameter TLS A" — hF 5T
R

e) [OK]%#7Z7 VU v L, [AddNetwork Object] ¥4 72 7Ry 7 AT[OK] %9 —FE7 Vv o
l_/iﬁ‘o

RDEZRY

Diameter f > A7 2 a TTLS VX U2 HHTEA L9220 E Lz, [EX3110 3y
NTD—7 AV ART g DY —E AR —DFKE (333—) | 2L T EE0,

M3UAA VAR IV RYS— Ty TDERTE

M3UAA VAR vary R vr— <72 FEHLT, AA 2 b a— RZESL T 7 & AF#H
ERELET, o, 7 I7ARXA TN A vE—V% Ry 7B X0V — MR TE £,
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B wuarozxovaskys—<yiomE

&
ATvT2

ATvT3

ATvT4

T XN RDORA b a— FERIITUTT, BOBERAZHEH L TWL581E, R r—<y
TTCERINDEAEEELE T,

RAY N a—FRERIIAvE—Y 7T RZESWTHRY U—%EH L2 WngGE1E. M3UA KR
Vo=~ T HHFETLHLEETDHY EHA, YT RLTA VAR U a v EANITEE
-3‘0

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [M3UA] # 3R L £,
RONTNDEFITLET,

c[Add] %7 UV v 7 LT, HFHLvw vy 7 ZEMLET,

vy T EMETHIZIE, vy TEERLUC[BA) 227V v 7 LET,

i~y 7OgE, 4l (K40 30F) LA EZ AN LET, vy 7E2RET D & 1L
EHETEDLDOITHHADAZTT,
[Parameters] ¥ 7% 7 Vw7 L, MERA TV a U EHELET,

«[SS7]: v RU—Z THEAZIHSSTDNY 7> b ITU, ANSI, Japan, China, Z D%
TalilioT, AA VN a—FOAIREADRELET, A7 a U EFRELT
M3UARY > —%BALZ%IT, RY U—ZHIBRLARWRY EAF I TEERA, T 740
kDO/XY T MZITU TY,

* [Enable M3UA Application Server Process (ASP) state validation] : B 727 72U 7r—3 3 >
=Tt (ASP) REOHER L FITTOMNE I, VAT LIMIUA Y =~
D ASP DIRREZHERF L, MGERE RISV TASP A vE—Y% Fry 7 LET, ASPD
BB IR BERGE A NS T D &, TRTDASP A v —U A S PIciEE S ET,
#H#72 ASP DAT — K~ F = v IV NUEROE, AT — M7V 7 = — )b A — =3 YH
e, 0037 7 AZNTOEERLERGETT, 72720, BER ASP ODAT— b
Frxy7iE, FEXE-FTOARBHEL, v— =7 V7 EE7e— Ky 2 b
E— R TIFATLTCWAGAITEELEHA (RFC4666 LV) . A VAR g F, =
VRIRA U NZTEICASP R 1 DT H DL ERELET,

[Enforce Timeout] > [Endpoint] : M3UA = KR4 > FNOFHBEREZHIRT 27 A KL &
A L7 TR (hhmmss FER) . A L7 U MEfFTR20GEIE 02HELTIEEN,
7 7 4V ME 304 (0:30:00) TI,

[Enforce Timeout] > [Session] : Fi% 72 ASP IRIEOMEGRZ BN L TV D5 D, M3UA
vy aEHIBRT D007 A KV XA LT U M hhmmiss B THELET, A
LT U MEfFTF R0 EIE, 02fEL TS EEW, 7744 ME30% (0:30:00) T,
ZOFALT U NN TDHE, KLty v a VOHIBRZRIETEET,

* [Message Tag Validation] : R E L7= A v — XA TORFED 7 4 —)v KONKEZHERE
FOWGET 2008 90, RAECEK LD oA vE—ViE Fay 7 SnEd, MRikld
A=V FATITHoTRRY ET, BEET2 A v -V @R ET,
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M3UA £ v 2<5 33y Ky v—yTnEE [

« A TE 2V gEde—HE (DUPU) : —H /BB 7 —/L ROFEEL. Az HE i
B2 —Y a—ROABREENTWELERH Y 7,

s LT —  TRTDOMET 4 — IV RBFE L., FESNTEOBRDE N TV D HLEN
HVET, KT T— Ao b—TIZF, FTOTT— a—RKOMHET 1 — IV KBNEEN
TWAMLERHD F9,

HHEN AT —HRALA TBLIORT —Z AERT 4 —/L RIZIE, §FA SNTEDOHN
BENLTWVWDOHLERDHY 7,

AT T8 [Inspections] ¥ 7% 27 Vw7 L, N77 4 v 7 OIS TIET HREDA VAT Vg
CYEERLET,
a) ROWTNNEFREITLET,
*[Add] 227 U v 7 LT, HrLWEHEZBINL £,

cBETFORELRIRL, [Edit) 227V v 7 LET,

b) HEMEO—EH A 7L LT, [Match] (FT77 4 w71 3L BT 20ERH D) 21X
[NoMatch] (FT7 7 4 v 7 I3RELRRDZVERSH D) BN ET, KIZ, KELZRE
L/i‘é—o

*[ClassID] : MBUA A vt —T D7 T AEXA T H#RAELET, ROFKIZ, HHAHE.:
EHERLET, ZHHDA =V OFEMICONTIE, M3UADRFCEB LI R o A
V= arESRLTIEIN,

M3UA A vE—C OS5 R Ayt—IDAAT
0 (BHEAYE—) 0~1
1 (EEAvE—) 1

2 STV T F VT Xy NU—7EE |1 ~6
A yt—)

3 (ASPIRFEA T F o2 AvE—) [1~6

4 (ASP bT 7490 AUTFUAR Ay |1 ~4
t—3)

9 N—FT 47 F—EHA ) 1-4

«[OPC] : BIERA L F a— R, DFV FF 74 v 7 ORELERELET, KA b
= — R zone-region-sp o C, K BRI TR/ EIL SS7T NY 7 M Lo TH
B0 ET,

ITU : RA v b a— FiE3-8-3 D 14 £y METY, fEOFPHIL,
[0-7]-[0-255]-[0-7] T3
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¢ ANSI : ARA > b 22— RIiL8-8-8 B D 24 ¥ METT, fEOFIFHIL,
[0-255]-[0-255]-[0-255] T,

«Japan : A 2 h 32— KX 547 KD 16 €y METT, EOEFAIL,
[0-31]-[0-15]-[0-127] T,

* China : RA > b 22— R|X8-8-8 KD 24 & METT, MEOFIFAIL,
[0-255]-[0-255]-[0-255] T3,
« [DPC] : 4E5ERA o F a—REMELET, RA 2 b a—RiE, OPCIZOWTHEIL
TWb EEBY | zone-region-sp TEA T,

* [Service Indicator] : y—E R A P —2FKSERELET (0~15) . HEHAREZR
P—EA AP —FITRDEEY T, ZNEDY—E R A I —F DI
DNWTIE, M3UARFCBEURFa A FEaBB LTI EE,

c0: 7TV T Ry NU—IEHAyE—Y

VT TV T Ry T TARBIVOA VT T U A A=Y

2: VT FV T Ry M= TANBIOA T T U ARINA v E—D

3 :SCCP

<4 EEF—

*5 : ISDN = —1

«6: 7= 22—V (A= IOEHREED A v tE—)

« 77— =P EBOBFEBLNF v oL A yE—D)

«8: MTP 7 A b o —HERIZ THIFE A

+9: 71— KX K ISDN = —H¥f

«10: %7 74 b ISDN = —Hf

o 11 - PRIB A

12 AAL A T2 T F Vs

< 13 0 T T IR 2 — /Ll

4 F—FUoAHIHTm Fan

<15 THIFE S

c) ZIZAIDODO—EIZIX, Ty b Ray 5037y MO L— MEFRZ 5 T 5 2

DWTHPERIRLETS, MOTXTO—FOT 7 v a i, ~ry M Ry 7 LE
T TRTCO—HKIIK LT F o T E A F—T T H0E I PBIRTE T,

d) [OK]ZZ7 Vw7 LT, A AT aryzBMLET, LEIIOSUTTrERAZ# IR L
ij—o
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ATvT6

ENAL Ry bT—8 A 02 v avog—ER Ky o—nEE [

[M3UA Inspect Map] XA 7 a 7Ry 7 ZAD[0K] %7 U v 27 LET,

M3UAA VAR Vg P—ERARY—TA VAR gy vy REHATES L5127
Di‘é—o

RDRERY

< TEFERTREIEODAL AR g R —ERETEL LRV FE L, TS
VI NT—7 L AT a3 DY —E R RY —DFEE 332—) | #HLTL
7230,

ENAILRY FT—=D A VARG 3 VDY —ER KR O—DHRE

ATv T

ATy T2
ATvT3

ATv74

ENA N Ry NI TCHEAENDE T haldf v AT g 0d, T 740 hDA AN
73 a iR —TIEHADIIR S TORVD T, ZNHDA VAT ¥ a VISKLERGEITA
N T HMERHDET, T 74V bDT = A U ART gy R —2fRETHE
JT, INHDA AR v a v EBINTEET, 0%, M ¥ —T7 oA ABEHOD
RY—7l LEIZSUTHLOY—E AR o —2Eld+H 2 b TEXET,

FIE

[Configuration] > [Firewall] > [Service Policy] ZE&R L T, L — &2 & £,

« T 7 AN DT a— LR Y —EET HITIE, [Global] 7 4 /L4 @ [inspection_default)
N—VEEIR LT, [Edit] 227 Y v 7 LET,

 H LW L— L EAERT HI21E. [Add] > [Add Service Policy Rule] 27 U v 7 L¥9, 7«
W — R D [Rules] ~— Y F TiHALE T,

CENRAN XY NT—T LAV AT g L—ARNHLEE. FRIEINLDA Ay
TarEBNTHV—ARHLGEIL, FNEERL, [Edit) %27V v 7 LET,

[Rule Actions] 7 « ¥'— K ~X— & 7213 & 7T, [Protocol Inspection] & 7 %8R L &£ 7,
ERFORY =2 BHTL2856, ) BigdbA AT vary R)v— <y T &2 HHT S
TZDIMERFRORY > —EfHET 2HEIF. A VAT v avumT =7 ML, FrLnAg
VAR a v R v vy THTHEA F—T M LET,

a) PIET LT TCICERINTWAETF v 7Ry 7 A% A T7IZLET : [GTP], [SCTP],

[Diameter]
b) [OK] %2V v LET,
c) [EH (Apply) 1227V v 7 LET,
d) ZOFNEZE#Y K L T [Protocol Inspections] % 7IZR Y £,

BRIDENSRA )L Fy hT—7 7' b a)L&@R LET : [GTP]. [SCTP]. [Diameter]
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ATYTS ZNoDTm bard I OURIK LT 740 RUSOA AR g URRERGEE, A

T a v ORIZH B [Configurel &7 U w7 LT, AN EFEITLET,

a) T4V T EERTHIN, FRF—FRRELILA AT v ary R vr—~<y
THERERTANERINLET, ZORE Ty 72 ERTE £,

b)  (Diameter D, ) HEBA{L SN 72 A v — D Diameter { > A7 2 a U EHNNTT HIT
I%. [Enable Encrypted Traffic Inspection] 23R L, 18 5(LITME 32 TLS 7w & o 253841
LET,

(GE)  Diameter f > A7 v a Y HADOTLS e X U &45E L. Diameter —X b T 7 ¢ >
JIZNATR—h UEA V7 varziflLiche (e xid A— 15868005
B8 IZH—N N T T4 w7 HVFXA LT NTHRE) X, Fr—ULic, £
FANA B =T 2 ADIRTA VAR v a v EFELET, HhA 72—
Tz A AL VAR v a v xEMT D L. NATed Diameter k7 7 1 > 7 (34~
AT g L ERNANALET,

¢) [SelectInspect Map] #4710/ Ry 7 AD[OK] =7V w7 LET,
ATw 76 [OK] £721L [Finish| 27 Vv 7 LT, y—ERKRY — L— &2 REELET,

RADIUS 7HOUT AT AVARY I VDERTE

RADIUST IO T 4 v T A VAT 2 a ALT 7 4V hTIEA X—T MR > TWER A,
L=

RADIUS 7H T T 4 v T AV ART L a UAMLERSESITHREL T E I,

FIE

ATFYT1 RADIUS 7T H U T 4 v T A AT gy RY— <y TFORE 34 2—)

==

ATV T2 RADIUS THO VT A4V T A VAR v a DY —E R RY —DF%E (353—) ,
RADIUS 7HO VT AT A VARG RYO— Ty TOHRTE

BEICNELRBIEERETARADIUS TH I T 4 v T A AN gy R — <y %
ERE L £,

FIE

ATy T [Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [RADIUS Accounting] % i8R L % 9,
RT9 T2 RONWTNNEFRITLET,

c[Add] Z 7 V> 7 LT, HiLnwey 7 ZBINMLET,

vy TEBBINLTCBAi)| 27V v 7 LET,

. ENALRYRT—=IDA VARG 3y



| Bty bI—D102RY VY
RADIUS 7 Hh9 LT 1 05 A vARY L avmy—ER Ky v—n&E |

ATV T3 HLW~y TOGAE, ARl (K40 307 EHBlZ AN LET, v v TERmETH & XL,
EETEDLDOIERHOLTY,

AT v 74 [Host Parameters] ¥ 7% 7 U v 7 L, 4% RADIUS — N 721X GGSN D IP 7 KL A ZB/L
£,
ASAMNRA Y E—VEFRAITELL) TR CHMEX—A2 GO LNTEET, T2
EBIPT RLVARAETRT =7 EINET, ASAIE, ZNOHDOFRAMPLRADIUST U T o
VT A=V Dabt—E2ZE LET,

AT F5 [Other Parameters] ¥ 7% 7 Vv 7 L, %ERAT v a R ELET,

* [Send responses to the originator of the RADIUS accounting message] : /37— % ESMTP H—/X
MO ATTHME I ERELET,

s [Enforce user timeout] : L—WF DT A KV XA LT T MaETTH50EI N, Flo, ¥4
LT MEEFRELET, T 74/ ME1ERITY,

« [Enable detection of GPRS accounting] : GPRS 8RR DIREL EITT 500 E 9 2xiE LE
T, B XY PDP 2T XA NN T H 729, ASA L, Accounting-Request D
Stop ¥ £ U Disconnect A & —3? 3GPP VSA26-10415 J@tta F = v 7 LE3, ZDEME
DIFET D548, ASA L, REA LV F—T =2 A AD2—PIP T RL A —FKT5V—%
IP Z& 09~ COHHE & I L £ 9

* [Validate Attribute] : Accounting-Request Start A & —Y 25T 2, =—HF 7 H v b

DT =T NEAERRT 25 G 2800, 2o DRI, ASAD R Z DI 5
MEIMERET DAL ET,
WRFES 2 BB A E L2V EA L, Framed IP 7 KL ABYED IP 7 K L ADHICIES
WTIRESNE T, BIMBEMEZRT L, ASARHEBRHENTNDET FLAEZELN, £
OMOBFET D BIEDRRR DT T 0 VBB A v E—Va%ET D E, HWELEE
AL CHtET 2T X CoEHIL, IPT FLARFH LV —WFIZHEED Y TInzlnd
AR, GrahE7,

EOHFPHIT 1 ~191 T, Zoa<wy NFIEEEANTEET, BEEFESBLCHHADOY 2
MZ DU TIX, http://www.iana.org/assignments/radius-types & ZH L T 7230,

AT97T6 [OK]Z=27 U7 LET,

INT, RADIUST AT T A4 T A AR g DY —EARY —T, £ VAT g
eyl EFHTEET,

RADIUS 7H O T AT AVARY I VDHY—ER R O—DEETE
FTIFNEIDA AT g R —TlE, RADIUSTH U T 4T A AT g v
WA =T EN TV, ZOBRENNERIGEIFA X —T M LET, RADIUST
DT AT A VAT g T ASAD T T 4 v 7 B RENETOT, EYEL—L T
WF7e . BHA AR gy — e LTEELTLEEN,
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FIE

AT 71 [Configuration] > [Firewall] > [Service Policy] %R L C, L —/LZ & £,

o F LWL — VBB T B I21E, [Add] > [Add Management Service Policy Rule] 27 U v 7 L
F9., Va4 ¥ — N [Rules] X—VF TR ET,

sRADIUS T HOU VT 4T A VAR gy b—)VEIZ, RADIUSTHOU T 40
AVANRT v a v EBNTAHEBMAL—LRE 5581, FTNERIRLC, [Edit] 227 U v
7 L. [Rule Actions] ¥ 7% 27V v 27 LET,

ATw7T2 WEAFORY =& ZET DI EAFORY »—ZfFHEL L THIOA A7 2 a R
==y P EMHTAITE, RADIUST BT LT 4 v T A AT g U EEHICL TG,
FLWA AR gy R v— <y TOLRTCTHEA 2—7 M LT EEV,
a) RADIUS 7 h DT 147 ~ 7T [None] ZiR L E T,
b) [OK]Z7 Vw7 LET,
c) [#MH (Apply) 1227 U v 7 LET,
d) ZOFNEZEMEY K L T [Protocol Inspections] % 7 IZRE YD 97,

AT w73 HMO [RADIUS Accounting Map] 4R L £§, Z OB T~ v 7 E2ERTE £4, Mo
Wi, RADIUS 7 H DU VT A4 T A AT v ary R v— <y 7ORE (34 2—)
EHRLTLEEN,

ATY T4 [OK] £/21L [Finish) 27 UV v 7 LT RV AL R B—E R RY — — L E2REFLET,

ENAILRZY R T—DAL ARG I ODEZR) Y

ZITIE, BRI R NI =T A VAR g B T HFEICOWTEAL
F7,

GTP A VARG I VDE=ZHRY Y

GTP 27 4 F a2 b—r a3 2R T DI, F#HE EXEC E— R T show service-policy inspect
gtp 2~V REANLET, 2~ K& AT 5IZIX, [Tools] > [Command Line Interface] %
TR ET,

show service-policy inspect gtp statistics =~ > RZfEH LT, GTP A > A7 ¥ a » OfREHE
WAERRLET, RV TAHAZRLET,

firewall (config)# show service-policy inspect gtp statistics

GPRS GTP Statistics:
version not support
unknown_msg
unexpected_data msg
mandatory ie missing
optional ie incorrect
ie out of order

msg_too_short
unexpected sig msg

ie duplicated
mandatory ie incorrect
ie_unknown

ie unexpected

O O O O o o
O O O O o o
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total_ forwarded
signalling msg dropped
signalling msg forwarded
total created pdp

total created pdpmcb
total dup sig mcbinfo
no_new_sgw_sig mcbinfo
pdp_non_existent

NP OUDEDUCEP DY |

67 total dropped 1
1 data_msg_dropped 0
67 data_msg_forwarded 0
33 total deleted pdp 32
31 total deleted pdpmcb 30
0 total dup data mcbinfo 0
0 no_new_sgw_data mcbinfo 0

1

show service-policy inspect gtp statistics ip _address 2~ > RIZIP 7 RV A&Z AT D L. BE
D GTP = FARA » b OFEEHERZ G TE £75,

firewall (config)# show service-policy inspect gtp statistics 10.9.9.9
1 in use, 1 most used, timeout 0:30:00

GTP GSN Statistics for 10.9.9.9, Idle 0:00:34, restart counter 0
Tunnels Active 0
Tunnels Created 1
Tunnels Destroyed 0
Total Messages Received 1
Signalling Messages Data Messages
total received 1 0
dropped 0 0
forwarded 1 0

show service-policy inspect gtp pdp-context =~ > NZ{Ef LT, PDP =227 % X MIEHT 51
WERRTLET, GTPV2 DA, ZHUIRT 77— a7 XA MTT, RICHEZRLET,

ciscoasa(config) # show service-policy inspect gtp pdp-context
4 in use, 5 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe%96:eec,
SGSN Addr 10.0.203.22, Idle 0:52:01, Timeout 3:00:00, APN ssenocauthldo
MS Addr 100.100.100.102,

Version v2, TID 0505420121517056,

SGW Addr 10.0.203.24, Idle 0:00:05, Timeout 3:00:00, APN ssenocauthldo
Version v2, TID 0505420121517057, MS Addr 100.100.100.103,
SGW Addr 10.0.203.25, Idle 0:00:04, Timeout 3:00:00, APN ssenocauthldo
Version v2, TID 0505420121517055, MS Addr 100.100.100.101,
SGW Addr 10.0.203.23, Idle 0:00:06, Timeout 3:00:00, APN ssenocauthldo

ciscoasa(config) # show service-policy inspect gtp pdp-context detail
1 in use, 1 most used

Version vl, TID 050542012151705f, MS Addr 2005:a00::250:56ff:fe9%6:eec,
SGSN Addr 10.0.203.22, Idle 0:06:14, Timeout 3:00:00, APN ssenocauthl4é6
(IMSI): 50502410121507 MS address: 2005:a00::250:56ff:fe%6:eec
linked nsapi: 5
sgsn is Remote
0.203.22 sgsn_addr _data: 10.0.203.22

0.202.22 ggsn_addr data: 10.0.202.22

user name
nsapi: 5
primary pdp: Y

sgsn_addr_ signal: 10
ggsn_addr signal: 10

0x00000001

0x000003e8

sgsn control teid:
ggsn control teid:
signal sequence:

sgsn data teid:
ggsn data teid:
state: Ready

0x000£4240
18

0x001e8480
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PDP £7213X7 77— 27 % A M, IMSI & NSAPI (GTPv0-1) F£721XIMSI & EBI (GTPv2)
DDA EDETHD F 2 ID (TID) IZX > Tikpl&hEd, GTP b ik, £ne
AUBIE D GSN F£721Z SGW/PGW / — RiZdh b, 2 2OEHTHa L TF A MIL - TERS
. P2 IDICE> CTEEBIERET, GTP Frxuld, Ay b5 —4 1y hU—7
EENRAN YT RT T A48 (MS) =W L DM T/ v FEERETH5AICHLETY,

SCTPDODE=XR1Y Y

RDa~y ReffILT, SCTP ZE=#T&£7, a~» N2 AT 5HIZIE, [Tools] >
[Command Line Interface] % 3R L £,

 show service-policy inspect sctp

SCTP A > A7 v a » OfieHEm A2+~ L £, sctp-drop-override &7 7 > # (%, PPID 7%
ey 777 a Al—8T 7NN LE T2, N7y MIEPPID BN ER 57 —4
DONTEVREENTNZOTry M Fey 7 EnEHA, RITHZRLET,

ciscoasa# show service-policy inspect sctp
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: sctp sctp, packet 153302, lock fail 0, drop 20665, reset-drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0, sctp-drop-override 4910
Match ppid 30 35
rate-limit 1000 kbps, chunk 2354, dropped 10, bytes 21408, dropped-bytes
958
Match: ppid 40
drop, chunk 5849
Match: ppid 55
log, chunk 9546

show sctp [detail]

HIAED SCTP Cookie BL U7 Vi — g aFnrLET, SCTP 7 VI x=— 3 (2
T HEEAMMERE L RT AL, detail F—TU— FZEMLET, S —12iX, < LF
R—=I7, BHEOARN) =LA, BXOT7 I 7 A FEERICETAHERbFRENE
7,

ciscoasa# show sctp

AssocID: 7ladebl5

Local: 192.168.107.12/50001 (ESTABLISHED)

Remote: 192.168.108.122/2905 (ESTABLISHED)

Secondary Conn List:
192.168.108.12(192.168.108.12) :2905 to 192.168.107.122(192.168.107.122) :50001
192.168.107.122(192.168.107.122) :50001 to 192.168.108.12(192.168.108.12) :2905
192.168.108.122(192.168.108.122) :2905 to 192.168.107.122(192.168.107.122) :50001

192.168.107.122(192.168.107.122) :50001 to 192.168.108.122(192.168.108.122) :2905

192.168.108.12(192.168.108.12) :2905 to 192.168.107.12(192.168.107.12) :50001
192.168.107.12(192.168.107.12) :50001 to 192.168.108.12(192.168.108.12) :2905

* show conn protocol sctp
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HIED SCTP R T DI ZForm L £,
* show local-host [connection sctp start[-end]]

A B =T A AT LT, ASA LM L TSCTPHHi&1T 9 R A MBI 2 MAERRL
F7, FFEOEE T IIFPAD SCTP Bt # Fi DR A N DA% KR T HITIX, connection sctp
F—U—R&BMLET,

 show traffic

sysopt traffic detailed-statistics =~ > FZHNI L TV DHHEEIEL, A1 v F—T = AT L
D SCTP it & A > AT ¥ a v OFFHERMA R RSN E T,

Diameter D E =4 1) >4

WRDa~<r RzEMHAL T, Diameter #E=# TXF ¥, a3~ REANTSHITIE, [Tools] >
[Command Line Interface] % 3R L £,

* show service-policy inspect diameter

Diameter { ' A7 3 Y OfEHEREF R LET, WITHIZRLET,

ciscoasa# show service-policy inspect diameter
Global policy:
Service-policy: global policy
Class-map: inspection default
Inspect: Diameter Diameter map, packet 0, lock fail 0, drop 0, -drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0
Class-map: log_app
Log: 5849
Class-map: block ip
drop-connection: 2

* show diameter

% Diameter it D AT — X AEHM AT LET, WITHIERLET,

ciscoasa# show diameter
Total active diameter sessions: 5
Session 3638

ref count: 1 val ; 1096298391; 2461;
Protocol : diameter Context id : O
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

* show conn detail
Pl a2 #£r L E 9, Diameter #5213, Q 77 V&AL T~—7 ShE 7,
* show tls-proxy

TLS 7’1 % 2 % Diameter 1 > A7 ¥ a  CHEATIH/IE. TO7 X UIBT 5 EHR
NEREINFET,
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M3UADE=R2') 2T

WDa~<ws REfHLT, M3UAZE=4T&E9, a~vr F& AT 5HI2iE, [Tools] >
[Command Line Interface] %2 L 7,

show service-policy inspect m3ua drops

M3UA A VA7 2 a AT D Fa vy 7OkEH e 2R LET

show service-policy inspect m3ua endpoint [/P_address]

M3UA =2 FRA » FOfEHERZF R LET, T FRA L FOIPT FLAZHEL
T, FEDTY FRA » MIBETHHERERTTEET, M TA TV T 4 F37
TASI NIV AT LTI, HGEHEHRIT2 =y P &Rt s, 2=y FMETHRB S
NEEA, WITHIZRLET,

ciscoasa# sh service-policy inspect m3ua endpoint
M3UA Endpoint Statistics for 10.0.0.100, Idle : 0:00:06 :

Forwarded Dropped Total Received
All Messages 21 5 26
DATA Messages 9 5 14
M3UA Endpoint Statistics for 10.0.0.110, Idle : 0:00:06 :
Forwarded Dropped Total Received
All Messages 21 8 29
DATA Messages 9 8 17

show service-policy inspect m3ua session

g T 7Y r—yva =7 uk A (ASP) REEDOHERZANCT S L. M3UAT® »
Va T AERNAERENE T, HRICE, HELT v z—rarID, Eyvs
VNV T NVEEIRE T ANTNORMTH D0, £n. 7T AXDEEITT T AKX A —
F—tvTart NI Tyl ey a O ThHLINNEENE T, 30U o
=y FEFOSV TAZ TR, 2=y ERV TAEZNLRITTERICR > TRLIGAE, HW»
Ny T Ty rralRNERENDIZERHVET, oDk y v a ik, &y
vary AA LT U REEHIL TR, A L7 U MRICHIBRS L E T,

Ciscoasa# show service-policy inspect m3ua session
0 in use, 0 most used
Flags: o - cluster owner session, b - cluster backup session
d - double exchange , s - single exchange
AssocID: cfc59fbe in Down state, 1dle:0:00:05, timeout:0:01:00, bd
AssocID: dac2el23 in Active state, 1dle:0:00:18, timeout:0:01:00, os

show service-policy inspect m3ua table
N —NEEGLT A DMIUAA VAR gy T—T NV ERRLET,
show conn detail

BERERAF R LES, M3UABRRIE, v 77 2L T~v—2 snET,
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ENAIL XY ST A VAR 3 VDERE

HaE

Y

Yy—2

HAETRER

GTPV2 A LV ART 23 & GTPvO/1 A > AR
v a v DlE

9.5(1)

GTP A VAT 2 3 VL GTPV2 AU TX 5 L H T
NE L, £2. TXTOAR—=T 3 VOGTP A ALY
g TIPV6 7 RUARYR—FEND L2 EL
.

GTPvl B LT GTPV2 IZ—E T SR D A v =T ID %
XETE % L DT, |GTP Inspect Map] > [Inspections] %
AT TRy 7 ANELIIE L2, [General] /X7 A —
X B 7T, [GSN] Z A 57 7 k23 [Endpoint] % A A7
MZZ2DE LT,

SCTP A AT g

9.5(2)

XA —RZ7r ha)vID (PPID) IZESNWTT 7 =
VEEAT DI, TV v a VA VAR

3z % Stream Control Transmission Protocol (SCTP)
T7 4y ZICHEMTEDL LTV E LT,

WOEHE BN E T ITEE S UE LT, [Configuration] >
[Firewall] > [Objects] > [Inspect Maps] > [SCTP],
[Configuration] > [Firewall] > [Service Policy] 2 J1/f# %
¥ 4 % — R ® [Rule Actions] > [Protocol Inspection] % ',

Diameter { > AXJ > g

9.5(2)

T r— g @A AT Y g % Diameter kT

T4y ZICHEHATEDL XL TR, TV = a v

ID, a2~y Ra—FK, BLXOBMHE~ST (AVP) O 7 ¢
NEY TSN TT IV va vz cEsd Lk
DE L,

ROBEEAEMNEIZITEEL I E L7z, [Configuration] >
[Firewall] > [Objects] > [Inspect Maps] > [Diameter] 35 K&
X [Diameter AVP], [Configuration] > [Firewall] > [Service
Policy] :B/#REE 7 « ¥ — K @ [Rule Actions] > [Protocol
Inspection] % 7,

Diameter { > AX7 2 g Ok E

9.6(1)

TCP/TLS 5 7 ¢ v 7 [0 Diameter Zfa# L, B 7c~
v ha VT v 7 2L, 7T AKX E— RTSCTP
@ Diameter ZHETE 5 L H127 0 F L1,

ROBEHEAEIMNEIZITEEL I E L7z, [Configuration] >
[Firewall] > [Objects] > [Inspect Maps] > [Diameter] .
[Configuration] > [Firewall] > [Service Policy] ® [add/edit]
7 4 % — R ® [Rule Actions] > [Protocol Inspection] % ~7',
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ERAL Y RT=IDA AR vay |

HEES J1)—x BERETEHR

75 AK F— RTOHSCTP A5 — R~ 7L A |9.6(1) SCTPAT— NI ALV ART I a vy DT FAE T— R

VAR g TEIET AL FELE, /2, 7T AXZE—RT
SCTP AT — "IN A LV ART g9 WA NAERET
HZEHLTEET,
BMEZREFET I N-EHIZH D T A,

MTP3 User Adaptation (M3UA) A > A7 [9.6(2) M3UA N T 7 4 v 7 ERETEL LIV ELRE, £

va s,

7-e RAVF a—K, =R A Tr—4%, BIW
A=V DI TR TIHESNCTT /¥ a kil
HATELE2ICe £ LT,
WOR—=UPRBNMELFEREINE LR
[Configuration] > [Firewall] > [Objects] > [Inspection
Maps] > [M3UA], —E A KU > — L—LDOFAIE
[Rule Action] > [Protocol Inspection] % =7,

SCTP v /VTF A MY —=I T OW~FKZ LV
TR TN, BIORTITTA T —a 0D
PR— b, SCTP = RiRA > MM D 1P
7 RUVANERE S 72 SCTP v /L F R —3
T OV R— b,

9.7(1)

ZDOVATF AL, SCTP /L F A N —3 > F Ol ~%
Z. VTRV TN, BEXOT I T A T—varbms
IZHAR—RFLTEBY, ZHNIZEYSCTP N7 7 4 v 7iZ
%9 % Diameter 3 L UXM3UA A A7 2 a OFER)
MERRBEENTVET, ZOVAT AT, Fo RERA
v MZBEEDOIPT RUADRFRE Sz SCTP v /LT K —
U7 HYAR—FLTWET, vATEHR—I 7T,
THTY T RUARZKERE VR — L E T AT N3
KDOT, ®WT VT RVRZFAITHI2DDOT 7R
=V —WRERET HHMETIH Y A, SCTP =
VRARA VM ENFERIODOIPT KL AITHIRYT 2
VENRHD £7,

ZEH X 7= ASDM HEHEILH V FH A,

M3UA A V' ART v g » DUE,

9.7(1)

M3UAA VAT g 03, AF— 7V 7 =—)LF—
N— BT TAZY T B AVTFHR—I T
EYR—FTDHE90CR0VELE, £, 77V r—
YarHh—nTFat A (ASP) DIRFEDEE IRMREESC,
XFESERAVE—VORGELHTETE ET, ASPIREE
DB, AT — M IV T 2— G —nR—L 75
2B T ELTY,

WOMEHBAAEE ILE L7z, [Configuration] > [Firewall] >
[Objects] > [Inspection Maps] > [M3UA] [Add/Edit] % 1 7
ary Ry T A,
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HaE
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J1y—2

HAETRR

TLS 7' u ¥ ¥ #—30D SSL 5 A A — h D
RIEH H—

9.8(1)

ASARTLS 7' 1 & o H— L LTENEL TV DG,
SSLIF S AA — h @ ETE DL 912720 £ L, LUl
/X, [Configuration] > [Device Management| > [Advanced] >
[SSL Settings] > [Encryption] ~X— " CASA ® 7 v —/\)L
RIEDIHIAIRET LT,

WIOBE DA I E L7z, [Configuration] > [Firewall] >
[Unified Communications] > [TLS Proxy]. B01/#m%E 4 A
7 war Rw A, [Server Configuration] ~<—37,

MSISDN B L &ERE— RKDOT7 4 L2 Y
T TFVTeA B —% 27—
T4 T IREICKT D GTP A VAT Ta
> DFEREPETR,

9.10(1)

ENAN AT =V a VEBEY T R T A NEEEEE
(MSISDN) F7-13®IRE— NIZESWTPDP =2 7 %
A RNDER A vE—T% Ky 795X HICGTPA v A
R a v ERETCEDLOECRVE LR, £, TV
FIVT A a— P AT =T 4 V7 RELFETEE
ERS

[X%E (Configuration) |>[7 74 724+ —JL
(Firewall) |>[A+ 72 x4 & (Objects) >[4 Y ARY
23> < v 7 (Inspection Maps) |>[GTP] > [:BI/#RE
(Add/Edit) | ¥ AT 7Ry 7 A%EELE LT,

GTPvl UV U —210.12 ¥R — |k

9.12(1)

VAT ALATGTIPVI Y U —R 1023 R—FrEN5D L9
W20 FE Lz, BEix, VU —R61 08 KR—FEInT
WE L7z, HrLWiR— h Tk, 2540 GTPvL A vt —
VB LV 66 OB HRELZOEFENDBINE N TNET,

S5, BMEOEELH Y F9, FHZA v E—VID
NHEAEND L0 £ L=, DAL, RBESRRA >
=i Rey &, e JIZ@sInTnE L,

BMMFAEFAEEINZEmEITIH D FH A,
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