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Uy FRBMENE T, F—HBAL Y Rid, 1R EICY AR EDNY Ry =g T
ERITL, LW CTT A A& B H LE 3, DNScrypt Tix UDP/443 23 % 7=
W, ZOR—FNBDNS A Y AXT v a NIRRT H7 Ay FICHEENTWHZ L%
MR T HMENDH Y £T, TIHINL DAL AT a2 7T ATIEDNS A VAT g
N2 UDP/M443 3 TIZEHENTWET,

« 7x—J)LA—T> : Umbrella DNS H— 323l f] T X 2254512 DNS iR ZEifESH 512
X, 72— A =T B A X—=T NI LFET, 7= A —T L DIRRET Cisco Umbrella
DNS P —A_"PBEHTE R2WEAIE. ZOR Y >— < 7T Umbrella HIKRT 4 E—7 L
(2720 . DNS k% v AT A BICERE SN DNS — 3 (fF/ET5854) (B8

Cisco Umbrella .


asdm-712-firewall-config_chapter15.pdf#nameddest=unique_194
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B umbrena o sz

55912720 £9, UmbrellaDNS H— "0 FEMHAREIC R D L, R —~ v 73 %F
NEDOHEHAEZEBRLET, 2047 a VEBEBIRLARWES, DNSERIZT 7 A T& 7
VY Umbrella U Y /L ARA~BE LT 20T, IWBITREINERA,

ATy 74 [OK]Z27 V7 LET,

Umbrella O & §%7ESE

Umbrella ® 7 10— S )VEREZEIT L. DNS A » AXF 2 g T Umbrella 2 A 2 —7 I L7z
5. T3 A)>5 Cisco Umbrella (285 L CBEZ1T O MLEMNH Y £9°, Cisco Umbrella (25
NAZID PIRESIVTWDMNE DD EHERT D52 LT, BEPEFICTET LIEnE S g
Frv/TEET,

a2 K& AJIT 521X, [Tools] > [Command Line Interface] £7-1XSSHEZ v a U AfFHL
7,

RN —EARY —ORFFHERZ 7R L. Umbrella DB ERERR A L ET, 2 ZITIE,
Cisco Umbrella Tl S DR Y v— (¥ 7) | Bt HTTP A7 —% A (401 X API h—7
UHRIELL BRI EERL, 409 137 /31 AHFTIT Cisco Umbrella IZ/F7ETHZ LR L E
T) . BEOT AL AIDPRENTHDHUERH Y 7,

Umbrella@ UYNANERRTE, VIAAREIEETH L 2R TZLix T EtA, WL

BEX, 77 BAKIERY —TINHDIP 7 KL AT 5 DNS EBENHNTND Z &

%Eﬁmu LET, ZHUT RO REEERE S H Y T, v—T 4 V7 OREZRLTND
SabH FT,

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns_map, packet 0, lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0

message-length maximum client auto, drop 0

message-length maximum 512, drop O

dns-guard, count 0

protocol-enforcement, drop 0

nat-rewrite, count 0

umbrella registration: mode: fail-open tag: default, status: 200 success,
device-id: 010al3b8fbdfc9aa

Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé6 resolver: 2620:119:53::53

Umbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject O
local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402

DNScrypt: Certificate Update: completion 10, failure 1

T, Frar T4 Xal—vay (RVv—<v 7 TO7 4 VZ0H) biERTEET, K
Vy— <y 7 Oumbrella 2~ REEH LT, XA AIDEFRRLET, ZOa~vr RaeAg
F—T ML TH, TARAID ZEERETHZEIXTEEEAL, ROFIT, HIEREL
TRET 2 RE2 R R LET, Umbrella IZEH S D DNS A U AT g vy FaimiE L
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Umbrella Connector DE=% 1) >4 .

TASDM DT A ZAID 2 FK 7T HZ & HTEXET, IDIE, [Umbrella Connections] ¥ 7 |23~
SINET,

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760£ddéd3
no tcp-inspection
policy-map global policy
class inspection_default
inspect dns preset dns map

Umbrella Connector D E=—42 1) >4

Z 2T, Umbrella Connector & =% 9~ % J7{EICOWTHM L £797,

Umbrella Y—E X R S—D#EHRHRDE=21) >

Umbrella 24 X —7 2T 5 E . DNS A 2 ALY o g Vo OEHEHR OB & 2640 % [l 7375
TEET

a< R& AJ1T %121, [Tools] > [Command Line Interface] 721X SSHt v a & iH L
35 j‘o

show service-policy inspect dns [detail]

detail ¥ — U — R&fEH LAV E, T _XTOREARMZRDNS A AT a2 v H & Unbrella
DREFRNETREINET, AT —F R 7 4 —/L FIZ, AT LT Cisco Umbrella ~D & §k %
BITTA720ODHTTP AT —H A a— REZFEELET,

U L RERRIE, PO Umbrella — 2R LET, ZNLDEFRIZE > T, — 3035
BRLNE I D, FTBET— SBMERRENE O a5 72012 AT A TH— 1%
Ta—=THhnErnilbny £4, 72— A =7 F— ROPA, AT L TDNS ZERHN
FFAIS UMD DNS Hh—N (REINTWAHEHH) CBEIL T, Zhlsot— Ro%GA,
Umbrella V- —/ 323 S Z O H]1X DNS ZR TR 2 TS TE 8 A,

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop 0
message-length maximum 512, drop O
dns-guard, count 0
protocol-enforcement, drop O
nat-rewrite, count 0
umbrella registration: mode: fail-open tag: default, status: 200 success,

Cisco Umbrella .
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device-id: 010al3b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé resolver: 2620:119:53::53

Cisco Umbrella |

Umbrella: bypass 0, req inject 0 - sent 0, res recv 0 - inject O

local-domain-bypass 10

DNScrypt egress: rcvd 402, encrypt 402, bypass 0,

inject 402

DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

ARl 72 I CIE, DNSerypt #EaHHHR & A SN0 F—DRRESNET,

asa(config)# show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000
Inspect: dns dns umbrella, packet 12, lock fail 0,

drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0

message-length maximum client auto, drop 0
message-length maximum 1500, drop O
dns-guard, count 3

protocol-enforcement, drop 0O

nat-rewrite, count 0

Umbrella registration: mode: fail-open tag: default, status: 200 SUCCESS,

device-id: 010af97abf89abc3, retry 0
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53

Umbrella: bypass 0, reqg inject 6 - sent 6, res recv 6 - inject 6

local-domain-bypass 10
Umbrella app-id fail, count 0
Umbrella flow alloc fail, count 0
Umbrella block alloc fail, count 0
Umbrella client flow expired, count 0
Umbrella server flow expired, count 0
Umbrella request drop, count 0
Umbrella response drop, count 0

DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6

DNScrypt ingress: rcvd 18, decrypt 6, bypass 12,
DNScrypt length error, count 0
DNScrypt add padding error, count 0
DNScrypt encryption error, count O
DNScrypt magic mismatch error, count 0
DNScrypt disabled, count 0
DNScrypt flow error, count O
DNScrypt nonce error, count 0

inject 6

DNScrypt: Certificate Update: completion 1, failure 1

DNScrypt Receive internal drop count 0
DNScrypt Receive on wrong channel drop count O
DNScrypt Receive cannot queue drop count 0
DNScrypt No memory to create channel count 0
DNScrypt Send no output interface count 1
DNScrypt Send open channel failed count 0
DNScrypt Send no handle count O

DNScrypt Send dupb failure count O

DNScrypt Create cert update no memory count 0
DNScrypt Store cert no memory count O
DNScrypt Certificate invalid length count O
DNScrypt Certificate invalid magic count 0

DNScrypt Certificate invalid major version count 0
DNScrypt Certificate invalid minor version count 0

DNScrypt Certificate invalid signature count O
Last Successful: 01:42:29 UTC May 2 2018, Last

Failed: None

Magic DNSC, Major Version 0x0001, Minor Version 0x0000,
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Umbrella @ syslog A v £—CDE=2 12T .

Query Magic 0x714e7a696d657555, Serial Number 1517943461,

Start Time 1517943461 (18:57:41 UTC Feb 6 2018)

End Time 1549479461 (18:57:41 UTC Feb 6 2019)

Server Public Key
240B:11B7:AD02:FAC0:6285:1E88:6EAA:44E7 :AESB:AD2F:921F:9577:514D:E226:D552:6836

Client Secret Key Hash
48DD:E6D3:C058:D063:1098:C6B4:BA6F:D8A7:FOF8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE

Client Public key
6CB9:FA4B:4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1l:ATEC:A0B6:1A58

NM key Hash
9182:9F42:6C01:003C:9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

Umbrella @ syslog A v &—TDE=Z21 Y
K@ Umbrella BIHE D syslog A v E—T % E=HF TXET,
« [%ASA-3-339001: DNSCRYPT certificate update failed for number tries. |

Umbrella — 3 ~D)L— "N FETDHZ &, BLXOHAHA LV H—T7 2 A4 ARFREINIES
IZHEREL TV D Z L 2B L T £ &V, F 72, DNScrypt HIZEEE SN2 — N IE
LWZ & BHER L TL 2 &V, Cisco Umbrella 7> 58 LW % —Z2 BG4 2 MENE L 53
AMHY ET,

« [%ASA-3-339002: Umbrella device registration failed with error code error_code. )
HFExrT— a—RFOHNEIT, kOLEBY TT,

« 400 : RO E T2 o T o ICBERH Y 3, b—7 UNETE D50, R
LTCWAHAREMENRH Y £, b—27 A Umbrella® v 22— RO h—27 & —F L
TWDLZEEfERL T EENY,

*401 : API h—7 UDNEBEINTWETA, b—27 VZHFRELTLZ XV, Unbrella
Ay alR—RO M7 U EEHTHEEE, BTH LW =27 U E2FAL TS
Uy,

« 409 : FNA A ID DBIOMAE & A L TWET, FEDOREIZ OV T Umbrella & H
FITHER LTI E W,

*500 : NEBH— =T —, FREONAFIZ OV T Unbrella BHE IR L T FE W,

« [%ASA-6-339003: Umbrella device registration was successful. |

« [%ASA-3-339004: Umbrella device registration failed due to missing token.

Cisco Umbrella 7>% API b—7 > ZHf5 L., Umbrella ® 7 10— )LiRE CRET D LEN
HHFI,

+ [%ASA-3-339005: Umbrella device registration failed after number retries. |
syslog 339002 A v E—V &R L, BIETOMEDH LT —2RELET,

+ [%ASA-3-339006: Umbrella resolver IP_address is reachable, resuming Umbrella redirect. |

Cisco Umbrella .
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COAyE—=Vd, VAT LAPHEEFIEEL TSI L2RLET, 07D, Kl
THEDHY FH A,

+ T[9%ASA-3-339007: Umbrella resolver IP_address is unresponsive and fail-close mode used, starting
probe to resolver. |

Tx—)b 7 —XFE— RFEMFHLTWVWAS7ZH, Unmbrella DNS — 034 T A VIZRD
F TDNS ZRICHT DINEZRECTE A, MEPERLLEWVEAIT, VAT LADD
Umbrella "— "X ~D/)L— " BNFEETHZ L, BLOT 72 AFHEIERY o —THhH—r3~D
DNS h7 7 4 v I RSN TND I EZMER L TS EE0,

Cisco Umbrella Connector O & &

HeER

TS5y b T74—
L)) —x Bl

Cisco Umbrella V78— b,

9.10(1) Cisco Umbrella TEHR SN TWAH = X —FF7 4 X X2l
T4 RY —Fa—WERICE T TX 5 X 512 DNS ExR %
Cisco Umbrella ~U A L7 s T 5 LT A ABRETE
F7, FQDNIZEDSWTHER AT E70iEi7ry 7 TEET,
F721E, % LV FQDN O 13 Cisco Umbrella f 7V ¥ =
YheXF U= EY X AL FLTCURL 7 4 L& Y >
T FATTEE T, Umbrella DFXEIL, DNS A AT v g
VARV I EENTVETS,

WO ZBIMEZIFELLE L7z, [EE (Configuration) |>
[Z74F24+—IL (Firewall) | >[A 72 x5 b (Objects) |>
[Umbrella], [E%%E (Configuration) |>[7 74 72 4+—JL
(Firewall) | >[# 7% kb (Objects) |>[XvTDA R
~% < 3> (Inspect Maps) |> DNS.

Cisco Umbrella ®i#{l,

9.12(1) Cisco Umbrella Z /A N2 T HMENH LA —T0 RAA U4
ERETEDLHICRVELZ, ZNHDRAA D DNS
RIL. Umbrella & ZLEEHJ" DNS H— NZHEZEE S E T,
F 72, DNS ZROMFRIZEEH T2 Umbrella — 3% Ffif TX
HEITHRYELE, EHIZ, Umbrellah— &2 fFHTE 720
Yrarid. DNS BRAA 7 v 7 S7eu K 91, Umbrella 1 >
AT gy R) =T 2 )V AT EETDHZEN
TZET,

WOE 23T ZjuE L7z, [Configuration] > [Firewall] >

[Objects] > [Umbrella], [Configuration] > [Firewall] > [Objects] >
[Inspect Maps] > [DNS],
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