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ROBEE RTF UV ART LU N 77 AT U—)LE— FOBES, Xy NU—27 T 7B 2%
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HEFEHTEET,
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TETI7BAN—VIFLEDL ) A, LEROIL, —BRRBEORETA FITHE-> TEHE
T RAERETHI LT TT,
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LA VYONL—NERMBEDETCT 7R ar ba—L RY o—%FEETX T,

s AU B —T 2 A AZENN B TOENDIERT 7 BA L= (LAYILLEDNT T 4 7))
EBEHMEREFOOFNEFNTRLHLL— Ly M (ACL) ZEHATXET, IET 2
TANL—VTIEL, BEILESED N T T 4 v 7 DEHREIZESNT N T 7 4 v 7 BFFa T2
IES SN ET,

e TV wURMEA L E—T A4 X BVL, A—FT v FE—R) IZEV L TOENTWAILET
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A ACbLNL— bty FEBMATEET, BVIE AL R—DA U H—T 2 A ADWFGIZT 7
T AN—ANRH D L, MEONEFIZHF BN L > TR 9, HEFHH, AL X—=DT 7
TR A= BN, RIZBVIOT 7 A2 L— AR SNET, #EHM. BVIL—
WINERAND, A N—=DA U H—T 2 ZADN—)LPRIZEBEINET,

e 7 — N LIZEID S TCENATEBET 7R L—L : TSIV DT VA 3y ha—)L

CLTHERATAE D a— UL Lb—L By NEERTEXET, Fa—UL b—j3A
VH—T A A= VDRI SNET,

EHT VAN (LAXILULEDNT T 4w T) A E—T oA AT DH T

T4v7 EEEFERNT T4 v ) EHETLIE-OL— Lty MEEATEET, Z
NEONL—T, CLI®O Taryirg—L FL—y| T2 RA TV —FIZHEYLET, F
INA ZZHETAHICMP T 7 4 o 712290 T, Vb YIZICMP V— VA RETE E7,

e A B —T oA AZE YK THND EtherType LV —b (LA Y2D T 7 4w 7) (TV

VIN=T AUN=DA L F =T = ZADF)  FEHMEFREHTMOENEITHER
L=ty FEREMHTEET, EBtherType L—/Vid, IPLSD R T 7 4 v 7 Dxw b
T —7 T 7 A %HI#ET 50—/ T9, EtherType /L—/LTl&, EtherType (2T K7
T4y PSR EIIER S NE T, £, T vV INN—T A=A U F—T =
A ANHERT 7B A V= ZBEH LT, LAY3IULED NI 7 4y 7 ZHlHTE E7,

IL—ILIZEE T 5 —A%IE#R

WO MYy 7 TE, 778X V—13FE LD EtherType /L —/VIZEET 2 — 2 M 2124t L =

AVA—TIARTIERIL—=LETO—NILTIER L=

TIRAN—NVEREDA LV E—T7 A ZATMAT L0, FHET 78R V=1LV ETTO
A B =T 2 A AT 0=V TEET, A1 F—T A AT 7 BX )L—LL—FEIZ
Ia— VT I RAN—NERETEET, ZOBA, BFEOERA VA —T A AT Ik
ZN—AREIZHAD T — L T 722 =L L) bR SNET, Ja—_L T
TA =ML, BENT 7y ZICETEASNET,

AINDURIL—ILET I RNV R IIL—)L

N7 7427 DFEIZESNTT 7R N—LERETEET,
e AR R AR R T IRANL—UE, A F—T 2 RAIASTL B +T

T4 v ZICHEBENET, Ju—L TR L—AVBIOWERT 7 X L—VITHEIC
ARG R =W ) F£9,

TN R T ITRA—=E, A =T oA AP EESND T T4

ZICHEM SNET,
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(AN R BER T AT R 1, A ¥ —7 = A AZEIT D ACL O x5
%%Lt%wﬁ\%%m\4y&w7l4xckwTA&x CEVZESNDBNT T4 v T

ACLDEHAINAZ 2L, BEIEFA X —T A AZB VT ASANLEEEINE NS

T4 ZICACLBEHIND Z 2R LTWET, ZNODOHGEL. —MRICHEREMEINS,
X2V T ADERNA L E—T 2 ADSHENA L H—T 2 A~D ST T 4 w7 DB,
—WRIZRAZ EMEIND, EX 2 VT 4 OFENA U F—T 2 ADBERNA U H—T = f AD
N7 747 OBEIZERLEY A,

7o&2iE, NER Y N —2 EOFFED R A MR- T, #MAR Y hU—2 ED Web #—
T 7B ATEDEICTHHEEREITIE. 7TV MY RACL AFHTY, DA N
7 RACL Z{ER L CT 7B A ZHIBTHZ L TEETR, BELLERA N ZTFT 78X
EEFRIT 57 7 "N RACL & 1 DIZTERR T 5 BN TT (ROMESRL T2
EV) L, OTNTORA NI, 77 hXT 2 RACLIZX ARy hU—27 Bl S
E3

1: Outbound ACL

Web Server:
209.165.200.225

e
=
pe—
m
T

— N
ACL Outbound
Permit HTTP from 10.1.1.14, 10.1.2.567,
and 10.1.3.34 to 209.165.200.225
Deny all others

ASA

Ewéa

ACL Inbound
Permit from any te an

;i/ I:]IJ

10.1.3.34—» 209.165.201.8
Static MAT

".

ACL Inbuund
F"errmt from any to un

o

10.1.2. ﬁ?-—h 209.165.201.6
Static NAT

ACL Inbound
Permit from any te an

5

10,1174 209, 155 201.4
Static MAT

Ny BEERIET A0 R v 7T B 00 AT
WHEINDACLICRBITAEFNH D)L —
BE LGS, ENLBEO L —VET = v

JL—)LONEFFNEZETY, ASAIZBWT,
NHHEA. ASATIE, 27y P EKL—LEDIREN,
VDWW ONEIZHE > T T ET, WITIHD/L—Z

T
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R HEE

7oA L= |

JENFETA, T2 2iE, REIER LET 78 ZA V=R, £ F—T A ATk LTI
THORNT 7 47 ZARMICHTT 55D THIUE, TNLEOL—VIETTF =y 7 SNER
/1/0

FEX 2T A A B =T oA ZANBIEEXF 2T 4 A F—T = A ZA~D Pv4 B L IPV6
DZ=FXY AN NTT7 47 XT 74N FNTHFAIINET, ZNICITEEOL—T v K A
H =Tz AEN—T v RE—RTOTY) v B A 2 —T7 x4 A BVI) MONTT7 4>
ITINEENET,

TNV ITN—=T A NR=DA L BZ—T 2 A AT, BEFa2V T4 AV F—T A ADND
BexaVT 4 A X —T 2 A~DZOBBROFAN, RLTY v ZV—TFNTDHA
VHA—T A RAEHAEINET, TV v ITN—T A N—DA v HF—T o2 f AL )—F
RAVHE—=T 2 A ZAEITHNOT Y v T—T DAL =L ORNZIIREFEROFF1IH 0 £
A,

TV ITN—F A RNR—=D A E—T A A Ob—FT v REFIZF T AT L | F—
R) bR%&EFT 74/ b THAILET,

« WHMD ARP, ARP bT 7 4 v 7 OHIENZIZARP A VAT v a V&R LEST, 77
A NL— L TIHHETE EEA,

« 516100 BPDU,  (Ethertype L— /L2 L T b2l T £4)

Mo ~7 7 4w 7ZiE, JERT 78X L—v (IPvd BLOVIPv6) | F 721 EtherType /L— /L
GEIP) OWTFraEHT 2 0ERH Y £7,

ACL Otk CHEERIO RS DR E SN D T2, BIRINIZHFRTLZ2WERY . T 7 4 v 7 (3@l
T&EEHA, L& FHEDOT RLAZBRITARTO—FZ, ASARBTOXRY hU—7
T 7 8ATHZEEFAITLHHE. FEDT RLAEZEL L) 2T, thoTXToa—%
EIFRILET,

BH (2 bha— FL—r) O ACL X to-the-box FT 7 4 v 7 HFEBL TWETN, A
B—T oA AD— E@Mﬁw—w@X%’ IZREERD deny 3 H D R A, ZORDVIZ, FH
T IR NI E LR Wl E O 7 7 & AL — L CRHMl S AL E T,

mﬂ3mm1®ﬁm\Ml@%%ﬂ%é%%%@ﬁéﬁ\mk?74v&%mwmc%@
LEHA, 72L& 21X, EtherType 8037 77T 5855, ACL DRJBIT & 5B 7245412
T\%%leu%%ﬂ(ikﬁ%&@?#nU?%4V§—714Xﬁgﬁ&®ﬁ%;9
T A4 AH =T o2 ANFEFERRIIZEER) LIZIP b T 74w/ R T7ry 7 SNDHZEEHY T
A, 7272 L. EtherType b —/L TTRTD hT 7 4 v 7 ZWRANCIEEG L723EA1E. IP &
ARPD h T 7 4 v 7 NMEGR SN, WA T bard T 7 4 v 7 (HEiRrIyo—3 g
E) EUNTFAESNET,

Ta— )V T T BA N LVERETDE, BERNRERIZS 2 — L b— VR S =%
W20 F9, WOBEDIE/F2SM L T a0,
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1. AV FZ—T A AT IR )L—),

2. TV ITN—T RAN—DA U HZ—T 2 ATE, 7V RS o H—T = A R
(BVI) OT7 7 & A JL—/L,

3. Ju—)LT7r kA L—),

4. BFERAY72 5T,

NAT &7 0 €R IL—L

TI7EANL—NE, NAT ZRELTWAEETH, 778X V—LO—HERET HERITH
WCEBROIPT FUAZERLET, =& 20X, WEHY—,310.1.1.5 HO NAT 28 E LT, /N
Ty ZIZV—TF 4 T RIRERANEBD IP 7 R L& 209.165.201.5 % Z DOH— 53 55354
L. ZONEY—R_"~DT 7 BRAENE ST 7 4 v ZIZHFRT DT 78 AL—)LOHF T, H—
NO~2y BT T RLA (209.165201.5) TR EEOT RLA (10.1.1.5) #2545
N E9,

Vs 7O X IL—IL

ZOWETIE, WEET IV EA L—MZONWTEBLET,

JRA—2 S 749DIZRTBIET IR L—IL

N—TFT v RE—=RFRERFFT AT Lk F— RO@HIZxT 5D TCP, UDP, LN SCTP
FlZOWTIE, VX —2 b TT7 4 v 7 BT 57200T7 7R —LTHEHD FH A,
ASA 1Z., #ESLEINT= R F RO X —2 T T 4 v 7 T XTHFALET,

722U, ICMP R ED a7 va VAR g haZonTid, ASAIFHE TRty v a v %
MESELET, Lo T, (ACLEEETA LV H —T oA ALFEA LV F—T7 =4 ZTHEAT
HZET) TR NL—=ILTHITHODICMP ZFF [ § 57, ICMPA VAT v ay mry
EAR—T VT HULERHD ET, ICMP A VAT v ay mo VU id, ICMP &y v a v
RGIEEGE E L CTHRWET, 7= & 2I1E. ping ZHIfHIT 5121%. echo-reply (0) (ASA 5
AA RN £ echo (8) (FA S ASA~) ZHELET,

TJO—FF v XA METILFFXYRE FST 49T DEFA

N—T v R T77AT 74—V E—KRTIL, 78— RKFY A LAV TFXYy AN NTT7 407
X, 77 BA L= A THFAISNTHWIEATHL7 ey ShvET, 2, HFR— & T
WWHE AT I v I =T 47 7a baVBXODHCP REENET, ¥4I v 7 L—
T4 7ua bhaVEIZDHCP Y b—%, ZDO NI 7 4 v 7 BT 5L IICHRET DM
R E7,

TG UART LU RERIIN—T v R 7747 04— L E—FRTRILZ I v TI—TD R

VR—THHA L E—T oA AT, 77 8ANVL—1LE2FEHRLTIP N T 7 4 v 7 Z2FFAT5
ZEMWTEET,
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\}
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GE)

INODRERIR A A T DT T 4w 1T aRrkI v a VATRITHBIZD, TR N—)L
EBIOREOWMIDOA L Z—T oA ZZEA LT, VE—2 NF7 4 v 7 OEBEHAT5
VIERH Y F97,

WDOFIZ, FCTYV v TNN—F DA NR—=THHA LB —T A AMDT 7 A L—)L%
FEALC, 22— NHFATE DR NT T 4 v B A TEHRLET,

RILERLITVIS TL—TDAVN—RBDTIERA N—ILDFINE ST 407

k27499 A

47 O ralFERIER—F pe

DHCP UDP R— b 67 B L1 68 DHCPﬁ»<Nﬁ%f* TNDOEA . ASA T
DHCP X% v hOmiEa2HELS L E7,

EIGRP 7u k=)l 88 -

OSPF =00 Ne= ("] -

</LFX¥Y Ak |UDPHR— i, 77U r— |=AFF¥ A K RN —A1F, HIZClassD
AR —A Vasiko TRV ET, |7 R A (224.0.0.0t0239.xxx) IZEE S
i‘aAo

RIP (vl ¥£721% |UDP &~— k 520 —
v2)

EE7OHR IIL—IL

ASASECOEBNT 7 4 v 7 BHlIT 5T 7 BA V—/L %7 ET%&# to-the-box HFL k7
T4 T (A H—T A A~DHTTP, Telnet, SSH 7¢ &2 X BH4¢) (2645 7 7 & A
B—E, ENHEET VA NL— VL0 HEEINET, LEB-T, ZOXIRFFS
NTEB N T 7 4 v 7 1%, to-the-box ACL THIRIIIZHESR SN TV AHLA THLERNITFT SN
£7,

BEHOT 7R A N— N 3R 2D, A F—T 2 AD— $®£Ew~W®XE IR D

deny 0 FHA, TORDYIZ, BHET 7 A L—/WZ B LARWERITET OT 7 & A
il EL— L TRl S AL E T

it\?ﬂ41A®KMPF?74/7 I, ICMP v — &AL CHfcE £4, T340 &
ZET 5 ICMP F 7 7 ¢ v 7 OFIEN I, WEOILET 7B A2 L— L& HH L E9,

EtherType /L—/L

Z OIETIL, EtherType /L —/WZOW T L 77,
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HH— F ENTLB EtherType 5 £ U2 01D 57492 [

HR— &N TLVS EtherType 8L UV ZFDHD ST 0w
EtherType /L — /LR &2 fil#E L £ 5,

« MR H A TDOIPX BLOMPLS 2=F% ¥ A hEZI~LFFv A hE2Eie, 16 8y
N 16 HEHUE T/~ 4172 EtherType.,

o f—HFXv hV2 T L—LA,

« 77 /)L N THR &N 5 BPDU, BPDU (%, SNAP TH 7 /L ENTEY . ASA IT45
\Z BPDU ZALEE$ 5 L H IZEREF SN TWVET,

e T R—1 (A= EHH) BPDU, k77 BPDU O34 11— KiZi% VLAN F# N
EENSHT-H, BPDU R[5 L, ASAIZLE Y. F&{E VLAN ZfFH L T3/ o — K
BESHET,

+ Intermediate System to Intermediate System (IS-IS) |
* IEEE 802.2 i U > 7 il v b, 5 —ERX T X HBA 2 bOT R AITES
WTT 7B A&EHIEITE £,

RDOZATDETT 4y 7 F R —hSHTHEEA,

« 8023 B 7 L — A type 7 o —/L R TIE7AR < length 7 4 — /L RMEH SN D720, L—
NTIHLBEE S E R A,

)B3—> b5 74 921239 % EtherType JL— /L

EtherType (T2 RV v a U VABITH L7200, N7 7 4 v 7 ZWiimll@im I E 5 L8R H 5
éﬁ\ﬁﬁ@%y&—7m4x_w~w%ﬁﬁﬁéz£m&@i#o

MPLS D &F 7]

MPLS % #F Al 9 %3541, Label Distribution Protocol 3 & U} Tag Distribution Protocol ™ TCP #%#5¢
2% ASA % H L’Cﬁﬁiéﬂé EolcLT7Eawn, 2, ASAAM F—T A A LD

IP7 RLA%ZLDP v aE/2TTDP £y g @ router-id & LTEEHT 2 L 512, ASA
ICHERE STV DM FOMPLS b— 2 2% E LET (LDPEB IO TDPAEMT5Z L1280,
MPLS /b — 213, BT 237 v MIEAT 27~ (7 RV R) 2xd3x2—hT&5H LD
220 ET)

Cisco I0S /v —% T, il 7w h=/b (LDP 721X TDP) ([Zi L7z~ RE A LET,
interface 13, ASAZHEES N TWEHA X —T = A Z“C@‘O

mpls ldp router-id interface force
EJelBs

tag-switching tdp router-id inferface force

TR IIL—IL .



7oA L= |
B 77exr—ros51toz

TIOEAIWL=ILDZA41VR

T 7' ARE— VIR T A B R ENEE LER A,

722l = ATTr hank LTsetp ZHEHT 2551, S¥ U7 T4 BV ARMET
D

7O EAFIEICEATHHA K54 >

IP6DHA FS14 >

IPv6 VAR —hrLET, Q0L BEILT RLALSIKT KL AIZILIPvE 7 KL A L IPv6
T RUVAOHBEDLEEEDDLZENTEET, 9.0 L0 bEIONR—T3 U THE, BIOIPV6 7
7 A N—VEERT HLERNH Y 7,

Per-User ACL DX EXEIE

e 21— L ® ACL TlE, timeout uauth 2~ > ROMEREH S FE T, ZOfEIT AAA
Da—HFZLDEyary A LT U METAH—N=F 1 RTEET,

c =P TLDACL DI=DIZ b T 7 1 v 7 S ST, syslog A v — 109025 73
ROCRESNET, N7 74 v/ BHI SN, syslog A v E— VAR S
fvy —HF LD ACL D log + 7> a v DRIEH Y FH A,

ZRMOAA K54 2 EFHIRER

cF T NITN—TRBEAR—TNVICTDHE, VI T v T ONRT —< 2 A HET

L. CPUMHRIZBMLUETE, T27EBA NL—VORBIZHNERAETYEZMEZ A2 &N
TEET, ATV b IN—TRBEEDNCLTSGE. Xy NI—2 7V =7 ME
TE Y —EA ATV MIJERSNEHEAR, ZNODO T N—TDERIZIESNT—HK
TEHETIHAN—LVPRBINET, 2O TV a &R ETDHINE, T78A L—L
T—TNDFHD [Advanced) R¥ %7 U w7 LET,

object-group-search threshold =~ > FZ{EH L TLEWMEEZ A XR—T /ML, T+ —~
VAR T RIS 2 ZENTEET, LEWEEAMH L2BETIR, #kt 2 L IZEET
ESERDTIFDIP T RLANRR Y hT—27 A7 V=7 hERESET, BETT FL
AT DA TV 27 OB, 5T RV RE—ET LD TiEEB LD LN
irEnET, —EHEPIERICRDZ LA SOV — LV ERELET,
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() ATl N TNN—TORKX, ry NU—T AT V=T b
YP—bERA LTVl POATEHELET, X2V T 4 Z 01—
TELIF—Y AT FTIEHIMELERA, ACLIZEF 2
VT4 FV—=TNEENTOWDLIEAEIL, ZOWEEEZ AT LN
TLIEEW, ACLWIET 7T 4 7122720 ZOMOTH L7
WENEE 72 D ATREMED N B £,

T IVRAITIN—=TIZNT Y vary aly B ETAVEMENTLIE T, AT LD
T RAEEEEAED D ZENTEET, FFMICONTIEL, — AR ERE T A
ROREARZREDEEZRL T EIV, ZDOA 7> aid, [Configurations] > [Device
Management] > [Advanced] > [Rule Engine] ® FiZ&H Y 97,

ASDM TiX, ACL D/V—/VDORIZH DT Z7EA VA RDI AL MNIFESWHTL—/LO
MR E SNET, ASDM TH LWVWL— L 2B LA b, BET 50— L ORilZHh b
A RREAE L TRESNET, 72720, ASDMD/ Y7 > b b L—H1E, CLIORA
N—NBITRESINT-a Ay MI—&LET,

EEICELITSET FUA, HDWIEEECE IS — EAEHOHMBE 2 AT %
&, ASDM TENHDOHBIZXK LT V7 4 v 27 ADM INLINEDA 7Y =2 k 7 L—
THREHEBERESNET, Zh6D0FT V=7 ME, b= T—T L Ea—DZE N5
DarR—F b= MIEBMIZILIE S VE T 25, [Tools] > [Preferences] C [Auto-expand
network and service objects with specified prefix] /L —/ 7 — 7 L% € 2 BINfRER 5 &L A
TVl MMy ERRTEET,

BE., ACLERIIAT V=2 b IN—TICHELWAT V=7 NESRLTZY, BUE
SZRLTNWDHEA TVl NEHIBRLIZVT5Z 813 TExEHA, £72. access-group 2~
YRTHELTORWACL 2B (7782 V—NV%#H) ¥56ZLbTEEHA, -
L, ZOT 74V OEEEER L, 7V MEIFACL Z21ET 2EIICZEN S
 [RIHFZR) CEXHL2CTH2ENRTEET, A7 V=7 bELIFACL 21EKT 5
FTIE, ZNHESRTHNL—NRT VA T N—TITEREINET, AiFSRE A 31—
T WNZ T BITIE, [Configuration] > [Access Rules] # 3 L, [Advanced] R¥ > %7 VU v 7
LT, 778 AN—VOFFMBREDA T a @R L £ T,

7 Ut AHEHDEE

ZITHE. TR ar b= ERET B IFIECOWTEHHALE T,

TR IL—ILDEE

TR =L EERT LI, ROFEEZFEITLET,

TR IIL—IL
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B 7oexr—rozmz

ATy

ATvT2

ATvT3

ATvT4

7oA L= |

FIE

[Configuration] > [Firewall] > [Access Rules] DJEIZER L £,

N—VEFA B =T = A ABLOF RN S, 7 r— L b= U3 D Li3RD 7
N—TIELOONTWVWET, BT 7R NL—LERETIHIHEESIT. ZOXR—UTHYIRS
NEF, NSO NN, fERENTT IV BA I N—T L LTA v H—T oA AE 137
72— ZE) BT H AR ACLICHY LET, £4u5H D ACL % [ACL Manager] ~<— 12
FoREINET,

WONWTNNEFITLET,
« FTLUVVL— L EZIBIIT HI21E, [Add] > [Add Access Rule] DJIAIZERI L F 7,

o 2T FROREDOHFTII N — NV EFEAT HI2IE, BT 2550 FIodh 2BEFOL—v
R L T [Add] > [Insert] DNEIZIRINT 55>, [Add] > [Insert After] OJEIZEIN L £,

c =V EMRET HITIE, V=V EEIRL, [Edit) 7 Vv LET,

N—NDTa T 4 E AN LET, BRTHERST SV a 2RISR LET,

* [Interface] : L — IV ZWHT DA v X —T =2 A ZAEZEELET, 7 o— UL b— L EERK
B [Any] ZBRIRLET, LT v K E—RDTY v ¥ FA—T T, TV v
ARA B =T =24 A (BVI) KTV vV ITN—T A NR—=DA L H—T =2 A AD )5
W27 7B A N— VAR X ET,

s [Action] : [Permit] £ 721X [Deny] : X5t D kT 7 4 v 7 ZFF AT 50 ES (B3 T2502%
BELET,

* [Source/Destination criteria] : £fF76 BET KV R) L%% (M7 74 v 7 7a—0DF—
oy b T RVR) ZEFLET, @FIE, AAMELREFV TRy bOIPVE T FLAF T2
IZIPV6 7 RLRAEZRELET, ZHERy NI FRERxy NI —2 AT V= b T
N—TTRTZIENTEFET, FELO—FAELIT2—F I —TAEIEETEE
9, F7=. [Service] 74—V RTrT 7 4 v/ OREEEETDHE, TXTOIP b7
T4y TIER, BED T 74 v 7 2R ETHL— NV EERTE £, Trustsec &
FELTCWAIEAE., ExX2V T4 JNA—T%2FH L THE LM r ERTEET,

EHFAIRE/R T RTOA T 3 VOFEEMIZHONWTIE, 727 A L—LDF a7 ¢ (11 <—
D) BBRLTLLIEE N,

N—VDEFRNDET LIz, [OK] %7 U v 7 LTL—/v T—7/MZBMLET,

[Applyl 227 VU v 27 L, TZ B A N—NEBREIMFELET,
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72 L—Ln7os7 ¢ [

TR IIL—ILOTAIINT 4

TIEAN—=NVEBNELITRET D2 LZICRETELTBRT L HZRITRLET, £<D
T 4=V RTIE, WERY 7 AOFIZHD[LIRAE7 ) v 7 LT, TDT 4 —/b RITHHE
TLHAT V=l MBI ERk, RETEET,

A3 —T (4R

N—REHINDA v H—T oA A, T a—rIL — L EERT 25513 [Any] &38R
LET, Ty RE—FDT IV vV IA—7Zx L, 7V v RSNV H—T A R
BVI) £ 7 YV Y II—T A NR—=DA LV H—T = AZERTEET,
[Action] : [Permit]/[Deny]

HMBDO LT 7 4 w7 T 504G (EE) T2 aELET,

[Source Criteria]

MELEIELTWD NI T 1 v 7 OFREHEOF, [Source] IFRET HMENH Y 7
D, EOMDTaRT 41 XA T a o TT,

[Source]

AEILD IPVv4 £721L1IPv6 7 R LA, 57 4 /L ML any T, ZHIET~TD IPv4
FILIPv6 7 R L RAIZ—FK L E T, IPvd DH%EH—57 v MIT H5E51F anyd %,
IPv6 DFH % 2 —77 sy NMZT D85 1L any6 TN EVEHATEE4, H—DKRA N T
KL 2 (10.100.10.5 F 721% 2001:DB8::0DB8:800:200C:417A 72 &) . 7 x> b
(10.100.10.0/24 % 721% 10.100.10.0/255.255.255.0 JEZ. £ 721% IPv6 DAL
2001:DB8:0:CD30::/60) . %~ bV —27 47V bEIFFy NU—F7 ATV =7
N ZN—TD4HI, £ Vv H—T 2 ADLHIERETE T,

User

TATYT AT A T7ATUA—NEAIMNILTODEEIL, 2—FEiZ2—%
IN—T% 8774y DEEILE LTHRETEET, 2—FRBEHEH L THDIP
T KRR~ LFET, =—F4% (DOMAINwser) . +—W% JL—7

(DOMAIN\\group (2 DD\ IEFN—T % &R LET) ) | Flid2—F 47V =7
N ITN—THEBETEET, ZTOT7 44—V RTIE, [.]E7 VU v 27 LTAAA —

TN—TINBARTEBIRT 5139 BAFTE AT D L0 bIED0HH T,
Security Group

Cisco Trustsec Z AN L TWAEAIL, BX= ) T4 FJI—TDLRTRZ T (1 ~
65533) . E¥EtX 2V T4 IN—T F TV FEEETEET,
[More Options] > [Source Service]

TCP, UDP F£7-1X SCTP #%c— b A & L THEL=%HAIL, TCP, UDP,

TCP-UDP, F7/2IEXSCTP# £ TERFADI—EAAT V= b, MDA T V=
J NeA T a s TRETEET, BEIL Y- ROBEEREL, EELT—
ERTERLER A, BHEL—ERAZERT HIHE, s —v 207 a hanid

EETLTV—ERC—HTILERDY T (e xiE, MFELR—NEZRDOH D/
RUWNTCP 2 L)

TR IIL—IL .
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7oA L= |

[Destination Criteria]

BLL]

WMELLOIELTWD T 74y DX =5y NOFE, [Destination] I$5%E T 2 M E
HYETN, TOMOT T 134TV a T,

Destination

SE5ED IPvA £721XIPv6 7 R LA, T 7 % /L MElZany T, ZhiTTXTDIPv4 %
72X IPv6e 7 RLAIZ—E L £ T, IPvd DA E X —5 > MIT 5556 1% anyd %, IPv6
DRI S =2y NMZT 55T anye # ZNZEVEHTE LT, B—DOKA N T KL
2 (10.100.10.5 F 7213 2001:DB8::0DB8:800:200C:417A 72 &) . V7% v b
(10.100.10.0/24 %721 10.100.10.0/255.255.255.0 JEZ, £ 721% IPv6 DAL
2001:DB8:0:CD30::/60) . v U —27 47V =/ NERIIFR Y NT—0 FT V=7
N ZN—T D&, £ v H—T = ADLHIEIRETE T,
Security Group

Cisco Trustsec Z AN L TWAERIE., X2 VT 4 IA—TOLEFIRHX T (1~
65533) . X2 VT4 IA—T F TV NEEETXET,

H—EX

IP, TCP, UDPR YD T 7 4 v 7 DFva haji, 7 3 TTCP, UDP, F721%
SCTP DR— hEFRETEET, T 74/ MIIP TR, kv BRKWR27 e harz
BELT, ¥~ v NMZTDH I 74 v 7 L0V RETHIENTEET, &
L, ATSNDE A TOY—E R A7V FEBRIRL £, TCP, UDP, B3I
SCTP O34 1%, tep/80, tep/http, tep/10-20 (A8— R&EPH) | tep-udp/80 (FAR— K 80 ®
EED TCP £721XUDP F7 7 ¢ v ZIZ—F0) | sctp/diameter D K 9 12— F ZFEE

TEET,

=IO BOFAZ AT LET, 1ITORKILTHIT 100 XFETTT, EEIT2 AN
T&EFT, CLITIE, S22 A e LTEME L, V—LORIZEEINET,

G

15O F Ty N7 +—25 (Windows 72 F) FTCHIELAOLFTTa AL MEBIIL, Fh
SOXTFEROTZ v F 7+ —2 (Linux 72 &) 2HHIBRL X S & LIzHE. TOXFRN
IE LR SN2 W2 OFRESCHIBRZ FIT T RWREMER H Y £9, ZOHilRIE, &F
EONFEIEIERFETEZ L a—RTDH57 7y M7+ —L2DERFMEICE D DT
T

[Enable Logging] : [Logging Level] : [More Options] > [Logging Interval]

. TR JL—

aX v ATy a T, =D Tsyslog A v =% EDO XS IEKRT 0%
EFLET, kOuX U7 A7 v a2 FETEET,

[Deselect Enable Logging]

= Dua X TR FET, ZOL— BT AERICOVWTIT, Fox
A 7D syslog A vE—VHRITSNER A,

%
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[Select Enable Logging with Logging Level = Default]
=T 74 hOu X RSN E T, BRI HEE D &I syslog A >
=T 106023 BRITSNET, TTITAT U ABRKBEEZZIT TWDLHEE, Z0OAy
TV ORTHEIIY — BRI E KT T RRERDH D FT,

[Select Enable Logging with Non-Default Logging Level]

106023 DOV IZ, HEHI S HT syslog A v E&—7 106100 Dt S ES, A vE—
2106100 1E, ETFHRMICE v b L EIRITESNE T, ZD%, [More Options] >
[Logging Interval] TRE L7-[HIfR Z L ICHRITS . TOMBRNOE v Mita R L E
9, HEREEIN 5 e X7 LoULid [Informational] T,

HEGRA Yy E—VEERNT L L WBOEBELRBTEDLLLbIT, AL TT

A=V DGNINES /R £, DOSKBEEAZITTWDHEE, A > E—7106101
MERINDZERDY 7, UL, AvE—106100 D v b 17> hDOAR
IHEHESNDF v v = SNITER 7 v —08, 1 SDORIRIZE T DR KRB E2#E A
el bR LET, ZOWRT, 77747V ATHBEERHT 572012, ROMIE
FCREHMEROINELIF L ET,

[More Options] > [Traffic Direction]

=@ K ([In] £ziX[Out]) ZHBELET, T 74/ ME[In] T, Za— L 77
TA NNV EEHT VA NV TIEIZOF T v a vy LRIRTE EHA,

[More Options] > [Enable Rule]
J—IVIST INA ZATT 7T 4 Tl TNBENE DDy, W/ > TNBA—/LiE, —
NT =TV E LT EDOT A N TRRINET, V—AEEHZTDHE, L—b
EHIRT 22872, =D NTFT T4 v I ~OEHEEIETEET, 20D, 0O
= VIS E B L72GA 1R, BCHEANCTHZ ENTEET,

[More Options] > [Time Range]|
= IVNT I T 4 TN o TN D MEN S LR W H 2 ER T DR A 7 ¥ = 7
D4R, R 25 E LW, L—UEEICT 77 4 7T,

TOERIL—IOHFEEA TS a > DRE

T EAN—IVOFMA T a v EFERH LT, V=L OBMEO—EE I AT A AT HT LR
TEXFET, 270, 2nboFFavi, FEAEDEASICHUICEET AL ICT 741
M CHRESINTWET,

FIE

ATv 1 [RE (Configuration) |>[Z7 74 724+ —JL (Firewall) |>[7 % X JL—JL (AccessRules) ]
BIRL ET,

ATV T2 V=N T—=TLDOFIZH D [Advanced]| RX > %7 Vv 7 LET,
ATV T3 ROAT v a v E0BIOSCTRELET,

TR IIL—IL
I
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* [Advanced Logging Settings] : 7 7 A+ /L NSO X FEFRET H L, A v E—T106100
DOMEHEREFDLTDIHESE 70 —RX v v a2 SET (77 ERXL—/LDsyslog A
%~9@ﬂﬁ<WN~9)%%%>of%)ﬁ;@am)ywxﬁﬁﬂ@’%%énﬁ
WEDITTH7DIT, ASAIFFIHES 7 n —EuHilfR 2% E L £, Zhid, G 7 n—
B2 R L“C%E)T”“Téﬁ)?fbétbbfﬁ‘o ZORIRICET D L A v E—106101 73
FATSHNET, 106101 ICOW T AR ETEET,

* [Maximum Deny-flows] : ASAIZ LY 70 —DF v v 2 MFIESNDANIFF END
R 7 v — O KB Z ., 1~ 4096 OFPHTIHELET, 7 7 4/b hE 4096 TT,

o [Alert Interval] : fE &G 7 0 —RNERBICELLZ EEB2RT VAT LA BT AvbE—U
106101 289647 S 2 IEfIfHRR (1 ~ 3600 #) Z4aE L E£d, 7 74 /L MMI 300 T
R

[Per User Override] D7 —7 /L : 2—H OFRFEHIZ RADIUS h— )b X m— R L7z
BAF I 97 2—PFACLEA VX —T = A AZEIV L THNZACL L0 LT D0 E
IMERELET, I zxiE, A ¥ —7 x4 ZAACLD10.0.0.00"HD 8T 7 4> 7 %
NTHEEAEL, A4 F I v 7 ACLA10.00.006D ST 7 4 v 7 2T XCHAT D54,
Da2—PIZEHLTIE, ¥4I v 7 ACLIZE>TA V¥ —T7 A AACLB EEZSINE
T, 2—VPDOEEXEFATIHEL L H—T A ATOWT, [PerUserOverride] = v 7
RNy 7V A% A AT LET EREHNOR) , 2—F LD FESHRENT 4 B—7 /I
% &, RADIUS F— NI Ko TRk EN L7 7 A v—ME, £OA o H—T = A LT
BEINTET IR A—LEEEENET,

T4V ETIE, VPNUE—LFT 78R NTT7 4w 713A4 2 —T7 A AACL &L A S
NEHA, 7272 L. [Enable inbound VPN sessions to bypass interface access lists] 5% &

([Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles] XA ¥) O@BIRZfiFEFR LI=5A1X, 7 Vv—7 KU o —TVPN 7 VX 03 &
NTWB 0 E 99> ([Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group
Policies] > [Add/Edit] > [General] > [More Options] > [Filter] 7 .t —/V' ) | 35 J O [Per User
Override] 77> a VEREL TWANE I DI > TEMER R £,

* [No Per User Override, no VPN filter] : T 7 4 v 734 ¥ —7 =4 A ACL L FREX
ET,

* [No Per User Override, VPN filter] : N7 7 4 v 7 13F T4 ¥ —7 =14 A ACL L&
Sh. WICVPN 7 4 W2 EREENET,

* [Per User Override, VPN filter] : N7 7 4 v Z X VPN 7 4 L Z DI ERESIET,

[Object Group Search Setting] : [Enable Object Group Search Algorithm] Z3&RT 25 L, L v 7
Ty TONRTp—<AIMEFLETH, 7027 VITN—TERATEHT 7 A L—
IVORFBIZLEIR ATV ZMADZENTEET, A7V N INV—TRBEA X —T

JNZLTEHE. Xy NT—=2 A7V =7 MITLESNEEAN, ENLD I NV—TDiER
;%/)b\f I 277 8A V—ADBHRRAINET,

[Enable Object Group Search Threshold] Z &R L T L VMEZFHE L, /37 4+ —~ 2 ADIK
TaEBIELET, LEWEEMEH LEETIE, B L ICEEe &5kl Fo P 7
RUARRy VU= A7V =7 FEREINET, BETT FLRAL—ET 47V =

. TOEX L—IL
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7 SOBIR, 3T RL AL =T 5801 HfEEER 5 LEpnkrsiET, —Bdk
PRI Z 2B <ot — Ve ELET,

GE) ATV N INA—TORRIL, Xy NT—I ATV " —ER AT V=
7 bOAKRTEELET, EX2V T4 7 N—TFT7 7 FTHHEMELEREA,
ACLIZEF 2V T 4 ZA—TNEENTWEEAIT., ZOMEEZEICLARWN
TLIEE W, ACLWIET 7T 4 T2 720  ZOMOFH L nEifEE 225w
REMERH Y 9,

s [Forward Reference Setting] : #@% ., ACLE/ZIZA T2 b JV—T1ZBR0WAT V=7 b
RATV 2 N IN—TEBWLIY | BUEBRENTWOIAT V=7 bAT V=7 b
IN—TZHIbRTHZ EIXTEEFA, £/, access-group 2~ > R THE L TV 2V ACL
LR (T 7vANL—NAVEEH) THZLbTEERA, 2L, 20T 7 4V FOBIE
EREEL, ATV =7 PETILACL KT 2RNCEN O Z TRIGTZM] T& 5 K51
THILENTEET, A7 V=7 FERLIZACLEERT 5 ETIE, TbE2BRTH 01—
NRT VB R T N—TITEHAINET, FAISHEZ A X —7 /12T 5%, [Enable the
forward reference of objects and object-groups] R L £ 97, FAISHE A X—T7 2T D
& BEFOAT V=7 bOZMO AT I ApFRTZ )% ASDM THHITE <72 d 2
FICHEB L TLEE,

ATvT4 [OK] %27V w7 LET,

EBT7I9ER IIL—ILDHETE

ATy T

BEOYT (£7I13BHOET) 7n6 ASA ~O to-the-box HEL N T 7 ¢ v 7 ZHl#I+ 51 >
H—T x4 AACLERETEET, ZOXA 7D ACLIL, IKEDoS (H—bt A4Efh) K%
Ty T H5EREICAHTYT

BEOT 7EAN—NEFERY, A F—T 24 AO—HOEBL—/LORREIZIZREERD
deny H Y FH A, TORDVIZ, BHT 7 A L—/WZ B LARWERITET DT 7 & A
A L — L CRHMIi S v E T,

FIE

[Configuration] > [Device Management] > [Management Access] > [Management Access Rules] % 8&4R

LET,

N—=INIA H—T 2 APNHER SN TWET, {7 NA—T 0, EkEhTar te—1 7
L—VACLELTA U H—T oA AZED B THNIEEACLICHY LET, £115DACL
) [Access Rules] ~<— "3 L. () [ACL Manager] ~X— VI ERINE T,

RATY T2 KOWTINEFEITLET,

o H LWV L— LA BIT 521X, [Add] > [Add Management Access Rule] DJIEIZER L F 97,

TR IIL—IL .
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. EtherType L— L DR TE

« AT FHNOREDGFNC N — NV EFHEAT 2121E, BINT 2550 Tich 2BF0Lr—L
% 3R L T [Add] > [Insert] DNEIZERINT 2 2>, [Add] > [Insert After] DJEIZEI L £ 7,

=)V EMRET HIIE, V=L EERL, [Edit) 227V v 27 LET,

ATV T3 L—no7aT 2 AN LET, BIRTIHERS TV a v 2RIORLET,

s [Interface] : V— NV EZEHHTHA v X —7 2 AZEELET, V—T Y FE—FDTV v
CIN—TTE, TV VRBEA o H—T A A BVID) XTI =T A R—
DA VE—T A ADWHFNZT 7 A2 N—)VEVERTEET,

* [Action] : [Permit] ¥ 721% [Deny] : Xf4:D N T 7 ¢ v 7 ZFFa[ T 52 0ESR (HE) +2500%
BELET,

* [Source/Destination criteria] : EE7E (BIET KLV R) L% (77497 7u—0DF—
o hT RVR) ZERLET, @FIX. FAMEIZT 7Ry bOIPv4 7 LA E T2
ILIPv6 7 RV AZFRELET, ZHEry NI —7 FiFZRxy NUV—2 A7V b J
N—TTRITILENTEET, BELO—VFAEL T T —TALIEETEE
9, F72. [Service] 74—V RTrT 7 4 v/ OREEHEHETETHE, TXTOIP b7
T4 TR, ED NI 7 4 v 7 BRRET HNL— NV ENERRTE £9, Trustsec &
FELTWEIEAIT., X274 VIV —T2EH L CEETL AL EETEET,

FEATRERR T RTOF T2 a VOFMICHOWTIL, 727 BZA L—LDFaF 1 (11 =—
V) BERRLTLTEE N,
N—VDEFRNET LIz, [OK] %7 U v 7 LTL—/b T—7/MZBMLET,

ATV T4 [Applyl 27 U v 7 L, V—ILZREIRFELET,

EtherType L—ILDEETE

EtherType L —/UIZ T V) oV TNN—T A NR—DA o H—T =2 A N—FT v RERITIT
ARXT VL b 77 AT U= E—FR) OFIPLAY2 T 74 w7 IC@AShET, Zh
HON—NVEFEHLT, LAY 23y NN BtherType EIZZESWT KT 7 ¢ v 7 27 &
T2 I3ME3EC X £7°, EtherType L —/LTiX, ASAZRHTLIEIP N T 7 4 v 7 D7 a—%HlfH
TEET,

TV oY TN—T ARN—=DA U H—T = A AZYEIRF L O EtherType 7 7 £ A JL—/L D
F M TE £ 9, BtherType /V—/WIE, JEIET 7 B A L— L ITEBR S ET,

FIE

AT 71 [Configuration] > [Firewall] > [EtherType Rules] % 3#{R L %9,

= WFA B =T 2 A AB LT RN SN TWET, F7—7 0 fFRESTA ~
H—"T x A AZEN Y YT BT EtherType ACL (ZHHS L £ 97,

. TOEX L—IL
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EtherType JL— L DR TE .

ATYT2 ROVTNNEFEITLET,

« HLUWIL—L & BN 512iE, [EA (Add) ]|>[EtherType MiEBfN (AddEtherType Rule) |
IR E T,

o« 2T FROEE DBV —/VEEAT D I20E, BN 250 TIiZd 5 EFEDL—L
3R LT BN (Add) |> [#EA (Insert) | ZERd 57>, B (Add) |> [#IZEMN
(Insert After) | Z3®IR L F 7,

o — )V ERRET DT, V— L EZRIRL, [Edit] 227V v 27 LET,

ATV T3 —no7aXT o w AN LET, BRI DHERS TV a v ERIORLET,
s [Interface] : V— IV ZEHAT HA L F—T =4 AZFHELE T,

s [Action] : [Permit] £ 721X [Deny] : Xf5:D k7 7 4 v 7 ZFFA[T 5 ES (B3 T250%
BELET,

* [EtherType] : IRDA T a VML TR 7 4 v 7 ZRETEET,
cany : $XTDO LT T 4 v 7,

ebpdu: 774N R CHTENL T Y v Fa barF—% o=y b, RELET
HE, ZOF—U— RIET /N1 A LT dsap bpdu [ZEH S ET,

o dsap : IEEE 8022 BV v 7 il X v FOsEe—E A 778X KA bOT K
LA, &5|Z, [DSAP Value] IZ 0x01 ~ Oxff DD 16 # CTHFAT £ /213G T 57
NL2AZGOLMHENDY £3, WIZ, —HOLET FLADHEERLET,

0x42: 7V y¥ FSubharsy—4%a=v |k (BPDU) , xEx@HTLHE, Z
T T /SA A LT dsap bpdu ([ZEHa S L E T,

* Oxe0 : Internet Packet Exchange (IPX) 8022LLC, XEZx#HT 5 &, ZHUuIT A
A A LT dsap ipx ([CEHa S NLE T,

* Oxfe : Intermediate System to Intermediate System (IS-1S) ., XEZEWHTH &, =
AT T NA A LT dsap isis (CEB S ET,

« Oxff : Raw IPX 802.3 B, REZWEMT 5 L. LT /3A A LT dsap raw-ipx
B S ET,
« eii ipx : Ethernet I IPX JE3., EtherType 0x8137,

« ipx : Internetwork Packet Exchange (IPX) , Z D F—7U— KL, 3 2DOfEBIDONL— %
HIET DT D dsap ipx, dsap raw-ipx, L Weii-ipx D> a— By N T, 2D
EHIL, BREET A AN LR CEITESNE T,

isis : Intermediate System to Intermediate System (IS-IS) , HEZWHT L L., ZDOF—
— RE7 /34 A LT dsap isis IZEHe SN E T,

* mpls-multicast : MPLS <~ /L% ¢ X |,

* mpls-unicast : MPLS == =% ¢ R |,

TR IIL—IL .
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+ [hex_number] : 16 £ >~ k® 16 #%% 0x600 ~ 0xffff THEE T H1LE D EtherType,
EtherType ® U X MMZ-DUWTid, http:/www.ietf.org/rfe/rfc1700.txt (27 7 £ X LT, RFC
1700 [Assigned Numbers] ZZHL T 7ZE 0,

* [Description] : /L—/L D HIIOFHAZ AN LET, 1TTORKCFHIL 100 LFETT, #E
BATE AN TEET, CLITIHE, &A=z A s Me LTEMISN, L—/LORICERE S
i‘é—c

« [ZFDMDA T 3> (MoreOptions) |>[AM (Direction) | : /L—/LDH RN [A > (In) ]
MW7k (Ou) | ERELET, 7744 MMi[In] T,

N—IVDEFRMNT T LIzh, [OK]Z 7V v 7 LTL—V T—7 VBN LET,

ATV T4 [Applyl 227 U v 7 L, N—ILEZ&HEIRTFLET,

ICMP 75t X JL—ILDERTE

T 7 4V h T, IPvd 7213 1Pv6 2 L TIEE DA X —7 = A AIZICMP /X7 v R &%
fEC&EET, LIEL, ROFNRHY 7,

*ASA L., 7E—RFX¥ AT FLARFETD ICMP = 2 —FRIZSE L EH A,

cASAIZ. NTF T4 v IBREETAHELN L F—T oA AFETDICMP kT 7 4 v T IZDIRGE
LET, ICMP 57 4 w2 i%, A v F—T oA ARETHNT-A L 2 —T = A ATEE
TEEH A,

FNA R WENSIEHET H7-DIZ, ICMP L— VAR LT, £ v Z—7 = A A~D ICMP
T I RABBEDKRAN, Fv U= FIZITICMP ¥ A FIZRETE £9, ICMP L —/L
ZIET 7B A=A L RREICIEFE S B 0 . 7y MRS —B LI — A DT 7 < = v 3
HanEd,

A E—=T 2 A AT LT any ICMP L — /)L Z5%ET D & ICMP /L—/LD U A ks DA I
ERD deny ICMP /L — /L 3B S 3L, 7 7 4V NOBEREELE INE T, D7D, —FHDA v
Y= A TEFEEET AT, VDA v —Y XA T AT 5H X HIZICMP L—
DY A N DOEE%IZ permit any L—/LE G D DHMLBENH D FT,

ICMPEERREA v —T Z AT (FA7°3) OHREZFEIINGT L2 L 2HELET, ICMP
BIERREA v —V &R T S L ICMPSAMIUT 4 A HNY NF 4 ®—T /L2720 | IPsec
BXOPPTP b7 7 4 v 7 MEILTEHZ BV 3, £72. IPv6 D ICMP 77 v M, IPv6
DRAN—EZR T o A EHSNLET,

FIE

AT 71 [Configuration] > [Device Management] > [Management Access] > [ICMP] DJIEIZFER L £ 9,
ATv T2 ICMP V— L &#HELET,

. TOEX L—IL
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ATvT3

TOERRIL—ILOE=AY LT .

J—)VZB N4 % ([Add] > [Rule]. [Add]>[IPv6 Rule]. % 7-1% [Add]>[Insert]) 7>, /L—
VAL TR L £ 7,

HlfH9 D ICMP & A 7% IR L ET, T XTOXA FITHHT 255 Fany 28R L £,
N—NE@HTHA L F—T oA ZAZBRLET, KA F—7 A ATx L TEBIC
N—IVEAERRT DN H Y £,

—H LN T T4 o7 I LT 7B AT DN AT D0 RINL E3,
TRTDO T T 4y 7= NVE#EHT 5581, [Any Address] Zi8IR L E3, FEED K
ARNFELEFRY NI =2 ZHIET 2551, 7 RLRE~v R (IPVADORE) 72157 R
VAET VT 4 w7 AK (IPve DE) ZAJILET,

[OK1 %27 U v 7 LET,

(A 7> a ) ICMP DEFEAREEA v =TT DHIRIZ, ROFAT > a o2l LT
ELET, ASAZR Yy 7T D1 5L LTHRRT D M L—RZ /b— MIA L TASA D@7 A7
H1=DiZiE, —E R KU —"T [Decrement time to live for a connection] 47"+ =

([Configuration] > [Firewall] > [Service Policy Rules] > [Rule Actions] > [Connection Settings] % 1

FUIRY I R) EA F—T T BIED, L— MEIRE KX < FBUERD Y £

 Rate Limit : BlFEARGEA vE—UD L — bilfRZ, 1 BH7Z0D 1~ 100 OFEEHTHRTE L F

T, T7AN NI IBHED 1 A vE—TTT,

eBurstSize : /X—A F L— &2 1 ~ 10 DFPFATRELE T, BIE. ZOfEIZ AT LI

LoTEHSNTHEREA,

ATy T4 Apply 27V v 7 LET,

TR IL—ILDE=R)Y

[Access Rules] X— V{5 —L Db v MEINERENET, By MU — Y rEEbE D
& N

O EHRAFRESNE T, by MEV By MLZE w2 b2 v

L T [Clear Hit Count] Z#IR L E3, ZhxF(73 2L, MUFMORITCA 2 —7 =4 R

WHINTWETRXTONL—/LDE v MEPEEIND Z EIZERELTLEEN,

TR IIL—ILD syslog * v — 2 DT

T EANL=IZET DA =T, syslogA X hDE2—T (ASDMOE 2—7 72 L)

ML CHERB CE £

TI7HNNORX T EEHL TGS, ARNICES Sh- 7 2 —I2x3 % syslog A v
= 106023 72 BEREINET, =D Y A NOKRKICHD [HEERO deny) 12T 5

N7 T4 v T iTRERE N EE A

ASA W ZZ T -6, RSN/ v &7 syslog A v E—VOENPIEFIZRKE L
DT ERBHY ET, R VIZ, syslog A v E—106100 ZiHT 20X 7 E2 A F—T b
T80 LET, 20X v E—VIF% L — GFab—A b &) OHERZ R
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THLOT, TNEEATLZZEICLY, S Dsyslog A v E—VOBAERIRTEET, F
7o FFEDNL—LIZHONWT, T RTCOaX T 2T v —7 NI T D HELHY 3,

A= 106100 DR X T NA F—TNT, X7 v N ACE & —FL7=5E, ASA LY
n—x2 b EEHR LT, 8ESNZBBNTZE Loy y hOBE B L £, ASAIL,
IOy b oTc b &, BIOKMROKDD IZsyslog A vE—T%ARK L, ZDMRIZ
BIdbey hOGHEEEEKEDOE y "OXA LAZ T HRLET, KHEBOKDYIZ, ASA
Ty MEE0ICYV Yy FLET, 1 DORBNTACE & —83 2% /37 v MR eho 2546,
ASAZEDT7u— = MU ZHIBRLE T, L—1DrX o 7ORETIL, EnEhonL—L
IZOWT, B2 Avb—VOMBEOIE), BEREGEIETL N TEET,

Ta—X, FETLIP T FLA, 58P 7 FL A, P bhal, BIXOKR—FTERZINE

T FL2D0DKRA MEHOF LWERE TIL, EETTAR— FBRRRIGENS LD, BfiDiz
DOFH LT a—MEREND L, RIL7a—0#INTRENRWVEARH Y £,

LS NT-HERICET 5, RSy &2 ACL TF = v 7 TH08IEH Y FHA, i
WOy NEFhRaxXr s, by MUcEoohET, ICMP 2l axrra VLA
M7 haLoRElE, FFAEnTnas 3y b R_RTaxr /IS, RSNy b
T RTeXorEnxd,

SRBD R = PO AN T, syslog A vE— HA FEBB LT E S0,

EVF XAoB—T106100 DX T3 A 2 —T VT, 2%y BN ACE & —E L7284, ASA L7
n— x> hYEREHRLT, ESNEZMENTZE Ly O EBHFLET, ASA T
. ACEflou X7 7u—%RRKNRKERFHFTEET, FORRTHRED 7 v —NR[HKRH
FETHAREERH Y £, AEFVBLOCPU Y Y —2ANERRICHE SN ARNWE 22T 5
72012, ASAIZFRIRHES 7 0 —HICHIBRZRE L 9, ZORIBERIX, S 7 e —lcxt LT
BRESNET FrI7e—li3RESINERA) . Zud, HE 72— 3HEBE2 R L TWVWAHHA
MRS DD TY, HIRICET D L, ASAIFEEFOHESE 7 o — N HRYIC /b ETrxy
THOBH LUWESR 7 0 —Z21EE, A vE'—106101 #ITLET, ZOA =08
B, BIOEGR 7 —0F v v a0 KL, FMERECHEcCEES, 778X L—10D
FEA T Y a v ORE (13%—) 2SR LTIEIN,

TR IL—ILDORERE

TS5y b T74—

HEER L)) —2R R

A B —T A AT 7R L—)L|7.0(1) ACLZEH L7z, ASARRH O Ry T —27 7 7 & ADH|fH,
IOMEHAE AN S4E L7z, [Configuration]>[Firewall]>[Access
Rules],
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722 L—rorE [

T3y bT+—
L L))—=R FiEA
Ta—r LTI A L—)L 8.3(1) =)V T A N—LINEANSHE LT,
WOBMEMNE T SUE L7z, [Configuration] > [Firewall] > [Access
Rules],
TATYT AT 4 7747 74— |842) TATYTAT A I7AT VA=A D2—HFEBLOT V-7

LD IR— |k

BRI E MBI TE 2LV FE L, TAT VT 4
T4 T7AT 74 —/LACLIXT 7 & A JL—)L° AAA L—)L
EEBIT, BLOVPN BRI TE £,

EtherType ACL 23 IS-IS 7 7 1 >
7 Y aR— b

8.4(5). 9.1Q2)

FNTUAXRT LY N 774 T U4 —LE— FTIHX, ASA D
EtherType ACL Zff L CIS-IS F T 7 4 v 7 2+ Z LN T
XHE91TEL,

WOHEENET INE L7, [Configuration] > [Device
Management] > [Management Access] > [EtherType Rules],

TrustSec DV R— k

9.0(1)

TrustSec b ¥ = 7 4 NV —7 %K E 0 L sfeicfiflc& 5 &
NV EL, TATT 474 7747 U4—/VACL %
TIRA L= EEBIERATEET,

IPv4 B L OV IPv6 D4 ACL

9.0(1)

ACL CIPVA B EOIPv6 7 RLANRHR— FIDH L HIT7RY
F L7z, EELB X O%EEICK L TIPva 8L OV IPV6 7 K LA
DAGOEBIETEET, any ¥ — 7 — NI, IPVAB LW
IPV6 N7 7 4 v 7 RTIHOICELINE LTZ, IPvd DHD
FNo27 497 %RKRT anyd F—T—R&, IPV6DHRD T T 1 v
7 %K T any6 X — U — RuBIISvE L7z, IPv6 [E4 D ACL
VRIEHELE T3, BEAED IPv6 ACL IZHEHE ACLICBAT S NLE T,
BATOREMCOWTIX, VU =R/ —hE2SB LTSN,

ROBENEL S E LI,

[Configuration] > [Firewall] > [Access Rules] [Configuration] >

[Remote Access VPN] > [Network (Client) Access]> [Group
Policies] > [General] > [More Options]

ICMP =— Ki{ZX > CTICMP k&
TA DT ANE) T HD
DOILHE ACL & A 72 = 7 MERETL
ik

9.0(1)

ICMP =t — RI{ZFESWTICMP N7 7 4 v 7 OFF A £ 1213 EE
MTEDHIHITRVFE L,

ROBENPHEANEITERESNE L,

[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups].,
[Configuration] > [Firewall] > [Access Rule]
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7oA L= |

Tov bT4—

L L))—2R FiEA

TIRRIN—T =P |9.1(5) A F =T NDOEE, V—/VOFREDTT ], NV—/LOEHHE

DrIvHrvaryaly €T MEnEd, V=V ORENRT 4=V A~OEBIH Y £

% Hoo
RO mE PN EAN S #LE L7, [Configuration] > [Device
Management] > [Advanced] > [Rule Engine],

ACLB LA T V=7 hEmRET 9302) W Limar 74 ¥al—var By aryTACLBEIUA

Ll a T 4 FXal—a s TVl NERETELLICRVE L, A7 V=7 FBX

N N WACL ZHIGZRT 22 L bARETT, DED ., ELEHFMEL

FIEA N ANTOFT V= s ;”fb:z;i;f Ei;gggﬁ?ﬂ;‘@‘éﬂ/~/v;ﬂ:0‘7 s

b5 L TX ACL ORISR T ERIET S :

Stream Control Transmission Protocol |9.5(2) setp 7’2 Fa VAR LT, A— FOHEEZELT 7B A L—

(SCTP) 7 7 & A L—/L D NEVERRTE D LR E LT,

A—h ;
[Configuration] > [Firewall] > [Access Rules] ~—"T7 7 & A
=V DBIRESL A T a7 Ry 7 ANERESNE LTz,

Ethertype /L'—/LC, IEEE 802.2 i@ | 9.6(2) IEEE 802.2 i #H Y > 7 fili#l /X7~ hDgife—e 2 77 & X

DR [ AV ASRNGY T oAt FA 2 hOT KL Rk 2 Ethertype O 7 7 & Al — /1

TIRARALA L FOT RLUANH EERTE X120 E L, ZOBMZEY, bpdu F—

A—rahET, T—RBRBNT 7 4 v 71— L72< 720 £7, dsap 0x42
(2%t LT bpdu /L—/L & E &z £4,

WO ENZE R S31E L7z, [Configuration] > [Firewall] >
[EtherType Rules],
TV oY TNh—T AR—=DA 2 |9.7(1) Ethertype ACL Z{Fp L., V—7 v RE—FDT V) v 71—

% —7 = A AT Ethertype /L — /LD
N—T v FRE—R, BXOTU v
IN—T DA o H—T = A
A (BVI) OYEET 78 R JL—/LD
PR— b,

T RAUN=DA U E—T oA RATHHATEL LI EL
2o Fl20 AUNR— AU BZ—=T oA ATMMZ T, 7V vIR
BAH—T AR BVD [ZIERT 7 8ANLV— 1V EZHEHT 5
L TEET,

WO ENZE R S31E LTz, [Configuration] > [Firewall] >
[Access Rules]. [Configuration] > [Firewall] > [Ethertype Rules],
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EtherType 7 7 & AHliH V & k D%
EO

9.9(1)

EtherType 7 7 & A 22> hm—/)L U & hZ, EthernetIIIPX (EII
IPX) P R—F35X91DFEL, 5T, DSAP ¥—
U — RIZH Lnd—T— RN & i, i@ DSAP 6 (BPDU
(0x42) . TPX (0xE0) . Raw IPX (0OxFF) . 35X OVISIS
(0XFE) ) ¥ AR—FLET, ZORFE, BPDU £721L ISIS
¥ —U— R&fEH T 5BE(7£ 0 EtherType 7 7 & A= kU
LB BV DSAPHEARZE 32 L 9 IC&E# S, IPX D/L—
UL 3 >DL—1 (DSAP IPX, DSAP Raw IPX, &L VEI
IPX) [ZA# SN E T, & 52, IPX % EtherTypef & L T
THR7y b Xy T F RS E L, 2L, IPX 233
SOAERB] D EtherType ([ZxHET 5728 T,

WO ERINEH X E L7z @ [Configuration] > [Firewall] >
[Ethertype Rules].

FTV el N TN —TORBL X
VMEDNT 7 4V TEMICARD EL
720

9.12(1)

INFETEAT V=V N IN—TORBVEIN DL, =
OEEIZE D LEVWEREH S, "7+ —~ U ADIK T %
IELTWELE, £DOLEVEN, 77 4/0 FTEHIZRY E
L7-, LEVMHEIL, object-group-search threshold =~ > N % fiff
ALCEMCTEET,

WO ENZE T X3E L7- : [Configuration] > [Access Rules] >
Advanced
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