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\iﬁqo

F 74V h®D ASA R Y 2—%, 9 TIZ DNS. FTP. SIP. ESMTP. TFTP 72 & D$% < O —fi%
B o halof AT gz 7a— L@l L TnET, T 740 DA ALY
ary TRy MUY= CHELRTTHRH Y Z EndH D £,

2L, o7 a harof VAR v ayEALRZ—TILTEY, A4 AT Vg U EBGH
BLEVTDIRERGIGENLY T, < DA VAT g i, FRHORNFICHES
WCAT y NERIICE ZEEMRA T arBZH0 x4, Ya halz oIl il L b8
B, FO T 74 v 7 BEXOMMLEETE 7,

Y-t R RIS —FFHHLT, 77— ar AV AR a 2R ELET, Zua—A
NP —ERRY V—EHRETDIN, V—E AR —%KA X —T oA AZEHT D,
FERITFEOWGTEATH) ZENTEET,

WEBILTLIIEEN,
e =B R KRY — (351 =)
T TV r—var bAY T hal AU AT T a Ol (371 X—)
AL —Fy F T bardDf AT g (395 =)
s FFEETAOTE haALDA U ART gy (437 =)

cENRAIN Ky T =T DA AT gy (463 =2—2) |
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FEAHF - —/ DO

A ENTWAY—NNTREDT 7V r—v g = RAEZETTEEST, 72& 20,
Z—H Web R— VIR TE . TNUNDO Y — RO ML L7 K 9 12 Web X—
AT HZENTEET,

P T — RN DI, W, BB L ONAT L— L k> TH—"ONEIP 7 FL A
R —YMERHTE 24T RV AR TEBREITH) ZENTE DT 78 A N— L E{ERKT
HMERHDFET, IHIT, AEICAB L7 —E A THERY—NERUAR— F2EH LN
LEIlid, "—F 7 FLUAZEH (PAT) ZfEH L THEHFA— h &R — M~v vy B 795
TEMRTEET, 2Lz NEE Web — 328 TCP/80 THEITES N TWVRWES ., Ao —
MEGCT 7B ATELLHICFDY— 3% TCP/80 IZ~ v B FTEET,

WOFITIX, NEHETT7A_X—h Xy hU—27 ED Web — 1% 7Y w7 772 THEHA
BEIZ L ET,

1:NE WebH—/\DRAAE T 1 v NAT

A
! 209168520112

E—J

1

— -H_*-\.'
¢ Outside

Nz

209.165.201 1

Lndo Translation ':r'._"_'l. By
101227 —» 20916520110 i

sy Appliance

@ myWebSery o
1227 ks

£S5
-y
=

WER— _OH— 2% AT 5 et 22 HHE T 57010, ASDMIZIE, NERT Y
TAN—IVEBLONAT V=V ERETHDOOa—k Ty RBREENTVET,

FIE

AT w71 [Configuration] > [Firewall] > [Public Servers] % #4R L £ 7,
ATv T2 [Add) 227 Y v 7 LET,
ATYT3I AL WL —EADT T A RX—= BLUONRT Y v 7 ORMEEZERLET,
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* [Private Interface] : BV — PP S H A v F—T7 oA A TT, ZOHFITIX, [inside]
*(‘\‘g—c

* [Private IP Address] : — SDOEFED IPv4 7 L AEZEFRTHHRA N Xy hT—7 47
TV FTYT, IPVv6 T RLRAIFHRETEERA, TRULAREENTWAF T V=7 FH
VA, LR Z RV 7 LTS A 227 ) v 7 LT, A7V =7 bEERK
LET, ZOBITIE, A7 Y= FAIE MyWebSery C, £DAT V=7 MIKAR T R
LA 101227 BWEENTHET,

[Private Service] : Y — N TEITSNTWVHEEDOY—ERATT, FRiERIN-Y—F
AFEFIEIY—EA AT Vs e TEET, Flo, TTIARX— P —ERET L
YITFTHNRTY v —ERERELRWEEIE, YR ATV N T =Tl
HT5Z b TEET,

OV — 22N TEET, 2L, XTV v s = RERETDHE, TITO

A= IRELCRTY v 7 FA—hMIvyEr7E3NE7,

ZOBITIEL, A— M tep/http T,

[Public Interface] : #ML—FNEHS — 2T 7 B R T HEDIHHT HA v F—T = A A
T9, ZOHITIE. loutside] T,

[Public Address] : ML —HIZEREINDIPvd 7 KL ATY, 7 KL AZESEEE LT
D, RAN Ry NI—2 FT7 V=7 "R LTZVTHZERTEET, ZOHITIL,
SERT R L Z13209.165.201.10 T,

[Specify Public Service if different from private service], [Public Service] : Btk DT KL AT
FATENTVWDLY—ERTT, NT Vw7 h—EARNTFTAX— K =R L TR D
BRI DHR, N7V v P—EREZEELET, L xiE, 7T 4 — K Web — 30
TCP/80 THEATE A, AMB—FICR LA — N2 EHT 256, X7V v 7 —E X %5
ETHRETHY EFHA, NT Vv b= RERET L5, FRIER I TCP £
7ZiZUDP = 2242 LE N H Y £9, ZOHITIE, R— MERBZHAH LR
O, TOF T a rERIRLEREA,

Wiz, XA Tald Ry 7 AODNKEERLET,
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f& Add Public Server x|

Use this panel to define the server that you wish to expose to a public interface. You will need to specify the
private interface and address of the server and the service to be exposed, and then the public interface,
address and service that the server will be seen at.

Private Interface: [inside

Private IP Address: |myWebServ

Frivate Service:  [tcp/http

Public Interface:  |outside

Public IP Address: |209.165.201.10

[ {5 [ K

Options
[~ Specify Public Service if different from Private Service. This will enable the static PAT.

Public Service |

2] (TicP or UDP service only) @

]

i OK i

ATY T4 [OK] %27 Vw7 L, T [Applyl #27 U v 7 LET,

ASDM Jv % 2:CiscoASA ) —X D7 AT 94 —JLASDM112a > T4 L—2avAiA K .
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T I RAMMOA T 27 b (37 =)

T EAar fra—)L A~ (49 2X—)
TATUTAT A T7AT T A=/ (69 X—)

* ASA £ L O Cisco TrustSec (89 ~=—72)

* ASA FirePOWER £ = —/L (117 *X—)

« Cisco Umbrella (153 ~=X—77)

*ASABXWCisco 7 77 FWeb X =7 ¢ (167 2—)
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GE) ASAA U H—TxA AEBRT 7B AOBWTT 78 ATHIZIE, FANIPT KL AZFA]
TETI7BAN—VIFLEDL ) A, LEROIL, —BRRBEORETA FITHE-> TEHE
T RAERETHI LT TT,

e Ry NT—2 T UEADHIE (13 <—)

T I EBANL—ILDTAS LA (20 2—)

« T BAKIEIZET L2 HA KT 4 (20 <"—)
« 7 7B AGIHORKRE (21 X—)

T I RAN—=NDE=HY) T (3] =)

o T A N—LDJERE (32 X—)

2y D=0 7O+ XDFH

T EA =L, ASA DBEBRETATAH N T T4 vV EERELIZLOTY, BEORLRD
LA VYONL—NERMBEDETCT 7R ar ba—L RY o—%FEETX T,

s AU B —T 2 A AZENN B TOENDIERT 7 BA L= (LAYILLEDNT T 4 7))
EBEHMEREFOOFNEFNTRLHLL— Ly M (ACL) ZEHATXET, IET 2
TANL—VTIEL, BEILESED N T T 4 v 7 DEHREIZESNT N T 7 4 v 7 BFFa T2
IES SN ET,

e TV wURMEA L E—T A4 X BVL, A—FT v FE—R) IZEV L TOENTWAILET
&txw—w(v4%3uimk§74/&).BW%?ET%&\%ﬁﬁm&%hﬁﬁ
DENENTERDINL— LTy "EHEHATE, 7V VT N—T A NN—DA L H—T =
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T AN—ANRH D L, MEONEFIZHF BN L > TR 9, HEFHH, AL X—=DT 7
TR A= BN, RIZBVIOT 7 A2 L— AR SNET, #EHM. BVIL—
WINERAND, A N—=DA U H—T 2 ZADN—)LPRIZEBEINET,

Ta— B ) Y CHNATRET VA L—L T4 DT VR 2y fr—)L
CLTHERATAE D a— UL Lb—L By NEERTEXET, Fa—UL b—j3A
VHE—=T oA A N—)LORITHEHA S NET,

BT 72AN— (LAFYI3UEDNT T 4w 7)) c A X —T oA RIKTHRT
T4y (BEIFERNT 74 7) ZHETLIEH—OL—L Yy FEBEHATEET, 2
NeEOL—iE, CLIO [y ro—L FlL—r] T2 A —FICHEYLET, T
INARZHTHICMP b7 7 4 v 712250 TIE, Db VIZICMP V— LV ERETEET,

AU H—T A AZEID L THND EtherType b—/v (LA Y2D T 7 4w 7) (Vv
VIN=T AUN=DA L F =T = ZADF)  FEHMEFREHTMOENEITHER
L=ty FEREMHTEET, EBtherType L—/Vid, IPLSD R T 7 4 v 7 Dxw b
T —7 T 7 A %HI#ET 50—/ T9, EtherType /L—/LTl&, EtherType (2T K7
T4y PSR EIIER S NE T, £, T vV INN—T A=A U F—T =
A ANHERT 7B A V= ZBEH LT, LAY3IULED NI 7 4y 7 ZHlHTE E7,

IL—ILIZEE T 5 —A%IE#R

WD RE 7 Tk, 77 %A L—1F KO EtherType /b—/VIZBE9 5 — A0 M 2 2t L £
ﬁ—o

AVA—TIARTIERIL—=LETO—NILTIER L=

TIRAN—NVEREDA LV E—T7 A ZATMAT L0, FHET 78R V=1LV ETTO
A B =T 2 A AT 0=V TEET, A1 F—T A AT 7 BX )L—LL—FEIZ
Ia— VT I RAN—NERETEET, ZOBA, BFEOERA VA —T A AT Ik
ZN—AREIZHAD T — L T 722 =L L) bR SNET, Ja—_L T
TA =ML, BENT 7y ZICETEASNET,

AINDURIL—ILET I RNV R IIL—)L

N7 4y 7DHFMIZEASNTT 7R NL—VERETETET,

e AR R AR R T IRANL—UE, A F—T 2 RAIASTL B +T
T4 v ZICHEBENET, Ju—L TR L—AVBIOWERT 7 X L—VITHEIC
AT R A— T ) FT,

TR R T MNTY R = UE, A F =T 2 A APLEEENDNT T 4>
JIWZHEH S NET,
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IL—ILDIER

(Ao RT R BEO 77 bRT U R 1, A Z—T = A ATBIT D ACL D x4
%%Lt%wﬁ\%%m\4y&w7l4xckwTA&x CRVREESND T T4 I

ACLDRBEHEND ZLZ2HL, BEIEIA X —T =24 RATBWTASANLEREEND T

T4 ZICACLBEHIND Z 2R LTWET, ZNODOHGEL. —MRICHEREMEINS,
X2V T ADERNA L E—T 2 ADSHENA L H—T 2 A~D ST T 4 w7 DB,
—WRIZRAZ EMEIND, EX 2 VT 4 OFENA U F—T 2 ADBERNA U H—T = f AD
N7 747 OBEIZERLEY A,

7o&2iE, NER Y N —2 EOFFED R A MR- T, #MAR Y hU—2 ED Web #—
T 7B ATEDEICTHHEEREITIE. 7TV MY RACL AFHTY, DA N
7 RACL Z{ER L CT 7B A ZHIBTHZ L TEETR, BELLERA N ZTFT 78X
EEFRIT 57 7 "N RACL & 1 DIZTERR T 5 BN TT (ROMESRL T2
EV) L, OTNTORA NI, 77 hXT 2 RACLIZX ARy hU—27 Bl S
E3

2: Outbound ACL

Web Server:
209.165.200.225

TR,
=
pe—
m
T

— N
ACL Outbound
Permit HTTP from 10.1.1.14, 10.1.2.567,
and 10.1.3.34 to 209.165.200.225
Deny all others

ASA

Ewéa

ACL Inbound
Permit from any te an

;i/ I:]IJ

".

ACL Inbuund
F"errmt from any to un

o

10.1.2. ﬁ?'-lb 209.165.201.6
Static NAT

ACL Inbound
Permit from any te an

5

10,1174 209, 155 201.4
Static MAT

Static MAT

Ny BEERIET A0 R v 7T B 00 AT
WHEINDACLICRBITAEFNH D)L —
BE LGS, ENLBEO L —VET = v

JL—)LONEFFNEZETY, ASAIZBWT,
NHHEA. ASATIE, 27y P EKL—LEDIREN,
VDWW ONEIZHE > T T ET, WITIHD/L—Z

ASDM Jv % 2:CiscoASA ) —X D7 AT 94 —JLASDM112a > T4 L—2avAiA K .
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THORNT 7 47 ZARMICHTT 55D THIUE, TNLEOL—VIETTF =y 7 SNER
/1/0

FEX 2T A A B =T oA ZANBIEEXF 2T 4 A F—T = A ZA~D Pv4 B L IPV6
DZ=FXY AN NTT7 47 XT 74N FNTHFAIINET, ZNICITEEOL—T v K A
H =Tz AEN—T v RE—RTOTY) v B A 2 —T7 x4 A BVI) MONTT7 4>
ITINEENET,

TNV ITN—=T A NR=DA L BZ—T 2 A AT, BEFa2V T4 AV F—T A ADND
BexaVT 4 A X —T 2 A~DZOBBROFAN, RLTY v ZV—TFNTDHA
VHA—T A RAEHAEINET, TV v ITN—T A N—DA v HF—T o2 f AL )—F
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A,
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A NL— L TIHHETE EEA,
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Mo ~7 7 4w 7ZiE, JERT 78X L—v (IPvd BLOVIPv6) | F 721 EtherType /L— /L
GEIP) OWTFraEHT 2 0ERH Y £7,

ACL Ot CHEERIO RS DR E SN D T2, BIRINIZHFFRTLZ2WERY . N7 7 4 v 7 (3@l
T&EEHA, L& FHEDOT RLAZBRITARTO—FZ, ASARBTOXRY hU—7
T 7 8ATHZEEFAITLHHE. FEDT RLAEZEL L) 2T, thoTXToa—%
EIFRILET,

BH (2 bha— FL—r) O ACL X to-the-box FT 7 4 v 7 HFEBL TWETN, A
B—T oA AD— E@Mﬁw—w@X%’ IZREERD deny 3 H D R A, ZORDVIZ, FH
T IR NI E LR Wl E O 7 7 & AL — L CRHMl S AL E T,

mﬂ3mm1®ﬁm\Ml@%%ﬂ%é%%%@ﬁéﬁ\mk?74v&%mwmc%@
LEHA, 72L& 21X, EtherType 8037 77T 5855, ACL DRJBIT & 5B 7245412
T\%%leu%%ﬂ(ikﬁ%&@?#nU?%4V§—714Xﬁgﬁ&®ﬁ%;9
T A4 AH =T o2 ANFEFERRIIZEER) LIZIP b T 74w/ R T7ry 7 SNDHZEEHY T
A, 7272 L. EtherType b —/L TTRTD hT 7 4 v 7 ZWRANCIEEG L723EA1E. IP &
ARPD h T 7 4 v 7 NMEGR SN, WA T bard T 7 4 v 7 (HEiRrIyo—3 g
E) EUNTFAESNET,

Ta— )V T T BA N LVERETDE, BERNRERIZS 2 — L b— VR S =%
W20 F9, WOBEDIE/F2SM L T a0,
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1. AV FZ—T A AT IR )L—),

2. TV ITN—T RAN—DA U HZ—T 2 ATE, 7V RS o H—T = A R
(BVI) OT7 7 & A JL—/L,

3. Zu—r LT8R —)L,

4. BFERAY72 5T,

NAT &7 0 €R IL—L

T EANL—UE, NAT X E L TCWVWAEETH, 77 8A V—1O—HERET DHERIC
WCEBOIP T FLAZMEHLET, =& 20E, N —310.1.1.5 O NAT 7% E L C,
TV ZIIV—T 4 T RRETRANERD TP 7 R LA 209.165.201.5 % Z O H— 3| H%#éﬁA
X, ZORNEYI—"~DT 7B RENENT 7 4 v 7RIS 7 7 BANL—LOHF T, H—
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N E9,

Vs 7O X IL—IL

ZOHETIE, WET 72— IOV THBA L E T,

JRA—2 S 749DIZRTBIET IR L—IL

N—F v KRE—KE N T U AT L2k F— RO FIZx4 5 TCP, UDP, ¥ XN SCTP #
BZOWTIE, V¥ —2 NI 74 v 75T 51007 78R —1VTHNEHD FHA,
ASA 1Z., #ESLEINT= R F RO X —2 T T 4 v 7 T XTHFALET,

722U, ICMP R ED a7 va VAR g haZonTid, ASAIFHE TRty v a v %
MESELET, Lo T, (ACLEEETA LV H —T oA ALFEA LV F—T7 =4 ZTHEAT
HZET) TR NL—=ILTHITHODICMP ZFF [ § 57, ICMPA VAT v ay mry
EAR—T VT HULERHD ET, ICMP A VAT v ay mo VU id, ICMP &y v a v
RGIEEGE E L CTHRWET, 7= & 2I1E. ping ZHIfHIT 5121%. echo-reply (0) (ASA 5
AA RN £ echo (8) (FA S ASA~) ZHELET,

TJO—FF v XA METILFFXYRE FST 49T DEFA

N—T v R T77AT 74—V E—KRTIL, 78— RKFY A LAV TFXYy AN NTT7 407
X, 77 BA L= A THFAISNTHWIEATHL7 ey ShvET, 2, HFR— & T
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ZENTEET,
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£7,

WEOT 7R L—)LE TR A F—T 2 ADO—HOEH /L — ILOFKRRBIZITIREERD
deny 80 FH A, TORDOVIZ, BHEHT 7B A V— Ul LW IT@E DT 7 & A
L — L CRMli S L E T,

2. TAALANDICMP F 77 4 v 7%, ICMP L— L2 L CHIEITE £9, /54 &
ZBIEBT A ICMP b7 7 4 v 7 OFENZIX, BEOILRT 72X v— a2 FEHLET,

EtherType /L—/L

Z OIETIL, EtherType /L —/WZOW T L 77,
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« MR H A TDOIPX BLOMPLS 2=F% ¥ A hEZI~LFFv A hE2Eie, 16 8y
N 16 HEHUE T/~ 4172 EtherType.,

o f—HFXv hV2 T L—LA,

« 77 /)L N THR &N 5 BPDU, BPDU (%, SNAP TH 7 /L ENTEY . ASA IT45
\Z BPDU ZALEE$ 5 L H IZEREF SN TWVET,

e T R—1 (A= EHH) BPDU, k77 BPDU O34 11— KiZi% VLAN F# N
EENSHT-H, BPDU R[5 L, ASAIZLE Y. F&{E VLAN ZfFH L T3/ o — K
BESHET,

+ Intermediate System to Intermediate System (IS-IS) |
* IEEE 802.2 i U > 7 il v b, 5 —ERX T X HBA 2 bOT R AITES
WTT 7B A&EHIEITE £,

RDOZATDETT 4y 7 F R —hSHTHEEA,

« 8023 B 7 L — A type 7 o —/L R TIE7AR < length 7 4 — /L RMEH SN D720, L—
NTIHLBEE S E R A,
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MPLS D &F 7]

MPLS % #F Al 9 %3541, Label Distribution Protocol 3 & U} Tag Distribution Protocol ™ TCP #%#5¢
2% ASA % H L’Cﬁﬁiéﬂé EolcLT7Eawn, 2, ASAAM F—T A A LD

IP7 RLA%ZLDP v aE/2TTDP £y g @ router-id & LTEEHT 2 L 512, ASA
ICHERE STV DM FOMPLS b— 2 2% E LET (LDPEB IO TDPAEMT5Z L1280,
MPLS /b — 213, BT 237 v MIEAT 27~ (7 RV R) 2xd3x2—hT&5H LD
220 ET)

Cisco I0S /v —% T, il 7w h=/b (LDP 721X TDP) ([Zi L7z~ RE A LET,
interface 13, ASAZHEES N TWEHA X —T = A Z“C@‘O

mpls ldp router-id interface force
EJelBs

tag-switching tdp router-id inferface force

ASDM T4 2:CiscoASA > ) —X D7 A4 70+ —J)LASDM1123 >0 4 5 L—3 v HA R .



7otz avka—u |
B 77exr—ros51toz

TIOEAIWL=ILDZA41VR

T 7 AHEN— IR R T A B o ARSI L LERE AL

722l = ATTr hank LTsetp ZHEHT 2551, S¥ U7 T4 BV ARMET
D

7O EAFIEICEATHHA K54 >

IP6DHA FS14 >

IPv6 VAR —hrLET, Q0L BEILT RLALSIKT KL AIZILIPvE 7 KL A L IPv6
T RUVAOHBEDLEEEDDLZENTEET, 9.0 L0 bEIONR—T3 U THE, BIOIPV6 7
7 A N—VEERT HLERNH Y 7,

Per-User ACL DX EXEIE

e 21— L ® ACL TlE, timeout uauth 2~ > ROMEREH S FE T, ZOfEIT AAA
Da—HFZLDEyary A LT U METAH—N=F 1 RTEET,

c =P TLDACL DI=DIZ b T 7 1 v 7 S ST, syslog A v — 109025 73
ROCRESNET, N7 74 v/ BHI SN, syslog A v E— VAR S
fvy —HF LD ACL D log + 7> a v DRIEH Y FH A,

ZRMOAA K54 2 EFHIRER

cF T NITN—TRBEAR—TNVICTDHE, VI T v T ONRT —< 2 A HET

L. CPUMHRIZBMLUETE, T27EBA NL—VORBIZHNERAETYEZMEZ A2 &N
TEET, ATV b IN—TRBEEDNCLTSGE. Xy NI—2 7V =7 ME
TE Y —EA ATV MIJERSNEHEAR, ZNODO T N—TDERIZIESNT—HK
TEHETIHAN—LVPRBINET, 2O TV a &R ETDHINE, T78A L—L
T—TNDFHD [Advanced) R¥ %7 U w7 LET,

object-group-search threshold =~ > FZ{EH L TLEWMEEZ A XR—T /ML, T+ —~
VAR T RIS 2 ZENTEET, LEWEEAMH L2BETIR, #kt 2 L IZEET
ESERDTIFDIP T RLANRR Y hT—27 A7 V=7 hERESET, BETT FL
AT DA TV 27 OB, 5T RV RE—ET LD TiEEB LD LN
irEnET, —EHEPIERICRDZ LA SOV — LV ERELET,
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() ATl N TNN—TORKX, ry NU—T AT V=T b
YP—bERA LTVl POATEHELET, X2V T 4 Z 01—
TELIF—Y AT FTIEHIMELERA, ACLIZEF 2
VT4 FV—=TNEENTOWDLIEAEIL, ZOWEEEZ AT LN
TLIEEW, ACLWIET 7T 4 7122720 ZOMOTH L7
WENEE 72 D ATREMED N B £,

T IVRAITIN—=TIZNT Y vary aly B ETAVEMENTLIE T, AT LD
T RAEEEEAED D ZENTEET, FFMICONTIEL, — AR ERE T A
ROREARZREDEEZRL T EIV, ZDOA 7> aid, [Configurations] > [Device
Management] > [Advanced] > [Rule Engine] ® FiZ&H Y 97,

ASDM TiX, ACL D/V—/VDORIZH DT Z7EA VA RDI AL MNIFESWHTL—/LO
MR E SNET, ASDM TH LWVWL— L 2B LA b, BET 50— L ORilZHh b
A RREAE L TRESNET, 72720, ASDMD/ Y7 > b b L—H1E, CLIORA
N—NBITRESINT-a Ay MI—&LET,

EEICELITSET FUA, HDWIEEECE IS — EAEHOHMBE 2 AT %
&, ASDM TENHDOHBIZXK LT V7 4 v 27 ADM INLINEDA 7Y =2 k 7 L—
THREHEBERESNET, Zh6D0FT V=7 ME, b= T—T L Ea—DZE N5
DarR—F b= MIEBMIZILIE S VE T 25, [Tools] > [Preferences] C [Auto-expand
network and service objects with specified prefix] /L —/ 7 — 7 L% € 2 BINfRER 5 &L A
TVl MMy ERRTEET,

BE., ACLERIIAT V=2 b IN—TICHELWAT V=7 NESRLTZY, BUE
SZRLTNWDHEA TVl NEHIBRLIZVT5Z 813 TExEHA, £72. access-group 2~
Y RTHRELTWRWACL 22 (7782 v—La2#H) 520 TEFEHA, 2
L, ZOT 74V OEEEER L, 7V MEIFACL Z21ET 2EIICZEN S
 [RIHFZR) CEXHL2CTH2ENRTEET, A7 V=7 bELIFACL 21EKT 5
FTIE, ZNHESRTHNL—NRT VA T N—TITEREINET, AiFSRE A 31—
T WNZ T BITIE, [Configuration] > [Access Rules] # 3 L, [Advanced] R¥ > %7 VU v 7
LT, 778 AN—VOFFMBREDA T a @R L £ T,

7 Ut AHEHDEE

ZITHE. TR ar b= ERET B IFIECOWTEHHALE T,

TR IL—ILDEE

TR =L EERT LI, ROFEEZFEITLET,

ASDM T4 2:CiscoASA > ) —X D7 A4 70+ —J)LASDM1123 >0 4 5 L—3 v HA R .



B 7oexr—rozmz

ATy

ATvT2

ATvT3

ATvT4

7otz avka—u |

FIE

[Configuration] > [Firewall] > [Access Rules] DJEIZER L £,

N—VEFA B =T = A ABLOF RN S, 7 r— L b= U3 D Li3RD 7
N—TIELOONTWVWET, BT 7R NL—LERETIHIHEESIT. ZOXR—UTHYIRS
NEF, NSO NN, fERENTT IV BA I N—T L LTA v H—T oA AE 137
72— ZE) BT H AR ACLICHY LET, £4u5H D ACL % [ACL Manager] ~<— 12
FoREINET,

WONWTNNEFITLET,
« FTLUVVL— L EZIBIIT HI21E, [Add] > [Add Access Rule] DJIAIZERI L F 7,

o 2T FROREDOHFTII N — NV EFEAT HI2IE, BT 2550 FIodh 2BEFOL—v
R L T [Add] > [Insert] DNEIZIRINT 55>, [Add] > [Insert After] OJEIZEIN L £,

c =V EMRET HITIE, V=V EEIRL, [Edit) 7 Vv LET,

N—NDTa T 4 E AN LET, BRTHERST SV a 2RISR LET,

* [Interface] : L — IV ZWHT DA v X —T =2 A ZAEZEELET, 7 o— UL b— L EERK
B [Any] ZBRIRLET, LT v K E—RDTY v ¥ FA—T T, TV v
ARA B =T =24 A (BVI) KTV vV ITN—T A NR—=DA L H—T =2 A AD )5
W27 7B A N— VAR X ET,

* [Action] : [Permit] £ 721X [Deny] : {5t D k7 7 4 v 7 ZFF AT H0ES (B3 T250%
BELET,

* [Source/Destination criteria] : £fF76 BET KV R) L%% (M7 74 v 7 7a—0DF—
oy b T RVR) ZEFLET, @FIE, AAMELREFV TRy bOIPVE T FLAF T2
IZIPV6 7 RLRAEZRELET, ZHERy NI FRERxy NI —2 AT V= b T
N—TTRTZIENTEFET, FELO—FAELIT2—F I —TAEIEETEE
9, F7=. [Service] 74—V RTrT 7 4 v/ OREEEETDHE, TXTOIP b7
T4y TIER, BED T 74 v 7 2R ETHL— NV EERTE £, Trustsec &
FELTCWAIEAE., ExX2V T4 JNA—T%2FH L THE LM r ERTEET,

EHFAIRE/R T RTOA T 3 VO HONWTIT, 77 A L—LDF a7 ¢ (23 <—
D) BBRLTLLIEE N,

N—VDEFRNDET LIz, [OK] %7 U v 7 LTL—/v T—7/MZBMLET,

[Applyl 227 VU v 27 L, TZ B A N—NEBREIMFELET,
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TOERNL—ILOTART 1 .

TR IIL—ILOTAIINT 4

TIEAN—=NVEBNELITRET D2 LZICRETELTBRT L HZRITRLET, £<D
T 4=V RTIE, WERY 7 AOFIZHD[LIRAE7 ) v 7 LT, TDT 4 —/b RITHHE
TLHAT V=l MBI ERk, RETEET,

A3 —T (4R

N—NREHINDA v H—T AR, 7=V b— Va2 AT 55551 [Any] &38R
LET, Ty RE—FDT IV vV IA—7Zx L, 7V v RSNV H—T A R
BVI) £ 7 YV Y II—T A NR—=DA LV H—T = AZERTEET,
[Action] : [Permit]/[Deny]

HMBDO LT 7 4 w7 T 504G (EE) T2 aELET,

[Source Criteria]

MELEIELTWD NI T 1 v 7 OFREHEOF, [Source] IFRET HMENH Y 7
D, EOMDTaRT 41 XA T a o TT,

[Source]

EEITLDIPv4 721X IPv6 7 R LA, 7 7 4/ MElX any T, ZiIUTTXTO IPv4
FILIPv6 7 R L RAIZ—FK L E T, IPvd DH%EH—57 v MIT H5E51F anyd %,
IPv6 DA% X —5 > MZT 555 T any6 # ZNEEHTEET, BH—DFRA N T
KL 2 (10.100.10.5 F 721% 2001:DB8::0DB8:800:200C:417A 72 &) . 7 x> b
(10.100.10.0/24 % 721% 10.100.10.0/255.255.255.0 JEZ. £ 721% IPv6 DAL
2001:DB8:0:CD30::/60) . %~ bV —27 47V bEIFFy NU—F7 ATV =7
N ZN—TD4HI, £ Vv H—T 2 ADLHIERETE T,

User

TATYT AT A T7ATUA—NEAIMNILTODEEIL, 2—FEiZ2—%
IN—T% 8774y DEEILE LTHRETEET, 2—FRBEHEH L THDIP
T KRR~ LFET, =—F4% (DOMAINwser) . +—W% JL—7

(DOMAIN\\group (2 DD\ IEFN—T % &R LET) ) | Flid2—F 47V =7
N ITN—THEBETEET, ZTOT7 44—V RTIE, [.]E7 VU v 27 LTAAA —

TN—TNOAHEBIRT 5139 BWARTEANT 2 X0 b0 @iE T,
Security Group

Cisco Trustsec Z AN L TWAEAIL, BX= ) T4 FJI—TDLRTRZ T (1 ~
65533) . E¥EtX 2V T4 IN—T F TV FEEETEET,
[More Options] > [Source Service]

TCP, UDP F£7-1X SCTP #%c— b A & L THEL=%HAIL, TCP, UDP,

TCP-UDP, F7/2IEXSCTP# £ TERFADI—EAAT V= b, MDA T V=
J NeA T a s TRETEET, BEIL Y- ROBEEREL, EELT—
ERTERLER A, BHEL—ERAZERT HIHE, s —v 207 a hanid

EETLTV—ERC—HTILERDY T (e xiE, MFELR—NEZRDOH D/
RUWNTCP 2 L)
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[Destination Criteria]

WMELLOIELTWD T 74y DX =5y NOFE, [Destination] I$5%E T 2 M E
HYETN, TOMOT T 134TV a T,

Destination

SE5ED IPvA £721XIPv6 7 R LA, T 7 % /L MElZany T, ZhiTTXTDIPv4 %
72X IPv6e 7 RLAIZ—E L £ T, IPvd DA E X —5 > MIT 5556 1% anyd %, IPv6
DOHZEH—2y MZT AT any6 TN ENEHATEEST, H—DKRA RN T RL
2 (10.100.10.5 F 7213 2001:DB8::0DB8:800:200C:417A 72 &) . V7% v b
(10.100.10.0/24 %721 10.100.10.0/255.255.255.0 JEZ, £ 721% IPv6 DAL
2001:DB8:0:CD30::/60) . v U —27 47V =/ NERIIFR Y NT—0 FT V=7
N ZN—T D&, £ v H—T = ADLHIEIRETE T,
Security Group

Cisco Trustsec Z AN L TWAERIE., X2 VT 4 IA—TOLEFIRHX T (1~
65533) . X2 VT4 IA—T F TV NEEETXET,

H—EX

IP, TCP, UDPR2 YD T 7 4 v DF v hajj, 73 2 CTCP, UDP, £/
SCTP DR— hEFRETEET, T 74/ MIIP TR, kv BRKWR27 e harz
BELT, =7y NMITD NI 74 v 72X VMK RETHIENTEET, @
L, ATSNDE A TOY—E R A7V FEBRIRL £, TCP, UDP, B3I
SCTP O34 1%, tep/80, tep/http, tep/10-20 (A8— R&EPH) | tep-udp/80 (FAR— K 80 ®
EED TCP £721XUDP F7 7 ¢ v ZIZ—F0) | sctp/diameter D K 9 12— F ZFEE
TEET,

BLL]

N—NDORBOFAEZ AN LET, 1ITORRCFHIT 100 LFE TTT, BEITEZAT)
T&E XY, CLITIE, ST0naAr e LTEMNSH, L—/LORNIEESVET,

GE) 12077y F74+—2A (Windows 72 &) ETRFELUANOFTa AL MEBEMNML, £
SOXFTHENDOT T v v 74 —24 (Linux 72 E) MHOHIBRL L S & LA, JToLFEN
IE LR SN2 W2 OFRESCHIBRZ FIT T RWREMER H Y £9, ZOHilRIE, &F
EONFEIEIERFETEZ L a—RTDH57 7y M7+ —L2DERFMEICE D DT
7T

[Enable Logging] : [Logging Level] : [More Options] > [Logging Interval]

aX v ATy a T, =D Tsyslog A v =% EDO XS IEKRT 0%
EFLET, kOuX U7 A7 v a2 FETEET,

[Deselect Enable Logging]

= Dua X TR FET, ZOL— BT AERICOVWTIT, Fox
A 7D syslog A vE—VHRITSNER A,
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[Select Enable Logging with Logging Level = Default]
=T 74 hOu X RSN E T, BRI HEE D &I syslog A >
=T 106023 BRITSNET, TTITAT U ABRKBEEZZIT TWDLHEE, Z0OAy
TV ORTHEIIY — BRI E KT T RRERDH D FT,

[Select Enable Logging with Non-Default Logging Level]

106023 DOV IZ, HEHI S HT syslog A v E&—7 106100 Dt S ES, A vE—
2106100 1E, ETFHRMICE v b L EIRITESNE T, ZD%, [More Options] >
[Logging Interval] TRE L7-[HIfR Z L ICHRITS . TOMBRNOE v Mita R L E
9, HEREEIN 5 e X7 LoULid [Informational] T,

HEGRA Yy E—VEERNT L L WBOEBELRBTEDLLLbIT, AL TT

A=V DGNINES /R £, DOSKBEEAZITTWDHEE, A > E—7106101
MERINDZERDY 7, UL, AvE—106100 D v b 17> hDOAR
IHEHESNDF v v = SNITER 7 v —08, 1 SDORIRIZE T DR KRB E2#E A
el bR LET, ZOWRT, 77747V ATHBEERHT 572012, ROMIE
FCREHMEROINELIF L ET,

[More Options] > [Traffic Direction]

=@ K ([In] £ziX[Out]) ZHBELET, T 74/ ME[In] T, Za— L 77
TA NNV EEHT VA NV TIEIZOF T v a vy LRIRTE EHA,

[More Options] > [Enable Rule]
J—IVIST INA ZATT 7T 4 Tl TNBENE DDy, W/ > TNBA—/LiE, —
NT =TV E LT EDOT A N TRRINET, V—AEEHZTDHE, L—b
EHIRT 22872, =D NTFT T4 v I ~OEHEEIETEET, 20D, 0O
= VIS E B L72GA 1R, BCHEANCTHZ ENTEET,

[More Options] > [Time Range]|
= IVNT I T 4 TN o TN D MEN S LR W H 2 ER T DR A 7 ¥ = 7
D4R, R 25 E LW, L—UEEICT 77 4 7T,

TOERIL—IOHFEEA TS a > DRE

T EAN—IVOFMA T