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RLREHEALET,

IPsec & & UF ISAKMP .
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Automatic i 2 A4 712X > TISAKMP % 33— 5
(F7 4L 1) UONREED F9,

s HEHAF—DOIP T KL X
AEEFEREDOGEH EREH 4

Hostname ISAKMP DFBIE IR 2 AZHT DR A S DE4E
BRI RAA 2R LES (720 F)
ZDLHNE, BA MG E RAAL 4 THERS

WET,
Key ID Ut— b E7NHEALA -2 MBS 520
key id string WHERT2A M) U7 E2fRELE T,

ASA X, BETICEETH7=—X1OID #HLET, ik, Faidax—CRGEEZ1T
A A v F— FTO LAN-to-LAN IKEv1 £t # BR\N T, 9XTD VPN v+ U A TiTbihvE T,

TR EEET AL, VU AERIEYATF AT HRA N B RTROaAv L NE
AN LET,

crypto isakmp identity {address | hostname | key-id id-string | auto}
Lz, koawy FFETHEHLGRE [R2 MM CRELET,

hostname (config) # crypto isakmp identity hostname

INVALID_SELECTORS ;& %1

IPsec ¥ AT LW SA ETEGENTF Y FEZEL, 20Ty FO~y X — T 1 —)L R)3SAH
DB VI ZITHEA LIRS TGEX. TONRTy NEBETLILERHY T, 2Ok
DA r 7 VI, BAEOHKE, SPL, IPsec 7’1 k=L, b7y hOREEILESEE, £
DD ANTFRIEEZ2 /37 bDOXT MUE, BLOBEESA = M) oL XEREG ENE
T VAT AL, BV X F oy JICEK LR 0TI Gy RBES N2 &%
7k9" INVALID_SELECTORS @ IKE i@%n% £k LT, {57t (IPsec 7)) [ZEfFELET,

ASA IE, WRITRTEEFD syslog ZEH LT, CTMINIZZ DA X hOrF U 7 E2FELTn
gi—g—o

$ASA-4-751027: IKEv2 Received INVALID SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,

source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

BEHEII. SAHON G 7497 BL IR E—BLRWEE 7y PR SA L TZEENT-H
B2, BT ~DOIKEV2 BHADEEE BN EZIIEHNCTE LR L, AT LS
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650 Kz Eitgr—oxz ]

AT, IKEV2 BHIA v =V N5 T LICSAHTZ0 1 SOBEMA v —DICHIR S ET,
IKEv2 i@201%, IKEV2 f[EHRAAH CE T IR ESNET,

16 EZ D IKEV2 FRIHE X —DEERTE

O—HLe Y E— OB GFOERIEAF— a2 RICE—U— RO hex ZBINT 52 L2k -
T, 16 #E5O IKEV2 FRit A —42RETH LN TEET,

ikev2 local-authentication pre-shared-key [ O | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ O | 8 | hex ] <string>

IKE BRI DEEDENIL T - (LEZNE
EHLF T, IKEV2 IPsec VPN 85 L CEZ O HDO N T 7 4 v 7 L7 2 L —F L7 WERFEAS
Ty PR EINTZHEIL. ET~DOIKEBMOREEAENEITENTHZENTESE
T, ZOBHOEEITT 7 A NS> TOVET, ASDMEEE T —W4 23835
Y& @ 1IKE INVALID _SELECTORS i1 D EF1E, KD CLI 2 L T E I3 mRhic L E
7

[no] crypto ikev2 notify invalid-selectors

AEERGEO FITRL, SEENO NN —F4L TH Y | Brn e —LH— N2xh LT
ITSHVET, "service-type" BHEDNEG SN2 GA X, RO L D I I LET,

IKEV2 DS 0 A T—3 0 AT a3 nETE
ASATIE, IKER 777 AT —arv A Rr—TNERET 4= NITDHIENRTE,

IKEV2 X7y DT T 7 A METHERT S MTU (R Rfaka=v b) ZfECcEEd, %
7o, BEHEIIROa~v REFER LT, BT 77 7 A 07—y ar FXEHRETEET,

[no] crypto ikev2 fragmentation [mtu <mtu-size>] | [preferred-method [ietf | cisco]]

FITFIVETIEE, TRTCODIKER 7T T AT — 9 VIFRBA R2—T L2 . MTUIZ576
(IPv4 OGE) F721% 1280 (IPve DIGFE) . B 35 HUL IETF ¥4 RFC-7383 £ 720 &
—é‘o

WO R AZER LT, [mtu <mtu-size>] ZHEL T 7Z IV,

« 92 MTUEIZIX, IP (IPv4/IPv6) ~~ Z—+UDP ~v # —D WA X% G 5 ME)N
HvET,

EHBEIC Lo THRESNTWRWES., T 74/ FDO MTU X576 (IPv4 DE) £7-1%
1280 (IPv6 D) &7 £,

cIRETAH L. FU MTU 23 IPv4 & IPv6 O F CHEA S E T,
« HEhEIFHIL 68 ~ 1500 T,

ROV HR—FENTNDET T T AT =2 ar FROWT %, IKEV2 OBET 77 A
77— a 53K [preferred-method[ietf | cisco]] & L TR ETX £,

IPsec & & UF ISAKMP .
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B keeoss2o5—vavtivavons

« IETF RFC-7383 tEHER— 2D IKEV2 7T J AT —3/ 3 o
c ZOFRIT, MAFOETRRIT o — g Y R— TV 77 L REBET
HHEAITHEAESNET,
c ZOFREHEHAT AL, 7T AT — a L OBITKERENEITS N, K IKEV2 7
FTAE A= MEBNARESNE T,
cVRAAMBDT T T AT — 3,

s ZOHAIE, T4 AnyConnect 7 7 A 7> " EOETIZ L - TRt 5 ME— D
FETHHEE, TR FOETRRr I o= g I R— e AV 7710
AEEETHHEIHERINET,

s ZOFKEMATHE, BRALDRIZT T T AT —2a rBRETINET, ZEM
DOETIH, TRXRTCOTIFITAMEZETHET, Ave—VrEETLI L LS
TAHIELTEERA,

c Z U, RSO T L OMAEERMEIIH Y EH A,

L

show running-config crypto ikev2 =1~ > NIIBIEDFRE L F < L. show crypto ikev2 sa detail
a<y RiE, SAICH LTI I 7 AT —v a UIMER SN HAICHE L EN T MTU & £oR
LET,

18 BRI

e RAMTUT 4 AHNV IV R—FENTWERHA, MTUIZ, 2y hT—7 D=—XIZH
DETCTFHTRET LI LENH Y 7,

s ZOREIT T v — L THY, REDOWABICHELIND SAICEEL RITLET, #®H
VIR SAIFHELZITEFA, 777 AT —arBNF 48— NIl TWVWHES
THEEETT,

K100 D7 T T A baZETEET,

!l
*IKEV2 7 7 7 AV T—avaT =7 MIT 554
no crypto ikev2 fragmentation
« T 74V FEEICRETHE

crypto ikev2 fragmentation

Fx

crypto ikev2 fragmentation mtu 576
preferred-method ietf

« MTU Ofi% 600 IZZEET 54

crypto ikev2 fragmentation mtu 600
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aazzzieze [

e F 7 4/ FO MTUEIZETHA -

no crypto ikev2 fragmentation mtu 576

MET BT T ATy a R E VR aFRICEFE T LS

crypto ikev2 fragmentation preferred-method cisco

BT AT AT — 9 FR A IETFICRTHS -

no crypto ikev2 fragmentation preferred-method cisco

E

crypto ikev2 fragmentation preferred-method ietf

AAA FBEE &R A]

aaa authentication http console LOCAL
aaa authorization http console radius

AAA nun j: :L“—qj‘ﬁ‘]\j] Lt:!-“—"j‘% k/\xlj %'fﬁﬁﬁ L/T D"—‘j]/l/ "j-"—‘/\ jd_bf
FTEINET, BINORGEX, [ L:L‘—"j‘% R LT, radius — Tk L CTEITSNE
T, service-type BMEZ UG L7256, T CICHBI LI LS I s x4,

IPsec over NAT-T D4 =r— T JL1t

NAT-T ZfEHT 5 & IPsec ETIEINAT 73 R & LI A L CEET, 2O 5%
BT 257202, IPsec N7 7 4 7B UDPT—H 7 LThTEMbENET, Zhidix
R— 5 4500 MEH SN D DT, ZHIZE > T, NAT 7351 RTHR— MERMRIEES L E T,

NAT-T (X NAT T34 2 Z B L, MLERGAT T IPsec N T 7 4 v 7 %0 7ML LE

T, ZOMERIXT 7 AL FTCENIERE SN TWET,

GE)

AnyConnect 7 7 A 7 > FOHIBRIZ XL Y . AnyConnect 7 7 A 7 > b IKEv2 2 L CTHfi C
DL IICTTAHITIENAT-T DA F—T LB MBI 0 £, ZOBEMHEE, 79472 )
NAT-T 734 ZADOEFH%IZ THMHINET,

ASA L, T—HXWEITH VT4 T > ML T, HEHED IPSec. IPSec over TCP, NAT-T,
¥ L OV IPSec over UDP # [RIRFIZ YR — F T& £97,

EF T a AR =T NDEEDREFREOIREZRITRLET,

IPsec & & UF ISAKMP .
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Tk

TIFay 42— T ILDHERE AT HikhE

NAT-T M S5

93472 bDAE

NAT-T A % —T L | BIRIZFTAT 2 R
NAT OERIZH D56

z\i\

FFal

BILONAT BEEL
WA

A T 4 7 IPsec
(ESP) NMFEHEND

BIRXIZFZA4T 2 b
NAT DEHZIZH DHE
X,

IPsec over UDP 73M# H
b

AV I IPsec over UDP 73 A

F—=T )

B L OVNAT BFE(E L
WA

IPsec over UDP 73
b

BIRXIZIFZA4T 2 b2
NAT DEHIZH D56
1.

I a3 NAT-T & NAT-T NMEAH I NS
IPsec over UDP D J7

WA X —T )V

BLOVNAT 23EE L
VANTRS " XS g

IPsec over UDP 73Mi#i
YA

GE)

ATy T

IPsec over TCP 23 A R—T /LI > TV A AL, ZTOMOTXToEEHE L0 B Sh
F9,

NAT-T A4 2 —7 2T 5 L. ASAITHEIIC, IPsec 234 R —T IR > TNWDHT_RTDA
VHE—T A A LETHR—b 4500 2B E £,

ASA1E, LAN-to-LAN & UE— b 77X Xy NU—Z7 O GTiEel, E6 60 TEET
5 HL— D NAT/PAT 7 /34 ADEHZIZHE INTZEED IPsec T 2 R— ML ET, BRER
BETIX, VE—FT77®A brxrORrIvz—ra ARkl ET, ZniE, 93CToE
THRRUCATY v 7 IPT RLA, D% NAT T34 ADT RLANLREESNZ LI TR
H12HTY, £/, VE—F 727 A bR, LAN-to-LAN b b 70— (%Y
NAT 734 ZAD P 7 RUA) LRICARTEHERT S22 ENZN T2, IRABRE CIIRKL £
T ZOARIDO—BUTLY | NAT 7341 ADE#IZHDHET D LAN-to-LAN & VE— K 77
BEAOEER Y NU—2 TiE, #HEOETHOR T =—2 3 URRKT 2560300 7,

NAT-T M4 2121%, o7 ar7% AN E— NELEFIvAVF ar7FHA b E—- TR
DY A FHEFIEZFATLET,

FIE

WDa<w REAN LT, ASA FTXZ u— L2 IPsec over NAT-T %14 X — 7 M LET,

crypto isakmp nat-traversal natkeepalive
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ATy T2

IPsec with IKEv1 over TCP @ 4 ~— J L1t .

natkeepalive 52D HiFHIL 10 ~ 3600 72 T3, 7 7 4 /L MME 20 B TH,
i -

wKDa<wy REANLT, NAT-T A X —T /WL, =77 T4 7% 1 BERICRE L £
7,

hostname (config) # crypto isakmp nat-traversal 3600

IPsec 77 VAT — gy RY —IZxt L THEBALRTT 7Y a v 2 RIRT A7, (k=
~  REANLET,

hostname (config) # crypto ipsec fragmentation before-encryption

TOF T a NI P TITTAT—a Y AR— N L TRV NAT 731 A% ~ 5
T4 I PNBBTELEICLET, Z2OF T arE2EHLTL, IPT7I T AT — 9
ZVR—F LTWRWNAT 731 ZAOBMEZ BT A2 Z L13H 0 £ A,

IPsec with IKEv1 over TCP O 1 %— J L1t

\}

IPsec over TCP }Z. IKEvl & IPsec D HF D71 k= )L% TCP =347 v hodich 7E L
IEFT2HDTHY, NAT £ PAT DE DT NRA AL T 7 AT U4 —/LE@mT 5827 72
MoR VU THEHRLET, ZOKREILT 7 4L b TEIZHRTE SN TWVWET, IPsec/IKEvV]
over TCP Zffi 195 &, HE¥ED ESP X° IKEv] NERE TX R WEREES, BEfED 7 7 A4 T 7 4 —
W= VBT LTGAEITR > THEE CTEX D8RR T, CiscoVPNZ 74 7 "ENETEX 5 &
TR FT,

G¥)

ZOBREIL. TRXIR—ADT 7 AT U — /L TITEEL LA,

IPsecover TCP (X, UE—F 727 ®RA 7 T7A4T7 2 FTEHELE T, ASA L X DRI T 74
7 > DO 5T IPsec over TCP A % —7 /M LET, ASA TiL. TXTD IKEv] XA >
A —T oA ALETEET S L5107 20— A 2F—7 S E T, LAN-to-LAN #5: Tl
HERE L £ A,

ASA . T—EAKHELTH Z TA4 T > M U T, HEHED [PSec. IPSec over TCP,
NAT-Traversal, 3 X TN IPSec over UDP % [RIEFIZ V7R — k T& £ 9, IPsec over TCP |, £ *—
TN T o TWDGE, ZOMOTXRCOm IR bELSnET,

R I0EHDOR—FZFEEL T, ZIHDHR— I L T IPsec over TCP % A 2 — 7 )LIZT&E
F9, A— 80 (HTTP) <°/Rh— k443 (HTTPS) R EDEAMDKR— hE AT DHE, TDHR—
MIBEHEAMATONTWA T B harPB T Vw7 f o F—T 2 ATHELRL 25 L &R
TT7I7— "R FoRENET, TORR, XTIV v A F—T x4 ZA%H L TASA ZEHT
HIOICT TN EMEAT L ENTE R ET, ZORMEEERT 521X, HTTP/HTTPS
ETEEROR— MIBEEELET,

IPsec & & UF ISAKMP .
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B e omnes L —TEaOEE

77 b kDR — KX 10000 TI,

ASA T TR, 7 I9A4A T FTHLTCP R— 2R ETIHIMNENRHVET, 7 T7AT D
REICIE, ASA HICRE LR — 20 b 1 2D MNENRH D F7,

IKEv1 @ IPsec over TCP % ASA T/ 00— )L A X —T NI T HI201E, kOa~r ey s
NEFIT~AVTF arTHF AN T— R TEITLET,

crypto ikevl ipsec-over-tep [port port I...port0]
W OHF|TIiE, IPsec over TCP Z " — k 45 TA 32 —7 /I L CWET,

hostname (config) # crypto ikevl ipsec-over-tcp port 45

IKEv1 DEERAE VT IL—TREDELTE

)

R Z—F1E, 22— ORI e T 7 v AR ER LE T, AFAESL—THBET
X, 2—WFEAEOY 727 DN 73 BITEDN ZEH LT, =2—HF L b xrL F—
TERALET,

G¥)

ATy T

SEBAE 7 L — 7 A IZ IKEv] & IKEv2 LAN-to-LAN #5655 727 Ic A &£ 4, IKEv2 U E— b
T e AL, bRV T —T D webvpn B RS LN certificate-group-map @ webvpn =1 2
T4 X2l —ar BT FREEICRESINDIIN—TEROTNVE T P HR— L TCNE
7,

SEHEO NSO T 4 =L RIZESWTa—F %2 h oV I —7 L RET I, £THRE
HAELERZ LI L—LEER L, RICK/L—LE BIO kgL 70— BT 5 % EE R
HET,

AEAEE~ 7 EAERK T 5 IZ1E, use the crypto ca certificate map=~ > R&EfEH L £7, Frx
NV TN—T%EFRT HITIE. tunnel-group 2~ REMH L E7,

Fie, APEZ V- TRERY V- bRET HBERD Y EF, THITE, b -
7w WA %, Organizational Unit (OU) 7 4 —/L Kb 7 V—F 2 BET 5, T X TOEE
2—PIT T AN SDITN—=TEERNTLH, LI HEARHY £T, Znb0HFROVT AN
FIFTANTEMEATEET,

FIE

FEAENR—ZDISAKMP By a % oL T —FlZw v B T 5 00R) o—L&
N—NZBE L, ftE~ Yy 7 MY & b 70— BEE T S IZIE, tunnel-group-map
Sy REVUVILERRYAF AU TR AN E— FTCASLET,

tunnel-group-map enable {rules | ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy
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kvt oiEeE s L—TEa0EE [

RY — SEHENS FxL SN — TR ERET ST
HORY —EFFELET, policy lFKDUS
T,

ike-id : bRV TN—TR—IL )V T T
TIHEASWTRE ST, OUL G S
IRWEAIZ, FFIHEASR— XD ISAKMP & v 3 3
Va7 x2— X 1ISAKMP ID O NFIZFESNT
R TN—F I B T T A a5
LET,

ou: NIV TN —TE)— )LRRRIZ L - T
PELRWERS, 7Y =7 Mikil4 (DN)
DOU DEEFEHTDHZ EERLET,

peer-ip : KV FIV T =T )L— VIRFRIZ L o
THIRE LR WGASOU F 7213 ike-id 720 THR
BLARWES, ETOIPT FLA&EMHHTS
ZEERLET,

rules : FFIHENR—ZDOISAKMP & v > 3 )3,
ZDa~vy NZLoTREINFEHEY v
T OREMFIZESNT, L I—T
vy B 7EnN5Z ExrLET,

rule index (7> 3 ) crypto ca certificate map =~
YRTHRELLEARTI A2 2R LET, A
BN7afEIE 1 ~ 65535 T,

WO EIZHEELTLLIEEN,

cHBFFRH LA —ETHY, v v T AT v 7 A% 2[0LL LB LRWIRY, Zoa~v R
AERIFITTCEET,

o JL— /UL 255 LFLL R T,

1 ODITN—FITEEDON—NVEE DL TOENET, HEOLV—LEZEY YL THITIE, F
TN—=NDTFTAF VT 4 ZBIML, ZA—TFLET, RIT, K7 V—FITUERET
FEELEZERZLET, 1 DO N —TITEHEBEONL— NV ZE DY TGS, TA NS5
A DO — IV OBAFERIT—H L ET,

=NV ENDIEFER T H L, TRTORMBIC—FH LT XD —FERFED h X
NI N—TIZEND Y TEHZENTEDLLIICRDET, T _RCORAEERLETHD Z
X, FRERAND BEICHYS LET, ik, =2 —FERED b J—7 1280 4
THANST R TOMAEERLERG AT, REZ LI 2OL—VEERLET, BE
FRHEN 1 OETHETH D Z LIk, imHE OR BEICFHEY LET,

ATFYT2 a7 4 X2 —3a TRy AT —TREEINTORWESIZHERTS, 740 0
Mo TN —F5fELET,

IPsec & & UF ISAKMP .
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a2 ROWESLIL, tunnel-group-map [rule-index] default-group tunnel-group-name T3, rule-index
VIV — v OESENBRL T, tunnel-groupname [ZREFFD b > RV Z—TFCRRIF IR Y FH A,

1

WOFITIL, 7 =—RX 1D ISAKMP ID DRNEICHESNT, FFHE~N— 2O [SAKMP
tyvarE R INA—FICwy B T BHERE R A R —T T LT,

hostname (config) # tunnel-group-map enable ike-id

WOFITIE, ETDIPT FLRIZEDNT, FFHESX—XDISAKMP v g %
MotV TN—T 1~ B T D2 A X —T NMIZLET,

hostname (config) # tunnel-group-map enable peer-ip

WOHITIE, 7 V=7 FREESL (DN) Ofiffir=v F (OU) 2T, FEHA
ERXR—ZDISAKMP vy v ara~vy B 7T AREER A 2 —T7 VT LET,

hostname (config) # tunnel-group-map enable ou

ROBITI, BE SN — ST, ENES— R0 ISAKMP £ v = > &
~ v BV HRER A X T M LET,

hostname (config) # tunnel-group-map enable rules

=JL ==

aX AE

Z 2T, IPsec M LT VPN 2559 % & XD ASA OETEIZHLELRTFNEIZ DWW T
ji—g—o

r =1 o =P o
B XY JDERE
U7 b ~<v X, IPsecSA THRIvT—hFZNDIPsec N v—%EFRLET, FHTE?D

F—U— RIZIFKDOLEDONH Y £,
o IPsec e DN FF AT B L ORET 237 v M &E#BIT 572D ACL,

« 7 1D,

il L

eIPsec T 74 v 7D —hL T RLA GEIZHOWTIX, 2V T~y TDOA o H—

T A A~OWH 342—) ZBRLTLLEEY) .
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s R IEDIKEV]I b T U A7 4 —L ¥y PELITIKE2 7o R—%1, ©70tFaY
TAREDOHREIHEHN S ET,
JVT v~y 7y ME RU~xy 74 afo l DERIFERD 7 V7 b ~ v 7 TS L
FT. AO7 VT s~y T efflLice i, 2V 7~y ky FEERLET, kD
A Ry —H A N FRTTIE, VoI NEREFYLVTF arTF AN E— RCTHE~ Y 7 %1E
FRE T~ FITEN L £,
crypto map map-name seq-num match address access-list-name

access-list-name Ti%, ACLID %, K241 XFOXXFHNFE-ITEHE LTHEELET,

TRTCRYLFIZTDHE, ACLIDBRI 7 4 Fal—valWTRAOTFRTL R ET,

ZDavwy REHRITTANTEE, 7V b~y 727 ) v~y 7y MIBINTEET,
OB TIX, B~y 7E2BINT 55~y 7 &y NOLARINE mymap T7,

crypto map mymap 10 match address 101

FROMICEEND T —T V AEFF (seg-num) (28> T, W LARTIZRON S~ v 7 08%
NENKHENET, B~y FIZEHVETORTNDL Y= U AEFIZL-T, i~y
Ty MO G~y THOTIA AV T A PRED T, =T ARSI SWIEE, 77
ATV T ARGV ET, BE~y Ty b I —T A ZAZHV YU TS L, ASALL,
ZDA U F =T 2 A AZWHT LT XTOIP T 74 v 7 LiFE~Y Y7 Yy MHOK S~ v
T, = U ABGPMERVIEICRE LML £,

[no] crypto map map name map_index set pfs [groupl | group2 | groupS | group14 | group19 | group20
| group21 | group24]

B b~ v 7 OERmRENE (PFS) I3 2% ECDH 7 Vv —7 %2 ELET, Be~ v 7IZ
% LT groupld B L Wgroup24 47> a V&R ET HZ &1L TERL 72V E£F (IKEVIARY ¥ —
EERTL LX)

[no] crypto map map name seq-num set reverse-route [dynamic]

o7 VT hwy Ty FUITHES ERITH LT L— FMEA (RRD ZA F—7MICLE
To FAFT Iy 7 RIESNTORWES . RRUTRERICITTDIL, #LARINET, &
ENERETIIAREND ETEOET IR T, ASA L, V=T 47 T—T VIR
T4 v 7 — e HERIZEML, OSPF 2L TENLDONL— 2T T4 X—]F v |k
U—7 FidAR—F— —Z @B LET,

BAFI v I NEESNHTWEEE, L— FMIPsecEX=2Y T4 7V m— 3 (SA) O
ST RN ZERL S 4L, IPsec SA MR E NS LHIRSUE T,

GE)

A F w7 RRUTIKEV2 XN—RADRAEZT 4 v 7S~ v FIEFICEH SN E T,

[no] crypto map name priority set validate-icmp-errors

ER 8
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[no]crypto dynamic-map name priority set validate-icmp-errors
EEICMPT= 7 — A vt —U % Wiolb~vy 7 e XA F Iy 7~y 7O EHHITH LT
BRES D& tEE L E£7,
[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}
EQ el
[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]
Bt~y 7ERITA AT v 7B b~ v 7D, BEfFD DoNotFragment (DF) RV v — (&
XFa2lTg TYVvZ—vary L) BRELET,

e clear-df : DF ' M &M L E 7,

* copy-df : DF B> hZA#fEFfF L £7,

eset-df : DF £y Mg L THEM L,

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes |
auto> [timeout <seconds | auto>

E s

[no] crypto dynamic-map <name> <priority> set tfc-packets [burst <length | auto] [payload-size
<bytes | auto> [timeout <seconds | auto>

BPFEIT, PsecEX 2 VT 4 TV —aiBITE, FUALREISBIUCHBOX I —
DETT 4w s 7a—OBEN (TFC) Rry Maef 32 —7/MITEET, TFCEA 1 —7 /L
\Z9 5HI2IE, IKEV2 IPsec 7 RA—HPFARRE SN TWDILERH Y F7,

5~y ZICE 0 S THATWDACLIL, 7 UACLA & F52>F X TDACE THK S £,
2y ROMSZRD LB T,

access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

B ACE Z{ER L7= & %12, ACL Z1ERL L ¥4, ACL Z{EkE/-13BIN+ 5 2~ RotE
TIERD LB TT,

access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

WOHTIE, ASA1X10.0.00 7%y 25 10110 TRy hA~DTXTDHORNT T 4 v 71C
LT, e~y AZED UM THNTWD IPsec fR#EZX WAL £,

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

Ny NBR—ET A5~y AL ->T, SARIAv=—rva ry TEHEN EX=2 YT 7%
ENRELET, 2—HLDASANR IS T — g VEHBT 58T, A¥T 4 v 7GR
~ v T THRESNER) > —2HHL T, BEOETICEETHIA 7 7y —2ERLET, BT
NPT T— g o ERBTD5A1E. ASAITRY —IC—ETHARXT 4 v I~y T %
BLEIN, RO RWEEIE e~y 7y hROXAF I v I s~y 7OHRTHRD
MOLDOEWRLET, T, ETOFT7 7 —%2Z T ANLIEST 20ERETH72HT
7
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2ODET DS SA DFENLIZHRENT 21213, W OET BHEHMDH L7 ) 7' b = v T abie<
LB IO TWORENRD Y T, AN T 2121E, 7V 7 b~y THIRO G &

T RERDH Y £,

« 7 U N~ T, H#EE RO S ACL (72 & 23,

ST— A A=Y ACL) WEEN

TW5, WERNETNEA T v I~y 72FEH L T EE5E1E. ASANITYH At
DHDHEEE ACL NEENTWND I L2, IPsec ZiEHATH7ODE|D 1 DT,

cHI7 VT by TPOET Z@AT D SETDIETRIATIv s 70T =T

L TWARWES) .

VT b=y, EBDO RN T AT F—2b Yy FEREF TR AR LB

oOH B,

129D A X2 —T 2 AZWMHATED 7V b~y 7y MI1DETTT, ROFHDOWT
N ETITEBEAIL. ASA FOFEDA > ¥ —7 = A A% L CTEROR B~ » 75 1ERk

LET,

MEEDODE TR DT — % T —% BT 5,
CXFEIFERAATDIN T T 4w I EESE R Psec X2V T 4 2T D,

e z2E, B~y 7215 L, 22007 %y MO ST 7 ¢ v 7 #3513 5 ACL % E|
DYTC, IKEvl TV A7 3 —Ab By FEFIFIKEV2 7R —89 1% 1 2% Y BTE4, Bl
DO~y 7T H=EK L, BlO2o0% 73y NMED ST 7 ¢ v 7 #5325 ACL ZE|0) 24T,
VPN RS A—EZRRBI A NG AT F— Ay NEFIZ7TeRlR—FLr@EHALET,

1 OO E—T 2 AEEDOI VT N <y TEERTIHEE. 2V s~y &y b
WNOFTZAF VT 4 BRODHL—7 2 AEK S (seqnum) %7 V7 s~y = MICHEE

L/i—a—o

% ACE |21 permit LE 72 1L deny IR FEN T T, IROKRIZ, BiE~ v 7IZ#H S5 ACL
TOFFA] ACE & 45 ACE DRI E R EZ R L E1,

207+ TEHBOHKER

&

permit L3 E £ TV 5 ACE D REHE L —%

Ny Nk~ y 7y hOFEY OACE &
MEL T2 2Bl Ny bk
Fa T ai&kiEx, e~y FIZED Y TH
NTWAHIKEVlI TV A7 5 —Ahty FET
IZIKEV2 72 R—P )L OHOREERE LT
FHMOLET, X2 UT A REBR TR
Tx—hty bERIIToR—PLOEF 2
VT 4REE & LIZ5, ASA IXREATT S
Ni-IPsecax Ex WAL FI, —MRIZEE T
T4 v DA, IPsec R EDWEM & 1337 >
NOE B, BREE, V—T 4 T HRITH &
EEWLET,
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B wnvomnes<y Tom

\}

2V Tk =y TEHEDORER &

deny XN E E TV 5D ACE D% L —% Ny NEFHIiR D2 ) T <y T OREKD O
ACE t AL TIHMIiT 2 Z &2l L, ko
JVF =T (7 VT b=y 7IZEHYEC
BNTWA L —4 o 23K 5 THMT %) DACE
EDOWE P A B L ET,

IV h=y Ty NNOT A NEHOT| Ny NSt Iicr—7 0 7 LET,
TOIFT ACE & F~—F

deny SLE EAL TV D ACEVL, IPsec RIENAERFBE N T 7 4 v 7 (Tl xiEX, v—T 1
Jy7uahav T 740 0RE) B4 )T UTERIANLET, LR T, K5 ACL
D permit L&A L CEHMIT M BEDRNEIE N T 7 4 v 7 527 4 NZ V7T 572D,
#HD deny XEFHALET,

Wb SNTZHBE Ny ML T, ¥ X2 VT4 77 T4 7 RATEELT KL A L ESP
SPIZHH LT, NI A—FDESERELET, BXF2 VT4 T FIAT AL, 7y
N RL L7e#% T, BRI \Try NOWE~y ¥ —%, 2O/ v N0 SA IZBEf}
T HN TS ACL OFFF ACE LB L ET, Wi~y X —RN7rX o & —HLRNWGA, &
X2 VT AT T IAT L RIFDONR Yy b Ray 7 LET, N~y X —nrax & —H
THHEE, ¥X2 VT4 TTIAT ATy b b—T 4 7 LET,

WL SN TORWERE T Y FONEA~ Y £ —Z T 2HAE, ¥X2 071 77747
VAT RTOESL—LEZEHRLET, Zhid, HEEL—LIZE o T 7 =— X2 D SA D
SERGTF BILH T TT,

GE)

A ALENTWARWEE NI 74y 2% 7 )7 TFARELTL—TF 1 73 5I121%. ACE
DOFFA] ORI ACE OS2 A L £9°,

LAN-to-LAN E&-5 < - T D4l

Z D LAN-to-LAN X h U =27 OHIZENT, X2 VT4 77T7A4T A A, B, BLUC
ERETLHHIE, FAFOWTRNIENLEE S, BIOFRA &5 359 XTO R
T4 DR TERFATHIETT, 2L, RAMAIDPORESNDLI N T 7 4 v
JIIINFROE T — 2 nEENLTD, D T 7 4 v 7 X0 LlERE 5k & %
F—FHAENMETT, TDH, RAMAINLREEIND NT 7 4 v 7 IR NT A
TA—Lty hEEIDYTES,
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LAN-to-LAN B2 2 » 70l [}

A B.1
N ]
— A2 — B2 —F c2
N R R
- — — —
Human Resources o 5 B.3 pe i : e

%-
| E

14as14

ZOKITTREN, FEUTOFATHEHAIN TWAEMZRT R ARTIL, IRk L7=b DT
T, EEOIP T FLAZEHRAL6IT. ZOFHHOKITRLET,

X2 VT A TTIAT U AAEBREBE N T 7 4 v 7 AICRET HI21E, 2008~ v 7 & 1E
BRLET, 1 DITFRAFAIDLLD T 7 47T, I 123Ky hTU—7 A DDE A
6D NI 7 47 HTT, RICHZRLET,

Crypto Map Seg No 1
deny packets from A.3 to
deny packets from A.3 to
permit packets from A to
permit packets from A to
Crypto Map Seg No 2
permit packets from A.3 to B
permit packets from A.3 to C

QwOw

ACL ZERE L7126, —ET 53y b T LB IPsec T 272D N T VA7 54— A
T hEEE S~ Y ZIZEY S TES,

B A — RACL &%, HEFRACEZHHAT 5 Z & T, ACLOFHliZ A SA XA L, 7V T b~y
7 2y FNOWRD ACL OFHliZ T2 b0 TY, 27UV 7 b vy 7T LIZR S IPsec X E
REEHT D ENTE S0, G ACEZHERT2Z LT, 8Bl v T 7 4 v 7 &xbeT
57 V7N =y TOUBOFMMORIL, BledtEx=a VT 4 28R4 28027 U7 K
v ERIFE R EX 2 VT 4 EMELTLHHIOZ Y TN = 7O permit 3 & FERIZ b
T4 ERAETAZENTEET, BFSACLIZEID Y THN TS —F U AF L -
T, B~y 7 By NNOFHIONEFSRE D £,

WORNZ, Z OBEOREEN 7 ACE D OLAER ST W A — FACL Z /R LET, Kb HDELE
X, koD LEBY TT,
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IV b~ 7y NROIZ VT v~ v,

R

(FEHBHDHER) 7 v FABACEIZ—EK
LICKER T VT vy 7OREGEKRT LE
j—o

1 20D ACE Ot & —& L7 7y b, Z1
FHORE EOR—1E, MFDOR] %D ACE
=T D8RRy hERLTWET,
KEIOBFEWL, &37 v bOF(EIC 55
WHEIRDHZ L ZRLTNET,

IV N~y N NTOW®RDZ YT |
vy I~NDYHFA VT g,

HAN

N7y RISACEIC—ET 50, £72137 V7
h~v 7ty NNOTXTOFFA ACE 12—
LW EDIRE,
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LAN-to-LAN B2 2 » 70l [}

1EEIRy Ty FROH RS — K ACL

Crypto Map 1
S
A3B | =
Deny pe—
A3C g f
Permit
et \
Permit
AC I\
Apply IPSec assigned to Crypto Map 1
Crypto Map 2
;HT. '
erm J
Mal | e
Permi
A3C S
Apply IPSec Route as clear text E
assigned to "
Crypto Map 2

X2 VT4 TTIAT U AAE, BANAINLREESNTZ37 v FAFFA] ACE & —#7
HETIEL, 7 V7 b~y FIZBEMST N TS IPsec X = U T 0 OEND Y TERITL
FT, ZONTy BER ACE & —HT 5 &, ASAIZZ O~ v 7Dk O ACE % MR
L. ROBE~y 7 B~y 7B S TONTWD Y —7r AR ETHRT2) LolRAe
ERHMEiEZFERLET, ZOBITIE, BEX 2V T4 TTITAT U AANTANA3IDLREES
N Try NeZEToE, ZONRTy NERHIOZ VT N~y 7 OHES ACE EHREL, &
DI VT s~y TORELFHMELZHHLET, "7y MR 2FBDZ VT b~y 7OFA
ACE & —%3 % &, BEfTT S/ Psectx = U T ¢ (GREZRKBb & BB —FAE) 2N
Ny MZEHSVET,
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Fv FU— 27 D ASA
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REZEZTTTHEOIZ, ASAB L CIZIT—E~y 7&E) Y TF

T, ASA X, BFBALENT-AEE T 7 4 v 7 OFHEIRFIZ deny ACE % (35 72D, denyA3B
ACE & deny A3CACE DI 7 —IZMHYTHHLDOZMRINTEET, LEEB-T, e~y 72
DI T—ITHLETHHLOEFMLELY FHA, ZDH, ASABE CDHI A7 — K ACL OFRE

ITARETT,
WDFEIZ, ASAA, B, BLIOCOTRTICHREINTZREET~ Y FIZED Y ToHND ACL &
RLET,
X ANTATFTISATUOR X2 T4 TITSATUR | X2 )T T7TS4T7UR
A B c
HYThk<y |ACE/NNE—> | )T r<wy |ACE/NEZ—> |9 1Tk <w |ACE/NE2—>
i i i
Sequence Sequence Sequence
No. No. No.
1 A3B &S |1 B A Z#FA] 1 CA &#nf
A3C ZHER
AB Z#FA]
AC &3] B C & #Fm] CB &3]
2 A3 B &FFA]
A3C &

WKORIL, ECTRLEMSEDT RLRAEZEBEOIP T RLRAIZ B 7 LI2bDTT,
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A
19216831

A2
‘? 192.168.3.2

A3
192 168.3.3
Human Resources

Ii

—

A
192.168.3.0/26

B2

B2
192 'IESB 12.2

LAN-to-LAN 52 7 v T0ohl I}

CA
192.168.201.1

C3
192.168.201 .3

Ii

c2
192.168.201.2

—

—

C

192.168.

201.0/27

143514

WDOFRITTRTEEDACE TlE, ZOFy bU—7 ETHMEN DT TDIPsec /37 v MMTiE

)7 TPsec s 0 A SN E T,

IPsec & & UF ISAKMP
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B wnvones<y Tos

tXaYT4aTISA |0V T 2w T ACE /5B —> EfF D ACE
7oA Sequence
No.

A 1 A3 B #HES deny 192.168.3.3
255.255.255.192
192.168.12.0
255.255.255.248

A3 C AEA deny 192.168.3.3

255.255.255.192
192.168.201.0
255.255.255.224

AB % permit 192.168.3.0
255.255.255.192
192.168.12.0
255.255.255.248

A C ZFFa] permit 192.168.3.0
255.255.255.192
192.168.201.0
255.255.255.224

2 A3 B Z ] permit 192.168.3.3
255.255.255.192
192.168.12.0
255.255.255.248

A3C Z#FFn] permit 192.168.3.3
255.255.255.192

192.168.201.0
255.255.255.224

B VB L BA Z#FFF] permit 192.168.12.0
255.255.255.248

192.168.3.0
255.255.255.192

B C % | permit 192.168.12.0
255.255.255.248
192.168.201.0
255.255.255.224
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BEE— 2752507+ PK) ¥—oxE ]

)Ty ACE /x52 —> ED ACE

Sequence
No.

XAV TA4TTIA
TR

permit 192.168.201.0
255.255.255.224
192.168.3.0
255.255.255.192

C MBI L CA Z#Fn]

permit 192.168.201.0
255.255.255.224
192.168.12.0
255.255.255.248

CB #&n]

ZOBEIOFR Yy FU =27 TRUCmIEZIGHT &, AT —FACL ZH LT, 1 50D ASA
THR#ESNTVWDLIEFSERARA NELI Y TRy NIENENR D EF =2 U T 4 RELE
DUTDHZENTEET,

GE)

T 74V N TIE, ASAIL, IPsec N7 7 4 v VWA CEIA LV H—T oA ALRUA 2 H—
T oA A& ETDHIPsec N T T 4 v 7TV R—FNLERAL, TOXALTDNTT 4 v TIT
X, UZ =2 NTT U RAR—T AT = TR EDLERHY £, 7272, UX—
N7 49 7% HR—b T DL IPsec ZHETEET, NI, ZOXy NT—27 LD
WORNT 74y 7 27975 ACEZHALET, HExiE, EX=207 4 777947 AB
TUX—V b7 747 %A= 510i%, #E& LD BB #F A ACE % ACL1 (2B
LET, EBEDO ACE IR D X 9127V £, permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248

PRAF—AVISAMSIVF v (PKI) F—DEEE

ATy T

F— T EHEREFITE /LT D & X Suite-BECDSA 7L U XAZBIRTEDL LI
HIZiE, AxXF— A 7T AT 7F v (PKD) ZRETHLEIH Y FT,

558 BRI

RSA £ 721X ECDSA D kT A hiRA > M &ZFRFEIHEHAT 5 L oIk 5k~ v T &R ET H5HE
X, UNZF— vy bEARTAIXLERHDET, ZNT, TORTRARRA 2 FEEKRL

T, Fo RV TN —TF a7 4 FXal—arOPTERTXHE512m0 F9,
Fig
X — N7 HAERKT D & X1T Suite-BECDSA 7L X AZBEIR L E9,

crypto key generate [rsa [general-keys | label <name> | modules [512 | 768 | 1024 | 2048 | 4096] |
noconfirm | usage-keys] | ecdsa [label <name> | elliptic-curve [256 | 384 | 521] | noconfirm]]
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B i~y 70r08—oz42~0EM

ATFvT2 ¥— X7 E¥ufkd b L EIZSuite BECDSA 7/ Y XA ZENLET,

crypto Kkey zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

YT IYTDAEZ—T A4 A~DEH

WE~y 7 'y MI, IPsec 8774 v 7 BN@IBTHKA 0 F—7 A ZZEID Y THMLEN
HFET, ASAIL, TRTHOA L Z—T =2 A TIPsecH P AR—FLET, 5~y 7 vk
A E—T A AZEIVETDHE, ASAIZ, TRTCDONT 74 v 2EE~vy T By M
BAELTEMML, BpihEidxadyo—ya PR ESNER Y —2EH L7,

IV ~vy T 8= AZEIDETHE, SAT—FRXR=2AEx2 VT 4 R
V=TI N—AREDT A LT AEELIIRESNE T, 7V T b vy T EEE
LTA =Tz ACHEVYTTDE, T ¥ AL T 2T )7 b~y TRIEL
BRI NET, o L —r o 2AF T2 LTHRLLE T ZBmL, 7Y 7k
~y7eHEYLETLTS, BEOHERAUSND Z L13H 0 A,

A 23— x4 XACLDEFH

ASA TlX, 774/ FTlIPsec /37 > hI3A VX —T 2 A A ACL Z/3A /XA T 5L 527 -
TWET, A1 ¥ —T7xAAACL % IPsec 877 4 > Z7IZHEHT 25513, no JEED sysopt
connection permit-vpn =~ > R&fiH L £7,

RMEA B =T =A RIS FENTWDHIES~ v 7 ACL 1%, VPN kb zi@id+ 5

IPsec /37 v M DOFFRI LG ZITVVE T, IPsecld. IPsec b RVING KT/ b OFGE & fif
ATV, B R VCEREAHT 5TV D ACL &8y R ERA L CRHMEIL £97,

ACLIE, EDIP T 7 4 v 7 2k o0& ERLET, LT 2200 T xRy MEE
TZIE2 BDORA MEOTRTOIP M T 7 4 v 7 Z2Rki#ET 270D ACL Z{EKTE 3 (Zh
5 ® ACL X, access-group =~ > R TEH 415 ACL & L<EITWES, 72721, access-group
av Y RTIE, ACLRA v Z—T 2 A ATIHET DL T 7 4 v 7 EHIET D T 7 0 v 7 &R
HET) .

B~y 7 2E 0 S THET, ACL X IPsec OFEHIZIRE SN FEH A, KBS~ > 71T ACL
WL, N7y DY ACL DWW 1 DT permit & —E L725A 128 T % IPsec 7 12 /%
T4 BRDET,

IPsec BB~ v FICE Y B THNTWD ACL I, RO 4 >OFERERERH Y £ 9,
«IPSec CIRFET DHIENT 7 4 v 7 Z8iNT 25 (permit (IZ—F L7 b DPREDKE) |

o MEST. X7 SA BRVVREE TREIT 5T —#I12% L CISAKMP 22— g% ~
H—3%,

B NT 7 4 v I BMBEL T, IPSec THR#ET RE ThHHTZ N T T4 v I BT 4 NH ) v
7L CHEHET D,
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A28 —TJ x4 RXACLDER .

cETMMBLDIKER AT —3 g U EMBT 5 & XD, IPsec SA DERZZITANDNE D
NERET D (T m—3 3 X ipsec-isakmp erypto map =2 kU 272 T A S E
) . E 7. ipsec-isakmp crypto map =~ R = b U BNBHEAHF B TWET — X
Tu—ZFATOLERS Y £T, ThlE, RAvT—va VPICHEICZRITANLNDS
L2 T 5 TY,

GE)

ACL OHEFE % 1 S7ZTHIRT 5 &0 ASAITEES T SN TWARF S~ 7 HHEIBR L £,

BUE1 D F 23O 5~ v 7 MESH L T 5 ACL #EIET 551X, crypto map interface
A REMEHLTT 44 L SAT—2_X—2ZBYHHL L £4, FEMICOVTIE, crypto
map 2 v REZML T ZE0,

O—H) BT CERTHALZT 4 v IS~y I LTHRET 5T X TORE ACL IZDW
T, VUE—FETT IR T7—A AV BFACLEZERTHZ L E2HELES, £/, 27V
Th=yFEHEBIN T AT =LY HR— b, IOV AT LAEET & LTSI HHLEN
HVFET, ZhITLY, WO T TIPsec NIEL LB INET,

GE)

TRTCDAXT 4 v e~y 7P TACL & IPsec V7 2 EH/THLERH Y £4, EHL 5N
EZINTWRWE | B~y TIIRERL B DOIZ/RY . ASAIT, RIDTEERE 5~ v 7ICE
T —H LW RWE T T 4w E Ry LET, showconf 2~ REFEHL T, 9XTH
Wig~y TRERR DI DL LI LET, RERRI VT M~y T EHEETHITIEL, 7V
Th w7 EHIBRL, RITTWAZ M) EZENML L2 U7 N~y aHEf L7,

W5 ACL TRHMETLT FL A EIT50%E T FL ADIEEIC any F— U — R&2i 4% & RN
FBETDHEO, ZOF—U— FOFEMAITRET TS 72XV, permit any any =~ > K& # 9
5 EWRDBGNRAET HT-D, HRIFMHIET T EE 0,

T NTORE T 74 w7 BRESHET, 2RI 6T 2527 V7 b~y 7 THRES
NTODLETIZRESNLOREEHADO N T 7 4 v 7 bEENET,

T NTOHFGE T 7 4 v 71T D REP LT FF,

ZOTF U AT, ASA X IPsec fRi# SN TV WTRTOEF Ny @M LT RE Y
7LET,

RET DRy FEEFR LTI EELTHEE L T 23V, permit X2 any ¥ — U — R & {if
TLHEGAEIE. ZOXORNC—HD deny LxBE, (REJNZNDO T T 4 v 7 H2FTXTT 4L
ZV 7 UTHRLET. ZhaefThRune, £O permit SUZRESGIN DO N T 7 4 v 773
GENDZ LR ET,
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B sz 1xnc08m

\}

G¥)

ATy I
ATvT2

ATvT3

RTvT4

no sysopt connection permit-vpn 235X E SALTWD L X2, AMTA L F—T = A ADT VA
J)V—"7 7 denyipanyany 7 7/ B A U XA REMOHT I ICEESNTWWZELTYH, 774
TR OOEFLEINTEE T T ¢y ZIXFFR S IET,

RSNy NI =T ~D, A4 bV —H A FEITVE—F T 27 A VPNRETOT 7
T AEZ I hr—/L T 5H72DIT, nosysopt permit I~ REHNHA L H—T = A A LEDOT Y
A arbhe—L URE (ACL) EfARDLETHEALEI ELTH, 9 EL I EHA,

ZORIIIRPTIE, WEHOEET 7 AR F—T W >TWbH & ACLITEH ST,
A—WIELEEX 2V T A T T IAT U A~DSSHEHH L TR T £, Wity hU—
T EOHRA MDD NT 7 4 v 7IZACLICLE > TIELL 7Ty 7 ENETN, NEA v X—T7 =
A A~DEELENTZBB N T 7 4 v 73T 0y TEERT AL

ssh B LW http =~ > NiZ, ACLEVW L7 F7A4 4V T o BR@EL< 720 EF, 2F0, VPN v
T a BT A A~D SSH, Telnet, £721XICMP FT 7 4 v 7 & 521X, IPa—7
v T — &G T B ssh, telnet, L Wiemp 2~ REZBMTILERH D 7,

NZ 7 4w I BEEPRENTEEZERLS, ASAIL, AV Z—T x4 RZEV B THENRTNS
ACLE NI 74w 7 5BRELTCRMELE T, A v X —7 oA AT IPsec ZE| Y S THITIE, &
DOFNEEFITLET,

FIE

IPsec (2 4% ACL Z1ERk L £,

B LT 78R YA NE, ALZ VT b~y 745 ERH LTl OFERIEIERZDO7 )V T R~y
FIC~ v B LET,

T—4% 7u—|ZIPsec XA THTDIZ, BHE~y FIZIKEvl N7 VA7 4 —Ah &y NETZ
IZIKEV2 7ufR—F Lz~ 7 LET,

HHESTEI7 VTN~ 45E0YUTCC, 7V b~y —ELTIZ7 VT v~y 7y b
LLTA vV H—T A AIZEALET,

1

ZOBITIE., TN ASAA FOANEA v F—T 2 A4 A HTERA R 10222 12@D>
5 & EIT, AABF10.00.1 LHREA D 10222 DD T 7 4w 712 IPsec (#7030 ] &
nEJ,

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP

IPsecSADS 1 7524 L0ZEE [

o mm\

: I Internet . o222
Host E—— CViEie ' ' ‘ l_‘@'
10.0.0.1 Sacurity ' Security %
Appliance Appliance —3

Firewall A Firewall B

IPSac Access List at "outside® interface:
access-list 101 permit ip host 10.0.0.1 host 10.2.2.2

IPSac Access List at outside’ interface:
access-list 111 permit ip host 10.2.2.2 host 10.0.0.1

Traffic exchanged batasen hostz 10.0.0.1 and 10.2.22 is protectad batwean
Security Appliance Firewall A "outside® and Security Appliance Firewall B ‘outside®

el

ASAATZ, AA K 10.0.0.1 22HHRA 10222 ~D 77 4 v 7 2RO XD IZFHl L
£

e EEIL =R 10.0.0.1
* 55

Je=7RA 10222

Fm0 ASAA L. AR 102220558 A K 10001 ~D KT 7 4 v 7 B kDO LI
ML £,

e EEIL=FRAF 10222

e FESE =R A N 10.0.0.1

R DRy b ERANC—E L7z permit L2 X - T, IPsec SA DA —TF 73R FED
£

IPsecSADS A 734 LDEHE

ASANHT LW IPSecSA & r v m— T HEXIMMBHT D, Za—rL T4 75 A MMEEE
WCTEXET, BEDIZ VT ~vTDra—~)L 54 T7 54 Mz EEXTXET,

IPsecSA CTl, B s tAMEX—MMEH SN E T, ZOF—|LSAICRAIRARER T,

—ERFIZHEA LT N TAHDT, F—DU 7Ly aPNRBETT, & SAIZIE, THEER
A & ThT 74908 O2BEOITAT7X A LBHYET, TNENDTA 7 XA Lkl
THESAIFKRHL, HLWSADEOORIT—va VBRBBLET, 774V DT A
TH A NE, 28,800 B (8 HERE]) 35X 1V4,608,000 F 234 b (10 A HNA MFHT 1K) T
7

Ta—r) T4 THEALEERETDHE, ASAIZ bR Z Ray 7 LET, BEBICHILS
NIZSADRITL T — g9 T, HLWVEMERHESNET,

e~y TICRESINTZT A 7 XA MENRRL ASAMLH LWVWSA 2RI N2 K=
< v L, ETICEE SN AHT LV SA ERIZ, BEFD SATﬁﬁ%énm\éﬂm~/\/V 74
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TEAAMEEFFALET, 7RI —2 g VEREZITRAS L, ZOETHERTSHT
ATHEALDMELE O —DNVIHESINTNDETA THALMED S BN FOEE, #H L SA
DIATEALEE L THERLET,

BEfFSADTA T7H2A LD LEVEZBZLANC, ETIEHLWSAZ I — N LET,
ZOEHITLT, BEMF SA ORI MBEIN DA, F LW SA OHEAENE T, BEAF SA
DIEV DT A THA LIS~ 15% 1258, ETITHLVWSAZ x> m—MLET,

VPN I)L—FT 4 VT DER

F 7 4V hTlE, AN ESP 2w M L CiE 8 v NN OBSERRL v 7 T TN T
A, IPSec b FNARH TEEINDI ATy MR LTIENA Y 72 T v 7R IThbER A,
—H¥DOFR Y NU—7 MR TIE, V=T 4T T v 7T — Lo THE M F DR
WEFE S, m—A)VIPsec b RDBFHEHEE T v TRETH L 56, P RURHAONT >
MIELL V=T 4 7 &N, s BELEEA,

INEFHIET BIiX, IPSec NEh /N7y MZH LT Ny RBENONV—T 4 T Vo 7T v
A R—T NI LET,

1R BHIIZ

COMEENT 74NV N T4 BE—T RS TWADIL, 25 LAy 2T v Ik BT +—
<V ADKR T ZEET 5720 TY, 2O, NELRERIZOHRA F—T ML TLEE
V.,

FIE

IPSec NI/ MZxF LTy NENOL—F 4 T Vo 2T v A F—T NI LE
j‘o

[no] [crypto] ipsec inner-routing-lookup

1

ciscoasa(config)# crypto ipsec inner-routing-lookup
ciscoasa(config)# show run crypto ipsec

crypto ipsec ikev2 ipsec-proposal GCM

protocol esp encryption aes-gcm

protocol esp integrity null

crypto ipsec inner-routing-lookup
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AEAT4vIOBBETY TDIERK
ABT 47 TV N~ eEHTLEARN R IPsec a7 4 X2 b—2a VEIERT DI
I, WOFNEEFEITLET,

FIE

RTYT1 WOa<vr FEANLT, Ri#T25 771 v 7 &ERT D ACL ZF L £,
access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

access-list-name Ti¥, ACLID %, &K 241 XFOXTFINEITEH L LTHEELET,
destination-netmask & source-netmask Tix, IPv4 x> hU—27 7T RLABIOY TRy h v &
JEEELET, ZOFITIE, permit ¥—U — RIZEk->T, fREOHRHIC—HTDH T 74 v
I RUNETCHREINET,

B -
hostname (config) # access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

ATFYT2 NI T4 B RET LR ERTDIKEVI h T AT —b vy FERET DI, K
Da<r REAHTLET,

crypto ipsec ikevl transform-set transform-set-name encryption [authentication)
encryption T, IPsec 7—4 70 —%{{#T 520D SAL XA EL T,
sesp-aes : AES & 128 By b F—Z AL £,
e esp-aes-192 : AES & 192 By N F—ZfHL %,
« esp-aes-256 : AES £ 256 £ b F—Z AL £,
* esp-des : 56 £ h DES-CBC #ffifH L £,
eesp-3des: b U Z/VDES 7L AAEMH LT,
e esp-null : BF b7 L,
authentication TlX, 1Psec 7—4% 70 —ZR#ET 2720 DK S b XA E L £
e esp-md5-hmac : /N> 2= 72 Y XA L LT MD5/HMAC-128 Z il L £,
* esp-sha-hmac : /v = 713U X AL LT SHA/HMAC-160 ZfH L £,
« esp-none : HMAC F87E72 L,

11
Z OFITIE, mysetl, myset2, aes set2XhT AT xr—L &y NOLBITT,

hostname (config) # crypto ipsec ikevl transform-set mysetl esp-des esp-sha-hmac

IPsec & & UF ISAKMP .
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B <57/ vomes<y Tk

ATvT3

ATy T4

ATy TH

hostname (config) # crypto ipsec ikevl transform-set myset2 esp-3des esp-sha-hmac
hostname (config) # crypto ipsec ikevl transform-set aes_set esp-md5-hmac esp-aes-256

NFG 7 47 B RHETAFIELERTAIKEV 7R —PFAERETHICIE. kOavwr NE
AN LET,

crypto ipsec ikev2 ipsec-proposal [proposal tag]

proposal tag 1% IKEv2 IPsec 7' 2 AR — W)L DLRITT, 1 ~ 64 LFOLTFHITT,
TaR—FNEERK L, Psec 7RHR—Y L a7 Falb—rarB—REHBLET, 2
DAL T4 Fal—TarE— T, TrR—YP Ik L TEEORE ALY A 7 LGS
A TEBETEET,

&1

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

ZOFITHE, secure N T RAR—YFILDOLEITTT, 70 haLBIOKEILY A T2 AN LE
j—O

hostname (config-ipsec-proposal) # protocol esp encryption 3des aes des

1 -

o=y KT, YD AES-GCM £7-1% AES-GMAC 7V Y XL ZH AT 50 Z2 8K L E
7,

[no] protocol esp encryption [3des |aes |aes-192 |aes-256 |aes-gem |aes-gem-192 |aes-gem-256 |aes-gmac
|aes-gmac-192 |aes-gmac-256 |des [null]

SHA-2 £ XNANEREINTWDHEAE, EOT 0T Y X L% IPsec BEMET /LT AL L
L CHEHT 0 ERIRT 2MLENH Y £9, AES-GCM/GMAC IS 7 /LY X h b LT
EINTWAEAIE, XNVEAEMT LI ALEZRIRTIVLENRHY 7,

[no] protocol esp integrity [md5 |sha-1 |[sha-256 |sha-384 [sha-512 |null]
G¥)  AES-GCM/GMAC 3 SAL T LT XL E LTHRESNTVWB AL, VEAMET

NN XALERIRT HLENRH YD £9°, SHA-256 [LIKEV2 b > RIVEMENLT HT29DIC
BEMER PRF I TE £ 928, ESPESGHMREIC B TEET,

(EE) EHE IS ARKEERN (PMTU) =—Y > 7 & A X—7 /1 LT, PMTUfE% T
DIEIZY Y MTOHREZRET 2 ENTEET,
[no] crypto ipsec security-association pmtu-aging reset-interval
e~y PH2ERT DI, Yo NNEREE~ALF a7 A E—RE2EHL T, kOY
A Y=Y A FFIHEZFEATLET,
a) ACL 25~ v 7 IZE 0 ¥ TET,
crypto map map-name seq-num match address access-list-name
WE~y 7y b By 7=y MY OEATT, = hYRZAThERD Y —
by AFT (seqg-num) HFFHE T, map name 13F U C9, access-list-name Tli%, ACL
ID %, K241 LFOXLTHNEITESE LTHEELET, ROBITIX, mymap 237 U
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Th=ov Ty FOLRITYT, ~v 7y bV —7 L AKZFIT10TT, > —r A%
B, 1207V 7 v~y Ty FROEEDZ L NVICT v 7 BT 2720 HLE
T, V=T U ABZEEVDNIWVNEE, TIAAFV T anmL ey FT,

1 -

ZOFITIL, ACL 101 23055~ » 7 mymap (ZHF D 4 THILET,

crypto map mymap 10 match address 101

IPsec TIRAESNTZ DT 7 4 v 7 DEERGE L R D ET HELET,
crypto map map-name seq-num set peer ip-address

1 -

crypto map mymap 10 set peer 192.168.1.100

ASA IZ, ETIZIP 7 R A 192.168.1.100 N E 0 4 THNTWAHSA %2ty b7 v 7 LE
T, ZOavry FEBYIRLT, #EOET2EELET,

OV R~y I LT, IKEvl T v A7 —Ah &y & IKEV2 7aiR—3 LD
ELLEHFATLOI0ERELET, #EO N T VAT —L vy FERITT o R—HL

B, TI9A4F VT 4E (BEDOTTAFIVT A DLDOREY) IZHFELET, | DO
TR RKNBEO N T VAT —L vy bERIEIT e R —FLE2BETEET, KO
2OoDWTN D avy REERLET,

crypto map map-name seq-num set ikevl transform-set transform-set-namel [transform-set-name2,
...transform-set-namell]

E s

crypto map map-name seq-num set ikev2 ipsec-proposal proposal-namel [proposal-name2, ...
proposal-namell]

proposal-namel & proposal-namell Ti%, IKEv2 @ IPsec 7 BAR—W /L% | DL EREL &
T, A~y = MUK, RN EOT R —FLidR— K~ LET,
i -

IKEvl DFEDOZOFTIE, FT7 74 v 7N ACLI0LIC—F LzE &2, SAIL, FD b
TUVAT =Ly FRETD NIV AT +—5 %y MZ—ET 502K > T, mysetl
FE1TT74FVT4) Emyse2 (27 T7A44VT 1) OVTNEFEHTEET,

crypto map mymap 10 set ikevl transform-set mysetl myset2

({EE) IKEvV2 TiE, b R/WIZ ESP ;AL ERBAEEEH T 5728 mode Z5E L E
T, ZAUTXY . ESPREAEINAAY CFADIP Ry "OFSDBREINET,

crypto map map-name seq-num set ikev2 mode [transport | tunnel | transport-require]

¢ [Tunnelmode] (&7 +/v k) : H7E/MEE— RN bRV E—RIZRDET, v
FIbE— R Tl ESPIEBAL LFRAMNTD IP N7 » bR (IP~y ¥ —&F—4%)
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WA I ND 70, REDEETLT LA LFEHRT RUANRIEERIZRD T, 0
IP T —% 7T LAEENEESILEN, HTLWIP X7y hDO_A a— RiZ7) £9,

IDFE—KRTIE, V—ZREDFy U= FRA AN IPsec D7 1% & L CEME
TEXET, DOFV, L—FNERR M b o> THESLETVET, EE T —F 53
v hEIEB{E L, TPsec b FAEMH L Tzt LET, 58— ZIETD P 7 —
27T LEBFIE L, 5T AT AliniE L ET,

Fo gl B— ROREZRHEIZ, =0 F VAT LAZET LR TH IPsec 2R T
HEWHZETT, Flo, NI T v I bRETLHIZELTEES, Frrr
F—FREEATHE, WRBEIII RO RRA L R Lbb$, bl
VT ENTENT y RORKOEEF T EFITONY FHA (bR DT
FARA > b ERTCEGETHREER

s [Transport mode] : 7 47—k L TWRWEA, 72T — RiX, b3
E—RNZT A= NNy I T HET v a NP EOEREE— NI/ £7°, transport & —
RTIXIP XA v — REFAE SIS, TP~y ¥ —3ZOFEHMHINET,

ZOFE— RITIE, 237y ML RLpEmsnT, X7V v s xy hU—7 k
DT SA RN, N7y S ORGERIRIEE L L5 2R TE L E W IHIFIEDH Y £
97, transport E— R T, FM A b U —27 TORFIZRAIE (72 & 21F QoS) %, IP
Ny FL—DERIZESNWTITTEL LT ET, 2L, LA T4~y =N
WElbEndzH, <7y FORENHIRSNET,

s [TransportRequired] : 7 7 /AT — NIZHEEE— FIZ LD E¥A, PRV E—
RIZT7 =Ny 7§52 LT TEERA,

7 7 4V b X tunnel 77 7 LE— R TF, transport 7 7L/ LE— NiL, 7RI D
F— FEYR— L TWARNEGAIZ tunnel E— RIZ7 4 —//3y 7 TE HHEEE— R Th

. transport-require 77 7t /LALE— R TiX, X — FOARNEHINET,
G¥)  transport E— KX, UE—F 77X VPN TIIHESRE SN EH A,

AT MMEE— FORITT = 9 Y OFIITRO LY T,

e)

A=V PIRET— REREL, LAKRUE D R E— RTIRE LI%A .
A=V —ZII RNV E—RIZT A=Ay 7 LET,

« FAZMS tunnel E— RZFER L, ISEMHIAS transport &— R TINE L7cGE . BT
tunnel E— FIZ 7 +— w7 LET,

« A tunnel E— RZ4E7R L, &2 transport-require <& — R DA ISEMIX T
2R —P L EEE L ERE A,

o [ARRIZ, F&1E1HI2° transport-require € — R & HE/~ L, A2 tunnel ©— ROGE, Ik
BANI 7T o R —YFLE2EBELEE A,

EE) 7a— "N IAT7FA L% EEXTIHLEIE. 2V N~y TDSATA 75 A
LAEETELET,
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crypto map map-name seq-num set security-association lifetime { seconds number | kilobytes
{number | unlimited} }

map-name T, W5~ > 7 &y NOAFTIZHE LE T, seg-num TlX, W5~y 7 =
FUNCEI D Y CTHRESERELET, B ERERESINET —ZIZESWTH DT A
TEA LERECTEET, 1120, T—HEETA 7 XA KL A ME VPN IZD A H
SEh, VE—F 727X VPNIZITHEH S EREA,

1 -

ZOFEITIE, 7V <~y mymap DIEERLN T A 7 XA L% 10 ~2700F> (45757) I
G LET, NI T4 VI BIATEAALDIEEINEE A,

crypto map mymap 10 set security-association lifetime seconds 2700

(EE) IPsec N2 D7 ) 7k = AT LTH LW SA ZE R4 5 & &2 PFS ZBRT
B, FT2iE IPsec BT B ITEDERIZ PFS # B R0 2 HELET,

crypto map map name seq-num set pfs [groupl | group2 | group5]

5 -

ZOFITIE, W5~y 7 mymap 10 IZXF L TH LWSA Z R T — 95 & X2 PFS A
VBECT9, ASA X, 1024 £ v b Diffie-Hellman 7 J A L 2T A J)—7ZH LU SA
THEHALET,

crypto map mymap 10 set pfs group2

T3 o7V s~y 7 Ty NICESESICH L THiL— FEA (RRID) %A
F—7 M LET,
crypto map map_name seq-num set reverse-route [dynamic]
AT 7 BNRESNTOWARWES, RRUIREREICITh, B L AR S ET, &
ENREREFELIFHBREINDIETEOE IR ET, ASA L, V—T 47 T—TNZ
ART 47 — bEHBRIZEML, OSPF 2L TENODIL— 2T T A _— |
Py h =T FRER—F— L —ZZ@mL £,
HAF I I BREISINLTWDIGA, b— MIPsectX 2T 4 7V m— g (SA)
DWEST R TIRFIZVERL S 41, IPsec SA HIBREN S LHIBRESNE T,

Gx) HAF w7 RRUIKIKEV2 R—RADAZT 4 v I e~y 7 FIc#EA SN E

To

1 -

crypto map mymap 10 set reverse-route dynamic

ATFYT6 IPsec FT T 4 v EFMT LD, VIV T vy Ty hEAUE—T oA ATHEBALE

‘@40

crypto map map-name interface interface-name
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<y TOER

map-name TlX, W5~ > 7 &y bOARITZIEE L E T, interface-name TiX, ISAKMP IKEv1
XAV a v EA XTI NELET A =T NMIT DA Vv H—T = ADLHIZEELE
ﬂ—o

£l

ZOBITIE, ASA IISMNTA v X —T = A A%&@RTDH NT 7 4 v 7 A~ > 7 mymap &R
AL TR L. REVDMLENE D NEHIWT L ET,

crypto map mymap interface outside

vIREET Y TOER

HAFI 7 7V TR =y, WTRORTA—ZERESN T RWI U T KN~y 7T
T, XA FIv 7 7V T h~v7iE, RELTVWDERTA—=FN, ETOEMEIZED LI
BTHEAFT I v ZICEGEEND (IPsec 1TV T—2a  OFRELT) RV —FT 07 L—
FOZEEERIZLET, ASA IR, A¥T 4 v 7S~y TETOIP T RVARELREES
NTWRWEE, 7 TChy RN ERIATT— FNIELEOIIHA T Iy I~y 7 ZiEH
LET, ZiE, ROXYAT7OET THEALET,

XTI IPT RULANREAFI 728D Y THNDET,

LAN-to-LANDOET . BIRYVE—FT 27 EBXATBETIE, WFEH DHCP 2 LT3
TV I IPT FLAZESTEET, ASAIL, PR ZBBT X0 KL
2EEHALET,

TIANR=RIPT RLARKAF Iy 7 IZED L THENALET,

WHE, VE—RT7BAD MRV EERTHET X, ~y R RIZE-oTHEIV Y TS
N7 T7A4AX—=FIPT RLRA&EFFS> TOET—KIT, LAN-to-LAN ~ & R/VZIXFRTIZHR
EINTZTTAR—KN Ry NT—T Dy FBEHVET, TNURARXT 4 v =T D
REICHERESNDDT, FERL LT IPsec SA DWENLICHE A SN E T,

BTHENALY T 47 7V N~y T ERET D20, (DHCP £723BDFIET) XA F
Ry ZIZEHD Y TOHNTIP T RLARDONSLRWEAER, H10 Y THIEICIFEGRRtho v
FAT U MDTTAR=FIPT RLVABOLNLRWEERH Y £, 8%, VPN T4 T
bci\x&7%/¢ﬂP7kvxﬂ&<\mmm%:/i—VEV%%iéﬁétw®ﬁ4%
Ry J U=y BNETT, 2R, Ny R U RIIKExRFvm—v 3 U
7 KL R % Cisco VPN Client {[ZEID 4T, 7I3A4 7 MIZ 0)7]\I/X%ﬁ)ﬂb’CIPsecSA7%
Iy —hrLET,

GE)

HAF I 7 U7k~ 720X transform-set /X7 A — X 72T BT,

HAFI v BB~y PRl TAE, PsecDAL T 4 X2 b—3 g UNHICR Y 9,
BT NEICHFANCREEIND EIFRLRWRy N =T AT Z LR HERLEST, ¥ 1)
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s4+zvomevy ok ||

v s 7 UF KN~ I, Cisco VPN Client (XA )L 2—HFR L)  BIOREAFI v 71T
E)YTHNZIP T RLAZEGETAL—ZIZx L THEALTLEE N,

HAFIv 7 7T N~y 7Opermit =2 kU |Zany ¥—7— R&EHT 28550, EEN
VETT, ZOX5 X permit =2 MU DOXHRERDNT T 4 v ZIZINTFFy AT r—
R¥YANDRNT 74 v 7 NEENDLDHE, %5727 FUAGEIZOWNTdeny =2 MU %
ACLIZFHALET, Xy hT—27 LT Xy h 77— R¥y AL 770w 27IZx LT, &
7o 1Psec CLRE L 2WEDMD T 7 4 v 71Zx LCE, T deny= h U ZFHALTLES
AN

HAFIv 7 70V N~y EREHGBLEZEVE—FOET L SAZXIV=— T 5
EETUUMRELET, ASAIX, XM T IvIE~vy 7E2EHLTCYE—F BT LOEERE
BT 522 LT TEERA, XA T Iy TG~y 7Tl %G N7 7 4 v 7 5 ACL @ permit
TR E=HELTH, T D SANELHFELRVWES, ASAIZED NI 7 4w 7% R
oy 7 LET,

JIVT b~y By NMIE, 4T Iv 7 7V T b~y T G052 N TEEd, X145
Ry I EYy 7Oy MX, e~y Ty hC—FBRERWNT T4V T4 (DFED, —F
KENWS—HF L AFEE) #RE L. ASARMOREE~ » 7 H LT 5 L 9 I0T 0 ERS
NET, BX2V T4 T TITAT AT, D (A2 T 4v0) ~v 7O MR- L7
WA, A FIv 7 70T s ~u 7Dy hEfE~ET,

AET 4w 72V T =Ty MRS, FA4TIv7 7T b~y T &y MIb,
[il U dynamic-map-name Z £ 203 X TCHOX A FI v 7 7 UT h vy T 2EZOET,
dynamic-seq-mum (Z X > T, By NNOXAFI v 7 7 VT b~y TBRRBIENET, AT
LISy T ERET DAL, Psec BT DT —F 7 u—%S ACL Tl T 2729
I, ACL OFFR[ZFALET, ZOXIITHRELRWVE, ASA L, BT RTT2H605
7= 7n—ID X ANDZ LT ET,

ATy T

FAFTIv I~y 2y ML TRESNTL, ASAM U Z—T A AT hr R~
TEND T T4 971G LT, B a2a— DT 7 /L hb— FE2E D B THRNTLSIZE N,
MoV TEND N T T4 w7 BRETDHITE, A4 T Iy 7 7T~ ~vFIZACL ZiE
miLEd, VE—hK 727X brRVCEEMIT D ACL 2% ET 285413, @727 R
VAT = VERELTLIEEN, Hil— MEAZBEHL L= A VA N—ALTHDIE, &
T RUFINRT v TREIZ 5% I LT 7E &,

TN Ay TEREA R FE—RESATF AT EA N E—ROELENEMHERALT, FA4F
R IERE O N AEERLET, 1o 7 ) P hww Ty NNT. AXT L7
v T T NI EEANTFIv I vy T o N RSB EDEA R TEET,

FIE

(EE) ACLAZ XA AT I v IEE~y I8 Y TET,
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ATy T2

ATvT3

crypto dynamic-map dynamic-map-name dynamic-seq-num match address access-list-name

ZHUCE ST, RETD T T4 v 7 LRELRNET T 4 v 7 BIRED £
dynamic-map-name TiX, BEFOX A T I v /G~y T2 BRI LK 5~y 7 = M) D4
AIZHEE LE T, dynamic-seqg-num TlX, ¥ AT I v IWE~y 7 = NUICRHET v —7
YAFGEEELET,

B -

ZOFITIE, ACL101 ¥ A F I v 7~y Fdynl [IZEV Y TonET, v v T D—7
VAZFIX10 TT,

crypto dynamic-map dynl 10 match address 101

TDEAFI v I Ty I LT, EFOIKEvl TV RA 73 —5 By hEFIZIKEV 7
BR—YPNVEFRITHENERELET, EEO N T AT+ —LEy bELEFT o R—F L%
TIAF VT ANE ®@DTTAF VT 4 DEDONEN]) FEELET, IKEVl T A7 4—
Aty FEEFIKEV 7o R —F s Clza~wr FEFEH LT Z30,

crypto dynamic-map dynamic-map-name dynamic-seq-num set ikevl transform-set transform-set-namel ,
(transform-set-name2, ..transform-set-name9]

crypto dynamic-map dynamic-map-name dynamic-seq-num set ikev2 ipsec-proposal proposal-namel
[proposal-name?, ... proposal-namell]

dynamic-map-name TlX, BEFOXA T v 7 E~y 75 ST 55~y 7 = M) 04
AIZ$EE LET, dynamic-seq-num TIL, XA T I v 7 E~y 7 = MIZKINT 53—
VAT ERELET, transform-set-name 1, fERETIIEET AT AT —LN Y b
DAFITTY, proposal-name TiX, IKEv2 @ IPsec 7' 1R —H /L DA% 1| DLLEEELET,

51

IKEvl OBAEDOZ OB TIX, T 74 v 7N ACLI0LIZ—F L& EIT, SAIX, PO MT v
AT =LYy MBETDR TV AT 3 —h Yy MC—ETE0MTE->T, mysetl (17
TAFVT 1) Emyse2 GE27T7A4A4VT 1) OWTrEFEHTEET,

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

UEE) 7a— UL T4 754 MEEEGHZT HHAIEX, BEXATIv s v~y T = R
DSATAT7HALEZRELET,

crypto dynamic-map dynamic-map-name dynamic-seq-num set security-association lifetime { seconds
number | kilobytes {number | unlimited} }

dynamic-map-name TlL, BEFOX A F I v /M E~ v T2 BRT 5~y 7 = M) 04
A& E UE T, dynamic-seq-num TlX, ¥ A I v Ike~y 7 = NUICHIGT Ho—7
VABFERELET, B EIIEE SN T —XIZESWTHED T A 7 X A AERET
EET, HEL, TERETA T LEYA M VPN ICOREH S, VE—F 77 E
A VPN AT SV EE A,

51 -
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ATy T4

ATy Th

44 rv—44 tiEttozR |

ZOBTIE, AT Iy 7V~ ~y T dynl OFREREZN T A 7 % A 5% 10 ~ 2700 F> (45
) WEMLET, NI 74 v I BEIATHALIEEINEEA,

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

(fEE) IPsec NZDEAF I v 7R~ T LTH LUV SA 28k % & % |2 PFS #3
KT DH, F2iE IPsec BT N HEITED ERIZ PFS #ZRTH0E2BELET,

crypto dynamic-map dynamic-map-name dynamic-seq-num set pfs [groupl | group2 | groups | group7]

dynamic-map-name TlL, BEFOX A F I v /i~ vy T2 BRT W5~y 7 = M) 04
A& 8 E UE T, dynamic-seq-num TlX, ¥4 F I v ke~ y 7 = NUICHIGT Do —7
VAFFERRELET,

1 :

crypto dynamic-map dynl 10 set pfs group5

EAFIv s 2V T~y T ¥y baeRXET 4y VT M~y ky MTBIMLET,

IAFIv I vy TaBRT L7V N~y 7E 62707 b~y Ty bORTTIA
FIVT 4 2 M) ERIKR (=T AFEFHRER) ITHEL T LIV,

crypto map map-name seq-num ipsec-isakmp dynamic dynamic-map-name

map-name TlL, W5~ v 7ty NOARIEZTRE L E T, dynamic-map-name Tix, BEAFO XA
FTIvIKE~Yy T ESRT LS~y = N OARTERELE T,

1 -

crypto map mymap 200 ipsec-isakmp dynamic dynl

Y4 bY—HA FEREDER

o~y 7HEH L CTEMDIKEVI BT 2 ERT D . ILEMEEZR-Es 208 TEET, 2
DALy 74 FXalb—g 030 A MY —H A b VPN IFER T, ZDOEEIX, IKEV2 TidH
A—hrSNEEA,

HHETHRMT D E ASAIL, B~ v FIZHEEMIT LN TNDROET ~O ~ RV Z il
SNLET, RIVE—Ta VBRI LI TICT 2B RE SN, TOE TR T I T 4 7T
WZRVET, 777407 BT EIE, ORI — a3 D& X2, ASA BEIZHRANICK
BRLHETOZETT, T, R —2 g U BNRRTAETRHIXEY, pA o — g
DI LTI T, ASAITIRO ETIWZBY £9, Bie~ v FICEEf T o Tnad T XTor
THRERT D E, ASA DA 7 IVTRPIOETIZREY £17,
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IPsec VPN ) & 1F

IPsec O 74 Xal— a3 DRE
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IIBIE, IPsec A7 4 Fab—ra NI TAEREEFRTHLEDICV I NAERITL
FaArTHFARNE-RTANTE L2~ FTT,

F1:lPseca> T4 XaL—> a3 VERERTT HHDaITUFR

show running-configuration crypto

IPsec, 7 VS b~/ XA FIv 7T
F~w 7. ISAKMP 22 X, 5o 74X
L—v g U RRERRLET,

show running-config crypto ipsec

IPsec2 7 4 FXal—a 22 ERLE
j—o

show running-config crypto isakmp

ISAKMP 2> 7 f ¥ o L— 3 VK EFoR
LET,

show running-config crypto map

IV F R~y Far7 s Xal—g 80K
EFRRLET,

show running-config crypto dynamic-map

FAFIv I /)T h~yTDar7 4Xa
I/F“:/El ‘/%%ZT—\‘ L/jz—a—o

show all crypto map

TRTOaALy 74 FXal—ary NI A—X
(T 7 4V MEEFFONRT A =2 L ET) &
FRLET,

show crypto ikev2 sa detail

5 5L AL A 8T D Suite-B 7 /LU XA A
N—haeFRRLET,

show crypto ipsec sa

VT NEREFTALT TR ANE—RT
@ Suite-B 7 /L2 Y XL P AR— I L RESPY3
IPsec H /1 FR L E T,

show ipsec stats

VU NEIEALTF A TX AR E—RT
D IPsec 7 2 AT MCBT B @A FoR LE
. ESPV3 #AMEHIE, %15 L7z TFC /87 v
B LU B LR 72 ICMP — 7 — (2%
RENET,
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YI— hORIZF 274 T vy avorTEEE [

JIJ—RrDHIZT I T4 £y a DT Z 1350

FTRTDT 7747 By a U PEHENICK T LIEGEIZRY ASAZY) 77— 55912,
AV a—VERETEET, ZOHE 1772‘/V1\Tﬁ>d] IRESNTVWET,

=L

reload =~ > RZFEH LT, ASAZ U7 —FLFET, reload-wait 2~ > REZFHTET 5 L, reload
quick =~ > RZfH L T reload-wait 7% & Z )T TE £ 7, reload 2~ N & reload-wait
a2 RIEFHE EXEC E— RCHEHATE ET, EH 0128 isakmp 'L 7 1 v 7 AIfHT £8
Ho

FIE

FTRTCOT 7T 47 by a NAEICK T T 201> TASA %) 7— N DHREL
F—=T T DI, ROV A FY— ﬁ%%&Xﬁ%//ﬁwitivw%:/T%XF%~
RTETLET,

crypto isakmp reload-wait

1 -

hostname (config) # crypto isakmp reload-wait

EGRRORBICETIZESET S

VE— K 77 AR LAN-to-LAN D v a N RNay 74 538BICT, ESFIFELH0n
HVET, 2L ziE ASADYV Yy NE U UCERIFV T -, By ary TA KV EALT
7 b, KBS OEE, EFEEIC L DEIETT,

ASA TiZ, (LAN-to-LAN 2> 7 4 Fal—arEHIE VPN I A4 T D) BESN-
TR LT, By va VDN EERERSNDERNCEACTEET, 77— MEZELZET E
72137 947 M, TOHAZEFILLTAXRY N g JEREIR Yy TT v 7 XL R R
LET, ZOWRERIZT 74V N TEREMICRESNTWET,

BREXINTZ7 TAT L FEETIZEROLDONREENE T,
T T — IR AR—T NN TWbeXa VT4 TTFIAT A
*Cisco VPNClient D95, NX—=T a3 V40 LUED Y 7 b7 #FTLTWDHHD (v
T4 X a L — g VTR

IPsec 57 ~DOYIHHE@EI % A 31— 7 /WIZF 5IZ1E, erypto isakmp disconnect-notify =~ > N %
VUTNEREIINTF a TR AN E—RTASLET,
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B cs2v5c7vsz—varorur

X T4T7VII—230D0)7

—EDar T 4 Fab—ra UERT, %O SAERIT=— ML TWABIETEIRY
FT, ILWRELZTZEBIZANCT 2121, BEfFOSA%Z 27 V7 LT, BHEED=a T 4

X2l —a TSAEHMLLET, ASANT 7T 4 71T IPsec b7 7 4 v 7 ZULELL T\
HEEIE, SAT—HR=2ZADHL, AT 4 Xal—a VERORELZITHMNTETE
VT LET, SAT—HR—REZEI7 VT T D501, KEBAREEDOLEAC, ASA 134L
HLTWSIPsec N7 7 4 v 7 BWNVDIRWEAIZRET D LI LT EEN,

WROFIRTa~vr REANTHE, Yo NERIIVLTF 20T F X h F— R T IPsec SA
VT LCEHAET A R TEET,

% 2:1PsecSADY ) 7TH L UBMHILADa<T UK

clear configure crypto IPsec, 7 VT b~y XA FIvr 707
F~w 7 ISAKMP 72 & Wi5a 7 4 ¥ =
L=y UREREHIBRLET,

clear configure crypto ca trustpoint TRTONTA MRS FEHIELET,
clear configure crypto dynamic-map T_RTCDOEAFIv I 7T N~y FE2HIE

LET, BEDFAFTIvI 7T b~
ZHIBRCE DX —U—RbdH Y 7,

clear configure crypto map TRTOZ7 YV S~y 7FEHIBRLET, HE
DIYVT vy THARTEDLF—U—b
HYET,

clear configure crypto isakmp ISAKMP = > 7 4 ¥ = L—3 3 U 2K & Y%
LET,

clear configure crypto isakmp policy T_TOISAKMP R Y > —F 7213 EDRY
T—mHIBRLET,

clear crypto isakmp sa ISAKMP SA 7 — % N— 2 &K & KB L £,

EEXyJaArvIJ4Xxal—3>ny )7

clear configure crypto =~ > NiZi%, IPsec, W5~/ ¥ A4 FIv /s~y 7, CA M7
ARKRA Y b, TRTCOFEHE, GEA#E~y 7 a7 Falb— 3 ISAKMP 72 &
AT A X2 b= a VOBREHIBRTE D51 BN EENET,

51# % 8 E L 72\ T clear configure crypto =~ > R&Z AT 5L, BEEar7 4 Xalb—v 3
YA (TRTORFELEL) BHIBREND Z LIZEELTIIZE N,

AR DWW TIE,  [Cisco ASA Series Command Reference] @ clear configure crypto =2~ > K%
ZHLTLZE0,
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