ax>4

ZOFETEH, VAT A AvE—U%FELT, VT TN a—T 0V ZIEHAT D HIEICON
THBHLET,

03X OME (1 3—)

X TDHARTA L (TX—=)

e BX LT DORRE (9 =)

e g E=HXY T (25 —)

axX 7ol (26 X—)

aX 7O (27 X—)

OX> D=

VAT A BX T, TN ADNG syslog T—E U EFITTHT— DX v -V EIE

TBHHIETT, HRODOsyslogh— X~ X 7E, e 7BLOT 77— FOEMNITHEILLET,

VA TFTNRAATE, INHORT A vE—T% UNIX A XA LD syslog B —E RZE[ET
EFET, syslog—ER L, Yo7 rary s Xal—rary 774 MIEST, AvkE—

CVESZELTTZ 7 AMIRET L0, HAOLET, ZoBEXoax o 7%, FRiEIN-EHN
PRSI A e IR LET, v v —F v R TA Y a—T 4 T BEOS T
NMLE O G TR B E T,

ASADYV AT A 72k, ASADE=X VLV IBIONN T TNy a—T (7 THLERIER
L EMTEET, aX L THREAFEHL T, ROBEEZFITTCEET,

s O 7\ZEEERT D syslog A v —VERET D,
*Syslog A v E—YOEKEDOT v —T /ML EIZER
c WETLe, syslog A vE—VEELRERD, 1 DL EOGFREZHET 5,

s NER Ny 7 7

« 1 &Ll E® syslog H—
« ASDM

*« SNMP EHIA T —3 3
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B 720752 2—rconxoy

cHHEDE A= T KL A
e Y — )b

*Telnet » SSHEv 3

cHEHRKELANNRA =V VTR EICLD, JV—TNTDsyslog A vE—VERE
BLOEHT L,

« syslog DRI L— MHIRZBEH 2028 9 I &46ET 5,

s 7Ny T 7 BN IR S 2RI, TONFICH L TCEITT 0 (Ry 77
EEXTLH RNy T ONEE FTP U —NIEET D, £RIENEEZNEH T T v =
AEVIRGFT D) ZHEET D,

T, ERELNL, VTR FLREFAAZ LA yE—T U RANMILY, syslog A v E&—
CEITANEY LTI D,

TILFAVTFFANE—FRTOOXFLY

FNENOEXF2T T4 a2 THFANMUL, MEORX U J a7 4 Fal—varBEgE
NTEH, WEDA v E—UNERINET, VATL A TXFAMNERTEEH L TFA B
e 7 AL, JloarFXA MIEE LGS, By a v TERRIND A v E—VI38HE
DaArTHXFANMBET LA vE—VICREINET,

UAT BT AR ATEREND T = — /LA —r3— R yt— Dl P D syslog A v — VI,
BEHaLTXANTERSNDEA v E—VL LLICFa LTI R N TERRTEET, VAT
LFATANR—ATIL, BF T ORERLEF  VIHEROZRIITE EE A,

ASAB L TASASMIL, TNZENDA v E—V L L HIZarTHFAMMEEGDDH L IICHET
TET, ZNICTE-T, BH—Dsyslog h—NICEXESNL3 0 THF AN Ay =TT
TFET, ORI, BT XA RMDOLEEINTEA vE—VE VAT ANLEE SN
A=V OHBNZHESIHET, ZIUNFARER DX, BEILB VAT LAFITAN—ZATh D
A=V TRIVRATLOT A AIDBMEH &, BHa TR ANBEFELTHDLA vE—
VTIET AL AID ELTEHa VT2 MOARIBERN S NS0 6 T,

syslog A v t— 0 H
Ko, SEEERsyslog A v b VERERT B = L TRIBTE BIHY A 7 OBIERLET,

*ASAtF a2 VT 4 RYV—TRFA SN, ZhbDA Y=k, EFa VT 4 &K
Uy —=THWEEEDOR =NV E2ERT HDITHRILLET,

CASAEBF 2 U T 4 R —THESEINER, ZNOHDA yE—UiE, BX 2T 2N
Xy NT—=JIICEREESNTWAET VT 4 ET DX A TR LET,

cACETESRu X JHBEDMH LD . ASAE7ZIZASAY —EREV 22—V TRAELT
WA A F R TEET,
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syslog A v t—UHHK .

cIDSTZTAET 4 AvE—UIiF, BELZHENRSNET,
e A—PFEFEL I~ FOMAICEY, BX 2V T4 R O —DOEREZEARY T2 Z &R
TEET,

o« MR LRI A » & — 21203, 73 LW SN 7oAk D1 E D, A S LT RFfR] &
N7 T4y 7 BIRENET,

o« 7'm b a AR A v E— VX, FERTHEAINZ 2 Fa LR — FEEIRE
nEJ,

o 7 R U ABHEERZIEYE A~ & — 1%, FESLE 72 13U STV D NAT £ 7213 PAT #5554
TR LET, ZoOFERIT. NEEy NT—7 OISR ESNDIEBEOHLT VT 4
TADUR—E2ZE LSRRI ET,

syslog X v t— TR

syslog A v =3/ —t v hDFEE (%) THEY, RO LD ITHEELESNTHET,
$ASA Level Message number: Message text

WDOFIZ, 74—V ROFBAZRLET,

ASA ASA BEXONASASM (A ENTZA v =V D syslog A vE—Y 7721
7 4 32— FZ OfEITHFIC ASA T,

L~UL 1~7, LoULE, syslog A v E—VICRR STV AIRIMOEREZ R L
F9, EMEVNZEZDRMOEREITELS 20 £77,

Message_number | syslog A v & — 3 ZRET D 6 HDEA DE =,

Message_text KM EHHAT D7 X2 FUFF, syslog A vE—V D2 DEFIZIE, IPT R
VA, R—=FEH, FL3a—FAREENTNDLZERHY £,

EX

it

WDOEIZ, syslog A v—VOEKED LR LET, TNENOEKEICH AL LT —
ZEDYT, ASDM B2 B a—7 CEHREZHN LTS THZENTEET, syslog A v
=T DOEEEETT 9 21X, [Tools] > [Preferences] > [Syslog] % 7 # iR T 250, Fiziin /
B = —7 B{KD Y —/L,3—"T [Color Settings] 27 V v 7 L ¥ 7,

= 1:syslog * v E—CDEKE

LRILES BXE & EA
0 emergencies VAT ADBMERAR AR TR EE,
1 alert FTIHETAI2LERHY 9,

nxyy
|
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. syslog * v &—Y T4 LB 1YY

N

LRILES BEXE & EA

2 critical S ZRAS /1A GC I

3 error =7 —REETT,

4 warning HEREE,

5 notification EFETTN, EEEZMLE LT HRITT,
6 informational HHRA =TT,

7 debugging TRy T Ay—ITI,

GE)

ASAlE, FEKJE 0 (emergencies) @ syslog A vE—U %A L EHA,

syslog * vt— JaLB YT

ERR XD syslog A v B— 0%, KEED syslog A v — U7 RN EOH N LICEEEIND X
T4 NZ ) T TEET, 22, ASAEZHREL T, T _XTDsyslog A vE—T% 1D
DODHATIZHEE L, TR EDsyslog A vt —Y OV 7y EJIOHNEICEETHZENT
xET,

HAREIIZIZ, syslog A v B =P ROBEREITHE > THARICEESh D Ko IcTE £,
e syslog A v &—2 D ID HF 5
e syslog A v & — DEKE
ssyslog A vE—Y 772 (HE=V 7 L[F%H)
INOOEET, M ERET DL EITHEARERA =Y U R MEERL T, W AZ~

AATEET, HOWE, AvtE—T UXNEITEBERIZ, FEDRA vE—Y 7 T A%HKH
ATOHNFEITHET DL I ICASAZRET HZ LB TEET,

syslog A vt—2 V35X

syslog A vy =T D7 T ZATRD 2 SO ETHEMTE XTI,

esyslog A v = OH T TV REROMNGFTZFEE LE T, logging class =~ > R & {fi [
LET,

Ay bt—V IV ITRAERETHA yE—T URMEEKLET, logging list =~ 2 R&E#
ALET,

syslog A v&—3 7 7 R%, T3 ADRHRE T IFHERE L R D X A 712 K > Tsyslog A v
= UESET O HERRMELET, e XE RIPZ T AERIPAV—T 4 V7R LET,
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syslog A v E—2 U5 R .

KEED 7 7 A/ T 5 syslog A v E—2 D ID FHILT T, BHOIHAHERLTT, &z
X, 611 THEE DT RXTD syslog A vE— IDIL, vpne (VPN 27 FA4 7 F) 7 7 AZRH
FFIFHATWET, VPNZ T4 7 2 MEBRICBIES T 51T 5 syslog A & — Y OfaPHIL,
611101 ~ 611323 T,

F7o, 1ZEAEDISAKMP syslog A > Z— I EHHICMS =47 V=7 hodt@t > K
WEENTWDTED, PRV EBIT OOIKIHET, ZNbDA TV =r I, AW
RE/e & XIUT, syslog A v E—YOFT X A2 NOFNIAMAMIILE T, syslog A v &— ARk
ATV =7 NSRRI A REE D heading = value DFLAADEIZFREINE A,
FT7V = MIRO LIRS E T,

Group = groupname, Username = user, IP = IP_address

Group I b > /v 7 )L—"7 Username (X7 — /L T — X X— A F 11X AAA T — 30 b B
Liza—H4, IPT RLAZVE—R TR I TAT U NERIEIVAT2ETONRT Y v
7 1P 7 RLATT,

WDORIZ, AvE— 7 FREZT75ZADAy— 1D OHEHBEY A N LET,

R2AVE—CIVSRABIVEELEAYE—D IDES

D3R E&E Ayte—TIDESF

auth User Authentication 109, 113

bridge FZ AT L h |110, 220
TrAT VA —IV

ca PKI i&GEfR 717

config av s A —7=|111, 112, 208, 308
S{ A

e-mail EFA—)L Tax |719

ha 7z —/)LA—3— (»~|101, 102, 103, 104, 105, 210, 311, 709
ATAZ7EVT 1)

ids RABE S AT I 400, 401, 415

ip IP A%y 209, 215, 313, 317, 408

np Xy hT—27 Faty 319
A

ospf OSPF /L —7 17 |318, 409, 503, 613

rip RIP V—F 4 > 107, 312

rm Resource Manager 321
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B rxs2x0e—vuzr

935 R EE Ayt—TIDES

session a—HFryiar 106, 108, 201, 202, 204, 302, 303, 304, 305, 314,
405, 406, 407, 500, 502, 607. 608, 609, 616, 620,

703, 710
snmp SNMP 212
sys AT A 199, 211, 214, 216, 306, 307, 315, 414, 604, 605,
606, 610, 612, 614, 615, 701, 711
vpdn PPTP 3 L ONL2TP & » | 213, 403, 603
va YV
vpn IKE ¥ & O IPsec 316, 320, 402, 404, 501, 602, 702, 713, 714, 715
vpne VPN 7 Z A 7> b 611
vpnfo VPN 7 = — /L4 —3—| 720
vpnlb VPN o — K NZ 3 | 718
N4

webvpn Web ~X— Z ® VPN 716

NAZL AyE—D YA K

HAZ L A ytE— URARNEER LT, #ET D syslog A > t— & ZDH 5% FHRIZH]
BTEEST, DAX hsyslogA vE—V DU AT, ROFHEONTNNEZITTXTEHEH
L Tsyslog A v =Y DI NV—T%RELET,

« HRME
« AvE—YID
s syslog A vt — ID O#iH
cAvkE—T I TR
FEZIE AvE—Y )R P EM L CROBEEEITTEET,
c HRENTBLV2Dsyslog A v =V Z@ERL, 1 DL EOET A= T FLATEE
T 5,

A vt—=v 7T (Thal 72&) ([ZBEEMT DTN TDsyslog A v — T ABR L,
WER Sy 7 7 IS 5,

A=Y VR RNMIUE, AvE—VEBERTI-DOEBOEEL GO DL LN TEET,

2L, A yb—URPULEOBENT., thZnffliloa~y Ry b TITHORERH Y £
T, BELIZA v E—VBBREELZEDA v E—2 VA MPMER SO TTREED H Y £7,
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AyE—D YR RD2AODEREC L > THU A v E— SBRBIRSNBHE, ZOA vE—IF
— T e ZCisk SN E T,

syslog A v b=k, VIAX VU ITBRETCOT AT 407, F=XV 7, BLOMT
TNy a—F 4 T DO DIEFICEHERY — LT, 7T AFZNDK ASA 2= b (KK
8= FAMEMATEET) 1L, syslog # vE—T BN ARK L E£4, FED logging 2~ >
REFERTLE, A LARZ U TBIRT AL RAID EEFT~y X — 7 4 —)L REHI#EITE F
T syslog — 3T, syslog ¥ =R L—F ZANT 272DIZT A AID ZEH L E7, logging
device-id =~ REMEHT 2 & [F—F72I1387 57 /31 R ID f & Tsyslog X vE—V%4E
BT HZENTE, JIAXZANDOR—FFRR2L2=y LD A v E—VDOXHICARED
ZEMTEET,

OX> 0084 F34 2
ZOIETIE, eX T ERETOANCHR T AILEOH HHIBHFRE HA KT A 2OV TEL
BHL £,

IPV6 DHA K54 >
« IPv6 3R — b &N E T, Syslogid, TCP 721X UDP Z{EfH L THETE £,

e syslog HE IR ESNIA v X —T =24 ANFHTHDHZ L, IPVORILTHDHZ L. B
KW syslog =P EAS X —7 = A ARHATHEETE L L 2R LET,

«IPv6 ETOEX 27 vX /3R —MShEEA,

ZOMDHA K514

s syslog H—/NTlL, syslogd & W H =T 07T AEFETTHMLENRHY £7, Windows
T, AN —=T 4 7 VAT LDO—FE LT syslog h— " Zft L TV E T,

CASAWVERR LT7-u VA FETFTHITIE, X TONNEEEETALERHY T, 7 X
YT DOMNEEREETICa X T2 R—T T DHE, ASAITA v E—VFERLE
T, ENHEDOA vE— B TCRRTELGNRGFEINETA, FuX 7 o%E
IXEBNZIRET AMER DY £7, 72& 21X, M s U THEED syslogh— & f5ET
HITiE, FrLvnavr FE AL, T filox=>y M EZRELET,

« AH RS F AL AT, TCP _ETO syslog DEEITTHR—bEERA,

2ODERBDBV A NETNTT T A%, BipD syslog h— "ERIFIRICer—2 3 SIZE#HY
HBTCHZ EITTEERA,

s K16 BD syslog h—N"ZHRETEET, 2L L, vLF ar7THFAME—RTIE, =
YTHRANTELIZ AT ANTHIRE TV E T,
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e syslog F—/3N%, ASA #BRHI TEETE RITIULR Y EH A, syslog h—"PE[FETE5HA
VE—=T 2 A AET, T ANICMPEERGEA v =V %L L, [F U¥— T syslog
HEETLEICHET HLERNHY F¥, TRXTOEREICHLTrF U ITRA =T
NTHDLZ EEZMERLET, syslog — DT T 2 L2NWEIIZTH728, syslog
313001, 313004, 35K U313005 DA #Hl L E 7,

syslog D UDP##t DHUL, ™N— RO =7 7T v F 7+ —ALDCPUDE L | FET 5 syslog
T RO E RS L T E 9, ATHEZR UDP syslog #t DEUTH 12, CPU O L 3% E
T % syslog P — O AEFRHE LIZEER CIZ720 £, 72 & 2135 syslog ¥— 3 TlIk D
X9z £,

+ ASA 5585-SSP-10 Tld#k K 4 > UDP syslog ##5i 23 /] HE T,
* Firepower 4110 T3 #x K 22 @ UDP syslog ##5i23 FIRE T,

* Firepower 4120 Tldi K 46 @ UDP syslog ##5¢ 75 FIRE T,

THETFHI SN TV AEETT, ZFa— L UDPERT A KA XA LT 7 MIZhso
tyvailEHIN, 774NV MNI2HTHDL I EICEELTLEID, IhbDty
varEINLY QEWCKEETHUUAGAICIIZORELFRETCEETE, XM LT U
I syslog 721F C72 < §_XT? UDP #felc i v E 7,

TI7RAVANDEy M TERETHLEDICHAZ L AyE—Y VR NEFEHATS
L. aX U TEKERT ANy (LLT) OF 78AVANMIHLTUL, T7ERA YR
fowr ZIERSNER A, logginglist 2~ RO X JEKEDT 7 4L ME, 61
RESINVTWET, 207 740 FEWETEHFHI LD HDO T, 77E8A VR a7y
XFal—arorXr JERKEZT Ny ZICHRNICERT 55T, ax¥r s av
TA4Xal—va VARLEETHRERH Y £,

BXTERENT ANy ZICERINIZD, T7EA VA RDE v FREFENL TR
show running-config logging =~ > KO H H1Hl & KR L £,

ciscoasa# show running-config logging
logging enable

logging timestamp

logging list test message 106100
logging buffered test

Wiz, 778 A U AR v b %&%ETe show running-config logging =~ > KO /15 %7~ L
EJ RN

ciscoasa# show running-config logging
logging enable

logging timestamp

logging buffered debugging

DPE. T7BARAVA a7 4Fa2lb—r g VEEERET, 7782 VA NEY K
%Iﬁw/t@m@oto CFRRNEINFET,

ciscoasa(config) # access-list global line 1 extended
permit icmp any host 4.2.2.2 log debugging interval 1 (hitcnt=7) 0xf36b5386



¥y
nxvronE [

ciscoasa(config) # access-list global line 2 extended

permit tcp host 10.1.1.2 any eq www log informational interval 1 (hitcnt=18) Oxe7e7c3b8
ciscoasa(config) # access-list global line 3 extended

permit ip any any (hitcnt=543) 0x25£9e609

« ASA 73 TCP #%H1 T syslog #2557 5 &, syslogd F— B RADFLENE, B O MMIZH 1
IO F T,

s syslog F— NI 5325 L7z — NGEBH E1X,  [Extended Key Usage] 7 « —/L KT [ServAuth]
EZOLMLENRDY T, ZOF =y 7iE, BLBAERFEUSNOGEHEICOLETIN
E9, HEBAGEHEOREG, 207 4 —/V FIZEITFER RS E A,

ATV aX o Tk A X—T M LET,
AT 9 T2 syslog A v E—Y OB EEZELET,
GCE) Hhar74¥alb—raid, ASABKXTVASASM Tsyslog A v E— T & T 5
T DIZFITT HEERB K OEFIC L - TR Y £97,

Enable Logging

HX T A X =T T DI, ROFIREZETLET,

FIE

RX T A F =TI LET,
logging enable
£

ciscoasa(config)# logging enable
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FTTINY 2a—=T 4 T BLORT =< ADFT =4 ) 7 HTsyslog A v & — Y O IR
W& i T HI2IE, syslog A v B—VDEER (NEe 7 Ny 77 1 DEITEE OIS
syslog#—/3, ASDM, SNMPEHHA T —> g, ar Y —LR—b, EELEETFA—LT
RUA, £/ Telnet BEOSSHE Y>3 2 l) 21 DEHITERIEET L2 L 2BED
LET,

518 syslog H—/ 3\~ syslog * vt — P MiEE

ATy T

ATy T2

A8 syslog B — N TRIHAIREZ R T 4 A7 fEIRICIE U CA v =V 2T — A4 7 L, ZDORIF
B, aX T TR EBETEET, LR FREX A T D syslog A vE—Th e JIZE
grsniev, v LT — 2RI TLAR— NHOBIO 7 7 A VI ZE OFLERDRAF ST
D, HDNEVA FNEEDOAZ Y 7 N EFEH L CREHERS B SN0 LIEEAIS, iRl
TIvarNEITEND LI ETEET,

AL syslog —/NZ syslog A v E—T A XET HITIE, ROFIREZFATLET,

FIE

syslog =N A v =V 2 RMET D720 ASA ZRE L £,

IPv4 F 721X IPv6 syslog T — N2 A v B—VZE[EFETH LD ASA ZHETEET,
logging host interface_name syslog_ip [tep[/port] | udp [/port] [format emblem]]

1 -

ciscoasa(config)# logging host dmzl 192.168.1.5 udp/1026
ciscoasa(config)# logging host dmzl 2002::1:1 udp/2020

format emblem % — 7 — K%, UDP [RE T syslog ¥—/3T® EMBLEM £ ¥ > 7 & H 2
LE7, interface_name 51#IIL, syslog 4 — NIZT VB AT HELEEDA L F—T = A4 A% t5
ELET, syslog ip 5I1EUTIL, syslog B — 3D IP 7 KL AZRELE T, tep[/port] F7=1%
udp[/port] ¥—U — R EBEDOT X, syslog— I syslog A vE—T % E(ET H72DIT ASA
T TCP M3 %50, UDP 2T 20 %EELET,

UDP F 721X TCP DWW T a i H L Csyslog h— NMZT7 — X #6575 L 91T ASA #3%XET
HZEETEETY, MAFEEHTLILOICRETHZEIETEERA, Y2 baLziEEL
WA, T 740 Ok aE UDP T,

TCP Z45ET D &, ASA 721X ASASM |3 syslog h—"DEELZHBE L, X =V T 1 i#
ELTASABLUASAY —ER BV 2 — /Ui O LWEERNA 7 12 v 7 SivEd, TCPsyslog
T NSOGB T LWEERLZFF [T 5121X, FIE3Z S LT 7Z S, UDP %5
ET DL, ASAIL, syslog — 3SEIEL TV D200 E 9 CEfRZe < B L WEERE 2 57 7] Uil
F4, HORR—MEZ, EH607 1 FaLTh 1025 ~ 65535 T3, 7 7+ /L F® UDP
N— NI 514 T+, T 74/ FD TCP AR— ki 1470 T,

syslog +—/NZiE(E9 5 syslog A v E—VZEELET,
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logging trap {severity level | message list}

51

ciscoasa(config)# logging trap errors

HRELLT, A 1 ~7) FRFAFEZEECEET, LEATERELIICRET D L.
ASA X, BEREMN3, 2. BELO1 D syslog A vE—T%FEFELET, syslog F— NZEEFT
Lsyslog A v E—VERELIEANAZ L AvE—Y VA RNERETHZI L TEET,

(A7 a ) TCPHHt STz syslogh— "\NH DU LIHE, FiLWERE 7 v v 7 358
HET A E—T M LET,
logging permit-hostdown

&1

ciscoasa(config)# logging permit-hostdown

ASA F 7213 ASASM 78 syslog A > &—% TCP ~X—AD syslog —/MNIEET 2 L 9 ITRE
ENTVDEHA, BEWsyslog F— "0 F 7 L TWE B Fa—RN0n o X0 oA, B
LWEERE 7 7y 7 SVET, HT LWL, syslog— 3Ny 7 T o7&, » ¥Fa—
DN ENTRL Ro T RICHEA TS NET,

(A7vay) axXr 7 7707 4 2204 OMEICHELET, iU, 1T&AEDUNIX
VAT ATRESNTWET,

logging facility number
£

ciscoasa(config)# logging facility 21

tXa7 OxXoTnEMIE

FIE

logging host @+ R Csecure ¥ —V — RZIFEL T, EF 27 e X 7E2FICLET, F
7o, MEZE U T reference-identity 2 A Jj L £ 97,

logging host interface_name syslog_ip [tep/port | udp/port] [format emblem] [secure[ reference-identity
reference_identity _namel]

FTNENOERBHIZIKR D LB T,

» logging hostinterface _name syslog ip \Z1%., syslog v — "B HFHIT DI o X —T A R &
syslog h— "D IP 7 RLAZELE T,
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. syslog & —/\I2%{59 % EMBLEM 2 =X syslog * vt — U DERL

s [tep/port | udp/port] (213, syslog V— "N syslog A vE—V% U AT 5K — K (TCP %
721X UDP) Z4E L E7, tep ¥— 7 — R, ASA F721F ASASM 1 TCP ZfFH L T
syslog A v E— % syslog h— NI ETHZ &2 ELET, udp F—V— Fid, ASA
F721% ASASM 78 UDP Z ] L T syslog A v t&— % syslog — NZEET 5 Z & %245

’_./:E_‘L/i‘j‘()
« format emblem ¥ — 7 — KX, syslog #—/NZxf L C EMBLEM JEXD 1 X o 7 2 H3hIZ
LET,

esecure ¥— U — KX, VE—F BX 7 HRA M~OEHE T, TCP OIGEIZ721F SSL/TLS
EEATL2EICHEELET, EX27 oX 2 7 TIXUDP 2R — kLT =,
o harEFHLL ETHET—NBELET,

- U

« [ reference-identity reference_identity_name] 1L, PARNIERE SNTZBRT AT T 47 4 A&
TV MIEDSSGEHETORFC 6125 2T AT T 4 T A EZ AN LET, &
MID A7 V=7 MZOWTHLLIZ, ZRID ORELZZRLTIZIVY,

1 -

ciscoasa(config)# logging host inside 10.0.0.1 TCP/1500 secure reference-identity
syslogServer

syslog " —/\[Z%{EF % EMBLEM 2 X D syslog A v 22— DAERK
syslog " —/3~® EMBLEM JEX D syslog A v — Y &2 4EKT 51213, ROFIEEZFATLET,

FIE

EMBLEM £ syslog # v ¥— %, UDP MDA — b 514 Z{Ef L T syslog % —/MZ %]
ﬁ—o

logging host interface_name ip_address {tcp [/port] | udp [/ port]] [format emblem]
il -

paflli
—
94

ciscoasa(config)# logging host interface 1 127.0.0.1 udp format emblem
ciscoasa(config)# logging host interface 1 2001::1 udp format emblem

formatemblem ¥ — 7 — R|%, syslogh—/3T®OEMBLEMERArn ¥ 7 ZHF %02 LES (UDP
FRAE) . interface name 51HIZIE. syslog — NMZT 7R THLEEDA X —T = A A%&E
ELET, ip address 5I31IE, syslog —/"DIP 7 RLVAZRELE T, tepl/port] 721
udp[/port] ¥ — U — R EBIEDT (X, syslog — NI syslog A vE— V% EET H72DIT ASA
TTCP AT 27, UDP AT 50 %2EE L ET,

UDP %7213 TCP DWW & L C syslog — 0T — & 241535 L 91 ASA 2 ET
HZEMTEET, Fa hanEEELRVEES, F 740 b7 b LT UDP T,
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{0> i 715~ 0> EMBLEM o 2D syslog * vt — 05 [

#ED logging host 2~ > RAEMEH LT, syslog A v E—T&ZETIHTXTCOBEMP— 1%
FEETEET, 2202 EouX o 7 —n"EeRETLLAIE. LT, T XTorF 7 H—n-
WZBWT, B X V7 OEKED EFR% warnings 2L T 72 S0,

TCP #5795 & . ASA F£7-1% ASASM [T syslog ' — "DOEEZBRIH L, X2V T ¢ i
ELTASAERAT AT LA 7 ny 7 LEd, UDPEFRET D E. ASA £7212 ASASM
&, syslog = "DEHEL TV D22 E 5 TR HT LW 2577 Lt £, A0/
A= MEX, EH5607 v ha/LTh 1025~ 65535 T, 5 7 4/L h® UDP AR— KL 514 T
3, T 7/ h® TCP R— ki 1470 T9,

fthd 1% ~D EMBLEM 2R D syslog * v 2 — T DERK

fthd 7156~ EMBLEM FER D syslog A »E— U %ARKT HI121E, RO FIEEZFATLET,

FIE

syslog — LIS D 1% (72 & 20 Telnet £721XSSHE » > = ) (2 EMBLEM X2 syslog
AvE—VEEELET,

logging emblem

1 -

ciscoasa(config)# logging emblem

REO S /Ny T 7AD syslog »* v —TDEE

ATy T

—RE 7R BRI L 22 DN e 7 Ny 7 7 ILEET 5 syslog A v —VEEET H2HLERH

DET, LA vE—I1F, VA NORZIZEMENET, Ny 77 B0 EWIie 728
B DFEVRY T 7 Ty TRRAELEGEIZE., Vol ooy 7 7 EZRIOS TR
THEIICASABLASASMARESNTWARWIRY | ARSI HLWA v =TIk -
THWA v =V EEXESNET,

syslog A v =T %2NEH a7 Ny 7 7 ICEHET DL, ROFMEEZFATLET,
FIE
— IR BRAFGET & 72 DN 7 Ry 7 7 IZEET 5 syslog A v E—VEIBELET,

logging buffered {severity level | message_list}

51

ciscoasa(config)# logging buffered critical
ciscoasa(config)# logging buffered level 2
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. REQ S /8y T 7D syslog * v E£—CDiEE

ATy T2

ATvT3

ciscoasa(config)# logging buffered notif-list

LA vtE—F, VA MOFRZIGENMESNET, Ny 77BN EWIRoGEe, oF
NNy 77 T TREAELEGEIZE. WolEdWIeo23y 7 7 ZBIOLFTICRET D5 L 9
|2 ASA B X TV ASASM R TE STV WER Y | ﬁzﬁkéhtéﬁﬁbb\% Y=L o TH N
Avl—UnEEZINET, NEa 7 Ny 77 %2527 5214, clear logging buffer =~
NEATLET,

WHr 7 Ny 77D A REZELET, 7741 DNy T 7 B XT4KB T,
logging buffer-size bytes

1 -

ciscoasa(config)# logging buffer-size 16384

WDONTNIDOA T a v BRI L E T,

cHLWNWA Y E—UERNEIR Y Ny 77 IR F L, Wl oo s Ry 7 7 ODRNE
ENERT T v AEVITHRFELET,

logging flash-bufferwrap
i

ciscoasa(config) # logging flash-bufferwrap

cH LA E—UERNEIE Y Ny 77 IRFEL, WolEWZolzn s Ny 7 7 ODNE
% FTP — IR FE L ET,

logging ftp-bufferwrap
i

ciscoasa(config)# logging flash-bufferwrap

Ny 77 ODNEEOBANARGFT D L &, ASABIUASASMIE, RDFA A LAK T
WA FERT 240 Ce Y 77 A VEVERLET,

LOG-YYYY-MM-DD-HHMMSS . TXT

YYYYIZAE, MMIZH . DDIZ AT, HHMMSS I IHiE. 4. BL OB TRENF-EZ T,
e RNy 77 ODNEERFT H FTP b —REHELET,

logging ftp-server server pathusername password

il

ciscoasa(config)# logging ftp-server 10.1.1.1 /syslogs logsupervisor 1luvMylOgs
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nYORBTERTEEREIS v A TUnsRozE ||

server BIEXIZIE, AN FTP »— "D IP 7 RV AEZFEE L E T, path 51502iE. v 7 Ny
T DT —ZERIET D FTP =" ~DF 4 L7 Y RRAEFEELET, ZO/RRIT,
FIP L— b T 4 L7 N VI T HF% XA T, username 5145121%, FTP H— 3~
X T TCHEN e — YA ERELET, password 51581, fEE LI —V4Ixtd 534
U—RFERLET,
HBFEOR T RNy 77 ONEENLT7 T via AEVIRELET,

logging savelog [savefile]

il

ciscoasa(config)# logging savelog latest-logfile.txt

AJDEFTERAFRELGRNTE ISV 1 AE)DERENER

ATy T

ATy T2

B 7 ORRETHEMWRERANE Y 7 v v a A OFBEEZEETDITE, ROFIEZETLE
—3‘0

FIE

227 77 ANVDORETHERARRNS T 7 v o AEY ORKREREZEELET,

logging flash-maximum-allocation kbytes

&1

ciscoasa(config)# logging flash-maximum-allocation 1200

F 74 T, ASAIEL, N7 T v 2 AFVORKIMBZ O /5 —Z i TE £9,
ASA BLNASASM Tr J F—Z 2R AET B2 DICHERNE T 7 v a AE Y Df/NEx
REIZ, 3MB T,

W7 7 v a AFYDEIREN, W77 v a AFVIRGFET L0 774 0D
IR E SN/ NROEEZ TS A, ASA £721L ASASM I3 b v 7 7 7 A L &4
BRL., ZoHLwvwe s 77 A ARETFEINE L THRIBORENHERIND L HICLE
T HIBRT 27 7 AR oTeh) | T 7 A LT RTEHIRL THHR/MEOFEA MR T
XMool 0T HHA, ASA £IX ASASMIZZDH L\ a Y 77 A L EREFETE 8 A,

ASA £721X ASASM TV 7 7 A VEARIFT DT DICHERNER T T v o AT Ofg/h2E
EREEFRELET,

logging flash-minimum-free kbytes

51 :
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B =z 7Lz~ syslog # v —UitfE

ciscoasa(config)# logging flash-minimum-free 4000

BFA—IL T FLAAD syslog * v — U Di%{E

ATy T

ATy T2

ATvT3

ATy T4

syslog A v =B F A=V T FLAZEET LI, ROFIEEZFEITLET,

FIE

B A=/ T RLRIZEEFET 5 syslog A v E—VEFEELET,
logging mail {severity level | message list}

1 :

ciscoasa(config)# logging mail high-priority

B A=V TEREINDHE., syslog A v —VITEF A=/ A v =V OHLITICE RSN
F9, ZDOD, TOA T3 o TiL, critical, alert, 3 XU emergency 72 £, EAEDE N
syslog A v B — U EBRFICBATHEIICRETHZ L 2BEIDLET,

WA=V T R A Zsyslog A v E—VEKETDHEEITHENTHEECEFA—NL T N
AEEELET,

logging from-address email_address

51

ciscoasa(config)# logging from-address xxx-00l@example.com

B A=/ T R A syslog A v b=V EEFET DL ST D5E0E S A - T R
AEFELET,

logging recipient-address e-mail_address[severity level]

1 -

ciscoasa(config)# logging recipient-address admin@example.com

BFA—NT R AT syslog A v E—T%KETDHEEITHEHT D SMTP — 2 f5E L £
R

smtp-server ip_address

1 -
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ASDM ~ ) syslog * v £— DEE .

ciscoasa(config) # smtp-server 10.1.1.1

ASDM ~ () syslog * vt — MiEE
syslog A vE&—% ASDM IZEETDI121E, ROTFINEEZFEITLET,

FIE

ATvT1 ASDM IZiE[ET 5 syslog A v E—VHRELET,
logging asdm {severity level | message_list}

% -

ciscoasa(config)# logging asdm 2

ASA F721% ASASM (X, ASDM ~D X5 ZfFD Syslog A v E—T D7Dy 7 7 IR A
BRL, AvtE—UPRBETLENAY 77 IRIFLET, ASDMBEZ Ny 7 7id, NEHr 7 Ry
77 L3Oy 77 TF, ASDMDO R T Ny 7 7 i35 [FW0Z 5 & ASA £ 721X ASASM
I b O syslog A v E—U Z2HIBR L, 5 L syslog A v E—U BTNy 7 7 i 2 MR L &
T, I b di i syslog A v E—T&HIFRL TH L syslog A v B—V D7D AR— A Z RS
LD, ASDM OF 7 /L hRETT, ASDM 77 N 7 7 [ZRFFS U5 syslog A v E—
DO EFIET D702, Ny T 7OV A XEERTEET,

ATYT2 ASDM 17 Ny 7 7 |[TRFF S5 syslog A v E—VOEEREL £,
logging asdm-buffer-size num_of msgs

51

ciscoasa(config)# logging asdm-buffer-size 200

ASDM 12 7' N 7 7 OBIEDONE % 22123 HIZIX, clearloggingasdm =~ K& A L £,

AX Y ¥21—DHRE

DX T Fa—ERETHITIE. ROFIEEZFEITLET,

FIE

BE SN2 EIZHEEND ETOR, ASAEB LV ASASM B Z D F = —|THRFFT X 5 syslog
Ave—VORERELET,

logging queue message count
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. a2V —ILR— kADsyslog * v E—TDEE

1 :

ciscoasa(config) # logging queue 300

ASA 3B X TVASASM @ A€ U NIZIE, % E SN2 ~DEE 2 FH% L T 5 syslog A >
T—TENYy T 7T HDICEDETEND, —EEOT Ry 2 R3HYET, LB T Ay
DU, syslog A v E—V Fa—DEIE, BE LT syslogh— O L > TERARY £,
F 74NV EDF 2 —DYA XL 512syslog A v E—VTE, Fa—DWA X%, HHAAGERT
0y AEYOYA XN ERTT, AMEIZO~8192 A vE&—VTY, HIEZTT v b7 4—
AZEoTHERRVFET, BX 7 a2 —2BallHELIEEGAE. TOX 2 — 33 EFRE/R KK
AR (8192 A vE—) 1T/ T,

a2V —)LR— bA®D syslog * v t—TDE(F

syslog A vE—U% a3V —)LiR— MIEETHIZIE, ROFELZEITLET,
FlE
a2V —)b R— MIERFT D syslog A v bE—VEEELET,

logging console { severity level | message list}

51 -

ciscoasa(config)# logging console errors

SNMP H—/ 3\~ syslog * v t—C DiEE
SNMP — "~ ¥ o Jhk A 2—T7 MZT HI21E, ROFINEEZFEITLET,

Fig
SNMP B ¥ 7% A 2 —7 /2L, SNMP V— NIZIEETHA v =V % ELET,

logging history [logging list | level]
i

ciscoasa(config)# logging history errors

SNMP =& > 7' % B2 3 5 1Z1%, no logging history =~ > K& AT LET,
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Telnet & 7= (% SSH £ v & 3 o~ syslog # v t—S0ikfE ]

Telnet £7/=(X SSH v > 3 U~D syslog A v E—PDiEE

ATy T

ATy T2

syslog A vtz —

syslog A v&—% Telnet £721X SSH & v ¥ a VCEET DL, ROFIEEFEITL £,

FIE

Telnet £721X SSH & > ¥ a3 NZEET D syslog A v E—VEIEELET,
logging monitor {severity level | message list}

1 -
ciscoasa(config)# logging monitor 6
BIEOEy Y ar~0ouaXr 72T a4 32—7 M LET,

terminal monitor

1 -

ciscoasa(config)# terminal monitor

—En 7 LTHOR A T 5580 :@ZVVF%ﬁﬂﬁﬁéﬁgﬁ@Ui?oﬁ
EDB Yy ar~DuX 72824 5(21E, terminal no monitor =~ > KZ A LET,

DNERTE

Syslog TOEM G A—FBDRFRE-ITERT

ATy T

ATy T2

77 A URATICRIR L T2 56 O I 7e o — 4 % syslog A v B — VICR R EIITIERRIC

FI, T AN IRETIEL, 2 —VFEANEN 2GS, ETTAEE D ARG A 1wﬁ
KITIHFTR T, 2& 21T, 22— DB Ta—HFLDORDVITNAT— RE2 AN L8
FEHRL LTERESNSsyslog A v —P T Toa—94 ] ZRETORELETT, nﬁ%y’ﬁﬁ
HENTTNY 2a—TFT 4 U TITENLTHIZOIL, B —PA2RRTHIEHTEET,

FIE

Wrdhip— Y4 TR T HITIE, ROLHICLET,

no logging hide username

g — P 2 HRRITT DITE, ROE I LET,

logging hide username

REDYVE |



axyy |
B ssioo 4 ve—vicateBuEan S

syslog * vtE—CIZAMEBEZIZEH S
syslog A v E—VIZAf ERRAZED 521X, ROFIAEZFEITLET,

FIi
syslog A v = A v —URNER SN B ERZINEEND L O ITHEELE T,

logging timestamp

1 :

ciscoasa(config)# logging timestamp
LOG-2008-10-24-081856.TXT

syslog A v &—U 5 HAFEREZ A2 HIFRT 5 121%, no logging timestamp =~ > K& AJJ L&
D

syslog A v t—T DEFL
FBE L7z syslog A v 2—V%T 4 £—T7 T 5121, ROFINEEZFEITLET,

FIE
ASA F721% ASASM NFFED syslog A v E—TUFAER LAEWVWE I ITHEELET,

no logging message syslog id

1 -

ciscoasa(config)# no logging message 113019

BN LTz syslog A & — V& FOHICT HI21E, logging message syslog id =1~ > K& AF]
LE3 (f# : logging message 113019) , M2 L7297 X TDsyslog A vE—rDu X 7%
WEHNZT 5IZIE, clear configure logging disabled =~ > K& AJJ L7,

syslog * Vv E—CDEXKEDESR
syslog A v E—VOEREAZELT HIT1E, WOFIEEEITLET,

FIE

syslog A v E—YOEKNELZFEELET,
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ABUINAEBD syslog * v E—2DTO VY .

logging message syslog id level severity level

51

ciscoasa(config)# logging message 113019 level 5

syslog A v —VOEKEEZOFREIZY v T 5HI21E. no logging message syslog id level
severity level 1~ > K (no logging message 113019 level 5 72 &) # AL ¥, BHIN7=T
N TDsyslog A vE—VOEKEEZENENOREICY By M 5HITIE, clear configure logging
level =~ F& A LET,

AR UNAEED syslog » vE—SDTOYY

AL A BB TRE D syslog A v B — U NERS RN L D ICT 212F, ROFIEZETL
\iﬁqo

FIE

ABUNAYEBTOERELURIT 0 v 7 SN TWERFEDsyslog A v E—T D7 v v 7 &Rk
L\i—a—o

logging message syslog-id standby
i -

ciscoasa(config)# logging message 403503 standby

A B S BB TREE D syslog A v B — VU DRAERINRNWE S IZT7 vy 73 512iF, Zoav
Y RO no ERXEMEHL ET,
T 2= )V F— =AW, T = — LA — R H N1 ASA D syslog A v E— T DRERIEAN
e SN 25 X 91T 5121, logging standby =2~ > RA2flH L 7,
GE¥)  logging standby =~ > FZ{iH4 %5 &, syslog —/3, SNMP $—,3 FTP H—/ 372
EOI[uF L THRTONT 7 4 v 71T 252720 7,

JE EMBLEM B2 X D syslog A v £—ITT NN/ X IDEEH D

T34 A 1D % I EMBLEM JER.D syslog A v E—TIZEH DI, ROFNEZFETLET,
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B eMBLEM B2t syslog # v £E—DISF A R ID BB

FIE

F 34 A 1D % FE EMBLEM JE D syslog A v & — & ® 5 & 912 ASA £7-1% ASASM %%
ELET, syslog A v E—IIZH L TIHEETE LT A ZAID OX A L1 27215 TH,

logging device-id {cluster-id | context-name | hostname | ipaddress interface_name [system] | string
text}

1 :

ciscoasa(config)# logging device-id hostname
ciscoasa (config)# logging device-id context-name

context-name ¥ — VY — NI, HAED I TH A MNDLFIET A AID E L HEATLIZ L%
ALET (wAF ar7FRANE—-RIRETEHSNET) s AF a0 TFAFE—RD
BV TXARNTT AL AIDORX U T oA FX—TNMITDHE, TDOVAT LAFLTAR—
ATCHEREIND A vE—VdsystemDT NA A D ZfFH L, EHEa 7R MNCAEKIND
Ao —VIFERI L TIANOLRTIET NAAID ELTHEALET,

GE) ASAZTIARAZTIE, BIRLIEAVE—T oA ADTAEZ— 2=y  DOIPT FL A%
WAL ET,

cluster-id ¥ — 7 — KX, 731 AID & LT, 7 ZAXDOEBID ASA == hD T — FN&E
WC—BO4RTZEE LE 7, hostname ¥ — 7 — R, ASADKA N %ET /34 AID & LTl
AT 2 X9 IZHEE LE T, ipaddress interface name —7 — R5$ DT X, interface name
ELTHESNTEA L E—T A ADIPT RLAETF AL ZAID E L THERAT L EAEEL
F9, ipaddress ¥ — 7 — R&fHT 25 L, syslog A v —VDORELLERDA L H—T =4 A
BB, ZDOT S, AIDITFRESNIZASADA VX —T =2 A4 AIPT KL A LD £,
7 7 ALBREE T, system ¥ — U — RiX, A ZAIDMPA L H—T =2 ADVATLIPT K
VAERDZEEBELET, ZOF—T—RIZED, T3 ADNHEE ZI DT TDsyslog
AvE—VICH—O—B LT AID Z#{5ETX £7, string text ¥— 7 — RK5[#DOT
. THFARNLFHNETNAZAID ELTHATLZLABELET, UFFNORIIE, &K
T 16 LFTY,

ZEHANR=AZ AN ROLFEFEH LT L3 TEERA,
c& (78 k)
o (—EG )
" (ZEBIHR)
«< UV FEEE)
«> (KZ2VFLH)
2 (BEMITF)

. axyy



| a2y

nzsan1~vkyz ok [

GE)  AX—7NMICT5HE, EMBLEM JEXD syslog A v &—I°SNMP k7 » 727 /34
ZID IR R SNERA,

AABZBL AR )R DR

ATy T

ATy T2

AN VA MDOERICIT, RO3HOOREEZHEHL £,
e ANV TTRA
« EARSE
« Avt—YID

BEOOX L 7055 (SNMP — 72 8) ICEETIHAZ L ANV M YR NEERT D
Wi, OFIEEZFEITLET,

FIE

WNIEE 7 Ny 7 7 ILRFEEND A v —VORJILHEZEE L ET, & ZIXEKRELZ 3ITH
ETHE. ASA X, EREN3, 2, BLO1 D syslog A v E—T%EEFELET,

logging list name {level level [class message class] | message start _id[-end _id]}

1 -

ciscoasa(config)# logging list list-notif level 3

name S1EUTIE, VA FNOLARIZFEELE T, level level ¥— T — K EFIEDOLT 13, ERER

BELET, class message _class ¥ — 7 — R LB HONTIL, HEDRA vt —Y 77 A%HEE
L E 9. messagestart_id[-end_id] ¥ — 7 — R & BIHDO_T 1L, fHx Dsyslog A vE—VFKFE
Tel3F 5 O#IHZFRE L ET,

GE)  EBERKEOAHZ syslog A vE—Y VR FOLETE LTHALRNTLS &, #H
EIEDOARINZIX, emergencies, alert, critical, error, warning, notification,
informational, 35 & TN debugging 233 FAVE T, [FERIC, A X2k U R MADIEHHIC
ZHDDHFEOFRA O3 FIMEH LN TLEEI N, 722X, Terr] THEDA
N URRMARERA LTS IZE 0,

(AFvar) VAMIAyE—VORRERELZSSITENLET,
logging list name {level level [class message class] | message start _id[-end _id]}

51

ciscoasa(config)# logging list list-notif message 104024-105999
ciscoasa(config)# logging list list-notif level critical
ciscoasa(config)# logging list list-notif level warning class ha
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B ocvos08e

AIEOFIETHEHA L2 D LR a~r FE AL, BEfFO A vyE&— U 2 bO4RET & BN
WA ELET, VAMIEBMTAIEHETLIZ, Hilnva~vr FEANLET, 22 20E. Y
A MTBIMENS syslog A vE—TVORAEL LT, ROEMELIFETEET,

« ID 7% 104024 ~ 105999 D#ifH D syslog A vl—,

« HLRJEDS critical BL | (emergency. alert, 7213 critical) D3 X TD syslog A v E&—,

« B K S warning UL (emergency. alert, critical, error, ¥ 7213 warning) D3 XT® ha
7 AD syslog A vtE—1,

GE)  syslog A v =V, ZAHORMAEOWTALZIT-THAIC e ZIREkShET,
syslog A v B —=UBNEROFMZMT-THE., DA vy —UF—EET e 7ICiisk
INFET,

OX>0 4L 2 DEKTE

BELFEHAXRADI SAHADTRTOD syslog A v t—PDEE

7T ZANDFT T Dsyslog A v b— TV Z45E LICHAEICRET 51213, ROFIEZFETLE
RS

FIE

BELEHAEa~ FTar 7 Falb—arvda EEXLET, R 2F, BERETD
AvB—UNNEO 7 Ry 77 ICRESNDEOICEEL. BEKE3IDha VT ADA vE—
UHRHNER 7 Ny T ICEEEND X IITHRET L L, HOoar T 4 Fab—va UMERES
nEJ,

logging classmessage class{buffered |console |[history |mail |monitor |trap} [severity level]

51 :

ciscoasa(config)# logging class ha buffered alerts

buffered. history, mail, monitor, 3 J N trap ¥ — U — RiZ, TDT T AD syslog A v &—
O EEE L E T, history ¥—7U— KX, SNMP TORX > 7% H%HZ L £, monitor
F—U— Ri&, Telnet BELWNSSH TOuFX U 7 Z2HFHILET, trap ¥— 7 — RiL, syslog
=N TORF U TEAENILET, a~v FIA 2 M) b 12O AEEEELE
To 1 DD TANEHOMNTITHEIND L ITHRET2HGIE. kI &iTHLvna
~ RFEANLET,
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syslog * v —on&mL— R ]

syslog A v E— DER L — FDFIE

syslog A v =Y DR L — FEHIRT 21213, ROFIEEZFEITLET,

FIE

FBESNTEERE (1~7) Z. HBEOHKMATA vy =%y FERIIEADA vE—2 (H
HeTiEiewyy) M L ET,

logging rate-limit {unlimited | {num [interval]}} message syslog id | level severity level

1 -

ciscoasa (config)# logging rate-limit 1000 600 level 6

L— MHIFRIZ, T X TORE SN 9@4:1 SNDAYE—VOEIIEELET, B¥X
7 L— MMlfRZT 7 4L MEIZ Y =~ 3 251Z1%, clear running-config logging rate-limit =~
YREANNLET, vX s L— MillRE Ut > 3 25I2IE, clear configure logging rate-limit
awry Rz A LET,

OJDE=RY>2H
0¥ AT =R ADERIZONTIE, kDa~vr REZRLTLLEEN,

* show logging
ZDawr RiE, BEREZGTsyslog A vE—VERRLET,

A

(X)) FRTE D syslog A vE—TDiRKEIL, 1000 T, ZiixT
T AV RBRETT, XRTE D syslog A vE—TDEREKIT
2000 T,

* show logging message

Zoavwy NE, BRINEZEKRE LT =7 M2 Sz syslog A vt — V% T syslog
AyE—VDVANERLET,

 show logging message message ID

Zoawy RiE, BED syslog A vE—VOEKELZRLET,
* show logging queue

Zoavr RiE, BX S Fa—LbXa—WEHEREZ R LET,

* show running-config logging rate-limit
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Zoavy N, BUEOrX 7 L— MIRORELZ R R LET,

&> 7 nfHl
OB, show logging 2~ R TRRINDLH XU ZIFRERL TWET,

ciscoasa(config) # show logging
Syslog logging: enabled
Facility: 16
Timestamp logging: disabled
Standby logging: disabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: level errors, facility 16, 3607 messages logged
Logging to infrastructure 10.1.2.3
History logging: disabled
Device ID: 'inside' interface IP address “10.1.1.1”"
Mail logging: disabled
ASDM logging: disabled

ciscoasa (config)# show logging
Syslog logging: enabled
Facility: 20
Timestamp logging: disabled
Hide Username logging: enabled
Standby logging: disabled
Debug-trace logging: enabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: level debugging, 330272 messages logged
Trap logging: level debugging, facility 20, 325464 messages logged
Logging to inside 2001:164:5:1::123
Permit-hostdown logging: disabled
History logging: disabled
Device ID: disabled
Mail logging: disabled
ASDM logging: disabled

WOBNZL, syslog A v =T %A R—=T M H0E 5 nEfliEd 5 5ikE . F8E LT syslog
Ay —VOBEKRKEZHIET 2 HEEZRLTOVET,

ciscoasa(config) # show logging message 403503
syslog 403503: -level errors (enabled)

ciscoasa(config)# logging message 403503 level 1
ciscoasa(config) # show logging message 403503
syslog 403503: -level errors, current-level alerts (enabled)

ciscoasa(config)# no logging message 403503
ciscoasa(config)# show logging message 403503
syslog 403503: -level errors, current-level alerts (disabled)

ciscoasa(config) # logging message 403503
ciscoasa(config)# show logging message 403503
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nxvroE [

syslog 403503: -level errors, current-level alerts (enabled)
ciscoasa(config) # no logging message 403503 level 3
ciscoasa(config) # show logging message 403503
syslog 403503: -level errors (enabled)
» ~ N =
Ox>27 OER
£3:0X T DERE
A IS5y bk TA—Lh Y= 3
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