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hostname (config) # object network myWebServ
hostname (config-network-object) # host 10.1.2.27
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hostname (config-network-object)# nat (inside,outside) static 209.165.201.10
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hostname (config)# object network myNatPool
hostname (config-network-object)# range 209.165.201.20 209.165.201.30

ATvT2 Ny NI—7 DRy =2 FT7 V=7 FEAFRLET,

hostname (config) # object network myInsNet
hostname (config-network-object)# subnet 10.1.2.0 255.255.255.0
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hostname (config-network-object)# nat (inside,outside) dynamic myNatPool
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hostname (config) # object network myWebServ
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hostname (config-network-object) # host 209.165.201.12
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hostname (config-network-object)# nat (outside,inside) static 10.1.2.20
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hostname (config) # object network myPublicIPs
hostname (config-network-object)# range 209.165.201.3 209.265.201.8

O—RRXZ oDy NI—7 7727 FEERLET,

hostname (config) # object network myLBHost
hostname (config-network-object)# host 10.1.2.27

AT V2l FEEATIR R RTUYDRAXT v 7 NAT 2% ELET,

hostname (config-network-object)# nat (inside,outside) static myPublicIPs
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hostname (config) # object network FTP SERVER

hostname (config-network-object)# host 10.1.2.27

hostname (config-network-object) # nat (inside,outside) static 209.165.201.3 service tcp
ftp ftp

HTTPY— D Fy b T —7 A7V =7 FEE L TR — NEBAERTE LIZAX T 7 NAT
EHREL, HTITP A— 2 BHIZw v L7 LET,

hostname (config) # object network HTTP SERVER

hostname (config-network-object)# host 10.1.2.28

hostname (config-network-object)# nat (inside,outside) static 209.165.201.3 service tcp
http http

SMTP— "Dy N =7 7=V NEfERRLL TR — NEWMEZRE LT A X T 4 7 NAT
EHREL, SMIPR— E2BEHIZv L7 LET,

hostname (config) # object network SMTP_SERVER
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hostname (config-network-object)# host 10.1.2.29
hostname (config-network-object) # nat (inside,outside) static 209.165.201.3 service tcp
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hostname (config-network-object)# subnet 10.1.2.0 255.255.255.0

DMZ %y hU—=27 1 OXy NI —0 727 MEBEMLET,

hostname (config) # object network DMZnetworkl
hostname (config-network-object)# subnet 209.165.201.0 255.255.255.224

PAT7 RLADF v hU—2 #7 V=2 MEBEMLET,

hostname (config) # object network PATaddressl
hostname (config-network-object) # host 209.165.202.129

B #1D Twice NAT L— L5 ELET,

hostname (config) # nat (inside,dmz) source dynamic myInsideNetwork PATaddressl
destination static DMZnetworkl DMZnetworkl
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hostname (config) # object network DMZnetwork?2
hostname (config-network-object)# subnet 209.165.200.224 255.255.255.224

PAT 7 RLADF Yy NU—7 37V =7 MBIMLET,

hostname (config) # object network PATaddress2
hostname (config-network-object)# host 209.165.202.130

2 DM@ Twice NAT L— /L 2R ELET,
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hostname (config) # nat (inside,dmz) source dynamic myInsideNetwork PATaddress2
destination static DMZnetwork2 DMZnetwork2
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hostname (config) # object network myInsideNetwork
hostname (config-network-object)# subnet 10.1.2.0 255.255.255.0

AT T2 Telnet/Web — "DRy NU—27 7V =7 FEBMLET,

hostname (config) # object network TelnetWebServer
hostname (config-network-object)# host 209.165.201.11

ATv T3 Telnet 2T EE, PATT RLADR Yy hU—27 A7 V=7 FEBIMLET,

hostname (config) # object network PATaddressl
hostname (config-network-object) # host 209.165.202.129

RATFY T4 Telnet DYV —E R A7V =r NEBIMLET,

hostname (config) # object service TelnetObj
hostname (config-network-object) # service tcp destination eq telnet
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hostname (config) # nat (inside,outside) source dynamic myInsideNetwork PATaddressl
destination static TelnetWebServer TelnetWebServer service TelnetObj TelnetObj
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HTTP T2 L X3, PAT T RLZADXy NU—27 707 FE2BIMLET,

hostname (config) # object network PATaddress?2
hostname (config-network-object)# host 209.165.202.130

HTTP DY —E R F 77 FEBMLET,

hostname (config) # object service HTTPObJ
hostname (config-network-object)# service tcp destination eq http

2 5H® Twice NAT L — /L ZRELFE T,

hostname (config) # nat (inside,outside) source dynamic myInsideNetwork PATaddress?2
destination static TelnetWebServer TelnetWebServer service HTTPObj HTTPObJ
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NAT % h 7 VAT Ly b F—= R THEHTLE. XY U= TNAT 2373572007 v
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¢ IPv4 BLOVNIPV6 R h U — 7 ORBIDOEHIT Y R— SN TWEFA, 20D IPv6 X v b
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Static route on router:

Source Addr Translation P} .
10.1.1.75 > 209.165.201.15 / Dest: 209.165.201.0/27 send to 10.1.1.1

—_ Static route on ASA:

fDest: 192.168.1.0/24 send to 10.1.1.3

Management IP .
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X N
ASA j
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— Source Addr Translation
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1. PR A B 10.1.1.75 25 Web —N2X Ty FERETLE. Xy FOEBEORELT
KL 2101175k~ v 27 7 KL & 209.165.201.15 [ZEH X F 7,

2. V—ARREEFT AL, w7 T RL 220916520115 1205 EE L. ASARFD /Y
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EENDAIT A I — DDy BT Xy NI — I REEND DT,
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VYT T RUVASETCUTEE SINDT X TOZENT Y NOMNA 2 —T = A ALRET
HRMENRHY 9, TOIHETIE, ASA DB NAT ZH LT 7 v FOZER KOG 2087
BLIFECOWTIERBA L £,

XYEVT T RLREN—T12T

EEEDOT RL AR~ v BT 7T RUVAIZERTLEAIF, BRLE~y BV T RLAIZE-
T, v T RLVAOL—F 7 (WERE )% RETLHHERRESHET,

<~ TIPT RLARIZETAZEDOMD T A KT A 2D TIE, NAT DZEDOMDHT A KT
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WKDORE Y7 TlE, ~v T T RLADH A FIZOWTHHALET,

TYELT AR —DT A RERMUEURYMNTI—OEDT KL R

\}

St (v B T) A E—T A RELFE LRy NT—2 EOT RLAZFEHT L8545, ASA
7B X ARPZEHALTY vy B 7 7 RLZAD ARP ERIZSE L, v~ v B 27 7T RL A
BCORNT 74 v 7 2RITZBELET, ZOHFETIE, ASARZOMOR Yy NT—T7 D5 — |
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Fy T =2 0RO 7 ) —T RUAREENTWLIEAICKbDE LT, 17y
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F X7 PAT TIET FLAER D72 THHEATE 2EROEDKIBIZILEES NS DT, 4
Wty hT—7 THEATE A7 FLABNDLLORWSEATYH, ZohEeaATE £,
PAT Tli, ~ v E VT AL B —T A ADIPT RLALHTX £,

G¥)

2T A B =T A AEEBEDA A —T 2 A AL LTHREL, vy (o F—
TxAADIDELTRILRY NU—2 LDy B T 7 RULRABRRETAE, FO~v v B
77 RLAD ARP ERZRDA v 2 —T = A4 ZATZET 285G, AA v Z—T = ATE
DXy NI—ZDARPTY N ZFEHTHEL, TOMACT RLAEZRETHLENDH Y £
T, BE, vy T AU F—T oA AUEBEDA VX —T =2 Af AEHREL T, v v BT
T RUVADEAOFRy NU—7 AT HE, ZORMIIEAELEEA, arp 2~ REHH
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ZIZiE. ASAZEL TWAR Y B S T RLADAEZT v 7 )b— DL TT,

Fio. V=T v RE—FROHEA, BhEry NUV—7 LOIPT RV AZF— U =A L LT
LT, ~v BT T RUVADASAILAAT 4 w7 — b EREL, V=T 47 7nr b=
NWEER L TLV— MBEMTL2ZENTEET, & E, WERy hU—72 (10.1.1.0/24)
WNAT ZfH L., =~y E 7 IP 7 RL A 209.165.201.5 2 -9 284 1%. 209.165.201.5
255.255.255.255 (KA LT RV A) OALT 4 7 Jb— | Z HEATATHEZ: 10.1.1.99 77— h T =
AICRETEET,

route inside 209.165.201.5 255.255.255.255 10.1.1.99

T ART L b B— ROEFAIE, EBEORA FOSEEER SN THHATE. ASA 2R A
VETAHEIET T AN A NN—EDAZT 4y I —  NERELET, TV vV I —
TDOIPT RLAZRELET, T AXT L b ET—FRDOVE— LKA NOEA, T
AN =B NV—EDAET 47 N—FTROVIHFT AR =L L—HDIPT L A%
BETEET,

EEDOT7 FLRERLELT FLR (FATT 4T 4 NAT)

TATUT 4T 4 NAT OFT 7 4/ NEIWET, 7’BF% T ARP (34 x—7 iz sh, tho %
T4 v I NAT V=L E—ELET, LEIJSUTTEXF T ARPET 4 E—T MITEET,
VEISUTHEEZZ T 4~ 7 NAT D7 2% ARP 27 4 B—T7 M TEET., 2084
i, Ty 7T AN — A NV—Z OGN — 3D L MR T OMNERDH Y 7,

TAT T 4T 4 NAT D84, BHIE7 2 %3 ARP NARE T, SB410 L » Tl Ic B+
HMEZ SIS TR REENRH Y £, e xE, EEDIPT RVADIKFRT AT VT 4
T 4 NAT V—/VEHRE LTSRS, 7RV ARPEA F—TLOFFIZLTEL L, v BV
TAH =T 2 AEEREG SN Ry T —27 EORA FORBEEZFISEZTIENHY
£, ZOBE. vy BT Ry FU—ZDERAIBRILFR Y hT—27 ODORA - E@EET
He . ARPERNOT RL AT (FBEOT FL AL —FT %) NAT Lb—L e —HLET, =
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B =207 LRERACTRLR (FAFU7 47 4 NAD)

10: 74 T2T4T4 NATIZCEET 570+ ARP DRIRE

209.165.200.230

—I |
il

Too late
209.165.200.231

209.165.200.225 T
Outside !

ARP for 209.165.200.230. | (1)

Identity MAT for
“any" with Proxy ARP

Proxy ARP for 209.165.200.230. @

Traffic incorrectly sent to ASA. @

FHUIS, TAT T AT A NATICH LT 2 ARPMLEICZR D £9° ((RAE Telnet 72 &)
AAA Ry NU—7 T RAMERATHE, A NI, ZOMO T 7 4 v 7 RN @I 55
\Z, Telnet 72 EDOH—E A ZHH LT ASAIZK L CRRGET A ENH Y £7, M xa /A
VERMT D7D, ASA IZEAE Telnet r— AR ETE 9, HED HAIE Telnet 7 K L

AT VAT LG, TrX T ARPHREFHHT RLADT AT T 47 4 NAT L—/L %
RETHMLENH D 3, (AR Telnet DNER 7 1 22X Y, 7% ARP Tl ASA 1T NAT
=L CTCHEEITLA V F—T A AB 8T 7 4 v 7 ZEET 5O TIEAR L, A8 Telnet
T RVABTCO NI 7 4 v 7 2R TEET, KROKZZBL TSN |

11: 7O0x < ARP & {78 Telnet

Virtual Telnet:
209.165.200.230

209.1685.201.11

.

|m)

k.

Server
Identity NAT for Telnet o 209.185.200.230. | (1)
209.165.200.220
between inside and outside
with Proxy ARP Authenticate. @

Communicate with senser. @

. NAT O & S8R



| NAT DfIE SR
UE—F Fy hT—2DFSVRRT LYk E—ROL—7 1 v EH ]

JE—FRYET—IDESVRRTLY N E—FDIL—T 42T
=14

oo AXT LY N E—RNTNAT 2EHT 256, —HOXATDONT 7 4w 7121F, AH
T A 7 — BB 9, FERICOWTIL, —RERBEORTEN A R 1L L
720N,

HAOA 3 —T A4 ADRE

NAT L TCWT, ASANS Y BV T T RLAD NT T 4 v 7 %5+ 5845, ASA X
NAT /L— UIZfE - THET RUAZWZEH L, FEEOT RLRIZATy FEEEFELET, ASA
WX, MOFETRTy NOWIIA v F—T oA ABWRELET,

e NTUART LU N = RFEREFA—T y FE—=FOUT VoY IN—T LV H—T =
A A ASA I NAT L— L2 L CERBEOT RLAOH A v X —T oA ZAZRELF
To NAT L—/LD—HE L TEEIT, SAEDT I vV INV—T A N—f X —T A
AERET HHLERDH Y 77,

I—F vy RE— ROEFA L Z—T x4 A ASAIZ. IROWTINDIDFIETH A v & —
Tx A AEPELET,

eNATL—NVTA LV H—T oA A% ETH : ASAIINAT V— L Z2EH L THA
H—T A RAEPRELET, L, bictr7rva s LTHICV—M Ly
Ty TEERTLIZEbTEET, O F UL TR, =Ry I T 7D EE
EDRRBIZRDGERHY T,

eNAT V=L TA U F—T 2 RAEFRELRV : ASA TNV — R Ly T o7 &AL
THHA X —T =2 A ZAERELET,

WO, V=T v RE—RTOHNA X —T oA AOFTNFEEZRLET, ZEAEDY
B NV—b Ny I T TIENAT V=V DA v F—T =2 ZALFEILTT, 72720, —EORERK
TIE, 22D HFERRLRDEERH Y £7°,

NaTosie 3R ]
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B venonar

12:NATIZ&LBIL—Tv R E—FTOHAM VB2 —T 4 ADFEIR

Real:10.1.1.78
Mapped: 209.165.201.08

I:' — Inside —8

Packet
< Dest. 209.165.201.08

| ousice -

¥ '

<Send packet out Inside interface. 209.165.201.08 to 10.1.1 .?E'-|
A LIntranslation

L5

—

¢ Where to send 10.1.1.787

(;\/ MAT rule specifies interface?
Yfes
Mo

MNAT rule specifies route lookup? Look up 10.1.1.78 in routing table.j L
Yes | 2

£

Lo}

(3

VPN @ NAT

WD Ry 7 TlE, SE8FERZA 7D VPN Z 7= NAT OfF BN DWW TEH L £,

NATEUE— K72 EXVPN

WOz, WNEY—N (10.1.1.6) A F—Fy NZTZ7EBATHVPNZ A7 b
(209.165.201.10) DOz~ LET, VPNZ FA T "HDOAT Y v b horxlV 7 (BE
L7 hT7 747 DHBVPN Fr L ETROD LY b)) ZRELRVIRY, £ ¥ —F vy
MARAL U RENIZVPN T 7 497 H ASA ZREBTHXLERHVET, VPN T 7 4 v 7
DASAICHESND &, ASA TNy FEEFLL, /o737y MdxEErs LTVPN
7747 ha—ALT KLA (1033.10) BDEENTHET, NExry RV —27 & VPN 7
TAT b= Ry NT—=T DT, A2 —Fy MIT 7 EATHT2DITNAT IZ
KXo THRESND ATV v 7 IPT RUARKETT, ROBITIX, A X —7 = A A PAT
N—NVEFHLTHWET, VPNF T T4 v I B, AoTERA L F—T oA RALRTA U Z—
T2 A AN TITIT DL 22T DI, A& —T7 =14 ANlE Bl [~78Y xv b
=X 7)) ZARX—T VT EHELERDHY £,

B NATosiEsE
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nat s yE—+ 7522 ven [l

B:AVE—FRYREVWN S T4 IDALAB—TTARPAT (A V3 —T 24 RA)

now loc

2. ASA decrypts packet; src address is 1. HTTF request to www.example.com
al address “.
. S suc 209.165.201.10
209.165.201.10 = 10.3.3.10 i
| ) i
| )

VPN Client

ASA Cutside |P: 203.0.113.1
o~ -,
' — 209.165.201.10

A HTTP to
www.example.com

3. ASA performs ||'|t-—|f:|, PAT for outaoing traffic.
Intra-inte face config req'd. wmu.example.ccm

'Src 203.0.113.1: ﬁnru )4 HTTF"F-ILImH

S~ w.example.com

‘ 6".‘: 203.0.1131 :60?9

|1ﬂ.l.1.6 —» 203.0.113.1:6075 |

B. ASA performs interface PAT for
outgoing traffic.

JTIHE2

C. HTTF request to www.example.com

WODKNZ, WEHD A= =T 7 8ATHVPNI T4 7 bERLET, ASAIL, W
Fy hNT—=2 LRy NI ORI RNT 7 4 v IR, A2 —Fy N T 72 AFITHEL
oA VB —T 2 APATV— /T HZ L2 MfFT 25D T, VPNZ 747k (10.3.3.10)
25 SMTPH—8 (10.1.1.6) ~D R T 7 ¢ v 7%, U AN—R RAEENFEKNCHERINET,
103.3.10 725 10.1.1.6 ~D s T 7 ¢ v 7%, NAT L—/MZ—F L EHAM, 10.1.1.6 75 10.3.3.10
~NDOVH—2 T T4 PF, BENT T4 v I DA HZ—T A APAT L—LIZ—ET 5
VERBHY £9, EFRBLOW RO 7 0 =03~ LW d, ASAITZERIC Yy b &
Fay 7 LET, ZOREZERET DT, TNOD0FXy NU—JBOT AT T 47 4 NAT
N—NEHEHL T, A Z—T A APATL—LANE VPN Z IS4 T NRNEDO T 7 47
BT HOMLERHD ET, TAT T AT A NATIZRILT RLAIZT RLVAZEBRLET,

NAT O & S8R .
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B vt sEUYA Fy—y o b pN

4:VPNI S AT DT AToT4T 14 NAT

nacket; src address is

209.165.201.10 = 10.3.3.10

3. ldentity MAT between inzide and VPN Client NWs
Src: 10.3.3.10 - 10.3.3.10 1. SMTP request o 10.1.1.6

Dst:10.1.1.6 —> 10.1.1.6 (o i 11:-.' \

4. SMTP request fo 10.1.1.6 ) P
'.xl:.-‘frc. 10.‘3.3.10.. J ‘ -_f‘_"f:-——-—p_,,,

LS &

—— VPN Client

_____-,"_-1'-'"""”_‘; 209.165.201.10
Inside !— it _:'@st: 209.165.201.10)
T 8. SMTP responze to

VPN Client

Sre: 10.1.1.6 —» 10.1.1.6

Dsi: 10.3.3.10 Dst: 10.3.2.10 =+ 10.3.3.70

5. SMTP responseto 8- |dentity NAT
VPN Client

| 10.3.3.10 — 200.165.201.10 |

303453

7. ASA encrypts packet; dst address is now real address

FEORY NT—7 DI DOWDY TV NAT OREZZR LT EE W,

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside_nw

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static inside_nw inside nw destination static vpn_local
vpn_local

NAT 5 KUY A bY—H 4 VPN

WOKNZ, R—NE =P ) BDFT 4 AT DA MY —H A b V& RLE
T A F =%y MIET T 7 4 v 71I2o0WT (728 2IER—LZ—D 10.1.1.6 7> 5
www.example.com ~) | A LV H—F v h~DT I EHADZDIINAT (2L » TRt SN 587
Vo Z IPT7 RLVABRKETT, ROFITIE, /> F—T = APAT L—/LEEHLTNE

B NATosiEsE
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NAT & U A by—44 ~ven [

9, 7272L. VPN h o 2V ERBTH T 7 4 v 7i2o0nTik (& z2iE, R—AF—n
10.1.1.6 2B /B 102278 ~) | NAT #FEITLERA, TOD, TAT T 4T 4
NATV—/VEAERR LT, DT T 4 v 7 BN T HRERHY £T, 74T 7T 47 1 NAT
FRILY RLAIZTY RLAZEHRLET,

B 15: 94 FY—HA FIPNDT-ODA L E—T A X PATEEUVTATT 4T 4 NAT

2. |dentity NAT between NWs connected by VPN

| Sre:10.1.1.6 —» 10.1.1.6

Dst: 10.2.2.78 — 10.2.2.78
3. IM recened

e B
 Sre:10.1.1.6 )

e § é‘L; - | - ;ﬁ

P : [T T KSan Jose [ ==
FirewaIHT-.\S'tE't Site VPN Tunnel .FurewaIlE e 102278

1. IM to 10.2.2.78

T
(Sre: 1011 .ﬁ:‘l

FW Outside |P: 203.0.113.1

| 10.1.1.6 —> 203.0.113.1:6070 | www.example.com

{ Bre: B '
\Sre:10.1.1.6 | B, The firewall performs interface PAT for
AHTTPto outgoing traffic.
www.example.com

.l'/- - : By
"*?_”:' 203.0.113.1 .BD?_'D/,I

C. HTTP request to www.example.com =

]

WODOKIZ, Firewalll (R—/V & —) (T8 d 5 VPN Y 74 7 b & Firewalll & Firewall2 (3
v 8) WOV A R —H%A b FrR ETT 7B AFRERY—N (10.2.2.78) 2% 5 Telnet
FERERLET, ZHEATEVERTHDLZD, VPN I FTA T ENHEDIEATT v b b
VANDAE—=Fy NE ST T 4 v ZICORER, A F—T oA ANBEEENMET DL
BWRNHD F9, FBIENAT LV—ILINSEZD T 7 4 v 7 RIS D720, VPN IZERG S i=45
Xy NU—JMBTITODLREERIZ, VPN FA T bR — N A —BIOr /EDRy b

TU— M TT AT T 4T 4 NAT ZiRETHVELH Y 1,

NAT O & S8R .
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B wssvss ry—va rven

16: 94 bY—H A CVWPN~DVPNY SAT7 U TOER

10.1.1.6

2. Firewall decrypts packet; src address is 1. HTTP request to 10.2.2.78
now local address

| 209.165.201.10 > 10.3.3.10 |

.-/-
Inside a
Boulder = T TH

- ™
(Src: 209.165.201.10 )
% /

£ Theige Y

——Intermet "——

 — . mmm® San Jose
—~__ Firewally Steto-Site VPN Tunnel i i /102278
Sre:10.3.3.10 - 10.3.3.10 - -
i B
Dst: 10.2.2.78 & 10.2.2.78 k\-srl.'.!: 10.3.3.10 )
iy
3. ldentity NAT between VPN Client & 4. HTTP request received

San Jose NWs; intra-interface config reg'd

2 % B OFIO Firewalll (R—/v4—) 12O\ TIE, RO NAT O%EFIZZH L TS 7TE 30,

! Enable hairpin for VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside Boulder network, & perform object interface PAT when going to Internet:
object network boulder_ inside

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Identify inside San Jose network for use in twice NAT rule:
object network sanjose_inside
subnet 10.2.2.0 255.255.255.0

! Use twice NAT to pass traffic between the Boulder network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static boulder inside boulder_ inside

destination static vpn_local vpn_local

! Use twice NAT to pass traffic between the Boulder network and San Jose without
! address translation (identity NAT):

nat (inside,outside) source static boulder_ inside boulder_ inside

destination static sanjose_inside sanjose_inside

! Use twice NAT to pass traffic between the VPN client and San Jose without
! address translation (identity NAT):

nat (outside,outside) source static vpn_local vpn_local

destination static sanjose_inside sanjose_inside

Firewall2 (> / B) 12250V Tid, D NAT OFEBRZ S L T 7ZEW,

! Identify inside San Jose network, & perform object interface PAT when going to Internet:
object network sanjose_inside

'—IHPN Client
4-’/) , 209.165.201.10

303260

. NAT O & S8R
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NAT 5 £ U PN g7 s w2 ]

subnet 10.2.2.0 255.255.255.0
nat (inside,outside) dynamic interface

! Identify inside Boulder network for use in twice NAT rule:
object network boulder_inside
subnet 10.1.1.0 255.255.255.0

! Identify local VPN network for use in twice NAT rule:
object network vpn_local
subnet 10.3.3.0 255.255.255.0

! Use twice NAT to pass traffic between the San Jose network and Boulder without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static boulder_ inside boulder_inside

! Use twice NAT to pass traffic between the San Jose network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static vpn_local vpn_local

NAT 5 KU VPN EET7 I £ X

VPN 2T 256, ASAZBMA LT A v F—T = A RUSNDA U B —T = f A~DEHRT
Y ABFFATH I ENTEET (management-access 21~ REZRM) | =& 21E, FMEA
VE—=T A XD ASA ZBIET D56, BT 7 £ ABRETIZ. ASDM. SSH. Telnet,
721X SNMP Z i L CHNERA > #—7 = A AT D 2 LA A[RE T, E720E, WNEA v
H—T7 A AT ping ZEITTEET,

WD, ASA DWNHERA o H —7 = A AT Telnet #55¢4 5 VPN 7 A4 7> b &R L £, &
BT 78R A F—T oA AZFEHL, NAT L VE—F 727 A VPN (18 X—Y) F£71%
NAT B X OV A FY—H% A F VPN (20 X—) XS TTAT T 47 4 NAT 2% ET D
BE. V= by T T AT a B EHLTNAT 2R ETHHERHY 7, L—h
W I T TR WEE, ASA IR, V=T 4 7 T—TNLORRFICERRL, NAT a~v 2 K
THEESINTA LV E—T A AN NI 7 4 v 7 E2EEFELET, ROBITIE, 1A% —
T oA AINEHA X —T A ATT, ASAT, WHiry NT—ZIZEBNT 7 4 v 7 %2i5F
LEBA, ZHIE. WA X —T 24 ZADIP T FLAIZIIRY 8 A, L—h Ly I T v
T F T a v EERAT L ASAX, Wy N =2 OOV ICNEA v —T = A 2D
IP7 FLRICHEE N7 7 4 v 7 HRETEET, VPN A7 bRy hU—2 |k
DHRARNDRNT T 4w DGE. V=RV I T T 7 arDNhHoTHIELWHIIA
VHE—=T A A (NER) 22D, WEDONT 7 4 v Tu—3wEEZibEE A, A— b
NN 7T AT a ORI OWTIE, A 757**714'2@6‘%& (17 ~—) &%
LT EEN,

NaTosie 3R ]
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B wevwnorsonea—sr0y

17:VPNEET7HE R

-

2. ASA decrypts packet src address is now local address

209.165.201.10 —» 10.3.3

3. |dentity MAT between inside &
VPN client NWsz: route-lockup req'd

Src: 10.3.3.10 —» 10.3.3.10

Dst: 10.1.1.1  —2 10.1.1.1 Slc 209.165.201. Il}
4. Telnet request to 10.1.1.1
(Sre:10.3.3.10 )

\

ASA Inside IP:10.1.1.1 N | '

— '__'-_._.____———-" K" ".FP‘N Cllent
: : — 209.165.201.10
Inside . I_ Internet

e : @51 209.165.201. w)

T E 8. Telnet response to
VPN Client

Sre:10.1.1.1 = 10.1.1.1

Dst: 10.3.3.10 ;
Dst: 10.3.3.10 & 10.3.3.10

5. Telnet response L
io VPN Client 6. |dentity MAT

| Dst: 10.3.3.10 > 200.165.201.10 |
7. ASA encrypts packet; dst address is now real addreas

303461

FEORY NT—7 DD DY TV NAT OREZZR LT EE N,

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Enable management access on inside ifc:
management-access inside

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn_ local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside nw

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT), w/route-lookup:

nat (outside,inside) source static vpn_local vpn_local
destination static inside nw inside_nw route-lookup

NATEVPND ST a—Ta4290

VPN 2 L7 NAT OFfEZ b T TNV 2 —T 4 7 T57-D12i. IROEHRY — L2
LTLEENY,

B NATosiEsE
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Py k7—s 0z ]

e Ny b hb—H ELLERH LGS, N7y b bb—iE, Ty EREELTW
BHNAT L—/LE2F R LET,

s shownatdetail : FFEDONAT /L—/L Db v F By FBXOEHfEGRISNTEZ T 7 4 v 7
AFRRILET,

eshowconnall : R 7 A NT77 4 v 7 LOMOERiEELT 77 4 THic T LET,

EMEICBRD R WRE L BMET D720 DR EZE K S ERT 51213, ROFIHEEZFATLET,
1. 74727 47 14 NAT 2 L72v VPN Z3%E L £7,

2. show nat detail & show conn all Z AJ] L $7,

3. TATYT 4T 4 NAT DRREZBMLET,

4. show nat detail & show conn all Z#¢ V) K L F 4,

IPv6 v kD — 0 DEHA

IPv6 DI & IPVA DHDFRy NI —JTRT 7 4 v 7 @RS LERH LS, 7 FL
A B AT DOEHINAT 2 FEATIHIMLENDHY £, 2 O0DIPv6 Xy NI —27TH, Sy
NI =7 WENET RUAZIEFRRIZTOILERNHIGELH Y £,

IPv6 %> N T —2 TIROEHY A T HFHTEET,

« NAT64, NAT46 : IPv6 /37 K% IPv4 /37 > MZ (F7213F0WIZ) BHLET, 2D
DRV — IPv6 5 IPv4 ~DZH, I OVIPv4 705 IPv6 ~D % EFeT D M TN
HYFEF, ZHUL1 DD Twice NAT L—)L TEITE 972, DNS — 03405+ » b
T—271Zh 551, BEZOLIDNSINEEZ Y 74 NTHMERH Y 7, 5L EET
% & EIZ Twice NAT L—/L CDNS U 74 MEHHNZTHZ LN TE WD, 2250
Xy NU—7 TV =27 ENAT V=V EAERT 2 Z N L Vg2 Y ) 2—2a T

7+,
A\

GE) NAT461ZAZT 4 v 7 v v LT OHREYR— N LET,

NAT66 : IPv6 /X7 > R &ERIDIPv6 7 RLAICEBRLET, AXT 4 v 7 NAT #fFHT S
TEEHR LET, FAF I v 7 NAT £7201L PAT 2 TE 425, IPv6 7 R L ALK
BIZHDHT-D, FATI v NAT 2 AT 2H2HLEND Y £ A,

N

GE)  NAT64 B L UNNAT46 1TEHENL—FT v K A L HZ—T = {4 ATOHFERTT, NAT66IIL—T v
FBLIOTY v Z—F A R_R—D A B —T = A ZADOMWM ST THTT,

NaTosie 3R ]
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. NAT64/46 : IPv6 7 K L X D IPvd ~D %2

NAT64/46 : IPv6 7 kL XD IPvA ~DZ i

NF7 4w TRIPV6 Ry NT—T 5 IPvA DHDRy NI =727 72 AT 5 E XX, IPv6
T RLUAZIPvA T RLAIZEH L, IPVANDIPV6 ~ T 7 4 v 7V NIRENDLENH Y £
T 20DT RLA P —LEERTIVNENRHY T, IPvd Xy T —7 TOIPv6 7 KL A
BNRAVRTLIPVET RLA =)Ll IPv6 X v hT—7 D IPv4 T KL A% NA 2V KT 5
IPv6 7 KL A F— /LT,

* NAT64 /L — /LD IPv4 T R A 7 — /LTl H /NS, IPv6 7 AT N 7T KL A LD 1
1Oy BT HITI DITHG2T RUARRWAEEENH Y £9, ¥4 F I 7 PAT
XA T Iy 7 ERIFAZT 07 NAT L LT, KO RIZEZEDIPV6 7 74 T
N7 RLRZRIGETEET,

e NAT46 /L — /LD IPv6 7 RL A T —)LE, vy B 7 EN5HIPvd T RLADHEEFLW
N FRFENEBILDENARETT, UL, K 1Pvd T FLAZ R D IPv6 7 F
VA~ BT TEDLEIICRDET, NATA1ZA X T 4 v I ~ v B T DR PR —
c2720, AT IV PAT AT HZ L IXITEERA,

EEILIPV6 Xy NU—7 HE | 5EEIPva Xy NU—T HO 2 DORY o —%EHKT HMLEN
HFEI, ZE 1 DD Twice NAT /L— L TEILTE E£928, DNS V— 0340 % > U —
T HGEIE, BEOLIDNSIEEEZY 74 NTHMLERDHY 3, 582 HBET D L XIC
Twice NAT L—/L CDNS U 74 REZANNZTHZENTERNIZD, 200 Xy NT—27 F
T2 FNAT V=V EERE T2 2 N L VB YY) 22— 3 T,

NAT64/46 D5 : RERIPV6 =~y T —0 ESERIPVA A B2 —F Y

LRI, IPVODHZDONIE Ry hT—27 03B 0, HEDA > F—F v MINERZ—F B30 E L5
5 IPv4 DB DY —E AN B H5H DRERRF T,

B NATosiEsE
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=
Web server
209.165.200.225/27
EJ 1
| =l DNS server
@ . 209165202 129/27
\'—oﬁtside S
IPvd 209.165.201 1/27
@ DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
333112282016}22_5’ iugal[]{ilsﬂzt?;&&&c&ﬂ gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100

NAT64/26 1 : P IPV6 % kT—25 st ipa 1 > a—%y k]

ZOFITIE, MBA L E—T oA ADIPT RLAEXAFTI VI PATA v Z—T = A A%AfH
LT, WERIPV6 % v b T — 2 % IPv4 A L E 3, A IPv4 T 7 ¢ v 715 2001:db8::/96
Fy NT—27 D7 RUAZHIICERIIL, Ny NT—27 TOEENTFIINET, I
DNSH— 15 DISENR A (IPv4) 75 AAAA (IPve) L =— RIZE#HL S L, 7 L A3 1Pv4

D IPve ICE SN A XL 91T, NAT46 L—/LD DNS U T4 FEEIZLET,

PUFIE, WHEBIPV6 %~ N U —27 @ 2001:DB8::100 D7 Z A 7 > b 73 www.example.com % B Z

HELTWBEED, Web RO —47r 2 A TT,

1. 79472 2 2—%32001:DB8::D1A5:CA81 @ DNS H— 3|2 DNS Bk A %E L

F 9, NAT /L—/ L DNS EROE(E 7T &SI x L TROEBHEZITNET,

*2001:DB8::100 75 209.165.201.1 ®—E DR — k-~ (NAT64 A > ¥ —7 = A A PAT

JL— L)

*+2001:DB8::D1A5:CA81 75 209.165.202.129 ~ (NAT46 /L—/L, DI1A5:CA81 i&

209.165.202.129 (ZFHY 55 IPv6 T9)

2. DNS ¥ — 3%, www.example.com 7% 209.165.200.225 TH D Z L 2~ T A La— R&fiH
LTISZELET, DNSU T4 FSERIZ2 NAT46 /L—/LiE, AL 21— RZ IPv6FHY D AAAA
La— FICEH L, AAAA L o— FT209.165.200.225 % 2001:db8:D1AS5:CRE1 IZZE5H#a L %

9, F72. DNSIGEDEEITL ESEHLT N AT, B S EHA,
*209.165.202.129 75 2001:DB8::D1A5:CA81 ~

*209.165.201.1 7>& 2001:db8::100 ~
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B nates P 7 LA SO IPG 7 ELRADZ S

ATvT1

ATy T2

3. IPv6 7 74T 2 ME, Web P —"DIPT KL A&FFHOZ L2721, 2001:db8:D1A5:CSEL
® www.example.com ~® HTTP R ZEpk L £9, (DIAS:C8E1 I 209.165.200.225 (Z4H
W92 IPv6 TF) HTTP ZRDFEEIC ESEENB RO L S ITEB| SN E T,

*2001:DB8::100 7> 5 209.156.101.54 D—F D HR— k-~ (NAT64 A > Z—7 =1 A PAT
JL—)L)

*2001:db8:D1AS5:C8EIL 75 209.165.200.225 ~ (NAT46 /L —/L)

ROFIETIE, ZOFIOIRETIEZ OV THILET,

FIE

WNESIPV6 Xy NU—Z DRy NI —27 77 NE{ERK L., NAT64 L—/L &2 B L F
j—O

hostname (config) # object network inside v6
hostname (config-network-object)# subnet 2001:db8::/96
hostname (config-network-object)# nat (inside,outside) dynamic interface

ZOL—MTEY, NEA v HE—T = A AD2001:db8::/96 T Ry RINBAERA L H—T = A
ANDRNT T 4w 71T WA F—T oA ADIPv4 7 R L A% L7z NAT64 PAT Z5#i%
L £,

NEIPvA Ry U — 7 HICEBEINTZIPV6 Ry NT—T DRy NT—7 TV NEVERK
L. NAT46 L—/L%&5BML £,

hostname (config) # object network outside v4 any
hostname (config-network-object) # subnet 0.0.0.0 0.0.0.0
hostname (config-network-object) # nat (outside,inside) static 2001:db8::/96 dns

TON—IT XY NEA v B —T oA AN ISy FT—7 DT _XTOIPvE 7 F L
A1, MIAIIPvA 7 R LA R & L C 2001:db8::/96 %~ U —27 DT KL A IZEH X
nE4, 72, DNSIZEIZA (IPv4) 75 AAAA (IPve) L a— RIZE# S, 7 FL A
IPv4 725 IPv6 I Sk,

NAT66 : IPv6 7 KL AL HEID IPV6 7 KL ANDEHE

IPv6 > R =T MBRIDIPV6 Xy hT—7 ~BEfTHE X, 207 RLAZINTR Y b T —
T DRIOIPv6 7 RV A TEET, AX¥T 4 v NAT2MERATHZ LR LET, &
AF I v 7 NAT £721E PAT ZEH TEET 25, IPv6 7 RLRIIKREIZH LT, AT Iy
7 NAT ZEHT L ERZH Y £ A,

BT RLVA XA TORETEBIN TN, NAT66 ZHaHD 1| DD /L— LIS LBET
T, TNEDONL—E, Ry NT—2 A7V FNAT 2 H L CHEICET VLT 52 &
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NATSS DI, #v kT—srnz a7 vz [

MNTEFET, 72720, VE—2 T 74 v 7 A LWEEATL, Twice NAT OB & fEH L
TAXT 47 NAT L— L& BRI T £9,

NAT66 D, *y FT—OBDRE T4 v EH:

Ry NI —=2 FT7 V=7 FNAT LT, IPv6 7 RV A T =D R Z T 1 v 7 i i

ETEFET, WOEIE, 2001:db8:122:2091::/96 % v N T —2 OWNET KL 2%,

2001:db8:122:2999::/96 %~ N U — 27 DT KL AR 5 HFHEICHOWTHI L TWET,
=

IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96
S 4

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

Inside client
\ 2001:db8:122:2091::121
—

F

FIE

WIEBIPV6 %y NU—20 DRy NU—7 77 FEER L, AZT 4 v 7 NAT D)L—)L %
BINLET,

hostname (config)# object network inside vé6
hostname (config-network-object) # subnet 2001:db8:122:2091::/96
hostname (config-network-object) # nat (inside,outside) static 2001:db8:122:2999::/96

D=L NEA v F—T = A AP 2001:db8:122:2091::/96 H 7 % v R BANRA

=T 2 A ASNDTXTONT 7 v 7%, 2001:db8:122:2999::/96 1~ T —27 DT KL A~
DART 4 v 7 NAT66 24 Bifs L £,
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B nates o oo Tumipe 428 —T x4 2 PAT

NAT66 D, > TIL7iEIPv6 1 > 2 —T =4 X PAT

NAT66 % EHT DO O 7T 7a—Fi%, A X —T = A AIPv6 7 KL ZADRID KR —
MZWNET KL AZEFICEIY ¥ CTHZ & TT,

NAT66 DA X —T 2 A APAT V—VERETDHE, TDA X —T =4 AIFRE ST
HFTR_RTCOTa— )L 7 RLRAZ, PATO IR ENET, A2 F—T A AD
Vo rza—HhLEFIEYA Fr—HL 7 RLRIE, PATIZERHEINNER A,

AT—
=

IPvG web server

ol;iside
IPvE 2001:db8:122:201b::1/96

F. b

2001:db8:122:2091::121 — 2001:db8:122:201b::1

inside
IPvG 2001:db8:122:2091::11/96

Inside client
z 2001:db3:122:2091::121
—)

FIE

WEIPV6 Ry U —27 DRy NU—2 7T =7 MNAER L, 47> 7 PAT V—/V 4B
mLEJ,

hostname (config)# object network inside vé6
hostname (config-network-object) # subnet 2001:db8:122:2091::/96
hostname (config-network-object) # nat (inside,outside) dynamic interface ipvé6

Z DL TlE, NEA v Z—7 = A A 2001:db8:122:2091::/96 subnet ¥ 7 % » k2> 5 40 ERA

VHE—T 2 A AND ST T 4w TiE, A X —T = A AFIZERE SN2 IPVv6 7 — N )L
T RLZDOWFh~D NAT66 PAT ZHaza S L ¥4,
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| NAT DfIE SR
NAT R L=DNs v Ty esEnz=az |

NAT ZfER L7=DNS U L) LIGEDSETHZ

WWENOT RLAZNAT 27 4 Fal— g b— ﬁtTé?M/X BEEH#iz T, DNS

BrELETDIIICASAZRET DI ENNEI 258 HYFET, DNSEEIT. £ FTv
AlL—3 gy b— )L %3 E?é&%uﬁﬁféi?om&@Eim&&éhk%@iﬂi
@—O

Z OFEREIL. NAT L—UZ—EFFTHDNS 7 = U —LIE&EDT RL A2V 74 FLET (2
ZIE, IPVADA L Ta— R, IPv6 DAAAA L a2 — R, £7-135|XDNSZ/ = —DPTR L 21—
R) o BT AU F =T oA ADBMOA X —T = A ATKEENT D DNS A TlE, A
La— RiE~y 7 ENTENSFEBEOHE~Y 74 bSivEd, #ic, [EEOA U H—T AR
MHw BT A H— 7I4x_%@¢émﬁméfi\AV3~F1%W®4ﬁ%V/
TENTE~EERmZONET,

NAT /L —/VIZ DNS DEXHZ 2R TET HIVLENAE L L FRRNERISRLUET,

o JL—/L 2 NAT64 F 721% NAT46 T, DNS V— 039 5x% v b U —2712H DH4E, DNS A

La— R (IPv4[F) & AAAA L 2— R (IPv6 [A1F) RIDOZEHLD -2 DNS A E X #iz
é%é\o

e DNSH— "NNERIZ, 7 TA4T v FRNEIZH Y, 7 74T > baMERT 5 588E0 B A
A VR E TR B LM ONER R Mo BIEE,

¢ DNS r—BRFIZHY, T4 X—FIPT FLAZEHLTUSEL, 7747 bR
SEZHY . 7 T7AT 2 SRR RIEM R AL VA ERREL TR A & T\ ¥—
/\%77’[2;{—’9,«%)7ﬁ|:|0

DNS DE = X DHIR
RIZDNS U 74 FOfilfRFEZ R L ET,

flilx DA La— RE72IT AAAA L o1 — RIZHEE D PAT /uww&i_ﬂﬁfé“é T, M
45 PAT /L— VIS REAREIZ /2 572, DNS U T4 MIPATICITEA SN TR A,

* Twice NAT /L — /L &3 ET HE, 56567 FLABIOEEILT RLAEZREET D &,
DNSIEEZRETETEHA, TNHOREDONL—/ILTIEL, A& BlZRL-oHAIZ 1D
DT FL AR L TR DEBRPTON D RN H Y £9°, L7zA-> T, ASAlX. DNS
NGO IP 7 R L R %) 78 Twice NAT b— U2 —ES#5 2 LA CTx£H A, DNSJ&
BITIE, DNSERZ RT3 MNOEEILT RU A E5E5ET KL XADOMAE DEIZE
THHEBRDPEENET A,

eDNS 7 U LS&E LA EXH X 5H121T. NAT D/L— L% LT DNSNAT U 54 & H%)
ICLZEDNS 7 AU r—sa v A VAR a AN T HLENRS Y £9, DNSNAT
DYVIA FEHEMMILIZEDNS T 7 U r—yary A VAT a 3T 740 T a—
PVZHEREN DT, AV AXRT V3 VOREEZERTHMLEITETEH D £H A,
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B ons T - outside £ DNS 4—/%

DNS /& EE1E

o EBXZIL, DNS OE X #4213 NAT L—/LTix7e< xlate = b U TEITENET, L7z
MNoT, XA FI v 7 —iZxlate 72 W0EES. VI FRELLFEITEINERHA, %
2T 47 NAT DA, U XD RBEPEELEEA,

*DNS DEXHZIZL ST, DNSH¥AFTIv I To7lT—r DA vE®—Y (AL —T37
va—FRs5) FEXBIOEREA,

WD Ry 7T, NAT/L—/LD DNS U T4 FOflZRLET,

- Qutside _£ @ DNS H—/©\

WO, A v F—T = A ZABT 7B AA[EE/R DNS — "% R LE 4, fip.cisco.com &
W)= NBNERA v H—T = A A LIZH Y T, fip.cisco.com DEFEDT KA (10.1.3.14)
oA Ry RU—27 ETRIEO~ v B2 7 R A (209.165.201.10) I[CA X T 4 v 7124
Bad D X DT NAT 2% E L ET

ZOHE. TOAET 47 L—/LTDNS JEBEEEZ A X —T MITHHERHY £, 2
LD, BEOT FLUAZMAH LT fip.cisco.com (27 7 A9 %5 Z & &Fa] SN TWDHNER
a—HF, vV LT T RLATIIARLS EEDOT RL A% DNS — W52 ETEX 5L 91T
AN/ S

WA A K23 fip.cisco.com DT R LA %K D DNS BRAZXET 5D &, DNS — N FIHE T
<~y 7 7 R A (209.165201.10) 2R LET, VAT AE, WESV—ORAEZT (v 7
=V ZBW L, DNSJEENDOT RL A% 10.1.3.14 I8 L £9, DNSIGEEER A x—7
JZ LZRWEES . NERAR A B fip.cisco.com ([ZEHET 7 & 24 5 VI, 209.165.201.10 (2
N7 4y BRETDIEERAET,
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DNS iS5 HEIE - Outside £ DNS 5—/3 ]

DMNS Server

Security
Appliance

DMSE Reply Modification
209.165201.10 —»10.1.3.14

al—

User ftpcisco.com
01314
Static Translation
on Qutside to:
209165 201.10

®

FTP Request
101314

130021

FIE

ATV TN FIPYV—"DOFRy hU—27 7V =7 bEERLET,

hostname (config) # object network FTP_ SERVER
hostname (config-network-object)# host 10.1.3.14

ATy T2 DNSIEEZHRELT-AZT 4 v 7 NAT R ELET,

hostname (config-network-object)# nat (inside,outside) static 209.165.201.10 dns
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B onseEEE: Bc0ry FT—9 LD DNS H—/X, KR b, BEUF—

DNS/ICEEIE : AlRDRy bT—J EDODNSH—/\ RX k. LUV

H—/\

DNS &

SIEIE

RO, M DNS = 3015 DMZ v bV —271Z& % ftp.cisco.com D IP 7 K L X & Bk
THNEA Y NV —27 Da—HFZRLET, DNSYV—E, 2—¥NDMZ %y hU—7 ki
TAELRWEAETH, IMBEDMZBIDO AL T 4 v 7 M—)Uf > TUSETY v BV 7 7 R
A (209.165.201.10) #RLE£9, ASA L, DNSIENDOT L 2% 10.1.3.14 ([Z8H# L £9°,
Z—PREEDOT R A& LT fipcisco.com (27 7 ¥ AT H5MERH L6, 2Ll ED
RETIVLEDHY FHA, NELEDMZEIZHAX T 4 v 7 =L BHIGEEH. ZDL—IZ
%t L CDNSIGBELEL A X—T T HHERHY £9, DNSISEIT, 2HEEINET,
Z DA, ASAIINERE DMZ IO A X T 4 v 7 L—UZfiE->Th 9 —JE DNS JSENDO T K
L A% 192.168.1.10 [ZA# L £,

X 18:DNSISEELE : BlADRy kT—- E® DNSH—/N, "R b, EXUVH—

DME Server

o
- [

Static Translation 1
f DN_SDUEW? on Cutside to:
tp.cisco.com? ser 209.165.201.10
Outside}

Static Translation 2
on Inside to:
S:Eq:uritj..r D-El.riDE 192.168.1.10

ftp.cisco.com
DMZ E, 10.1.3.14

f’_“‘“ Translatu:.n

( InsidE_) 192.166.1.10 — 10.1.3.14

DNS Reply
200.165.201.10

N

DMS Reply Modification 1
209.165.201.10 =5 10.1.3.14

® \

DMS Reply Modification 2
10.1.3.14 = 192.168.1.10

KA+ Ry bT—2 E®DDNS H—/\

RO, FMBD FTP #—3& DNS #—"Z R LET, VAT AKX, SN —SHO R ¥
TA 7”?@&7%3?) DE9d, ZOHAE. fip.ciscocom DT L A% DNS “j‘H/\ THLRT D &,
DNS P — N[JSE TEEDOT KX 209.165.20.10 7~ LE T, ftp.cisco.com D~ v B> 7 7
L2 (10.1.2.56) BWNEH2—PFICL o THEAIND X HIZTDITIE. AFT 1 v 7 EHIT
L TCDNS JOEBEEEZRET DMENH Y 77,
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onses i E |

ftp.ciscocom
20916520110

Static Translation on Inside to:
10.12.56

Dest Addr. Trans|ation
101256 20916520110

Security
Appliance

DME Reply Medification

FTP Request

209165201.10 —»10.1.2 56

101256

@

DMNE Reply
101256

13002z

FIE

ATYT1 FIP Y —1DFy NI —7 TV MEERLET,

hostname (config) # object network FTP_SERVER
hostname (config-network-object)# host 209.165.201.10

ATw T2 DNSIEEEXZRELI-AZT (v 7 NAT % ELET,

hostname (config-network-object) # nat (outside,inside) static 10.1.2.56 dns

DNS64 it Z{E1E

WO, SEBD IPv4 % T —27 ED FTP —/3& DNS =& R LET, VAT A
X SN —SHDORAZ T ¢ VEBMPH Y £, ZOEIT, WEBIPVE = — 17 fip.cisco.com
DT R AZDNSH— NZERT 5 & DNSH— NJUSE L L THEEOT R 1 Z209.165.200.225
FIRLET,
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B onssssser

ftp.cisco.com D~ v B> 7 7 KL A (2001:DB8::D1AS5:C8E1, Z Z T DIAS:C8E1 %
209.165.200.225 (ZFH24 95 IPv6) M —HFIC Lo TSNS L9252, AET 4 v
7 ZEHUTKE L C DNS ISBEIEZRET 2MENH Y £, ZOHNZIL, DNS h—/D A%
T 4 w7 NAT 22, B L OWEL IPv6 AR A D PAT b—/L b & ENTWET,

. S, GO
208 1655200 235
5 Server Siatic Transision on side o

209.165.2401.15 06 - . CRET
Sfatic Trenslalkon on Inside (o __ L A

2001 :DEbDTARCIOF

~

DS Cuany
lip.clscoucom?

st Acddr. Transiadion
2001:DE8:0TAS:COE T3 209.165.200.225

. @ /
NS Reply Modilicalion .,L
il

200.165.200 2253 200 1:DEB::D1 AS:COET \ 3 : F Regues]
Pt Ned :' 2001:D88::01A5:CEET

iz
o DEa:
F&T Tresslalbon on Oufsids to; §
200165200230

FIE

ATV TN FIPH—R_"DOFRy hU—27 7V =7 b&VEKR L TDNSEIEZZE LIZ-AZT v 7 NAT
ZERELET, 2T 11 EHTH AL, NAT 46 O net-to-net 7> 3 L ZE&HE T,

hostname (config) # object network FTP_ SERVER

hostname (config-network-object)# host 209.165.200.225

hostname (config-network-object) # nat (outside,inside) static 2001:DB8::D1A5:C8E1/128
net-to-net dns

ATFY T2 DNSYH—R"DFRy bU—7 A7 V=7 FEEHR LT, AZT 4 v 7 NAT %€ LE£9, NAT
46 @ net-to-net 7> 3 L EEGHDET,

hostname (config) # object network DNS SERVER
hostname (config-network-object)# host 209.165.201.15
hostname (config-network-object) # nat (outside,inside) static 2001:DB8::D1A5:C90F/128
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PIROZEE. wx+xyb7—snoNsy—1 [

net-to-net

ATY T3 WNEIPV6 X U — 7 B3 572D IPv4 PAT /' — V&R ELET,
5 -

hostname (config) # object network IPv4 POOL
hostname (config-network-object) # range 209.165.200.230 209.165.200.235

RT9T84 WEHIPV6 *y NT—I DFy T —2 7 V=7 MaERL T, PAT 7—VERE LIZF A
FI v NAT X ELE 7,
hostname (config) # object network IPv6 INSIDE

hostname (config-network-object) # subnet 2001:DB8::/96
hostname (config-network-object) # nat (inside,outside) dynamic pat-pool IPv4 POOL

PIROZERE, 'RA kY FT—2®DNS H—/N\

WONZ, IBOFTPH—s3& DNSH—"Z R LET, ASAIZIE, MBI —"HOREZT 1 >
TR H Y 9, ZOHAE. WEO—H 0 10.1.2.56 Difig| & DNS Vv 7 T v 7 & Fi74
%6, ASAITEREOT FLAZEM L THfig|EDNS 7 = —% &% L, DNS H— 3 —
7ML fip.cisco.com ZfEH L TIRE L £,
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B rrozE Sx bk Ry FT—HDDNS H—

19:PTROEE. RA b Ry FT—2 D DNSH—i\

fip.cisco.com
209.165.201.10

Static Translation on Inside ta:
1.2.56

209.165.201.10 i !
Device

Reverse DNS Query Modification
10.1.2.56 — 209.165.201.10

Reverse DNS Query
10.1.2.567

b
=
o
ro
fa
|
304002
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