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ACL Outbound
Permit HTTP from 10.1.1.14, 10.1.2.67,
and 10.1.3.34 to 209.165.200.225
Deny all nthers
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Static NAT
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CASAIX. NS 7 4 v IMBIETAL L X —Tx2A ZAFETDICMP b5 7 1 v 72D I
LET, ICMP "o 7 4 v 2713, A v Z—T oA ZARBTEN-A 2 —7 = A AZEE
TEEH A,

FORNA AN SARHET AT 0OI2, ICMP L— LA FEH LT, 4 > X —7 = A A~D ICMP
T I RBABREDKRA N, £ hU—7 FZITICMP ¥ A ZIZRETE £9, ICMP L—/b
WX T 72 A=V ERRRICIEFE A H 0 . 737y MRS LIz V— DT 7 3 a VU hNiE
HanEd,

A E—=T 2 A AT LT any ICMP L — )L ZG%ET D & ICMP /L—/LD U A s DA% I
ERD deny ICMP /L — /L3 BN S 4L, 7 7 4V NOBEREELE INE T, D7D, —HD A v
=Y XA TRETEESTIHAE, BOVDORA vE—Y XA T EFNT D K5I ICMP L—
DY AN DOEE%IZ permit any L—/LEGD DHMLBENH D FT,

ICMPE[ERGEA v =T AT (FAT73) OWHREZFEIMNEGTLZL2HELES, ICMP
BEREA v —VZ2IELET5H L, ICMP/SAMTIUT 4 AANY 8T 4 & —T7 L2720 | IPsec
BEIOPPTP b7 7 4 w7 MEIETHZ 03 3, F£72, IPv6 D ICMP /37 v [ X, IPv6
DA N—EHR T av 2MEHENET,

FIE

ICMP N5 7 4 v 7 O)L—LVEVERR LET,

icmp {permit | deny} {host ip address |ip address mask | any} [icmp_type] interface name

icmp type ARE LI2WEGE, T XTOX A SV —ARN#EHINET, E5EITL42A
S cExEd, ping ZHl#EIF 512X, echo-reply (0) (ASAMNBHARA R~) F/oidecho (8) (&
A RDBH ASA ) ERRELET,

TRTOT KL A (any) . H—DHKA L (host) . £/2iZFx v bY—7 (ip_address mask) 2
N—NEEATEET,

ICMPv6 (IPv6) KT 7 4 v 7 ONL—ZER L £7,

ipv6 icmp {permit | deny} {host ipv6 address | ipv6-network/prefix-length | any} [icmp_type]
interface_name

icmp_type ZHETE LI2WGE, T XTOX A TV — RN EH I WET,

TRTCHOT KA (any) . B—DAKRA L (host) ., F/2idxry hU—2
(ipv6-network/prefix-length) 2/ —/V %A TE £,

(EE) FL—RA )L— FOHIIT ASA NFEREIND L HIZ, ICMP OEFEARFEA vE—TIC
95— MRZHRELET,

T EILIL—IL .
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B w7z v—nozz

icmp unreachable rate-limit rate burst-size size

L— MHIFRIZ 1~ 100 DFEFHCHRETEET, T 74/ ME1TT, /N—R b P XTEMEIZ
T L AN, 1~ 10 OFHPACTRET HLENH Y 7,

1

ASAZAR Yy T D1 DL LTHRRTD FL—Z )b— MK LT ASA D@ Z 73572012
I%. set connection decrement-ttl =~ > K& A Rx—7/LIZF 51N, L— MillRE K& < T 5
MERHD F9, o& 21X, ROFRY —TiE, ASAZEBRTHTXTORT 7 4 v 7IZO0
T. b— MR %5| & i, Time-to-Live (TTL; /&%t fJRERERE) DfEAT 27 U A M LTV E
R

icmp unreachable rate-limit 50 burst-size 1
class-map global-class

match any
policy-map global policy

class global-class

set connection decrement-ttl

451
EOFNE. 101.1.15DF A FERLS T XTORA KN THEA > Z—T7 = A ZA~0DICMP
DA ZHRT D5 HEEZRLTOVET,

hostname (config)# icmp deny host 10.1.1.15 inside
hostname (config) # icmp permit any inside

WORFNL, 10.1.1.15 DT KL A ZFFORA MINERA > ¥ —7 = A A~D ping 72T %
AT 2 HEE R L TOET,

hostname (config) # icmp permit host 10.1.1.15 inside

WIZ, AN A X —T = A ATTXTD ping EREZHEAR L, 93T packet-too-big
Ay —=VEFATD (SAMIUT 4 ZAANY 2P R— T 5720) HiEarLE
ED

hostname (config) # ipv6 icmp deny any echo-reply outside
hostname (config) # ipv6 icmp permit any packet-too-big outside

WOHIL, Ak 2000:0:0:4:2 F721TF L7 4 v 7 A 2001::/64 FDA A MK LTH
WA B —T 2 A A ping ZFF AT 5 HEEZRLTVET,

hostname (config) # ipvé icmp permit host 2000:0:0:4::2 echo-reply outside
hostname (config) # ipvé icmp permit 2001::/64 echo-reply outside
hostname (config) # ipv6 icmp permit any packet-too-big outside
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TR IL—ILDE=Z)Y

Xy b= T RAZE=HTDHITE, WOavs FEALET,
* clear access-list id counters
TI7REAVUAMDOE vy MIAEHEELET,
 show access-list [name]

ZACEDITEE Ly N ULV M AGLT /A Y A MEERLET, ACLAZIEEL
TLIEEW, FHLBWE, IT_XTOT 78R VA MDRERINFET,

* show running-config access-group

A H =T 2 A ANV RENTWELEIED ACL 2FERLET,

TR IIL—ILD syslog * v — DT

T I EANL=NVICETDH A vE—I1E, syslog A X FDOE2—7 (ASDMOE 2—7 72 E)
AL CTHEGETE £,

TI7ANbORF T EMH L TWDIGE, IRIICESR Sz 7 m—I2%7 % syslog A »
= 106023 I BEREINET, =D Y A NOREBICHD THEERO deny) (Z—ET 5
7T 4y 7R SN E R A,

ASA W ZZ T et G SNy R &RT syslog A »B— YV OMIEFITRKE L

RHZENBHY EF, RDVIZ, syslog A vE—106100 2 AT 20X 7 E2 A F—T L
T2 eaBEIOLET, ZORXvE—IFHNL— FFAA—LEET) OREHERE R
THOT, TNEHEHTLZLICED, Al ENDsyslog A vE—VOHEHIRTEES, £
7oy BEEDNL—MZHONWT, T RTCouX 7 a7 40— T5HELHY £,

A wE— 106100 DX T NA F—TIT, X7y N ACE & —E L7846, ASA LY
n—x b EEHR LT, BESNEZMBNTZE LNy FOBEBHF L £, ASAIL,
BAIOE Y b oTo b Ex, BIOKHBOKDY (Zsyslog A v E—THAERK L, ZORIRIC
BFsby hOGHEEREKEDOE y NOXA LAZ TR LET, FEROKDDIZ, ASA
ey MEE 0By FLET, 1 DOMBNTACE & —87T 2537 v R Te 585,
ASAIZZED 77— MY ZHIBRLET, L—Du X FORETIL, 2oL —iL
IZHONWT, B XAyt —0RROIE)D, BEREGEIET L ENTEET,

Zu—F, BEILIPT RLA, EEIPT RLA, Ya bhar, BIOFR— K CTERINE
T FL220DKA MNEHOF LWEERE TIL, EEITAR— ERBRRLIGENSHT2D, Boiz
DOFLWT o —IMMEREND L, FU7a—08EINIRENARWEAENH Y £7°,

WSS NTERICET 5, s’y FE ACL TTF = v 7 TH0EIIH Y A, &
WOy NETFRaX 7 &, By MUZEOLNET, ICMP 2 EDaxr g LA
M7a haLoBAE, FFTSRTWD 7y b dR_TeXrran, HREEnNE 7> b
T RTeXrrEnEd,

INHDA =V DOFEMICOWTIL, syslog A vE—Y TA REZRLTIESN,

T EILIL—IL .
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B <79 7oexonaErrEEoRER

Bk

A vE—=T106100 DEX 2 T RAFX—T /N T, X7 RS ACE & —EL75E, ASA LY
n— x>y b EERLT, HESHEBBENTZE L Yy O EBHFLE9, ASA T
X, ACEflorX 7 7u—% g RKR2KEFTEET, LORETHLRED Y 7 —2[FEKFC
FETHAHEMERH Y £4, AEFVBLOCPU Y YV —2ANEHRICHE SN WE T 5
720, ASAITIRIFHETS 7 o —HUCHIR 23 E LEd, ZoflRiE, S 7 a—icxt LT
REINET FFA 7o — IR EINEEA) . ZHUL, EE 70— THBEZRLTWH A
MRS L7200 TT, HIRIZET S &, ASAITBEFOES 7 o —n iR s ¥y
THOBH LUWESR 7 0 —Z{ERET. A vEB—2106101 Z%ITLET, TDOAvE—V 08
FE13 access-list alert-interval secs =~ > REHH LT, G 70 —0F v v oo DFEKREIT

access-list deny-flow-max number 1~ > Rz H L CTHIEITE £,

2y bT—0 7O EADHFAF=IFEEDEREHI

WIZ, KXy b =2 T 72 AOFAETATIEE O —RHIRBREG DN D9 m L ET,

5k ACL D131

WKOHNL., WEY—X1DORy NI =7 A7 =27 MEBMNML, =N LTAET 4 v 7
NAT #3517 L., W — 1 ~DIMUNSL DT 7 A% A X —T7 VI LET,

hostname (config) # object network inside-serverl
hostname (config)# host 10.1.1.1
hostname (config) # nat (inside,outside) static 209.165.201.12

hostname (config) # access-list outside access extended permit tcp any object inside-serverl
eq www
hostname (config) # access-group outside access in interface outside

WOFTIL, TR_RTORA MRy hT—27 L hr Xy T —27 OB TOWMEZZHFTLE
TN, TRy T =T ~DT 7B AT EDRA FNETICHFTEINFET,

hostname (config) # access-1list ANY extended permit ip any any
hostname (config) # access-1list OUT extended permit ip host 209.168.200.3 any
hostname (config) # access-1list OUT extended permit ip host 209.168.200.4 any

hostname (config) # access-group ANY in interface inside

hostname (config) # access-group ANY in interface hr
hostname (config) # access-group OUT out interface outside

WO TIX, 727 N IN—TEEHALTHEA v Z—T =2 ADEED NT T 4w T %
AL £,

hostname (config)# object-group service myaclog

hostname (config-service)# service-object tcp source range 2000 3000

hostname (config-service)# service-object tcp source range 3000 3010 destinatio$
hostname (config-service)# service-object ipsec
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hostname (config-service)# service-object udp destination range 1002 1006
hostname (config-service)# service-object icmp echo

hostname (config) # access-list outsideacl extended permit object-group myaclog interface
inside any

EtherType D4

=& 21X, ROY 7V ACL TIiE, WA v ¥ — 7 = A A THAF S5 — %172 EtherType 73
FFASNET,

hostname (config) # access-list ETHER ethertype permit ipx

INFO: ethertype ipx is saved to config as ethertype eii-ipx

INFO: ethertype ipx is saved to config as ethertype dsap ipx
INFO: ethertype ipx is saved to config as ethertype dsap raw-ipx
hostname (config) # access-list ETHER ethertype permit mpls-unicast
hostname (config) # access-group ETHER in interface inside

ROBITIL, ASA Z i@ 3 5 —H# D EtherType 233F Al SHVE T3, ZNLSMIT X THEG S
ij‘o

hostname
hostname
hostname
hostname

config)# access-list ETHER ethertype permit 0x1234
config)# access-list ETHER ethertype permit mpls-unicast
config)# access-group ETHER in interface inside

config)# access-group ETHER in interface outside

WOHITIE, WIFDA o H—T = A AT EtherType 0x1256 D k7 7 4 v 7 BMEA S FE 73,
o ~T7 7 4 v 7T TRCHFAEINET,

hostname (config) # access-1list nonIP ethertype deny 1256

hostname (config) # access-list nonIP ethertype permit any
hostname (config) # access-group nonIP in interface inside
hostname (config) # access-group nonIP in interface outside

TR IL—ILDEFE

T3y bTxr—
Hae L)) —2R SiER
AV B =T A AT 7 EA L—1|7.001) ACL ZfiI L7, ASARRH DR v FU—27 7 7 & ZDHiliH,
access-group 2~ RPN EAINE L,
Ta—sN)L T I A J—)L 8.3(1) Ta—sN)L T IR A =R EANSNE LT,
W<y RPEBEINE L7z, access-group.

T EILIL—IL .
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7oL L= |

T3y bT4—
HHeR LY)—=2R B2l
TATUT AT 4 77 AT vr— (84Q) TATYTATA T7AT VA= NDO2—FELOT V-7

VDY R— b

ERETEMEIMHTEL IRV ELE, TAT T«
T4 T7AT T4 —/VACLILT 7R JL—/LX° AAA L—/L
LB, BEOVPN R TE £,

access-list extended =~ > R2ALEE INFE L7,

EtherType ACL 23 IS-IS 7 7 1 >
7 &Y aR— |k

8.4(5). 9.1(2)

NTUART LU N 77 AT Ut—/LE— RTIL, ASA N
EtherType ACL Zfffl L CIS-IS FT7 7 4 v 7 W+ Z LN T
X597V EL,

access-list ethertype {permit|deny} isis =~ > F3EHE S FE L
7=

TrustSec DY R — k

9.0(1)

TrustSec X =2 VT 4 F NV —T 2 FETL EEEITFEHTE D L
NV FE LI, TATYT AT 4 7747 74—V ACL %
TIRA L= EEBIERATEET,

access-list extended =~ > R2ALEFE INFE L7~

IPv4 B X OV IPv6 D& ACL

9.0(1)

ACLTIPVABLIPV6 T RLARYR—FENH LR
F L, BEILBIOSEEICH L TIPVE B LI OIPVE 7 R LA
DMAEDLEBIETEET, any ¥ —7U— NI, IPAEB IV
IPv6 77 4 v 7 2RTLIICEEINE LIz, IPvd DHD
N7 74 v 7 %fKTayd F—T— K& IPVODHD T T 4 v
7 % RKT any6 ¥ —T — RGBS LE L7z, IPv6 [EAH D ACL
IEIEHELE T3, BEAFD IPV6 ACL IXHEE ACLICBITS N E T,
BATOFEMIZOW T, VU —R /= EZRLTIZEN,

WD o~ RPETE I E L7, access-listextended, access-list
webtype

ipv6 access-list, ipv6 access-list webtype, ipv6-vpn-filter D4 =
~ U FDHIBRESNE Lz,

ICMP =— RiZ2 k> TICMP o
TU T T ANE Y T B0
DOYRIE ACL & A7 Y = 7 NhEdL
iR

9.0(1)

ICMP =1 — RIZHSWTICMP h 7 7 ¢ v 7 OF A £ 7213EES
MTEAHIHIITRVE L,

access-list extended . service-object, service D72~ K3

ANFERITEEINE LT,

TIRAITN—F )L—L T
DRI Hrvaryaly b EF
JL

9.1(5)

A X =T NDOYE . V—IVOREDZ T4, N— L OFEFNE
HEInET, V= VORENT =< ZA~OEBEIH Y 4
A/o

asp rule-engine transactional-commit, show running-config asp
rule-engine transactional-commit, clear configure asp rule-engine
transactional-commit D4 1~ > RAE A S LE L7,
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T35y bT4—
MBS LYy—x |58
ACLBLUOA T V=7 bafRET 9302) M Leary 7 4 Fal—varytyiaryTACLBIUA
LDIeO DR v v a v Tzl NERETEDLLICRVE L, Flo, AT V=7
N N [N § L) - > o
e A S LN COAT D hkiom1®$m§%ﬁﬂ%L&©\iﬁﬁ&}§2j7
b5 R ACL DR Pl FERIZACL DV—NVRT 7B A TIN—T 2R ETE
o HESITHRVELE,
clear config-session, clear session, configure session,
forward-reference, show config-session D% 2~ o RVE A I 41
* L7,
Stream Control Transmission Protocol |9.5(2) setp7’ 0 ha L EEHALT, A— MOEEEE ST 7 A L—
(SCTP) DT 7t A =L DY AEERCTEDEHICRYE LT,
AR—h
WD~y RPEBINE L7, access-list extended .
Ethertype /L —/L"C, IEEE 802.2 #&# | 9.6(2) IEEE 802.2 ¥l U > 7 il N7 » F D% —v R 77 R
U7l Ry osidet— e X RA L bDT R RIZXIT 5 Ethertype @7 7 & Al {#/L— v
TIRARA L ROT KLARY EERTED IRV E L, ZOBIMZLY., bpdu F—
A—hEhET, T—RBHENT 7 4w 71— L7< 720 £7, dsap 0x42
(2% LC bpdu /L—/L & EX iz 9,
WD <y RPEBINE L7z, access-list ethertype
TV oY IN—T A=A |9.7(1) Ethertype ACL Z{Ef L, V—T v RE—RKDTV v J)b—

#—7 = A AT Bthertype /L —/L-D
=Ty RE—F, BXOT U v
IN—TORBA S H—T = A
Z (BVD) DILRT 7 A =10
PAR— b,

T RAUN=DA U E =T oA RATHHATELLOITRDEL
T7o Fl2, AU NR—A =T AT, 7V vIHR
BAH—T AR BVD ZIERT 7 8ANLV—E2HEHHT 5
ZEHTEET,

WD a~<y RPWETILE L7, access-group, access-list
ethertype
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T3y bT4—
HEER L)) =R & BA
EtherType 7 7 & AHil{#1 U 2 kD28 [9.9(1) EtherType 7 72 22> b u—/ L U X ~Z, EthernetlIIPX (EII
=, IPX) ZHR—= 558512 £, S5IC, DSAP F—

U — RIZH LW —T— RBEIN &4, i@ DSAP fE (BPDU
(0x42) . TPX (0xE0) . Raw IPX (0xFF) . 35X OVISIS
(0XFE) ) ¥ AR—FLET, ZORE, BPDU £721L ISIS

¥ —U— R&fEH T 5BE(7£0 EtherType 7 7 & A= kU

LB BV DSAPHEARZE 32 L 9 IC&E# S, IPX D/L—

UL 3 >DL— (DSAP IPX, DSAP Raw IPX, &L VEI

IPX) (A SN E T, & 51T, IPX % EtherTypef & L T

THR7y b ¥y T FrEIESNE L, 2T IPX Y3

SOAERB] D EtherType ([ZxHET 5728 T,

WD~y RONEBT S UE L7 : access-list ethertype & — 7 —

K eii-ipx 33 £ O\ dsap {bpdu | ipx | isis | raw-ipx} VBN S0 E L
72, capture ethernet-typeipx ¥ — 7 — R{X¥ R — h & 7e< 7
DE LT,
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