LTIV 7oA KR) O—

TOETIE, AATIvI TI/RRARI D —2RETDHHEEZHRHALET,
cHAF IV TIEARY —IZHONT (1 =)
HBAFIv I TIRARI—DTA LA (43=)
cHATF I T EARY —DRE (43—)

* DAP O AAA BMHEEIIEEDRRE (8 X—)

*DAP D= RiRA v MNEM@IEEORE (11 X—)

« LUA % L7z DAP (28T 2180 DAP ZIREHEDIER (26 <X—)
*DAP 7 7 B A LFFRIR Y —BEORE (33 LX—)

*DAP L —ZADHEFT (38 =)

* DAP Off] (38 ~<X—)

BAFIVvH THERAERYO—IZDU\T

VPN 7' — b 7 = A (FE R BREECTEME L £7°, x4 D VPN #2213, BHBEICERIND A
KT %y FRE, MNORL—FRHOSESERu—1, BIORELEX2 DT 4 LN
VIR BV ET—F T RA P A Ihboua s A il BEROERNEET DN D
WET, VPNERETOZ—YEAIOX AT L, AXT 4 v 7 RBEDR Y NV —7 TORAHF
A7 X0 B0 BT,

ASA TIIZAF I v T7EAKRY — (DAP) IZX-> T, ZHbHDSF I FREBHITHHAL
TOHRAMEELZRECTEET, AT I v 778 A R —iF, HEO2—Y b ZE
Tika—Y ey a cBEMT S —HEOT /A ar he— VEEERE L CTERLET,
THODBYEICLEY . DI —TF AR — sy PRI RRA Y X2 )T ¢ O
WCHRHL L F9, 2F YD, ASATIE, ERLERY —ZESX, FFEDOE Yy ar~DT 7%
AMENFFED L —FIZAF 5 S ET, ASA 1T, =—FREEE L7 T, DAP L — Kb
DEMZBIREITENT DA LICL>TDAP 24K LET, DAPL 22— X, VE—FF
INAADTZY RIRA 2 b X2 U T 4 HFHREBLORGES NIz —F D AAA BAMEHRIZFES W
TERINET, BREINTZDAP La— R, =2—% borxrFEridktyya vic@AsSn
3

DAP . wLF arFF A F B— RTIEYAR— FENFEHA,
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B oorricszue—+ 7002 T0 AL BEURRF L HHEY—LOYHR—

DAP VAT AL, HEEMLBELTAROALKR—R L "BH Y 7,

*DAP@BIRa L 7 4 X2l —ar T77A By g UETIZDAP La— RABIRL
THEHAT H7-DIZ ASABMER T 5, EENTLBRINTZTFA N 774/, ASA EITRTF
SNET, ASDMZHEHL T, ZO77 A NVEEH LD, XML 7 —#EXT ASA I
Ty 7a— KLY T&EET, DAPRIGRE Y 7 A VI, =—VRRETHTXTOR
PERFLHE SN TWET, ZHITiE, AAA B, =2 RARA U MNatk, BXOxy hU—
7 ACL & Web # A4 7 ACLD 7 4 )% 7R"— Rk, URLDOY A h& LTRESNZT
TRARY) =72 ENHY 7,

s DfltAccess R Y v — : HIZDAP ¥~ — 7 —TNVDOREDOTZ N T, 77443V T 4
IF0, T7AN T I7EAR) O —DOT 7 ARY U—BHEEZRETE LTI, AAA
BEEIT=Y RARA U MEREIEENTE LT, ZNHORMEITRETE IR A,
DfltAccessPolicy IZHIBR CE £t A, F/o, v~V —T—TNLDOREOT MV IZHR->T
WHRENRH D £77,

FEANZOWTCIE,  [Dynamic Access Deployment Guide]
(https://supportforums.cisco.com/docs/DOC-1369) =S L T 72 &0,

DAP [ZLBYE—F7H+R 7O FIALLBELEUVRRAFVEE@Y—IL
DHYHR—k

ASA 13, BHENRELERAFYIMEY — L EFEH LT RRA 2 b X2 T 4 B
EERELET, ZORAF ¥y —/LiZiX, AnyConnect IR AF ¥ £ = — L ML L7-7R
ANAFx Ny —Y BIONACHREENET,

WDOFIZ, DAP WY R—FLTWAEFEYVE—F 778X Fa hab, ZOHTHEHATRER
RAF FEUHY — L. BEOZFDOY — k- TS AEHE R LET,

B 773y 70€RrR)I—
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DAP(zk % E—k 7o RN~ 2 [

H71R— k&t 3!) |AnyConnect 7K X | AnyConnect 7R X | NAC CiscoNAC 7 75
EF—+FT7O9€X | FYEDa-IL | Fr EDaA - A72R
JAkIN KRR R REYS | KRR RFv
Ny lr—o Ny lr—o
Cisco Secure Cisco Secure
Desktop Desktop
(Endpoint (Endpoint
Assessment 7= X I | Assessment 7R R
R UYRERMEEE | R v UHLIEMEEE
MDA R—TILTH | B R—TILTH
Ly) 3)
77 ANEHR, V|~ T =TS [NAC A7 —% A |[VLAN Z A 7' &
CARNY F—0 | TOR=VFL | BT VLANID %K
. Fr7eY | 774 T 74—
A, FARL—F 4 | VT R =T O
VT VAT A | REIRT
ey
IPsec VPN X X Yes Yes
Cisco AnyConnect | Yes Yes Yes Yes
VPN
AT hL A | Yes Yes X x
(75 ¥
A) SSL VPN
PIX 77 > b AjL— | X X X X
Tu¥xy (KA
F 4 R
Al)

DAPIZLB)E—F T EREHGRD—T R

WD —Ir v AT, BBHERR ) B— N T 7 AR 2L T A 50 EEZ R~ LE T,
1. VE—bF 27747 b2 VPN EfmaRAET,

2. ASA %, BRE SN2 NACfE & Cisco Secure Desktop @ Host Scan fE & FHH L TH 2T+ 7F
iz T LET,

3. ASAlT. AAAZ N L CTa—H%%

B

HAFLET, AAA Y — T, 22—V 0@ ABEME IR L E

RICMA.

4, ASA T AAA RBFBEMHEZZFZDOE Y>3 ML, VPN o RV EZFHESL L ET,
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BAF3v o 7o ARy — |
B srzvr79exkv—051£02

5. ASA . AAAZRAMEHR L B v 2 a v ORAF ¥ FIERICE SV T DAP L 22— RA BN
L/ji‘g_o

6. ASA TR L7 DAP L =2— N5 DAP BIMEAEN L. F0EH SN BIED DAP &Y
—Z7% 0 £,

7. ASAIZZFDODAPRY L —% v g @A LET,

BAFTIVY) TFTIRBARI O —DIA4EVR
A\

GE)  ZoReIiX. A v— NS UERROZRWET L TIIEHTE A,
ETIL 4t REH
ASAv Premium 7 A & A
fthOFTXTHOET IV AnyConnect Premium 7 1 &> &

Advanced Endpoint Assessment 7 - & > A

AnyConnect Mobile 7 A & > &

GE)  ASAEHFE )’ AnyConnect E/3A /L AR A F ¥ DAP @A E DL HITHEHT 500, A A b—
V% FHD AnyConnect 7 A & L A2 &L - THEA Y 9, Advanced Endpoint Assessment 7 A &2 >/
AVZ X 5T, DAP T Advanced Endpoint Assessment #§GE (f£18. Windows Mobile Device LUA
Expressions 72 &) ANV £3, £/o, AT A B ATDAP 2T 52 L TEE
. JEIR DAP (L ASA DT A B AB L OHREICESWTHEASNE S (12— /ML
AnyConnect Premium 74 B AZ LD TVA NV AR T = v 772 L)

BErEY Y
DAP ~® AnyConnect = KR A > MNEPEDEM (14 X—)

BAFTIVY TIORBAR)DO—DERTE

48 HHEIIZ

o FRIZFEEHE DR WRY . DAP =2 RiRA > MEMZRTET HHIIZ, FA N A%y L&AV
A N—ITBMERH Y FT,

* HostScan 4.3.x 7> HostScan 4.6.x ARRICT v 77 L— R4 258BE51%. 7 v 77 L — FOHi
W2, BEfFD AV/AS/FW = RiRA ¥ M@z xhicd 5 R AM/FW = RN A > Mg
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BATT20ERHY T, 777 b— RBIOBTORE2FIAIC SN T,
[ AnyConnect HostScan 4.3.x to 4.6.x Migration Guide] ZZH L T 72 &\,

Ty AN, TukRA, LYAR)DOTL RRA 2 MNEMEERET RIS, 77 A, TR
AL VYR MY DOERRA S A%y VBN ERET DMLENRDH Y T, FIRIZONWT
IZ. ASDM % jL#) L C [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] >
[Host Scan] DIEIZEIN L, [Help] #7 U v 7 LTLEEW,

« DAP %, ASCI XFDHIR—FENET,

FIE

ATv 71 ASDM % jL#) L. [Configuration] > [Remote Access VPN] > [Network (Client) Access] ¥ 7=1%
[Clientless SSL VPN Access] > [Dynamic Access Policies] % 58K L £ 797,

GE)  [Add]. [Edit], BX W [Delete] 77 > 2 > ® FiZ [Incompatible] 77 3 3 > AR Z L HR5E
IREINDEGEX. WEET A4 77 U OFEHIZ X 0 BEAF DAP 7R U — (HostScan 4.3.x LA
HiZfEH U CTHERR) & BN o783 —Y 3 (4.6xLLKE) (2 HostScan &7
T —=RLESELTWET, V¥ A LBITFIELIATL T, REZHISIED
VRSB F,

[Incompatible] 7 7 3 a > BFR /R SN A5G 1E, HostScan DT v 77 L — KRGS
h\mmw%ﬁﬂﬁgz&ot_&%rbfwi?oﬁﬂﬁim_owfﬁ\
[ AnyConnect Hostscan 4.3.x to 4.6.x Migration Guidel] #&M L T 7Z& Wy,

ATV T2 FEO~YLVT 2T HRELNINR—=VFN T 7 AT U =D KRA v MNEtEzaEH 5T
1L, A D LT < @ [CSD configuration] Y > 27 & 27 U w7 L'E9, KIZ, Cisco Secure
Desktop 33 & OF HostScan @Tf%ﬁ*%%“ 7847‘\ TMILET, 2OV 7iE, bl hOERE
ZTTICA =T ML TV A GEICIEFRRSINER A,

x%vﬁsﬁﬁﬁé@mwwjxh%%mbi#o
T =T INZFIRD 7 4 — )V RRERINET,
* [ACL Priority] : DAP L' 22— KO T 74 AV T 4 BFRLET,

ASA X, BEDODAP L a— Kb %y hU—2 ACL & Web ¥ 1 7 ACL #8515 L &
2, ZOfEZEMH L TACL Zf#iI BT LET, ASAIL, & o774 F V7 ¢«
BB DT TAF VT 4 FEDIAICL 2 — REW, K MIOTI7A4 4V T 4 %
T NDO—FFICHELET, FINRKEWVWIETIAFT VT A BENZLEERLE
I, 2 2E, ER4DODAP La—RKiMERN 2L a—RELDEEWT I3 T 4 %
FoOZ el Ed, 7744V 7T 11, FEITOWNFEZITTEEEA,

* [Name] : DAP L =2 — FOAHTZ R R LET,
* [Network ACL List] : £ a VZ@EHIND 7 7 A4 T 74— /VACLOART#FR R LET,
* [Web-Type ACL List] : &< = 2 415 SSL VPN ACL D4R AR R LET,

« [Description] : DAP L =— RO HKZ 7 L £,
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F4F2v 9 7oA KYv— |

B 5 rz00 7o Ky v—nBmEr3EE

5AF

ATvT4

ATy TH
ATvT6

ATy 71

[Add] £721X [Edit] 227 UV v 7 LT, XA F v 7 T/ AR —0BIMEZITHE (6
N=) BFITLET,

[Apply] #7 V v 27 L CDAP HEEXHRGFLET,

[Find] 7 4 — NV REFEHLT, ¥4Iy 7 7782 R — (DAP) 2B LET,

DT 4 =)V RADASHBIET S L. DAPT—T7 VD47 ¢ —/v KOSETAER ST O SCF D HER
I, ~HTH2LORMEINET, VANV RI—REHEHTL L. MBEHFHANIEND £,

72 & 21X, [Find] 7 4« —/V RIZ Tsal] & AT LA IL, Sales &V ) 4HITD DAP & 13—
HLFETH, Wholesalers EWIAREITD DAP &i3— ﬁ(biﬁ‘/\/o [Find] 7 « —/L RIZ *sal
EANTBHE, T—TNHND sales F721X Wholesalers D H 6, HNIHHI L= DM
HEnET,

FAFIv s TrERARY—DF AL (14—Y) 2EFLCRELHRLET.

H

SO TOERKR)O—DEME-IIHFESE

ATy T

ATy T2

ATvT3

ATy T4

FIE

ASDM % £#) L. [Configuration] > [Remote Access VPN] > [Network (Client) Access] & 7= (%
[Clientless SSL VPN Access| > [Dynamic Access Policies] > [Add] F 7213 [Edit] ZZR L £7,

ZOEAT Iy TI7RARY =040 (WH) EHH (F7var) 2 AN LET,
* [Policy Name] (%, 4 ~ 32 JLFOLFFH|T, A=A IMEHTEEE A,
« DAP @ [Description] 7 4 —/L FIZIX 80 LFE TANTEET,

[ACL Priority] 7 4 —/V RC, ZDXAFI v TIRARI O —DT T4 XV T 4 Z#FHEL
£,

X2 VT4 TTIAT VAR, ZOCRELEIEFTT 722 R o—%@ALET, &
DRENEETTAA VT A FE< 220 £, AMEOHHIL 0 ~ 2147483647 TF, 77 4
b MEZ 0 T

Z O DAP OEPRILHELFEE L £,

a) [SelectionCriteria] XA > D R v 7 X7 JA K (FULRL) T, 2—FNRZDOXAF
v TIEARY—EFEHTHITIE, TXTOZ RARA v MEEERTETZ &I
Mz T, T TRESND AAA BHEEOWT L ([ANY]) £721E9 T ([ALL]) 24
BWLRDHO)0, FLk b —UIAZE (INONE]) ThHHONETIRLET,

BETLI T MVITFTEINEEA, AAA RIS FARA v MNEMEE2TEEE 312 DAP
La— RERETHE, La— RBPTRCOBIREELR- L TWDZLIZRDDT,
ASA ITFEIZFDO L a— REBINLFET,
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ATy TH

ATvT6

FL4FT 299

&

ATy T2

s4+z90 72 RUv—n7Z+ |

b) [AAA Attributes] 7 4 —/L R [Add] £7213 [Edit] 227 U v 7 LT, DAP @ AAA JEMEER
EHEORE B82—Y) 2ETLET,

¢) [Endpoint Attributes] fEJ8 C [Add] £721X [Edit] #27 U v 27 LT, DAP D=2 RARA » Ng
PEERREEEDORE (11 =) 2FITLET,

d) [Advanced] 7+ —/LV K% 27 VY v 7 LT, LUA M L7= DAP (23T 51810 DAP #4RUIEL
HEDIERR (26 X—) 2T LET, ZOKREEFEHTHITE, Lua 7 rr 73075
FEDHFRS NI T,

* [AND/OR] : JEARMZEIUL—L L Z 2 TANT e OBz ER L £7
DFED, TTICHRESNTND AAA )ﬁ%riisct(ﬁi‘/ RARA > MR LW EMEE
BT 200, EIEENOREFEHOBIEICEESRZ 200 ERELET, 77+
Jb MZ AND T,

» [Logical Expressions] : ZNENDH A T DT RiRA > MEBMEDA VA X 2 X BB
"“”“Té“?iﬁ“ F LW AAA BIRBEMEF 2130 AL > MEREME (BDH5WIEEFD
W7 ZEF#RT L7V RO LUATFA M2 AN LET, ASDM i, ZZCTAA
éﬂt7ﬂ?1 N ERRFEE T, T A & DAPXML 7 7 A /L a B —34 57217 TY,
BT ASA 1T K- TiThi, T AeeR I S E T,

ZODAP DT 7R R/FFAIRY =@t EEELE T,

IITHRETABMEIL. RO —Y, IA—F hrxAL TN —TF BIOF T4 RO
TN—71La—REED, AAAVAT LAOREZ FEXLET, DAPT 7 ALFHFAARY
B E 332—) EBRLTLIEE N,

[OK1 %27 U v 7 LET,

FOERARYS—DFTR
TS T, RABHEORT BIEET A2 LIk oT, T340 ATHRESIND DAP L
a— Rty "OABREINAEZNEINET A RNTEET,

FIE

BIEEORT ZHET HITIE. [AAA Attribute] 77— /L & [Endpoint Attribute] 7 — 7 /L2 B
£} 372 [Add/Edit] R & &2 L E 9,

[AAd/Edit) R v &7 Vv 735 LERREINDF AT a7, [Add/Edit AAA Attributes] 7 1 >
K7 & [Add/Edit Endpoint Attributes] %1 7 & 77K v 7 A | %Téﬂé AT a7 ]lTWE
ﬁ—o

[Test) "% > %27 Vw27 LET,
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B4+ 7oERAKR)— |
B orr oA ErRREEOBRE

FNRAAEODAPH TV AT AT, %L a— ROAAA B IOy RERA > NI BN % 250
THEXZ, INLOEEZSRLUET, R, [Test Results] fEIRKICK R I N E T,

DAP @ AAA B4 :BIREEDERTE

DAP X AAA P —E R &Ml LE T, ARSI TV DRABMEOE v MIE LTV E T2,
ZNHDRBMIEIZ L > TAAA TR SN HRFEMEZ T T £9, AAABEMEIL. CiscoAAA
JBMEPEE H HFRET D>, ASA A RADIUS F 7213 LDAP ¥ — 30 5% (53 A I5E Bt —Xn»
LIEETEET, ASAIL, = —F D AAARFIEHRE Y v a3 LV ORATF ¥ FMIEHRIZIES
TDAP L a— REZEIRLET, ASA L, ZDERICIESWTHED DAP L a2— REEIRT
X, Fho0La— REERNL T DAPREAEMHEEZER L 7,

FIE

DAP L = — ROOEIRFEAE L LT AAA B ET 5121, [Add/Edit AAA Attributes] % 1 7 12
TRy 7 AT, T % Cisco. LDAP, F7- iRADIUS)Eri% XELET, ZbDEMIT
ANTHMEIZH LT =) F£720F M=) OWTRNICHRETEET, £DAP L 23— | LEQ”E_I
AE72 AAA BIEOEITHIRIZH D A, AAA BIEOFEHIIZOWTIE, AAA BYEOER (11
R—=) SR LTIZIN,

[AAA Attributes Type] : K> 7# > U R &M LT, Cisco, LDAP, %7213 RADIUS J&
PEAE SR L £,

* [Cisco] : AAA B ET VICHRFEESN TV D2 —VRaEEEZSB L £J, DAP La—F
D AAA BB, 2o O —YRABMEO/ N2 72y MEEETEET, K
DOREMENEGEENET,

* [Group Policy] : VPN .—H & v o g VZBEMIT O TCWE I —TF R v —4 %
RLET, X2 VT4 T T IA4T VAT —/WIEET HM, IETFZ 7 A (25)
JEPE & L C RADIUS/LDAP 7 BH5(E L ET, &K 64 LFTT,

[Assigned IP Address] : R Y & —IZHRETHIPv4 7 KL AZ A LET, 7V borx
JVVPN 27 74 7 (IPsec, L2TP/IPsec, SSL VPN AnyConnect) (ZH| Y %4 T o7
IP7 RLVAIX, 7747 LU ASSLVPNIZIZEID S THNETA, 7T T b
LA t®yia ilid7 RLZADEID B TRZ2NNE T,

[Assigned IPv6 Address] : AR Y > —IZHEET H IPv6 7 RL A& AT LE T,

[ConnectionProfile] : 2 %7 ¥ a VEIX bRV T DI N—T4, K64 LT T,

[Username] : 3&GE Sz 2 —HFO2—W4, HK643LTF T3, v—/LFEGE. RADIUS
FEE. LDAP EEOWTNngE, F213FOMOFREESY A4 7 (RSA/SDI, NT Domain
BREOWTNMPEHEHL TCWABEAICEHE INET,

C[EN=] EE LV EELL 2
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[LDAP] : LDAP 7 A4 7> NI, =% D AAA & v v a3 VZBEM T DT — % R —
2B DT XTOFRA T 4 7 LDAP ISE B DT 2417 L £7, LDAPZ 74 7 k
TlE. ZE LEEOSEBRMEEZ T — 2 R—= A CEEXIAB T T, ZOLFTOER D BT
RCEFEINET, 2—F La— &I N—7 L a— RO 75 LDAP H— 35 Fi 7
AENDE, ZOVFVARRETHIHERDHY £, =2—% L a— REERRYNTH -
REN, =T La—REhEh b EICEEInET,

Active Directory 7 /V—"7 X =3y T iR— b3 5720, AAALDAP 7 747

I TlX. LDAP memberOf )G JBYEIT 5T 2 RFRI72 508 3T o4 £ 9, AD memberOf J&
X, ADNOZV—7 L a— RO DN XFHE4EELET, 7/ —7 D4R, DN XF
FINDEAID CNETT, LDAP 7 7 A 7 > hCTlik, DN XFHI05H 7 A —74 & L
T, AAA memberOf JEME & LTI L, IGE BT — % ~— Z|Z LDAP memberOf J& M &
LML ET, LDAP LB A v — U NIZIBIIO memberOf BIENTFAET DHE. T
OB D 7 V—T 2R &4, BT AAA memberOf B & kG & T, V7 v—T74
Dh o~ TR NI SCFHNINERSINET, ZOXFININERET — 4 X—ANTH
HInET,

LDAP /R A —"~DVPN U E— [ 77 & ZX & v 3 VHRD 3D Active Directory
77— (memberOf F|28) OWTNNEIRTHAIL, IROEBEY L7203,
cn=Engineering,ou=People,dc=company,dc=com

cn=Employees,ou=People,dc=company,dc=com

cn=EastCoastast,ou=People,dc=company,dc=com

ASA %, Engineering, Employees, EastCoast @ 3 -D® Active Directory 7 /L — 7" % JILEE L &
T, TNHDOTN—TFIL, aaaldap DFEPFEHEL L TED L) RAGOETCHEMN T
ESr AN

LDAP J& 1%, DAP L =2— FND &M L BYEEO T THE S TWEd, LDAP &M
AVE, BESCZHES MERH Y . KCF, MXFEXBILET, 728 201X, AD — 303
FlE L TRTEDD VI, LDAP JEMED Department 2457 L7254, DAP L 22— Kk
CORMREICESE —FHLETA,
GE)  [Value] 7 4 —/V RICHEEDEZ AT HI21E, BIa2rr () 27 U3IFEL
TEHLES, kITHlZRLET,
eng;sale; cn=Audgen VPN,ou=USERS,0=0AG

[RADIUS] : RADIUS 7 7 A 7 NI, 2—TDAAA L v ¥ 3 ZBEfHT b =T —#
R—=2ZH DT XTORA T 4 7 RADIUSIGE BIEE DT Z-1F L £3, RADIUSZ 7
AT v NI, TR EFCISE R E T — 2 RXR— A CEXAR T T, ZTOLARIOKSE
DORMITTRTEEEINET, 2=V La— RBIWIL—7 L a— RO 57 RADIUS
= NN FHRAENTGE, ZOV TV ARBAET HAREERH Y £, =2—F L a—
REMENRINCFHEIAEN, Z—7 La— Rl bEIcEeEsnEd,

RADIUS 1%, DAP L' o — FNOEMNE S & BHEO T THER I TV ET,
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. Active Directory ' )L— T D ER{%

(G¥) RADIUS B2 T, DAP 1T Attribute ID = 4096 + RADIUSID & & L £1,
Wil R L FET,

RADIUS Bt TAccess Hours] @ RadiusID iZ 1 TH Y. L7251 > 7T DAP BIEE
X 4096 +1=4097 £ 720 £,

RADIUS &% Member Of] @ Radius ID % 146 TH V. L7=73> T DAP BMEfE
1% 4096 + 146 = 4242 L7210 £,
« LDAP 35 LU RADIUS BHEIZIE, IROMENRH Y £7,
* [Attribute ID] : BYED A HI/EFEH, K 64 XFTT,
s [Value] : B4 (LDAP) F7-13%dE (RADIUS) .
[Value] 7 ¢ —/V RIZHEEDEEZ AT D121, BIary () 270 IF & LT

ﬂ% L/i‘j‘o WJ . eng;sale; cn=Audgen VPN, ou=USERS, 0=0AG

o[=1=]: EELVYEELL D

« LDAP |21, [Get AD Groups] AR % & £ E T, Active Directory 7 /L— 7" OHfF (10
N—=) SR LTIEEN,

Active Directory 7 )L— 7 D EF

Active Directory % — N2 7 = U —ZF4T L, T DA » THIHAIREZR AD 7V —7 il & b
EHTENTEET, TORREIX, LDAP 2] L TV % Active Directory $— 721 12 ] &
NEJT, ZORK L, Active Directory LDAP H— N2k LT, 2—HFRET D7 —TD Y
A~ (memberOf ¥11%) OFWEDLEEZFEITLET, O NA—TIFEREMGHL, ¥4+
7 T RARY U—D AAA B EERRELE T,

AD 7' V—1%, /Xv 2 7F 2 KT CLI ® how-ad-groups =~ > R&ffi 4% = & T LDAP
P — NN BEIGENET, ASA BV —ROINEE[FOT 7 4/ MEERIX 10 2T, aaa-server
RAN a7 4F 2 b— 3 F— T group-search-timeout =~ > NAfE I L, KFff] 43
BTEET,

[Edit AAA Server] <~ > T Group Base DN 425 L, Active Directory &g o> i TR & 2 BRAA T
HLNNWEEFRTEEYS, ZOU 42 FUTIE, ASABY —"DISE O S AEE TE £
T, I OEEEEZ R T 521X, [Configuration] > [Remote Access VPN] > [AAA/Local Users]
>[AAA Server Groups] > [Edit AAA Server] %R L £,

GE)

Active Directory ¥ —/NIZE D T NV—T PIET D583, F—DBIRENRT v MIED 5 2
EDTEDHT—HEOFIRICHES T, BfEFL7ZAD Z7v—7®D Y A & (F721% show ad-groups
a~xy ROWA) BEIVEEOOND 2 ENHY 3, ZORMBELERT 5T, 7 1V i
AL, ="K T 7 —THEREL LT EE0,
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[AD Server Group] : AD 7 /L —7"Z G35 AAA —/3 7 L—T DA,

[FilterBy] : RRSIND I N—TEEWS TT20DIZ, ZN—THEIZ T N—T 4O EtEE
L/\i‘é—o

[Group Name] : ="M HEfF 4L/ AD ZL—7 DY A b,

AAA ETEDEZ

WOFIT, DAP TR TE 5 AAMABIUBMA OEREZ R LET, BHESA 7 ¢ —/L RiZ, LUA
TR B D AT FiEZ R L TEY | [Add/Edit Dynamic Access Policy] <1 > D
[Advanced] 7 v a » TR L £,

Attribute | [ 145 EET |18 Z kY| 58
Type TDHEK
&
RO aaa.cisco.grouppolicy | AAA string 64 ASA LT —TF RY —
4., F721% RADIUS/LDAP
B — 325 IETF-CLass (25) &
e L TEREENTIINV—T
RYv—4
aaa.cisco.ipaddress | AAA number |- TN RN FRIVVPNY FA TV
MZEID S THNEIP T RL
A (IPsec, L2TP/IPsec, SSL
VPN AnyConnect)
aaa.cisco.tunnelgroup | AAA string 64 a7y A4 (brxv
TN—7) D4R
aaa.cisco.username | AAA string 64 FEE XN -2 —YF DL i
(v — 7 )VRRRERFE AT % s 1
LTWDEAICIE M)
LDAP aaa.ldap.</abel> LDAP string 128 LDAP JEMHflE~T
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS BT

DAPD I FiRA Y FEHEREEDRTE

T2 RARA > MEMEIZIE, = RRA U b VAT ARBEE, RAF YRR, BIOT 7Y

=y a AT AERAEEN TV ET, ASAIE. Bu Y a URESIRIC T RaRNA v N M
DEAZEINAEKR L, By v a VBT DR TV DT —F R—=2 N5 O RMEERTF
LEd, £DAP L 22— RIZiE, ASANE v a3V DODAP L o — REEIRT 572 DI -4

g4+3v9 792Ky — [}



BAF3v o 7o ARy — |
B orr oz pks s rEERREEORE

ERHLHT RRA» MERBEEPIEESNTWET, ASAIL. RESNTWDELERMEEZTRT
W79 DAP L a— R 28 IR L 9,
1R BHHEIIZ

*DAP L a— FROBERIEHEL LT RSV NEMZRETDHZ LT, ¥4Iy 0 7
THARY —DRE GX—=) OFODOKRERTazAD—ETT, DAP O
el LT RiRA v NEtEaERET 5. ZOFIEAZMR L £,

« TV RARA U FRBHEOFEMICOWTIR, =2 FRA v FEMOER Q2~—Y) | &
ZRL TS,

.

c AEVHEEHMO LY =27 JARBEOR=YF N T 7 AT U=V T 07T NERA D
AF Y UNF =y 7T D TEOFHMIIONTIL, DAP &~ LY = T XRE L O A=Y F L
TrAT AN TRTTA 21 5—=Y) EBRLTIESN,

FIE

ATFwF1 [Add] £721F [Edit) 227 U v 27 LT, IROWTHDOT Y RRA > Mtk @IRERE L L GE
mLET,

EHATDOTY RIRA v FBIEDA V AX LV AEBEEIER TEET, & DAP L a— RITRE
HRER T RARA > MBIEOEIZHIBIZH Y ¥ A,

*DAP ~D~= /L7 = TXHKE L KARA v FEEoEMm (13 X—)

*DAP ~DT7 7V r—va VEMOEM (14 <—)

* DAP ~® AnyConnect =3 R A > MNEMEOEM (14 <—)

*DAP ~D 7 7 A )L T2 RiRA » MagtkoBh (16 <—)

* DAP ~DT /3 A 2 = RiRA » MNEaMEDBI (16 ~—)

* DAP ~®D NAC > RARA > MEMEOBM (17 2—)

*DAP ~DA XL —F T VAT A 2 RiRA v FEMOBMN (18 2—)
e DAP ~D/X—VF )L T 7 A T 74—/ = RiRA » FEPEDBEMN (18 ~<—)
* DAP ~DRY v — 2 RiRA » MNEMEDB (19 ~—)

*DAP ~D 7' mtERX = RARA » MEtEoBim (19 <X—)

*DAP ~D LY ALY = RiRA > MEthoBEm (20 ~—)

* DAP ~O#EHGEEAERIEEEOBEM (20 *—)

ATv T2 &z —%3 2 DAPRY > —%4RELET,

B 773y 70€RrR)I—
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ATvT3

DAP AT LY T FRET Y KR4 > rEHEDEN [

INHEDT RRA LV NEWMDOX A TTLIL, 2—FRHDEXA T DA AR ADT T E
oKX 95IZDAP RY o —THE:RKT 2 (Matchall=AND, T 7 +/L F) Oh, FITFNHD
A VAL R 1 DT RO L D IZERT S (Match Any =OR) O ZPHGE L £ 7,

a) [LogicalOp] %7 Vv 7 LET,

b) TV RKRA Y NEMEDYX A7 T L2, [MatchAny] (77 4V ) 7213 [Match All] % 38#R
LET,

¢) [OK]Z#Z7 V> LET,

BAFI T T AR —OBMEFITHRE (62—) ITER-STLIEEN,

DAP ADT LD T THREI Y FRA 2 FEEDIEN

ATy T
ATy T2

ATvT3
ATvT4
ATvT5

ATvT6

ATy 17

ATvT8

1R BHHIIZ

HostScan 4.3.x 7> HostScan 4.6.x LARIZ T v 77 L— KT D5E1E. 7 v 77 L— ROHIIZ,
BEAFD AV/ASIFW =2 RARA  MEMEZ &R T 2 R AMFW = RARA & FBYEICBATT 5
VENHY E£T, Ty 77— FBIOBITORERFIEIZOWTIL,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guide] ZZM L T &0,

FIE

[Endpoint Attribute Type] Y A k 78 v 7 2 T [Anti-Malware] & 3R L £,

Y722 & o [Installed] £ 721% [NotInstalled] 227 U v 7 LC, BIR L7z R A > Mtk

ZHIZATRES 2 &6+ ([Name]/[Operation]/[Value] 51D FD 7 4 —/L R) %A A h—/LF 5

N ERIFA A = LR EIRELET,

VTNEA LN AXY VERNELITESHOELOICT 20 ERELET,

[Vendor] Y A R ARy 7 AT, TARMKHROSNLY = TR E—OL4RTET7 Y v 7 LET,

[Product Description] = v 7 R v 7 A% A NI LT, TAMTEZR X —DEEZ %Y Xk

Ny 7 APHEINLET,

[Version] = v 7Ry 7 A% A A LT, #E7 4 —/L F%& | [Version] U A & ARy 7 XA Tk

WU A= g VFEFIZHELY (5)  FL WY (=) . Ih/han (. EhkEn
) UTF (=) . FHEBE =) IRELET,

UARNRy 7 ATERLIEA=T a3 ST x TN TWESE (& 2iE3x) 1T, Zoxx A

B2 ) ) — A/ G CEESMAET (2L 21E3.5) .

[Last Update] F= > 7 ARy 7 A& AN LET, EOEHNOLO BB ELFRELET, BH
ZZ, ZITAALEERAEEY R (KD ET7320, # ([P) ETT202EETE X
D

[OK] %27V v 7 LET,

g4+3v9 792Ky — [}
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FAF2v o 7oA RYL— |

B o ~oriusr—vavEEDEm

DAP ~D7 7 /r—< 3 VEMEDEM

ATy T

FIE

[Endpoint Attribute Type] Y A k 78w 7 A C [Application] Z Z&R L £ 7,

AT w72 [Client Type] DEAET 4 —/L KT, [=] (FELW) T [1=] (FELLIRW) ZRIRLET,
RATvF3 [Clienttype] Y A~ Ry 7 AT, TAMKINEDOV E— K 77 B RAEHOX A TEHBELET,
ATy T4 [OK]Z27 V7 LET,

DAP ~® AnyConnect T K7RA > FEIEDEM

ATy
ATvT2

AnyConnect = KR A > M@tk (B34 )L 7R AF ¥ £721X AnyConnect 7 A 7 > T 4 T 4 YEE
FERE (ACIDex) & HFFIENS) 1%, AnyConnect VPN 27 7 A 7 > b 78 ASA IZHR AF ¥ 1EH &
BADTEDIERINET, ¥4 FIv 7 T7I7EARY U—TiX, 2O FKRA > Mgtk
EHEHL C2—FE2RTLET,

ENRA NV KRAF @R AT I TI7®AR) U—ITlAHARTe ., = RIRA » MIAEK
Ak AF ¥ R Cisco Secure Desktop 73T R A > MMIA VA h—/L &R TWe< THiEH
TEET,

—HBRDENA NV RAT X BIEIE, AT, A ETHEIT LTS AnyConnect 7 7 A 7
MZDOBBELET, LOMDENA I RAF v JEMEIL, AV T80 2 ETIEITLTY
% AnyConnect 7 74 7> b & AnyConnect 7 A7 hv 7 7547 h ECEITLTND
AnyConnect 7 7 A 7 > b Ol 7 IZBIHE L £4,

1R BRI

ENA NV RAT ¥ ZiEH T 521X, AnyConnect Mobile 7 4 & A &, AnyConnect Essentials &
ABANASAILA VA R—LENTWOLLEROY T, ZNH6DTA B A% A A F—
N BRI, DAPEMER XL OMMOBEFEO = KR A v MEHEIZE ST R— I Tnb
ENANTNAADDAP R U—Z@HATEET, ZHITIE, EXAL T AL ANLDY
E— RN T 7 BAOHAELITHESRNEENET,

FIE

[Endpoint Attribute Type] J A k 78 7 A T [AnyConnect] Z &R L £ 7,

[Client Version] = v 7 AR v 7 A% A2 LT, LW (=) . ELI W (=) . Ih/hEn
(< . KO KREW &) UTF (=) | FHEUE =) Z2EE7 4 — A RTERIRLTHD,

[Client Version] 7 £ —/L K C AnyConnect 7 7 A 7> h N"—V g V& ESERELE T,

B 773y 70€RrR)I—
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ATvT3

ATv74

ATy TH

ATvT6

ATy 17

DAP ~® AnyConnect T > R > kEiEDEM .

D7 4=V REHEATEE, ERXALMNT AL A HEEEHESCX T Ly R E) O34T
M R=Ua U BFHMETE 1IN, TR by TIRT T N TNRALADT T AT b /R3—
YarbifhictEET,

[Platform] F = v 7 Ry 7 A% A2 LT, LW (=) FHEFELI W (=) Z28E7 1 —
U RCEIR LTS, [Platform] Y A b Ry 7 ATHRL—TFT 4 VT VAT AEEIRLET,

D74 —NREFEATDHE, EANAMNTAAL R (FEHEFLF T Ly M l) O~ —
TAVT VAT LEFMETEDEN, TAZ by TRT T Ny T TR ADFXL—T ¢
YT VAT ALFETEET, FT v N7 — L EBRT DL, BNOBET 4 — L R ThD
[Device Type] & [Device Unique ID] 23 H A EEIZ 72 0 £ 77,

[Platform Version] = v 7 R v 7 A% A LT, LW (=) . FELI W (=) | X/
SN (9 . KV KREW () | BT (=) . FEBE =) ZEET 40— RTEIRL T
726 [Platform Version] 7 4 —/L RCANRL—FT 4 VT VAT A N—Va VESEHRELE
—éﬂo

R 2 DAP L a— RIZZOEMELEEND L HI2T5120F, BIOFIETT Ty F 74+ —2A
HULTHREL TSIV,

[Platform] F = v 7 R v 7 A% A A LTI2%E 1, [Device Type] T = v 7Ry 7 A% F T
LIEMTEET, FLW (3 FLEFFELIARWY (=) ZEET7 4 — L FTEIRLTHD,
F 34 A% [Device Type] 7 4 —/L R TEIRTEMASN LET,

PR—=REINDET A ATHDHIZH 0BT, [DeviceType] 7 4 —/L RO U A MIFRII
TWRWIEAIL, [Device Type] 7 4 —/V RIZANTEET, T340 A XA TEREATT D
b MEFE /e HIEIX, AnyConnect 7 54 7> h&E Y RiRA > MIA VA F—/L LT ASA IZ#
ft L. DAP b L—RA%HEIT$ 252 & TT, DAP b L—ADFEROH T,
endpoint.anyconnect.devicetype DfE % 217 £7, Z DfE % [Device Type] 7 « —/v KIZ AT
HILENRHY £,

[Platform] F = v 7 R v 7 A% A A LT28E 1, [Device Unique ID] F = v 7 ARy 7 A% A
WCTH2ENRTEET, FLW 5 FRIFFELIRY (=) ZEET7 4 —/V FTEIRL TR
5. T3 AD—E D ID % [Device Unique ID] 7 4 —/V KIZA T LE 7,

[Device Unique ID] {12 & » Tl % DT SA ANMKFIEZ D DT, FFEDENSA )V T34 A%
FTHRY v—aRETEET, 7 A0 —FOID ZHGFTLITIE, £DOT /A 2% ASAIZ
Pt L CDAP kL — A2 %34T L. endpoint.anyconnect.deviceuniqueid OfE % 21T 5 LEEHN
HY FT, ZDOfE% [Device Unique ID] 7 4 —/L RIZANTHLERH Y £,

[Platform] % 4 2 L7284 1%, [MAC Addresses Pool] 7 .t —/L KIZ MAC 7 KL A & BIITX
F9, FLW (5 FREFFLIRY (=) ZHE7 4 —L FTERLTHH, MACT FL-A
EHRELET, EMACT RLVAD T +—~< v MEXX-XX-XX-XX-XX-XX CHDH T ENMLETT,
X (XE®2 16 EHCCT (0~9, A~F, £/ida~1f) T, MACT KL A%, 120 ED
ZEHAN—ATREDILERH Y F7°,

MAC 7 RL A2 &> T A2 DU AT ABRKFIEND DT, FFEDT A ZTHF 2R Y v—
ERETEET, VAT LADMAC 7 KL AZEIGT HIT1E, DT /51 2% ASA [THE L
TDAP b L— 2 %547 L. endpoint.anyconnect.macaddress DfE% RO D XLE R H Y £,
Z OffiZ [MAC Address Pool] 7 4 —/V RIZATITHXERH Y 7,

g4+3v9 792Ky — [}



F4F2v 9 7oA KYv— |

B orvr~oo7q0 T pReL rEMEDEMD

ATvT8

[OK] %27 Vv 27 LET,

DAP DT 74 )L T2 RFikA > FEMDIEM

ATy I
ATvT2

ATvT3

ATvT4

ATvT5

ATvT6

ATy T17

1R BHHIIZ

TrAN T RRA Y NEERET DENZ, EOT 7 A /V%& A% ¥ - %73 % Cisco Secure
Desktop @ [Host Scan] 7 « > K7 CTiEFKE L ET, ASDM T, [Configuration] > [Remote Access
VPN] > [Secure Desktop Manager] > [Host Scan] 23R L £ 9, FEAHIZ OV TIX, £2DOX—T D
[Help] 227 U v 27 LET,

FIE

[Endpoint Attribute Type] U A ~ AR 7 AT [File] Z &R L £ 7,

[Exists] & [Does not exist] DA 7' = > ARZ 2 Tid, IR L7 RARA v MEME ZHIcht
3 A&+ ([Exists]/[Doesnotexist] R ¥ > D FIZH D7 4 —/V K) BEFETHLERD D0
EIMITELT, ZEUTLHHDOEBIRLET,

[EndpointID] Y A h Ry 7 AT, AFX ¥ U HEDT 7 A/ = M JIZFELWZY RARA B

ID%Rry 72y JAMPBERLET,

7 7 A VOIEHRA [Endpoint ID] U A h IR 7 AD FIZFRENET,

[Last Update] = v 7 R v 7 A% AL ThE, BHANLO BEBMEEDMH LD /S W
(<) EREW &) OELLEFMETOEINEEIET7 A — LV FTEIRLES, EHANLLOH
% [days] 7 4 —/V RICADLET,

[Checksum] T = v 7 Ry 7 R AN LThE, TARGE T 7 ANDTF =y 7 AMELEL
W (=) FEFELIRY (=) OELLERMFLTINEEIET + — NV R TEBRLET,
[Compute CRC32 Checksum] &2 U v 7§25 & TANHRO T 7 A NVDF = v 7 MMEDGE
HEhEd,

[OK1 %27 U v 7 LET,

DAP ADTINA A I RiRA 2 FEHEDEM

&M
ATy T2

FIE

[Endpoint Attribute Type] U A b 7R 7 AT [Device] Z &R L £ 7,
[HostName]| F = v 7 AR > 7 A% A AL TD, T A MHRTNA ADRA N EZELWY (=)
FITFELLIRY (=) OELLEEHETHINEEET + —/V RTERLET, EEM N
AA %4 (FQDN) TR, 2y Ea—FDRA NMMOAZEHEHAL ET,

B 773y 70€RrR)I—
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ATvT3

ATvT4

ATy TH

ATvT6

ATy FT17

ATy T8

DAP ~® NAC T > K1 > FEHDEM [

[MAC address] = v 7Ry 7 A=A N LTohb, TAMIRORY NT—F £ F—T =
AAB—=ROMACT RLALZELWY (5) FHFELIRY (=) OELLEHRMEETIN
EEEZ7 4 — NV R TEIRLET, 1 DO FUIZDE MACT RL AL DT TT, 7R
VADT —< v MEXXXXXXXXXXXX CTHDH I EDRMETT, x if 16 BT T,

[BIOS Serial Number] F = v 7 iR v 7 ZAZF A LT, T A FRERDTF /A 20D BIOS 3V
TNEZFEELY (=) FLEFELIRWY (=) OELLEEGETLINERIEZ 4 — /L R T
BIRLET, BT +—~ > M, WEEEEA TS, 74—~y NEHFIEIH Y EH A,
[TCP/UDP Port Number] = v 7 /R v 7 A% AN LTHhDL, TA MFRO U A= TIRED
TCPAR— R EZELW (=) FHIFELLIARY (=) OELLEFEETINERIET 4+ — LK
TERLET,

TCP/UDP =2 >R AR 7 ATk, 7 A h&f5% (TCP (IPv4) . UDP (IPv4) . TCP (IPv6) . =+
7212 UDP (IPv6) ) DOFR— FOFHZEIR L F9, #HOFR— 2T X 358415, DAP
O DT RiRA Y FatEoL—LZ W OERR L. ZRFNICIHOR— M 2EELE
j—o

[Version of Secure Desktop (CSD)] F = v 7R v 7 A& AN LTHhH, = RARA v b ETHE
FTENDHRA N AF YL A A—TVONR—Va S LW (5) FLEELILN (=) oL
DERMETOINEEET 4 — /L FTEBRIRL 97,

[Version of Endpoint Assessment] = v 7R v 7 A% A AL ThH, T A RO RARA
YR T7TEAX R (OPSWAT) OARA—V g LELN (5) F2EFHELIRY (=) 0LHH
BT DD EBRIET 4 — /L FTRIRL £ T,

[OK] #72 VU v LET,

DAP ~MD NAC T > KR4 > FEMDIEM

ATy I
ATy T2

ATvT3

FIE

[Endpoint Attribute Type] U A k 7R v 7 AT [NAC] Z&IR L £,

[Posture Status] = v 7 R v 7 A A 2L THhH, ACSICE» TR EINDIHRAT v h—7
VXFHNEFELY (5) FRIFELIRY (=) OELLEFMELTINERIETZ 4 —L R T
BIRLET, RAF+ h—7 U F4% [Posture Status] 7% A ~ Ry 7 A AT LET,

[OK] %7 Vw27 LET,

g4+3v9 792Ky — [}
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B orr ot xL—F4 25 LRF LT RS FEIEDEM

DAP ADARL—T 49 DRATL IV RKRAY FEHDENM

ATy T
ATy T2

ATvT3

ATy T4

FIE

[Endpoint Attribute Type] U A b 7R 7 AT [Operating System] % Z&f L £ 77,

[0S Version] = v 7 7R v 7 A% A2 L TH 6, [0S Version] U Ak 7Ry 7 ATHET HA
R —F 4 7 VA7 A (Windows, Mac, F720% Linux) LW (=) F2FELI AN
(=) OELLEFMEETIDERIET 4 — /L RTRIRLET,

[0S Update] = v 7 Ry 7 A% AL THh B, [0S Update] 7F A~ AR 7 ZIZANT 5

Windows, Mac, F721% Linux AXL—7 4 7 VAT LD —E R Ny 7 LS (=) £
TIFHFELL W (1=) OELLEFMELT DN EERIET 4 — /L FTEIRLET,

[OK] %2 Vv LET,

DAP ADIN—YFIL D7AT04+—IL T R4 > FEHEDIENM

ATy T

ATy T2

ATvT3

ATv74

ATy T5

4 HREIIC

HostScan 4.3.x 7> 5 HostScan 4.6.x LABRIZT v 77 L — KT 28551%, 7Ty 7 71— ]\ DRI,
BEFFD AV/IAS/FW = R A b @2 xS T 2 R0F AMFW = RARA o MEMEICBITT 2
VERHYET, Ty 7 L— FBILOBITORERFIEIZ OV TIX,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZM L T 72XV,

FIE

[Endpoint Attribute Type] Y A ~ 7R 7 A T [Operating System] Z &R L £ 7,

W) 7278 # o [Installed] & 721d [Not Installed] 22 V » 7 LT, R LI RARA > MNEMEE
AUCAHET 2 i+ ([Name]/[Operation]/[Valud] #|D FD 7 4 —)V R) ZA A =T 25

D FTFA ARV LRV ERELET,

[Vendor] U A h IRy 7 AT, TARINRO/NR—=YF )V T 7 AT U —)b XUE—DA4HITE T

Uy Z7 LET,

[Product Description] &= v 7 7R v 7 A% A NI LT, TAMTHR X —D 4% U A K

Ry 7 ANBER L ET,

[Version] = > 7 AR v 7 A% A4 LT, #81E7 1 —/V F%&, [Version] U A b AR 7 AT

WLTRG A= g VFEFIZELY (5)  FLL W (I=5) . Ibh/hawn (), IhRkEn
>)  UTF (== |, F38E =) ICERELET,

[Version] Y A b Ry 7 ATEIR L2 A= g VT x W THBEEE (7m& 21E3x) |
D x Z BAERR ) )V —2AF S TEESMAET (2L 2I1T35) .

B 773y 70€RrR)I—


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
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ATvT6

ATy 17

DAP ~DKY — T Fq v rEHEDEN [

[Last Update] F = v 7Ry 7 A& AN LET, HEOEHNOOHEEZREELET, A
., TITANLIEREEY R (KD ET7320, #L (B ETT205HETEE
ﬁqo

[OK] %7 Vw7 LET,

DAP AR — T RikA4 > FEMHDIEM

ATy T
ATy T2

ATvT3

FIE

[Endpoint Attribute Type] U A k 7R v 7 AT [Policy] Z#IN L £,

[Location] &= v 7 AR v 7 A% A 2L TH 5, Cisco Secure Desktop Microsoft Windows & 77—
varZmrZrANEELY (5) EREELIRY (15) 0L LEEL LT H0EEYE
74—V R CEIR L E T, Cisco Secure Desktop Microsoft Windows 27— 3 > 7F'm 7 7 A )b
LFH % [Location] 7F A k iR v 7 A AN LET,

[OK1 %27 U w7 LET,

DAP AD7O+LRX TV RRA Y FEMDIENM

ATy T
ATy T2

ATvT3

ATy T4

1R BRI

Trt A RRA L NEMEEZRET DRIIC, EDOTrt® A% A% v 2§ 57)2% Cisco Secure
Desktop @ [Host Scan] 7 ¢ > R 7 CTiEF L £7, ASDM T, [Configuration] > [Remote Access
VPN] > [Secure Desktop Manager] > [Host Scan] # %R L £§°, FEMIZOWNTIE, £DOX—TD
[Helpl 27 U v 27 LET,

FIE

[Endpoint Attribute Type] Y A ~ AR 77 2T [Process] Z 3R L £ 77,

[Exists] & 72 1% [Does notexist] DA X > Tld, BIRL7c= 2 RaRA » MEM: & ZHUTAHET 2
fifi¥ ([Exists]/[Doesnotexist] IR % > D FIZH DT 4 —/V K) DFETDHLENH D E I M
IGUT, ZET560%27 ) v 7 LET,

[EndpointID] U A F Ry 7 AT, AFx ¥ VRO RARA L MIDZ Kry 77Xy J R |
MHIEIRL ET,

TURBRALFID FREBERERBZY AR Ry 7 ZADOFICERINET,
[OK] %7 Vw7 LET,

g4+3v9 792Ky — [}
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B o ~oLox by T RS FREDBD

DAPADL AR TV RRA Y FEHDEN

ATy I
ATvT2

ATvT3

ATvT4

ATy Th
ATy T6
ATvF1

ATvT8

LOR Y Y RRA 2 MEHED A% 4 U Windows AR LT f 27 VAT AT O RN
ShET,

1R BHHIIZ

VYA RY =2 RRA M2 RET OIS, EOVV ALY F—2 A% ¥ T 50%
Cisco Secure Desktop @ [Host Scan] 7 « > RV CiE# L £7, ASDM T, [Configuration] >[Remote
Access VPN] > [Secure Desktop Manager] > [Host Scan] &R L £ 7, FEfic>WTIL, £ D_—
YO [Helpl %27V v 27 LET,

FIE

[Endpoint Attribute Type] U A b 7R > 7 AT [Registry] Z 3R L £7°,

[Exists] % 721 [Does not exist] DR X > Tk, LI A U =2 RilkA v gtk & 2+
% Effi1 ([Exists]/[Doesnotexist] IR Z D FIZH D7 4 —/L K) BDEFEETILERHDLNE D
ML TT, 4 TH6b0%27 0 v 7 LET,

[EndpointID] Y A h Ry 7 AT, AFX ¥ U HEDOLI AR = FUIZFE LW Y RRA V-
MD % Ry 7H oy A MPLE#ERLET,

LA YU OfF#A3 [Endpoint ID] U A kR v 7 20 FIckRr & ET,

[Valuel] F= v /Ry 7 R AN LThrb, BIE7 4 — L RTELWY (5 £FEFELIRY
(=) Z@&RLET,

PO [Value] V A kiR > 7 AT, LA MY F—1 dword X FHIERHE L E T,

2 OHOD [Value] B/EY A N Ry 7 A2, AFX v RGOV I AN ¥—DEEATILET,
AFXy VRHZLV YA M) 2 N U ORILFENLFOENVEBAT HI20E, Fov IRy 7 R
EAATLET, MEFRHIIRLF LN LFEXBTDHITE, Ty IRy 7 22471210 TL
7230,

[OK] %27 U v 27 LET,

DAP ~DEHMEIEAZERIE DB

ATy T

ZAE LTCREHEOWTNONERE SN — /L TERTE D LXK EL A 7 v 7 Ak
TEET, INHDIENET 1 —/b FIZHESWT, #kialdT 27 1] £7213644 25 DAP /L —
NERETEET,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [Dynamic Access Policies]
> [Add Endpoint Attribute] DIEIZFE) L %9,

B 773y 70€RrR)I—
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DAP LT LY T FRES LU=V F L T7714T794—L T0554 [

[Endpoint Attribute Type] & L C K12 > 7 X 7 > X = = —@ [Multiple Certificate Authentication] %
BIRLET,
VEZSE U TROWT NN EIIT R TEHRE LE T,

* Subject Name
« BATILA
* Subject Alternate Name

* Serial Number

FEEA R T %7 7 4L FO[None] DE FEIZ L TWFND A T 5 OFEHFE G FF AT 2 72,

2=V DOHLEIF~ T OREFATDH XL I IR L 9, [User] & 7214 [Machine] % %K 5
%6, fEHEDOITTOA NT EZANTHRERH Y £3, ZoOFRIE, 72 harTcr 47
Y Mo TERFSNET,

DAP LTIz PREELUVN—VYFIL T7AT7o4—)LTATS

Ls

X2 VT 4 TTITAT AL, 2P EER, BHEFHD AAABHERS X O FR A > b

BRI —ET 25 EICDAPRY o —2FEHALET, 7V r A U FfHEE Y = —/v3 X O'HostScan
FEVa— VX, REBFHTY RRA Y MEEOEREZ X2V T 4 T I7A4 T AR L,
DAP %7 VAT ATIEL, ZORBEHRICE SN TER S OREMMEIZ—ET 5 DAP L 22— R & 3R
LET,

TN 2T HREBION—=Y TNV T 7 AT U — N Ta T T LDFELE (FTRTTIERL)
X, 77747 AF% vy v EYAR—FLTWET, 2F0, ZNoOT 0l T AIAETY FER
THY, WIZTEMEL TWET, HostScanlL, TV RiRA v MIT 07T LNA VA M—LEN
11‘57%3: I, BLXOZEOT 0 7T ANAE Y FEEHENE I e, ROXHIZLTFov s
LET,

A UVAR—NLEZNTWD T O T TEINT VT 4T A%y YR — LRV EA . HostScan
IXZEDOY 7 N =T OfFEE LR — N LET, DAPVAT AL, OO0l T AERET
ADAP L a— REBRRLET,

A VAR —NENTWDET BT TLERNT VT 4T AXy 2 R—MLTEY, 2071
TINTT I T AT AX X DA RT—T W72 > T B4, HostScan|ZFD Y 7 T =
TOEEELR—FLET, ZO%AL, X2 VT4 T FIAT U RIT, FOTa s T
LEFRET D DAP L 22— KA 2N L £,

A VARV ENTWDT BT TLERNT VT 4T AXy 2 R—MLTEY, 2071
TITNTTIT AT AXY BT 4 B—T 7> T B84, HostScan [ZF D Y 7 k
V=T ODFEEERLET, ¥Xa2 VT4 7T IAT AR, 20T 0T T AEEET D
DAPL a— RERIRLEHFA, SHIC, TRITTABALA VA= LENTHEIHATY,
DAP IZBT 2 2B DIEHR N E £415 debug trace =~ > RO IZITT 0 7T L OFEN
RENER A,
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=
=

GE)

TV RERAY

HostScan 4.3.x 2> 5 HostScan 4.6.x LARRIZ T »~ 77 L— KT 2451L, 7 v 77 L— RO,
BEFED AV/AS/FW = RaRA > N EMEZ RIS T 2R AMFW = RARA > MEHEICBITT 5
VERHYET, 7y 77— RBLUOBTORERFIAIZ OV TIL,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZM L T 7231y,

FRIEDE

RIZ, DAP CHERTE 2= Rl A v M&IREMEZ R L £ T, [Attribute Name] 7 1 —/L R,
LUA BN CoK B DA k%7 LTH D | [Dynamic Access Policy Selection Criteria] <2
A > @ [Advanced] Tk CHEH L E 9, label BEL, 77V r—vay, 77 A N%, Tutk
A, FRFVVARN) 2 MU ERLET,

Attribute | Eft4 EfEX | ALY UY | A
Type DEHEKRE
~ /L7 = 7 |endpoint.am["label"].exists | 7= & | |true — SOIEVEY W=
o P 7T BBEET D
. Ve
(Cisco endpoint.am["label"].version string 32 Version
Secure
Desktop 73 | endpointam["label']description string 128 ~ L = TSRO
WABT) i3
endpoint.am["label"] lastupdate TN — <~ = TR E S
EEFLTHEOR
I (FD)
Personal endpoint.pfw["label"].exists | 75 & | |true — INR—=I TNV T 7 AT
Firewall 2% T+ — IVNEET D
(Secure <
Ee;(;op 3 endpoint.pfw["label"].version string string Version
endpoint.pfw|"label '] description string 128 R—=IVF N T AT
v 4 —L Dt

B 773y 70€RrR)I—


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
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Attribute
Type

B4

ARy
NDEXE

Bl

AnyConnect

(Cisco
Secure

Desktop <°
NZ NI
X v T
Ho FH
A)

endpoint.anyconnect.

clientversion

endpoint.anyconnect.

platform

endpoint.anyconnect.

platformversion

endpoint.anyconnect.

devicetype

endpoint.anyconnect.

deviceuniqueid

endpoint.anyconnect.

macaddress

> | version

AnyConnect 7 714 7T
Y EDONR—=T g

string

AnyConnect 7 7 A T
VIR A A F—)L
SNTHNLHARL—
TA T VAT A

version

64

AnyConnect 7 74 7
VIR A A R—L
SNTVLHARL—
TA T VAT LD
N—= g

string

64

AnyConnect 7 7 A 7
VAN A A R—)b
INTWVBENA L
FRAADEA T

64

AnyConnect 7 7 A 7
Y ERA A R—L
SNTWNDHENA L
TR ZAD—EDID

string

AnyConnect 7 7 A 7
VWA A R—b
SNTNDLT /A A
D MACT KL A,

74—~ M
XX-XX-XX-XX-XX-XX C
H5HZEPKET
3. xIFALR 161
BLFTY,

TN r—
va

endpoint.application.
clienttype

77

var

string

74T~ 2L

7
CLIENTLESS
ANYCONNECT
IPSEC

L2TP
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Attribute
Type

Bit4

bié
i
dl

ARy
NDEXE

Bl

F RS A

endpoint.device. hostname

endpoint.device. MAC

endpoint.device.id

endpoint.device.port

endpoint.device.
protection_version

endpoint.device.
protection_extension

R
wA

string

64

A N D I,
FQDN Tldd b £
s

string

Fy NT—2 A

H—=T 2 A AJ— R
D MAC 7 RL A,

120> MUz
X MAC 7 RL XX
1 272 TF

74—~ M
XXXX.XXXX.XXXX Cb
DT EMBETT,
x 1 16 HEHCSLFT
7

string

64

BIOS U 7 /L3
Yo BIET A —~ v
INESE Sce S A
TY, 74 —~vvh
ZRIH D FHA

string

V2= JIREED
TCP 7R— K
1EFREZEI21 5D
R— b EERTEE
‘d—

1 ~ 65535 O&PH O
B

string

64

FITENDBHRA N A
Fyro A A—TD
N— g v

string

64

Endpoint Assessment
(OPSWAT) D/3—
Varv

B 773y 70€RrR)I—
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Attribute | [Eit 4 EET | (B ANYDT | EA
Type DEREK
7 7 A ) |endpoint.file["label"].exists | Secure |true — 77 A IVHBEET S
Desktop
endpoint.file[“label”].
endpointid
endpoint.file["label"]. B — T 7 A VDB
lastmodified XN THDDOEE
R ()
endpoint.file["label"]. B — 7 7 A L CRC32
crc.32 Ny S
NAC endpoint.nac.status NAC |[string — I—PEFRAT —H
AANY T
F R — endpoint.os.version Secure |string 32 FR—F 4 T
Ty T Desktop 25 I
AT I
endpoint.os.servicepack #kr — Windows O H—E A&
N
RY S — endpoint.policy.location Secure |string 64 Cisco Secure Desktop
(Policy) Desktop PHEORT—va s
fi&
~m& A |endpoint. Secure |true — Tat ANGFET S
process["label"].exists Desktop
endpoint. string 255 Fatv AD TV INA
process["label"].path
Registry endpoint. Secure |dword string | — dword
registry["label"].type Desktop
endpoint. string 255 LA RY MY
registry["label"].value DAl
VLAN endoint.vlan.type CNA |string — VLAN # A 7 :
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
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B a2/ L DAP 514 2580 DAP ERE£D MR

LUAZ{ER L1=DAPIZE [+ 51EMD DAP FEIREZEDIERL

ZOvIZ v a T, AAA £ FARA V MEMEORGBLAOER T IEICOWTEA L £
T TNEITOICIL, LUAICBET 5 mE RS MLETT, LUAD T a7 T I 7 OFEMIC
SUTCIE, http://www.lua.org/manual/5.1/manual.html 22 L T 72 &0,

[Advanced] 7 4 —/L FIZ, AAA 7213 RARA v MBIRGABBUHE 2 F T H B0 LUA 7
XAREANLET, ASDMIE, ZZCANENTZTHF A NEFGEEET . 7% A % DAP &~
Uy— 77 A MIat =451 TT, AHEIT ASA 2L > Tirbi, T ReEZ T &
nEd,

ZOF TV a it EOBICH D AAA BL O RARA v b O JEPERER CHE ol g7 S 1
VS OERIERE R BINT DB ER T, 728 203, BESNEEEOWF o &iT=7,
TNTEWZT, FRIT0TH b S0 AAA BHEEZHHT 5 X 910 ASA 2% ETE £
T, TV RFRA Y FNEHIZRBEIN, TOTRNTEWMEZIVLERNHVET, EX=2UT 4 77
TAT VAMEEDOT Y RARA v Mg EFEHTE 5 L9129 5121, LUA Tt Zeame=
ZERL., 22 CTEOXEANTHLERNH Y £,

WD¥ 7 23 TiE, LUA EVAL RAEROFEM E 512 R L £,
« LUA EVAL XA AERKT 28630 (26 =X—)
* DAP EVAL XD (31 ~=—)

« BN LUA BI%Er (27 =*—Y)

LUAEVAL X Z1EfLT 18X
)

GE)  [Advanced] E— FEEH T 2MLENHDHLEIE, 707 T LA EHEITHEET 2 2 & A ATREIC
R0 RIS, TELHETEVAL RZFEHT 2L 288D LET,

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA J&M: F 7213 Cisco Secure Desktop 7> 5K X7z @M, &
MDOEFIZOWTIE, = RRA v MEthoEE (22 22—
V) BB TLLIEEN,

B 773y 70€RrR)I—
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emo warss i

<comparison> WROILFHNONT D (BIRAFFRLE)
“EQ” % L/I/ N
“NE” FLL 2
“LT” AU -3
“GT” Ly REW
“LE” LUF
“GE” Lk
<value> Sl CHEIL., B L T 2l 2 & Te 0T
<type> WOSLFHNONT D (B HLFAH5)
“string” KILF-, /INLFZEKERNT 5
FHND L
KT, INCF 2 KB L 720
SCFHI O LB
“integer” Bl e C . SCEAIME A i
ety
“hex” 16 HEH & FH 7= B b ¢
16 HEEL D SLFHN A 16 HEEUT A
i
“yersion” XYZ X X, Y. ZIi3
F) OAN—T g U E

BN LUA Bk

7534 T FUASSLVPN DA A FI v T2 EARY —THEELTWAES, —HLuE
R ERFRMENMIE L IND 2 ERNEZLNET, & 2E, LLFICREW B D DAP % i H
LTI R R WEERH D £9,

* CheckAndMsg I%, DAP 32— /L 5% L 9 IZKEAIHE/2 LUA B# ¢, SFfFlckS&xa—
P Ay —VrBAERLET,

ffkz=v F (OU) Fda2—V 47V hOMOBERED L ~L

s MARANHE S T2 T N—T IS O—BIEMR HHGE. VAN R — ROERANSLE
WZRBZEnHY £,

ASDM @ [DAP] ~24 >IN D [Advanced] ¥ 2 3 3 > T LUA #BERA1ERL L. = OZFzdkik % 5
T&EET,
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DAP CheckAndMsg 8%

ASA |Z. LUA CheckAndMsg BI%% & 1r DAP L 22— RONEIR S, THICk-»T, 7947
> N LA SSL VPN Z 721% AnyConnect D& T35 & Z SN DG BITDH, 2—HFITA v E—
VhERRLET,

CheckAndMsg PO SILL F O v T,

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if
false>")

CheckAndMsg PIEIDAERRFIZ I, LFORICHER L TS Z S0,
* CheckAndMsg (X, MIDOGIEE L THESATMEEZIRL T,

o LFHNE A L7z < WA, EVAL RS Rwos4 e LTHEHA LT ZEN, &
Wl AR L ET,

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg"))

CheckandMsg X EVAL BI¥tDFEREZK L, ¥FX 2V T 4 TT T4 T 2 AXZDOREREHE
FILT, DAPL a2 — REBIRTRENE I EHW LET, L a— RABR IR,
F—=IFx—vareRoltGh, ¥X 2 VT4 T IA T AL R A v — U RR
LET,

0U R—ZX DEE DI

DAP |Z, #HEX T LDAP M — 0L IS B EHOEMNE M TE £, DAP F L —ADIH
THABI 2SI 50>, debugdap b L—AZFITL T EE0,

LDAP — N[Za2—VOREH 4 (DN) KL ET, ZiUuE, 7127 FUAD EDEIT
A=Y ATV FRHDIPEHBRR LET, 72 & 2L, =—3 D DN 28 CN=Example
User, OU=Admins, dc=cisco, dc=com T HH. Z D =2—H (X OU=Admins,dc=cisco,dc=com
CHFELET, TNTOERERZOOU (£72id, ZOLVWUTOarTF) ICFETD
BAE. UTokoic, ZoEE &I rmHlEsEHTEET,

assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find (aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil)
) then
return true
end
return false

end) ()

ZOFITIX, string.find B CEBKRBLAMBHTE EJ, Z DT F% distinguishedName 7 1 —
NV ROFRERIZT I —F 2IT0F, TN OB S 2 L ET,
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GIL—T A nN—y TO M
AD VIV —TF A= FONRE— L BEDT-DOIT, EARBRAER X4, 2—Fn
CBEHOITN—T DAL NR—=THDI ENBEZLNDT-, DAP IZ LDAP H— 305 DA %
FNOR 2 DT N SNEETLET, LLFE2FEITT DI, @ERERENLE T,
» memberOf 7 4 —/L K& XF4HE LT D (22— nN 1 D7 A~ IZATE LT
WHEE)

cRKENTT—ZD Ttable] A 7 TH DA, WENTZZNEND memberOf 7 4 —/L K
i IR L9 5,

ZOEDIZGE L, FA R LEBEEL FIORLET, JOFTHE, =¥ Tsul Tb
HZNTINND T N—T DA N—=THDHGA, ZODAPIZ—HLET,

assert (function ()

local pattern = "-stus$"

local attribute = aaa.ldap.memberOf

if ((type(attribute) == "string") and
(string.find (attribute, pattern) ~= nil)) then
return true

elseif (type(attribute) == "table") then

local k, v
for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true

end
end

end

return false
end) ()
T OF 04 ILADH
WOFNL, ToFIANAY T NI =T PHRHMESNTZNE D NEHERT D20 AKX LB
EEMALTHET,

assert (function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.exists, "EQ", "true", "string")) then
return true

end
end
return false
end) ()
T oFRIN 7T D
WOHENL, T TF AR T =T BRI SNTZINE DD EHERT D10 A X LB EFEH L
TWET,

assert (function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.exists, "EQ", "true", "string")) then
return true
end

ATV TORRKRY —




B emowamx

F4F2v 9 7oA KYv— |

end
return false
end) ()

274724+ — LD

ROBNL, 77 AT V4= VPRSI E D DEHERT D720 A X LRz LT
WET,

assert (function ()
for k,v in pairs(endpoint.pfw) do
if (EVAL(v.exists, "EQ", "true", "string")) then
return true
end
end
return false
end) ()

YL T7REFRIFEED T 7 AT 24+ —ILDBI
WOBNE, VT 2T HRELNLT 7 A T 74— AR INTNE I DEWHRT 572010 h
AL LB AL COET,

assert (function ()
function check (antix)

if (type(antix) == "table") then
for k,v in pairs(antix) do
if (EVAL(v.exists, "EQ", "true", "string")) then
return true
end
end
end
return false
end
return (check (endpoint.am) or check(endpoint.pfw) or check (endpoint.am))
end) ()
7O REEDH

VNI 2T RHRT O T T ABFELIBRNGEDT 7 A ST 572012, OB EZFEHT
XFET, F—IFx—La B ETTHEODOT 7 a yRRESNTWHDAP THEHALET,

assert (
function ()
for k,v in pairs(endpoint.am) do

if (EVAL(v.exists, "EQ”, "true", "string")) then
return false

end
end
return CheckAndMsg(true, "Please install antimalware software before connecting.",
nil)
end) ()
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papevAL £l ]

NI 2 TR T ST AN Na—F R L LD T B, DAPIZIROA v E—T%

FRLET,

Please install antimalware software before connecting.

DAP EVAL = 0D 51

LUA TiaBl BT 25513, ROBIZSEIC LT IZEN,

EEA Il

VVth“VSIOﬁHj:L/}$ﬂ€4)L/ (EVAL (endpoint i EQ Wind 10 tri ))
endpoint.os.version, "EQ", "Windows ","string"

FNLUA F w7

CLIENTLESS %721 CVC
74T NEATIT—EK
TEHENEIMDT L RRA
Y MLUAF =7,

(EVAL (endpoint.application.clienttype, “EQ”, "CLIENTLESS") or

EVAL (endpoint.application.clienttype, “EQ”,"CVC"))

O ENE Sy A=
7 2 Symantec Enterprise
Protection 73— @ PC (Z
AVAR—=LENTNDMN
EomhoxT s RRA v b
LWUAF =v 7, A VA F—
STV EIEA >
t—UERRLET,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "NE", "Symantec]
Endpoint Protection","string"),"Symantec Endpoint Protection
was not found on your computer", nil))

McAfee Endpoint Protection
N—=T =310 005 10.5.3
BLUNRN—T3 106 LA
o= RaRA >k LUA
Fxv7,

(EVAL (endpoint.am["1637"] .version, "GE","10", "version") and
EVAL (endpoint.am["1637"] .version, "LT","10.5.4","version")
EVAL (endpoint.am["1637"] .version, "GE","10.6", "version"))

or

McAfee ¥ /LU = 7 XK E
FNEZE 10 B (864000
) LNICEF En=mne
IO RARA > N LUA
F v, BHBLEIRY
BlEA v E—VEFRLE
SR

(CheckAndMsg (EVAL (endpoint .am["1637"] . lastupdate, "GI", "864000", "integer") , "Update
needed! Please wait for McAfee to load the latest dat file.",
nil))

debug dap trace T
endpoint.cs.windows. hot Fix["KBR3414"]
= "true"; ﬁ‘]&éﬂflfﬁ&:
FEDR Y N7 47 AN
HLHMEIIPDF =T,

(CheckAndMsg (EVAL (endpoint.os.windows.hotfix ["KB923414"], "NE", "true"),
"The required hotfix is not installed on your PC.",nil))
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FAF2v o 7oA RYL— |

YL I TRETOTSLDFI VI EAvE—CDERTE

VN THRKY 7 b 2TICED, = R 2a—FREICR SV TEBETES XL )ICA Y
T —VERETEET, 77 BARHFATEINTEHE., ASA TR —Z /)L _X— 0 DAP i 7 &
TATERESNTETNITORA v —VEFRLET, 77 BABMEGSNEHA. ASAIL [#—
Sx—var] WEOEKLEZR-T2TRXRTOAYyE—T% DAP OIEEL T, 77 v¥Fon
TA v R=VIZFRLET,

WOBNL, Z OHEZ i L T Symantec Endpoint Protection D AT —H A% F = v 7§25 Jik

ZRLET,

1. RO LUA X% 2 v— L, [Add/Edit Dynamic Access Policy] ~~-{ @ [Advanced] 7 4 —/V R
WO ES (Bicd s “ERMEZ 7Y v 7 LT, 74—V RZEBALET) .

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint

Protection","string") and EVAL (endpoint.am["538"].activescan,"NE","ok", "string")
"Symantec Endpoint Protection is disabled. You must enable before being granted
access", nil))

2. [AU [Advanced] 7 4 —/L RC, [OR]R&Z %27 Vv 7 LET,

3. T [Access Attributes] © 7 2 3 > D —FAE D [Action] ¥ 7 T, [Terminate] 7 U v 7 L ¥
R

4. Symantec Endpoint Protection 231 > A h—/L X TW 5 H DD 72> T 5 PC B %
fie LET, MESNDMRIT, #HITFFTSNT, 2—PFITRDA v E—URERRIND
LW ) HdTF, [Symantec Endpoint Protection is disabled. You must enable before being
granted access] o

T ITPRETOSSLE2BULEBBLEEEDF I VY

Z OBFITIE, Symantec £721% McAfee D~V T = T XK T 0 7T AP FET 200 90, F
To. UANAERR2H (172,800 ) UAD LD THLNE I hafR LET, EFRN2H
UE#E L TWD5E, ASAlTEy a2/ TL, AvkE—VEEBERY 7 2F R LE
T ZOXARTEFETTHITE. ROFIEEFEITLET,

1. RO LUA X% 2 v— L, [Add/Edit Dynamic Access Policy] ~~- @ [Advanced] 7 4 —/V R

WD AR £

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint

Protection","string") and EVAL (endpoint.am["538"].lastupdate,"GT","172800","integer"),
"Symantec Endpoint Protection Virus Definitions are Out of Date. You must run

LiveUpdate before being granted access", nil)) or

(CheckAndMsg (EVAL (endpoint.am["1637"] .description, "EQ", "McAfee Endpoint

Security", "string") and EVAL (endpoint.am["1637"].lastupdate, "GT","172800","integer"),
"McAfee Endpoint Security Virus Definitions are Out of Date. You must update your

McAfee Virus Definitions before being granted access", nil))

2. [AU [Advanced] 7 4 —/L KT, [AND] %27 U v 27 LE7,

3. T ® [Access Attributes] & 7 2 3 » D—F/ED [Action] ¥ 7 T, [Terminate] 7 U v 7 LF
D

4. Symantec £721% McAfee D~V T = 7RI 0 7T LAPA A R—LINTEY, /N—
Yarin2 AU LERIO LD THD PCbHEREL £
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FUE SN ARERIL, BFIIFF T &9, =—3IZ [Virus Definitions are Out of Date] & VY9
AvB—UNREREINDENIHLDOTT,

DAP 7V R EEFRIAR) O —BHEDERTE
KB T )y 7 LT, FTNOT 4 — LV RERELET,

FIE

ATy T BEOERE I3 v ¥ a VI S DRI 2 FEET 521X, [Action] ¥ 7 2R L
i‘j‘o

*[Continue] : (T 74/ F) ByvaiZ7 72K —BMEZEALET,

* [Quarantine] : EZHEHTH &, VPNREHTT TIZ F U RV ZHLL TWDLRED Y 7
AT hEHIBTE 7, ASAIL, FIRM & ACLZE v > 2 @A L CHIFRM & 71—
TERBERLET, ZORITRDIOIE, BINENAEDAP La— KT, =2 RAA 2 bR
FHRE CTERINTVWAIRY U—ZH#ILL TWARWEATH, 2—FiEh—bvRic7 7k
AL TEETE LT, 2—FITHIRAT ORET, BER, 2—FIXEER s E
ﬁo:@ﬁ%ﬁ’;@ FLOWARRATF ¥ 7TEAA L IBREEIENET, ZOTEAA b

BT DL, sk, ZONRTA—=FZEEMT HIZIL, AnyConnect ¥ =7 &
= )7‘41%% Ex ¥R — h LCTUWW2% AnyConnect U U — AN METT,

[Terminate] : Zw i a V&K T LET,

[User Message] : 2D DAP L a— RAEIREIND & &I, R—F N X—=VICKRTDHTF
AbRAyE—=VEANLET, K490 LFEANTEET, 2% X vt—DF, #
BDOF—T L LTCERRENET, 22— Ra s A o35 Av—F3ELEIEL TH
OEFIELET, Bl DAP L a— RAERI N, ENENICZ—F A v —V0Rd o5
Bk, 2=V XA o —URNTRTCERREINET,
URL R°ZDMDOMDIALT F A e Z b I ENTEET, ZOHEIT, ELVHTML
2T EHERATAINERNHY T, Fl TXTOa T 7 2iE, TERO~LY = 75K
TR 2TDOT w7 L— RFEIEIZHOWT, <a
href="http://wwwin.example.com/procedure.html>Instructions</a> Z ZH L T 7230,

AT w72 [Network ACL Filters] # 7% %R L, ZODAP L a— RIZ@EfA &by hU—27 ACL &%
ELET,

DAP ® ACL IZiZ. L — L EIIERL— L EZEDL LN TEETN, MFE2E5H5H 2
EIXTEEHA, ACLIZFFRIV—/V EHEELV— VO TR E EN T DA, ASAILZED ACL

EHEAGLET,
« [Network ACL] Ry F&Z 7 U A | ’ammpv:~F:LmT5 JCITRRE W A~
DFx>y NU—27 ACL Z&EIR L 7, ACLIZIE, #FFrL— L EERL— LV OEEDOMAE
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BAF3v o 7o ARy — |
B orr 7o exesasy o —EroRE

bEEEETEET, 207 4=V RiZ. IPUMBLOIPV6 %2y NI —27 RTF T 497D
TIRANL—NEERERCTEDLHAEACL YR —FLTWET,

* [Manage] : %> b7 —2 ACL #iBN, M. BLTHIBRT 221227V v 7 LET,
« [Network ACL] U A b : ZODAP L a— RKDF v hU—27 ACL NFERENET,

c[Add]: Fry7Hwy JAMTEIRLIZF Y F U —2 ACL 7345{f1® [Network ACLs] U
A MBS ET,

*[Delete] : 7 Vw273 5HL, MiARRIN TSRy U —72 ACL 7’ [Network ACLs] U A
FBHIBRSNET, ASA 2D ACL ZHIBRT 121X, £ DAP L 2 — R HZ D ACL
ZHIBRT 2081 H D £,

AT 73 [Web-Type ACL Filters (clientless)] % 7 Z %R L, Z® DAP L =2— RZiH 415 Web # A 7
ACLZRELET, DAP D ACLIZIL, FFRfEITEGAL— LT E2ED DL LN TEET,
ACLIZFF R JL— )L LGB — LD TR E TN TWDEE. ASAIZZD ACL Z#HE L £,

« [Web-Type ACL] K2 v F& 7 U Ak : ZDODAP L 22— RIZEMNT 5, REFHLD
Web-type ACL Z 3R L £9°, ACL (Zi, #FrL—/L LG —VOERE DA DY %
BETEET,

* [Manage] : Web % A 7" ACL #iB80, #ate. HIfRT 2L &7V v 7 LET,
« [Web-Type ACL] U A b : Z® DAP L =— K Web-type ACL N F RSN ET,

*[Add] : Fe vy 7 X7 U A NTEIRL Web ¥4 7 ACL 2341f|0> [Web-Type ACLs] U
A2 MTBMENET,

«[Delete] : 7 U v 2745 L. Web-type ACL D 1 DA [Web-Type ACLs] U A h 2B HEIRE T
F9, ASA 5 ACL ZHIBRT 2I121%, £ DAP L a— K HZ D ACL ZHIBRT 5 %3
N0 ET,

AT w8 [Functions] ¥ 7ZIBIRL, 77 A NP — N2 R LTT000 7 HITP 7 rXY BIW
DAP L2 — RO URL = N 2B ELET,

s [File Server Browsing] : 7 7 A /b — NFE /I3 ILFWEDCIFS 7 7 0P T A F—T b
FET 4 =T M LET,

7 Z R 2%, NBNS (v A X — 7 W E£7=1L WINS) 234FE T, NBNS ([ZREENF
A L72565°, NBNS BEE SN TWARWESEIE, DNS #H L E3, CIFS 7 7 v X%
BT, EEMEDA Y R—FENTWER A,

[File Server Entry] : IR— & )L X— TCa—HN T 7 A )L — O 2EB LU FTE AT
XHLTTDENEIDERELET, A X —T MR TWNDHGE, A—Z /L ~X—IC
Tr7AN Y =N F)O R UYREEINET, =—FiX, Windows 7 7 A /L~D 3
AL BN TEET, 2—WiE, 7y rEFxvra— R, fHE, HIRR, AR,

BLOBEHTEET, £/, 77 A NVBIOT7 A X EZENTHZ b TEET, @BHA
HE72 Windows — T2 —H% 77 LR Ixt L THAELRETH2LELHD E9, *v b
U= DBEHIZE > TE, 2—=FRT 7 A N~DT 7 ARNIRBAEE 2T D0 ERSH D
EbHET,
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ATy TH

DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

« [HTTPProxy] : 7 7 A4 7> h~OHTTP 7 7L v b XL OlakiclEE L Ed, 207
ok, @Yo T BRI T 5T 7 m Y — (Java, ActiveX, Flash 72 &)
WL THATY, 2078XUicioT, ¥xX2 VT4 T 7 T4 7 ADOMHERZME L
RN, w7V T EERECEET, ImEEIN T e, HEIWIZT T o0
IaXy ar7 4 Xal—yayEEE LT, 3TOHTTP 8 L OVHTTPS ZR %258 L
WwWndrar7 4 Xal—va V¥4 L7 hLET, HTTP 7 7Ly h e T
IZ. HTML, CSS. JavaScript, VBScript, ActiveX, Java7¢ &, 1FELAETXTDI T4 T
YMUT 7 s = R— R ERTWET, AR — SN TS T T 7YX, Microsoft
Internet Explorer 721} T4,

« [URL Entry] : R—# )L _X— T —F N HTTP/HTTPSURL Z# A ) T& B K H 1T 50 E
) MER Ebiﬁ“o ZOBERENA R—T NI o TV DA, —WFIXURL=> F Y R
JAZWeb 7 RLAZANTEET, £/, 7747 RV ASSLVPN LT, Z
HD Web A MZT 7 EBATEET,

SSLVPN #fH L TH, T XTOYA FEDBEAILTLLEEX 2T I8 8130 4
loe SSLVPNIE, %%y FU—Z7 FEDOVE—F 2—HFDPCRY—27 ZFT—3 3L ASA
k@%@?%ﬁﬁ%@f#lU?%%%ﬁTé%@f?oLkﬁof\l%fﬁHHHEWF
DWeb Y —A (L F—Fy b EXPREHRYy NT—7 BIZHDHI Y —R) IZT778ATH
B, R¥ED ASA NS HID Web y— _"ETOBEREITEF 27 TlEH Y THA,

7547 LA VPN 8 Tld, ASAIZT U R 2—HD Web 77 7% & Z—4 »  Web
=N DMOTEX L UTHIEL £, = — 3 SSLxtis Web Hh— N ZHEfE 95 &, ASA
IS x o 7 i L, — "0 SSLAFIEZRGEL 9, =2 R 2—% 77 oH Tk
TR SNTREEEZZE LRV, GEAELZHA L THRGEET 5 Z £ 13 TE £ A, SSLVPN
DOBEDFEIETIX, MR R STEELZIE R T2V A N EDBEIFFFAIESNETA, F
7o, ASA IR TE % CAGEEORGEL EITLER A, 2D, =—WFE, SSL 3t
Web T — N EHEET DA, 2O —NIZE VRSN ELZ G T56 2 L3 TEEH
Mo

2—HPDAf v H—Fy b T 72 AEHIBET 5%, [Disable for the URL Entry] 7 « — /L K& j&
WLFET, LY, SSLVPN2—HFNRT7 T4 7 b L A VPN #HEHIC Web —7 4 > C
ERNVEIITLET,

s [Unchanged] : (T 74/ b)) 7V v r35L, ZOkyva il@ilansdszv—>- =%
Ur—moOEMER S ET,
* [Enable/Disable] : #§REZ A X — 7 M T DT 4 B—T VT L0 EHBELET,

« [Auto-start] : 7V v 745 L HTTP 7’2 X U NA X —7 2720 . Zh 6 OREREIZ BEEf)
FoNET Ly FAADAP La— RIC k> CHEWIZEE T2 L 512720 £9°,

[Port Forwarding Lists] % 7 Z##R L, =—H v a v OFR— MEkY A FERELET,

R— MEERIZE Y 7 —TAND Y E— b 2—9E, BEAOEE TCPIP A— FTlfE+ 527 7
AT MY=NTFV = a7 78 ATEET, VE—bF a—¥FE, v—H L PCIZ
AVAN—NENTITAT N TV r—va vz LT, 2077V r—varzd
A=+ FTBVE— b= NIZEZET 7 ERATEET, A3 TiE., Windows Terminal Services,
Telnet, Secure FTP (FTP over SSH) . Perforce, Outlook Express, 35 J OF Lotus Notes (22T
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BAF3v o 7o ARy — |
DAP 7V £ R LEFAIRY O —BHEDERE

FTARMLTWET, ZOMD TCP X—ADT IV r— a0 O—EblET 222 60 F
TN, PR2aTIITFTARLTWERA,

GE)  A— MEXEE, —EO SSL/ITLS N—2 3 U CIiMEH T 8 A,
EE R— hEE (T AU r—2ar T 7R BLEOTFUZLIRAELS Y R— 757D

\Z, UE— b 2B = —H|Z Sun Microsystems Java 7 > ¥ A LABEE (JRE) 231 > A
=L ENTWBHZ EEZMERLET,

* [Port Forwarding] : Z @ DAP L 22— RNIZHEH S5 R — MRk Y X hOF 7T g & @R
LET, 2TDO7 14—V ROZDMDJEMIL, [Port Forwarding] % [Enable] ¥ 7213 [Auto-start]
WCRRE LTS BT A X =T W2 0 £,

*[Unchanged] : 7V v 27 3+25 &, BUENFEITary 74 Xalb—a UM bHIBRENET,
* [Enable/Disable] : "— Mgk Z A R—T AT DT 4 B—TMITI0ERELET,

s [Auto-start] : 7 V v 795 LR — MRENA X —T /M7 D DAP L a2 — ROKR— Mgk
U A MIBEHT DA — Mk 7 Ly NP EBEINICEET 5 X 512720 £,

s [Port Forwarding List] K2 v 7*Z 7> U X K : DAP L 22— RIZIBIIT 5, EEHEHDHR—
MRS Y A M AR L FT,

o [New...] : HHLOFR— MEEY R NEFRETDHEXI7 Vv 7 LET,
« [PortForwarding Lists] (7-UL72 L) :DAP L 22— RDR— MEE U A AFRENET,

c[Add] : 7V w7325 L, Ry 7 H o U A NTERLZA— MEEY A MBAHOR—
FMEE Y 2 MBS ET,

«[Delete] : 7 Vw7 F 2L, BIRENTNAHR— MEEY R MARFE— FMEEY 2 h A DHIR
SNET, ASALAR— MEEY 2 MEHIBRT HICIE, FTDAPLa—RnbHEDY X
N EHBIFRT DML ENRNH D F97,

AT 76 [Bookmarks] # 7 &#EINL, HEDZ—F v 3 URLDT v/ ~—7 ERELET,

s [Enable bookmarks] : 7 U v 7T 5L A RX—T NIV ET, ZOF =y IRy T ANRE
TDEXE, BEROR—H I RV T v I — T IEREINE R A,

* [Bookmark] K v 7% 7> J X K :DAP L a— KIZIBIT 5, REFADT v I ~<—7

EBINLET,
 [Manage...]| : 7 v 7 ~—27%iBM, A FA—bF, =7 AKR—b, HIFRTLHELEI7 w7
]\/i—g‘O

* [Bookmarks] (7-~L72L) : ZODAP La2— RO URL U A b RFRENET,

CAAS] U v TR L, Kuy YL YR RTRIRLET v 2~ — 2 2345l URL
RSB S E T
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

e[Delete] : 7 U w7 45L, BRENTNWAHT v 7 ~—2778 URL U A MEEGHIBRE
T, ASAND T v ~v—7 ZHIBRT D121, T DAP La— RKnbEDT v ~—7
ZHIRTAMENRH Y £7°,

ATV FT [Access Method] % 7 #BIR L, FAITDHVE— L TI7EADX A THFELET,
* [Unchanged] : BI/ED U E— bk 77 A HFRAEFI &FafEH L £,
* [AnyConnect Client] : Cisco AnyConnect VPN 7 A 7 M &M L THEfi L £ 97,
« [Web-Portal] : 77 5 A 7> b LA VPN THfi L £,

* [Both-default-Web-Portal] : 7 7 A 7 > b L A £ 721% AnyConnect 7 7 A 7 M &4 L THafi
LEd, 74V MIZIA T FLATT,

* [Both default AnyConnect Client] : 27 A 7>k L A F£ 721X AnyConnect 7 7 A 7 > h &/ L
THEHEtLET, 7 74/ b AnyConnect T,

AT w78 [AnyConnect] ¥ 7 %8R L. Always-on VPN 7 7 7 D AT — X A &38R L F 9,

* [Always-On VPN for AnyConnect client] : AnyConnect #— "2 7'12 7 7 A JLIN®D Always-on
VPN 7 T JREERERIZT D0, T 4= NMITT 50>, AnyConnect 7' 12 7 7 A JLi%
EERMHT 20 ERELET,

ZDONT A= EHHTHIZIX, CiscoWebEX a2 VT 4 7T ITAT L ADY Y —RAN,

Cisco AnyConnect VPN 7 7 A4 7 > MZX L TEF a7 TV T 4 Y Va—vary 74k
YT Y R—= R L TWOAMERHY £, £72, AnyConnect® U U —RZ73, [EF =
7TEEYT 4 VY a—vary] OWEEYR— ML TWOIRELH Y £7, FFEMITON
Tix. [Cisco AnyConnect VPN Client Administrator Guidel] %M L T 7230,

AT v 79 [AnyConnect Custom Attributes] ¥ 7 Z RN L, EFXFHADI A X LEMEEZFRRLT, ZOKRY
BT E T, E, WAZLBRBHEEERL TOL, ENHEZORY —I|ZBHHET T
HZEbTEET,

1 A B NJEMEIX AnyConnect 7 7 A4 7 2 MIEE S, 7 v 77 L— ROWEH 72 & O RE 4 5%
ETDHDIHERINET, DAY LBEICIIY A T L4 EOERHY £3, TTRED
A THEFRLILE, ZOZA TOLARMTEOEEZ 1L EERTE E7, BBl L TRE
T HEAE DAL NEEOFEMIZOW T, H L TW5 AnyConnect YV —A® [Cisco
AnyConnect Secure Mobility Client Administrator Guidel] %2/ 1L T2 &0,

B A X LJEMEIX, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced]
> [AnyConnect Custom Attributes] 33 . T [AnyConnect Custom Attribute Names] CTZHA[IZEF T
FT, FANIERLIZIAZLBMIX, Y4 TIv 7 T7I78A RV —LTNV—T K o—
DO THERESNET,
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DAP ~L—

&

ATy T2

ATvT3

DAP )51

F4F2v 9 7oA KYv— |

= /=
ADETT
DAP hL—RAEFTT DL, TRTCOERELT /XA AD DAP = KA > MBMENRF RS

NET,

FIE

SSH # — I FLnb ASAIZu 74 U THEME EXEC E— RABB L £,
ASA OF#E EXEC £— R TCiX, EREND 717 MI hostname# £720 F9,

DAP TNy T A X —T NV LET, BEyvarOT_XRTODAPEMNZ—IF LT 0 K
TICFRRINFET,

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547f2falb2c3d4e5£f6g7h81950£a03£f75";

(fEE) DAP b L—2DOWHNZMET DI, I~ FOWNEV AT A a7k £,
ASA TOBRX > 7 OFEANZOWTIL, [ Cisco ASA Series General Operations ASDM Configuration
Guidel @ TConfigure Logging] % ZM L T 723,

*DAPZWHI L%y hU—2 UV —ZADEFH (38L—)
* DAP Zf#iffl L7 WebVPN ACL DM (39 ~2—3)

*DAP (2L D CSD T = v 7 Ol LAY o —DiEf (40 ~2—)

DAP R L=y FT7—9 )Y—XADEE

ZOHNE, =W ERIFIITN—T DRy NU—T VY —REERT DHIEL LT, ¥4Iy
I TIREARY —ERET D HEERLTWET, Trusted VPN Access & V9 4 HTD DAP
AU —E, 7747 ML AVPNT 7+ A&E AnyConnect VPN 7 27 & A& FFa] L £,
Untrusted VPN_Access & W) ARTORY > —X, 7747 ML A VPN T 7 v R7ET %77
LET,

B 773y 70€RrR)I—



| 547390 702K L—

ATy T

ATy T2

DAP % {57 L - WebveN AcL 0sEF [

FIE

ASDM T, [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic
Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint] {28 L £,

BRI —DOROEMEZHRELET,

B Trusted_VPN_Access Untrusted_VPN_Access
Endpoint Attribute Type Policy M TX 3% BT 720
Endpoint Attribute Process ieexplore.exe —
Advanced Endpoint Assessment AntiVirus= McAfee Attribute
CSD Location fEHETE % fEHCE A2
LDAP memberOf Engineering, Managers N H—
ACL Web-Type ACL
TR AnyConnect 33 . 7' Web | Web Portal

Portal

DAP %z {& A L 7= WebVPN ACL ® & A

ATy T

ATy T2
ATvT3

DAP Tl&, Network ACLs (IPsec 35 & T8 AnyConnect D35%) | Clientless SSL VPN Web-Type
ACLs, URL U 2 b, BX W Functions 5, 7 78RR —RBEOY 7€ N BHEHE
HT&ET, ZI—7 RV v—#HINAZNNTFT—FIFZAT Y v b brrx UR Mz
1. EPHEH T £ A, [Add/Edit Dynamic Access Policy] ~<A > ™ [Access Policy Attributes]
2 7\21%, DAP NEFHEEH SNDBMEDTERRA =2 —NRRSNET,

Active Directory/LDAP |, =—% 7/ —T7 RV o — A "=y T ra—HF o M) D
memberOf] BIEE LCHRIFLET, AD Z/b—7HNO—4 (memberOf) = ASA 233 EH
7~ Web % A 7 ACL % i 9% Engineering & 725 X 912, DAP 2 E# L 7,

FIE

ASDM T, [Add AAA Attributes] <A 2 HE) L £4 ([Configuration] > [Remote Access VPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) ,
AAA BIEX A 7L LT, Fay 7o UAREMEHLT[LDAP] 23R L 7,

[Attribute ID] 7 4 —/L RIZ, ZZIRENDHEHBY TmemberOf] & AN LET, KILFL/NIXL
FTOXBNIEETY,
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ATvT4

ATy TH
ATvT6

[Value] 7 4 —/V RC, Ry 77Xy JARMEMFHALTE] 28R, BEO~7 40—/ RIZ
[Engineering] & AJJLET,
XA > ® [Access Policy Attributes] i)k C, [Web-Type ACL Filters] ¥ 7% 7 V v 7 L £,

[Web-Type ACL] K v &7 UZX NEEH LT, AD 7 /L—7" (memberOf) = Engineering
D—HIZHEHT 5 ACL 28R L £,

DAP (X5 CSD Fx vy Dudfl&ARY) o—miEHA

&

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71
ATvT8

ATvT9

ZORITIE, —H 0N 2 DOFE AD/LDAP 7' /L—7" (Engineering 33 & " Employees) & 1 -
DRFEASA > FNV I N—T BT D 2 F = v 7 THDAP B LEd, D%, ACL
Zoa—HICHEALET,

DAP MM ENHACLICLY ., UY—A~DT 72 &H#LET, #H5HDACLIZ. ASA
DT N—T KR —TEHRINDEDACL L HELINET, F/ZASAIX, 27U v b
otV 7 A R, 23F— DNS72 &, DAP TiEFE £ 72161 S 7 WEEEE I O AAA
TN—T R Y —HE L — L BEAEELET,

FIE

ASDM T, [Add AAA Attributes] 21 > (ZF#E) L £7 ([Configuration] > [Remote Access VPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) ,

AAA BHEX A 7L LTE, Fry 7 & vy VA MEMA LT [LDAP] Z38IR L £7,
[Attribute ID] 7 4 —/L NI, ZZITRENDH EHBY TmemberOf] & AN LET, KILFL/NIXL
FOXBNIEETT,

[Value] 7 4 —/L R T, Fuy 7 ¥y A MEfMALT[E] 2@FRL, BEO~7 4 —/L FIC
[Engineering] & AJJLE7,

[Attribute ID] 7 4 —/L RIZ, ZZIZREL5 LB Y ImemberOf] & AT LET, KILF L/
FORBNIHERETT,

[Value] 7 4 —/V R C, Ry X oy URNEHHLT[=] Z&RL, BEO7 44— R
[Employees] & AJJL 7,

AAABIEX A 7L LTiE, Rry 7 XU U A M LT [Cisco] ZBIRL £,
[Tunnel] 7 V—7" Ry 7 ZA%A 2L, Fry 7 Xy VA RNEEHL T 2#RL, Eo
Fay 72y JANTEYR Mg Z—7 @A) o—) 2@RUET,

[Access Policy Attributes] fiE3# ™ [Network ACL Filters] % 7 C, RiD AT v 7 TEF L7- DAP &
Wz /o 2 —PITHEM T % ACL 23R L £ 7,
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