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ASDM

ASDM

m oo

ASDM

Java

ASA FirePOWER

1:ASA  ASAFirePOWER ASDM

ASA

Intemet

Firefox

Safari

Chrome

Java SE

Microsoft Windows
10

8

7

Server 2012 R2
Server 2012

Server 2008

Yes

Yes

Yes

8.0

Apple OS X 10.4

Yes

Yes

Yes 64

8.0

Ubuntu Linux 14.04

Debian Linux 7

Yes

8.0 Oracle
OpenJDK

ASDM

1 Cisco ASA

ASDM 7.10




| Asa

ASA ASDM ASA  SSL
3DES/AES 3DES
1. www.cisco.com/go/license
2. [Continue to Product License Registration]
3.
[Get Other Licenses]
4. [IPS, Crypto, Other...]
5. [Search by Keyword] ASA
6. [Product] [Cisco ASA 3DES/AES License]
[Next]
7. ASA
ASA  3DES/AES
. ASA
Firefox  Safari IPv6 HTTPS
* IPv6
« Firefox Safari https://bugzilla.mozilla.org/show_bug.cgi?id=633001
Firefox Safari
ASA SSL
ASDM
ASA
« ASA SSL RC4-MD5 RC4-SHA1
RC4-MD5 RC4-SHA1
Chrome  SSL ASA SSL Chrome
false start SSL false start Chrome ASDM
1
« Chrome [Conflguratlor?] > [Device
Management] > [Advanced] > [SSL Settings]
Run Chromium with flags
--disable-ssl-false-start Chrome  SSL
false start
ASDM 1 Cisco ASA ASDM 7.10



www.cisco.com/go/license
https://bugzilla.mozilla.org/show_bug.cgi?id=633001
http://www.chromium.org/developers/how-tos/run-chromium-with-flags

m oo

ASA

IE9 Internet Explorer 9.0 [Do not save
encrypted pages to disk]
[Tools] > [Internet Options] > [Advanced]
ASDM
ASDM
0S X 0OS X ASDM Java
ASDM
1 Cisco ASA ASDM 7.10
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0S X 10.8 ASDM  Apple Developer ID

SN “Cisco ASDM-IDM" can't be opened
,(/ “.  because it is from an unidentified
| A developer.
Your security preferences allow installation of only

apps from the Mac App Store and identified
developers.

"Cisco ASDM-IDM” is on the disk image “dn

auncher-3.dmg fari downloaded this d sk image
today at 347 PM from 172.23.195.57

® e

SBdEs

1. ASDM [Cisco
ASDM-IDM Launcher]
Ctrl [Open]

<& Chess.app Mar 21, 2013 2:14 PM b1

3 Cisco Jabber.app
\ Contacts.app

Show Package Contents

1 Move to Trash

1 of 62 selectes
Get Info
Compress “Cisco ASDM-IDM.app”
Burn “Cisco ASDM-IDM.app” to Disc...

Duplicate

Make Alias

Quick Look “Cisco ASDM-IDM.app”
Share >

Copy "Cisco ASDM-1DM.app"

Show View Options
..... - %
5
2.
ASDM [Open]
ASDM-IDM
P | “Cisco ASDM-IDM.app” is from an
/ } unidentified developer. Are you sure you
° want to open it?
T Opening "Cisco ASDM-IDM.apa” will ahvays allow it
to run on this Mac.
Google Chrome.app downloaded this file on
December 4, 2013 from 10.66.118.3.
- . ’ o
§))] |  Open | Cancel | &
[
oM
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ASA |

Cisco ASA Compatibility
Cisco ASA [ ]

VPN

Supported VPN Platforms, Cisco ASA Series [ ]

syslog syslog

ASA 9.10(1)/ASDM 7.10(1)

2018 10 25
Azure ASAv VHD VHD Azure ASAv
VHD
Azure VHD
Azure Resource Manager
Azure

JSON

FirePOWER FirePOWER 5.4

6.3 ISA 3000
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| Asa

ASA 9.10(1)/ASDM 7.10(1) B

Cisco Umbrella

Cisco Umbrella
DNS Cisco Umbrella
FQODN
FQDN Cisco Umbrella
URL Umbrella DNS

/

[Configuration] > [Firewall] > [Objects] > [Umbrella] [Configuration] > [Firewall] >
[Objects] > [Inspect Maps] > [DNS]

MSISDN MSISDN
PDP GTP
GTP
/
[Configuration] > [Firewall] > [Objects] > [Inspection Maps] > [GTP] > [Add/Edit]
TCP TCP 1
2
1D AAA
NAT IP
1 IP
/ aaa authentication listener no-logout-button
ASDM
9.8(3)
Trustsec SXP SXP 120 120
64000
/ cts sxp delete-hold-down period show cts sxp connection

brief show cts sxp connections
ASDM
9.8(3)

1 Cisco ASA ASDM 7.10 .




B Asasioyasom7.100)

ASA

NAT'ed

flow-offload enable set connection advanced-options
flow-offload NAT

Firepower 4100/9300 ASA

Firepower4100/9300 ASA

/ [Firepower Chassis Manager]

[Logical Devices] > [Add Device] > [Settings]

/ [Firewall Mode]
VPN
SAML CSCvg65072 ASA SAML
AnyConnect 4.4 4.5
AnyConnect 4.4 4.5
SAML
AnyConnect 4.6
/
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect
Connection Profiles] > [Connection Profiles] > [Add] > [Add
AnyConnect Connection Profile]
[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection
Profiles] > > [Connection Profiles] > [Add] > [Add Clientless SSL
VPN Connection Profile]
[SAML External Browser]
9.8(3)
AnyConnect VPN DTLS 1.2 RFC-6347 DTLS 1.0
DTLS 1.2 1.1 DTLS AnyConnect
5506 ASA
ASA
DTLS 1.2 TLS/DTLS Cookie
/ [Configuration] > [Remote Access VPN] > [Advanced] > [SSL
Settings]
Cisco ASA ASDM 7.10
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| Asa

ASA 9.10(1)/ASDM 7.10(1) B
Firepower 4100/9300 127.2.0.0/16
FXOS
IP ID ID 127.2.chassis_id.slot_id
IP
127.2.0.0/16
127.0.0.0/8 224.0.0.0/4
FXOS /16
/ [Firepower Chassis Manager]

[Logical Devices] > [Add Device] > [Cluster Information]

/ [CCL Subnet IP]

Firepower 9300

Firepower 9300

/

[Configuration] > [Device Management] > [High Availability and Scalability] > [ASA
Cluster]

/ [Parallel Join of Units Per Chassis]
ASA
health-check monitor-interface
debounce-time ASDM [Configuration] > [Device Management] > [High

Availability and Scalability] > [ASA Cluster]

EtherChannel
EtherChannel

ASDM

1 Cisco ASA ASDM 7.10 .




B Asasioyasom7.100)

ASA

Microsoft Azure Government
ASAv /

ASAvV Microsoft Azure

ASAv
/ Azure Government

[Configuration] > [Device Management] > [High
Availability and Scalability] > [Failover]

[Monitoring] > [Properties] > [Failover] > [Status]

[Monitoring] > [Properties] > [Failover] > [History]

Firepower 2100/4100/9300

show interface ip brief
show ipv6 interface

Firepower 2100/4100/9300

/ show interface ip brief show ipv6 interface

Firepower 2100 set
lacp-mode set
port-channel-mode

set lacp-mode Firepower 4100/9300
set port-channel-mode

/ FXO0S set port-channel-mode
Firepower 2100 NTP FXOS SHALNTP
/ FXO0S enable ntp-authentication set ntp-shal-key-id
set ntp-shal-key-string
/ [Firepower Chassis Manager]
[Platform Settings] > [NTP]
/ [NTP Server Authentication: Enable]
[Authentication Key] [Authentication Value]
ACL IPv6 capture match any 1Pv4
IPv4 IPv6
any4  any6 any
IPv4
/ capture match
ASDM
Cisco ASA ASDM 7.10
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N
Firepower 2100 FXOS SSH
SSH
/ FXOS set sshkey
Firepower Chassis Manager
GRE IPinIP ICMP UDP
TCP GRE IPinIP
/ show capture
/ memory threshold enable  show run memory threshold
clear conf memory threshold
RFC 5424 RFC 5424
/ logging timestamp
TCB-IPS TCB-IPS
/ show memory app-cache

ASDM

Web FTP
DMZ
DMZ DMZ
URL
DMZ
ASA
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ASA

DMZ
ASA
EtherType IP
NAT
NAT
* NAT
* NAT IP IP
IP
ASA IP ICMP
ASA IP
HTTP HTTPS FTP
Web FTP
Web
ASA Web URL
ASACX ASAFirePOWER ASA
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ASA Cisco Web WSA
IP
ASA
ASA
QoS
QoS
QoS
TCP
TCP UDP
DoS ASA
TCP TCP SYN
DoS
TCP TCP
DoS
1P
1 1

ASDM 1 Cisco ASA ASDM 7.10 .




m oo

ASA
IPID

ASA 2

* Transparent

ASA
ASA
EtherType
ASA
1 Cisco ASA ASDM 7.10

ASA |

IPS

TCP

ASA

Bump In The Wire
ASA

Integrated Routing and Bridging



| Asa

TCP
ASA
ASA
* NAT xlates
ASA TCP
ASA UDP ICMP ICMP
A
SCTP IP ASA
ICMP
7
2 2 1
FTP H.323
SNMP
ASA
. IP
ASDM 1 Cisco ASA ASDM 7.10




B v

VPN

m oo

VPN

ASA

ASA

1

TCP/IP

Cisco ASA

ASA

ASDM 7.10

NAT

ASA |

HTTP

ASA

ASA
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ASA
IPS
ASA
ASA
ASA ASA
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m oo

1

WCCP

* Cisco ASA Botnet Traffic Filter Guide

e Cisco ASA NetFlow Implementation Guide
¢ Cisco ASA Unified Communications Guide

¢ Cisco ASA WCCP Traffic Redirection Guide

¢ SNMP Version 3 Tools Implementation Guide

ASA
NAT

ASA

Cisco ASA Legacy Feature Guide

* RIP

Cisco ASA

ASDM

ASDM 7.10

AAA

fragment

IPS

8.2

ASA |

Unified Communications

Cisco
Cisco Web
ASA
8.3
83 84
ASDM ASA
ip verify reverse-path
shun TCP
IP ip audit


http://www.cisco.com/c/en/us/td/docs/security/asa/special/botnet/guide/asa-botnet.html
http://www.cisco.com/c/en/us/td/docs/security/asa/special/netflow/guide/asa_netflow.html
http://www.cisco.com/c/en/us/td/docs/security/asa/special/unified-communications/guide/unified-comm.html
http://www.cisco.com/c/en/us/td/docs/security/asa/special/wccp/guide/asa-wccp.html
http://www.cisco.com/c/en/us/td/docs/security/asa/snmp/snmpv3_tools.html
http://www.cisco.com/c/en/us/td/docs/security/asa/legacy/asa-legacy-gd.html

Cisco ASA

. CLI 19
* ASDM 30
* ASDM 36
« ASDM 38
. 40
. 53
* ASDM 54
. 55
ASDM CLI
CLI
1081 Telnet SSH
A\
ASAv ASAv
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9600
1
ASA
2 Enter
ciscoasa>
EXEC
3 EXEC
ciscoasa> enable
Password:
EXEC
4
Telnet 707
ciscoasa#
disable
5

ciscoasa# configure terminal

ciscoasa(config)#

. ASDM 1 Cisco ASA ASDM 7.10

exit

ASA

EXEC

EXEC

Enter

quit



| Asa

Firepower 2100 .
ASA
exit quit end
Firepower 2100
Firepower 2100 FXOS CLI FXOS CLI ASA
FXOS SSH ASACLI
SSH FXOS SSH ASA
ASA  SSH FXOS CLI
1 FXOS ASA
Telnet SSH
1 Firepower 2100 DB-9to RJ-45
to USB
USB
* 9600
*8
o1
FXOS CLI
2 ASA
connect asa
firepower-2100# connect asa
Attaching to Diagnostic CLI ... Press "Ctrl+a then d* to detach.
Type help or "?" for a list of available commands.
ciscoasa>
3 FXOS Ctrl+a d
4 ASA SSH ASA SSH FXOS CLI

ASDM 1 Cisco ASA ASDM 7.10 .



B Firepower 1009300

ASA

connect fxos

FXOS admin

ASA CLI exit Ctrl-Shift-6  x

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is "CTRL-"X".

FX0S 2.2(2.32) kp2110

kp2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user "admin® : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

L]

kp2110#

kp2110# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or "?° for a list of available commands.

ciscoasa#

Firepower 4100/9300 ASA

1

m oo

Firepower 4100/9300
Telnet SSH
ASA

Firepower 4100/9300 CLI SSH
connect module slot console
FXO0S

ASA

connect asa

Firepower# connect module 1 console
Firepower-modulel> connect asa

1 Cisco ASA ASDM 7.10

CLI

ASA

Admin123

ASA

ASA



| Asa
Firepower 4100/9300 ASA B

asa>

2 EXEC

enable

asa> enable
Password:
asa#

EXEC disable exit quit

configure terminal

asa# configure terminal
asa(config)#

disable exit quit

4 -~ ASA Telnet
quit FXO0S CLI

FXOS CLI Ctrl-A-D

Firepower# connect module 1 console
Telnet escape character is "~".
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is "~".

CISCO Serial Over LAN:

Close Network Connection to Exit
Firepower-modulel> connect asa
asa> enable

Password:

asa# configure terminal
asa(config)#

asa(config)# [Ctrl-A-D]
Firepower-modulel> ~

telnet> quit

Connection closed.

ASDM 1 Cisco ASA ASDM 7.10 .




B s
Firepower#
ASASM
ASDM CLI
CLI
CLlI ASASM
. service-module session

* ASASM

* ASASM

. 9600

. Ctrl+Shift+6  x

Ctrl+Shift+6 x ASASM

ASASM

session

. ASDM 1 Cisco ASA ASDM 7.10

ASA

Telnet SSH
CLI ASASM
ASASM
ASASM
ROMMON
1
ASASM
Cisco 10S
Telnet



| Asa

AsA B

ASASM

* Telnet session ASASM Telnet

N

ASASM
ASASM Telnet
passwd

* ASASM

* Telnet

* Telnet ASASM

* ASASM ASASM
ROMMON

. Telnet

ASA
Telnet SSH
ASASM

ASASM

Telnet SSH ASASM
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B s

m oo

ASA

. CLI ASASM

service-module session [switch {1 |2}] slot number

Router# service-module session slot 3

ciscoasa>

VSS switch
show module

EXEC
. CLI
ASASM  Telnet

session [switch {1 | | 2}] slot number processor 1

ciscoasa passwd:

Router# session slot 3 processor 1

ciscoasa passwd: cisco

ciscoasa>

VSS switch

session slot processor 0

ASASM ASASM 0

show module

ASADM passwd

EXEC

EXEC

enable

ciscoasa> enable
Password:
ciscoasa#

1 Cisco ASA ASDM 7.10



| Asa

EXEC disable exit quit

configure terminal

disable exit
quit
Telnet 707
ASASM
ASASM CLI
28
CLI
Ctrl+Shift+6  x
asasm# [Ctr1-Shift-6, x]
Router#
Shift+6 n
N
terminal
escape-character ascii_number default
escape-character ascii_number
Ctrl-w X

terminal escape-character 23

ASDM 1 Cisco ASA ASDM 7.10




Telnet

m oo

ASA |

ASASM
cLl show users
con 127.0.0.slot0 slot
show users
2 0 con
Router# show users
Line User Host(s) Idle Location
* 0 con 0 127.0.0.20 00:00:02
clear line number
Router# clear line O
Telnet CLI
CLI ASASM EXEC exit
Telnet
exit
asasm# exit
Router#
1 Cisco ASA ASDM 7.10



| Asa

Ctrl+Shift+6 X Telnet
Enter Telnet
Telnet CLI  disconnect
ASASM
ASA5506-X ASAFirePOWER
A\
session ASA CLI

ASA CLI

session {sfr | cxsc | ips} console

ciscoasa# session sfr console

Opening console session with module sfr.

Connected to module sfr. Escape character sequence is "CTRL-"X".
Cisco ASA SFR Boot Image 5.3.1

asasfr login: admin
Password: Adminl23

ASA 5506W-X

1 ASACLI

session wlan console

ASDM 1 Cisco ASA ASDM 7.10 .




ASA

Bl Asom

ciscoasa# session wlan console
opening console session with module wlan
connected to module wlan. Escape character sequence is “CTRL-"X~

ap>

2 CLI Cisco 10S Configuration Guide for Autonomous Aironet
Access Points [ ]

ASDM

ASDM
ASDM ASAv
ASDM
ASDM
» ASA 5506-X ASA 5508-X ASA5516-X ASDM
GigabitEthernet 1/2
» ASA 5512-X ASDM Management 0/0
« ASAv ASDM Management 0/0
* ISA 3000 ASDM Management 1/1
* Firepower 4100/9300 ASA ASDM
FXOS

* ASA 192.168.1.1
* ASAv IP

. ASDM 1 Cisco ASA ASDM 7.10
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| Asa

ASDM B
* Firepower 4100/9300 ASA IP
« ASDM
* ASA 192.168.1.0/24
DHCP
IP
* ASAv IP ASAv
DHCP
* Firepower 4100/9300 ASA
ASDM ASAv
DHCP
ASDM
40
286
ASDM 36
ASA
1
ASDM
IP
S
ASAv
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Bl Asom

m oo

CLI

firewall transparent

interface interface_id
nameif name
security-level level
no shutdown
ip address ip_address mask

ciscoasa(config)# interface management 0/0
ciscoasa(config-if)# nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# iIp address 192.168.1.1 255.255.255.0

security-level 1 100 100

DHCP

dhcpd address ip_address-ip_address interface_name
dhcpd enable interface_name

ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management

route management_ifc management_host_ip mask gateway_ip 1

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

ASDM  HTTP

http server enable

ASDM

1 Cisco ASA ASDM 7.10

ASA



| Asa

ASA

ASA ASDM B

http ip_address mask interface_name

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

write memory

mode multiple

ASA

Management 0/0 ASDM

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

41
244
19
ASDM 36
ASDM
ASASM ASDM
ASASM  CLI ASDM ASDM

ASASM

ASDM 1 Cisco ASA ASDM 7.10 .




ASA
ASA ASDM

ASASM ASASM  VLAN

1 ASASM
2

firewall transparent

interface vlan number
ip address ip_address [mask]
nameif name
security-level level

ciscoasa(config)# interface vlan 1

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0
ciscoasa(config-if)# nameif inside

ciscoasa(config-if)# security-level 100

security-level 1 100 100

VLAN

interface bvi number
ip address ip_address [mask]

interface vlan number
bridge-group bvi_number
nameif name
security-level level

ciscoasa(config)# interface bvi 1
ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

ciscoasa(config)# interface vlan 1
ciscoasa(config-if)# bridge-group 1
ciscoasa(config-if)# nameif inside
ciscoasa(config-if)# security-level 100

. ASDM 1 Cisco ASA ASDM 7.10



| Asa

ASA ASDM B

security-level 1 100 100

DHCP

dhcpd address ip_address-ip_address interface_name
dhcpd enable interface_name

ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 inside
ciscoasa(config)# dhcpd enable inside

route management_ifc management_host_ip mask gateway_ip 1

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50

ASDM  HTTP

http server enable
ASDM

http ip_address mask interface_name

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

write memory

mode multiple

ASASM

VLAN 1
ASDM

ASDM 1 Cisco ASA ASDM 7.10 .




Bl Asom

interface vlan 1

nameif inside

ip address 192.168.1.1 255.255.255.0
security-level 100

dhcpd address 192.168.1.3-192.168.1.254 inside

dhcpd enable inside
http server enable
http 192.168.1.0 255.255.255.0 inside

1 BVI1

firewall transparent
interface bvi 1

ip address 192.168.1.1 255.255.255.0
interface vlan 1

bridge-group 1

nameif inside

security-level 100

dhcpd address 192.168.1.3-192.168.1.254 inside

dhcpd enable inside
http server enable
http 192.168.1.0 255.255.255.0 inside

ASA

ASDM

ASDM 2
* ASDM-IDM ASA

ASA

 Java Web Start ASA Web

ASA IP

N

ASA

VLAN
ASDM

24
244

Web
ASA IP

Java Web Start

Web Start Java
Hostscan

ASDM 7.10

. ASDM 1 Cisco ASA
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ASDM ASA IP
ASDM
ASDM
ASDM \Users\<user_id>\.asdm
Temp
ASDM

https://asa_ip_address/admin

ASDM
* Install ASDM Launcher and Run ASDM

* Run ASDM

* Run Startup Wizard

a) [Install ASDM Launcher and Run ASDM]
b)

HTTPS
ASDM
c)
ASDM-IDM
d) IP
[OK]
Java Web Start
a) [Run ASDM] [Run Startup Wizard]
b)
c) Java Web Start
d)
Launcher

e)

HTTPS

ASDM 1 Cisco ASA ASDM 7.10

ASDM B

Java Web Start

ASA ASDM
Java Web Start
AnyConnect
URL
[OK]
ASDM HTTPS

Cisco ASDM-IDM

[OK]

"



ASA

Bl Asom
ASDM HTTPS
ASDM
ASDM ASDM
Java 7 Update 51 ASDM
ID
Java Web Start ASDM
ASDM ASA ID Java
http://www.cisco.com/go/asdm-certificate
ASDM 512 KB
ASDM
ASDM
Windows ASDM
ASDM run.bat

. ASDM 1 Cisco ASA ASDM 7.10
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| Asa

Mac0S  ASDM B
1 ASDM C:\Program Files (x86)\Cisco Systems\ASDM
run.bat
3 start javaw.exe -Xmx
768 MB -Xmx768M 1GB
-Xmx1G
4 run.bat
Mac 0S ASDM
ASDM Info.plist
1 [Cisco ASDM-IDM] [Show Package Contents]
2 [Contents] Info.plist
TextEdit

3 [Java] > [VMOptions] -Xmx

768 MB -Xmx768M 1GB -Xmx1G

<key>CFBundleIconFile«</keys
<stringrasdm3Z2.icng</string>

<kev=VMOptions</key>
<string>-Xms6dm —me512ﬂ</string>

<key>CFBundleDocumentTypeas</key>
<array>

ASDM 1 Cisco ASA ASDM 7.10 .




ASA |

The file “Info.plist” is locked because you
haven’t made any changes to it recently.

j‘ If you want to make changes to this document, click
Unlock. To keep the file unchanged and work with a copy,
click Duplicate.

Unlock | Cancel [ Duplicate |

TEE4

5 [Unlock]

[Unlock] [Cisco ASDM-IDM]
[Copy Cisco ASDM-IDM]

ASA

* ASA
ASDM

* Firepower 4100/9300 ASA ASA

ASDM

* ASAvV
ASDM

* ASASM ASA
24

Firepower 4100/9300 ASA

ASAv
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\}

log/
crypto_archive/ coredumpinfo/coredump.cfg
CLI ASDM ASAv
ASA
S
ASASM
Firepower 9300 ASA
ASA
IP

ASA

configure factory-default [ip_address [mask]]

ciscoasa(config)# configure factory-default 10.1.1.1 255.255.255.0
ip_address IP 192.168.1.1

IP http
dhcpd address

ASDM 1 Cisco ASA ASDM 7.10




ASA

B asa

boot system
boot system
ASA
ASA
2
write memory
boot config
3 ASDM ASDM
a) [File] > [Reset Device to the Factory Default Configuration]
[Reset Device to the Default Configuration]
b) 192.168.1.1
[Management IP address]
c) [Management Subnet Mask]
d) [OK]
[Configuration] > [Device Management] > [System
Image/Configuration] > [Boot Image/Configuration]
ASA
ASA
e) [Yes]
f) [File] >

[Save Running Configuration to Flash]

ASAv

ASAvV 0

. ASDM 1 Cisco ASA ASDM 7.10
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ASA 5506-X B
1
2
write erase
ASAv
bootimage
3 ASAv
reload
4
ASA 5506-X
« Integrated Routing and Bridging GigabitEthernet 1/2 ~ 1/8 1
BvVI 1
. --> GigabitEthernet 1/1 BVI1
*« DHCP IP IP 192.168.1.1
 ASA5506W-X WiFi<--> WiFi -->
GigabitEthernet 1/9  WiFi
e ASA5506W-X WiFi IP 192.168.10.1
. WiFi DHCP

ASA DHCP

ASDM 1 Cisco ASA ASDM 7.10 .




B Asassex

m oo

. 1/1

* ASDM

* NAT WiFi
PAT

interface Managementl/1
management-only
no nameif
no security-level
no ip address
no shutdown

interface GigabitEthernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown

1

interface GigabitEthernetl/2
nameif inside_1
security-level 100
bridge-group 1
no shutdown

interface GigabitEthernetl/3
nameif inside_2
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/4
nameif inside_3
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/5
nameif inside 4
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/6
nameif inside 5
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/7
nameif inside_6
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/8
nameif inside_7
security-level 100
no shutdown
bridge-group 1

1

interface bvi 1
nameif inside

1 Cisco ASA ASDM 7.10
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| Asa

ASA 5506-X

security-level 100
ip address 192.168.1.1 255.255.255.0

1
object network obj_anyl

subnet 0.0.0.0 0.0.0.0

nat (inside_1,outside) dynamic interface
object network obj_any2

subnet 0.0.0.0 0.0.0.0

nat (inside_2,outside) dynamic interface
object network obj_any3

subnet 0.0.0.0 0.0.0.0

nat (inside_3,outside) dynamic interface
object network obj_any4

subnet 0.0.0.0 0.0.0.0

nat (inside_4,outside) dynamic interface
object network obj_any5

subnet 0.0.0.0 0.0.0.0

nat (inside_5,outside) dynamic interface
object network obj_any6

subnet 0.0.0.0 0.0.0.0

nat (inside_6,outside) dynamic interface
object network obj_any7

subnet 0.0.0.0 0.0.0.0

nat (inside_7,outside) dynamic interface
1
same-security-traffic permit inter-interface
1

http server enable

http 192.168.1.0 255.255.255.0 inside_1
http 192.168.1.0 255.255.255.0 inside_2
http 192.168.1.0 255.255.255.0 inside_3
http 192.168.1.0 255.255.255.0 inside_4
http 192.168.1.0 255.255.255.0 inside_5
http 192.168.1.0 255.255.255.0 inside_6

1.0 255.255.255.0 inside_7

http 192.168.
1

dhcpd auto_config outside

dhcpd address 192.168.1.5-192.168.1.254 inside
dhcpd enable inside

1

logging asdm informational

ASA 5506W-X

interface GigabitEthernet 1/9
security-level 100
nameif wifi
ip address 192.168.10.1 255.255.255.0
no shutdown
1
object network obj_any wifi
subnet 0.0.0.0 0.0.0.0
nat (wifi,outside) dynamic interface
1

http 192.168.10.0 255.255.255.0 wifi
1

dhcpd address 192.168.10.2-192.168.10.254 wifi
dhcpd enable wifi

ASDM 1 Cisco ASA ASDM 7.10




B Asasssx

ASA 5508-X

5516-X

5516-X

ASA 5508-X 5516-X
. > GigabitEthernet 1/1
» DHCP IP IP 192.168.1.1
. 11
ASA
* ASDM
* NAT

interface Managementl/1
management-only
no nameif
no security-level
no ip address
no shutdown
interface GigabitEthernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
interface GigabitEthernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
1
object network obj_any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
1
http server enable
http 192.168.1.0 255.255.255.0 inside
1

dhcpd auto_config outside
dhcpd address 192.168.1.5-192.168.1.254 inside

dhcpd enable inside
1

logging asdm informational

ASA 5512-X 5515-X 5525-X

m oo

ASA 5512-X 5515-X 5525-X

. Management 0/0

1 Cisco ASA ASDM 7.10
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ASA
Firepower 2100 ASA .

*|IP 192.168.1.1/24

* DHCP DHCP
192.168.1.2 192.168.1.254

* ASDM

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
1
asdm logging informational

asdm history enable
1

http server enable
http 192.168.1.0 255.255.255.0 management
1

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

Firepower 2100 ASA

ASA

Firepower 2100 ASA
. > 11 1/2

* DHCP IP IP 192.168.1.1
. DHCP 192.168.1.20-192.168.1.254

. DHCP
. 11 1P 192.168.45.1

* ASDM
* NAT PAT
* FXOS FXOS ASA

* DNS OpenDNS

ASDM 1 Cisco ASA ASDM 7.10 .




. Firepower 2100 ASA

m oo

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown
interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
1
object network obj_any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
1
http server enable
http 192.168.45.0 255.255.255.0 management
1

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside

ip-client outside

dns domain-lookup outside

dns server-group Defaul tDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

FX0S
Firepower 2100 FXOS

ASA

. 11 1P 192.168.45.45

. ASA

« Firepower Chassis Manager SSH

. admin Adminl23

* DHCP IP 192.168.45.10-192.168.45.12

*NTP Cisco NTP 0.sourcefire.pool.ntp.org 1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

* DNS OpenDNS  208.67.222.222 208.67.220.220

. 1/1 1/2
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| Asa
Firepower 4100/9300 asa i}

Firepower 4100/9300 ASA

Firepower 4100/9300 ASA ASDM

* Firepower 4100/9300

d management
. 1P
. 0
« ASDM
ASA 536

interface <management_ifc>
management-only
ip address <ip_address> <mask>
ipv6 address <ipv6_address>
ipv6 enable
nameif management
security-level 0
no shutdown
http server enable
http 0.0.0.0 0.0.0.0 management
http ::/0 management
route management 0.0.0.0 0.0.0.0 <gateway_ ip> 1
ipv6 route management ::/0 <gateway_ ipv6>

ISA 3000

ISA 3000

Bump In The Wire 2

ASDM 1 Cisco ASA ASDM 7.10 .




B 1sa3000

m oo

GigabitEthernet 1/1

insidel GigabitEthernet 1/3  outside2

. ASDM
. DHCP
« ASDM

GigabitEthernet 1/1

A\

GigabitEthernet 1/4

1/2 GigabitEthernet 1/3

ASA

outsidel GigabitEthernet 1/2

inside2

192.168.1.1/24

1/4

ISA 3000

insidel inside2

outsidel  outside2

ASA

* ASA Firepower

ASA Firepower

. Precision Time Protocol

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0
no shutdown

interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown

interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level 0
no shutdown

interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown

interface Managementl/1

1 Cisco ASA ASDM 7.10
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| Asa

ASAv

management-only

no shutdown

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
interface BVI1

no ip address

access-list allowAll extended permit ip any any
access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management

access-list sfrAccessList extended permit ip any any
class-map sfrclass
match access-list sfrAccessList
policy-map global_policy
class sfrclass
sfr fail-open monitor-only
service-policy global_policy global

ASAv ASA ASDM 0/0

* Management 0/0

. management
P DHCP
. 0
. IP
* HTTP
. IP HTTP
. GigabitEthernet 0/8 IP
IP
* DNS

ASDM 1 Cisco ASA ASDM 7.10
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ASA

B asa

. ID
. Smart Call Home HTTP URL
. SSH
. IP
. SSH
. REST API
A\
Cisco ASAv

interface Management0/0
nameif management
security-level 0
ip address ip_address

no shutdown
http server enable
http managemment_host_IP mask management
route management management_host_IP mask gateway_ ip 1
dns server-group DefaultDNS
name-server ip_address
call-home
http-proxy ip_address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id_token
aaa authentication ssh console LOCAL
username username password password
ssh source_IP_address mask management
rest-api image boot:/path
rest-api agent

nameif management
security-level 0
ip address ip_address standby standby_ip

no shutdown

route management management_host_IP mask gateway_ip 1
http server enable

. ASDM 1 Cisco ASA ASDM 7.10



| Asa

http managemment_host_IP mask management
dns server-group DefaultDNS
name-server ip_address
call-home
http-proxy ip_address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id_token
aaa authentication ssh console LOCAL
username username password password
ssh source_IP_address mask management
rest-api image boot:/path
rest-api agent
failover
failover lan unit primary
failover lan interface fover gigabitethernet0/8
failover link fover gigabitethernet0/8
failover interface ip fover primary_ip mask standby standby_ip

ASA
S
ASDM 512 KB
ASDM 38

1 Startup Wizard [Wizards] > [Startup Wizard]

2 |Psec VPN Wizard IPsec VPN [Wizards] > [IPsecVPN Wizard]

3 SSL VPN Wizard SSL VPN [Wizards] > [SSL VPN Wizard]

q [Wizards] > [High Availability and
Scalability Wizard]

5 Packet Capture Wizard [Wizards] > [Packet Capture
Wizard]

6 ASDM GUI [View] > [Office Look and
Feel]

1 [Configuration]

ASDM 1 Cisco ASA ASDM 7.10




ASA

Bl Asom

[Configuration] [Refresh]
8 ASA [Monitoring]
ASDM CLI
ASA
CLI ASDM
CLlI

« ASDM  CLI ASA
[Response]

. CLI

ASDM
noconfirm

crypto key generate rsa modulus 1024 noconfirm

. ASA
ASDM  CLI

ASA

. ASDM 1 Cisco ASA ASDM 7.10



| Asa

ASDM .

ASA [Monitoring] > [Properties]
> [Device Access]

1 ASDM [Tools] > [Command Line Interface]

[Command Line Interface]

2 1
3 [Send]
[Clear Response]
5 [Enable context-sensitive help (?)]
6 [Command Line Interface] [Refresh]
ASDM
ASDM ASDM
ASDM
97
1 ASDM [Tools] > [Show Commands Ignored by ASDM
on Device]
2 [OK]

ASDM 1 Cisco ASA ASDM 7.10 .
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ASA |

show

QoS service-policy
show service-policy
QoS

« clear local-host [ip_address] [all]

show local-host
all

through-the-box
to-the-box all
IP IP
ip_address

« clear connlall] [protocol {tcp Judp}] [ address src_ip [-src_ip] [ netmask mask] [ port src_port
[-src_port] [ address dest_ip [-dest_ip] [ netmask mask] [ port dest_port [-dest_port]

show conn

through-the-box
to-the-box all

1 Cisco ASA ASDM 7.10



ASDM

ASDM

* ASDM 57

« ASDM 60
. 61

. 69

* ASDM Assistant 70

. 70

e Device List 71

. 73
* ASDM 75
. 76

* [Home] 77
* [Home] 92

*« ASDM 94

* ASDM Assistant 96

. 97

. 97

ASDM

ASDM ASA
ASDM
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m oo

ASA |

* ASDM [Home] [Configuration]
[Monitoring]

. [Navigation] [Configuration] [Monitoring]
3
[Configuration] [Monitoring]
. [Navigation]
[Content]
[Configuration] > [Device Setup] > [Startup Wizard]
. [Navigation]
[Content]
. [Navigation] / [Content] [maximize and
restore]
. [Device List] ASDM
3
SSL
. [Navigation] NAT AAA
ASDM Assistant
ASDM
1 Cisco ASA ASDM 7.10
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[Device List]

\[Content\]
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ASA

Bl Asom

[Wizards] [Configuration] [Monitoring]
GUI

ASDM

ASDM
[Navigation]
[Device List]

« Device Setup

. Firewall
* Botnet Traffic Filter

* Remote Access VPN

* Site to Site VPN

 Device Management

1
2
. [Show More Buttons]
. [Show Fewer Buttons]
. [Add or Remove Buttons]
* [Option] [Option]
. [Move Up]

. ASDM 1 Cisco ASA ASDM 7.10



| Asa

[File]

[Move Down]

Running Configuration on the
Device

. [Reset]
3 [OK]
ASDM
[File] ASA
[File]
Refresh ASDM with the ASDM

Reset Device to the Factory
Default Configuration

Show Running Configuration in
New Window

Save Running Configuration to
Flash

Save Running Configuration to
TFTP Server

TFTP

Save Running Configuration to
Standby Unit

Save Internal Log Buffer to
Flash

Deploy Firepower Changes

Firepower

ASA Firepower
ASA
ASDM

ASDM 1 Cisco ASA
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ASA

. [View]

[File]

Print
Internet Explorer

Clear ASDM Cache ASDM ASDM
ASDM

Clear ASDM Password Cache

Clear Internal Log Buffer syslog

ASDM

[View]

[View] ASDM

[View]

Device List

[Navigation]

ASDM Assistant ASDM

. ASDM 1 Cisco ASA ASDM 7.10



| Asa

[View] .

[View]

Latest ASDM Syslog Messages

[Latest ASDM Syslog Messages]

syslog
%ASA-1-211004

24
Addresses [Addresses]
[Addresses]
[AccessRules] [NAT Rules]
[Service Policy Rules] [AAA Rules]
[Filter Rules]
Services [Services]
[Services]

[AccessRules] [NAT Rules]
[Service Policy Rules] [AAA Rules]
[Filter Rules]

[Time Ranges]
[Time Ranges]
[Access Rules] [Service
Policy Rules] [AAA Rules] [Filter
Rules]

Select Next Pane

[Service Policies Rules]

[Address]
Select Previous Pane
Back
Forward
Find in ASDM ASDM Assistant

Reset Layout

ASDM 1 Cisco ASA




. [Tools]

ASA

[View]

Office Look and Feel

Microsoft Office

[Tools]
[Tools] ASDM
[Tools]
Command Line Interface ASA
Show Commands Ignored by ASDM on Device | ASDM
Packet Tracer
ping ASA
traceroute
TFTP
PC
Check for ASA/ASDM Updates ASA
ASDM

. ASDM 1 Cisco ASA ASDM 7.10
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[Tools] .

[Tools]
Upgrade Software from Local Computer ASA ASDM
PC
Downgrade Software ASA
Backup Configurations ASA Cisco Secure
Desktop SSL VPN Client
Restore Configurations ASA Cisco Secure
Desktop SSL VPN Client
System Reload ASDM
Administrator’s Alert to Clientless SSL VPN SSL VPN
Users
VPN

ASDM 1 Cisco ASA ASDM 7.10




ASA

. [Wizards]
[Tools]
[Migrate Network Object Group Members] 8.3 ASA
IP
ASDM
IP
IP
ASA
ASDM
IP
ASA ASDM
ASDM
[Tools]
> [Migrate Network Object Group Members]
Cisco ASA 5500 Migration
to Version 8.3 and Later
ASDM
ASDM Java Console Java
[Wizards]
[Wizards]
[Wizards]
Startup Wizard ASA
VPN Wizard VPN
VPN

. ASDM 1 Cisco ASA
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| Asa

[Window] B

[Wizards]
High Availability and Scalability Wizard

VPN ASA

ASA
Unified Communication Wizard ASA IP
ASDM ldentity Certificate Wizard Java 7 Update 51 ASDM
ID
Java Web
Start ASDM

http://www.cisco.com/go/asdm-certificate

Packet Capture Wizard ASA
1
[Window]
[Window] ASDM
[Help] ASDM  ASA
ASDM 1 Cisco ASA ASDM 7.10
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m oo

ASA

[Help]

Help Topics

ASA Firepower
[ASDM Help Topics]

ASDM
ASDM

ASA FirePOWER Help Topics ASA
Firepower
ASDM
Help for Current Screen
[? Help]
Cisco.com [ASDM
release notes]
ASDM
Cisco ASA Series Documentation
Cisco.com
ASDM Assistant Cisco.com
ASDM Assistant
About Cisco Adaptive Security Appliance (ASA)
ASA
About Cisco ASDM
Java ASDM

1 Cisco ASA ASDM 7.10
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ASA [Home]
[Home]
ASA [Navigation]
ASA [Navigation]
Save
ASA FirePOWER
ASDM [Deploy]
ASA FirePOWER
ASDM [Deploy] [Save]
« [Deploy FirePOWER Changes] ASA
FirePOWER
« [Save Running Configuration to Flash] ASA
ASA FirePOWER [Save]
[ Refresh ] ASDM
Back ASDM
Forward ASDM
Help

ASDM 1 Cisco ASA ASDM 7.10 .




ASA
[l AsDMm Assistant

[ Search ] ASDM

[Back] [Forward]

ASDM Assistant

ASDM Assistant ASDM

[View] > [ASDM Assistant] > [How Do 1?] [Look For]
[Find]
[How Do 17]

ASDM Assistant

1 [View] > [ASDM Assistant]
[ASDM Assistant]

2 [Search] [Go]
[Search Results]

3 [Search Results] [Features]

ADSM

Status
Device configuration loaded successfully.

. ASDM 1 Cisco ASA ASDM 7.10
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Connection to Device .

Connection to Device

Device List

[ User Name ] ASDM
admin
User Privilege ASDM
Commands Ignored by ASDM ASDM
Connection to Device ASDM  ASA
Syslog Connection syslog ASA
SSL Secure ASDM SSL
ASA
ASDM  ASA [Monitoring] [Home]
ASDM
2
[Device List] 3
ASDM
2

ASDM 1 Cisco ASA
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=

m oo

[Add]
[Add Device]

ASA

IP [OK]
[Delete]
[Connect]
[Enter Network Password]
[Login]
ASDM
ASDM ASA
Save
Reset [Refresh]
[Apply]
[Reset]
[Refresh]
Restore Default
Enable
Close
Clear
1 Cisco ASA ASDM 7.10
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Back
Forward
Help
ASDM
ASDM
2:
Windows/Linux Mac0S
[Home] Ctrl+H Shift+Command+H
[Configuration] Ctrl+G Shift+Command+G
[Monitoring] Ctrl+M Shift+Command+M
Help F1 Command+?
Back Alt+ Command+[
Forward Alt+ Command+]
F5 Command+R
Cut Ctrl+X Command+X
Copy Ctrl+C Command+C
Paste Ctrl+V Command+V
Ctrl+S Command+S
Shift+F10 —
Alt+F4 Command+W
Find Ctrl+F Command+F
ASDM 1 Cisco ASA ASDM 7.10
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ASA

Windows/Linux Mac0S
Alt+F4 Command+Q
Ctrl_Shift Ctrl+Shift+Tab | Ctril+Shift

Ctrl+Shift+Tab

3:
Shift+Tab
Ctrl+Tab
Shift+Ctrl+Tab
Shift+Tab
F6
Shift+F6
Log Viewer
4:
Windows/Linux Mac0S
Real-Time Log Viewer Ctrl+U Command+
F5 Command+R
Clear Internal Log Buffer Ctrl+Delete Command+Delete

1 Cisco ASA ASDM 7.10
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ASDM B

Windows/Linux Mac0S
Ctrl+C Command+C
Ctrl+S Command+S
Print Ctrl+P Command+P
Alt+F4 Command+W

5:

Windows/Linux

Alt

Enter

ASDM
ASDM
[Find]
* ?
* 1 ? 1 [Find]

[Match Case]

B*ton-L*

Boston-LA, Boston-Lisbon, Boston-London

ASDM 1 Cisco ASA ASDM 7.10 .




ASA

Bo?ton

Boston, Bolton

ACL ACE

ACL Manager
ACL NAT

1 [Find]
2 [Filter]

[Query]

3 [Query] 2

* [is]

« [contains]

4 3
[Define Query]
IP ASDM
DM_INLINE
IP
5 [Filter]
6 [Clear]
7 X

. ASDM 1 Cisco ASA ASDM 7.10
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Tab
JAWS

1 [Tools] > [Preferences]

[Preferences]
2 [General] [Enable screen reader support]
3 [OK]
4 ASDM
[Navigation]
[Home]
ASDM  [Home] ASA [Home]
10 [Device Dashboard]  [Firewall

Dashboard] 2
IPS CX ASA Firepower

ASDM 1 Cisco ASA ASDM 7.10 .




ASA
. [Device Dashhoard]

[Device Dashboard]

[Device Dashboard]
ASA

[Device Dashboard]
2:[Device Dashboard]
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GUI

1 [Device Information] 79

2 [Interface Status] 80

3 [VPN Sessions] 80

4 [Traffic Status] 81

S [System Resources Status] 81

6 [Traffic Status] 81

— Device List 71
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[Device Information] .

GUI

[Latest ASDM Syslog Messages] 81

[Device Information]

[Device Information]
2 [General]

[General]

[General]
ASA

* [Host name]
« [ASAversion]

* [ASDM version]

* [Firewall mode]

* [Total flash] RAM

* [ASA Cluster Role]

« [Device uptime]

* [Context mode]
* [Total Memory] ASA

« [Environment status]

CPU

[Environment Status]

+ [OK]

ASDM 1 Cisco ASA ASDM 7.10

[License]

ASA
ASDM

DRAM

[General]

[Environment Status]

[Environment Status]




. [License]

\}

ASA |

ASA [Memory
Insufficient Warning]
ASA ASDM [OK]
[License]
[More Licenses]

[Configuration] > [Device Management] > [Licensing] > [Activation Key]

[Cluster]
Device Information
General = License
Cluster Interface Mode: Spanned EtherChannel
Cluster is not enabled.
Details
ASAv
ASA vCPU RAM

ASA

[Interface Status]
Kbps
[VPN Sessions]
VPN [Details]

[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]
[Failover Status]

[Configure] High Availability and Scalability Wizard

[Active/Active]
[Active/Standby]
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[System Resources Status] .
[Details] [Monitoring] > [Properties]
> [Failover] > [Status]
[System Resources Status]
CPU
[Traffic Status]
/
outside
ASDM
[Latest ASDM Syslog Messages]
ASA 100

[Enable Logging]

[Latest ASDM Syslog Messages]

3: [Latest ASDM Syslog Messages]

9 Sl

Latest ASDM Syslog Messages Odg # %
Severity | Date Tima Svsk ID | Source TP Source Destnation P Destind Dasscription d—@
LB Qct 14 2009 175647 302021 hei:-214:5a0... O FRazi:1
ic @ FeStu2isisaff.., @ PRzl
ik ] FRd2:1
%
GUI
1
2
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. [Firewall Dashboard]

GUI
3
4
[Latest ASDM Syslog Messages]
5
[View Latest ASDM Syslog Messages]
6
syslog
7
syslog
8
[Logging Filters]
. [Clear Content]
. [Save Content] PC
. [Copy]
. [Color Settings] syslog

[Firewall Dashhoard]

[Firewall Dashboard] ASA

[Firewall Dashboard]

[Firewall Dashboard]
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[Traffic Overview] .

4: [Firewall Dashboard]
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GUI
1 [Traffic Overview] 83
2 [Top 10 Access Rules] 84
3 [Top Usage Status] 84
[Top Ten Protected Servers Under SYN Attack]
85
[Top 200 Hosts] 85
[Top Botnet Traffic Filter Hits] 85
[Traffic Overview]
[Enable] [Enable]
. NAT
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ASA
. [Top 10 Access Rules]

TCP SYN UDbP

[Top 10 Access Rules]

[Enable]
[Enable]

[Show Rule] [Access Rules]

[Top Usage Status]

* [Top 10 Services]
* [Top 10 Sources]
* [Top 10 Destinations]

* [Top 10 Users]

3 [Top 10 Services] [Top 10 Sources] [Top 10 Destinations]

[Enable]

[Top 10 Services Enable]

[Top 10 Sources]

[Top 10 Destinations Enable]

4 [Top 10 Users]

ASA

IP
[Top 10 Users]

* ldentity Firewall Microsoft Active Directory

Active Directory AD Identity Firewall
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user-identity enable

[Top Ten Protected Servers Under SYN Attack] .

user-accounting

statistics
* VPN RADIUS
VPN
[Top 10 Users] 10 EPS
EPS
domain\user_name
EPS EPS
ASA
[Top Ten Protected Servers Under SYN Attack]
[Enable]
ASA 30 30
<various> IP
[Detail] 10 1000
ASA
60 30 60
[Top 200 Hosts]
ASA 200
IP
120
hpm topnenable
[Top Botnet Traffic Filter Hits]
10
10 IP whois
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. [Cluster Dashboard]

[Cluster Dashbhoard]

ASA [Cluster
Dashboard]

el Home

e i E sl Oasliingy T Cuuster Oasnboard B Cluale liseal i lboiidy

Resource Utilization
CPU Used Memary

| 2 uUnknown | 1% 294 ME

Device Name ‘Managemem IP Address Role ‘\"erslon ‘ Uptime

ERVIronment Status |Hu|dl Status

4.3} 172.23.204.243 MASTER 100.8(0.94) 2d 15h 56m 495 |
2001:b0b:6500::3

? FAIL

Average CPU Usage (percent)

100

Connections Per Second Throughput Load Balancing P]

~Cluster Overall
2

1%

s &858 582388

10 - " |
— o - - - - 0807 08:08 08:09 08:10 0811
1E:11:0: 08:07 08:08 0809 0&:10 BUDk:0 BT 0 8 Total: 0
[T N e T ~Per=Member Total
500 ’
2
450
400
350

5 0807 0808 o809 0810 08:11
Wcisl: 0

1]
1B:11:0° 0&-07 08:08 0809 0&:10

[HT

* [Cluster Members] IP
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[Cluster Firewall Dashboard] .

ASDM

ASDM

* [System Resource Status] CPU

« [Traffic Status]
* [Connections Per Second]
[Cluster Overal]
[Per-Member Total]
* [Throughput]
[Cluster Overall]
[Per-Member Throughput] 1

* [Load Balancing]

[Per-Member Percentage of Total Traffic]

[Per-Member Locally Processed Traffic]

* [Control Link Usage]

[Per-Member Receival Capacity Utilization]

[Per-Member Transmittal Capacity Utilization]

[Cluster Firewall Dashboard]

[Cluster Firewall Dashboard] [Firewall Dashboard]
topN
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. [Content Security]

Connection Statistics

4

]
0g:.07 0808 0809 D810 0&:11
W Connections: 1 @ MAT Xlates: 0

‘Dropped Packets Rate

The Dropped Packets Rate feature is disabled
inm the Security Appliance.
Please click the button to enable it.

“Possible Scan and SYMN Attack Rates —

The Possible Scan and SYN Attack Rates
feature is disabled in the Security Appliance.
Please click the button to enable it.

| Enable |

[Content Security]

Interval: | Last 1 hour * Based on: Packet HitsDisplay: | Tab

The Top 10 Access Rules feature is disabled in the Security Appli
Please click the button to enable it.

[ Enable |

Top 10 Services

Top 10 Sources > |

Interval: | Last 1 hour + | Based om; | Packet Hits 3 [

The Top 10 Services feature is disabled in the Securi
Please click the button to enable it.

' Enable

4
8
[Content Security] CSC Content Security and Control SSM
CSCSSM CsC ASA
“
[Configuration] > [Trend Micro Content Security] > [CSC Setup] CSC Setup Wizard

[Home] > [Content Security]

CSC Setup Wizard

[Content Security]

ASDM 7.10
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[Content Security] .

5: [Content Security]

# Cisco ASDM 6.3 for ASA - 10.86.94.88 e
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GUI
1 [CSC SSM Information]
2 [Threat Summary] CSC SSM
URL
3 [System Resources Status]
4 [Email Scan] 10
5 [Latest CSC Security Events]
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. [Intrusion Prevention]

[Intrusion Prevention]

[Intrusion Prevention] IPS ASA
IPS

IPS
1. [Intrusion Prevention]

[Connecting to IPS]

Connecting to IPS...
ASDM will make a new connection te the SSP-IPS module in this ASA system.

ASDM makes a separate connection to the IP address of the management port
on the 55P-1P5 module.

55P-1PS Management IP Address: 10.89.147.143 Port: 443
Username:
Password:

__| Sawve SSP-IPS login information on lecal host.

*Password cache is encrypted. Use File = Clear Password cache menu to clear it.

o i - .
. Help ) (  Cancel ) (_ Continue )

255100

2. IP IP
192.168.1.2:443 cisco

3. PC [Save IPS login information on local host]

4. [Continue]

IPS

[Intrusion Prevention] [Health Dashboard]
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asacxstatus; [

6 : [Intrusion Prevention] Health Dashboard

TR e e

| el |+ e fr—— i‘.I '-I:IIIE'LI:!:;'
IELEL RO = [
L [ LY oo o | [ (il i | st o |
S | gy —y e
| B E
i I =] =] BTN 11025 A ;5
GUI
1 [Sensor Information]
2 [Sensor Health]
3 [CPU, Memory, and Load]
4 [Interface Status]
5 [Licensing]
[ASA CX Status]
[ASA CX Status] ASACX
ASA ASACX
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ASA

. [ASA Firepower Status]

Model: ASASSB5-55P-CX10

Hardware Version: 1.3

Serial Number: JAF1543CGRE

Firmware Version: 2.0(13)0

Software Version: 0.6.1

MAC Address Range: 70ca.9bf0.1cad to 70ca.9bf0.1cab

Connect to the ASA CX application:

Application Name: ASA CX Security Module

Application Status: up
Application Status Description: Normal Operation
Application Version: 0.6.1
Data plane Status: up
Status: Up
https://10.89.147.153:443 E

[ASA Firepower Status]

[ASA FirepowerStatus]

ASA Firepower
FireSIGHT Management Center

 [ASA Firepower Dashboard]

* [ASA FirepowerReporting]

10
[Home]
ASDM [Home]
ASDM [Home]
ASA
10

FireSIGHT Management Center

ASDM ASA Firepower

Web

ASA
ASDM
[Home]

. ASDM 1 Cisco ASA ASDM 7.10



| Asa

[Home] .

[Home]
7: [Home]
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GUI
1
2 [Interface Status]
3 [Connection Status]
4 [CPU Status]
5 [Memory Status]
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ASA |

Bl Asom

ASDM

ASDM
ASDM

1 [Tools] > [Preferences]

[General] [Rules Table] [Syslog] 3 [Preferences]
2 1 [General]
[Rules Table] [Rules]
[Syslog] [Home] syslog
NetFlow syslog
3 [General]

[Warn that configuration in ASDM is out of sync with the
configuration in ASA]

. read-only [Show configuration
restriction message to read-only user]

“You are not allowed to modify the ASA configuration,
because you do not have sufficient privileges.”

. [Show
configuration restriction message on a slave unit in an ASA cluster]

* ASDM [Confirm
before exiting from ]

. [Enable screen reader support (requires ASDM
restart)]
ASDM
« ASA ASDM
[Warn of insufficient ASA memory when ASDM loads]
ASDM
ASDM 24
syslog
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ASA

ASDM B

* [Communications]

» ASDM CLI [Preview commands before
sending them to the device]

* ASA 1 [Enable cumulative (batch)
CLI delivery]

60

* [Logging]
* Java [Enable logging to the ASDM Java console]

. [Logging Level]

« [Packet Capture Wizard] [Network Sniffer
Application] [Browse]

4 [Rules Table]
« [Display settings] [Rules]

* Auto-Expand Prefix
[Auto-expand network and service object groups with
specified prefix]

* [Auto-Expand Prefix]

[Rules] [Show members of network and service object groups]

* [Limit Members To]

n
* [Rules] [Show all actions for service
policy rules]
* [Deployment Settings] [Rules] ASA
. NAT [Issue “clear

xlate” command when deploying access lists]

ASDM 1 Cisco ASA ASDM 7.10 .



ASA
B Asom assistant

ASA

« [Access Rule Hit Count Settings] [Access Rules]

[Access Rules]

* [Access Rules]
[Update access rule hit counts automatically]

* [Access Rules]

10 86400
5 [Syslogl]
« [Syslog Colors]
[Severity]
[Pick a Color]

* [Swatches] [OK]

* [HSB] H S B [OK]

* [RGB] [OK]
. syslog

[NetFlow] [Warn to disable redundant syslog messages when NetFlow

action is first applied to the global service policy rule]

6 3 [OK] [Preferences]

.conf
ASDM
ASDM

ASDM Assistant

ASDM Assistant ASDM

. ASDM 1 Cisco ASA ASDM 7.10
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[View] > [ASDM Assistant] > [How Do 1?]
[Look For] [Find]
[How Do 17]

ASDM Assistant

[View] > [ASDM Assistant]
[ASDM Assistant]

[Search] [Go]
[Search Results]

[Search Results] [Features]
[History Metrics] ASA
ASDM

10 60 12 5

[Configuration] > [Device Management] > [Advanced] > [History Metrics]

[History Metrics]

[ASDM History Metrics]
[Apply]

ASA ASDM

ASDM 1 Cisco ASA ASDM 7.10
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Ignored by ASDM on Device]

CLI
ASDM
ASDM  GUI

ASDM

ASA |

[Tools] > [Show Commands

ASDM

GUI

ASDM

capture

coredump

CL

crypto engine large-mod-accel

dhcp-server

ASDM

DHCP 1

eject

established

failover timeout

fips

nat-assigned-to-public-ip

pager

pim accept-register route-map

ASDM

[List]

service-policy global

match access-list

access-list myacl extended permit ip any any

class-map mycm
match access-list myacl
policy-map mypm
class mycm
inspect ftp
service-policy mypm global

set metric

1 Cisco ASA

ASDM 7.10
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ASDM CLI

ASDM
sysopt nodnsalias
sysopt uauth allow-http-cache
terminal
threat-detection rate
ASDM

ASDM
[Tools] > [Show Commands Ignored by ASDM on Device]

ASDM 255.255.0.255

ip address inside 192.168.2.1 255.255.0.255

ASDM CLI
CLI [yes/no]
ASDM

1. [Tools] > [Command Line Interface]
2. crypto key generate rsa

1024 RSA
3. crypto key generate rsa

RSA

Do you really want to replace them? [yes/no]:WARNING: You already have
RSA ke0OO0O0O000000000$A key
Input line must be less than 16 characters in length.

ASDM 1 Cisco ASA ASDM 7.10 .




ASA
B Asomcu

%Please answer "yes" or "no".
Do you really want to replace them [yes/no]:

%ERROR: Timed out waiting for a response.
ERROR: Failed to create new RSA keys names <Default-RSA-key>

« [ASDM]

* noconfirm CLI CLI

crypto key generate rsa noconfirm

. ASDM 1 Cisco ASA ASDM 7.10



Cisco ASA
ASA PAK ASAv
ASAv  ASA onFirepower 165

« PAK 101
« PAK 118
« PAK 120
. AnyConnect 3 125
. 131
« PAK 152
« PAK 153
ASA
160 32 5 20
1
ASA
PAK 152
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ASA |

1
1
ASA 1
103
SSLVPN
AnyConnect Premium 1
S
ASA 5506-X ASA 5506W-X
1
1
1000 AnyConnect Premium 2500
AnyConnect Premium
1
1000
AnyConnect Premium 2500
AnyConnect Premium
. ASA
. ASA

m oo

1

Cisco ASA

ASDM 7.10

ASA
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ASA

AnyConnect Premium

1000
2500
2500
Unified Communications Proxy
2500
1000
3500
10
20

30

ASDM 1 Cisco ASA
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ASA

Botnet Traffic Filter

1.

PAK

52

8

1

ASA

25

1000

Cisco ASA

52

152

27

AnyConnect Premium

ASDM 7.10

79

52+27



| Asa

2. 8 1000
14 8+6 1000
1000 AnyConnect Premium
2500 1
1
1
ASA
123
105
ASA
ASA
ASA
2500 AnyConnect Premium 1000
AnyConnectPremium 500
AnyConnect Premium 2500
ASA 1000 1000
ASA 500
123
AnyConnect Plus Apex
AnyConnect Plus Apex
ASA https://www.cisco.com/go/license [
] ASA PAK ASA
VPN
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https://www.cisco.com/go/license

ASA

B VPN
ASA
e Cisco AnyConnect Ordering Guide
» AnyConnect Licensing Frequently Asked Questions (FAQ)
S
AnyConnect Apex
VPN
VPN VPN
e IKEV1 IPsec VPN
* IKEV1 IPsec VPN
* IKEV2 IPsec VPN
VPN
* VPN VPN AnyConnect VPN
VPN
VPN ASA
. SSL VPN AnyConnect
1
AnyConnect
SSLVPN 2
VPN
VPN 3DES/AES
VPN
2 AnyConnect ASA 5506-X with Security Plus
5508-X 5516-X 4
AnyConnect Plus Apex

. ASDM 1 Cisco ASA ASDM 7.10
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https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html

| Asa

VPN B

AnyConnect Apex
AnyConnect Essentials
AnyConnect Essentials VPN
* SSL VPN
e IKEv2 IPsec

Secure Desktop
AnyConnect Premium

SSL VPN Cisco
AnyConnect Essentials

AnyConnect Essentials VPN
AnyConnect

Web
WebLaunch

AnyConnect Premium

AnyConnect
ASA AnyConnect Premium
Assessment AnyConnect Essentials

AnyConnect Premium

webvpn no anyconnect-essentials

Advanced Endpoint

ASA AnyConnect Essentials

ASDM  [Configuration] >

[Remote Access VPN] > [Network (Client) Access] > [Advanced] > [AnyConnect Essentials]

Cisco VPN Phone AnyConnect
AnyConnect Premium
IP
Mobile AnyConnect
Windows Mobile 5.0 6.0

AnyConnect
Premium
SSL VPN

Mobile Posture

ASDM 1 Cisco ASA ASDM 7.10

AnyConnect

6.1
AnyConnect 2.3

AnyConnect Essentials

AnyConnect




AnyConnect Mobile

ASA

» AnyConnect Premium

* DAP

DAP

« AnyConnect Essentials

* CLI

/

AnyConnect Premium

AnyConnect Premium

* SSL VPN

* IKEv2

ASDM

ASDM
DAP

SSL VPN

IPsec

AnyConnect Premium Shared

DES
DES

* Diameter

* GTP/GPRS

. ASDM 1 Cisco ASA
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ASA
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VPN

ASA
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s B
* SCTP
TLS
Encrypted Voice Inspection TLS TLS
TLS Mobility
Advantage Proxy TLS
1
Cisco Unified Communications Manager
TLS 2

TLS tls-proxy maximum-sessions ASDM  [Configuration]

> [Firewall] > [Unified Communications] > [TLS Proxy]
tls-proxy maximum-sessions ?

TLS TLS ASA
TLS
TLS TLS
)
K8 250 TLS
1000 K9
250 TLS
K8 K9
K8 K9
clear configureall
TLS
tls-proxy maximum-sessions
ASDM  [TLS Proxy]
write standby ASDM
[File] > [Save Running Configuration to Standby Unit]
clear configure all
TLS
SRTP
* K8 SRTP 250
* K9

ASDM 1 Cisco ASA ASDM 7.10 .
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B v
)
/ SRTP
SRTP SRTP
VLAN
VLAN VLAN
3DES/AES
IPS
IPS ASA IPS
IPS  IPS
- IPS IPS ASA
ASAB515-1PS-K9 IPS
IPS ASA IPS
. IPS
ASA
. IPS
IPS ASA IPS
IPS
IPS
AnyConnect Premium AnyConnect 3
S
ASA AnyConnect4
AnyConnect
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AsA B

AnyConnect Premium
ASA ASA

ASA

ASA 5506-X ASA 5506W-X . / Security Plus

ASDM 1 Cisco ASA ASDM 7.10 .




ASA

ASA 5512-X  ASA 5555-X

¢ ASA 5512  Security Plus

AnyConnect Apex
. IPS
IPS IPS
* IPS
IPS
ASA
ASA5515-1PS-K9
IPS
IPS ASA
IPS
. IPS
ASA
* IPS
IPS
ASA
IPS
IPS
IPS
ASAv ASAv 175

m oo

1

Cisco ASA

ASDM 7.10
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ASA B
Firepower 2100  ASA Firepower 2100 175
Firepower 4100/9300 ASA Firepower 4100/9300 ASA
176
AnyConnect Apex
S
PAK
0
ASA
ASA
ASA 5585-X 16
10 GE 1/0O/Security Plus
ASA 5585-X  SSP-10
SSP-20
ASA 5516-X 2
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. ASDM 1

B AsA

ASA 5512-X Security Plus 2

ASA 5515-X ASA 5525-X ASA 5545-X  ASA 5555-X 2

Firepower 4100/9300 ASA Firepower 4100/9300 ASA
178
ASA
ASA
°2 ASA 10 TLS
20 TLS
1000 TLS ASA 5545-X 2000
ASA 5545-X 2000
2000 TLS
°2 ASA 5545-X ASA 20 10
30
/ 2
18 12
30
ASA
. 2 2 ASA 5516-X ASA
5 4
4
4

Cisco ASA ASDM 7.10
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AsA B
o4 ASA 5516-X ASA 5 3
2 1
5 5
5
5
/
/
/ ASA
2
48 96
PAK 152
ASA
30
30
30
/ /
/
30
30
1. 52 2
104
2. 1 IASA 10
94 / 42
/ 52
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3. /
/
4,
« 30 /
4
90
38 52
« 30
6 /
84
36 / 46
123
ASA ASA
 [VPN]
3DES/AES
ASDM HTTPS/SSL  SSHv2  Telnet SNMPv3
SSL
VPN
PAK 152
1 Cisco ASA ASDM 7.10

ASA |

94
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raa i

FAQ

AnyConnect Premium

1 1
1000 AnyConnect
Premium 2500 ASA
2
8.3(1)
8.3
AnyConnect Premium AnyConnect

Premium

A

AnyConnect Premium

AnyConnect
Premium
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PAK
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* ASA 5506-X

1

Cisco ASA

8.1

8.2

ASA 111
ASAv

ASAv  ASA5506-X ASA5508-X ASA 5516-X

ASA 5506W-X
8.2
ASA

8.2
8.3
ASDM 7.10

ASA

8.2

8.3
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PAK B

Cisco TAC

. [Activation Key]

e1 2
25 SSL VPN 50
75 50

25 75

AnyConnect Essentials
AnyConnect Premium AnyConnect Premium
Advanced Endpoint Assessment
AnyConnect Essentials
[Configuration] >
[Remote Access VPN] > [Network (Client) Access] > [Advanced] > [AnyConnect Essentials]
AnyConnect Essentials

ASDM 1 Cisco ASA ASDM 7.10 .



B e

PAK
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PAK

ASA

ASA Cisco.com
ASA
PAK 1
PAK ASA
Security Plus Strong
Encryption 3DES/AES Strong Encryption
http://www.cisco.com/go/license
1 Cisco Smart Software Manager
https://software.cisco.com/#module/SmartLicensing [ ]
Smart Software Manager
http://www.cisco.com/go/ccw
AnyConnect FAQ
« Cisco AnyConnect Ordering Guide
» AnyConnect Licensing Frequently Asked Questions (FAQ)
PAK
AnyConnect ASA
PAK PAK
ASA FirePOWER ASA
1 Cisco ASA ASDM 7.10


https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://software.cisco.com/smartaccounts/setup#accountcreation-account
http://www.cisco.com/go/ccw
http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html

| Asa

2 [Configuration] > [Device Management] > [Licensing] > [Activation Key]
ASA

3 Web

http://www.cisco.com/go/license

4
* Product Authorization Key 1
* ASA
5
Product Authorization Key
6 123
ASDM 3DES/AES
ASA
1 ASA

show version | grep Serial

ASDM 1 Cisco ASA ASDM 7.10 .



http://www.cisco.com/go/license

ASA |

2 Https://lwww.cisco.com/go/license [Get Other Licenses]

8:

Tools & Resources

Product License Registration L rew o

“iew in French  ConlactlUs ¥ Feedback Help My Profie Rl

ﬂ. Did You Know? E System Messages G Suppornted Browsars

Fufil Get Other Licenses «

Get New Licenses

Enter 1 to 10 PAKs or token IDs, separated by commas

Manage

PAKs/Tokens Licenses Devices Transactions History

3 [IPS, Crypto, Other]
9:IPS Crypto

Get Other Licenses v
Demo and Evaluation..

TelePresence Software Release Key..

TelePresence License o Resend...

are LICense Frocess,

Main to Backup
Register ROSA HA as Pair..

Migration...

4 [Search by Keyword] asa [Cisco ASA 3DES/AES License]
10: Cisco ASA 3DES/AES

Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Options | 3. Review and Submit

search by Keyword [ asa |
Make a selection from thig list of products
Product Family Product

Metwork Mgmt Products o ’ e e
Security Products {Cisco ASA JDES/AES License
Wireless P Lt e e e P L
Cisco ASA 5500 series AIP-S5M
5 [Smart Acfcount] [Virtual Account] ASA  [Serial Number] [Next]

. ASDM 1 Cisco ASA ASDM 7.10
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| Asa

11:

Request Crypto, IPS and Other Licenses

1 Select Product | 2. Specify Target and Options
Smart Accoun
Vir e oun

Selectone... ¥ equired With Smant Account

Cisco ASA 3DES/AES License

« Serial Humbes L FCH1714J6HA ] L7}

6
[I Agree] [Submit]
12:
Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Options | 3. Review and Submit
Recipient and Owner Information
Enter multiple email addresses saparalad by commas Your License Key will be emailed within the hour to the specified email addresses,
« Send To: Add...
« End User: «| Edit
License Request
SerialMumber
FCHIT14J6HP
Smart Account SKU Name aty
» Cisco Internal ASASS00-ENCR-K9 1
17 [Manage] > [Licenses]
8 123
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. ASA
8:
1 [Configuration] > [Device Management] [Licensing] > [Activation
Key] [Licensing Activation Key]
2 [New Activation Key]
5 16 1
0x 16

ASAOxd11b3d48 OxaB80adcOa 0x48e0fdlc 0xb0443480 0x843Fc490

[Time-based License Keys Installed]

[Time-based License Keys Installed] [Activate] [Deactivate]

4 [Update Activation Key]
ASA

102

. ASDM 1 Cisco ASA ASDM 7.10
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AnyConnect 3 .
AnyConnect 3
S
ASA AnyConnect4
AnyConnect
AnyConnect Premium
ASA ASA

1. ASA

2. ASA

3. ASA

5. ASA
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7.
50
8.
A\
1.
2.
9.
~
ASA SSL
24
« 24
. 24
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10
30 30
30 syslog 15
30
S
30
20
10
20 30
VPN
ASA
S
/
/
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#1

#1

13:

Key

Blue=Shared license
server in use

(Active)=Active E! !
failover unit _r, -
|
1. Normal Main (Active) Main tStar::IIm_.r:!/. P
operation: |
Failover Pair#1
- - "
2. Primary main Main (Failed) Main (Active) ~
server fails over: £
Failover Pair#1
'—-—lﬂ _—_:-
3. Both main Main (Failed) Main (Failed) .~
servers fail: | | )
Failover Pair#1
i L I
105 o
4. Both main servers and Main (Failed) Main (Failed) —
primary backup fail: | | _
126
1 Cisco ASA ASDM 7.10

#2

#2
#1

Failover Pair#1

. Backup (Failed)

#1

#2

Failover Pair #2

=

Backup (Active) Backup (Standby)

Failover Pair #2

g
<y
*

e, Ba:hupll:ﬁctive] Backup tiStandbyr:l

Failover Pair #2

I I
T Backup (Active) Backup (Standby)
\ | I

Failover Pair #2
&
Backup (Active)

t |

I513m

m oo
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ASA

ASA

1 [Configuration] > [Device Management] > [Licenses] > [Shared SSL VPN Licenses]

2 [Shared Secret]

3 [TCP IP Port]
1 65535
TCP 50554
4 [Refresh interval]
30

5 [Interfaces that serve shared licenses]

server]

a) [Backup server IP address]

ASDM 1 Cisco ASA ASDM 7.10

4 128 ASCII

SSL
10 300

[Shares Licenses]

[Optional backup shared SSL VPN license

IP

"



ASA

b) [Primary backup server serial number]

c) [Secondary backup server
serial number]

1

7 [Apply]

1 [Configuration] > [Device Management] > [Licenses] > [Shared SSL VPN Licenses]

2 [Shared Secret] 4 128 ASCII

3 [TCP IP Port] SSL 1 65535
TCP 50554

4 [Select backup role of

participant]
a) [Backup Server]
b) [Shares Licenses]

5 [Apply]

. ASDM 1 Cisco ASA ASDM 7.10
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Security Plus

116

105

ASA 5506-X ASA 5506W-X
ASA 5506-X ASA 5506W-X
Security Plus

Botnet

Traffic

Filter

20,000 50,000
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B Asassex ASA 5506W-X
Security Plus
160 160
TLS
VPN
AnCoret AnyConnect Plus AnyConnect Plus
Apex 50 Apex 50
10 50
VPN
50 50
VPN
VPN
DES DES
3DES/AES 3DES/AES
/
VLAN |3 30

m oo

1
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ASA 5506H-X B
ASA 5506H-X
ASA 5506H-X
Botnet Traffic
Filter
50,000
uc 160
VPN
AnyConnect Plus | 50
Apex
VPN 50
VPN |50
VPN
DES 3DES/AES
Active/Standby Active/Active
VLAN 30
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ASA

B Asasssx
ASA 5508-X
ASA 5508-X
Botnet Traffic
Filter
100,000
TLS 320
VPN
AnyConnect AnyConnect Plus Apex 100
VPN 100
VPN |100
VPN
DES 3DES/AES
Active/Standby Active/Active
2 5
VLAN 50

. ASDM 1 Cisco ASA
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ASA 5512-X B
ASA 5512-X
ASA 5512-X
Security Plus
Botnet
Traffic
Filter
100,000 250,000
2 2
TLS
24 50 100 250 500 24 50 100 250 500
VPN
AnyCamet AnyConnect Plus AnyConnect Plus
Apex 250 Apex 250
250 250
VPN
250 250
VPN
VPN
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ASA

Bl Asassisx

Security Plus
DES DES
3DES/AES 3DES/AES

Active/Standby Active/Active
2 5
2

IPS

VLAN |50 100

ASA 5515-X

ASA 5515-X

Botnet

Traffic

Filter

250,000
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ASA 5515-X
2 24 50 100 250 500
TLS
VPN
AnyCoret AnyConnect Plus Apex 250
250
VPN
250
VPN
VPN
DES 3DES/AES
Active/Standby Active/Active
2 5
2
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Bl Asassisx

ASA

IPS

VLAN |100

ASA 5516-X

ASA 5516-X

Botnet Traffic
Filter

250,000

TLS

1000

VPN

AnyConnect

AnyConnect Plus

Apex

300

VPN

300

VPN

300

VPN

DES

3DES/AES

m oo
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ASA 5525-X B

Active/Standby Active/Active

VLAN 150

ASA 5525-X
ASA 5525-X

Botnet
Traffic
Filter

500,000

2 24 50 100 250 500 750 1000
TLS

VPN

AnyGamed AnyConnect Plus Apex 750

750
VPN
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Bl Asasssx
750
VPN
VPN
DES 3DES/AES
Active/Standby Active/Active
2 5 10 20
2
IPS
VLAN |[200
ASA 5545-X
ASA 5545-X

. ASDM 1 Cisco ASA ASDM 7.10



| Asa

ASA 5545-X

Botnet
Traffic
Filter

750,000

TLS

24

50

100

250

500

750

1000

2000

VPN

AnyConnect Plus

Apex

2500

VPN

2500

VPN

2500

VPN

DES

3DES/AES

ASDM

1

Cisco ASA
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ASA

B Asassssx
Active/Standby Active/Active
2 5 10 20 50
2
IPS
VLAN |300
ASA 5555-X
ASA 5555-X
Botnet
Traffic
Filter
1,000,000
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ASA 5555-X B
2
TLS
24 50 100 250 500 750 1000 2000 3000
VPN
AnCoret AnyConnect Plus Apex 5000
5000
VPN
5000
VPN
VPN
DES 3DES/AES
Active/Standby Active/Active
2 5 10 20 50 100
2
IPS

ASDM 1 Cisco ASA ASDM 7.10 .




ASA
Bl Asassesx sseo

VLAN |500

ASA 5585-X SSP-10
ASA 5585-X  SSP-10

2 SSP SSP
SSP-10  SSP-20
SSP
2 SSP
Security Plus
Botnet
Traffic
Filter
1,000,000
2
TLS
24 50 100 250 500 750 1000 2000 3000
VPN
AnyComet AnyConnect Plus Apex 5000
5000
VPN
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ASA5585-X  SSP-20 B
Security Plus
5000
VPN
VPN
10 GE ifcs  1GE |Security Plus ifcs
/0 10 GE
DES 3DES/AES
Active/Standby Active/Active
2 5 10 20 50 100
116
VLAN [1024
ASA 5585-X SSP-20
ASA 5585-X SSP-20
2 SSP SSP
SSP-20  SSP-40
SSP
2 SSP
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Bl Asassesx sse

\}

ASA

10,000 ucC 10,000
5000
Security Plus
Botnet
Traffic
Filter
2,000,000
2
TLS
24 50 100 250 500 750 1000 2000 3000 5000 10,000
VPN
AnyCoret AnyConnect Plus Apex 10,000
10,000
VPN
10,000
VPN
1 Cisco ASA ASDM 7.10
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ASA5585-X SSP-40 60 B
Security Plus
VPN
10 GE ifcs  1GE | Security Plus ifcs
/0 10 GE
DES 3DES/AES
Active/Standby Active/Active
2 5 10 20 50 100 250
116
VLAN |1024
ASA 5585-X SSP-40 -60
ASA 5585-X SSP-40 -60
2 SSP SSP
SSP-40  SSP-60
SSP
2 SSP
S
10,000 ucC 10,000

5000
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Bl Asassesx sseao

-60

ASA

Botnet
Traffic
Filter

5585-X  SSP-40

4,000,000

5585-X SSP-60

10,000,000

TLS

24

50

100

250 500

750

1000

2000

3000

5000

10,000

VPN

AnyConnect Plus

Apex

10,000

VPN

10,000

VPN

10,000

VPN

10 GE
110

10 GE

DES

3DES/AES
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1
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ASASM B
Active/Standby Active/Active
2 5 10 20 50 100 250
116
VLAN |1024
ASASM
ASA
)
10,000 uc 10,000

5000

Botnet
Traffic
Filter

10,000,000
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B Asasm
2
TLS
24 50 100 250 500 750 1000 2000 3000 5000 10,000
VPN
AnCoret AnyConnect Plus Apex 10,000
10,000
VPN
10,000
VPN
VPN
DES 3DES/AES
Active/Standby Active/Active
2
5 10 20 50 100 250
VLAN |1000
1 Cisco ASA ASDM 7.10
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ISA 3000 .
ISA 3000
ISA 3000
Security Plus

Botnet
Traffic
Filter

20,000 50,000

160 160
TLS
VPN
AnyCamet AnyConnect Plus AnyConnect Plus

Apex 25 Apex 25
10 50
VPN

25 50
VPN
VPN

ASDM 1 Cisco ASA ASDM 7.10 .




ASA

B e

Security Plus

DES DES
3DES/AES 3DES/AES

VLAN |5 25

PAK

VPN Unified
Communications
116

[Configuration] > [Device Management] > [Licensing] > [Activation Key]

. ASDM 1 Cisco ASA ASDM 7.10
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[Configuration] > [Device Management] > [Activation Key]

ASA
114
[License Duration]

[Time-Based License Keys Installed] [Show
License Details]

[Running Licenses]
[Show information of license specifically purchased for this device alone]

[Monitoring] > [VPN] > [Clientless SSL VPN] > [Shared Licenses]

PAK

VLAN 7.0(5)

* ASA5510 Base
32000 5000 VLAN O
10

* ASA5510 Security Plus
64000 130000
VLAN 10 25

* ASA5520 130000
280000 VLAN 25 100

* ASA5540 280000
400000 VLAN 100 200

ASDM 1 Cisco ASA ASDM 7.10 .
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B e
SSL VPN 7.1(1) SSL VPN
SSL VPN 7.2(1) 5000 SSL VPN
ASA 5550
ASA 5510 7.2(2) ASA 5510
3
VLAN 7.2(2) ASA 5505 Security Plus
VLAN 5 3
1
1
20
1 8
20
ISP
backup interface
ISP
backup interface
Easy VPN
VLAN
ASA 5510 10
50 Security Plus
25 100 ASA 5520 100
150 ASA 5550 200 250
1 Cisco ASA ASDM 7.10
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PAK B

ASA 5510 Security Plus 7.2(3) ASA 5510 Security Plus
Ethernet 0/0 0/1
1000
Mbps

100
Mbps
Ethernet
0/2 0/3 0/4

Ethernet 0/0 Ethernet
0/1

Advanced Endpoint Assessment 8.0(2) Advanced Endpoint Assessment
Cisco AnyConnect
SSL VPN

ASA ASA

DAP

Advanced Endpoint Assessment

Host Scan

Host Scan

Cisco Secure Desktop
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ASA

ASA5510 VPN 8.0(2) VPN ASA 5510
Security Plus
AnyConnect for Mobile 8.0(3) AnyConnect for Mobile
Windows
AnyConnect
ASA
8.0(4)/8.1(2)
ASA 5580 VLAN 8.1(2) ASA 5580 VLAN
100 250
Unified Communications Proxy 8.0(4) UC Proxy
Presence
Federation Proxy Encrypted
\oice Inspection
TLS
TLS
ucC
ucC
Proxy
8.1
8.2(1)
IP
Cisco ASA ASDM 7.10

. ASDM 1
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PAK B

AnyConnect Essentials 8.2(1)
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ASA

AnyConnect Essentials

AnyConnect VPN
ASA

SSL VPN
Cisco Secure Desktop

AnyConnect Essentials
AnyConnect Premium

AnyConnect Essentials
VPN
Web
AnyConnect

WebLaunch

AnyConnect Premium

AnyConnect

ASA AnyConnect Premium

Advanced Endpoint Assessment
AnyConnect Essentials

ASA AnyConnect
Essentials AnyConnect
Premium

ASA  AnyConnect
Essentials
[Configuration] > [Remote Access VPN]
> [Network (Client) Access] > [Advanced]

> [AnyConnect Essentials]
AnyConnect Essentials

m oo

1

Cisco ASA

ASDM 7.10
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PAK B
SSL VPN AnyConnect  [8.2(1) SSL VPN
Premium SSL VPN Edition AnyConnect Premium SSL VPN Edition
SSL VPN 8.2(1) SSL VPN
ASA  SSLVPN
8.2(2) UC Proxy

Unified Communications Proxy

ASA 5585-X  SSP-20 10GE /O 8.2(3) ASA 5585-X  SSP-20 10GEI/O
10

SSP-60
10

ASA 5585-X  8.3(X)

ASA 5585-X  SSP-10 10GE /O 8.2(4) ASA 5585-X  SSP-10 10GEI/O
10

SSP-40
10

ASA 5585-X  8.3(X)

8.3(1)

[Configuration] > [Device Management] >
[Licensing] > [Activation Key]

ASDM 1 Cisco ASA ASDM 7.10 .



B e

ASA

8.3(1)
ASA
Intercompany Media Engine 8.3(1) IME
8.3(1)
1
[Configuration] > [Device Management] >
[Licensing] > [Activation Key]
8.3(1)
[Configuration] > [Device Management] >
[Licensing] > [Activation Key]
AnyConnect Premium SSL VPN Edition |8.3(1) AnyConnect Premium SSL VPN Edition

AnyConnect Premium SSL
VPN

AnyConnect
Premium SSL VPN

. ASDM 1 Cisco ASA
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PAK B

8.3(2)

ASA 5505 5550

Unified Communications
VPN

8.3(x)
8.4(1)

ASA

ASA 5550 5580

5585-X

8.4(1)

ASA 5550 ASA 5585-X
SSP-10
50 100
ASA 5580 5585-X
SSP-20
50 250

ASA 5580

5585-X

VLAN

8.4(1)

ASA 5580 ASA 5585-X
VLAN 250 1024

ASA 5580

5585-X

8.4(1)

* ASA 5580-20 1,000,000
2,000,000

* ASA 5580-40 2,000,000
4,000,000

e ASA 5585-X with SSP-10 750,000
1,000,000

» ASA 5585-X with SSP-20 1,000,000
2,000,000

* ASA 5585-X with SSP-40 2,000,000
4,000,000

* ASA 5585-X with SSP-60 2,000,000
10,000,000

ASDM

1

Cisco ASA

ASDM 7.10

g
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ASA

AnyConnect Premium SSL VPN
AnyConnect Premium

8.4(1)

AnyConnect Premium SSL VPN
AnyConnect Premium

SSL VPN
AnyConnect Premium

ASA 5580 AnyConnect VPN

8.4(1)

AnyConnect VPN
5,000 10,000

ASA 5580 AnyConnect

VPN

8.4(1)

AnyConnect VPN
5,000 10,000

IKEv2 IPsec

8.4(1)

AnyConnect Essentials
AnyConnect Premium
IKEv2 IPsec
VPN

ASA IKEv2

Other VPN IPsec
VPN IKEv2

Other
VPN

8.4(1)

ASA 5585-X
ASA ASA

VPN

. ASDM 1 Cisco ASA
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PAK B
SSP  SSP-20 SSP-40 [8.4(2) SSP-40 SSP-60
2 SSP
SSP
SSP-40  SSP-60
SSP
2 SSP
2 SSP
VPN
VPN
ASA5512-X  ASA 5555-X IPS [8.6(1) ASA 5512-X ASA 5515-X ASA
5525-X  ASA 5545-X ASA
5555-X IPS SSP
IPS
ASA 5580 ASA 5585-X 9.0(1) ASA5580
ASA 5585-X
ASASM VPN 9.0(2) ASASM VPN
ASASM 9.0(2) ASASM
SSP-10 SSP-20 ASA |9.0(1) ASA 5585-X SSP
5585-X SSP SSP-40 SSP
SSP-60
SSP VPN SSP 2
SSP VPN
ASDM 1 Cisco ASA ASDM 7.10
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B e
ASA 5500-X 9.1(4) ASA 5512-X ASA5515-X ASA
5525-X  ASA 5545-X ASA
5555-X 2
2
ASA5512-X Security Plus
ASA5585-X 16 9.2(2) ASA5585-X 16
ASAV4 ASAV30 9.2(1) ASAV
ASAV4 ASAV30
1 Cisco ASA ASDM 7.10
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ASAv ASA on Firepower

PAK
ASA
ASAvV ASA Firepower
PAK PAK 101
. 165
» Smart Software Licensing 180
. 180
. 181
* ASAvV 181
* Firepower 2100 189
* Firepower 4100/9300 198
. 202
. 209
. 210

ASDM 1 Cisco ASA ASDM 7.10 .




ASA
. ASAFirepower 4100/9300

ASAFirepower 4100/9300

Firepower 4100/9300 ASA
Firepower 4100/9300 ASA
« Firepower 4100/9300 License Authority

Firepower 4100/9300

A\

* ASA ASA

Smart Software Manager

1 Cisco Smart Software Manager

https://software.cisco.com/#module/SmartLicensing

Smart Software Manager

\}

Smart Software Manager

License Authority

ASA License Authority
PAK ASA

. ASDM 1 Cisco ASA ASDM 7.10
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| Asa

PAK
Smart Software Manager

ASAv

* ASAVS

* ASAv10
* ASAv30
* ASAv50

ASAv

ASAv
vCPU DRAM

ASAv
Manager

Azure

Firepower 2100

ASA

ASA
Manager

Firepower 4100/9300

ASA

Firepower 4100/9300
Smart Software Manager
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ASAv

Smart Software

ASA

Smart Software

Firepower4100/9300
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B Firepower2100 Firepower 4100/9300

Firepower 2100 Firepower 4100/9300

VM

ASA

Smart Software Manager
Smart Software Manager

License Authority

Smart Software Manager satellite

Firepower 4100/9300

ASA

ASAv
ASAv

Firepower 2100
Licensing Authority

ASDM 7.10

. ASDM 1 Cisco ASA

ASA
Firepower 9300
3
Licensing Authority ASAvV
Firepower 210 90
Firepower 2100


https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

| Asa

Smart Software Manager .

3DES/AES
3DES/AES
License Authority

Firepower 4100/9300
Firepower 4100/9300 2
. Firepower 4100/9300 Licensing Authority
90 ASA
Firepower 4100/9300
. Firepower 4100/9300 Licensing Authority
ASA ASA
S
3DES/AES
3DES/AES
License Authority
Smart Software Manager
Smart Software Manager
30
ID
S
Firepower4100/9300 ASA

Cisco License Authority
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. License Authority

ASA

ID
1 6
License Authority
30 License Authority Smart Software Manager
HTTP
ASAvV HTTP 90
30
Call Home 90 Licensing
Authority ASAvV
Firepower 4100/9300 90 HTTP
30
CallHome 90
Licensing Authority
* ASAv  ASAv
* Firepower 2100  ASA
* Firepower4100/9300 ASA

. ASDM 1 Cisco ASA ASDM 7.10



| Asa

Smart Call Home .
Smart Call Home
Licensing Authority ~ URL Smart Call Home
License Authority URL
Cisco TAC URL
S
Firepower 4100/9300 Smart Call Home  ASA Firepower
4100/9300
Smart Call Home
no service call-home Smart Call Home
Smart Call Home
ASA  Smart Call Home CA
trustpool [Configuration] > [Remote
Access VPN] > [Certificate Management] > [Trusted Certificate Pool] > [Edit Trusted Certificate
Pool Policy] [Automatic Import]
[Extended Key Usage]
ServAuth
AnyConnect Plus Apex
AnyConnect Plus Apex
ASA
AnyConnect
Cisco.com ID

e Cisco AnyConnect Ordering Guide
» AnyConnect Licensing Frequently Asked Questions (FAQ)

ASDM 1 Cisco ASA ASDM 7.10 .
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ASA

VPN
VPN
VPN VPN

e IKEV1 IPsec VPN

* IKEv1 IPsec VPN

* IKEV2 IPsec VPN

VPN
* VPN VPN AnyConnect VPN
VPN
VPN ASA
. SSL VPN AnyConnect
1
AnyConnect
SSL VPN 2
ASAv
License Authority 3DES/AES
ASDM License Authority through-the-box
License Authority
ASAv
[Allow export-controlled functionality on the products registered with this token]
3DES/AES
ASAv
ASAv
ASAv
ASAv
Firepower 2100
License Authority 3DES/AES
ASDM ASDM

through the box

. ASDM 1 Cisco ASA ASDM 7.10



| Asa

ASA
[Allow export-controlled functionality on the products registered with this token]
3DES/AES
ASA
ASA
through the box ASA
ASA
2.3.0 ASA
ASA
Firepower 4100/9300
Firepower
[Allow export-controlled functionality on the products registered with this token]
3DES/AES
ASA
ASDM ASA
ASA through the box
2.3.0
ASDM 3DES CLI ASA
ASA
DES
DES 3DES
DES DES

* Diameter

* GTP/GPRS

* SCTP
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ASA |

TLS
TLS
Encrypted Voice Inspection TLS TLS
TLS Mobility
Advantage Proxy TLS
1
Cisco Unified Communications Manager
TLS 2
TLS tls-proxy maximum-sessions ASDM  [Configuration]

> [Firewall] > [Unified Communications] > [TLS Proxy]
tls-proxy maximum-sessions ?

TLS TLS ASA
TLS
TLS TLS
)
K8 250 TLS
1000 K9
250 TLS
K8 K9
K8 K9
clear configureall
TLS
tls-proxy maximum-sessions
ASDM  [TLS Proxy]
write standby ASDM
[File] > [Save Running Configuration to Standby Unit]
clear configure all
TLS
SRTP
* K8 SRTP 250
* K9

. ASDM 1 Cisco ASA ASDM 7.10
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VLAN B

SRTP
SRTP SRTP

VLAN
VLAN

ASA

ASAv

Firepower 2100

Firepower 2100 License Authority

ASA

Manager

» Standard

e Context
Standard 2

ASDM 1 Cisco ASA ASDM 7.10

Stardard

VLAN

3DES/AES

2.3.0 Cisco Smart Software




B Firepower 4100/9300 ASA
Standard Context

» Standard 2 2

4
/ 30Context
34
30
30
Context 25

» Standard 2 2

4
/ 10 Context
14
9
14
30
. 3DES/AES 2.3.0 Cisco Smart Software Manager
Smart Software Manager
ASDM
3DES
3DES/AES
30
35
Firepower 4100/9300 ASA
Firepower 4100/9300 License Authority

. ASDM 1 Cisco ASA ASDM 7.10
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Firepower 2130

Firepower 2130

30
14

ASACLI



| Asa

ASA

« Standard

» Context
Standard 10
Standard

« Standard
20
Context
270
250

» Standard
20
10 Context
30

250

. 3DES 2.3.0

ASDM

ASDM 1 Cisco ASA

Firepower 4100/9300 ASA B

Smart Software Manager SSM
Firepower 4100/9300
Smart Software Manager

ASA
/
Stardard
Context
2
/ 250
250
Context 230
2
/
17
13 30
250
30

Cisco Smart Software Manager

ASDM 7.10 .




ASA |

B Firepower 21009300 ASA
ASA CLI
3DES
30
35
Firepower 4100/9300 ASA

Firepower 4100/9300

ASA

ASA

10

License Authority

Smart Software Manager SSM
Firepower 4100/9300
Cisco Smart Software Manager

10

Firepower9300

20
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| Asa

ASDM

1

Firepower 4100/9300 ASA B
80
250
250 80
80
80
Firepower4110 3 10
3 30
250
280
250 250
280
250
250
220
S2S VPN
3DES 2.3.0 Cisco Smart Software Manager
Smart Software Manager ASDM
ASA CLI
3DES
3DES
30
12
Cisco ASA ASDM 7.10




. Smart Software Licensing

Smart Software Licensing

* Cisco Smart Software Manager

https://software.cisco.com/#module/SmartLicensing

« Cisco Commerce Workspace
Products and Solutions]

* ASAv Firepower 2100

* ASAv Firepower 2100

* ASAvV Firepower 2100
FXOS

* ASA

« Firepower 4100/9300

PAK

ASAv

. ASDM 1 Cisco ASA ASDM 7.10

Smart Software Manager

PID

License Authority

Azure

ASA

ASAv

ASA |

[Find

HTTP

DNS

Firepower 2100

Firepower 4100/9300

ASAv


https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

| Asa

ASAv
* ASAvV

* ASAv

Firepower 2100

Firepower 2100
Smart Call Home

Firepower 4100/9300
ASAv
1 ASAv
2 ASAv
ASAv
ASAvV
HTTP

ASDM 1 Cisco ASA ASDM 7.10

URL Smart Call Home
HTTP
Licensing Authority ~ URL License
ASA
ASAv
1
181
186
License Authority
ASAvV

Day0 ID




ASA

ASAv
1 ASAv 182 HTTP
ASAv ID
2 ASAV 185 ASAV
185
ASAv
HTTP ASAV
S
ASAv HTTP
ASAv Day0

1 Smart Software Manager Cisco Smart Software Manager

a) [Inventory]

14:

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory License Conversion Reports Email Motification Satellites Activity

b) [General] [New Token]

. ASDM 1 Cisco ASA ASDM 7.10
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| Asa

ASAv
15:
General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No
Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.
New
Token Expiration Date Description
NWU1MzY 1MzEtZ]NmOS00MjF.. 8 2018-Jul-06 14:20:13 (in 354 days) FTD-5506
¢) [Create Registration Token] [Create
Token]
« Description
* Expire After 30
« Allow export-controlled functionaility on the products registered with this token
16:
Create Registration Token e

d)

This dialog will generate the token required to register your preduct instances with your Smart Account.

\firtual Account:

Description: ASAFP 21101

* Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

[Token]
ID ASA
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ASA |

ASAv

17:

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

New Token...
Token Expiration Date Description Export-Controlied
M]MEZJIHYTITZGOA‘JOSDDYJKZU@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed
18:
Token o X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

HTTP URL
HTTP

Smart Call Home

a)
b)
c)

d)

a)

b)

d)

[Configuration] > [Device Management] > [Smart Call-Home]
[Enable HTTP Proxy]
[Proxy server] [Proxy port] IP

HTTPS 443

[Apply]

[Configuration] > [Device Management] > [Licensing] > [Smart Licensing]

[Enable Smart license configuration]
[Feature Tier] [Standard]

[Throughput Level]

1

[Enable strong-encryption protocol]
2.3.0

Cisco ASA ASDM 7.10

[100M] [1G] [2G] [10G]

Created By Aclions

Actions

m oo



| Asa

ASAv B

e) [Apply]
4 ASAv License Authority

a) [Configuration] > [Device Management] > [Licensing] > [Smart Licensing]

b) [Register]
c) [ID Token]

d) [Force registration] License Authority
ASAv

Smart Software Manager ASAv Force registration

e) [Register]
ASAv License Authority

ASAv
ASAv ASAv ASAv
ASAvV
Smart Software Manager SSM ASAv
1 [Configuration] > [Device Management] > [Licensing] > [Smart Licensing]
2 [Unregister]
ASAv
ASAv
6 30
Smart Software
Manager

1 [Configuration] > [Device Management] > [Licensing] > [Smart Licensing]
2 [Renew ID Certificate]
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B asa

ASA

3 [Renew Authorization]
ASAv
ASAvV ASAvV
1 ASAv 186
2 ASAv 188
ASAv
ASAvs Smart Software Manager
S
ASAv
ASAv ASAv 188
. Smart Software Manager
* ASAvV 0
1 ASAv CLI

license smart reservation

. ASDM 1 Cisco ASA ASDM 7.10
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ciscoasa (config)# license smart reservation
ciscoasa (config)#

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G}

Smart Call Home

Smart Software Manager

license smart reservation request universal

ASAv B

no

ciscoasa# license smart reservation request universal
Enter this request code in the Cisco Smart Software Manager portal:
ABP:ASAv, S:9AUSET6UQHD{A8ug5/1jRDaSp3w8uG I feQ{53C13E

ciscoasa#

ASAv ASAV5/ASAV10/ASAV30/ASAV50

vCPU DRAM
ASAvV
show vm

Smart Software Manager

license smart reservation cancel

Smart Software Manager
ASAv
ASAvV

Smart Software Manager

https://software.cisco.com/#SmartLicensing-Inventory

[Licenses]

ASDM 1 Cisco ASA ASDM 7.10
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188

[Instances]



https://software.cisco.com/#SmartLicensing-Inventory

ASA |
ASAv

4 [License Reservation] ASAv [Reserve License]

Smart Software Manager
Smart Software Manager

[License Reservation]

5 ASAv

license smart reservation install code

ciscoasa# license smart reservation install AAu3431rGRS001g5HQI2vpzg{MEYCIQCBwWS$
ciscoasa#

ASAv

ASAv
ASAV ASAv

Smart Software Manager

1 ASAv

license smart reservation return

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS001g5HQI2vpcg{uXi TRFVrp7M/zDpirLwYCaq8oSv60yZJuFDVBS2Q1iQ=

ASAv

license smart reservation request universal ASAv
vCPU/RAM

ASDM 1 Cisco ASA ASDM 7.10
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Firepower 2100 .

2 ASAv uDI Smart Software Manager ASAv

show license udi

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJIBEKE
ciscoasa#

3 Smart Software Manager [Product Instances]

https://software.cisco.com/#SmartLicensing-Inventory

[Product Instances] uDI

4 ASAv [Actions] > [Remove] ASAvV
[Remove Product Instance]

Firepower 2100

Firepower 2100

1
1 Firepower 2100 190
Firepower 2100 198
Firepower 2100 ID
198
2 Firepower 2100 193
Firepower 2100 198
Firepower 2100 ID
198
3 Firepower 2100 194
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https://software.cisco.com/#SmartLicensing-Inventory

ASA
. Firepower 2100

Firepower 2100

License Authority ASA

1 Smart Software Manager Cisco Smart Software Manager

a) [Inventory]

19:

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] [New Token]
20:
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [Create Registration Token] [Create
Token]

« Description
* Expire After 30

* Allow export-controlled functionaility on the products registered with this token

. ASDM 1 Cisco ASA ASDM 7.10
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| Asa

Firepower 2100 .

21:

Create Registration Token e
This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description: ASAFP 21101

= Expire After: 30 Days

Enter the value between T and 365,but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

d) [Token]
ID ASA

22:

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
Mjmzﬂn‘rTnzeoaosaovszL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 2110 1 Allowed Actions ~
23:
Token 9 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

2 ASDM HTTP URL

HTTP

Smart Call Home

a) [Configuration] > [Device Management] > [Smart Call-Home]
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. Firepower 2100

m oo

ASA |

b) [Enable HTTP Proxy]
c) [Proxy server] [Proxy port] IP
HTTPS 443
d) [Apply]
a) [Configuration] > [Device Management] > [Licensing] > [Smart Licensing]
b) [Enable Smart license configuration]
c) [Feature Tier] [Standard]
d) [Context]
ASA 2
2
[Enable strong-encryption protocol]
2.3.0
e) [Apply]
ASA  License Authority
a) [Configuration] > [Device Management] > [Licensing] > [Smart Licensing]
b) [Register]
c) [ID Token]
d) [Force registration] License Authority
ASA
Smart Software Manager ASA [Force registration]
e) [Register]

ASA License Authority

License Authority 3DES/AES
[Monitoring] > [Properties] >

[Smart License]

1 Cisco ASA ASDM 7.10
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Firepower 2100

Firepower 2100 .

ASA

Smart Software Manager OVA Cisco.com VMwareESXi

Smart Software Manager satellite

ASDM HTTP URL
HTTP

Smart Call Home

a)
b)
c)

d)

a)
b)

c)

d)

€)

a)

b)

d)

[Configuration] > [Device Management] > [Smart Call-Home]

[Enable HTTP Proxy]
[Proxy server] [Proxy port] IP

HTTPS 443
[Apply]

URL

[Configuration] > [Device Management] > [Smart Call-Home]
[Configure Subscription Profiles] [License]
[Deliver Subscriptions Using HT TP transport] [Subscribers] URL [Edit]
[Subscribers] URL [OK]

https://satellite_ip_address/Transportgateway/services/DeviceRequestHandler

[OK] [Apply]

[Configuration] > [Device Management] > [Licensing] > [Smart Licensing]

[Enable Smart license configuration]
[Feature Tier] [Standard]

[Context]

ASDM 1 Cisco ASA ASDM 7.10 .



https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

. Firepower 2100

€)

ASA |

ASA 2

[Enable strong-encryption protocol]

2.3.0

[Apply]

5 ASA  License Authority

a)
b)

c)
d)

Firepower 2100

[Configuration] > [Device Management] > [Licensing] > [Smart Licensing]

[Register]
[ID Token]
[Force registration]
Smart Software Manager
[Register]

ASA License Authority
License Authority

[Smart License]

Firepower 2100

1 Firepower 2100

2

Firepower 2100

m oo

Firepower 2100

ASA

1 Cisco ASA ASDM 7.10

License Authority

ASA
ASA [Force registration]
3DES/AES
[Monitoring] > [Properties] >
ASA
194

197

Smart Software Manager



| Asa
Firepower 2100 .

ASA
ASA
Firepower 2100 197

Smart Software Manager

1 ASACLI

license smart reservation

ciscoasa (config)# license smart reservation
ciscoasa (config)#

2 Smart Software Manager

license smart reservation request universal

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
BB-ZFPR-2140:JAD200802RR-AzKmHcc71-2A

ciscoasa#

Smart Software Manager

license smart reservation cancel

Smart Software Manager
ASA
Firepower 2100 197

3 Smart Software Manager [Instances]

https://software.cisco.com/#SmartLicensing-Inventory
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ASA |
. Firepower 2100

[Licenses]

4 [License Reservation] ASA [Reserve License]

Smart Software Manager
Smart Software Manager

[License Reservation]

5 ASA

license smart reservation install code

ciscoasa# license smart reservation install AAu3431rGRS001g5HQI2vpzg{MEYCIQCBwWS
ciscoasa#

6 ASA
ASA ASA

license smart

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

b)

feature tier standard

feature context number

. ASDM 1 Cisco ASA ASDM 7.10



| Asa
Firepower 2100 .

ciscoasa(config-smart-lic)# feature context 18

Firepower 2100

ASA
Smart Software Manager

1 ASA

license smart reservation return

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS001g5HQI2vpcg{uXi TRFVrp7M/zDpirLwYCaq8oSv60yZJuFDVBS2Q1iQ=

ASA

license smart
reservation request universal

2 ASA uDlI Smart Software Manager  ASA

show license udi

ciscoasa# show license udi
UDI: PID:FPR-2140,SN:JAD200802RR
ciscoasa#

3 Smart Software Manager [Product Instances]

https://software.cisco.com/#SmartLicensing-Inventory

[Product Instances] uDI

4 ASA [Actions] > [Remove] ASA
[Remove Product Instance]
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https://software.cisco.com/#SmartLicensing-Inventory

ASA

. Firepower 2100
Firepower 2100
ASA ASA ASA
ASA
Smart Software Manager SSM ASA
1 [Configuration] > [Device Management] > [Licensing] > [Smart Licensing]
2 [Unregister]
ASA
Firepower 2100 ID
6 30
Smart Software

Manager

1 [Configuration] > [Device Management] > [Licensing] > [Smart Licensing]
2 [Renew ID Certificate]
3 [Renew Authorization]

Firepower 4100/9300

Firepower 4100/9300

. ASDM 1 Cisco ASA ASDM 7.10
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Firepower 4100/9300 23.0 .
1 Firepower 4100/9300 2.3.0
199 2.3.0
;CLI  ASA
FXOS
2 Firepower4100/9300 201

Firepower 4100/9300 2.3.0

2.3.0 ;

CLI ASA FXOS
\
2.3.0 Smart Software Manager 3DES/AES
ASACLI
ASA ASDM VPN
ASA
Firepower Chassis Manager ASA CLI
1 Firepower 4100/9300 CLlI SSH ASA

connect module slot console connect asa

Firepower> connect module 1 console
Firepower-modulel> connect asa

asa>

ASDM 1 Cisco ASA ASDM 7.10 .




ASA
. Firepower 4100/9300 230

ASA ASA connect asa

ASA

2 ASACLI

enable configure terminal

asa> enable

Password:

asa# configure terminal
asa(config)#

3 ASA

show cluster info

asa(config)# show cluster info
Cluster stbu: On
This is "unit-1-1" in state SLAVE
ID:0
Version : 9.5(2)
Serial No.: P3000000025
CCL IP : 127.2.1.1
CCL MAC : 000b.fcf8.c192
Last join : 17:08:59 UTC Sep 26 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-2" in state SLAVE
ID - 1
Version : 9.5(2)
Serial No.: P3000000001
CCL IP : 127.2.1.2
CCL MAC : 000b.fcf8.cl1l62
Last join : 19:13:11 UTC Sep 23 2015
Last leave: N/A
Unit "unit-1-3" in state MASTER
ID - 2
Version : 9.5(2)
Serial No.: JABO815R0JY
CCL IP : 127.2.1.3
CCL MAC : 000f.f775.541e
Last join : 19:13:20 UTC Sep 23 2015
Last leave: N/A
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license smart

Firepower 4100/9300

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

feature tier standard

GTP/GPRS

feature carrier

feature context <1-248>

3DES/AES

Diameter

feature strong-encryption

1 ASA

Firepower 4100/9300

3DES/AES

ASDM

1

CLI

Telnet

License Authority

ASDM

Cisco ASA

2.3.0

ASDM 7.10

SCTP

248

quit

2.3.0

2.3.0

ASA

FXOS

CLI

ASA




ASA

ASAv

m oo

2.3.0 Firepower 4100/9300 2.3.0
199 CLI

ASA
Firepower Chassis Manager

ASDM [Configuration] > [Device Management] > [Licensing] > [Smart Licensing]

[Feature Tier] [Standard]
2.3.0 [Strong Encryption]
ASDM
[Mobile SP] [Carrier]
[Context]
248
[Apply]
ASDM
ASDM
ASAvV Firepower 4100/9300 ASA
ASAv
1 Cisco ASA ASDM 7.10
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asav i

Standard

Botnet
Traffic
Filter

ASAv5 50,000
ASAv10 100,000
ASAv30 500,000
ASAv50 2,000,000

ASAV5: 500
LS |Asavio 500

ASAV30 1000
ASAV50 10,000

VPN
AnCaret AnyConnect Plus Apex
ASAv5: 50
ASAv10 250
ASAv30 750
ASAv50 10,000
ASAv5 50
VPN | Asavio 250
ASAv30 1000
ASAv50 10,000
ASAv5 50
VPN asavio 250

ASAv30 1000
ASAv50 10,000
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ASA

Standard

ASAV5 100 Mbps
ASAv10 1 Gbps
ASAv30 2 Ghps
ASAV50 10 Gbps

Base DES Strong 3DES/AES
/
VLAN |ASAVS 25
ASAv10 50
ASAv30 200
ASAV50 1024
RAM |[ASAv5 1GB 1vCPU
vCPUs
ASAV5 15GB 1vCPU 9.8(2) ASAvV5
ASAvV10 2GB 1vCPU
ASAv30 8GB 4vCPU
ASAvV50 16 GB 8 VvCPU
Firepower 2100

Firepower 2100

Standard

. ASDM 1 Cisco ASA ASDM 7.10




| Asa

Firepower 2100

Standard

Botnet
Traffic
Filter

Firepower 2110
Firepower 2120
Firepower 2130
Firepower 2140

1,000,000
1,500,000
2,000,000
3,000,000

SCTP

ACL

SCTP

TLS

Firepower 2110
Firepower 2120
Firepower 2130
Firepower 2140

4,000
8,000
8,000
10,000

VPN

AnyConnect Plus

Firepower 2110
Firepower 2120
Firepower 2130
Firepower 2140

1,500
3,500
7,500
10,000

Apex

VPN

Firepower 2110
Firepower 2120
Firepower 2130
Firepower 2140

1,500
3,500
7,500
10,000

VPN

Firepower 2110
Firepower 2120
Firepower 2130
Firepower 2140

1,500
3,500
7,500
10,000

ASDM 1 Cisco ASA
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. Firepower 4100 ASA
Standard
Base DES Strong 3DES/AES
2 5 10
Firepower 2110 25
Firepower 2120 25
Firepower 2130 30
Firepower 2140 40
VLAN |1024
Firepower 4100 ASA
Firepower 4100 ASA
Standard
Botnet
Traffic
Filter
Firepower 4110 10,000,000
Firepower 4120 15,000,000
Firepower 4140 25,000,000
Firepower 4150 35,000,000
10,000
TLS
1 Cisco ASA ASDM 7.10
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Firepower 9300 ASA B
Standard
VPN
AnCaret AnyConnect Plus Apex
10,000
10,000
VPN
10,000
VPN
Base DES Strong 3DES/AES
10 250 10
VLAN |1024
Firepower 9300 ASA
Firepower 9300 ASA
Standard
Botnet
Traffic
Filter
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ASA
B Firepowersso0asa

Standard
30,000,000 3 55,000,000
15,000
TLS
VPN
AnCoret AnyConnect Plus Apex
20,000
20,000
VPN
20,000
VPN
Base DES Strong 3DES/AES
10 250 10
VLAN |[1024
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« [Configuration] > [Device Management] > [Licensing] > [Smart Licensing] [Effective
Running Licenses]

e [Monitoring] > [Properties] > [Smart License]

uDl

UDI

UDI

show license udi

ASAv  UDI

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJIBEKE
ciscoasa#
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ASA

ASAv

9.3(2)

Smart Software Licensing

PAK

ASAv

[Configuration] > [Device Management]
> [Licensing] > [Smart License]
[Configuration] > [Device Management]
> [Smart Call-Home] [Monitoring] >
[Properties] > [Smart License]

FirePOWER 9300 ASA

9.4(1.150)

FirePOWER 9300 ASA

[Configuration] > [Device
Management] > [Licensing] > [Smart
License]

m oo

1

Cisco ASA

ASDM 7.10
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9.5(2) Smart Call
Smart Call Home/ Home
ASA
Smart Call Home
Call Home
CA

ASA

[Configuration] > [Remote Access
VPN] > [Certificate Management] >
[Trusted Certificate Pool] > [Edit
Trusted Certificate Pool Policy]

9.5(2)
GTP/GPRS
SCTP  Diameter
Firepower 9300
ASA feature mobile-sp
feature carrier

[Configuration] > [Device
Management] > [Licensing] > [Smart
License]
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ASA |

FirePOWER 9300 ASA
3DES

9.5(2.1)

Cisco Smart Software Manager
SSM FirePOWER
9300

ASDM

ASA ASA
CLI

FX0S1.1.3

[Configuration] > [Device
Management] > [Licensing] > [Smart
License]

ASAv

9.5(2.200)
9.6(2)

Cisco Smart Software Manager

ASAv
9.6(2) Amazon
Web ASAv

Microsoft Azure

license smart reservation license smart
reservation cancel license smart
reservation install license smart

reservation request universal license
smart reservation return

ASDM

m oo

1

Cisco ASA

ASDM 7.10
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v1.6 9.5(2.200)
9.6(2) 11 1.6

3DES/AES

9.5 2.200
ASAv

[Configuration] > [Device
Management] > [Licensing] >
[Smart Licensing]

[Force registration]

Smart Software
Manager ID

ASAvV 9.6(2) 16.4

Firepower 4100/9300 ASA |9.6(2) Cisco Smart Software Manager

FirePOWER 9300
FirePOWER 4100 ASA

FX0S 2.0.1

Firepower 4100/9300
ASA
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Firepower 4100/9300

9.7(1)

FX0S2.1.1

m oo

1

Cisco ASA
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Firepower 4100/9300

Firepower 4100/9300 1

Firepower Chassis Manager

Firepower
4100/9300 ASA 509 FXOS CLI
FXOS CLI FXO0S
FXO0S
* Firepower 215
. 217
. 217
. 218
. 222
. 228
Firepower
Firepower 4100/9300 EtherChannel
EtherChannel
16
SSH Firepower Chassis Manager  FXOS
[MGMT] [Interfaces]

[Interfaces]
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ASA

Firepower # connect local-mgmt

Firepower(local-mgmt) # show mgmt-port

e Data

« Data-sharing
1

e Mgmt

* Firepower

¢ Cluster

1 Cisco ASA

CLI
FXOS CLI
SFP mgmt-port shut
/ FTD
1
1
215
FTD
FTDCLI IP
Web

Firepower Management Center
Firepower

48
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1 ASA Firepower Threat Defense
1 Radware DefensePro

)

Firepower 9300
ASA Firepower Threat Defense

Firepower 9300
Firepower 9300

A

Firepower 9300
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. Firepower

Firepower
FTD

MAC
MAC

 EtherChannel EtherChannel
MAC

MAC

FTD ASA

. ASA

EtherChannels
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EtherChannel
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[Admin State]

1 [Interfaces] [Interfaces]

[Interfaces]

2 [disabled s ]
[enabled & ]
[Yes]
3 [enabled & ]
[disabled @@ ]
[Yes]
FXOS
. EtherChannel
EtherChannel
1 [Interfaces] [Interfaces]

[Interfaces]
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. EtherChannel

2 [Edit] [Edit Interface]
3 [Enable]
[Enable]
4 [ Type ] Data Mgmt Cluster
Cluster Cluster Control Link
48
5 [ Speed ]
6 [ Auto Negotiation ]
[ Yes ] [ No ]
1 [ Duplex ]
8 [OK]
EtherChannel
EtherChannel 16
LACP 2
LACPDU
EtherChannel
. LACP EtherChannel
EtherChannel LACP
. EtherChannel LACP EtherChannel
EtherChannel
LACP EtherChannel
Firepower 4100/9300 EtherChannel EtherChannel [
Suspended ]
EtherChannel [Suspended]

 EtherChannel
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EtherChannel .
« EtherChannel Cluster
Control Link
« EtherChannel
1
EtherChannel EtherChannel
EtherChannel
[Suspended]
1 [ Interfaces ] [ Interfaces ]
[Interfaces]
2 [Add Port Channel] [Add Port Channel]
3 [PortChannel ID] ID 1 47
48
48 ID
EtherChannel
EtherChannel
4 [Enable]
[Enable]
5 [ Type ] Data Mgmt Cluster
Cluster Control Link
Cluster
6 [Admin Speed]
7 LACP [Mode] [Active] [On]
8 [Admin Duplex] [Full Duplex] [Half Duplex]
9 [Available Interface]
[Add Interface] [Member ID]

16
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ASA

Ctrl
Shift
10 [Member ID]
[Delete]
11 [OK]
Firepower 4100/9300
Firepower 4100/9300 ASA 509
Firepower 9300
Firepower 4100/9300
ASA
ASA
. Cisco.com
Firepower 4100/9300
\
ASA Firepower Threat Defense
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~N OO g B

10

1"

ASA B

[Interfaces]

[MGMT]
[ Logical Devices ]
[ Logical Devices ]
[ Add Device ]
[ Add Device ]
[ Device Name ]

Firepower 4100/9300

[Template] [Cisco Adaptive Security Appliance]
[Image Version]

[Device Mode] [Standalone]

[OK]

[Provisioning - device name]

[Data Ports]

CLI

[General Information]
a) Firepower 9300 [Security Module Selection]

b) [Management Interface]

c) [Address Type] [IPv4only] [IPv6only] [IPv4
and IPv6]

d) [Management IP]

e)

f)

[Settings]
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ASA

12 [Password]
ASA
FXOS
13 [Firewall Mode] [Routed] [Transparent]
14 [OK]
15 [Save]
/
ASA FXOS
1 Firepower 9300
2
3 1 2

10GB

. ASDM 1 Cisco ASA ASDM 7.10

314



| Asa

ASA B
4
313
5
ASA FXO0S
EtherChannel EtherChannel
ASA
ASA OS
ASA
ASDM
. 219 EtherChannel
220 EtherChannel
. EtherChannel
. EtherChannel
EtherChannel
EtherChannel EtherChannel
* FXOS
EtherChannel EtherChannel
ASA
ASA OS
. EtherChannel
1 EtherChannel
EtherChannel ASA
EtherChannel
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Firepower Chassis Manager [Logical Devices]
[Edit]

3 [Data Ports]

m oo

[Data Ports]

a)

b) [General/Cluster Information]

c) [OK]
[Save]

Telnet

connect module slot_number {console | telnet}

slot_number 1

Telnet

Firepower# connect module 1 console
Telnet escape character is "~".

1 Cisco ASA ASDM 7.10

CLI

ASA |

[Management Interface]
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Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is "~".

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

connect asa

Firepower-modulel> connect asa
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[---1
asa>
3 FXOS CLlI
* ASA Citrla, d

FXOS CLI

4 FXOSCLI

Telnet

b) Telnet

telnet>quit

Telnet
a) Ctrl-],.

1 ASA FXOS CLI

Firepower# connect module 1 console
Telnet escape character is "~".
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is "~".

CISCO Serial Over LAN:
Close Network Connection to Exit
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Firepower-modulel>connect asa

asa> ~

telnet> quit
Connection closed.
Firepower#

ASA |

Firepower 4100/9300

9.10.1

127.2.0.0/16
FXOS

ID
127.2.chassis_id.slot_id

IP
127.2.0.0/16

127.0.0.0/8

224.0.0.0/4
FXOS
/116

/ [Firepower Chassis
Manager]

[Logical Devices] > [Add Device] >
[Cluster Information]

/ [CCL
Subnet IP]

/ FXO0S set
cluster-control-link network

Firepower 4100/9300

m oo

1

Cisco ASA

ASDM 7.10
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EtherChannel  |9.10.1 EtherChannel
LACP
Etherchannel
/
[Interfaces] > [All Interfaces] > [Edit
Port Channel] > [Mode]
Firepower 4100/9300
Firepower 4100/9300 ASA |9.7(1) ASA
Firepower 4100/9300
ID ASA
ID
ASA
ID
ASA 9.7(1)
FX0S2.1.1
[Configuration] > [Device
Management] > [High Availability and
Scalability] > [ASA Cluster] > [Cluster
Configuration]
Firepower 4100 9.6(1) FX0S1.1.4 ASA
Firepower 4100
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m oo

6 9.5(2.1) FX0S1.1.3
FirePOWER 9300
ASA 6 6
Firepower 9300 ASA 9.4 1.150 FirePOWER 9300
3
[Configuration] > [Device
Management] > [High Availability and
Scalability] > [ASA Cluster Replication]
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EtherChannel

Bump In The Wire
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[ Interface ] .

24:
ST
I( L4
( Internet
s o
g ‘11:1.1.1.1 S
# B
[ Bridge Virtual Intefface IP
™ MBINrCA 10.1.1.2 =
i . .II
|,

S A
_|1_ 2.168.1.2
|
. Network B ) 2
\.____x.h____ __ ﬁ
[ Interface |
BVI IP /
ASA 584
DHCP DHCP IPITV
OSPF RIP EIGRP BGP
HSRP  VRRP ASA
ASA
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BVIIP
BVI
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BVI
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. BVI
« Syslog ASA
BVI
VNI
ASA
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BVI
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insidel

10101041

insided
GigabitEthernet 1/4

10.10.10.2

10.10.10.3

ASA

1010104
ASA IP
EtherType IP
«IP
DHCP
DHCP
« P AppleTalk IPX BPDU MPLS EtherType
)
CDP 0x600 EtherType
BPDU IS-1S
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3
o IPv4 IPV6
3
* ARP
ARP
* IPv6
MAC
3

« FFFFFFFRFFFF  TRUE

» 0100.5E00.0000  0100.5EFE.FFFF
» 3333.0000.0000  3333.FFFF.FFFF

» 0l00.0CCC.CcCCD BPDU

+ 0900.0700.0000  0900.07FF.FFFF
BPDU
BPDU
MAC
MAC
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ARP
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MAC
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ASA I

B wac

° ASA  syslog
ASA /

* Voice over IP \oIP TFTP

ASA ASA

ASA

* CTIQBE

* GTP

* H.323

* MGCP

* RTSP

* SIP

« Skinny SCCP
* SQL*Net

* SunRPC

* TFTP

«ASA NAT 1
ASA ASA

NAT VoIP  DNS
1 1P ASA
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