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fany| 2B IPVO Y — " ~DNL— L EZRELTEY, ZOT—NRIPvET RLANLY
U7 ENTWADEE, any X (EEDOIPV6 N7 7 4 v 7| ZEWHRLET, lany] 15

lany] ~DNL—LZRELTEY, FETLEA L F—T A XAIPVET RL ALY vy BV
TTHEE, v~ v T ENTA A —T 2 A AT RL AL > Tsdked IPvd THDH Z
EAIREND =D, any IX [EEDOIPvE v T 7 4 v 7] ZEWRLET,

R L ATy NI N—TE D NAT V— LA $£9,
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NAT Dz Dt 74 k54> [

v U ITIPT RLARA =, IROT RLAEZEHRIENTXERTA,

RV BT A B =T 24 ADIPT FLZ, L—/IT Tany] A B —7 =A Z%&fg
ETDHE, TRTDOAL L E—T =2 ADIPT FLANESEESNET, {4 —T =
AAPAT (V=7 v RE—RDORKR) OFEFT, A F—T A AT RLAODRDY
WA VB —T oA AL ERELE T,

e Tz F— N [ H—T 2 ZADIPT FL A,
e (RFVARTLYFNE—NR) HHIPT LA,

o (X A4F 37 NAT) VPN RBA RX—T NLDEAIT. AXZLNNAL L2 B —T A AD
IP7 RL A,

e BE1FD VPN 7 — /L DT KL A,

CAAT A IBIUOFATFT IV INATRY —TCIHEET FLAZFEHALARNTLLES
W, 72l 20X BEET FLRAEERTLE, PPTP OB U X VEERNAZ A F I v 7 xlate
TR AZT 4 w7128 v h L7284, PPTPEER OMESLIC RS A AlREMEDN B D £,

cNATRPAT IZfES T XU r—Sa v A AR a Ly OFIBIZOWTIZ, 574V A
VAR a vl NAT ICBAT AHIRFEEZZB L TS0,

« (83(1), 83Q). 84(1) TAT T 4T A NATDT 7 /)b bEIET, 7 1F% 2 ARP T
o TWET, ZHIETRETEETAL, QBAQ LK) TAT T 47 4 NAT DT
74V NEMET, a3 ARPIIA X —7 M SN, fDOAFXT v 7 NAT b—)L & —
HBLET, REIEUTTBXR T ARP 27 4 E—7 M TEET, FEHIZOWTI,
INAT Xy bDOIL—T 4 7| ZBRLTLTIEE N,

« arp permit-nonconnected =~ > 2 NI DL, v~y BT SNT FLUANER S
TWLH T3y bO—TIIAR, b, vy B 7ENT0HA v F—T oA A%
NAT V—VIZFEE L2 o7z (DF Y, Tany] 4 X —T7 = AZFRE L) LAEIC,
VAT AL ARP ZERIZIGE LE A, ZOMBEMRT DI2IE, v vE T EniA v
H—T 2 AERELET,

= VTHA VH—T 2 AA AERETDHE, V=T 4 7 T—T N T— EBRREBEIN
LHDOTIFRL, ZOA =T =2 A AR NA v Z—T A X LTHEASNES, 7272
L. TAT YT 47 4 NAT OBAEE, ROVICV— R Ly 7 T v T EBRT 5473
VB E9, 83(1) —84(1) TlE. TAT T 4T A4 NAT X EINV—T 47 T—7
N LETS,

*NATD F T %7 varyaliy b ETAVEMMATLE VAT LONRNT 3 —<v A L(E
AR EESED 2 ENTEXET, ZEHICOWNTIE, 7B E N A RO E
DEEZSRLTLLIESVY, ZOF 7T a i, [Configurations] > [Device Management] >
[Advanced] > [Rule Engine] ® FIZH VD F7°,
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Network Address Translation (NAT) |
B <o r7rL24900 k0RO —0 4TS s FNATOSHA KSA >

IVEVT ZFRLRATOzO POy ET—0 AT x5 + NAT
DHA LS4
HAFT I w7 NAT DFEIL, ~ v BT ENET RLRAIZH L TA T V=7 hERIT TV —
TERERTALERNHY ET, DX A 7O NAT OBRAIE, 7= " ERIZIN—T %
BT, A0 TA T RLVRAEZFEHATHIELTEET, XYy NT—2 ATV

kN Z—71%, IEEGARIP T R L ADOFIPHF 72I1TEEO KR A M7 %y hTHER SIS
v BT T RUREERT D5E IZRICER]TT,

VBT T RVADE TV =7 FEERT D2HRIE. ROTA RITA4 0 2ZBELTLES
A

1 ODFX Y NU—27 AT V=7 8 I A—TI20F, IPvd T KL AL IPVv6 7 KL ADWTH
MDA T hRA L TFTA Y T RLAEZANDZENTEXET, IPVAT RL R &
IPv6 7 RV ADWE & T N—TIZ ANDZ LT TEEHA, 120X A TETNEENT
WAHRENH Y 97,

HEEESNAEZYE LT IPT RLAIZOWTIL, NAT DFDOMDOTA RF A v (9 ~L—
V) BEHZBLTLLEE N,

« XA F w7 NAT :

A TA T FLVRAIEATEERAL, Xy VY= AT V=7 FEREFI =T
ERETDLENRD Y E7,

ATV VELRI AT, YT Ry MG E I EIITEEA, 4TV
7 M, #HEZERTLOILERHY £3, ZA—T1I, AR EFHEZDL L
MTEET,

Y BT ENTEX Y NU—T T2 MIEIHERA NPT KL AW GTRE
FNTWAES, #HHIIA AT I v 7 NAT IS, &R A MIP T FL AZ PAT
D7 H— RNy 7 LTHEASNET,

« £4F 3 v 7 PAT (Bikk)

I TV FEEHTOIRDVIC, FETA VU TIAVERARNT FLAZRET D),
FFA L E—T 2 A AT RLAZRETEET,

ATVl VT AEAIX, ATV 2 VEFRIIIN—TITY T Ry FEED D
TEIITEETERA, ATV MEL L ODOFRRA N, FEHEE (PAT S —IL D
B) FERTAHAVERHY T, ZFr—7F (PATF—LOYA) 1Zid, B DKRA
CHIPHAE GO D Z ENTEET,

c AXT 4wV NAT 7213 FR— NE#AEFHTDHAXT 4 v NAT :

ATVl MEHEHTAERDVIZ, A TA L T RLRAEZRET DN, F20EA
H—=T 2 A AT RLAZRECTEEST (FR—1"EHE2FHEHAITDEAXT v 7 NAT D

o

o
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FBOT LA TUTH bEEURVELY 7 ELR ATV +O Twice NAT0H A E51> [l

F TVl NEFRATAEESIE. ATV FERIIIA—FITHEA N, &, £
Y72y 2 ANDZ ENRTEET,

T AT T 4T 4 NAT
ATV VEFEATHRDOVIC, A T4 T FLRAERETEET,

ATVl FEERAT ARG, ATV NI BRI IEROT LR L —BT
HUENRDH Y ET,

EEOT7RKLRAA TSz FELEUVITYELT FRLR AT Y
kD Twice NATDHA KS4 >

NAT L— LT &2, RICET2%y NV —0 T V=27 bEFRIFIINVN—T%2 4 OFETHREL
F9,

o &1

I

JTLDEEEDOT RLA

ol

TS T T KL A

o

o 2&f
«GRIEDREEDT N LA

CHEDV BT T R R

TRTCORNT T4 v 5K T anyX—T— R A TA 0, ELF—HOX A 7D NAT OH
ZA v Z =T A AT FLAZF T interface ¥— 7V — RZHEELRWEEIZ, A7 V=7 IR
WETT, 2y hT—7 FT7 V=7 b =%, FEGRRIP T R L A0 E =13 E8
DHEA LY T Fy NTHERENDI~ vy BT T RLURAEERT D5AICFHCER T,

Twice NAT DA 7V =7 S EVERT DAL, ROV A RT7A4 0 E2FBE LTI IEEN,

1 ODFY NIT—7 F TV b I—TFIiE, IPvAT KL AL IPv6 7 FLADWTH
N—FDOF T hRA T T RLAEFEANAZ LN TEXET, IPVAT KL R &
IPv6 7 RVADE F %2 T N—TICAND Z EIZTEERA, 1O0X A TZFNEENT
WAHRENRH Y 97,

HEBEENATYE LT IPT RLRIZOWTIEL, NATDFDMDO T A RTA4 2 (92—
V) BB LTLLIEEN,

EETLHF AT I w7 NAT :
CEHEIL. EBEOT FLADRKRENWITIL—T/NEWT IL—TF 2wy B 785 k9
WCRRELET,
BT AN ATV 2l NETIIIA—TICE, VT Ry FEEHB I LT T
FtHA, A7 V=7 MI, @HIHEZERTILERH £, FA—T120F, SRR E
WA SODLZENTEET,
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B =07 L2470 hBEURYELT FRLRA A TO Y +O Twice NATDFHA K54 >

Y BT ENTERXY NU—T TV MIEIPHERANIP T RV ADOWGTRE
FNTWAEES, ®PHIZAAF I v 7 NATIZfH &4, A A R IP 7 R L A [Z PAT
D7 F =)L Ny 7L L THEHEINET,

c XETHE AT v PAT (Failk)
T NEEHATAESIE. AT NEIFI AT T Ry FEED D
ZEIFTEFERA, ATV NI 1 ODOFRA M, £-Z#E (PAT 7 —/L 08
A BEERTAVERHY ET, F—F (PAT 7/ —LOEA) 121X, BEOE R -
LHIHEZ B HZ ENTEET,

s EETLAXT 4 v NAT £7213R— NEBAERE LT AX T 4 v 7 NAT :

VBT ENA TV NERIFT =TT, RA N, #@il, TRy
FNaeBDHI ENTEET,

CARAT 4w o B UTIE, BEIXN1ITY, Lo T, EEOT FLRE< o
U7 T RLAOEIIREIUTY, 72720, HEIZS U TRRIHRICTDH N TEFE
‘j‘o

CEETLT AT T 4T 4 NAT
CEHEDOF TV he~v v BT ENTEA T2 PR BT HLERHY F9, W
FICRICAZ7 V=7 b+, RCIPT RUAREENA[EBIOLT P =
7 NEERT AL TEET,

CSEMEAXT 4 v 7 NAT F7213R— NEBERE LT AXT v 7 NAT (SifcOEHITHE
WCAZT 47 TF)

o Twice NAT O E72EREIT. S85CIP 7 RL AAEH D 2 L TN, %67 RL i34
Tra T, sET FLRAZEELESGSG., 2OT RVRIZAZT 1 v 7 B ER
ETEXD0, MICTAT T 47 4 NAT 2 CE £, %867 FLAZFEHET
|2 Twice NAT Zi%E L C, EBEOT KL AT E2FRy NI —2 A7V b 7
N—TOFEREIZILFE TON—VONEFAT T Z 5 Te, Twice NAT OO RFE D —
PIEATHZ N TEET, FFICOVWTIE, *y hU—2 7=/ hNAT &
Twice NAT DLtz (4 X—3) 2L T 7EIVY,

cTATUT 4T 4 NAT Tl&, EBEOAT V=7 Me~voy BT ENTA TV =T b
M—ETHHENRDY 3, MACRICAT7 V=7 b+ 2286, ACIPT
RUANEENDBROAF TV 27 NEERT 52 &b TEET,

AN T 4w v EUTIE, BEIXN1ITYT, LER-T, EEDOT FLARALwvE
YT RUVAOEIIRICTY, 72720, REIDL U TRARIZBICTHIENTEE
7

s AR—FEH V—T v RE—KRDOHR) BDRESNTAZT 4 v I A F—T AR
NAT TlE, v~ v B 7 T RLADRy NT—0 TV MNITV—TTiER<,
interface ¥ — VU — R& g ECTE £7,
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EBOR— FBEUIVELYT K— bOY—ER A TSz bO Twice NATO A1 K512 [

EEDR—FBLUVITVEVT R—FDHY—EX X TPV D
Twice NATD /A K54 >
MEIZET T, ROV —EARA AT V=7 "NEBRETETET,
cEETDOEBDOR—F (RET 4 v IDH) EITREDERDR—
CRETOIVELYT R— b (RETF4 v IDH) EHEFEDNT Y ELY K— b

Twice NAT DA 7V =7 S EVERT DAL, ROTA R4 0 E2FF LT,

* NAT /X, TCP, UDP, BJEXWSCTP DA %ZHHR—hLET, A— FELHBT 2546, EEE
DY —EARA ATVl bOTabharbtvy 7 h—RA 47V b7 r han
O GEFECICLET (ZE2IEM G E S TCPIZLET) . SCTPAR— h DA G T A
2T 4 v Twice NAT b— /L AR ETE LT 25, SCTP 7V = —3 3 U OFEAEES O K
R URRATH D20, ZHEHEREINEY A, SCTPIZK LTROVICAXT v 7
7= FNAT A L £,

« [notequal (EL<72\Y) | (neq) A FIEHA—hINTWERA,

cTAT T 4T 4 A— FEHTIX, BEOR— e~y 7 R— hOWHFIZE LY —
ERAA TV e TEET,

cKXEILH AT I v NAT : (X541 72 v 7 NAT Tid, R— MBI R—hShE
RS

s EBETLHA T v PAT (BiiR)  BIELF A+ v 7 PAT Tit, A— FE#ITVR—
FENFEEA,

cEEITLAXT 4 v I NAT, R— "NEBERELIZAZXT 4 v I NAT, F12E37A4T 0T«
T4 NAT : =R AT V=7 MIE, EETLR— N ESER— NOWMAFEZEDDH T &
WTEFET, 2R, WHOP—EA ATV x s MO, BEETHE— FEIT5EEE— ho
WINLERETHIMNERHY 9, ZHEHOT ) r—ya URBEEDEETLR— M
FEHT 256 (—Ed DNS $— 372 &) ICHETAR— P B IO AR — FOl FEEE
THVENHY £, EEOEETR— MID-IHHENETA, 2& 21F, EE
TERA bOF— bEERS DHEE, FETT-EAERELET,

CSESEALT 47 NAT £7013R— NEMRZRTE LT AX T v 7 NAT (eSO HITH
WCAZT 47 TY) 1 IERAZT ¢ 7 7270 NAT TIE, %80 COIR— MEH A E
ITCEFET, V—ERXA ATVl MUTEFEILAR— M &SR — FOM G EEDDH T LN
TEETH, 2O/, iR —M20M™MERSNE T, HMELR— F2EELEY
a. B INET,

A4+ =v%5 NAT

ZIZTE. AAF 2 v NAT & ZFOREFIHETOWTEHA L E1,
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B s rsoonarizone

SA4F w9 NATIZDU\T

\)

XA F vV NAT TlE, EBEOT RLADZA—F1E, 56ty NI —2 FTCA—F 17
ARER~ BT T RLADT — WIEBINET, v v EV 7 ENT—MZH DT KL A
X, EE, BEOI V=T X0 DR ET, BEHRORA MRk y N =277
TRFTAHE NATIEZ, v v EL T ENET—ANBIPT RLRAEFDOARA MIEIY YTEF,
ZEHAIT . FEREOR A MR ABMG LT L IS ER S E T, BRI L TV B
MIETEDTHY, BRNZA LTI NTHE, ZO2—FIERCIP 7 RLAZRFLEYE
o LTIZBoT, T EANL—=IAVTEOERPTFAISNTVWDLIHETYH, LRy hUV—7 D
2—WE, XA T I v 7 NAT 2T HH A b~OfEE i a HG T A,

GE)

BB L CWVDME, 77 7R — L THA SN TWIUL, UE— b SR MIEHEE LS
A N~ ERTEET, 7 RLVRIITHAFRRETH 572D, B A M~OEEGIIMEL S 1
FHA, L, 20T T72A L—NOrXa ) F ¢ |UIRETXET,

WOBNZ, — IR EZ AT I v I NAT DY F U FERLET, EEOKRRA NTITBNAT & v
Ta VU EERTE, IWE NI T4 v I NHERENET,

B2: 44+ 3v%9 NAT

Security
Appliance /
10.1.1.1 7 20591652011 »
10.1.1.2 ; 209165 201.2 >
7 :
Inside r"‘Outside E

WORNZ, v~ BT T R A~DEGRRGERATHNDVE—F A MERLET, 20O
7 RV A, RS CIEERT — 7 vz, Xy MRy FEnET,
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s4+3voNToxEeFE

3:RYEVYT T RLA~NOERRBERA TS E—F KX b+

Web Server
www. example.com

=]
=l

-{Outmde “rl

g
[ 209.165.2011 .2
20916320110

——

132217

BA4FIVONATORAEF A
XA F w7 NAT IZiE, IROREBRH Y 77,

BT ENTET =T H DT RUARERD T N—T L DA, PRI
FTT 4T INENE, T RLUABRRETSAEEMENRH Y 97,
PAT TiX., 1 OOT7 L ADR— &2 L T 64,000 B2 5 EMAE N TE 5720,

DA R SPBEBEICRATHHEIT. PAT E72IXPAT D7 4 — Ny 7 FREFEH L E
7,

BT TV TIEN—T 4 VT ARERT RV AZSEERTA2MLENH D DT, —
T A VTR T RL RIS HEHABETERWEARH Y £7,
X AF I w7 NAT OFEIL. —Ho 72 ha /LR PAT #EHTX R0 \WH 2 LT, =&
ZIE, PAT 3R OGEIIHEEE L £/ A,

cGRENRX—V g3 0D LoT, A= =m0 — KT B572DDHR— "N WIP 7' haj
TIIELEEA,

o« —HDNTFRAT 4T TV =gl X o, 120OKR—FEIT—X AR —
LEFD, BIOR— b BICHIBE SR 2 £, AR TIZRWT 7Y 7r— 9 > THikEE
Li‘t‘}:/\/o

NAT 3 X OVPAT O R— b OFEMIZOWTIE, T 74/ F 4 VAT g & NAT I2B
HEIRFEEZSR LTIV,
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B s rzv0x9ro—v 300 NaTORE

BALFIvY 2y bT—0 T2y b NAT DERTE

COHETI, FATIVINATORY NU—7 37V K NAT ZHET HHTEICHONT
BALES,

FIE

ATV TN FHELZEEDOR Y NU—2 7V =7 MINAT 2B L £,

LWy NU—7 A7 V=7 MEBINIT 5121, [Configuration] > [Firewall] > [NAT Rules]
%3 L. [Add] > [Add Network Object NAT Rule] #7 U v 7 L%,

BEFOXy NU—27 A7V NI NAT %3819 %121%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z IR L, Ry NV —2 A7V =7 MafRELET,

AT T2 HLWA TV =s bOGEIE, IRO7 4 — LV RIZEEATILET,

a) [Name]: A7 V=7 M, a~z, A~Z, 0~9, BUFRF NAT7> Do~ FliZ
T —=AaTOXFEMFEH LT IEEI N, 4L 64 LFLUTICT20ERH D £3,

b) [Type] : WA ., X hU—7 F7oIXHEiPH,

c) [IPAddresses] : IPv4 £721FIPv6 7 RL A, KA FDBFPAIFE DT FL 2%, #HOEHE
FBRAET FL RS TTY FL A%, 7%y hOBEILIPvE Xy hU—7 7 RLAB X
O~A7 (=& z21E, 10.100.10.0255.255.255.0) £721XIPv6 7 RLABIQRT LT 4 v 7
25 (7= & 21X, 2001:DB8:0:CD30::/60) # AHLET,

RAT9T3 [NAT] BZ v a U RFERENTWRWEAIE, [NAT] 227V v 7 LTk a2 RELE
R

. Network Address Translation (NAT)



I Network Address Translation (NAT)

ATy T4
ATvTH
ATvT6

ATy T1

s45svs xybo—sxrvzs bnatoze 1

ano Add Network Object
MName: MylnsMet
Type: Netwaork H
IP Address: 10.1.2.0
Metmask: 255.255.255.0 L
Description:
NAT 2

v Add Automatic Address Translation Rules

Type: Dynamic
Translated Addr:

PAT Pool Translated Address:

wia

Fall through to interface PAT(dest intf):

Advanced...

Help Cancel 0K

a3

[Add Automatic Translation Rules] 7= v 7 R v 7 A% A2 LET,

[Type] K> 7 H > URA Kb, [Dynamic] &R L E 3,

[Translated Addr] 7 4 —/V ROEDEREZ %27 ) w7 L, ~vET 7T RLABREEND
Xy NI =7 ATVl VEREFRY NV—0 ATV N IA—TERIRLET,
MBS U TH LWAT V=7 NEERTE £,

FT7V 2 NERIZITN—TI1E, 7Ry bEEFLI LI TEERA, [PV 7T KL X L IPV6
T RUVADE T2 T N—TICANDZ EIETEERA, 1 DOX A TETFREENTHDHHLE
BH FI,

fEE, ~ v BT SNTA B =T 2 ARABHET Y o TN—T A R"—=DLEDH) i
D~y BT T RUARTXTEI B TELOLGEIA L F—T = AIPT RL A&y Y
T w7k E LCHEMT AIZiE, [Fall through to interface PAT (destintf)] = v 7 7R > 7 A% 7
VLT, A E =T oA R Ry X YA MNOLEBBRLET, /4 —T A AD
IPv6 7 R L R &3 521X, [UseIPv6 forinterface PAT] F = v 7 iR 7 A% A I LET,
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B 5727 wicenaT iz

. failif
'rﬂana.genl'nent
™ Fall through to interface PAT(dest intf): LLLEL: 0

Use IPvE for interface PAT

Advanced...

3T

ATy 78 (EE) [Advanced] %27 U > 7 L. [AdvancedNAT Settings] ¥ 7 12 7R v 7 A TIROA T 3
VEBRELTCOK] 27 Vv 7 LET,

* [Translate DNS replies for rule] : DNS JEEND IP 7 KL A %A L EJ, DNS A AR
AVYINA RTINSO TWNDH I EEMER LTI (F 74/ N TlEA R—7 LT
) . HEMICOWTIE, INAT ZEA L7 DNS 7 =) LREoES#z | #5HLTL
72 &0,

s (TV YT ITN—T AN —=DA U H—T = A AIHEE) [Interface] : Z D NAT /L—/L %
WHTFEEOA L F—T7 24 R (FEER) BIO~vy b7 A4 —T7xA4 R (3B5)
ERRELET, 7740 FTEH, —UE T ) vV I—T A R—HFRLTRTDA
VHE—T o ATEAEINET,

ATFwF9 [OK]. ¥\ C[Applyl #2 VU v 7 LET,

A+ = v Twice NAT D% FE
ZOWETIX, AT I v 7 NAT O Twice NAT Z 3R ET D HFIEIZOWTHH L £,

FIE

AT v 71 [Configuration] > [Firewall] > [NAT Rules] Z &R L T, KOWTHNnEFEITLET,
s [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U v 7 L£797,
* [Add] > [Add NAT Rule After Network Object NAT Rules] 22 U v 7 LE 7,
» Twice NAT — /L& ER L C[Edit] 27 UV v 7 LE7,

[AddNAT Rule] #' A 7 0 77K v 7 ANFREINET,
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800

Add NAT Rule

4+ = v % Twice NAT DERE .

Match Criteria: Original Packet

Source Interface: == Ay == Destination Interface: | == Any == H
Source Address: any E] Destination Address: | any D
Service: any [3
Action: Translated Packet
Source NAT Type: Static ]
Source Address: -- Original -- E] Destination Address: | -- Original -- E]
dd
P vl D Service: -- Qriginal -- [3
1 PA 1 ]
C 1 UDP ports into flat range 1024 1
s A
Options
¥ Enable rule
Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route tabie to locate egress intarface
Direction: Both
Description:
Help Cancel OK

(TV T ITN—=T A NR=DA B —T = ATNE) FETLA L F—T7 = A 2B L 0V%E

AL E—T oA RAEHFELET,

=Ty K= RTH, 77 7 MEREETE LS OT S OA 2 4 —7 =4 ZATF, L

FREWIFTOA T a N, BEDA v E—T =4 AERIRTE LT, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTIRTHEEIT, A F—T oA AZBRT5H

VERHY FET, Tany) [IZINHDA U F—T oA ANREENTWVERA,

a) [Match Criteria: Original Packet] > [Source Interface] K& v 77X 7 U X kv, ¥FLA
H—T 2 AEEIRNL £7,

b) [Match Criteria: Original Packet] > [Destination Interface] K2 v 7% 7 U 2 kb FEiEA
VH—T o2 f AEFEIRLET,

ATy T2

Mateh Criteria: Onigingl Packet
Source Interface: |insids

240014

v_| Destination Interface: |cutside -V|

AT 73 [Action: Translated Packet] > [Source NAT Type] K2 >~ 7% 7 U X k5 [Dynamic] % 3%&R
LET,
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B 5727 wicenaT iz

ATvT4

ATy TH

ZOFREITEETLT FLARIZOAZMEH SNE T, SBHROBHITEICAZ T 4 v 712780 £7,

Action: Translated Packet
Source NAT Type: | Dynamic w |

240840

Ny ROTEOIPVAET-IZIPv6 DT FL A, 2F V0 EFETA X —T 2 A Xy NT—7
FIZHBT 2 EEZDO7y FOT LA (FEBEORELT KL AL~y B 7587 KL A)
EHPILET, Ty NEBBREINT- Ry FOFNZOWNTIE, ROREZHB L TL7ZX
W,

Source Destination

| e Cousice)— i)

A —— J__,-'r I\_\___F_ g:‘
Real: 10.1.2.2 Real: 192.168.1.1

Mapped: 192.168.2.2 Mapped: 10.1.1.1

10122 —=10.1.11

Original Packet

Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] (DWW T, AR X %27V v 7 L TEE
TFOFxy NI—0 TV METIZTN—T %N 5 ), [Browse Original Source
Address]| XA TR TRy 7 ANBH LWAT V=7 NERFINV—T2ERLET, IPv4
T RUVAEIPV6 T RV ADW T N—TICAND Z LT TEERA, 1D0X A T7720F
DEENTVWDOIMENHY £9, 77 4/4 MEany T,

({T:&) [Match Criteria: Original Packet] > [Destination Address] {Z 2\ T, A Z % 7
Vo7 LTBFEDOR Y NI =0 AT V=7 b JN—T Fl3A 2 F—7 = A A& #R
9% 7>, [Browse Original Destination Address] ¥ 4 7 2 7Ry 7 AMLHFH L WA T V=7 |
FINITN—TEAERR LET, IPvAT KL AL IPv6 7 RV ADM % 7 —T I AID
TEERTEEHA, 1 DOFATEIREEN TV DIRLERH Y 7,

Twice NAT D E7eBEREIX, SEEIP T RLAZEDH I L TTH, 5ET RLRAIFIAT v =
YT, ST RV AERELEHEA, ZOT RLVRAICAXT 4 v IV EREFRETED
M, HIZTAT T 47 4 NAT 2 CXx£9, %6887 L A& HE T2 Twice NAT
ERELT, EBEOT RLACKHTEIRY NI —2 7V b ZA—TOERAE7-1%
FETONL—/LDIEFAT T 2 & T, Twice NAT DfORE O —E 275+ 52 L n T %
T, FEICOWTIEL, Ry hU—2 F 7P =7 b NAT & Twice NAT DLl (4 ~<—3)
EHRLTLZEN,

R— "W RELIZALT 4 w7 A H—T A ANATIZ[RV | [Browse] ZA 7 12
Ry I ANBA B —T A AR LET, Y- AWML ULTHRELET, ZOFT
v 3 > ClE, [Source Interface] IZFFEDA ¥ —T = AERETOILERH Y £7, §f
AZONTIE, TR — MEREZRE LAY T v 7 NAT (48 <X—2) | #BHLTL
720,

b)

NIy OB ENT IPVvA £7201XIPV6 DT KL A, DFED | sk A v X —T =2 A Ry b
U—7 FICHBT AL EDON Ty bOT RL AR (o B TIRETT RUREHEBEDEET K
VA) Z#BILES, LEIZSEUT, IPvd & IPv6 O CTEHBTE £,
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I Network Address Translation (NAT)
544395 wiceNAT 0%z I

a) [Action: Translated Packet] > [Source Address] (Z DWW T, A Z %227 Y v 7 L TEEFD
Fy NT—=0 F TV NETIITN—TEEIRT 57>, [Browse Translated Source Address]
HALTaT Ry I ANLH L WA T V= NEREITNA—TEERLET,

HAFI v NAT TIL, BH. KEWVEFILT RLAD T NV—TR/NSWITI—T 1~
v rENnNET,

GE) A7V=7 bPEREIZAN=T1F 37 xy F2FL I LT TEEEA,

b) [Action: Translated Packet] > [Destination Address] IZ DWW C, AR X &7 U v 7 L CEEAF
DFy NI—0 7V =7 NERIZTNV—T % 3IRT 50>, [Browse Translated Destination
Address] A 70 7Ry 7 AMBH LA T V=7 bEREFINV—TEERL ET,

T RVADT AT T 4T 4 NAT Tld, EEOT FL AL~y BT 7T RLUADM
FWCHRICEI AT V=27 vERIIIN—T AL E T,

SEET RVAEEWMT DIGE, AXT vy v~ v EU71E, @F 131 T, Lizdio
T, EEOT7 LR~y BT RLAOHIFRIUTY, 72720, REISCTER D
BIZTHTENTEET, FEMICONWTIE, A¥ T 1 v 27 NAT (48 X—) ZZML T
LIPEW, HEENDH~YYELTIPT RLARIZHOWTIE, NATDFDMDOHT A K54 >
O _=) L TLIESN,

ATvT7T6 (EE) V—v2AZHOsIEY—E 2 R— b2l LEd,

LDy b AR— K (wy B I5EAR— ) L5 LE T, [Match Criteria: Original
Packet] > [Service] IZDWC, ZRAZ %27 Y » 27 LCTCP A— M EIZUDP FA— %
BETLHRFOY— A AT V7 NEEIRT 520>, [Browse Original Service] % A 7 & 7
Ry 7 ADBHLWAT V27 FEERLET,

c B EINT Ty b AR— b (OSSR — ) %5 LE 7, [Action: Original Packet]
> [Service] IZDWT, A X %27 Y v/ LTTCP A — N E/2IX UDP A— b & FEET
LDV — R AT V= NEIRIRT 57>, [Browse Translated Service] %4 7 & 7 78
JAMBEH LWAT V=7 FEERLET,

KA F v/ NAT Tlk, A— MEFHHR— P ShEEA, UL, 5B sutsic 2y
T Ay IIROT, SR — M LTAR— NEBAFEITCEET, —EAXAAFT7 V=7 MIX
FEITLR— AR — FDOEFEEDDHZENTEETN, ZOLEIL, sEhER— 20N
RS ET, FEILAR— MEEE LSS, BRI ET, NAT TiL, TCP £721X UDP 72
TR A= ENnET, A= NEERT 56, EBEOV—2X 4TV boTdm hall
vy BT YR ATV bOT e b LOBEENRECICLET (B EH TCP £721%
WG EHUDP) o 7AT T 47 4 NAT Tlt, EBEOFR— e~y B2 R — FOiHIC[HA
CH—bRAAT V=7 bEFEHATEET, Inotequal (FELLZRY) | (=) HEIXYR—
FELTWEREA,

I &R L ET,
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Network Address Translation (NAT)

B 5727 wicenaT iz

.YV Add Service Object
Name: web
Service Type: | e tep [y

Destination Port/Range: | 80

Source Port/Range:

Description:

( Help :] :’Cancelj; ( Ok 3

LS

Match Criteria: Original Packet

E:] Destination Interface: [outside

D Destination Address: = obj-172.25.23.32

Service: web

Source Interface: [ inside
Source Address: obj-192.168.251.164
. Yels) Add Service Object
Mame: web_map
Service Type: | = tep e

Destination Port/Range: | 808(

Source Port/Range:

Description:

( Help ) I’Cantel_‘} ( OK }

Action: Translated Packet

Source NAT Type: | Static

F:i

Source Address: ohj-192.168.252.128

PAT Pool Translated Address

G Destination Address:  ohj-172.25.23.32

D Service: web_map

ala]"

a
O

AT9T1 (FEE. ~ v T8N A v EZ—T 2 A ANRFHETY v TN—T A" L EDH) D

N

v BT ENTZEETLET RUVARTTIZE D B TOHENTWDIHAIL, A v F—T A AP

T RV RAZNy 7Ty T OFEE LU THMT %IZIE, [Fall through to interface PAT] F = » 7
Ry 7 A% AN LET, IPV6 A v Z—T A AT RLAEMHT 511X, [Use IPv6 for
interface PAT] = v 7 Ry 7 A b AU LET,

WA B =T 2 A AP T RUAMEHSNET, TOF T 3 E, FFED [Destination

Interface] Z X ET DG AT EHTE £,
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I Network Address Translation (NAT)
s45svoear i

Action: Translated Packet

Source NAT Type: Dynamic H
Source Address: groupl E] Destir
PAT Poaol Translated Address: [:] Servic

¥ Fall through te interface PAT

Use IPvE for interface PAT

E k]

ATv 78 ({LE) [Options] fHIK T NAT A7 > a v ZHELET,

Options
# Enable rule

|| Translate DNS replies that match this rule

rection

Description:

( Help ) ( cCancel ) G0k

e [Enablerule] : Z D NAT L— /L&A X —T I LET, ZDOL—UEITFT 7 4L T 12—
TR > TWET,

o EETLHHNL—/VDYE) [Translate DNS replies that match this rule] : DNS &2 PN @ DNS
AL a—REEXHZ £9, DNSA VAT T a VPN, X —T IR o>TW5DH Z & &R
LTLKEEWY (TN ITEAFX—TATT) , 58T RLAEZRTET H5E. DNSE
EFRETEEA, FEHIICOWTIE, INAT Z2H L7ZDNS 7= U LIREDEEZH
Z] EBRLTLIIEEN,

« [Description] : /L —/UIZEIF 214 200 SCFLANTEII L £,

RTFv T [OK] %227V w27 L, \T[Applyl 227V v 27 LET,

A4+ 3w PAT

WD RE Y7 TlE, A4F v 7 PATIZOWCEBALET,
4532w PATIZDULNT

HAF w7 PAT TiE, EBEOT FLABIOEETAR— IR 12D~ BT 7T RLAE
FOBEBADOR— MIEBINDZ LIZL->T, BEROEEOT KLAR 1 DO~y B 7 1P
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Network Address Translation (NAT) |

B s rsvoraroracna

T RLRZEHBINET, HHTE 56, EBROEEILR— MEER~ v B 7 R — Mk
LTEHSNET, 2720, BEEOR—FRHEHTERWESIE, 774V 8T, vy B
W= MIEEOR— FEES LR UA— MG (0~ 511, 512 ~ 1023, 3 KT8 1024 ~ 65535)
MOLBINENET, TO7H, 1024 LV FOR— FTIEL, /NSWPAT =D HEFHT
XFET, MIA—MAFAZHEHT L 87 7 0 v 7B EEL HDGEE. VA ARRR 5350
EORDLVIZT Ty FeR— MG ZEHT 2 X5 ITHEETE £,

EEITEAR— MR T L IC R A, KEERICITOE v v a URKLETT, k%
1£. 10.1.1.1:1025 {21%, 10.1.1.1:1026 & 1RO NVE T,

WO, — W2 Z A F o7 PAT DYV F VA ZRLET, EEOKRA MNZITN NAT & v
CavEERTE, BN T T4 v I RHFEINTET, v v LT T RL AT EOEHHTYIHE
CTIN, R—=F"RNEAFT I 7IZEHYYTHNET,

K 4:514+2v% PAT

Security
Appliance
10.1.1.1:1025 = 209.165.201 1: 2020 »
10.1.1.1:1026 § 209.165.201 12021 >
10.1.1.2:1025 Z 209.165.201.1: 2022 >
5 2
Inside / Outside 8

B L TV DI, 727 BA =L THA IR TV, sk NI —27 Lo E—h
RA MIEBFEHRR A F~OPEG ARG TEET, EEOR—F T RLABLIO®~y LS
A—=hF T RLRFELEL L TFHAFRETH D20, FA MOERIIMEL S NEYA, 7277
L. 2O, T78ANL—NADOEX2 ) F 4 IKGFETXET,

B O IIRAEIN D & FA— NEBR L AHIREINIC /2 Y £9°, Multi-Session PAT Tid,
T 74N R T30RD PAT X A4 57 7 h3MEM &4vE 7, Per-Session PAT (9.0(1) LAKE) D
A, xlate 2ZBNEEIZHIBR S L E T,

GE)

AHE—=T 2 A AT LIZRIRD PAT 77—V EMHHT L 2 BE8IO LET, HEOA 7 —
T A A T Tany] A F =T A AR T —=AEEHT DL, T—ABTITRHE L.
HLWEHIZHHTE DR — P70 £9,

T4+ 2y PATORAEF R

HAFT I PAT TIE, 1 OO~y BT T RLAEZERTE 2720, Vv—T 4 7 A[REZ
T RUARHERENET, S5, ASAM LV Z—T A AZADIPT RLAZPAT T FL AL L
THEHTEET,

RUCTV Y ITN—TDAZ—T A AR TERT 5 L XL, IPv6 DX AT I v 7 PAT
(NAT66) ZfiHCE A, ZOHIRIZ, A FZ—T=2A ANRLDLTV o T A—TFD
AUNR=THHEE, £FHETV v P I N—=T DA R—= LBV —T v R VX —T =
A ZAORNZITFZY LER A,
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I Network Address Translation (NAT)
AT F—L 470z rozEsE

FAF v PATIE, HlI A LIZRRT =52 A M) —L2ffo MO~V FAT 4T 7
TV r— g o TIIBEE L £ ¥ A, NAT BLXUVPAT OV R— FOFEMIZOWTIE, T 7 /L
M AVART gl NAT IZET 5HIRFEAZSR L TS IEE0,

HAFI v PATIZE T, B—DIPT RLANLEEENT- L O ITRZ 58 ok
BRSNS Z bV ET, ZOHA. ZO T 7 4 v 713 —/3T DoS B & L TR &
NAFEEMERHVET, T RLADPAT —AEZRELT, PATT RLADT 7 Rty
OB CEHERATDHE, ZORMEEMTEET,

PAT 7— )L AT x4 FDEESEIE

PAT 7—NVDX v NT—27 FT7 V=7 NEERTD25E1E. IROTA RTA4 - TL
éb\o

PAT 7—/LDi5&

fHHTE DA, EBEORGILR— MEER~Y vy BV 7 R— ML TERSET, &
7L, EEOR— MRERTERWEGAIX, 774V T, vy BT R— MIEED
A= FESLEUAR— FEPH (0~ 511, 512 ~ 1023, FBL 1024 ~ 65535) 75BN S
NET, 207D, 1024 L0 H FOR— FTiE, /NSWPAT =V OAEFHTEET,
TR — NGHEERT D 87 7 40 v 7 B3 EL S HGEIEL. TA XDBRRDH3 50D
ROVIZT7T v MpAR— I EZFEATLI LI ICHEETEET, 1024 ~65535 72131~
65535 T,

PAT 7 —iZxt L C7 ey 7 EI0 Y CTEANCT H5EG, A— b 78 v 7121024 ~ 65535
DHIPATOAFE VY THNET, TDOD, 77V r—ra rPN/hInki— &S (1~
1023) ZMEET5 L X d, EELZ2WAMREMER S Y £3°, 7= & 21X, A— 22 (SSH)
RS DT Y r— 3 b, 1024 ~ 65535 DEFHAND R A MZEID Y CTonz7m
JNTw o B 7 &Nz —F2EELET,

FICPAT 7 — IV 7l NE2ODRLAL—NVOFTHERTAESIT. S TRUCA
Tra v EFENL—IIHEL TSN, & X, 1 DONL— L THLIE PAT B3 LWV
7 v MR#EFPEE SN LEIE. 9 —FONA— IV THIEPAT B L7 7 v Mkl
FHMEE SNAMENH Y 77,

PAT 77— L D53 PAT DIi5&

L DTSV —ary £ ART a3 TlE, TEPAT IR — FENTWHER A,
PR — FRABADA AR 2 a VDFERIRY A MIOWTL, T 74/ b A VAT
v a & NAT (BT AHIRFHEEZSR L TS,

XA F I w7 PAT b— UIZkt L THESRE PAT % A 2—7 /WIZT D46, PAT 7 —/LDOT K
L A%, =K FF AL —2 g 0 b= L EZEEORIDAZT 27 NAT D PAT 7 KL
2L LTCHEHTAZ LI TEEEA, 728 21E, PAT 77— /M2 10111 WEEN TS
Ba. PAT7 RLAELTI10.11 2T 5, A—F FT U Ab—3 3 b— L&k
DAL T 4 v 7 NAT IIMERRTE £8 A,
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Network Address Translation (NAT) |
B s rzvrxvro—s4T0zs L PaT (B ORE

ePAT "—NEMEHL., 7+ —NA NI DAL H—T A ARIEETAEE. JEEPAT %
FHCTE A,

+ ICE %7213 TURN %9 % VoIP Bl& TiX., $EE PAT 2 L2V T 7Z& W, ICER
FJO'TURN 1L, T X TOFEIKH L TR L THATZDITPAT XA T 4V TIHETFL T
W9,

PAT 7—ILDS5H 2 K OEVARDBE
o RA MG OEERH DA, FOFR AR M5OI OESHXE U PATIP 7 R L X
EHEALET (R—FFBERTRERTHLGE) . L. 20 DA% 1L, 72—
F—N—NRRETHLEDNET, T AN T =— A —N—F 5L KA RINLDE
BOPHGETIZIREVIDOIP T RLUABER SN WEESRH Y 7,
cPAT /—)L L—)L/TF T Rub jb— )b B —Tx A APATL—LNE LA X —
To2A A LTIRIELTWAELE, IPT RLAD T257 ¢ vk B82S TET, BEL
i B —T 2 A ATPAT P —VEZIIA v H—T = A APAT DWTNNAZEIR L £
I AT D PAT L— WIER LAV TL FE,
« 77V R BT, FFICHLE PAT LA G DOETHAIC, REDAE Y NHESINE
4, NAT F—id~w v o7 E&NA7a ha)UIP 7 RL AR — M Z LBk S b
-0, Ty e TS < OREENAT F—AMERR S, AT UBMEHINET,
JEAE PAT CTl, & 5% < O NAT 77—V MER S £,

FALFIvY 2y bT—0 FT2x ~PAT ([B#k) DETE

ZDIETIE, PAT 77— LD D ICEMD - DHE —~DT RL AZFHTH LA v 7 PAT
(i) x>y NU—27 77 FNAT 2RETHHEICHOWTIHHALET,

FIE

ATV T FHEFZEFEORy NT—27 77 MINAT 2B LE3,

LWy NU—F A7 V=7 MiBIIT 5121, [Configuration] > [Firewall] > [NAT Rules]
%8R L, [Add] > [Add Network Object NAT Rule] #7 V v 7 L %7,

HEFOR Y NU—7 ATV =7 NI NAT %BIN7 %121%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z IR L, x> NV —27 A7V =7 FEMELET,

RT9T2 HLWAT V=7 bOBFEIE, ROT7 4 — ) RIZfEEATILET,
a) [Name]: A7 V=7 ", a~z, A~Z, 0~9, BUFRK ~NAT72 Dhr=, 2
T —AaTOXFEHER LTIV, 4AlE 64 SCFLLTICT 20ERH D 7,
b) [Type] : mRA ., X hU—7 F7oIXHiH,
¢) [IPAddresses] : IPv4 £7-1ZIPv6 7 FL A, KRR FOBSIFHE—D7 FL 2%, #HDOEHE
WEBIGET RLRAELT T RL A%, 7%y FOBEIZIPVE Ry hU—27 7 RLAB L
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S4F395 2y kT—s A70z4 reaT (8 ozz [

W~ 27 (=& z1E, 10.100.10.0255.255.255.0) F72I1XIPv6 7 RLABLOT L7 v 7
ZFe (7= & z1E, 2001:DB8:0:CD30::/60) # AJ1L E7,
ATV T3 [NAT| &7 v a UIRE RSN TOWRWGAIX, INAT| 227 Vv 7 LT va v ZREMLE
7
AT v 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A4 1 LET,
ATw 75 [Type] ku v 7 Z > U X K5, [Dynamic PAT (Hide)] &38R L £,

ano Add Network Object
Mame: MylnsMet
Type: Metwork =
IP Address: 10.1.2.0
Metmask: 255.255.255.0 -
Description:
NAT E3

™ Add Automatic Address Translation Rules

Type: Dynamic PAT (Hide)

Translated Addr: | |

ua

Advanced...

Help Cancel oK ]

HIwa

ATvT6 vy BT T RLAE 1D E LE T, [Translated Addr] 7 ¢ —/L KT, IROWT %
ToTwy B 7 IPT RLRAEBELET,

e ARARNIPT RLAEZ AN LET,

WA F L HE T )T L, RANRY NI =7 A7V x27 FE@ERLET (F21THL
WARA R Ry NT—2 77 NEfERRLET) o

c GEZ VoY IN—T A R—=DA B =T 2 ZADI) A HF—T A A% HEANITT
B, FEBRARY %27 U w7 L, [Browse Translated Addr] # 4 7w 7Ry 7 A TA
VH—T o f AR L FE T,
= Interfaces
e
B outside

240776
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B v zEmT 843z vs Ry kD=4 F T PATORE

ATy 17

ATvT8

AV HF =T 2 A AL ERETHHRE. A VX —T 2 APAT %A F—T7 /WL TL T2
SV, ZOLEXIHRELIEA L EA—T A AP T RLAR Yy B 7 RL A& LT
HEnET, IPv6 A F—T = A AT RLAZEHT 5I21E, [Use IPv6 for interface PAT]
Frzv I Ry VAT NCTHULERHVET, A F—T A ZAPATIZL > T, NAT
N—IUI TV oD TN—T DA NR—TIR D LRV RESN vy B T (X —
T A AZOBEHENET, ([ F—T=A APAT ZEH LARWGEE, L—EF
THN N TTRTOA U F—T oA RAZHEHINET) . hTUAXT LU N E—RT
T, AV E—T oA RERBETHI LT TEERHA,

(f£#&) [Advanced] %7 YV v 7 L. [Advanced NAT Settings] # A 7 &2 7R v 7 ATIROA T+ 3
VEBRELTCOK| 227V v LET,
s (TV OV ITN—T RUN—=DA B —T = A AZXLE) [Interface] : D NAT L—/L %
WHTL2EREOA 2 —T7 =4 2 FEER) BB~y 7 A2 —T7=A X (3585%k)
ERELET, 774N NTIE, —MIT ) oY TA—T A= R TRTDA
VE—T oA ATHEHASINET,

[OK]. #\W T [Apply] 227 U v 7 LET,

PAT 7—ILEERT 54 FTI Vv Xy b T—9 AT 4 FPAT

I

ax ;&

&

ATy T2

ZOETIX, PAT 7’ NVEaFEHATAHEHAFTIV I PATOFR Yy NU—0 A7V x=2 hNAT &
RETAFIEIZOWTEHBALET,

FIE

HHREFIIBFEOX Y NU—27 777 MTNAT Z8Mm L £,

cH LRy FU—2 ATV FNAT/L—/LZE14 %121%. [Configuration] > [Firewall] >
[NAT Rules] Zi&R L. [Add] > [Add Network Object NAT Rule] =7 V v 7 L %1,

HEFORy NU—7 ATV =V NI NAT %BIN7 %121%. [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z##IR L, x> NV —7 A7 V=7 N L E
j‘o

ATV zr FOLEIX, ROT 4 —V NIz A LET,

a) [Name]: A7 V=2 i, a~z, A~Z, 0~9, UL K, "M 7>, o~ £iZ
T —=AaTOXFEMFEH LTSN, 4A1% 64 LFLUTICT20ERH D £7,

b) [Type] : ARA M, X NU—2  F7o L&A,

c) [IPAddresses] : IPv4 £721XIPv6 7 KL A, A FDOBFARITE—DOT RL A%, fiHEOHEA
BT RLR LT RL 2%, 7%y FOGEITIPVE Ry T —2 7T RLAB L
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PAT F—LEEAT 551+ 3 v 1y kI—s 17514 reaToiz |

O<=2x7 (72& z1E, 10.100.10.0255.255.255.0) £7-1XIPv6 7 RLAB IO T L7 4 v 7
2R (7= & %1%, 2001:DB8:0:CD30::/60) & ASJL £,

ATYT3 [NAT] B2 v a UBRERSNTWRWEAIL, [NAT| 227V v 7 LTk Z7va v EREBELE

—é—o
ano0 Add Network Object
MName: MylinsMet
Type: Metwaork H
IP Address: 10.1.2.0
Metmask: 255.255.255.0 -
Description:
NAT =

V| Add Automatic Address Translation Rules

Type: Dymamic

Translated Addr:

(&) (]

PAT Pool Translated Address:

Fall through to interface PAT(dest intf):

Advanced...

Help Cancel OK

Jama

AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A2 LET,
ATV TS PAT 7 VafEHTHH4 4TI v 7 PAT B E L TWDHHATY [Type] Kr v 7H4 00U A
k225 [Dynamic] Z 3R L £ 97,
ATYT6 PAT 7=V ERET HITIE, ROFIEZFATLET,
a) [Translated Addr] 7 4 —/V NIZIZEZ ATTET, ZEHOEFIZL T EENY,
b) [PAT Pool Translated Address] = v 27 Ry 7 A& A AL Trb, BRARZ 27 ) v 7
LT, PAT 7=V 7 RLARGEND Ry N =0 FT V=7 FERIETNV—T %8R
LEJ, F7oid. [Browse Translated PAT Pool Address] X4 7 R 7R v 7 A HH LA T
YVl NEERLET,

GE) PAT SN ATVl FEFRIIITN—TIZH TRy PREENLTHTCIERD 4
Ao IPVAT RLALIPV6 T RLADME F%E 7N —TIZ ANDZ X TEERA,
LODEA TIETREENTWDLERH Y F9,

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B v zEmT 843z vs Ry kD=4 F T PATORE

NAT 3
M Add Automatic Address Translation Rules
Type Oynamic %]
Translated Addr: D
[ PAT Pool Translated Address: l C]

__ Round Robin

) (FFvary) mEIIJSLT, WOFTva rZBRLUET,

*[RoundRobin] : 7 RLABIOAR— 2T v Kby FATE Y THEE, 7
TANRTIETZ 7 Rr e AIMER ST, 1 DO PAT 7 KL ADR— M3 4~ TH|
DU THNDERDPATTY RVAMMEHSNET, JU Febv AT, 77—
NODOZPAT 7 FL AN 1 DFTOF7 RLA/R— FRED Y THND EHFYPDOT L
AR, WIZ2F/BHDOT FLAEWD LY IZAICER & ET,

[Extend PAT uniqueness to per destination instead of per interface] (8.4(3) LAKE, 7272 L
8.5(1) F/-1x 8.6(1) IXE£T) : JEIE PAT i3 25546, A9 PAT Ti, ZHlfd
DT RLALR—FE2EH, IPT RLAZ L TIEARL, —E R &2 65535
OR—IBEHRSNET, @FIX, PAT BHE{ERT 5 & TR — T RLX
FEEENR WD, PAT 7 FLAZ L2 65535 DO R— MIHIRENET, &2
X, PEBE PAT ZfEH LT, 192.168.1.7:23 (212> 9 355 3 10.1.1.1:1027 OZEH#H, B X
N 192.168.1.7:80 IZ[[] 7> 9 A D 10.1.1.1:1027 DZEH A VERL TE £,

[Translate TCP or UDP ports into flat range (1024-65535)] (8.4(3) LAKE, 772 L 8.5(1) %
71X 86()ITEET)  A—rDEIV Y THIZ 1 DD 7 T v MaFiH & LT 1024 ~
65535 DR — MNPHZEHT 256, BHO~ v By 7 R— " EFE2®RIRT L & =
12, ASAIZ L » T, ARG A IIEBRORGE AR — NEEREA ST T, 7272
L., 2OF T arZRELRNVE, EEOR—FREHTERVESIE. T 741
FC, vy BV 7 R— MIFEBEOR— "S5 LR UA— M (1~ 511, 512~
1023, B L1024 ~65535) MOHBRINET, FHEPHATR— MR RETDHD%[H
BETHIZIE, ZOREZITWVET, 1 ~65535 D2#iPH A2 H 9 5121, [Includerange
101023 F=v 7 Ry 7 Ab AU LET,

[Enable Block Allocation] (9.5.1 LARE) : R— b7 v 78V Y TEA A x—T ML
F9, F¥UT ZL— FEIIRHM PAT Tlid., NATIZ 1 EIC 1 DDR— FE# %
B Y TEIHLOTIERLS, ERANMNIAR— DT av 7 2E0 B THZ ENTEE
I, R—=rD7 v 7280 YL CHLEE, FARDLOBBOERITT 1 v 7 NOH
LVMEE@RIRS AR — FEHLET, HEISLT, TO7 Ry ZIZ3T_XTO

A= RNCXT DT 7T 4 TR A MIHDHGEIL. BN r v 7 380 4T
bNET, R—=FrD7 1w 7% 1024 ~ 65535 OHEPHTOREID B THNET, K—
FoOTay 7EYLTUEIT U R e EERENRH Y £33, IR PAT £72137
T MNeAR— NGO A T a e —EIENT A EIFTEERA, 2, AV

H—=T 2 A APAT D7 — NNy 7 &2EATHZ L TEERA,

ATFYTT (LB, ~ v T ENIA L E—T oA ARET I v TA—T A R_R—D L EDRH)
D=y T RUARTRTEN) Y TELOGEIA VX —T =2 AP T KL AENR T
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I Network Address Translation (NAT)
S4F3v2 Twice PAT (B8 iz [

7w kL UCTEMT HI21E, [Fall through to interface PAT] = v 7 Ry 7 A% AL
T AVE—T2A A Ry T HE T VA RDPLEIRLET, A F—T A ADIPV6 T
KL A& AT 5121E, [Use IPv6 for interface PAT] = v 7 Ry 7 A=A 2 LET,
o -\.:_;ai-llif-
managemant
™ Fall through to interface PAT(dest intf): Lol 0

Use IPvE for interface PAT

Advanced...
B
"

ATy 78 (EE) [Advanced] %27 U v 7 L. [AdvancedNAT Settings] ¥ 7 12 7R v 7 A CIROA T+ 3
VERELTOK| 227V v LET,

s (TV YT ITN—T AN —=DA U H—T = A AZHEE) [Interface] : Z D NAT /L—/L %

WHTL2EREOA 2 =T =4 2 FEER) BLO~ oy 7 A2 —T7=A X (3585%)
EHRELET, T4 TR = E TV oY T—TF A R—=Z BT _RTHOA
VH—T oA AT SN ET,

ATw 79 [OK], #\WT[Applyl 22 U v LET,

44+ = w4 Twice PAT ([Bifk) DRTE

ZOWETIX., PAT =L OO VICEBOT-OOBE—0O7 RLAZHHT 5451453 v 7 PAT
(B2ik%) @ Twice NAT Z iR ET D HIEIZHOWTHBH L 7,

FiE
AT w71 [Configuration] > [Firewall] > [NAT Rules] Z R L T, ROWT Iz FEITLET,
* [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U v 7 L%,

* [Add] > [Add NAT Rule After Network Object NAT Rules] 22 U v 7 LE 7,

e Twice NAT L —/VZ IR U C[Bdit) 227 VU v 7 LET,

[AddNAT Rule] ¥4 70 7R v 7 ANRFRSINET,
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B 5592 wicePar (2R o

ATy T2

ATvFT3

an0 Add NAT Rule

Match Criteria: Original Packet

Source Interface: == Any == > Destination Interface: | == Any == H
Source Address: any E] Destination Address: | any D
Service: any [3

Action: Translated Packet

Source NAT Type: Static ]
Source Address: -- Original -- E] Destination Address: | -- Original -- E]
dd
AT Pool Translated Address D Service: -- Original -- [3
1 PA 1 |
C 1 UDP ports into flat range 1024 1

s A

Options

¥ Enable rule
Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route tabie to locate egress interface

Direction: Both

Description:

Help Cancel OK

(FV oD ITN—=F A NR—=DAf o H—T = A ATWNE) EETA X —T =21 ZABL0%
A v B —T oA ZABEFELET,

N—Fy K= RT, 77 7 MEREETE LS OT S OA 2 4 —7 =4 ZATF, L

FREMFTOA T a N, BEDA v E—T =4 AERIRTEET, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTLIRTHEEIT, A F—T oA AZBRT5H

VERHY FT, Tany) [IZINHDA U H—T oA ANREENTHERF A,

a) [Match Criteria: Original Packet] > [Source Interface] K& v X 7 U X kv XFLA
H—T 2 AEEIRNL £7,

b) [Match Criteria: Original Packet] > [Destination Interface] K2 v 7% 7 U 2 kb FEiEA
VH—T o2 f AEERLET,

Mateh Criteria: Onigingl Packet
T V_| Destinabon Interface: |outside -V|

240014

[Action: Translated Packet] > [Source NAT Type] K2 v 7% 7> U X k75, [Dynamic PAT
(Hide)] % &R L £,
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ATv74

54+ 392 Twice PAT (B8 0Bz

ZOBREITXRETLT RV AZORBEH SNET, SuEOEMIFICAZ T 1 v 712720 7,

G¥)  PAT /—NWEEHT 244 F 3 7 PAT 3% ET 5%, [Dynamic PAT (Hide)] D1X
Y IZ [Dynamic] Z3#&R L ET, PAT 7— L= HHT 5 XA F I 7 Twice PAT D%
(38 X—v) AWML TIIZEN,

Eﬁ Edit ]
Match Criteria: Original Packet
Source Interface: |mside | Destinaton Interface: | outside ~|
Source Address: | mylnsideNetierk [} Destinaton Address: |DMznatwork1 E
Service: [:
#ction: Translated Packet ?-1
Source NAT Type: |Dynamic PAT (4de) e %

Ry FOTEDIPVE FT21XIPV6 DT KL A, DF 0 | FELA X —T A A Ry hT—2

FICHEHT DL EDRTy bOT RV A (EEOEELT FLRES B U T5ET RLR)
EAILET, DN T Y FEEBRINTZ ANy ORI ONWTIE, ROKEZZRL TLEE
Uy,

Source Destination

R S e
Real: 10.1.2.2

Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

R —

10.1.2.2 —=10.1.1.1
Criginal Packet

a) [Match Criteria: Original Packet] > [Source Address] (ZDOW T, AR Z %27V v 7 LTEE
FORy NT—2 7T xr NETIXT NV—T%8IRNT 57>, [Browse Original Source
Address] XA 7R TRy 7 AMLFHLNWAT V=7 NERIFINV—TZ2ER L £, IPv4
T RUVAREIPV6 T RLADWEEZ T N—TICAND T LIITEERA, 1 20F A 71207
MDEFENTVWDHERHY 9, 774/ MM any TT,

Hame a3 TP Address Hetmask

=i IPw4 Metwork Obgects -
Al 10.1.1.1 255,255.285... [
jgmmrn 209.165.2010  255.255.255... g

b) ({LE) [Match Criteria: Original Packet] > [Destination Address] D¥F&, ZRAX %27 U v
JLTBEFOR Yy NI ATVl b, INA—T FlidA v ¥ —T =24 A GETY »
CIN—T RN—DA U H—T = ADRH) &N S0, [Browse Original Destination
Address] A 7RI Ry 7 AMBFH LNWAT V=7 NELIFZINV—TZER L 9, IPv4
T RVAREIPV6 T RV ADW G 7 NV—TIZAND Z LT TE XA, 1 DDZA T2
DEENLTVWDLMENDHY £7°,

Twice NAT O =R BEREIX. SEEIP T RULRAZEHHZ & TR, 55587 FLRATIA 7> 3
YCY, ST RUAZELIESGA. TO7 RLVRIZAZT 4 vV EMERETE D
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Network Address Translation (NAT) |

M BIZTAT T 47 4 NAT 2 CE £, 5657 KL A2 A3 Twice NAT
EHRELT, EBEOT FLRZHT LRy NI—2 A7V =7 N T —TOEMAE721%
FHETON—VONEFA T Z2ETe, Twice NAT DfMOFFE DO &G T2 2 ¢ N TEx %
T, FEMICOWTIE, Ry NU—27 F7 =2 k NAT & Twice NAT Dl (4 ~<—2)
EHRBLTLEEN,

R— MNEMERE LIZAFT 47 £ H—T x4 ANATIZ[RY | [Browse] ¥4 7 a7
Ry I ANBA L E—T = ZAEERLET, V—ERABMELTRELET, 04T
=3 TlE. [Source Interface] IZFFEDA V' H —T7 = A ALRET HMENDHY £7,
MZOWTIE, [R— MERAERTE LIAZXT 4 v 7 NAT 8 ~X—) | ML TL
7ZEW,

ATy TS Xy NOBHINT-IPv4 £721FXIPv6e DT KL A, DF 0, 5idef v F—T A A Fv b
U—7 LICHBT DL ED0 Ty FOT FLR (v BV IEEFEILT VR EEBEOZELET R
VA) EFAILET, LHEIZSUT, IPv4 & IPv6 O TEHCTE £,

a)

b)

[Action: Translated Packet] > [Source Address] (ZDWTC, ZRAX 227 U v 7 LTHA L
T RVRAERFA =T 2 A AZEETDMFEORY NUV—07 ATV 27 FEBERT D
7>, [Browse Translated Source Address] ¥4 7 B 7R v 7 ANLHEF LWAT V=7 b EER
LET, A F—Tz2ARFT VT TN—T AR DB LidTEEHA,

AE—=T A ADIPv6 T R L AZfEHT 5IZ1E, [Use IPv6 for interface PAT] F = v 7
RNy IV A A AT LET,

Source Address: outside B

| W

-3' Use IPvG for interface PAT 5

(f£&) [Action: Translated Packet] > [Destination Address] (ZOWTC, BRARZ %27 ) v 7
LTCEEGFDORY N =0 77 NEFRIFITN—T7%EERT 57>, [Browse Translated
Destination Address] # A 7 2 7Ry 7 ANBH LWAT V=7 NEITITN—TZ{ER L
£9. IPVAT FLALIPV6 T RLADW G2 7 V=TI AND Z LT TEERA, 120D
BATREINEENTODLERH Y 7,

SEET RLADT AT T 4T 4 NAT Tlt, BEOT KL ALy 7 7 RLADM
FCHICRI AT V27 vERIIIN—T 2R L £,

ST RVAZEWMT HGE. AT v 7 ~ vy EU7F @E 131 T, Liehio
T EBOT FLALw v BV 7 T FLAORIFRAILTT, L, REIEC TR S
BIZTHTENTEET, FEHICOWVWTIE, A¥T 1 v 27 NAT (48 <—) ZZML T
K&V, HEREEND~ Y EL T IPT RLAIZHOWTIE, NATDHA FI A4 (82—
V) BERLTLITEE N,

ATYT6 (EE) Y—EALEHOSEEY— 2 R— FE2i#kM LET,
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S4F3 w4 Twice PAT (8% 0z [

s LD/ b AR— b (v B UM — ) &#BI L E£9, [Match Criteria: Original
Packet] > [Service] IZ2W T, A ¥ %27 Y » 27 LTCTCP R— hE7/21Z UDP A— &
BET OGO — R A7V F&IEIRT 5>, [Browse Original Service] & A 7 1 2
Ry JAPBHF LA T V7 b EERLET,

s LI NT- Ny b AR— b (EBEOSEEAR— ) ZiBI L E 9, [Action: Original Packet]
> [Service] IZDWT, AL %27 Y v 27 LTTCP A— M E721X UDP A— M Z487ET
LEEFOY —E R AT Vs N EEIRT 50>, [Browse Translated Service] 44 7 17 778 v
JADBH LA T V7 NEERLET,

XA F 3 w7 NAT Tid, A— MEHIIV R —FSNEHA, L, FEEEHITFITA X

TA v TIRDT, FIEAR— ML TR— MEREZFETTEET, V-2 AT V=7 MIX
FETLAR— P EFEEFR— OB FEEDD T ENTEETN, ZOHEIL, sER— FEFN
EHINET, EETAR—MEfRE LSS, BHINET, NAT Tk, TCP 7213 UDP 72
R R—brEnET, A= LR T 556, EROV—E2XFT7 V7 b7 r harl
v BT =R ATV O FaLOWEERFECICLET (HEHFE S TCP £7-0%
MGEHUDP) o 74T 7 47 4 NAT Tlid, EEOR— &~y BT R— hOMHIZ[HE
CH—tAAT7Vx”7 bEEHTEET, Tnotequal (FELL 22 | (=) EE X HR—

FEINTOWERA,
RIH 2~ L ET,
. Yals! Add Service Object
Name: web
Service Type: 1 tep [

Destination Port/Range: [ 50

Source Port/Range:

Description:

(Help ) ( Cancel ) (oK)

Match Criteria: Original Packet

Source Interface: inside :] Destination Interface: | outside :]

Source Address: obj-192.168.251.164 D Destination Address: obj-172.25.23.32

=]
Service: web [:]
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B Pt L EERT B84 3 99 Twice PAT DERE

. Yals! Add Service Object
Name: ‘web_map
Service Type: = tep b

Destination Port/Range: . 2081

Source Port/Range:

Description:

Help ) ( Cancel ) oo

Action: Translated Packet

Source NAT Type: Static T]
Source Address: obj-192.168.252.128 [3 Destination Address: | obj-172.25.23.32 [I]
AT Pool Tra ited Address D Service: web_map D

ATw 71 (EE) [Options] K TNAT 47> a v ERELET,

Options
;q[ Enable rule

| Translate DNS replies that match this rule

Direction

Description:

Help ) ( Cancel ) ( oK )

« [Enable rule] : = NAT L— /L&A X —T /I LET, ZOL—UEITF 7 4/L hTA R—
TN TR o TVET,

« [Description] : /L —/UIZBIF 21 A 200 SCFLANTEIIL £97,

RATYF8 [OK]IZZ Vw7 L, EWT [Applyl &2 U v 7 LET,

PAT J—/L%ERTH54F 3 v Twice PAT DR E

ZDIETIE, PAT 7=V &2ERHT B4 A F 2 v 7 PAT O Twice NAT iR E T D FiEIZOWT
FAL £,
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&

ATvT2

PAT F— L&A 551+ 3 v Twice PATOEE [

FIE

[Configuration] > [Firewall] > [NAT Rules] Z3&R L T, ROWTINEFEITLET,

* [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] #27 U > 7 L&

‘a‘o
« [Add] > [Add NAT Rule After Network Object NAT Rules| %7 U v 7 L £,
s Twice NAT L —/VZ IR U C[Bdit) 27 UV v 7 LET,

[AddNAT Rule] A 7 0 7R v 7 ANFREINET,

ano Add NAT Rule

Match Criteria: Original Packet

Source Interface: -= Any -- v Destination Interface: | -- Any --
Source Address: any E] Destination Address: | any
Service: any

Action: Translated Packet

Source NAT Type: Static
Source Address: == Original == D Destination Address: | == Original ==
ted Addres 4 h Service: -~ Original --
o P&
TCP and UDP ports into flat range 1
A
Options

¥ Enable rule
Translate DMS replies that match this rule
Disable Proxy ARP on egress interface
ocate egress interface

Direction: Both

Description:

Help Cancel OK

@e

@ @

(TV oD TN—F A RN—=DA o H—T = A ATWNE) EETA 2 —T =1 AB L%

A B —T oA ABHRELET,

N—FT v RE—RKTlX, T 74/ MIEETEmEDOHTDOA v X —T oA ZATT, DT h
FRIEWMFOLT T a e, BEOA L E—T oA ABREINTEES, 7L, 7V r
N—=T R N—=DA H—T 2 f AN —NVEFRIRTDHLEIL, A X —T A ZAEERT D

VENRHY EF, Tany) ITIZINOEDOA L F—T oA ANRFENTVER A,
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B Pt L EERT B84 3 99 Twice PAT DERE

ATvT3

ATvT4

a) [Match Criteria: Original Packet] > [Source Interface] K=~ 7"Z U X hinh | K(ET
AV H—=T 2 ABFERLET,
b) [Match Criteria: Original Packet] > [Destination Interface] K2 v 7% v U X kb 56

AU E =T oA AEBRLET,
B Add |
=+
Match Criteria: Ociginal Packet s
Source Interface: | inside | Destinaton Interface; cutside v | %

[Action: Translated Packet] > [Source NAT Type] K > & 7> A hH 5 [Dynamic] % 3R
LET,

DOFRETEETT FLACOREH SN ET, FEROERIIHICAZ T 1 v 712720 £,
Action: Translated Packet g
Source NAT Type: | Dynamic v %

Xy ROITED IPvE F721ZIPVv6 DT KL A, DF D BETXA L H—T =2 A Fy NT—F

WCHBLT B XDy FOT RLA (EEORETLT RLA Ly B 75T KL XR)
EHAILET, DTy FEEBRINTZ ATy ORI ONWTIE, ROKEZZRL TLEE
AN

Source Destination
W) ousice)y— i)
_f‘ [ _\_ B _—
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

= 192.168.1.1

10.1.2.2 —=10.1.1.1 >

Criginal Packet Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] |2 DO\ C, 2R X %27 U v/ LT
BEfFOFR Yy NU—7 A7V =7 bETIXT NV—T %8RI 50>, [Browse Original Source
Address] #A T 7Ry J AMBH L WA T V=7 NERIZIN—T21ER L E T, IPv4
T RUVARELEIPV6 T RVADW % 7 N—TICAND Z EILTEERA, 120X A 720
DEENTVWDILERHY 9, 77 4/L MEany T,

b) (fEE) [Match Criteria: Original Packet] > [Destination Address] D5, A X %7
Uo7 LTHFEORY NU—=20 FT7 V=7 b, =7 FlldA 2 —T x4 X FE7
VoDl TN—T AUN—DA B —T A ADH) %N 575, [Browse Original
Destination Address] # 4 7 2 7Ry 7 AMBHLWAT V=7 NEIZ T NV—TZER L
£9. IPVAT FLALIPV6 T KL ADH G2 7 V—T1CAND Z LT TEERA, 120
BATREINEENTODLERH Y 7,

Twice NAT D E7eBEREIX, SEEIP T RLAZEHDH I L TTH, 5EET RLARIFIA T v =
YT, ST RV AZRE LR A, ZOT RLVRAICAXT 4 v IV EREFRETED
N HUICTAT T 47 4 NAT 2 CTE £9, %6887 R LA ZHE 31 Twice NAT
ERELT, EBEOT RLACKHTEIRY NT—2 7V b ZJA—TOERAE7-1%
FETONL—/LDIEFATT 2 & de, Twice NAT D ORE O — 275+ 52 LT %

. Network Address Translation (NAT)



I Network Address Translation (NAT)
PAT T— L E@ERAT 55473 v 4 Twice PATORE [

T, FEHICHOWTIE, Xy NU—2 7Y =2 | NAT & Twice NAT D kbis (4 ~2—3)
EERLTLIZE 0N,

N— NEERELT-AZT 47 A F—T A ANATIZ[RY | [Browse] # A 7 1
Ry P AMBA L E—T 2 A A% FINLET, T—EALMEMTRELET, 2O
T 3 > ClE, [Source Interface] IZFFEDA X —T = A AERETILENH Y £7, §f
AZONWTIE, R—MEWERE LAY T 4 v 7 NAT (48 X—) | &ML TL
7EE,

ATFwTE Ny NOEBENTZIPvE £721XIPv6 DT KL A, D%V, sk A v F—T = A X b
U—7 FIZHBIT 5L E0ORTy hOT RV A (wy B 7FEIRT RV A EFEEROSLET N
VA) Z#AILET, LEIZS U T, IPv4 & IPv6 DR TAHTE £,
a) [PAT Pool Translated Address] 7= > 7 RNy 7 A& A AL Thb, SRAZ %27 v
LCEEFEDORY NT—27 T V=7 NERIZITNV—T %IRRT 50>, [Browse Translated
PAT Pool Address] XA 7 2 7Ry J AMBEH LNAT V=7 NEIT I NV—TEZER L E
9, 3E : [Source Address] 7 4 —/V RiFZEDFFIZ L TEE £,

Action: Translated Packet

Source NAT Type: Dynamic
Source Address; == Qriginal -- l_J Destination Address:
v PAT Pool Translated Address: [_J Service:
Round Robin

Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535

Fall through to interface PAT

() A7V=7 bPEREIZAN=T1F 37 Fy b2FL I LT TEEEA,

b) (fEE) [Action: Translated Packet] > [Destination Address] (Z D\ C, BRX %27 U v
JLTBEGFEORY NU—0 377 FERIF T N—T %8RI B>, [Browse Translated
Destination Address] % 4 7 27 ARy 7 AMBEHLWAT V=7 NELIXITNV—TEER L
i ﬁqo

SWHT RVADT AT T 47 4 NAT TliL, EBEOT KL AL~y BT 7 RLUADM
FHWCHIZRI AT V=27 VERIZINV—T2HEHLET,

SESET RVAEEBT DGE, AXT v 7 v~ v B 7%, BF 1x1 T, Liedio
T, EBEOT RV Ry 77 RLADOIFFR LT, 7272, LEILUTRRD
Bz EnTEET, FEMICOVWTIL, AX¥T v 7 NAT (48 X—) #ZBL T
FEEW, HEISNAYYELZIPT RLAIZHOWTIE, NATOH A K54 (82—
V) BESRLTLIIEEN,

ATv76 (R Ve AEWOES—E X R— FE@BLET,

« JLD/NT b AR— |k (v B UFEER— ) LA L £ 9, [Match Criteria: Original
Packet] > [Service] (ZDOWT, SRS %2 ) v 7 LTTCP AR— M /2T UDP R— %
BETLHRFOY— A ATV FE®RIRT 50>, [Browse Original Service] # 1 7 & 7
Ry 7 AMBH LA T V= s MEAERLET,
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BRIy F AR — b (EBEOSEEAR— ) 233 LFE T, [Action: Translated
Packet] > [Service] |IZ DWW T, ZRA X %7 U v 7 LTCTCPA— hEZIZUDP FA— F &
BETAHAREGFO—EA 47V =7 h&®EIRT 5, [Browse Translated Service] ¥ 1 7 &
TR I ANLH LA T V=7 FEERLET,

XA F w7 NAT Tlid, A— MBIV FR—hShEEA, L, 8B HITHICA S

T A I IROT, FEHER— MK L TR— MEAFETTEES, =X FT7 V=7 M
EEITLR— R EFEER— OB T E2EDLZ ENTEETR, ZOEAIF, s8R — 2R
fEHSNET, FMEILR— P ZEE LSS, BRI ET, NAT Tid, TCP 7213 UDP 72
IRV R— b ENET, A= bE2ERT 56, EREOV—E 24T V=r b a harl
vy BT =R F TV bOTa Aol ERECICLET (FhE D TCP 721
WG EHUDP) . TAT 7T 47 4 NAT Tlt, EBEOFR— e~y 7 R— FOiiFIC[H
CH—bERAAFT V=7 bEFEHATEET, Inotequal (FELLZRVY) | (=) HE XY R—

FSRLTWERA,

RIH 2R~ L ET,

. Yals! Add Service Object
Name: web

Service Type: L d] e
Destination Port/Range: [ 50 i
Source Port/Range:

Description:

“ Help ) ( Cancel ) [ oK )

Match Criteria: Original Packet

Source Interface: inside :] Destination Interface: | outside :]

@
O

Source Address: obj-192.168.251.164 D Destination Address:  obj-172.25.23.32

Service: web
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PAT T— L&A 554+ 3 v Twice PATORE [

. Yals! Add Service Object
Name: ‘web_map
Service Type: = tep [

Destination Port/Range: . BOB(

Source Port/Range:

Description:

( Help ) ( Cancel ) (oK)

Action: Translated Packet

Source NAT Type: Static T]
Source Address: obj-192.168.252.128 [3 Destination Address: | obj-172.25.23.32 [I]
D Service: web_map D

ATy T1 (&) PAT 7—LOEAI., LEIJSUTROA T a v ERELET,

*[RoundRobin] : 7 RV R/FR— 2T 0 R FXTEY Y CTE5E6, 774V 8T

X7 R iEHENT, 1 ODDOPAT 7 RLADKR— R T RTEV LY THND &
WOPAT 7 RLAMEHESNE T, v Fueer Tk, 77—V NOKPAT 7 KL
AMNE 1 OFTOT RLA/R—=IRED S ToHND ERMOT RLAIZEY . wIZ2EH
OF RLRELWH XS IZRICHER S ET,

[Extend PAT uniqueness to per destination instead of per interface] (8.4(3) LARE, 7272 L 8.5(1)
FX8.6()IXEET) YL PAT 2T 285G, $E9E PAT i, AR
RLALR—=FZ2ED, IPT FLAZETIERL, =R T LI265535 D R— kvl
MAEnEd, @EIT, PATEMZERT 5 & &R —FET RLAIBE SRV
B, PAT 7 RLUAZ L2 65535 [HOAR— MIHIREET, =& 21X, YLK PAT 24
LT, 192.168.1.7:23 IZ[f7> 9 A 10.1.1.1:1027 OZEH, 3 L1V 192.168.1.7:80 I [H] 1> 9
BA010.1.1.1:1027 DEHZVERR TE £4,

[Translate TCP or UDP ports into flat range (1024-65535)] (8.4(3) LAKE, 7272 L 8.5(1) 721
8O6(NITEET)  R—FDEIV Y THHZ 1 DD 7 T v FR#HiPH & LT 1024 ~ 65535 D
A— AT 256, BBRO~ vy BV T R— FESEBRT S L &2, ASAICL -
T, EHFTRE RGBT ERORE LR — MESPEH SN ET, 2L, 2o+ 7Fva
EHRELRVWE, EEOR—IMEATERWGEAIX, T 740V 8T, v v BV T R— b
IXFEBROR— RS &R UA— M (1~ 511, 512 ~ 1023, L1024 ~ 65535)
ODBRIRINET, MHEHTHR— FOARET 202 EMET 521X, ZOREXITWVET,
1 ~ 65535 O2HIPHZ T 5 121%, [Includerange 1t01023] F = v 7 R v 7 A {4 L
EJ N

» [Enable Block Allocation] (9.5.1 LAKE) : R— b7 v 7EY B CTE AL RX—T NI LFE
o F¥ VT FU— FETITRBUE PAT Tid, NATIC 1 B2 1 DOR— MEHZHID 4
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B Pt L EERT B84 3 99 Twice PAT DERE

TEHLOTIERLS, ERANMIF— b OT vy ZED Y TH N TEET, A—F
DTy 7 EEVYTHE, RAINLDZFDHDOERGTIZ, 70y 7NOT v F LR
RENDZHFHLWA—IREHENET, BEISLT, AAMBTEOT B v 7 NOTRT
DHR—MIELTTY 7T ¢ 7R EFFOBEIEMD 7T vy 7 B3EID Y THRET,
A= D71 v 7131024 ~ 65535 DFPHTOAEID B ToNET, A—rDT v rE
DUTIETZ T Fueb s E HEENRSH Y £9725, L8R PAT £7201%7 7 » oA — M
DATvart—tERATIZ LT TEERA, o, AV F—T A APATD T 4 —
Ny P EERTHZEHTEERA,

RATvT8 (EE., vy BT ENIA L E =T oA APHET N oD T—TF A R—=D L EDH)
D=y B 7 SNIZEEILT FUARTTIZEH Y Y THOATHWDHERIC, A X —T oA RIP
T RV ANy 7T v T OFERE L THMT 5I21%, [Fall through to interface PAT] F = v 7
Ry 7 2A%F AT LET, IPV6 A VX —T =A A T RLZAZMHT5I21E. [Use IPv6 for
interface PAT] = v 7 Ry 7 A AN LET,
A HE—T A AP T RUVAMMERHEINE T, ZOA 7T 3 1F, FFED [Destination
Interface] X ET DA EHATE £,

Action: Translated Packet

Source NAT Type: Dynamic

Source Address: groupl E] Destir

PAT Poaol Translated Address: Servic

uﬁ Fall through to interface PAT

ko]

Use IPvE for interface PAT

ATv79 (f£&) [Options] fEHIK CNAT 47> a v aRELET,

Options
ﬁ"f Enable rule

|_ Translate DNS replies that match this rule

Direction

Description:

" Help ) ( Cancel ) ( oK )

* [Enable rule] : Z D NAT L—/L & A X —F M LET, ZONL—VTTF 7 4L FTAL F—
T > TV ET,

* [Description] : /L —/VIZBET BB % 200 SCFLINTEIM L £,
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f—t ovosyucizssraroxE [

ATy F10 [OK] %27V vZ L, #\WT[Applyl 22 Vv 7 LET,

R— bk JOv &Y HBTIZK S PAT DERTE

Xy U7 ZL— REZIIRFBPAT Tid, NATIZ 1 EIZ 1 DOR— FEHAEI D B TIED
DTEHRL, HEHFRANMIA— P OT Ry 7 2EHV Y THZ LN TEET (RFC6888 &ML
TL7Ean) , K— h®7m/7%ﬂbéfé%9\Txbﬁ%®&ﬁ®%ﬁm7my7m®
FLUWVEESRIRSNEAR—F2EHLEST, LEZSLT, OBy 72T _XTOR— MZ
KT DT T 4 TN A A MZHAGAIL, BT ey 73 Y TonEd, Try
7m®ﬁ%ﬁ%ﬁm¢5%%@mmﬂm%énék\7uy7@%mémi¢o

R—b 7wy 7 Z2E 0L THERMEIX, v ZOfi/N T, R—F 7y 70D LT
DELER S I, B RLERSNVE T, R— b 7 ey ZNTIER S v 7o xlate [ 3Rtk SN EE A,
—Ji. v iR L 0 KEIC D £,

R—bhD7 17171024~ 65535 DFEFHTOAEI D HTHNET, LD, Tf)&~ya
ARV — FES (1~1023) NHERGEIE, BRE LW RERH Y £4, & xid
AR—hK22 (SSH) 2#EKT2HT7 7V r—3 3 0%, 1024 ~ 65535 OFFHAND KA MM ﬂ@é
Thh/e7ryZNTvyy 7 Enlch—reRGELET, BOAR— R ESEEHTL27 7
Ur—va Al LTr ey 780 S TEEH LARVWERIO NAT L—/L AR T & £7,
Twice NAT D3GE1E, V—ADBEEICT 7 v 750 Y TL— VORI D Ko ICLET,

IR HEIIZ
NAT /L— VDR EOEE :

* [Round Robin] 47> a2 VFEHDH Z ENTEETA, PAT ~BMEOHEE, 77 v Mk
PO, 7213 v Z—T7 2 A ZAPAT ~D 7 —)L Z)—|ZHTEH4 T 3 38D
HTEMTEERA, ZOMDEEILATDT RLA LR — MEROLIFAISNET,

cHFON—NEEZBRZD5E1E. NAT AT T 53T _XTOr— A LFEER, BEXHZD
= VCEET D xlate #27 VT TAMLERH Y £, . LWL —LEEICT
BEDIIVETYT, ZTNOEHRICZ VT3 50, £RIEFHEIZFA LT U MDA ET
HHhEI,

« FEED PAT 7' —iZxt L, £ — LV EFEHT 5T XToOL—Zxt L7 ay 7 &b
MTEBETD (FRITEELRY) BERHY T, 1 DO—iz7 a7 ZE DY
THZEIEFETET, JIOAL—ZEHY Y THZ L TEERA, EHET D PAT 7—L 3
Frro v 7EID Y CRERBESELZLIITEFEFRA, T2, A—FEHBL—LEETe
ABZT 4y NAT L — VA EEIEDHZ LIFETEERA,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [PAT Port Block Allocation] % Z4R L, RORE %
ITWET,

Network Address Translation (NAT) .



Network Address Translation (NAT) |

Per-Session PAT & 7= (& Multi-Session PAT (/\—<0 3 > 9.0(1) LI&) D%E

* [Size of the block] : &7 1 v 7 DR — ML, &iPAIX 32 ~ 4096 TJ, 7 7 4+/L hE 512 T
@—O

F 7 4V N EMEH LRWIEAIE, BIR LI A X0364,512 152 HEI LT\ D Z L &k
B LET (1024 ~65535 DFFHDO R — M) , WEBEBEDL &, HHTERWA— FREA
LEd, 72 21E 10025 ET5LE, REORFEHR—IRZH £,

[Maximum block allocation perhost] : KA h T EIZEIV Y THZ LN TE AT v v 7 DK
B, HIRIT7 2 har I EICERESNSOT, IR 4] 13, mFANZEDERB 4250
UDP 7t v 7 45O TCP 7y, BLUR4OODICMP 70 v/ THHI EEEWRL
F9, HECTEHMEOEMAIT1 ~8 T, T 74/ ME4TT,

ATw T2 PAT /=17y 7E )Y TEHEHT S NAT L—LEZBMLET,

a) [Configuration] > [Firewall] > [NAT Rules] %% L %9,
b) A7 V= b NAT £720% Twice NAT /L —/L 2B E 72 I3HRE L £77,
) DR EBIRDA T a NIRELTLEE,

+ (Twice NAT, ) [Original Packet] > [Source Address] TH{E7t7 FL A% EHRT D4
Tzl NERIRLET,

* [Type] = [Dynamic]

« [PatPool Translated Address] PAT 7 —/L Ry N — 27 ZEHRKT HRy NT—27 A7V =
7 hEBIRL £,

* [Enable Block Allocation]

d) [OK]%Z27 YU v2r LET,

Per-Session PAT & 7= (& Multi-Session PAT (/N\—<3 > 9.0(1) LAf&) D

=L =

ax AE

T 74/ TIE, TXTOTCPPAT F 77 4 v 7B LT XTHOUDPDNS F 77 ¢ v 7 )
Per-Session PAT ZfifH L £9, b+ 7 7 4 v 7 IZ Multi-Session PAT % fii 3~ % (Z1%. Per-Session
PAT /L —/ V&% E L E 9, #FA[/L—/ LT Per-Session PAT Z{#i H L, 75 /L — /L C Multi-Session
PAT ZfEH L £7,

Per-Session PAT [IZ X > CTPAT DA —Z VT s B EL, 77 AXZ U U TOEFITH AL
N =y MIMHE O PAT #ki 2 T& 5 X 51272V £9°, Multi-Session PAT #f5el%, ~ A
H— 2=y MIEEL T AY— 2=y NEFTAE LT O20ERH Y £7°, Per-Session PAT
Ty a O TIRHIC, ASA D Uty F3EE S, BIEIC xlate BHIBRSLET, DV
Ty MIEoT, = 8/ — NIZHVBICER 2 it L. TIME WAITHKREA [EDEE L £, %I
A2, Multi-Session PAT TiX, PAT # A A7 7 bMEHSNET (F 74/ FTIE308)

HTTPHTTPS 72 D Tk v v KT ] T 7 4 v 7 OFA . Per-Session PAT iZ, 12D
T RUVRIZK S THAR— b ZINAERFEL KIBIZESCT Z L3 TE £, Per-Session PAT % fifi
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Per-Session PAT = 7= [+ Multi-Session PAT (/i—3 3 > a00) 1) 0%z [

HALBRWEEE, FFEDIP 7'r b aiZxT 5 1 7 R ADORRKERRITK 200070 CTF,
Per-Session PAT #{f fH9 A4 1%. BHEDIP 7Fu h a/WIkd 517 R Z2OEEEEZT 65535/
S5 A4 T HZ A LT,

Multi-SessionPAT D AV v hZIEHTE 5 F 77 4 v 7, =& 21¥H.323, SIP, Skinny (2%} L
T Per-session PAT %7 4 &£ —7 /L2 A121%. Per-session fE&/L— /L ZERR L9, 7277 L.
“hbo7a halLERT A UDP R— Mot v a VHEALO PAT HEMATAEE1L. Fh
DICFFRV—VEAERR T D MLERH D £77,
1R BHIIC
T 74N BT, RONL—IVIRA A R—LENET,

cany (IPv4 B L VIPV6) 75 any (IPv4 38 X OVIPv6) -~ TCP 7 r[ 4 5,

cany (IPv4 BLOVIPv6) 7D KA A ~D UDP ZFFA[§ 5.

INEDN—VE, T—TWIERINET A,

IRBLDOL—IHIBRTCE EE A, DDA —TEIC. FEIER SV — L DR ITIELE
LET, V—UWIBFIFHMMSNDDT, T 74V M A— VBT b ENTEET, =
LzIE, I HDNL— LV EEEIINIESE AT, ROLOEZBEMLET,

eany (IPv4 BLOIPv6) 75 any (IPv4 33 L UVIPv6) ~D TCP 447 5,
sany (IPv4 BLOVIPv6) 7D KA A L ~D UDP ZHELT 5.

FIE

AT 71 [Configuration] > [Firewall] > [Advanced] > [Per-Session NAT Rules] % &R L %9,
ATV T2 KOWTINEFETLET,

* [Add] > [Add Per-Session NAT Rule] % 3%#R L £,

e N—LEERINLCEdit) 7 Vv 7 LET,

ATy T3 L— I ERELET,

* [Action] : [Permit] ¥ 721% [Deny] %7 V » 7 LEF, FFr/L—/LIE, per-session PAT % fifi Hi
L. fE/V—/ Vi multi-session PAT Z /i L &7,

«[Source] : 7 RV AZANTEM, FHEF[LIREZ 27V I L, AT V=7 FEER

LT, BETXLT FLRAZELET, —E 2084, UDP 7213 TCP 2R L £,
WEIFSEER— M2 ZRELE T, LETEEFE LR — NEEETE £, [UDP/port]
F 2L [TCP/port] (AT T 50, [L]ARZ L %Z 7V >y LT, HEOEEIZAT Vs
MEBIRLET,

s [Destination] : 7 KLV AZ AT D, FE[L)RZ &2 Vv I L, ATy Neik
WLT, 567 FLAadfgELEd, Y— AD#4, UDP 7213 TCP #18IN L £,
CHITEE T — A —HTHMENHY £, ETHER— FEEEETEET,
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B xs7<vonar

[UDP/port] £ 721X [TCP/port] IZASIT 57, [ HRZ %227V v 7 LT, HBOMELIT
FT Vel NEERLET, HET (1= (FELI D), > (L KREW) | < (/s
W) ) EEHTAZEL. N T Y (& xiE, 100-200) AfREETAI LB TEET,

RT9T4 [OK| %7V Z L, fit\C[Applyl 22 Vv 7 LET,

A2 T4 9% NAT

ZIZTIE, AET 4 v NAT & ZFDOEEFIEICHOWTEHALET,

A3T 492 NATIZDUNT

2K T 47 NAT TlE, EFEOT RL ANy B 7 7 R ZA~OBEEEBRBER S E
9, vy B 7 RUA LT 528G CRI LR DT, AZ T (v 7 NAT TliL, MmO
Bt (RA b~OHEHt & R A MW OEHOW ) #FETEET BERair 35672784
= VIFLET DHA) o —H. #4727 NAT BEXOVPAT TlE, %R A S BNUBEOAZE
Ut LT DT RLAEIIAR— MEEHT 20T, WEHORBIIR— It
Ao

WO, — B AZT 4 v 7 NAT DY F VA ZRLET, ZOBMIIEICT 7T 477
DT, EBEORARLEUE—F FA NOMERESLZHIETEFT,

HK5:2%7F4v%9 NAT

Security

Appliance
10111 f 209.165.2011
<

10.1.12 ; 209.165.201.2
< Z >

Inside ffOutside

130038

\}

GB  #MEISLT, WHMET 4 =7 /M TEET,

R— FEBAERE LR E2T 1Y% NAT
R NEWAZRE LT AXT 4 v 7 NAT ClE., EBEOTa halBrOR— e~y LS
7 a haABIOR— MR EETEET,

ART 4 v 7 NAT 2 L TR — b &2HET 258, R— bEZIEXIP T LA ZF CEIC
Yy BT L0, Oy B T o0 EBEIRTE £,
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—tzmemELER87 v NaT [

WO, R— NEWHF Eéﬂk*k%&2574/7Mﬂ®/+)ﬁ%rbi? EF=¢
Lv/t/ﬁth ceL BlOfEic~ vy B 7 LR — hOEFZ R LTHET, WTho
Jr— XT%\mThvxi%@m_v/t/&énTmifo_ DEBNIENT 7T 4 T 72D
T, BHENTZAA ML YVE— N FRA NOWGTPEREZRBTEET,

6: R— FEBMERELLRE T4 v NATO—RREIGLF YA

Security
Appliance /
10.111:23 ? 209 165.201.1:23
< >
10.112:8080 ; 209165201 2:80
< Z '

13004

Inigide # Qutside

R— FEBL— NV ERELIZAZT 4 v 7 NAT L, FEESNIZR— FD5EHEIP T KL ADH
& T 72 AEFIRLE T, NAT L— L RAORIDOKR— FTHELIP 7 KL AT 7 AL L
HETHE BT uy s SNET, &5I2. Twice NAT D4, NAT /L—/LDE(E G IP
T RUVAELE=FH LR NT 7 4 v 755 P T KL AL —ET 28545, s0eh— MR
< Ry 7ZENET, LEN-T, 58P T FLAICKH L THATENAMOTTD -
T4y ZIBIV— NV EBNMT HMNERHY £, 22X, A—brEHEEETICIPT R
ANZABRT 4 w7 NAT = V&R EL, A— FNEBL—LVOBAICENERETE ET,

G¥)

T H BN FRNDT SV r—a A AT g UNNERT ) r—3 3 (FTP.
VoIP 72 &) ZFEHT AL, NAT WEEIMICE D XY R— b 2B LET,

WIT, R— "EEFRELTZAZT 4 v 7 NAT OFOMOE RGO —#H %25~ L E T,
FATOTATA R—FEBRERELIZRAZT 4 Y9 NAT

WY ) —A~OINT 72 A% ff#LTEET, e xif, BAerFR—FTh—tv 2%
B2 3 DB DY —,3 (FTP, HTTP, SMTP72 &) NHEABEEIT. TR HDP—E
AT VB ATEHREZDDE—DIP T FLAZNHr—F IRt cx x4, 2%, 74
TUTAT A4 R NEWMERELTLAZT 4 vV NAT Z5%EL, 77EALLSELT
WAR— FMZESNWT, B—DOAEIP T FLAZEF—ODELWIPT FLAIZ v
VITHZENTEET, = NTEREOR—  (FNER 2L, 80, BLN25) ZfH A
LTWD7d, R—F2EHET L0 EIHY A, ZOFIOFREHFIETOWNTIL, FTP,
HTTP, 3L ONSMTP D —7 FL X (IR— NEMEZRIE LA X T 4 v 7 NAT) ZZMH

LTLEE,

EBEUNDR—EOR— FEBRERELIZREZ T4 v NAT

R— NEHAERTE LI AZT 47 NAT 235 &, PREHR— F LD O
R— h~DOEHS, TOWOEMREFATTEET, =& 21X, WNEE Web H— 3377 — bk
8080 ZfE T 254, A— b 80 I T 2 Z L 24N —VITFFAI L, TDO%, LHis
JEDOR— FBO8OIZIKT Z EMNTEET, AR, BEX =2V T 42X LIZEDDHITIX. Web
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B —wz0x57 v NaT

=P HEHELIAN DR — |k 6785 128 T D L O IR L., D%k, Bz R— bk 80IZRE
T ENTEET,

— FEBERELFZREITA49Y9 4123 —T 4 X NAT

ABT 47 NAT 1L, EBEOT RLAZA U H—T =2 AT FLAELR— NOMAED
I BT TBEICHRETEET, I2E 2L, T ADOHE A o H—T = A A
D Telnet 7 7 B AZNIHHRA MU XA L7 R TG, WElAARDIP 7 KL A/KR—
N23HBANA L H—T 2 AT RLVA/KR— K 23~y BT TEET,

—XEDRAZT 14 v NAT

Wi, AXT 4 NATIZ LK1 O V7 TRELET, LLEAICE-oTiE, 1o
DEBEDOT RLAZEBO~ v L7 T RLRIZERETAZERHVET (1 5%) . 1345
DAZT 47 NAT ZRET DG, BEORA NN NT 7 4 v 7 2T 5 & FITHKR)
@7/&/77rvx#@%éni¢ LL, AR NMZITCRIGSNTZ N T 7 4 v T DY
BBy T T RVASND N T 7 4 v 7 A TE | 1 DOEBEOT L RIZITAEH
SNFEHA,

WO, — R 1 KIZDRET 47 NAT > F U Fa Rk LET, EEEDOR A FRRKBT
L, BICRAD~ Y EL T T RLANMEAEND 20, EBEOKRA N IPRAIDO~ LT
IP DL, FREGANIIR T IR E# D BTN E 9,

7:—™EBDRET 199 NAT

Security
Appliance /
%
*10.1.2.2?' 209.165201.3 >
101227 Z 2091652014
-
{10.1.'2.2?' 4, 209.165201.5 i
Z :

Inside Er,(.‘Jutsit::he

7~ 2R, 101227120 — R R UHRFEETDHELET, BRIND URLIZSUT, b7
T4 T HEELWWeb =NV XA L7 FLET, ZOFIOREFECHONTIR, B0
~ BT T RLAR (RFT 4 w7 NAT, —%%) ZEHONEIn— K AT o325l L TL
7230,
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ovvery orut cegm

8:—XZBDRET 149U NAT DI

i ﬂ) ndo Translation
2091652015 == 101227

O |
}EI‘. |
%]
o L
[4]

Lindo Translation
2091652013 = 101227

Lnda Translation
2091652014 101227

R

H

\
J

et E= e

two<vvELT OFUF (FEHERE)

NATIZHE, 1AL IZ 20 TR DR, Zxih, 251 R EEROMEDOAS T 1 v
7Ny VT VAREATED LI FMUERH Y T, 11~y BT ERT IS
Yy BT EERT I LEBBD LEY, ZADOMOY vy BT AT Y a d T
LZRWER DS SEAET D FREMED O 1 £9,

WRERNIZIZ, OXBIE. LRZLRLTY, Lnl, ar7 4 Falb—va VRMEHEL T,
FEEDO~ v B TR —HTIEHA LN TRWEEN S LT, NEETLHEEDORT N AT
LCI®EDar7 4 Xalb—va B ERTAHIEE2HRLET, E2E Pxgosr
AT, PEOEBEDOT FLABRZHO~ vy € v 7 T FLARIBEICY y B 7 ShET
(AlZ1, BiZ2, CiX3) . T R_RTCOEEOT RLAR v BT ENE6, RICwyE LS
ENAT FL AT, BVIOEBROT RLRA Iy BV 7E&N, T_XTO~ v 77 RLAR
vy BT ENDETHITSNET (AlL4, BIES, ClE6) ., ZOfER, EEOKT KL
WL THEEO~ B 7 T RLVARMFET HZ LRV ET, 1x1E0ar7 1 Xal—
TarDEHT, ROy B TETNRRARTHY, UBEO~ v 7Tk, EEDORR
F~D T 7 4 w7 BZBFIATEETD, EEORZA MNLOTRXTONT 7 4 v 71%, HET
DRPD~ vy BT T RUVARETE2MHTE 9,

WO, —fRIIRDRIZDAET 47 NAT > F V) A &R LET,
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9:OHREDAZT 4 NAT
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Security
Appliance
{10.122? 209165201.3
101228 209 165 201.4
<
‘*10.1 227 7 209165 201.5
{10.1 228 ,_17 209165 201.6 g
{10.1 227 ‘{? 209165 201.7 ﬁ
Inside / Outside

SRV ELIISES 1 a7 4 X2 b—var T, v BV T RLRED EL DEBEOT
RUABGFIELET, EBEOT FLARRETLH LD bR, vy VI T RUARRELE
T, BGHORREE RETELDOE, & FLOEBOIP T RL AL~y 7 ani=7—n
DI Ty B T EBITHTEEEITTT, BYDEMOEEDOT RLVAXNT 7 ¢ v 7 %6tk
TEETH, IN6~D T 7 4 v 7 BB TCEERA, OV X —2 T 7 4 v 713, ¥
DA DS H>DOEFE (EEICIP, S0P, EEFEILAR— N, FER—F Frhan) 2ko
THYIRREOT LR IZiEInET,

GE)

L5t D E 713 %F 1 D NAT 1X PAT TlEdb W £8 A, 2 ODOFEBEDOKR A R FE CEETAR— k
FS &M L TR AR — "B LOFR U TCP 5i5eR— M7 7 AT 5881%, W0k
ZRRREICIPT FLRAIZEHREND &, T RLADBEANDH D 5ODZ T ILR—E TR
7=, WMAFOERN Yy hahvET,

WO, — B2 S/ DDA ZT v 7 NAT v F U A %2R LET,

10: 2]V DRAET 4y NAT

Security
Appliance
101227 209165201.3
«< >
101228 209 165 201.4
>
101229 ? 21931652013 »
1012 .30 ? .3?9.155.21??.4}
=]
101231 ,_7 219.165.201.3 » E
. 3
Inside / Outside

COXEICARET 4 v I N—=NEFEHTEZOTIERL . NHROBREENEE T T 7 4w
IR T DON—IVEAER L, FODT RLVARIZHEAF I v 7 V—VEERTDHZ L 2BED
L/i‘j‘o
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ARBFAYY 2y R T—=H FTPH FNAT FER— FEBRERELI=RAE T« v9 NAT DERE .

AR T4 2y bI)—9 AT FNAT £=1ER— FEREH
ELI=AZT 1Y% NAT DERE
COIETHEH, Xy M= FT7 V=27 ENATZFEHALTAZT 4 v 7 NAT V— /L ERET
5 HEICOWTIH L ET,

FIE

AT FHRERITEFOR Y NU—27 4TV =7 MINAT 2B 7,
cHLWA Y NY—2 A7 x s BT 521X, [Configuration] > [Firewall] > [NAT Rules]
%% L, [Add] > [Add Network Object NAT Rule] #7 U v~ LE£7,

POy NU—2 7T =7 MINAT #iBINF %121, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z#IR L, Fv NI —7 A7V =7 MEfRELET,

AT T2 LA T V=7 bOBFEE, ROT 4 —)V RIZEEZ AT LET,
e[Name] : 7=V b4, a~z, A~Z, 0~9, BEUF R, A7, hr~, FiziE
TUoH—=AaT7TOXTFEFEH LTIV, 4T 64 XFLUTICTALERHY £,
e [Type] : R A b, Fv NU—7  FoI3HEiPH,

* [IP Addresses] : IPv4 £721XIPv6 7 KL A, RA FOBFHIITHE DT FL A%, FHOY
BIEBET RL ALK TT KL A%, 7%y hOLEEILIPvE Xy hT—27 7T RLAPE
FO~27 (7z& z1E, 10.100.10.0255.255.255.0) £721ZIPv6 7 RLAB LIS L7 4 v
7 25 (=& 21X, 2001:DB8:0:CD30::/60) &= AL E3,

ATV T3 [NAT]Z 2 & a U FRENTOAVESIE, [NAT| 22 ) v 27 LTE s v a v 2B L%
D

AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A2 LET,

AT9 TS5 [Type] Ru vy 7 Z oo U ARG, [Static] 2R L £9,
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ABFAVI 2y b T—=9 F TP H FNAT Fl=(FR— FEBRERELE=RAE T4 v NATDRE

ano Add Network Object
MName: MyLBHost
Type: Host H
IP Address: 10.1.2.27
Description:
{NAT 2 |

™ Add Automatic Address Translation Rules

Type: Static

Translated Addr:

& PA

Advanced...

Help Cancel | [ oK | ]

B

=]

AT 76 [Translated Addr] 7 4 —/L R T, vy BV 7P 7 RLAZROWTNNE LTRELET, i@
H.1R L O% BV ST, BROT LA LRLHOY Y €2 ) 7 RUAERELET.
LiL, 7 RLADEB—ELAVNEA bSO ET, FMICONTIE, 2¥7 1 v 7 NAT (
48 =) EBRLTIESN,

¢ ARARMIPT RLAZATILET, ZHIZLY, RAM ATV FEFIZILR T D=y
vtk anEd, FNUAOEEIT, 31l O~y U7 BRI L E9, NAT46
F 721X NAT66 ZEHATIX, IPv6 X hU—2 T KL RAEHEETEET,

BRI Yy L, Ry NI—=2 ATV PEBERLET (38 L0ERy b
U=y AT Vw7 FEERLET) o IPT R LAOREIC 1 107y B /&5 1C
x ACOT KUAZBURIEE G047 V=7 FE#RLE T

o« (BN—=PMNEMEBRELIZAZT 47 NAT DBFEDR) A B —T =4 A4 5 ANIT D
M, ERFBRAZ %27 Y 7 L, [Browse Translated Addr] ¥4 72 7R 7 ATA
=Tz ABBERLET, TV ITN—T A R—=DAf H—T = A A%EINT 5
ZEIETEERA,

=i Interfaces
e
& outside

240776
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I Network Address Translation (NAT)
ARBFAYY 2y R T—=H FTPH FNAT FER— FEBRERELI=RAE T« v9 NAT DERE .

IPv6 1A H—T =2 A AT KL RA&ZMHT HIZIL, [Use IPv6 for interface PAT] F = > 7 R >
TABANCTDMERH Y £7, [Advanced] 27 V v 7 L TH—E R R — FEHH LT
RELET (FTFVART LU MNE—RTIE, A V¥ —T oA AEEETHLILTEE
TA)

ATv 7T ((FE) NAT46 DA . [Use one-to-one address translation] Z 4 212 LE9, NAT 46 DA
KOO IPvd 7 RLAZRAPIDIPV6 7 KL A, 2FHADIPvA T KL A% 2FBHD IPv6 7 R L
A LUFREBRIC 160 1 THAICAET 2 KO ICHREL LT, ZoF7 v a v a2iELR0WgGE
X IPVAOIAL G APMEN S ET, 151 EBROEEIE, ZOF—TU— N2 T 5 0E
B FET,
ATv T8 (EHE) [Advanced] %7 VU v 7 L. [Advanced NAT Settings] ¥ 7 2 7R v 7 ATIROA 7+ 3
VERELTIOK] &7 Y v 7 LET,
* [Translate DNS replies for rule] : DNS JSZEND IP 7 KL A Z 8 L F9°, DNS A > A7
AVPAR—=T MRS TNDZ EEHR LT EEW (F 74V FTIEA X—T LT
) o FEHNCOVWTIE, INAT 26 L72DNS 7 =) LISEDEEH x| 2R L TL
2S00,

+ [Disable Proxy ARP on egress interface] : ¥~ v B> 7 IP 7 KLV A~NDERF /Ty ho7a X
YARPET 4 =T NI LET, THFVARP DT 4 B —T /AL ME L 72 D ATREMEDS
HLOLRPUZDWTIE, vy BT T RLRAEV—TF 4 7 2B TIZEN,

s (TV oV ITN—T A N—=DA v Z—T = A AZHHE) [Interface] : Z D NAT L—/L %
WHT FEBEOA o F—T7 x4 X (FEfER) BIW~vy b7 A4 —T7xA A (3B5)
ERELET, T 74N FTE —Z TV oY Th—TF A R—Z R TRTOA
VH—T oA AT S ET,

s [Service] : R— NEWAZFRE LT AZT 4 v I NATZRELET, 71 ha/Lz@RL T
no, EEOR—F vy 7R R— AN LET, A— MESEZITBERMOR— MM
(http 72 &) ZfEHTEET,

ATv7F9 [OK]. #HWT[Apply]l &7 U v LET,

ABT 47 —VIN_HATHD (BhZEERORA NOMTHAT5) 72D, NAT L—
VT =T MIEAZT 47 =Wk LT, EHAINZ 1 DT D2 20752 F R LET,

Configuration > Firewall > NAT Bules
dadd - Fedt (Jodete ¢+ & | 3 B3 W - Q Find B Disgram <7 Packet Trace
Match Criteria: Original Packet Action: Translated Packet
- Source Intf Destintf | Source Destination Service Source Degtination Service
1 inside outside =L staticl 2\ HTTP_SERVER. fir- servicel =l static2 (S} 3 HTTP_SERVER | mr- servicel
outside insade Bl HTTP_SERVER B static? B service 1 B HTTP_SERVER (5} M stabtci e senvice 1
= "Metwork Object” MAT (Rule 2) [Tv]
2 inside outside Bl HTTP_SERVER & any xp hittp =4 209.165.201.3(5) - Original —~ K hittp =
autside inside @ any B 209.155.201.3 - hitp == Ciriginal - B HTTP_SERVER mee hitp E

Network Address Translation (NAT) .
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Network Address Translation (NAT) |
B <5710 Twice NAT E1-5K— FEBRERE LI R8T 1 v NAT OBE

AT 4y Twice NAT £ /=T R— FEBZERTEL-RI T4 VY
NAT D& E
ZOIATIE, Twice NAT 2 L TA X7 1 v 7 NAT V— /L 2R ET 5 HIEIZOWTHB L
7,

FIE

A5 71 [Configuration] > [Firewall] > [NAT Rules] Z3&R L T, ROWTNNEFITLET,
s [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U » 7 L£797,
* [Add] > [Add NAT Rule After Network Object NAT Rules] %7 U v 7 L%,
» Twice NAT —/L &R L C[Edit] 27 UV v 7 LE7,
[AddNAT Rule] ¥4 70 7R v 7 ARFRSNET,

800 Add NAT Rule

Match Criteria: Original Packet

Source Interface: == Any -- . Destination Interface: | -- Any --
Source Address. any E] Destination Address: | any
Service: any

aa

Action: Translated Packet

@ o

Source NAT Type: Static -
Source Address: == Original == E] Destination Address: | == Original ==
1_|, Service: -~ Original --
Options
¥ Enable rule

Translate DNS replies that match this rule

Disable Proxy ARP on egress interface

Direction: Both

Description:

Help Cancel OK

. Network Address Translation (NAT)



I Network Address Translation (NAT)
5T 14 v Twice NAT $ 13K — b EEEE L1287« v NaTOEE [

ATFYT2 (TP ITN—T A NR—=DA A —T =2 A AINE) FETA X —T =14 AL 0%E
A B—T oA ZAEHELET,

N—7 >y RE—=RTIL, 774V MIFEILEEWEOHT DA L F—T = A4 AT, WTan

FIEH T OAT > 3 N, FFEDA L H—T oA AEENTEET, 2L, 7V v¥ 7

N—T AU N—=DA B =T oA A=V EFTIRTHEEI, A F—T oA AZERT D

VERHY FF, Tany) [IZINHEDAL U H—T oA AREENTVERA,

a) [Match Criteria: Original Packet] > [Source Interface] K& v 7% 7 U A kb 2£EI0A1 &
=Tz A RAEBIRLET,

b) [Match Criteria: Original Packet] > [Destination Interface] K& > 7 # 7 U X kv 8561
VH—T oA AR LET,

i@ Add

Match Criteria: Original Packet

Source Interface: |inside V-i Destinabon Interface: | cutside Vi

240044

AT 73 [Action: Translated Packet] > [Source NAT Type] K= v 7% 7 U 2 ki, [Static] &38R L
F9°, [Static] 3T 7 # /L F DFHE T,

COBREITRETT FLACORBEH SN ET, SEEOEHIIWICAZT v 712k £1,
Action: Translated Packet |
Source NAT Type: |Static VI ‘%

ATV T4 X7y NOTEDIPvE E7I1XIPV6 DT KL A, DFYD  EETA L F—T 24 ARy NT—7
WCHHTDEZDOR7y hOT RV A (FEOREILT RLAR L~y B 75T KL R)
BRI LET, DN T Y FEEBRINTZ ATy ORI ONWTIE, ROKEZZRL TLEE

AN
Source Destination
ey (oueiy— [l
=f‘ T —o-"_'-'r i W -
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

= 192.168.1.1

10.1.2.2 —=10.1.1.1 >

Original Packet

a) [Match Criteria: Original Packet] > [Source Address] (DWW T, AR X %227V v 7 L TEE
TFOFxy NI—0 TV bEFITTN—T %N %), [Browse Original Source
Address]| XA TR TRy 7 ANLH LWAT V=7 NERFINV—T2ERLET, IPv4
T RUVARAEIPV6 T RLVADW T N—TICAND Z LT TEERA, 10X A T7720F

DEENTVWDOIMERHY T, 774V MIany TTR, 747 7 47 4 NAT % &
WTIEZ DA Ty a VEFERLRNTIZEI N,

Translated Packet

Network Address Translation (NAT) .



B <571 o5 Twice NAT E 13— FEBERE L1=R 8T 1 v & NAT DRE

b)

Network Address Translation (NAT) |

Hame a i [P Address Netmarsk

=i IPv4 Network Objects
=oAL 10.1.1.1 255,255.255...
(af DiviZnetwark1 209.155.201.0  255.255.255...

240775

({E:&) [Match Criteria: Original Packet] > [Destination Address] (Z 2\ T, ZBAZ %
Uo7 LTHFEOR Y NU—=0 FT7 V=7 b, =7 FlldA 2 —7 oA XA %8R
9% 7>, [Browse Original Destination Address] # A4 7 R 7R v 7 AMbLH LWAT V=7 K
FFZIN—T R LET,

Twice NAT D E7eBEEEIX, S80EIP T RLAZEDH I ETTR, 5EET RLRAFAT v =
VT, ST RLAZIEE LSS, COT7 FLRICAZT 4 v 0 EHREZRETE D
N BT AT T 47 4 NAT 2 CE £9, %6887 F LA ZEHET1Z Twice NAT
ERELT, EBEOT RLRIZHT 2R3y NT—2 ATV N J—TOFEREIX
FETCON—VDNEFFTT 2 & T, Twice NAT DMOFE O —ETERT5 2N TE
T, FEHICOWTIE, Ry FU—2 7Y =7 bk NAT & Twice NAT DLl (4 ~2—3)
EHZBL T I,

ATV TE Ny NOEBEINT-IPvA £72131IPv6 D7 RL A, DF V0 $iA v F—T A A F Y I
T—7 FICHBTHELEEDONry hOT FL AR (o BV TEEILT RUREEBEDRLET R
LA) ZFAILET, LEIZSEU T, IPv4 & IPv6 O TEHTE £,

a)

b)

[Action: Translated Packet] > [Source Address] (Z D\ C, BAZ %7 U v LTEEGFD
Fy NI—=0 F 7V NEIFTN—T %I 570>, [Browse Translated Source Address]
BATaATRy I ADLH LA TV NEZITN—TEZER LT,

ABZT A4 I NATOS v B 7L, BE 151 T, LERn->T, EEOT RL AL~y
BT RLAOEIIFEILTY, 72720, MBS U TR AHIZTH I ENTEET,

R MNEBRNRESNTZAZT 4 v 7 A H—T 24 ANAT TiE, v~ v 27 7T LA
DXy NT—0 FT V=2 NITN—TTIERL, AV F—T oA AEHFETEET, 1
VE—=T A ADIPV6 T KL AL T I, [Use IPV6 for interface PAT] = » 7 7R v
I AT AN LET, TV TNN—=T A NR—=DA A —T = A ZAEBEIRTHZ LI
TEEHA,

Source Address: outside O

| W

-3' Use IPvE for interface PAT 5

FEHNZHOWNWTIE, R— FNEWEBRELTZAXT v 7 NAT (48 2—) WL TLE
W, HREEINBAYYELTIPT RLRIZOWTIE, NATOHA RF A2 (82—)
ZERLTLSEEN,

(fE£&) [Action: Translated Packet] > [Destination Address] |22\ T, ZRAX %7 Y v 7
LTCEEFORYy NU—7 477 NERIFTNV—T %8RI 57>, [Browse Translated

. Network Address Translation (NAT)



I Network Address Translation (NAT)
R8T 14 v Twice NAT £ 113K — b EERE L5 7« v o NaToEE [l

Destination Address] # A4 7 27 ARy 7 AMBEFH LWAT V=V NELIZITNV—TEER L
\iﬁqo

AT97T6 (TR VyY—ERAEHOEFEIL—EA R— ME3sEEYy— X R—hEi#Bl LET,

« LDy NOEFITLAR— M ELITSER— N (EEORETA— MEREE~y B 75
JeAR— k) %51 L £, [Match Criteria: Original Packet] > [Service] (22T, SR ¥ >
7V w7 LTHR—FNERETLIRFOV—ERA A7 V=7 MEIRINT 57>, [Browse
Original Service] ¥ 4 72 7Ry 7 ANSLH LWAT V=7 M EERLET,

c BHSNT Ty FOREILR— FEIISER—F (Y U TEEILAR— FERIEE
BrDsEdeR— ) Z#%&B LE 7, [Action: Original Packet] > [Service] IZ- DWW\ T, A& >
7V w7 LTCAR—NERET LI FOY—E A 47V =7 MEEIRT 570>, [Browse
Translated Service] ¥4 7R 7R v 7 APHLH LWAT V=7 bEEKRLET,

P—ER ATVl ML, EREILA— N R— NOWGFEELZ LN TEET, EED
P—bR ATV by — A F TV hOWHIC, FETR— N E-I135E
TAR—=FOWTNOERETHALERSHY £F, THEHOT 7Y r—a URREEOEEIT
A— NEFEHT 256 (—30 DNS — 370 &) ITEELA— B LO%EEAR— MO %
BETHLENDH Y T2, BEEDOEEILR— MIO-IERESNERA, 7V b T
EETAR— P ESBRER— OB EZIBETDLZ EIXZEAED Y FHEALN, ZOHAITIF, T
DOy OV —ERA 4T V=l MIEBOEFETLHR— My B Snksmr— N3 E
FNET, BHINTNTy PO —E A ATV ML, vy BT ENZEE LR —
MEBEOSEHER— EBEENET, N— FNaEMRT 255, EEOV—ERX A7 V=7 b
Tubrartwy S =R ATV FOTa ha oW lERCICLET (2
il E B TCPIZLET) o TAT T 47 4 NAT Tik, EBEOR—he~voy 7 R —h
OWMFIZFE Y —ERA AT V=7 el TEEd, Inotequal (FELL V) | (=) JHE
FiIP AR — SN TWERA,

RITH 2R L ET,

. Yals! Add Service Object
Name: web
Service Type: e tCp T‘

Destination Port/Range: ' a0

Source Port/Range:

Description:

( Help ) ( Cancel ) (DK

Network Address Translation (NAT) .



Network Address Translation (NAT) |

B <551 29 Twice NAT £ (5K — FEBRERELIRE T 1 v NATORE

Match Criteria: Original Packet

Source Interface: [ inside ?3 Destination Interface: [outside :}
Source Address: obj-192.168.251.164 D Destination Address: | obj-172.25.23.32 G
Service: web [3
. Yals) Add Service Object
Mame: web_map
Service Type: | metcp v
Destination Port/Range: | 808(
Source Port/Range:
Description:
( Help ) (" Cancel ) ( Ok )
Action: Translated Packet
Source NAT Type: | Static 2|
Source Address: obj-192.168.252.128 B Destination Address: | obj-172.25.23.32 B
PAT Poal Translated Address D Service: web_map D

ATy T1 (FEE) NAT46 D4, [Use one-to-one address translation] = v 7 R v 7 A& A4 (2 L £ 9,
NAT 46 D¥Er, B IPv4 T R L RAZFMIO IPv6 7 LA 2FHAD IPvA 7 KL A% 23
HOIPve 7 K LA, LUFRERIC 1% 1 THRICAE#T D KO ICHiEL T, 2ot 7 va vz
BELRWEGEIE, IPvADIALGTAREH S ES, 13 1 EBBEOLEAIT, ZoF—U—F
AT OLERDHY £,
RATw T8 (&) [Options] HHIK CTNAT A7 a V&R ELET,
Options
E Enable rule
|_| Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Leokup route table to locate egress interface

Direction Both

Description:

( Help ) :’:_Cancel L f_ 0K j

* [Enable rule] : =D NAT b—/L & A F—T7 W LET, ZON—/UXT 74/ hTA R—
TR TV ET,

. Network Address Translation (NAT)



I Network Address Translation (NAT)
7457574574 NAaT [l

o (EEILHHL—/L DA [Translate DNS replies that match this rule] : DNS J&2 N @ DNS
AL a—REEXWZ £T, DNSA VAT L a U ing R—=T TR >TWD Z L ZHER
LTLESW (T7ANFTIEARX—TNANTT) , 58T RVRAERET 585, DNSE
EFRETEEEA, IO VTIE, INAT ZHL/ZDNS 7= U LIEEDEE ]
Z] BBRBL TSN,

« [Disable Proxy ARP on egress interface] : ¥ B 7 [P 7 RV ANDHERF 7y o7 m¥
VARPEZT 4 =T M LET, FMICONTIE, [~y By T RLRAEL—T 1
7] wBRLTIES N,

s [Direction] : /L —/ L% B FMIZ T 5 121%, [Unidirectional] 3R L EF, 7 7 4/ ML [Both]
T, W= ZHFAEIZT L L, 58T RLVABNEREDOT N A~OEwZ G+ 5 0%
MLk CE £,

* [Description] : /L —/WIZBA3 27 & 200 SCFLANTIB L £97,

RT9T9 [OK| %7V >7 L, fit\T[Applyl 22 Vw7 LET,

7AT2T4T 4 NAT

IP7 RLAZBEFICERTAIVEDHHNAT 2 7 4 Fal—ya VU ERETEES, 7-&
ZIE, NAT 283y NU—ZIZ#T5H0D, 1 ODOFy NU—27 % NAT LRIV 5 &0
) INELI N — VBRI T DA, AXT 4 v 7 NAT V— v ZER LT, 7 RLAZAFIZE
Bt B LW TEET, 74T T 4T 4 NATIZ, NATINH 7 FA T b T 7 4 w7 %2B
N HEEDOHSH, VE—K TV EAVPN TLETT,

WO, — T AT T AT 4 NATDOU T VA ERLET,

R11: 74 T>T 471 NAT

Security

Appliance §
209165201 1 2091652011
< >

209,165 201 2 § 209.165 2012

-

»

130038

Inside J‘fOutside

T TAT T 4T 4 NAT OFREFEIZHOWTHA L £,
TATUOTATA XY NI—9 AT FNAT DETE

COHETHEH, Xy "NI—27 7727 PNAT2EHLTCT AT T 47 4 NAT L—/L &%
ETHHECHOWTHALET,
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Network Address Translation (NAT) |
B 7770 xvro—0 4700 rNATORE

FIE

ATY T FHELEEFEOR Y NT—2 A7 V=7 MINAT B L £7,
LAy NT—2 A7z M4BT 521X, [Configuration] > [Firewall] > [NAT Rules]
Z3#I L. [Add] > [Add Network Object NAT Rule] #7 U v 7 LE£7,

BEFEOXy NU—27 A7 V=V NI NAT %3819 %121%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z IR L, Ry NV —2 A7 V=7 MafRELET,

AT T2 LA T V=7 bOBEE, ROT 4 —)V RIZEEZ A LET,
«[Name] : 7 V=7 b, a~z, A~Z, 0~9, BEUF R, A7, hr~, FiziE
T E—=AaT7OXFEHERA LTI, 4ENE 64 XTFLUTICTA2LERHY F7,
o [Type] : RA b, Fv NU—7  FIXHEPH,

s [IP Addresses] : IPv4 £721ZIPv6 7 KL A, R A hDOBFEITHE DT FL 2%, #HDE
BIEBAT RL ALK T T L A%, 732y hOBAIXIPVE Xy NU—27 T RLAB
O~z (=& ziE, 10.100.10.0255.255.255.0) F72I1XIPv6 7 RLABLOIT L7 4 v
7 25 (=& 21X, 2001:DB8:0:CD30::/60) &= AJJLE£,

AT9T3 [NAT] BEZ v a U PRFERENTWRWEAIE, [NAT] 227V v 7 LTk v a v 2REEALE
R

AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A4 2 LET,

AT9 TS5 [Type] Re vy 77X UR G, [Static] 28R L 9,

. Network Address Translation (NAT)



I Network Address Translation (NAT)
FA4FvFa54 2y ko—s A7y rnaToiE [l

ano Add Network Object
MName: MyLBHost
Type: Host H
IP Address: 10.1.2.27

Description:

{NAT 2
™ Add Automatic Address Translation Rules

Type: Static

Translated Addr:

Advanced...

Help Cancel | 0K

HaTE

AT w76 [Translated Addr] 7 « —/L KT, IROWTNDDOEIEEZITVET,

e EBEDOT RLAIHEH LEZOLFECIP T FLAEZASNLEST, 7TA4F 2T 47 4 NAT D
BE. ZOF T a U FARA N ATV FTOREREL £,

BRI L HE IV I L, Xy NU—I ATV FEBEINLET (ETEH LWy b
U—0 3727 FEERLET) o T RLROFMICT AT T 47 4 NAT ZRET
HEXIZ, ZoAXTva B FERALET,

ATv 71 (EE) [Advanced] 7 U > 7 L. [AdvancedNAT Settings] ¥ 7 12 7R v 7 A CIROA T 3
VEFRELTCOK]Z27 Y v 7 LET,

* [Translate DNS replies forrule] : 7 A7 > 7 47 4 NATICZ DA S > a VAR ELRNT
<&,

« [Disable Proxy ARP on egress interface] : ¥ v B 27 IP 7 RV ASDFEFE N7y ko7 m X
YARPET 4 =T M LET, TRFVARP DT 4 B —T AL NE L T2 D ATREMED
HORIUIZHONWTIE, vy BT T RVREAN—=T 4 T 2BRLTIIESN,

e =Ty RE—F, A% —T7xA A%FEE) [Lookup route table to locate egress interface] :
NAT a2 RICHRELTeA =T = A AT 200V V=~ Ny I T v 7%
HHLTHIA =T = ZREPRELET, S VTR, WO 2 =T =A R
DWRE] Z2ZRLTIIZENY,
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s

B 77257« wicenaT D

VH—T oA AZHEAINET,

Network Address Translation (NAT)

«[Service] : TA T T 4T 4 NATIZZ DA T a L ZRELRNTLEEN,

ATv 78 [OK], FW\T[Applyl 227 U v 27 LET,

ABT AT =N HHTHD BRlGEEBEORA NOMTHAIT5) 2, v—FLy
T F T a rEBIRLURWVIEY . NAT L— L T — T NNIRK AT T 4 v 7 — LTkt L

T, HHIAZ1 DT D2 50f7#FRLET,

Action: Translated Packet

Seurce Destmation SErVICR
= static? (5) = HTTP_SERVER Kt servicel
&l HTTP_SERVER (S) B4 stabci b senvicel
&4 209.165.201.3(5) - Original —~ e hitp
== Original - B HTTP_SERVER. He hitp

Configuration > Firewall > NAT Rules
Wadd - Fedt (Joeete + & 3 B3 B - Q Fnd B Disgram 7 Packet Trace
Match Criteria: Original Packet
Seurce Intf Dest intf Seurce Destination Sarvice
1 insde outside =l static] 2| HTTP_SERVER rir servicel
outside inside &l HTTP_SERVER. M stabc? P seracel
= Metwork Object” NAT (Fule )
2 inside outside B HTTP_SERVER & any e http
outside inside & sy S 209.165.201.3 b htip
» =L

TAT2T 4T 414 Twice NAT DX E

ZDIETIE, Twice NAT 2 LCT AT T 47 4 NAT b— LV ZRET D HFEIZHOWV TR

HLET,

FIE

AT 71 [Configuration] > [Firewall] > [NAT Rules] Z3&R L T, ROWTNNEFEITLET,

240708

o (TN YTV I N—T A N—=DA v H—T = A ATWHE) [Interface] : Z D NAT L—/L %
HWHTOERBEDOA L F—T7 =4 2 (FEER) BIO~ vy 7 A7 =742 (585k)

EHRTELET, T 74NV NTIE, —ET ) o TN—T A NR—Z RS TRTOA

s [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U > 7 L£797,

* [Add] > [Add NAT Rule After Network Object NAT Rules] %27 V v 7 L%,

» Twice NAT —/L&ER L C[Edit] 27 UV v 7 LE7,

[AddNAT Rule] A 7 0 77K v 7 ANFREINET,

. Network Address Translation (NAT)
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ATy T2

ATvT3

74707 17 4 TwiceNaT D& [

N1l Add NAT Rule

Match Criteria: Original Packet

Source Interface: [ -- Any -- 41 Destination Interface: [ == Any == [
Source Address: any - Destination Address: | any =1
Service: any

S

Action: Translated Packet

Source™WAT Type: | Static I
Source Address: == Original -- ._ Destination Address: [ = Original -- .\_,!
PAT Pool Translated Address Service: -- Original -- =]
ound Rob
] o interface PAT
Options

E Enable rule

|__ Translate DNS replies that match this rule

[ Disable Proxy ARP on egress interface
Lookup route table to locate egress interface

r

Direction: | Both .

Description:

-

{ Help [ Cancel ( OK )

(TN TN—T A R—=DA B —T = A AZNE) EETA L F—T oA 2B L%
WAL H—Tx A AEHRELET,

=Ty RE=FTE 774/ MOMMETRESETROWIT DA 2 5 =T x4 ZTE, WFhd

FIEHE T OA T a N, FFEDA LV H—T = AEENTEET, 2725, 7V v¥ 7

N—T AU N=DA B =T 2 A=V ETIRT HE XL, S U F—T oA ZAERRT 5

VENHY ET, Tany) [IFZHOEDA =T 24 ANEGENTVERA,

a) [Match Criteria: Original Packet] > [Source Interface] K& v 7% 7 U A hinh | 2EE501 &
=Tz A RAEBIRLET,

b) [Match Criteria: Original Packet] > [Destination Interface] K& > 7 # 7  U X kv 8561
VH =T A AEER L ET,

[@ Add NAT Rule

Patch Criteria: Original Packet
Source Interface: | mside :| Destinabon Interface: | cutside :J

240044

[Action: Translated Packet] > [Source NAT Type] K& v 7% 7 U X kb [Static] & 885 L
F£9, [Static] 2XF 7 4 /L FDOEETT,

COREFHEFELT FLRAZOARBEMSNET, SUEOLMBIHICAZ T 4 v 71220 £,

Action: Translated Packet
Source NAT Type: | Static ]

240042

Network Address Translation (NAT) .



Network Address Translation (NAT) |
B 77277« wiceNATOBE

ATV T8 Ry NOTDOIPVAETZIZIPV6e DT RL A, DFD EETXA L F—T A A Xy NT—7
FICHBT 2 &0y bOT FL R (EEOKELT RLAE vy B 75%T RLX)
ElBILET, Ty NEBBINTZ T FOFNIZONTIE, ROREZRLTLEE
W, ZITE, WERA NTT AT T 4T 4 NAT AT LET 08, SR A NE2L# L E

‘3‘0
Source Destination
E]I{T}f Sl ousiee)— )
— — AP o
10.1.2.2 NAT Real: 192.168.1.1
Identity Mapped: 10.1.1.1

10.1.2.2 -—-= 192.168.1.1

10.1.2.2 —=10.1.1.1 >
Original Packet

a) [Match Criteria: Original Packet] > [Source Address] {IZ 2\ T, A Z %27 U v 7 LTEE
FOXy NI—07 FT7 V7 NEFRIZTN—T%EINT %), [Browse Original Source
Address] A TR TRy 7 AMBH LWA T V=7 NETIFINAV—TE2ER L 9., IPv4
T RUVAEIPV6 T RV ADWN S % T N—TIZAND Z LT TEEE A, 1 DOXA T2
DEENTVWDIRENRDY £F, 774V MIany TT, ZOF T a L, vy
7 RUAL any ICERET DG AICOREH L E7,

Translated Packet

Hame ~ 4 1P Address Netmask

=i IPv4 Network Objects -
=oAL 10.1.1.1 255,255.285... [~
) DiZretwarkl 209.165.201.0  255,255.255. .. E

b)  ({E&) [Match Criteria: Original Packet] > [Destination Address] {Z-DW\\T, AKX % 7
Uo7 LTBEFEOR Y NI =0 ATV =7 b Th—=7 FliFA 0 F—7 oA ZA&ER
9% 7>, [Browse Original Destination Address] ¥ 4 7 2 7Ry 7 AMLH L WA T V=7 b
FFTN—TEAER L ET,

Twice NAT D E7efEREIX, S8EIP T RLAZEHDH I ETTH, 5ET RLRAFAT v =
VT, ST RLAZIE LSS, ZOT7 FLRIZAXZT 4 v 0 EREZRETE D
N BT AT T 47 4 NAT 2 CTE£9, %6887 LA ZEHETIZ Twice NAT
ERELT, EBOT RLRAIKTE2Ry NI —2 A7V b A=A E I
FETONL—/LDIEFAT T 2 & T, Twice NAT D ORE O — 275+ 52 LT %
T, FEMIZOWTIE, Ry NU—2 F7 =2 k NAT & Twice NAT Dl (4 ~—3)
EZBLTLEIN,

R—"ERAERELTEAZI T AT A B —T A ANATIZRY, A v Z—T oA A%
BIRLET, /X —T oA AZEETIHEE,. LTV —ECALTHBERELE T, 75
WZOWTIE, A= NEMAERELILAXT 4 v 7 NAT (48 X—) ZBRLTLKEX
A

ATYTE BHRINTZ ATy BT RLREZHHILET, DFEV, kA v F—T =M A Ry bT—Z
FRENDNNTy BT RLVR (wy B 7 REILT FLALFEROSET FLRX) T,
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74727 17 ¢ TwiceNAT0EE [

a) [Action: Translated Packet] > [Source Address] (Z DWW T, AR Z %27 Y » 7 LT [Browse
Translated Source Address] % 1 7 12 77K » 7 AN HHEBEOREFEILT FLAITER L b D &
FUFRy hU—=2 A7 V27 bERIFIINVN—T 2R L £, EBEOT KL A(Zany &5
ELSA T any 26 H L E9,

b) [Match Criteria: Translated Packet] > [Destination Address] {22\ T, BRAF %27 U w7 L
THFEOFR Yy VU= A7V =7 b EIFZTNV—T %38IRT 50>, [Browse Translated
Destination Address] %4 7 2 7Ry 7 AMBH LWAT V=V NELIXITNV—TEER L
£

ST RVADT AT T 47 4 NAT TlE, EEDOT FL AL~y 7 7T RLUADM
FIZBIZR AT V= bEREFEINA—T2FEHLET,

SETET RVAEBEWMT DG, A¥T v 7 v~ v B 71E, BF 131 T, Liedio
T, EBEOT FL AL BT T RLAOEIZFICTY, 72720, REISUTERD
BT HZENTEET, FEMICONTIE, A¥T 4 v 7 NAT (48 ~<X—) ST
LW, HESNA~YELTIPT RLARIZOWTIE. NATOHA RT A2 (82—
V) BEBBLTLIEEND,

ATY76 (R V—EALHMORE LY —E R R— b ELITEF— A A= &l LET,

c LDy ROEEITLAR— M FEITSEEAR— b EEOEE LA — hERIE~ vy v U5
JeAR— k) Z#5I L %9, [MatchCriteria: Original Packet] > [Service] (22T, SR ¥
Vw7 LTHR—bERETIHEDT —ERA T T V7 FEEIRT D), [Browse
Original Service] ¥ A4 7 0 VAR 7 ANBH L WA T V=7 MEER L ET,

« BHAIINT- T v FOREILR— P EIFSER— b (v B ZHERAR— PEREE
BEogEeAR— k) Z#5BI L £ 9, [Action: Original Packet] > [Service] IZDW\TC, ZAR ¥ >
7V vl LTHR—FERETLIHRFOV—EA A7 V=7 MERINT 57, [Browse
Translated Service] ¥4 7 2 7Ry 7 ANMBH LA T V=7 FEERLET,

P—ERA ATV ME, FEIXR— FESER—FOWMFZELI ENTEET, EED
P—bERA ATVl b BT =R AT V=7 bOWHIZ, EELA— b EIF5E
HAR—RFOWTNNERET HHLENRDY T, THEAOT 7Y r— a UBREEDOEET
R—RE2EHT 2546 (350 DNS — 372 &) ICEEEA— FB X O%ER— hoili %
BETAMLERDHY T2, BEDRELAR— MNIV-RIEASNERA, 727 FT
EETR— P ESER—FOTFEIEETHZ LITNFELEAEH Y FHAN, ZOEAITIE, T
DTy NOY—E A FT V=7 MIEBOREITLAR— M~y B 7 SN — Mg
INFET, BHEINTEZTry PO —ER ATV ML, v~ v U7 I ELR—
MNEBOSEER— MR EENRET, N— MNEERT 2856, EEOV—EX A7 V=7 b
Jubhartwy S - RA ATV b7 balomFERICIZLET (ZEx
X E S TCPIZLET) o TAT T 47 4 NAT Tlit, EBEOR— e~y 7 HK— kK
OMFIZFR Y —ERA ATy N TExET, Tnotequal (FELL 72V | (1=) HE
FEHAR—FENTHERA,

WA R LE T,
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B 77257« wicenaT D

ATvIT1

Name: web

Service Type: [ m tep

Destination Port/Range: | 80

Source Port/Range:

Description:

.'[ Help ) l:l:am:elj E—"GH

Match Criteria: Qriginal Packet
Source Interface: [ inside

I#]  Destination Interface: [ outside

Source MAddress: obj-192.168.251.164

D Destination Address: = obj-172.25.23.32

Service: web

Mame: web_map

Service Type: [ 1 tep

Destination Port/Range: | 808(

Source Port/Range:

Description:

.': Help ) [:CanceI:] E‘-Ull 3

Action: Translated Packet

Source NAT Type: Static

B

Source Address: obj-192.168.252.128

_| PAT Pool Translated Address

({EE) [Options] fEIK T NAT 7> a v %

ofa]:

D Destination Address: | obj-172.25.23.32

G Service: web_map

BiELET,

00

. Network Address Translation (NAT)



I Network Address Translation (NAT)
naroe=5y>5 I

Options
™ Enable rule

| Translate DN% replies that match this rule

Yirection

Description:

Help ) ( Cancel ) G0k

s [Enable rule] : Z D NAT L— V& A X —T W LET, ZONL—)UIT 74 /L K TA F—
T o TWET,

o GEEILEANL—/LDA) [Translate DNS replies that match this rule] : 5657 K L A %%

ELRWEATHLZOF T v a v EFERTEETN, 7 RV RAZZNAHITEBRLTWD
DT DNS IBEIMEENRLE RN, O T > a  NET AT T 47 4 NAT 1213 A
SNERA,

+ [Disable Proxy ARP on egress interface] : ¥~ v B 7 IP 7 KL A~NDERF Ty ho7a X
VARP T 4 =T /U LET, FEICOVWTIE, [y 7T RLREL—TF 4
71 BERLTIEEN,

s NM—7 v RE—R, £ ¥ —7 =1 A%E) [Lookuproute table to locate egress interface] :
NAT 2~ RIHRELEA v F—T = A 2R 2RI R0V, v—h Vo o7 v 7%
EMLTHIA =T =2 R RELET, FEMICOVWTIE, A F—T=A R
DRE)] B L TLLTZEW,

* [Direction] : /L —/ L% HFHIZT HIZIE, [Unidirectional] i8R L 9", 7 7 4+ /L ~ i [Both]
T, M= VEZREFMICTDE, NTT7 4 v I REBRDT RUA~OERZRET 0%
B CEET, ZOREIX. TAMOEDIHERTIIHAERHY 7,

* [Description] : /L —/VIZEAS 270 & 200 SCFLANTBIN L £97,

ATy T8 [OK]EZZ7 Vw7 L, T [Applyl 27 Vw7 LET,

NATDE=Z') 25
D=5 NAT IZRT 57 7 72K RTEET,

+ [Monitoring] > [Properties] > [Connection Graphs] > [Xlates] : {# H H @ xlate 3 & O b &
N T2 xlate 2377 5 121%, [Xlate Utilization] 77 7 Z38R L £ 3, ZiuiL. showxlate
o< ]\\\ & IEJ/E‘:]S:T?_‘O

* [Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] : NAT D /X7 #+—~< A EH %
FoRT 5121, [Xlate Perfmon] 777 7 2@ L £9°, 24X, show perfmon =~ Kb
O xlate i # & [R5 T,
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B woe=

NAT O & &
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F3v b
TA—LY)
e 1) —2X 5 BA
X NU—2 7Y/ b NAT 8.3(1) Xy NI—2 ATV 7 hOIP T KL AD NAT %%
ELET,
WROBEMAZANEIITEHE S E Lz, [Configuration]
> [Firewall] > [NAT Rules] [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]
Twice NAT 8.3(1) Twice NAT Tl, 1 DD/L—/LTERETLTT FLAB IO

5097 R L ADMWT il T& £,

WO R NE T Z41E L7, [Configuration] > [Firewall]
> [NAT Rules],
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Nt oEE |

HaE

iy

TS5y bk
T4H—L4L1)
)—X

B

TAT T 4T 4 NAT D% ENAlRE R 7 1
FYARP BLON— Ly I T v

8.4(2)/8.5(1)

TATYT 4T 4 NAT DLUHIOU U —ATlE, Fax
VARPIIT 4 =T M EN, A2 —T = A R
DOWEIIEFIZNV— b vy 7 Ty IREH ST E
L7z, INHERETHILITTETERATLZ, 84(Q)
Pk, TAT T 4T 4 NAT OF 7 /L FEMEIZfh O
AXT 4w I NAT 27 4 X2 b— 3 OEMEIC—
BIdL2EEsNnNE Lz, Zhucky, 77400
TR FY ARP (34 F—7 &, NAT 27 ¢

Fal—valiZhOVHNA v Z—T oA ADBREZ I
HEDIRVELE FEESNTVWDLIEE) ., ZIbD
REEZTOEFFERITLLTEETL, @A x—7
NEREIT =TT DL TEET, BEDOXA
2T 4 v I NATOTF xS ARPET 4 B—7 T 5
TEHLTEDIHITRHoTVET,

83 LV LRHIDEREDSGE . 8.4(2) LAFE~D NAT ik
JL—/L (nat0access-list 2~ > F) OBITIZIE, 7r
¥ ARP %7 4 £—7WIZT %5 F— T — K no-proxy-arp
BROV—F Vo7 v T EENTHF—U—F
route-lookup 3% ¥ 9, 8.3(12) B LU 8.4(1) ~DBAT
\Zf# F & 7172 unidirectional % — U — Ri%, BT 4
SN0 E LT, 83(1). 8.3(2). 8.4(1) 75 8.4(2)
Ty 7= R 5L, B2 R 2720,
RCODTATYTATANAT AT 4 Falb—a
\Z no-proxy-arp % — Y — K & route-lookup ¥—7 — R
WEFEND XL IHIZ72 > TWET, unidirectional X — 17 —
RIZHIBR SV E LT,

ZOWRDHEFEMNEL SLE L7z, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object] >
[Advanced NAT Settings], [Configuration] > [Firewall] >
[NAT Rules] > [Add/Edit NAT Rule],
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B wors
73wk
F+—L4LY

HEER IJ—2 e

PAT 7’—VEBLOTZ v Rrey 7 R XA
VNG

8.4(2)/8.5(1)

1507 RLADRKDYIZ, PATT KL ADF— L5248
ETEDXHT20E Lz, £72, A7 3T, PAT
7 RLVADOTRTOR— M EHFEHLTHL S —LNOK
DT RVAEERTZDOTIZRL, PATT KLAD T
T ReE B Y CEALS RX—TMITHIELTEE
T, ZHDHOKEEIZ. 1 DD PAT 7 FL A TEH D
B AT> CODIEAIZZIND DoS WEBOX G L 72D =
EERIETADICENLLET, R OREICLY, £
BDOPAT 7 LA Z IR ETE ET,

ZDOWDEH AT I4LE L7, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT
Rule],

7 Ra by PAT 7—/LVEID YT T, BE [8.4(3) T Ra b BN YT TPAT F— L2+ 5% & X
FOFRANDEICUIP T RLAZEHAT S W2, BA NMIBEFOEGERH DGH. TDHRA RNLOD
Bt OBEGE T, A — M AMEH ATEE TH VLR U PAT
IP7 FLARNEHINET,
EREINHEEITH Y TR A,
Z OBEREIZ. 8.5(1) £721% 8.6(1) TIXEATE £ A,
PAT 7— /L@ PAT R— ~D 7 F v ki | 8.4(3) AT 2%5E. EEOREITR—  NEER~ BT

R—MIFLTHERESNES, 2L, EEOR— R
ERTERWEARIE, 7740V T, vy BT R—
MIEBEOR— FEE LR UA— hGEH (0~511, 512
~ 1023, BLU1024 ~ 65535) mHBBRENET, £
D=, 1024 LD H TFOFR— ML, /NEWVPAT 7' —
IVDIHRBH D FT,

TALAR— NG EERT LD N7 7 0 v I BB B DY
BlX. PAT V=NV EMHT 5 L EIT, A XH8RRD
3OoDBOMRDLVICT T » MR — M AFEHT 5 &
INTHRETE E 9, 1024 ~ 65535 £721% 1 ~ 65535 T
R

ZORDEHENEL SLE L7z, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT

Rule],
Z ORI, 8.5(1) £721% 8.6(1) TR TE £H A,
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Nt oEE |

TS5y bk
T4H—L4L1)
HERER )—= ELE)
PAT 7 — /L D HLEE PAT 8.4(3) A PATIP 7 KL A TIE, K 65535 oA — k&2 fEH

TE X1, 65535(HD AR — h TEHN AR5 78581,
PAT 7 — %t U CTHEIR PAT 2 A X — 7 /LT H 2 L
NTEET, JEIE PAT Tix, BHEHROEET KA
EIR—FEED, IPT RLATETIIRL, H—E X
T 65535 HDR— FAMER SN E T,

ZOWDEHNEF Z4E L7, [Configuration] >

Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT

Rule],
Z OBEREIZ. 8.5(1) 721X 8.6(1) TIXEATE £ A,
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B wors
TS5y bk
T4H—L4L1)
HEeS )—2=R Bz
VPN ET7DOua—h/LIP T KL ZA&2H8 L T |8.4(3) Fhiz, WEry hU—27 T, By Y Ton/-ue—h

BT DOEEEO P 7 R L AT H#) NAT
JL— )

IP7 RLATIZRL, VPNETOEEDIPT KL A%
AT 2BE1/H Y £4, VPN CTldds. WNEx > b
U— T 78 AT HD, BoYTobni-a—nb1
IP7 RLABRETIHEESNET, 272 L, N —
NRBLORY hU—7 X2V T 4 NET OFEEED IP
T RLVARIZESSEEREIC, va—AVIPT RL A%
L CET DOEEONRTY v 7 IP T KL AR THE
BRHY ET,

ZOBEREIX, hU RV TA—T T LT DDA U H—
T2 ATARX—TINZTHIENRTEET, VPNt Y
Va UNESLETIRUIBI S NS & AT Y27 R NAT
J— L EIZENNE L OHIFR S vE T, L—/Lidshow
nat 2~ REFEH L TERRTEET,

N—T 4 T DRIED TS, T OFRENME TGS
L. ZOMREOHERIFHSE L A, ZHEHAOR Y
U — 7 & OMEED BHE A MR 5121, Cisco TAC IZ
BREWADLELZIV, ROFIRFHEAHERL TIEE
AN

« Cisco IPsec 33 & O* AnyConnect 7 7 A 72 N DFHH
PR—bhSET,

eNAT RV —BLIOVPNRY > —2HMH IS5 &
AN, XTI IPT RLVA~DY X —2 bT
T4 TIZASACNV—T 4 VT EINAEVENDH Y
F7,

e d— KNRTF v E Y R— SN EHAL Ob—
T4 T OREDD)

cm—=3Iv7 (RNTY o7 IPARE) FHFA—-FSh
o

ASDM TliiZa<wy NiZdbAR— S EHA, 2%
VRIA Y=V EFERALCa~v L REAALTLE
S,
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nat oEE

HaE

iy

TS5y bk
Th—LY
y—2

B

IPv6 1D NAT O AR — k

9.0(1)

NAT 23 1Pv6 N7 7 4 v 7 & HR— R T 5L 512720,
IPv4 & IPv6 ORIOZEH AR — hSivEd, IPv4 &
IPv6 DREIOZE#L, FTF AT L v kN F— R TIEH
R—hSHFEREA,

WOHEENEF SILE L7z, [Configuration] > [Firewall]
> [Objects] > [Network Objects/Group]. [Configuration] >
[Firewall] > [NAT Rules],

Wid| X DNS/Lw 7 7 ZH O NAT DR —
K

9.0(1)

NAT /L—)LI3A 2 —T JVIZ ST DNS A VAT ¥ g
V&S B IPv4 NAT, IPv6 NAT, B X UNNAT64 %
EHT %6, NAT 35| & DNS vy 7 7 v 7D
DNSPTR L a— ROE#Z VR — T 5L 912720 F
L7,

Per-Session PAT

9.0(1)

Per-session PAT #REIZ L > TPAT DA —J Y 7 ¢
NEEL, 7IFAZV U TOGBEIZEA L N 2=y b
WA O PAT Bl A fEH T 5 K 9512720 £,
Multi-Session PAT ##ftiZ, v A ¥ — 2= MIEzEL
TVvRAY—a=y NEAE LT HLERDHY 77,
Per-SessionPAT 2 v 3 g VO THRIZ, ASADS U &
RASREE &, REEIC xlate BHIBR SN E T, 20Uk vy
MZ&oT, = F /— NIZBNEEICEER & fRR L,
TIME_WAIT IRAEZ [ElkE L £ 97, *FHAYIZ, Multi-Session
PAT Ci&, PAT ¥ A4 A7 U bBMERENET (T 74
RT3 , ey b= KTV b T 7497,
72 & ZIX HTTP X° HTTPS DA 1%, Per-session FERE(Z
XoT, 17 RLATHR— F INDEHRN KR
9252 E03HY F9, Per-session EHE 2 {F F L 72\
Al FFEDOIP 7 e ha/uizxd 517 KL ADERK
BEGERIIHY 2000/F0 T4, Per-session HEHE % (#4235
ABlE. BEDIP 7r ba iz 5 1 7 KL 208k
HIT 65535/ K] T A 7 H A LT,

T 74N R TlE, TRTOTCP b7 7 1 v 7 B X VUDP
DNS k7 7 ¢ w7 H3, Per-session PAT xlate % i F§ L &
9, Multi-SessionPAT W B LT HNT 74w 7 T2k
Z X H.323, SIP, Skinny |{Z%} L T Per-session PAT %7 ¢
=T NI T BHIZIE, Per-session fEG /L — L 2 ERL L E
7

WOME AR XLE L7z, [Configuration] > [Firewall]
> [Advanced] > [Per-Session NAT Rules],
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HaE

iy

TS5y bk
Th—LY
y—2

B

NATL—L =P DRI ri g2 a
Ty hETH

9.3(1)

A FZ—TINDOEPA . NAT L— /LD EHFITL—/L 2%
ANDFETHRICEH S, V—IVRBEDNT y—< R
WCHBRRIFTZL1TIH 0 FHA,

[Configuration] > [Device Management] > [Advanced] > [Rule
Engine] i |2 NAT 3 BIIS NV E LT,

X4 U7 Z L— K NAT O¥LE

9.5(1)

Xx U7 7 b— REITRBUE PAT TiX, NAT T1JE
WZ12DOR— MEHZEID B THOTIERL, FHA L
WCAR— b7y 280 Y THZENTEET (RFC
6888 ML TL7Z&WY)

[Configuration] > [Firewall] > [Advanced] > [PAT Port
Block Allocation] =~ > R2NEM &AL L7z, [Enable
Block Allocation] 473 = 7 k NAT 3 & O Twice NAT
AT TRy 7 ANBINESIE LTz,

SCTP IZ%f 3 % NAT R — k

9.5(2)

ABT AT Xy hT—7 ATV =7 hNATL—/|Z
SCTPAR— hMAFRETEDL LRV E LT, AFT 4w
7 Twice NAT T? SCTP DfEHIFHERE I EH A, ¥
A F 3 v 7 NAT/PAT |% SCTP Z ¥R — F LTV EH
oo

WOME AT vk L7z, [Configuration] > [Firewall] >
[NAT] @ [add/edit static network object NAT rule],
[Advanced NAT Settings] %1 7 12 77K v 7 A,
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