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ZOETIE, ASA M 280 M. E7id. ASA &5k & 2 H OB 2 e
B IFEIZHOWTIBH L9,

« PEeaR EICBET AR (1 =)

-%ﬁ@&% (2~_—2)

cFEROE=F Y T (22 %—=)

o Ploiax @EF (22 —Y)

i

XEICEET S 1FH

B OREIL, ASAZRHTAHATCP 7 —2 D T 7 v 7 8O EHICHET S &
FMERE TR SN E T, I OMEEIX, FFEDOT —E A ERMT D1 DICRET D4R &
IR —R 2 FTT,

BEROBREITIZ, WBPEENTVET,

cIFEIFELTO LD ANV BALALT I ?NT®7B%NW54A77F’
T 7 MENRDH DT, REIOBHGROUIMAREAE L2 GBIl DB T a—r L A LT T
FNEEETHMENDHY FT,

;I TAVI VSRTEDERIALT O =R R —Z2MHL T, FFEDH
ATDRT T4 DT a—rSVWEALT Y e EEETEET, IXTONT T4 v 7

I FADZA LT Y MIT 74N MERH DT, TNODEEHRET H2LEITH Y £
/\Jo

EHHIRBE TCP RITRIE: 7 7 4L FTlX, ASA Z2RRHBT 5 (F7midgEit s 35) B
@ﬁ*ﬂ@i%@iﬁh P—bERA RV — V=NV EFEHLTREDNT T4 v T 7T
ICHIBZFRET 2 2 & T, —ERE (DoS) WENLY— N {f#ETEET, §
\@%%u(HPA/L/I4&%ETwa&w@%@m) ZHIBR AR ETEET,
ZHUZED, SYNT T T 4 VT HENOR#ESINE T, WIHEGRORIBE B2 5 L.
TCPIATZE = v AR —R ME, 7aX UEHICEAE L TEORERIMH S TnDHZ &
EHERLET,

* Dead Connection Detection (DCD; 71\ w RIEERHE) 714 NV A LT Y NORELE
2T OB L b K oiz, SIS T A FARREIZ 72> TH AR 2RI
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%454, Dead Connection Detection % A % — 7 /LZ LT, 7 A R/WVIRRETH A RN b
WAL CENEMERTT 2 2N TEET EROTA ML A ~v—% Uty b5 LT
£oT) o TA KA ZEZ 272N, DCD IR O 71— 7 %%EF LT, #
WMNRENTHL ZLZMBUTREELTNDNE ) &R LE T, show service-policy =
~ v FHIZIE, DCDMODT 77 4 BT 4 BERT DD T U EREENLTNET,

TCP O—4 2V AMDS A LE : D TCP ##ii21L 2 DD ISN (FIH# > — 7 o A%
) BEVLBTHENTEY, ZOHIBD1DEF 7 I7A T FTHEEES, o 12EY—
NTEMRSNET, T7iWkTi4%Ai FE1F & FAT O 5 [F Tl 95 TCP SNY

DISNEZT XM LET, T F i V WEEDH LWEERLICEER S D ko
ISNZTHLTHLWE Yy g rand “/“va?‘a“é@%ﬁﬂjtbiﬁ“o MEIZIS T T, b
T4 PITARATEWE T MMEET 4 =T NMITHIENTEET,

TCP EEFRIE : TCP / —~ T A Fid, BTy " ORELET, —HD XA TDR
by NEEENT T 47 75 ATURT A HIEZHRETEXFET,

TCPRT—FNAIR : Xy NT—T TIHMNHN—T 4 TE2FERTINE I DET =
795 TCP AT — h /XA NRATEET,

SCTP R T— b /8 /3R : SCTP 7' b I /VHEEN X EE 21T UL, Stream Control Transmission
Protocol (SCTP) DAT— K7/ 4 LV ART g VaNARATEET,

JA—0OA78—F: 7e—MANICHEE TV EX N 2BEH A 7e—Rand
N 74w 7 %L TCEBIRTEET, 70— RiZLkoT., REET 7 A /LOlEER
. T —HERKRT ) = g DR T — AR LSRN TEET,

PefellR, %A L7 v b, TCPIEHUL., TCPI—4 v ZAD T & MMl Tk ATREFERT (TTL)
DF 7 VAN, FEAEDFR Y NU—Z(ZEWRT 740 MERH Y £, Zhb0H
mw&ﬁﬁ%gkﬁémm\@a®gﬁﬁ%b\*yh?—&ﬁ%ﬁ@&%ﬁ@&ﬁ B 5%
G, FRERHMOT A RV ¥4 577 M XD REREGRUWNBE LGS OHRTT,

Z DM OB BRI 2> TVWET, ZNHDF—E R *&%@%~tx&bf

TiFER, HED NI 7427 I TAZDOHFEELET, _Z"L’B@*ﬁ% RO DO EE
TWET : TCPIRITAE, TCP A7 — k /XA /32 Dead Connection Detectlon (DCD; 7 v KE2
) . SCTP AT — h NA XA, 7u— A4 7a— K,

RO—RZ2FIATIZ, BAONLD TN TOEROBREIC OV THALET, LEIS U TE
KT OREZEBALTIIZEN,

FIE

Ia—sN )L HA LT T RORE (=) , INLOREF., T3 AZ@iET 53T
DIFT 74w 7R LTCEFESFERTE N ANDT IHNL DT A KAV EAL LT 7 NEEEL
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

so—nn a4 679 rozz I

F9, FHOX A LT MIEV Uty NSNS ERICHERS 551X, £F 72— L X
ALTY REEHELTILEEZN,

SYN 77 v K DoS WEB /)b DY — "D (TCP R1T7%215) (6-3—2) ., ZOFIEEfE
HALT, TCPRITZEEZRELET,

FLH 72 TCP /X7 NWBRD ) A X~ A4 X (TCP~ v, TCP / —~T7A4H%) (8 —=)
HBEEDKNT 7 4 v 7T ARZONWTT 7 44 D TCP EFULOEMEEZEFT T H54H)
FERBIN—T 4V TDTCP AT — F F =7 DA /XA (TCP AT — F XA X)) (11 %—
V) (ZDEATON—T 4 TBREND DHE) .

TCP v~ U ADT U A LMEDT 48 —T 0 (14X—) (T74/V DT F PMMEBFE
DG T —H AT T TV L TODEHE)

K7 o —o47a—F (15—V) (2rta—TF 4V ITEHMOT -2 X —DR
T =< AERETHLERDLILE)

FEDRNT 7 4 v 7T ADHEROBKE (TXTOY—ER)  (19—2) , ZiuE, HEi
OFEEAOWHTFIETT, ZhHOFEF, y—ERXA KRNV — L—&HHLT, FFED b
TI74w 0 VITADTa—=NVDT 7V Mgk EEZTEET, b0 — LA L
T, TCP ) —~TFA VDI AX~A X, TCPY—4 L ADT o H IMEDEE, iy N O
FRERFE OT 7 U A b, BEROZEOMOFT > a VREREOFEE LTV E T,

78—V B3A LT MDEFE

ATy T
ATy T2

SFESERT e baroERATy hEEHAT Y O T — NV T A RV XA LT Y N
MR ETEET, HWELETA RAMOR A e v NBMEA SN2 7286, VY —RiT
ZENTNB =R ENE T,

Ta—r\)V ZA LT T NeERTLHE, P—ERA R —ICLBFFED T T4 v T Ta—
I EEETEEH LT 74V DX A LT 7 MR EINET,

FIE

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] % 34X L ¥ 7,
EEFTHHALT T NORY 7 AZF AL THLWVMERZ AN THZ LT, XA LT U Mok
ELET,

FTRTOHMNE hhmm:ss TEATERR SN, 1ZLALEOBFE, RKRBIFIE 1193:0:0 T,
[Authentication absolute] & [Authentication inactivity] &< T X TOLZAIZEBNT, F= v
Ry JRAEFTICTDHE AALT T IRT 74V MEICREY 3, ZhB2008/ICF =y
IRy P RAEF7IZTHT I, FILWER I EICHZEGET 222 B LET,

AA LT T 4 B—=T 02T 5120, 02 AN LET,

* [Connection] : it A 2 v NP INDETOT A FOUVRERE, ZO#MIZS Ll Bz 5
VERHY ET, T 740 T 1T,
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[Half-Closed] : TCP/~—7 7 0 — X2 U5 E TOT A RAKEH, H/MX308TT,
T 7 &V ME 10 53 TT,

[UDP] : UDP £kt 2#PH U 5 £ TOT A RVRER], ZOHEIZ1 2L EIZT 208X H D £
T T 7 AN BME2H5TT,

[ICMP] : &M% ICMPIRIEDN K T HETOT A R, F7 41 b (BRI
X2 #MTY,

[ICMP Error] : ASA 73 ICMP = 2 —G5& /37 > M &5 5 LT 5 ICMP #4#i 2 HIbR T 5 £
TOT A FVEFET, 0:0:0 225 0:1:0 O, F721% ICMP timeout fED VT FLAMEV T
T, T7HNVEMI0 (T oE—TN) T, ZOXA LT T MHPELT, ICMP A > A
JvarEAICT DL ASATIL, = a— 8B ZE SN D &3 ITICMP £t % HIlbR
LET, LR TED (TTIAL N EHICAER SN2 T X TDOICMP =7 —
ITEE SN E T, ZDOX A LT 7 MIICMP B OHIREZ B HE 50T, HE/R ICMP =
T—hZETEET,

[H.323] : H.245 (TCP) 3 X TYH.323 (UDP) A7 4 THiftZ AL 2 £ TOT A RV,
F7 b (BLOYR/N) 15T, H245 & H323 DWTFND AT 4 THHICH R L
Pt 7 7 U NERE ST\ AS T, H.245 (TCP) #%#5ii% H.323 (RTP B L (XRTCP) A

FTATHRET A RV EA LT bEFLET,

[H225]: H225 ¥ 7+ U U 72 U5 E TOT A RARRM, 7744 ME 1 BT
To TRTOMERHLRZ V7 SN RICEREZT<IC7 e —XF212E, #A4 LT 7k
fEZ 18 (0:0:1) 1T 252 LZ2HRLET,

[MGCP] : MGCP * 7 ¢ THG N HIBREND £ TOT A FAKRE, 7740 MI 55T
M, RN TIRICRETE ET,

[MGCP PAT] : MGCP PAT Z#a3HIfr SN D ETOT A KK, 774/ MI 54T
o e/ NRERNIE 30 YT,

[TCP Proxy Reassembly] : U 72> 7 U D7/ Ny 77 NTHREL TWAH Xy b3 Ry
TENDIETOTA KAV ZA LT TR (0:0:10~1193:0:0) . 7 7 4/L bid, 14> (0:1:0)
T

[Floating Connection] : 1 DD R MU =7 |ZHEEON— FBFEL, TNENARY v 7
MEI2 D6 ASAITEERHEN IR TA M) v 7 BIRROL— AL ET, X0y
72— MMERFBRIC R S TG/ 1E. ZOXA LT U ML TR/ LD DT,
ZOW I — R L TR Z BN CEXE T, T 74 MI0TT (BERIT Y A A
Ty RLERA) o FVBWWL—MEEHTED LT 2I1TIE, #4457 7 MEE 0:0:30
~ 1193:0:0 O THE L 7,

[SCTP] : Stream Control Transmission Protocol (SCTP) #%#i% P U % & TO T A K/LIEH
(0:1:0 ~ 1193:0:0) . 7 74V M 25 (0:22:0) TI,

[Stale Routes] : Vv /b— b & /L— & DIFHRA—Z 0 BHIBRT D ENCPRFFT D0, 246
DN— NI OSPF e EONEF— U =A Zu ha)VHATY, T 74V MIT70
(00:01:10) <T9, $5E T 2HFHIL 00:00:10 ~ 00:01:40 T,
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ga—nns4675roEzE [

* [SUNRPC] : SunRPC A 2 v " IMRILE LD ETOT A ROV, ZO®IFIX1 58 Eicd
DRENHY ET, T 74N MI105TT,

 [SIP]

cSIPY 7V T R— M EREH LD ETOT A KUK, Z ORI 5450, Fic

THLENRDY ET, 774/ ME30 55 TT,
[SIPMedia] SIP AT 47 R— MERi AU D £ TOT A RO, ZoOHIZ1 5k

T AMERHYET, T 74/ MI2S5TT, SIP AT 47 XA <—%, SIP UDP *

F AT Ny NEFFT S SIPRTP/RTCP T, UDPIET 7T 47 XA LT 7 DbV
W & ET,

[SIP Provisional Media] : SIP B & AT 4 7Hfe DX A L7 7 ME (1 ~304)) o 77 4/V
M2

[SIP Invite] : BEIGEDE L HR—b & AT 47 xlate AL D FE TOT A RV (0:1:0

Za

~ 00:30:0) , 7 74/ L. 34 (0:3:00 T,

[SIP Disconnect] : CANCEL £ vt — % 721X BYE A vt —C200 0K %%/ L72o
=5a

2. SIPEY L g UBHIBREND ETOT A KK (0:0:1 ~0:10:0) ., 5 7 4/

ME 24 (0:2:0) T9,

[Authenticationabsolute] : FRFEF ¥ v > aBX A AT 7 MI7e b | = —HF 28 LB &

AET DMENEL D ETOHM, ZOX A ~—1F, AAADNV—)LTHDHH v kA L—
TaXTCORMEAINET, ZOMBEIX, ARy N XA LT T NI BEVSER
HYET, VAT AE, =R Lb\%fﬁ%ﬁﬂﬁi‘fféifﬁf&biﬁ“ TRTOHF LW
Pefgi CRRREA REIT D X v v L BN T NS, ROFIRFHEEZZEL TS

Wy,

Pt TNy T FTP 2T 256815, ZOfEE 0 IZHE LRWNTL 7ZE0,

o [FRGEMEE 2 4 257 7 & (Authentication Absolute) 17230 D34, HTTPS 2AEIXEIEL
RN ENHY £, HTTPS ZFEEIC. 77 UV 5D TCP Bt & BiiA L C Web
NR=VEn—KT5L, Hz%)J@%;LiLﬁLiTzi Z D% O CIERRGEA EH) &
nwEJ, :@f:&b 2—FIZIE, BREDOREEE b \—utunﬁj\‘_“:/z)‘i.‘%ﬂ_‘éhi?o Z
N FERET 5121, uwM)f%xT&/( AT R IRIZERELET, I OREGRER Z#H
ERAEN uwméhfb\fm\:u~4f7bxﬂ CEETLIP T FLAMLLT 7B ATHIE 1L ®

7T 77 AT U+ — IV EHBTELABENDH Y T,

* [Authentication inactivity] : @FEF ¥ v a2 BNF A AT U MIRY | 2 —HFNE LOEEkix
HRAET D2 MEPREC D ETOT A FVKEH, ZOHIMIL, Aoy MEX YD AV
ERHVET, ZOXALT T NIT 74V N THEIC ﬁofwiﬁo:®&4v—u

AAA DIV—LTHDHHT Yy hAN— Tax T TORMERINET,

* [Translation Slot] : NAT ZH#i 2 v v MRS D ETOT A FAKRH, ZOMRKIX 15
URIZTHRERHY £, 7740 ME3KFHTT,

« [PAT Translation Slot] (8.4(3) LAKE, 8.5(1) B XL N8.6(1) ZFr<) : PAT BHiAnr v k)i
BENDETOT A KRR (0:0:30~0:5:0) . 7 7 4/L MI30RTT, AIOBHNRT »
TARY =L TNAZATHIEFEER N TS AN S D72, Bk S 417z PAT AR— b
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B s o5o rpesmEs L0y — DRHE (TCP TR

EHHTLOELWESRET v AN — L= R HEET L2586, ZOXA LT T N
RTENTEET,

« [Connection Holddown] : 84t CHEA SN TWHL— R D FEAEL TV, £720139E7
TT 4 TN o lo L ZIL, VAT AR EREFT DM, ZOh—v K¥2 o U HERIC
N—NBT 7T 4 Tl blenWiga, ERtidfisnE 4, Eih— L R¥ v A4 ~—
OHENE, V= IPBELTTSIH VT HHREERLLILAEIC, V— 7Ty T
DEBEZWOTZETT, L—FDWERN - E R BETDHIIICHFR— NV RF T 2 A
V—EWOTIENTEET, T 74N ML ISHTT, fETE %ML 00:00:00 ~
00:00:15 T3,

AT T3 [Applyl 27 VU v 7 LET,

SYN T35 v FDoS EMN LD H—/\DIREE (TCP RITZ(E)

BEEFEN D SYN Xy NaRAMIEETLE, SNV T T 4 v 7 = RiE
(DoS) HWEENFEALET, by M@, AT —7 47 EN7ZIPT RLAND
REENET, SINSXTF Y DT T T 4 VI PREFEINTELD &, SYN F o —R 27
LAIRPAFEE . B —F 0D o ERICH L T —E A2 &/l 7,

SYN7 T w7 ¢ > VB To DI e HR X 9, #iEEe &1k, 50 es
DM CTHEINZRD N Rz 7 H2F T LT RWERERD Z & T,

Pt O L S WMEEZ B2 5 & ASA T — D7 m¥ L LTEEL, SYN Cookie /7
REMALTZ T4 7k SYN ZRICHT 5 SYN-ACK % % 45k L9 (SYN Cookie D7t
A2V TIE, Wikipedia 2B LT 7280 o ASANBY 747 hind ACK 2%/57 %
ELITAT IR THD Z L HRIEL, =" ~DER A CEET, TuF e HE
T3 25arR—xr M, TCPRITEIE IR E T,

SYN 77 v RBIN O — N2 R#ET H-DDTy RY—x2 v N 7' AT, #kehlR4
BRE L, TCP fATRAE DMAHEIMEZ A X —7/VIC L, WREE=FTIOLENDHY £7°,

1R BHHIIZ

« fRFHETHH— 3D TCPSYN Ny 7 1 27 F 2 — K 0RO IR AR EL TWAH 2 &
B LET, NI EWIIEIEERHIREZRET D L. AR 747 b3, SYNK
BRI —NIT 7 EATERL 20 £, FIHEEH RIZE D) 28 2 e 3 5121,
P—ROFE, Xy MNT—7 = _"OEMARNEZ AT LT IEI 0,

« ASA ET/V LD CPU 2 7T K - T, [FkeEEcid X OWIHIBE G O e RES . &= 712
L 2B OB FENFER T, RESNTVWAREBZLBENH Y £, KEOHA.
ASA 135K n-1 DB K ORI 27 LEd, 22T, nida 70T, 7
EZIE FETMTAODaTRBHY . 6 DO L4 SOWHIER AR E L=
BlE, XA T TIo0BMEREZHERATEET, ZHEAOET VO a T E#ET 512
I%. showcpucore =~ R&E AL ET,
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ATy
ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T1
ATvT8

ATvT9

SYN 75 v F DoS Bt > D — R (TeP 72 [

FIE

[Configuration] > [Firewall] > [Service Policy] Z 3R L £7°,
[Add] > [Add Service Policy Rule] 227 U v 7 L%,

0%, RET D= RONL— R TTILHIHEE, V—LEfRmELET,
N—IVERFEDA X —T A4 AZWMHAT B0, TXTOA U Z—T oA AT v —r Ul
HT 20 EIDERINLT, [Next) 227 U7 LET,

N7 7 4w 7 B OEE X, [Source and Destination IP Addresses (uses ACL)] % 3%®R L T, [Next]
Vv LET,

ACL /L—/VDBFAIX, — 3D IP 7 K L A % [Destination] IZ A LT, — D71 k=L
ERELET, BEIL, [Source]ilany Z A LET, LT LD, Next]Z27 Vw7 LET,
7z 2 1E. Web $—/310.1.1.5 B EUN10.1.1.6 ZRET 255G, KOXIICANLET,

* [Source] = anyl

* [Destination] = 10.1.1.5, 10.1.1.6

* [Destination Protocol] = tcp/http

[Rule Actions] ~<—"C, [Connection Settings] ¥ 7% 27 UV v 7 L, IRDA T ar & AJJLE
—éAO

o [¥1¥#A85%¢ (Embryonic Connections) ] : "A kT & OXIHA TCP #i D KE % 2000000 F
TOFPHTHELET, 7740 MO T, AWWERENTTSNDZ LE2RLE
T, mEZE, ZhE 1000 ICERETE T,

[ TAT > b ZEOYHIEEGE (Per Client Embryonic Connections) ]: 7 7 A4 72 hZ L&D
[FIERII TCP #2ft D fe K& (2000000 £ T) . 7 74 7> b T & O KYIMBEiE OBk
ZASADDL T TIZEHWTWD Y T4 7 > "HBH LW TCP Bt 2 2K 325 & ASA I3 855¢
PRHIELET, L2, ZNE SOICRETEET,

[Finish] #727 U v 7 L CTA— L ERIFL, [Apply] 27 Vw7 LTT A AEEHLET,
[Configuration] > [Firewall] > [Threat Detection] %384 L T, 472 < & 4 [Threat Detection Statistics]
27 v—"7"D [TCP Intercept] FatlEEz A r—7 /WIZLET,

TRTOMEHERE A X—T M LT20 | TCPIRATZERE T E2A X —T7 M LIz T5Z &N
TEET, Flo, =XV T U4 UL L— T L TEET,

[Home] > [Firewall Dashboard] % 3R L, [Top Ten Protected Servers under SYN Attack] % >+ =
R—FEHERL TRRZE=FLET,

[Detail]| RH¥ > %27 Vw7 F25E, BEYLTV) 7 F—2nFoRranEd, ASAITL— M
FROMICHKBEDHEZ30EY 7 7T 5DT, 7744 hD304HETIE, 607 Z L1kt
FHEBMAINE SN ET,
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B =:ntcr sy rnEOHNRETAX TCPTY T, TCP/ —T 54 4)

WaHE# A 7 U 79 5121, [Tools]>[Command Line Interface] % f#i | L C clear threat-detection
statistics tep-intercept =~ R& AT L E 7,

EELLTCP /X7y MUEBEOHREIAX (TCPYyJ, TCP/ —< 5
1)

TCP / —~F A Wi, BE 72y NEFBILET, Ziud, ASAIZ X DMHRs I (o3
by "EFFR, Fay ', £7E327 V7)) S¥L T ERTEET, TCP EHkIZ. WEEND
ASA ZRFET HDITHEN DL E T, TCP EHULITFIZA R—T7 Wil > TWET N, D —
ESOEMEE AL~ A A TEET,

TCP /) —~ T AV EDAF <A AT HIZX, T, TCPv vy 72MHL CHRELERLET,
wIZ, P—E2ARV—ZFEHALT, BIRLZ T 74 v VTR~ THBEHATEET,

FIE

AT 71 [Configuration] > [Firewall] > [Objects] > [TCP Maps] % &R L 9,

ATV T2 ROWTNANEFATLET,
c[Add]ZZ7 Vv Z7 LT, HILWTCP~ vy 7 HBMLET, v~ v 7OL4HIZANLET,
e~y TEBINLCIEt) 227 Y v 7 LET,

AT w73 [QueueLimit] 7 1 —/L RIZ, /Ny 7 7 MM LT TCP #ki D IE LWIBFIZRETE 5, B
P28y N DRI E 0~ 250 /87w FOFEPHTAS LET,

FI7HILMEDOIX, CORENTAE—TLTHY, FNTFT T4 v DEAL TS LT 7+
WVEDVAT A Fa—flRREHASND I EEERLET,

TN =g A AT g, IPS. 1B K OYTCP check-retransmission DFE#GE D % = —
HIRRIZ 3 N7 R T, ASADRRARLD T 4 KU A XD TCP /N7 v N &EZELIEEA
X, T RRFARXEINTEREE —HTHEOICF2—HIBR XA T I v 7ICEFINE
‘ﬂ—o

s LD TCP ¥ DAY, BE RNy NMIToEFHEBE LT,

[Queue Limit] Z 1 LA BIZERET D &, TXTCDOTCP N7 7 4 v ZIZH L TR SN D BF 7
Ty NOENZOREE B LET, exX, 77V r—Tar A AXT a2 IPS,
F X Y TCP check-retransmission b7 7 4 v 7 O34 [Queue Limit] iR ENEL SN D=0,
TCP /X7 RInHLDT RANF A ZENTEREFT I TEHINET, ZOMDTCP v 7 7 1 v
JIZOWTIE, BFE 27y NIy 77 IS T, 2O EHET 5O TIER<, EL
WIIEFFIZERE SN ET,

AT v 74 [Timeout] 7 4 —/L KT, BERNTry M3y 7 7 ([IERETE MBI EZ 1 ~ 20 BORT
HELET,
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EEGTCP 4y MUEOHRATA X TPy T, TP/ —2514+) |

INHDONT Y ERESISIT, A4 L7 0 MIBNICE SR> T2 HE81E, Fry 7S
F9, T 74V MI4RTT, [Queue Limit] 23 0 [ZF%E SN WGEEIX, TXTORT 7 4 v
I LTHA LT 7 bEEETEEH A, [Timeout] DA D I121E, HIRZ 1 LI RIS
ETHMNENRHY FT,

AT T8 [Reserved Bits] TlL, TCP ~v ¥ —IZTHIFEAE Y FBH 537 hOWE T ([Clear and
allow] (X7 MEFFRIT5RIICE  FZHIFRT ) | [Allowonly] (Ey EEE LRV (5
74 R) ) . F£X [Drop]) KNy MEHIBRT D) ) ZEERLET,

RAT9T6 ROWTNHOFT v a v aBRRLET,

* [Clearurgentflag] : /X7 > M & FFA[TLENIC/NT Yy NOURGZ 77 %27 U7 LE3, URG
777, AN —2FOMOT =X I ETTAF VT 4 DEERNZ Oy BT
GENTNDZ EZRTIDICHM LES, TCPRFC Tlix, URG 7 7 7 O IEHE/R IR
I SN TVWERAL, 207D, TV RVATAFREA 7y NS ESERFIET
WMELL TR, ZHDNKBICKHT DMEFHEIC D2 RN 9,

* [Drop connection on window variation] : TAEAD T 1 2 N T Y AOEHENFEA LT Bfoi &
Fay 7P LET, P4y R P A X AN=ANTLE T, TCPIZIRER Y 4> R %ET
RANZ A ZATE, FHWT, WRIREOT —Z 22T ANTIZ, X504 Ry
Z7 KRG AXTEERT, TCPARIC LD, [V 4 > RO/ 13T 8ET 5 2 & o3
WINTHET,

* [Drop packets that exceed maximum segment size] : ©7 CTZE L7z MSS Z & L 7=/ v K
ey 7 LET,

* [Check if transmitted data is the same as original] : — EED 72\ TCP 415 2 Bh 19 5 Fi%k(E
T4 Fry P EAX—TMILET,

« [Drop packets which have past-window sequence] : 7 4 > RV ¥ —F U ARG HZHBZTND
Nry bl DFEYV, TCP ATy POV =7 U AFGNTCPREY 4 FUDAEEHE D b
REVERIL, Ay bbby LEY, ZhoOTy FEFFAIT LIS, 2047
va v EBRPUERR L, [Queue Limit] 2 0 (F=—H#lfRET 4 E—7 iz d %) IZHELE
R

* [Drop SYN Packets with data] : 7 — ¥ Z#&%p SYN N7 > & R v 7 LET,

« [Enable TTL Evasion Protection] : ##t D K TTL & #I D/ h TTTLIZ X » THRE &
BTET, %l Y FOTTLIZANR CE 428, T2 L3 T EdA, VAT AL,
TTL % & O OLLRTOFE/NTTLIZY By FLET, Tk > T, TTL Z[F#E L 72K
BrORELET,

el Z1E, WEBEIITILZIEFICELS LTRY U—2@ilRd 5/ v h &2 ETE £1,
TTILA Bl b &, ASAL =2 RARA Y NOMONL—F1F37ry ha Fay 7 LET,
ZOBET, WBEITIL 2R LEEBEOH LNy v F2RETEET, 207y
MI, ASAIZE S THEEDLIICARZ D=, BB LEd, —J., =2V REA 2 bk
A MZESTIE, 2Oy MIRBBEIZL > TREINTZRAID/ N v MY £97,
Zo%E. WBEHITEX 2V T IR BEON 22T T, HBICK L ET,
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B =:ntcr sy rnEOHNRETAX TCPTY T, TCP/ —T 54 4)

ATy 17

* [Verify TCP Checksum] : TCP F = v 7 H AZMGEEL . MEEICKI L2 Ty &2 Fu v
]\/\ij—o

* [Drop SYNACK Packets with data] : 7 — % %7 ¢r TCP SYNACK /37 > h& Fm v 7 L&
j—O

» [Drop packets with invalid ACK] : #5h72 ACK &t/ X7y b2 Rry 7 LET, RO LD
I AT e ACK 3 S D FIREMEDS B W £,

« TCP #5578 SYN-ACK-received A7 — % A ClE., Z{Z1L7= TCP %4~ v F® ACK F=
DRD TCP /X7y NEED T —r VA F LA U TRWEA, £ 0O ACK (33T
‘é—o

e ZIELTZTCP X7 b D ACKEBDRD TCP /Ny FEED Y —7r v A& LD K
SWEAITEIC, £ D ACK (TS T,

GE) 3h7e ACK 25t TCP /7 v M, WAAS Bkt CHEIWIZFF R SNLE T,

(f£&) [TCP A7 2> (TCPOptions) ¥ 7 %7V v 7 LT, TCPA T v ava&te ry
MIHTET 7 arE2RZELET,

NIy NEFFRITAENCA T a2 U T L0, Xy MIEEDZ A TOH—~F 7 3
VINEENTWDEAIT Ny REFFAILTED . N7y NMIRFED X A TOHF T v a B
GENTOWTHE RNy FEFFALEDVTHZENTEES, T 740 FTlE, o+ _ToA4
Traroy VTEIC, BEDOA T aryBnoNry NTEIZIRIETRRIND S (FiLlh
ADOBEEIT Ny MIRay 7ENET) IC5ODLAFNE AT a2 LET, £7-.
MD5 F7i3FE BT EF T a v OWVWTOEEL Ty e Fry 7 T5 L HIC&RTHZ
EHTEET, TCPH#fia A L AT v a T 006, REICHEBRRI MSS A7 v a v b
WIOFERILE (SACK) A7 a VEBRE, X TCOA T a RN V7 ERET,

a) [Selective Acknowledgement] . [TCP Timestamp] . 35 & OF[Window Scale] A 73 a %9
L7V v avERRLET,

HADAR T F T arw2l{ETLHE, PAWS & RIT BT 42— /W70 £9,
b) [MSS] lgRKE 7 AL N HAR) AT vaiixddd77varaz@RLET,

WHOFAT 7 ary, BEHAT 7 ary, BEOZ VT 7273 a 2MA, [Specify
Maximum] Z38R LT, ek KEZ A b HA X (68 ~65535) #ASJCTEET, 774V
k@ TCP MSS X, [Configuration] > [Firewall] > [Advanced] > [TCP Options] ~X— " CiE#
ENET,

) MDSA TS avE&8L/N\Ty FEBFRITANLE D aBRL £7,

Fro IRy 7 AREIRNMETLHE, MDS AV a et ry MiFey FPEnE
T, AT arBERT AL, WET 7 ay (AL SRR, £ 2 V7)) A
TEET,

dy FEORHEIAT v a T ET /v a v ERRLET,
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ATvT8

ATvT9

ERBIL—T 4 2 TDTPRT— b FzusDriq 5% TP 27—k 131152 [

6~7. 9~18, BLU20~255FDA T a  iF 74V hTZ U T ENTVWET, £
OVICA T a BT AN, £ ATva v EETe sy e Ry TEET,
SESERA TV a v#HHSLICRRLT 7 a v EEETE Y, BICHEO LT
FTEANNL, T7vavaRIRL, [Add| 227V v 7 LET, BT a k457
7 varERHFET LI, ETo#BEICFE CETEE A LET,

BOE L7-fi 2 HIBR T 256013, To®MEAZ R L, [HIFR (Delete) 1227 U v 27 LET,

[OK] B LW [Applyl 7 U v 7 LET,

P—E ARV —TCTTCP <y 7EMATEDL LRV ET, ~ v TR NT 7 4 v 7 ITHE
TH5DE, V—EARY —%@BLTCHEHINZHETET T,

P—bERARY =ML T, TCP~y 7% T 74 v 77 AZHEMLET,

a) [Configuration] > [Firewall] > [Service Policy Rules] DNEIZEIN L £ 7,

b) A—NEBEMELERELET, V—AE2Fo— VLZHEH LY, A H—T =A AT
WAL TH5ZENTEET, LEAE, T_XTDONT 7 4 v 71T L TRERANT
FORIRAE AL <A XTHITIE, TRTDOIN T T 4 w7 IZ—HT 57 a— v )v—v%
YER L E£4, [Rule Actions] ~X— 2R £ 7,

c) [Connection Settings] ¥ 7 %7 U v 7 LET,

d) [Use TCP Map] 1R L, 1E L7~y 7 Z2ERL £ 77,

e) [Finish] £721X[0K] %7 U 27 LTh b, [Applyl 227 U v 27 LET,

EREIL—T 4 VITDTICPRT—F FT Y I DINA /XX (TCP R T—

WA WAYV.S

X b —7 CHFRMN—T 4V TBREZRTE L, BFEOEHROEIE 7o —LEREFE 7o —N2R2
DD/ D ASAT NA A BB TX HGE1F, BEBEZTDHNT 7 4 v 7IZTCP A7 — h A
ANRAERETHIVLERH Y £,

72720, TCPAT— h A NRRZL > TRy U= DX T 0 BNgiR(bT 5720, FEF
IR E SN2 N T 7 4 v 7 I TATAA RREZMATAIVERH Y 97,

TR, BB RRRICOWT K 0 EECEBH L E 9,

EREAIIL—T « > T DfERE

TN RT, ASAZBRT 2T XTORNT 74 v 7%, #ISEX2) T 4 TATY X L%
FRHLTREISIL, EX=2UT7 0 R —IZESWTHATERIE Rey 7&NET, ASA T
I3, &7y FOIRRE IR CH D0, FIIIMLEAER THDID) BT = v 7 S,
FONry Nt yia VRIS GEHEIBEED SYN S v b)) | mEE SR (N I D4
W) . ElEar o= L= R (BERA AT g y) [ZEDYTHZEIZk
T, 77A T U —NVDRT g —< o ARRKIEENET,
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B :rm—7 oromE

EE S A DR ORI~ T 5 TCP /N > b, EX =2V T 4 KU v—0OH LW HHDFH
22T 2 R ASAZ BB TE £9, ZOMEICL > T AT r—< AT/ KITRY F
T, 727 L. SYNAS Yy REFHLTTZ 7 A MSRICE Yy v a v BT 5 HE, BXOT7 7
AR NRRATITDONATF =7 (TCP —4 v AT ) B, L —FT 47 V) a—
VarOEELRDIGENDHY T, THE, BROBET e —LERFE TR —DOWFRE T
ASAZ BT HVENHHT-DTT,

TezE, SO LWERNEX 2 VT 4 T T I7A T U ANCERIET S E LET, SYNXT v
Mty a VEEARZEBL, oy N BREEAR T =7 UBENSET, 20
B D%k Ny MR X 2 VT 4 T I7A4 T A1 &l Lo e, @ESANO=Z > ~Y
=T HDOTIONTy MIFZEEFEEINET, LML, HEONTry "R EXa VT4 775
AT VAICBFETDE, SYNAXTZy bty v g VEBSZZ@EB L CWen=dlo, @il
NANNEE OO N YRR Ny MIFay FEhET, ROMIE, FEXFRL—
TAVTORERLIESEDT, TURMTU R NT7 749734 R N7 007k
X725 ASA ZiiE L T\ ET,

1: EJdFHIN—T 4 25

- sRA ) C  18PB )

Security
appliance 1

e Security
: ﬁ/appllance 2
H|

Outbound ?Traffic

Return?Traffic ( g Inside

network
ook :

51155

T T AR =B N—F RN —T 4 VITRREINTEBY, bT 74273250 ASA
FRAZAZBEBT D EBHLHEAE, BEDFT 7 4 v 7T L TTCP 27— b /3 /82
ERETEET, TCP A7 — h NANRF, MEASATOY Yy v a VO TEEZZER L,

B SADA VAR v a BT =TI LET, ZOERETIE. UDP B OJLEE & [FkE
DFETTCP N7 7 4w 7 BN ENET, FEESNRy NU—7 & —E L7=3E SYN /¥

o RBASAIZ A S TERER TR/ A = U BMFEE LR WIS, @S CHElt 2 23 %
72012, TOXry Mgty v a VEBEARRZBEELET, ot AEBERAIZADE, T
T4 TINIEERADA ARG g AL NALET,
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TP 27—k A R20HA K51 v enBEE ]

TCP RT—k NANRDHA FS54 2 EAIREIA

TCP R F— b INA IRATHR— b N4 UVEEARE

TCP 27— b NANRZREFEHT D L X1, ROMEIZTR—FENEEA,
T TV =g VAT gy A VART gy TliE, BEBIOREN T 7 4 v
7 O JTNE T ASA Z BB T H50NERH 572D, A AT 2 g9 I TCP AT — k A
INRANT 74 o7 IS ERA,

cAAA TG v gy 2—TRH D ASA THRIEEN LS. o ASARHTRESD 7
T4 v 7iE, FDASA TZ—HPRFEEINTWARNWED, ERINET,

« TCPRATRAZ . I RWIWIEEREHIIR, TCP > —4 v 2FK 5T v & MMb + ASATITHE D RRE
DB IR0, b OREITEH S ET A,

« TCP IEHUL : TCP / —~TF A F1IT 4 E—T L TT,

e —ERETV a2 —LEERE : TCP 25— K /N4 %2 L ASA FirePOWER 73 E DILE D % A
FOYV—ERAE 2 — IV ETCEITENET IV A — a2 T2 L3 TEEHA,

e AT — K TV T =)V F—s—,

TCPRT—k INAIRRDFHA FSA4

i v v a VL ASA T EIERNCHEN. S NS T2, TCP AT — R XA NRA T 7 4 v 7 [
Wl DT INAATRAET 47 NAT R ET HDMENHY T, XA v 7 NAT Z{fEH
THE TNRARLITORYy Va GRIRENDT FLAX, T34 A2 TOR Y v a /IlE
RENDZT FLAEIZREY T,

TCP R F— k N /INADERTE

FRAN—T 4 VTBRETTCP AT —F T = v 7 2 RXAT5H|21F, BEEZTDHHEA
FFRY NU—ZIZORCHEAT DT 7 4 v 7 7T ABERRS ERZ L ThDH, h—EX
RV —FEHLTCNT 747 FTATTCP AT — h NA NXREARX—T /I LET, N
ANRAZELSTRY N7 DX VT A WMET T, TOT7 7V 55— a2 TE5D
TETHIR L ET,

1R BHHIIZ

FeE DHEREIZ 2 0 N7 7 4 v 7 RIS BRI Z A LT U b LET, ZDOT 740 NI
TCP AT —h NANR 8T T 47 JTAD[TA RAEHEZ A 57 7 K (Idle Connection
Timeout) | #ZAE T 5 A — =T 4 RTXETIHE O TCP #ftix, 7 7 4 /L KT 60 &I
ZALT T RLET,

FIE

AT 71 [Configuration] > [Firewall] > [Service Policy] % 3R L £,
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AT w72 [Add] > [Add Service Policy Rule] =7 U v 7 L £,
F0E, RAROAL—LRNTTIZH LGS, V— L ERELET,

ATV T3 N NVEREDA LV E—T =2 RAZHWAT D0, TXCOA L F—T oA A7 a—r VU0
AT EIMEFTIRL T, [Next] 27V v LET,

ATY T4 T 7 47 EOYAIL, [Source and Destination IP Addresses (uses ACL)] 2 3%4R L C, [Next]
=227V v 7 LET,

ATv T ACL/L—/LDOEAIL, [Source] & [Destination] |Z/b— k DMGFEDHRA FDIPT KL A% AT L
T, 72 bap%ETCP & LTHELET, T LEZL, Next] 227 Y v 7 LET,

10.1.1.1 ~ 10222 DEITTCP AT — h F = v 7 Z A RZTHE1F. ROLIICANTLE
ﬁqo

* [Source] =10.1.1.1
* [Destination] = 10.2.2.2

* [Destination Protocol] = tcp

AT 76 [Rule Actions] ~—"C, [Connection Settings] # 7% 7 U v L. [TCP State Bypass] % %R L
gz j‘o

ATwFT [Finish) 227 U v 7 LTLV—VERIFL, [Applyl 27V v 7 LTT A AEHRH LET,

TCP > —4 VAN VA LIEDT 4+ E—TIL
% TCP 8o, 7 947 P CARISIN D ISN & — _"TARK SIS ISN D 2 2D ISN A
HFEFT, ASA T, EHEELRIEOE S A TEIET S TCP SNY D ISN %7 Z ML LET,

PR BDORA FDISNEZ T A MMETHZ LI LD WEBERH LWEGICEHA S A %RD
ISNZTHILTH LWE Yy a a2y v 7T 0% LET,
e 2iR, TENART T T NENDTZD, HEZGUTTCP Il —7 v ABEFT &
MMbET 4 —T T HZ ENRNTEET, RICHIZRLET,
HIOBEIER SN 7 7 A T VA=V THIM o — 7V ABZERT X b, bT
TA Y IHBETHZ LIRS0, WHFEDOT7 747 U+ — VT OMELZFETT HH
ER72 WS,
¢« ASA TeBGP v~V F iy &AL TEY, eBGP 7 TMD5 #fiH L CWaAHEAE, 7
VHELMMEIZED . MD5 F =y 7 NI ENE T,
e ASA THEG DL — L A% T U A LME LWL D ICT DULENH D WAAS T34 A& ff
¢ ISA 3000 D/ N— K7 =7 NANXZREANMZ LUET, ISA 3000 3F — & RAO—E T/ <
HE . TCPHHGRII R vy FENET,
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sgon—orro—k |

FIE

AT 71 [Configuration] > [Firewall] > [Service Policy] % &R L £,
AT w72 [Add] > [Add Service Policy Rule] =7 U v 7 L7,
FZ A=Y DN T T4 v T DL—ARNTTIZH LS. V=L ERELET,

ATV T3 V= NERHEEDA LV E—T A RATHEAT D0, TXTCOA L F—T oA AT a—r VLT
HT 20 EIDERINLT, [Next) 227 U7 LET,

RTYT NI T4 IO RE, VT T 4w —BOXA T EHBBILES, 7T A~y 71X, TCP
FZ7 74y 7 RICZLET, TCP AR— F—HEEZITOREDRA &M L7 (ACL ZfEH L
T) VEEDOIN I 74w 7 ERELEZVTDHIENTEET, [Next]Z#2 Vw27 L, ACL TR
ARNERETDH, A—bE2EHZEL T, [Next] ZHEZ Y v 7 LET,

72E 21, 10222128575 FT_XTCOTCP F T 7 4 v 7K LTTCP V—H LV AEZT X
MMbET 4 =TT DEEFE. ROXHICATILET,

* [Source] = any1
* [Destination] = 10.2.2.2

* [Destination Protocol] = tcp

AT 75 [Rule Actions] ~—""C, [Connection Settings] ¥ 7 %~ U >~ L. [Randomize Sequence Number]
EATICLET,

ATwT6 [Finish) %7V v 7 L TL—VERFEL, [Apply]l 27 Vv 7 LTTNA AEHH LET,

KREJO—pAo7A— K

T — %+ > % — Firepower 4100/9300 * % —3 (FXOS 1.1.3 LAFE) T ASA % BRI 254814,
F7 74y 7IINICHKTEUID BZ ONDBEENRCATn—FEND M T 7 1 v 7 Zili
LTRIRTEET, A7 —RIZkoT, REEY 7 A NVDRkRE, T —FENET 7Y
=g v DNT = AR ESEL N TEET,

e NANRT =< AL a—T (7 (HPC) #HEYA b, ZZTiE, ASAIZFA ML —
Vimarta—7 47 A7 —va UREITEBINNET, 1 DOFE A FAS NFS #£
HOFTP 7 7 A MHREFE 7L 7 7 A NVRZEA L TNy 2 7T v 75475 &, REDT —
2 NTT7 47N ASA EOTRCOar7x 2 MIEE%E 52 %3, NFS 277 5 FTP
T 7 ANBEB IR T7 7 ANVRAYOL 70— RIZE->T, D T 7 4 v 7 ~DOEINRE
WENnEd,

« Bl T T4 T A BB THEM S5 High Frequency Trading (HFT) . Z Z Tid, ASA
XV —27 27— 3 L Exchange M CRRSNE T, BF = U T 4 J@F IIREICITZR
DEFEAN, BIEIIREREETT,
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B oo roo0—rosmsm

FT7m— FENDRNT, ASA T DI T 7B R =LA VAT Vg i PO
HOvXa )T AU ERVICEHALET, ASADE Y arbUlishET, 72770, —H
BERPHLSND E, 70— RFEINHERBHENIE, S5 50H) ASA TIE7Z2 < NIC T
IThivEd,

Fra—Rasnlre—%, EAWRTCP 777 A7 varDF oy s HELEEAIC
EF = v 7 LOMERR ED, ﬁ@éﬂtXT KNI A AT g v EZE LT £,
VAT MIVLBEIG U TCELRDUFLD DI T 7 A T 0 4 —I)b VAT Lh~D7 b 2R
IR Z e N TEE T,

F7u— NRAERER 7 e —%FB43I121F. 7ue—F 77— Kb —ERE2@EHT B —E X
RY—N— NV EERLET, —EKT370—13F0%., ROSLEEREETESICAE7e— R
SNET,

«IPv4 7 R L AD 7,

« TCP, UDP, GRE D%,

AEMEF 721 802.1Q X /Mt EA—V Xy b T L—LDIx,

s (FRTUART LU N E—=RDH, ) A F =T A R &2DETELT V) v¥ J—
TO=NTF¥ AN Ta—,

F7u—Raie7e—D) A= TJu—F 77— REINnEd,

JO—# 70— FOFIREIA

TRCOT7a—4%F 70— RTEXHbITTIEHY FHA, 70— FDHTH, 7o—%4E
DEETTOF7a— Kb T s EnTEET, RIC, FIRFEO HA2RLET,

Aoo—FkKTEHNoO—
WDEATOT7a—3A 70— R TxEFA,
cIPV6 7 RL v T a T 57 a—,

« TCP. UDP. GRE US> a f ajzxtt s 7 a—,

A\

(GX¥)  PPTPGRE BiiiA 7 — R T&Ex ¥ A,

4VX&?73VﬁZEﬁ7D—ON?ﬁEﬁAGiofi oy ha—)LFypIL
WIA 7o — RTCEEARED U FY T—H Fy 24T e — R TEET,

* ASA Firepower 72 ERIDE Y 2 — /L& @i T 5 7 12—,
« IPsec 35 L O VPN #5ic,

o TEfE PTRERFR] (TTL) AR SHL7m—,

W b E3E AN LT 5 71—,
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so—#7a—roiz [

e L—FT v RE—ROSLFXFY AN 70—,

SB3OUEDA L F =T 2 A AMBDZTV Y TNA—FITHTDRNT AT LU b
E— ROV FF¥ AN 7Ta—,

sTCP A ¥ —t7 F 7u—,

c AAA BHED 7 1 —,

* Vpath, VXLAN BSi#ED 7 17—,

«URL 7 4 LVZ Y 7,

e Tracer 7 & —,

et X VT 4 IN—TTHEITITFENTTr—,

« 7T AZTIERRT 0 —NRAELIGEIHA T, WDy 724 ) — RnbiskIh
AHYNR—A T7a—,

c VT AAND—TfbENT-T7r— (Ta—DF—F —NvAZ—TRWES) .

FoA— REEMCT E5EH
Tu—nA7u— REhig, 7e—HNOT Y MIKROSEMEEm - THAIC ASA ITK
En, SHILESRET,
e XA LA TLLHND TCP A7 a UREENT VD,
7 I Ay MEEI TS,

eI NBIFEaX N NLTFNZ (ECMP) W—F 4 T OXMETHY . A7y M
1ODA B =T xA AMBRIDOA 2 —T A AZBENT D,

JO—A 70— FDEFE

Tu—F 78— RERETLHIUE, F—ERE2A RX—T LT, 78— R85
7747 Z@AT oY — AR V=2 AET DM ERHY T, V- ERE AR EITE
ST 2DITTY 77— P RRETT, 2L, Y—EARY =& BMEITwRET 5%, U
T T ORETH FHA,

7 u—@OAF 7 a— KX, Firepower 4100/9300 > ¥ — @ ASA (FXOS 1.1.3 LARE) DA T
AHETT

G¥)

FONA A YR — FOFEHIZ OV T,
http://www.cisco.com/c/en/us/td/docs/security/firepower/9300/compatibility/fxos-compatibility.html %
ZL TS,
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. JO0—#70—FD&

ATy

ATy T2
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FIE

Ju—F 77— R —E R4 FX—T M LET,

=R HENEITENCT -, VAT L2V a— RTAMERHDET, 7 u—
K 70— EBEREBEIMO CPU 2 78 X UYRAENIC (VNIC) #E| 0 BTAHITITY 7 — FA3 %
<7,

ty L AREENVNBEREAIT., 7T AZEET7 2 — A — =T B L E DB R
REEBRENDY £,

VT ARN T BN AF— 2=y hTY—EAZEIICLETH, v R F—a2=y
a3 CIZFY 7 —F LN TLZEW, RbVIZ, 7 TAZDOKEA L R—%KINY
T—hFLThH, SAX—RE->TCYV T —FrLFET, TOH, vAZX— 2= FTH7
m— R -T2 R S RRETE T

¢« T VA= N— INT VT4 T =y NTH—E R/ L ETH, <L
T—= LN TLZEN, ffDVIZ, AF S 2=y "YU T = LTHD, 7774
Ta=y b UT—MLET, R, T72T7 47 2=y b ETEH7— KRS —ER KR
U—EHELET,

a) [Configuration] > [Firewall] > [Advanced] > [Offload Engine] % %R L ¥ 9,

b) [Enable Offload Engine] % %R L &9,

¢) [Apply] &2 V> 27 LET,

d) [Savelz 7V v/ L, BENEFEEAL— KT v 7 ar74Xalb—a IR FLET,

e) [Tools] > [System Reload] Z# &I LT, T34 A% V7 — K LET,

70— RTLORBEDO T 7 4 v 7 2@ T o — A RY — — VAR LET,

a) [Configuration] > [Firewall] > [Service Policy] % 3R L 7,

b) [Add] > [Add Service Policy Rule] 27 V v 7 L %7,

FE, AR ROL—ANTTIZH LGS, VAV ERELET,

) NW—INVEREDA L F—T = RTHEHT D0, TRTOAS U F—T = A AT m—r31
WHEAT 20 E90EBIRL T, Next) 227 U v 27 LET,

d) 7747050 AIL. 727X U AR ([Source and Destination IP Addresses (uses
ACL)]) %7213 — bk (JTCP or UDP or SCTP Destination Port]) |2 & % &2 5 b — k)
A a T, AV arEBRIRL T [Next) 27 Y v 7 LET,

e) ACL £F/2I3AR—FOFEMEEANLET, KT LEL, Next] 227V v 27 LET,

7o & 243 10.1.1.0/255.255.255.224 7 % F EOFTXTOTCP b T 7 (v 7 A7 n—
ROXGEFTLHEEE, ROLIICATLET,

* [Source] = 10.1.1.0/255.255.255.224 (F£ 7213 10.1.1.0/27)
* [Destination] = any

* [Destination Protocol] = tcp
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BED L5714 vy v520gE0RE (T tov—t2) I

f) [Rule Actions] ~—3""C, [Connection Settings] ¥ 7 % 7 U v 7 L. [Flow Offload] % & L
\i ﬁqo

g) [Finish] 227 U v 7 LTCA—LZRIEL, [Applyl 227 U v 27 LTTF A ZAEZEHLET,

WED S T4 99 VI3 RADERDRE (FXTOH—ERX)

P—E2A R —2HLT, HED T T 4 v 7 7 TR LTSS EREROREE

752N TEET, =X R —2A LT, RKONFZEITLET,

*DOSWEEL SYN 7T v T 4 VT HENOIRET DO H SN DGR & 8t ¥ A A
TR AFA A LET,

e T A RK/VIREET Y A7 2 #iRi+ 2 X 912, Dead Connection Detection (DCD; 5 v K
Bhim) #EELET,

*TCP ¥ — /v AE BT U H MUMARBRIGE, ThaeT 4 2—7 Mz LET,
TCP / —~ T A WREERTCP 7y "INDIR#EST D HEEZ DA~ A AL ET,

RN —T 4 T ORBTHD VT 7 4 v 72X L TTCP AT — k /SA RN EFAE L
T, SRR ST T4 TIFA L ART g ORBITR 0 EH AL

*SCTP A7 — R 7))V A L AN 2 a A 7129 HIZIE, Stream Control Transmission Protocol
(SCTP) AT — h NA RN REZFELF4,

e R— I IHRON—RT 2T Ty N T+ —LDORT p—< A% 0 S HI120%, 7
n—F7n— ReRELET,

e ASA N hL—R b— MHAICFREND L HI2, 7 v bOFERATRERE (TTL) %5
JURARNLET,

N

GE) Ry MR (TTL) 2727 VA h95&, TTL 23 1 DX
Ty MEIRR Yy 7 ERETH, HEFEICTILA LY KEWW STy K
et bEESNS Y vy a T, BkABENET, OSPF
hello /37w N EO—ED /N v MEITTL=1 TEEEINDH T2
D, Ny MEgRERE] (TTL) 2727V A v 35 E, THILA
UVERNBAET B AHEMERH D 7,

R TEXZ2WTCP 27— F NA RZRETCP ) —~FA VDI ABZ~vA XhhEx, HiE
DT T4 w7 7 TR LTINS DREDEZEDOMAETOEEHRETEET,

Evh ZOFINEL, ASAZEETA NI 74 v 7 DOY—EARY —%F R LET, FF (tothebox)
77 4w 71TxF L CHR DR R E IO R KA ETHZ b TEET,
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B s=z0r57/v5 v5208808 TRTOF—ER)

&

ATvT2
ATvT3

ATvT4

1R BHHEIIZ

TCP /) =< T A Wah A2 <A XF 2513, BT DENCLER TCP ~ v 72 Eik L T<
TEEW,

FIE

[Configuration] > [Firewall] > [Service Policy] Z 3R L C, L — /L& & £,
« B LW— v EERRT HI2IE. [Add] > [Add Service Policy Rule] #7 V v 7 LEd, v«

HF— RO [Rules] ~— 2 F THEALF T,

DR TEELETTDNL—NA0NH L5, TR LC[Edt) 227V v 27 LET,

[Rule Actions] 7 4 ¥— K ~X—F 7212 ¥ 7 C. [Connection Settings] ¥ 7 Z 4R L £ 77,
KBS &2 R E T 521X, [Maximum Connections] FEI CIR DIEZ R E L £7°,

* [Maximum TCP & UDP Connections][Maximum TCP, UDP and SCTP Connections] : (TCP,
UDP, SCTP) hT7 7 4wV VT ADTXTCDY T4 7T > b TR S bRk Ek
(2000000 £T) . 7 7 4/V MEZ0 T, RKAREEREDTFAISND Z a2 LET, TCP
Bt O%a . AU SN RO ACEA S ET,

« [Embryonic Connections] : A A b Z & O #IH] TCP £t D i KE % 2000000 = TO#iPH T
ELET, P &1L, FMEIL LSO TUREIZR DN R oA 7 E25ET LTV
WHERR SR D Z & T, T 740 ME 0 T, mARUIHIERESNT TSNS s a R LE

T 0LISNDOHRIREZRET HZ & T, TCPIRITZEEZA X—7 M LET, RITREIC

XoT, TCPSYN X7 v hEEHLCA v X —T 2 A% T T T 47325 DoS K
MOWH AT LERi#ELET, /o, 77947 MDA T v a U &FEL T, SYN
TI9TF 4 T BRELET,

* [Per Client Connections] :  (TCP, UDP, SCTP) 7 7 A 7 bk Z & O[RIFHER D Kk %
FEELET (FAK2000000) , 7 747 v b= ORKEREOBERZ T TIZBHV TN
DI TAT IR F LR ARAD &L ASAIL, F0OERAIESL Ty y bE Fe vy
T LET., TCPHE DG G, TAUTITMESLE A8, N—T A —7 ke, N—T7 7 n—
ABHEN G ENTWET,

* [Per Client Embryonic Connections] : 7 7 A 7 > k Z & Dldllkg TCP #IH45#E D e K&
2000000 £ TOFPHTHEL LT, 7 74 T2 b T & ORI OB ASA» D
FTTITFANTND 7 T4 7 > MO LU TCP Hife &2 2K 4% &0 ASA I3 2 Ik L %
R

P 2 A LT 7 N EAFRET HITIE, [TCP Timeout] fHIK TR DEAHE L £,

« [Embryonic Connection Timeout] : #J#] (/\N—74—7"2) TCP #fi A1 v MRS5S
ETOT A RAFER, BEDZA LT U N7 48— 0T DITE, 0:0:0 AL E
T T 74N MI30OBTT,
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ATvTh

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

BED L5714 vy v520gE0RE (T tov—t2) I

« [Half Closed Connection Timeout] : /N—7 7 0 —X4Z AL HETOT A RV ZA LT U
AR (0:5:0 (9.1(1) LARTOFE) £7215 0:0:30 (9.1Q2) LIEDOHE) ~ 1193:0:0) ., T
7 &V MEIX0:10:0 TF, /N—T7 7 a—XDOHEERHIIDCD OB E 2 T £ A, Fi2. ASA
F, =T r— R RIS L FIC) Y FEEE LER A,

s [Idle Connection Timeout] : (TCP 72} T7< ., HHWAH 7 v had) A v v NHMiE
MENDETDT A RV, BfDZA LT T M7 4 B—7 T DITiE, 0:0:0 %
AN LET, ZOHRIES 2L EICT 2 0ERHY £9, 7 74 /L ME 1 FEHRITT,

* [Send reset to TCP endpoints before timeout] : ASA 23, i A 1 v b &S DR HEE O
TURRAMITCP Uy b AvE—V2RETH0E DD,

+ [Dead Connection Detection (DCD)] : Dead Connection Detection (DCD; 7 ~ RE&gMiH) %

AR =TT HME I D T A RAEERGOHIBRBEINL DA, ASA IF=2 R AR MZ
T —T7EEE L TERPEN T LN E IR LET, WHFDOKRA NBISE LY
Bl B R S E T, ENLBNOGEIT, ERER S E T, RRFITER (7
74V MES T, ®PHIX 1 ~255) &, DCD 7' r—7ZSEN R WEAICHO Y e —T %
EET D E TRET 28I CTh 2ITHIRE (77 40 MZ0:0:15 T, #iFHI30:0:1 ~24:0:0)
ERELET, NTUAXT LU N 7747 04— E— RTEEL CWAEAE, =
RERA L NMEAZT 4 w7 V— NEFRETDILEND Y FT,

=T AT DT A DML ET 4 £ —T7 LT 5I21E, [Randomize Sequence Number] & 4~
IZLET,

RHEERBEDORA FDISNEZ T A2 H 2 LI 80 WEBENH LWEERICEH S D%k D
ISNZFHILTH LWy Y a a2 Py v 7 T50%HIEL F9,

TCP / —~ T A VOEMEE I A X~ A X 5HITIE, [Use TCPMap] 412 L, Kry 7 XD
YURNHBYAFOTCP~ v 72 IRT 57 (BIRARERSEE) | New]Z 27 U v 27 LTHL
WTCP <= v 7 ZiBMLET,

7 T AT DN Mg rlaeREf (TTL) %7 27 U A2 F 9 %121, [Decrement time to
live for a connection] Z A4 2 L E T,

TIL DT 7V A M, ASAN ML —RA L= MMIE Yy TD1 2L LTERINDTEOICHE
T9, F7=. [Configuration] > [Device Management] > [Management Access] > [ICMP] ¢ ICMP %
EARREA v =YD L — MlREZELTHLELH Y 7,

TCP A7 — b NARRAZA F—T VT HITIE, [TCP State Bypass] &4 12 L £7,

SCTP A7 — k /NANR %A F—T WZF HITIE, [SCTP State Bypass] &4 2 L £,

SCTP AT —h 7NV A VAR v a it 723 512F, SCTP AT — h XA RRAEFEELF
T, FEHIZHOWTIEL, SCTP AT — R 7L A LV AT v a v BB LTI,

(Firepower 4100/9300 > —3 @™ ASA, FXOS 1.1.3 LiED A, ) 7u— 47— REFRhIC
4 5121%, [Flow Offload] 4 12 L £,
7 —ANIC HIETHI VB2 b ABER SR 7T — RENAWE R T 7 v, 7
0— K —EREHFINITH4EL HY £9, [Configuration] > [Firewall] > [Advanced] >
[Offload Engine] % Z4R L £,
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B s50==5u29

ATv 71N [OK] £/ [Finish) 227 V v 7 LE T,

EHmox=42)>2y

RON—=V 2 LT, #Eiet=F LET,

* [Home] > [Firewall Dashboard] C, [Top Ten Protected Servers under SYN Attack] % > ¥ =
R— RafER L TTCP RATZIEEZE=4 LE T, [Detaill R¥ %2V v o35 & JEHE
P TN T T ENERINET, ASA T L — MNHRORICKED$E 30 B 7Y
YIFLHOT, T4 bO 30 SRR TIE, 60 B I L ICHEHERAIE S L E T,

+ [Monitoring] > [Properties] > [Connections] T, HEDHG £ R L ET,

* [Monitoring] > [Properties] > [Connection Graphs] T, 7 4 —< A& E=HF LE T,

& 512, [Tools] > [Command Line Interface] Z{#H L CkDa~<> RE AN TE £,
* show conn [detail]
el e For LES, FEMIEERIT. 77 7260 L TR DR EZ R LE T, 72
Lz o) 7770 TCPRAT — s WA NRADMRTHD N T 7 4 v 7 Z2mLET,
* show flow-offload {info [detail] | cpu | flow [count | detail] | statistics}

PR IR AT — R ZIER, 7 — RO CPUMHER, F7u—RE&hi7a—0# L
M, A7e— RSl 7e—#EHERE2 &, 7e—04 70— RICETEHRE R LE
T

show service-policy

Dead Connection Detection (DCD; 7 » FEEGe ) OFEHEwME ZLeh—E A RKY —D
WEHEHREE R LET,

show threat-detection statistics top tcp-intercept [all | detail]

Y T RSN AL 10— "2 F R LET, al F—U— R, hL—23nT
WABTRTCOV—R"DERET —Z 2 F R LET, detail ¥—7— NiL, BREY 7V 7
T2 ERRLET, ASA LV — MEBOMICEBEOR % 30 B> 7Y 745D T,
T 74V hD 30 R TIEL, 60 B T IZkEHERPINE SN E T,

Ty b7+ —
HEES L)1) —R &5 BA
TCP A7 — K /XA /XA 8.2(1) Z OFERENNVE A S E L7z, set connection advanced-options
tep-state-bypass =~ > R2VEAINLE LT,
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penzonE [

HrE

N

T35y bT4—
L)) =R

5158

FTRTCOT b I)VOBEEL A LT
AN

8.2(2)

TA RV ZALT T NI, TCPEIF TR, +_XTH7a b
IVICHEHT DX ICEEEINE LT,

IROMBEFEAZEE SFUE L7z, [Configuration] > [Firewall] > [Service
Policies] > [Rule Actions] > [Connection Settings],

NPT T AET 47 b— |k
BRERT GO X A LT T b

8.2(5)/8.4(2)

FUFRy hT—T ~DEBDAXT v 7 — NINMFIEL T
BYO, EnENA N v 7 PR DGEIL. ASA ITHEENL
A TARNY v BREBOL— MR LET, LVEgs
No— EBMERFREIC R S T2 AT, 20X A LT 7 MZL-T
B Lo b0 T, 2ot — N &R L TR L H
N CTEET, T 74N MI0TT HEIF A LT M LE
TA) . ZOMREEERTI2IE. #4570 MEH LWMEIZ
EELET,

WO AR Z4uE L7, [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts],

PAT xlate (Z%}3 5 5% E "l RE72 & A1
AT Tk

8.4(3)

PAT xlate 3% A4 57 7 N L (77 4/ N TiX 30 #%) . ASA
D LWEBAICAR— 2T &, —HoT v 7 X K
U— 2 )b—H %, BIOBEGNT v 7T AU —h T34 AT
RELTHRWTWAAMREMENR B D78, ZOH LW R & S
THEENH Y £9, PATxlate DX A LT U %, 30 b~ 5
STOFFANOEICRETEZ DL L,

WO ENE T S31E LTz, [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts],

T OMREIL. 8.5(1) E7-1E 8.6(1) TIHEHTE A,

Y= 2 R = =D KA
DG E BT

9.0(1)

PF—E R R — — LD KR ALY 65535 725 2000000
WZBlE BiFbnE L,

WOME AT XjLE L7z, [Configuration] > [Firewall] > [Service
Policy Rules] > [Connection Settings],

NeT IR B A BT MRS
i % 30 FLIZHITE

9.1(2)

Ta—r)VH A LT SNBLOEERZA LT U O ITO N—
7 7a—XRK XA LT T NORMEIZ, £V ET DoS fRi#
PRMT AT 5 50D 30 A S NE LT,

ROBHENPELESHLE LT,

[Configuration] > [Firewall] > [Service Policy Rules] > [Connection

Settings], [Configuration] > [Firewall] > [Advanced] > [Global
Timeouts]
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HrE

N

T3y bT4—
L)) =R
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Jb— N OIRIZHRT DA —V K
B BA LT U R,

9.4(3)
9.6(2)

BTSN TOWDL— b3 D fEEL TV, £72133E
TIT 4 Tl oin & EIT, VAT NN AR AR &
WETEDLLIICRDE LT, ZOFR—VRE T HRNIZ
N— RN T I T 4 Tl B WA BRI S vE T,
Jb— R OBCEN S SIS TN D L) ICh— v RE T~
AA—%RMETHIENTEET, L, FEAEDRY
NI —7TlZ, V= D75 T EBIET AT 7
b b D15 BEE)I T,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] ®
WRAZEE SVE LT,

SCTP7 A KV ZA LT T FBXD
SCTP A7 — h /XA /XA

9.5(2)

SCTP ##iD7 A KV XA LT U MEeRETEET, F7=,
SCTP AT — b NANRAREZFHHZILT, b T T4 v T DT TR
TSCTP AT — NIV A LV ART L a v B F7ICTEET,
OB ENZE T X 31FE LTz : [Configuration] > [Firewall] >

[Advanced] > [Global Timeouts], [Configuration] > [Firewall] >
[Service Policy Rules] 7 ¢ #— K. [Connection Settings] % 7,

Firepower 9300 - ASA O 7 1 —
FT7ua— R,

9.5(2.1)

ASA B A7 a— K&, (Firepower 9300 L) NIC (Z[H#
P EBEZONIVERH L 7 u—%2ETEET, Zuck
D, T—HEUF—DLYRERT =X 70 —D/NRT —~
VARMEELET,

Z OHEREIZIE. FXOS 1.1.3 2S4BT,

WOEE MBI E 72 IZE T Z4LE L7z @ [Configuration] >
[Firewall] > [Advanced] > [Offload Engine], [Configuration] >
[Firewall] > [Service Policy Rules] > T C/L— /L % B0 % 7213 #
95 %A @ [Rule Actions] > [Connection Settings] ~ 7,

Firepower 4100 3 U — X £ ASA
D7a— F7ua— KOV R— K,

9.6(1)

ASA A7 v — RE{, Firepower 4100 Y —X @ NIC T
BEHEUD R HDLERS DL 7 — 5 RETEET,

Z OHERETIE. FXOS 1.1.4 2S4BT,

ZOMEEIZIX. oo~ FE7-1%X ASDM HiHIZH Y =8
/1/0
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penzonE [

T3y bT+—
HERESR L))y —=x SR BA
NZ AT L b B—RTO~ [9.6(2) 7 AT Lk E— RO Firepower4100 35 L 189300 V) —
NTF Xy A NEHIO 70— F 71— X FNA AT, NICICEEYWRZ OoNA~w LT v R MNE
ROHFHR— R, HaEAT7u—FTELLIICRVELE, vAFFRy X 4
7a—Kit, A V¥ —T =2 RE2OFEFELT Y vV T —
TR TEET,
ZOMBEIZIX, FHloa~ 2 REFIZIASDM WHiIdH Y £4
oo
TCP 473 a VLB DT, 9.6(2) TCP < v 7 HRET D7 » hD TCP ~v Z—MN®D TCP

MSS B L UMDS 47> a T 57 7y a s ZRETE5
Ko7 FELE, EHI1Z, MSS, XA LARZ LT U4 K
U YA X BLOERNERICE S 7> a v OFT 74 D
RPN ETINE Lz, VHNE, ZnbDF 7y a ik, ~y
B — T EDEA TDF T a B2 B ABETHIFA
SNTWE L7, BIEIX, Ty MCREDZ A TDOF T =
VIO EEENTWAYEA, Oy NMEIT 74V T
Fay7snEd, &z, BEiX2 20X A LAZ T
F T a i’y MIFFRISAIVTWE L7eA, BRI R
02y FINET,

MDS5, MSS, BIRWFERINE, XA LAZ T BLOU (v
R YA Rkt L, MUZA TOBEEDF T a2 HNC
THDDTCP ~y THHETEET, MDS A7 a0l
By UHIOT 740V N TEA 7Y a vy s U7 S0kt
L. BIfEOT 7 4V FTIEFFAI SN ET, £/, MDSA 73
VEGELASR Ty N Ry 58 TEET, MSS AT
varyDEEIE, TCP~y Tk KE 7 AL b A4 XEE
TExET (N7 7427 7T7ATEID) , MOTRTO TCP
AT a DT TN NIERIIHY A, ZNHITZ T
ShET,

WO AR 2NE T Z4LE L7z @ [Configuration] > [Firewall] >
[Objects] > [TCP Maps][Add/Edit] %4 7 1 7' K v 7 2

NEF—h U =A 7 baLdl
WL— DX A LT T B

9.7(1)

OSPE2 EONEF— 7= A 71 k32 )LDdvb— b &I
TELEDDIA LT U NERETELLITRYEL,

[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] ®
EENEESNE LT,
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HrE

N

5158

ICMP=—D 7 a—N)V XA LT
AN

ASA N ICMP = 2 — &R v M &5/ LT G ICMP ##ic &
HIFRT D ETOT A RAVKRIARETEH L 1T F LT,
CDHEA LT NBNER (F 740 F) T, ICMP A v A
Ta UDAENCERE SN TWDGE, ASA T a— & %%
FT2LTICICMPERAHIBRLET, Lo T, &TL
TWDEDOHEHEITKR L TAR ST X TOICMP = 7 — (3
FEINET, ZOXA LT T MIICMPERROHIFREE L5
DT, BERICMP 7 —% %575 Z L NAREIC D 7,

WROEHNEEL SLE L7z, [Configuration] > [Firewall] >
[Advanced] > [Global Timeouts],

TCP A5 — h A RADT 7 )b
FOTA RVEALALT TR

T3y bT4—
L)) =R
9.8(1)

9.10(1)

TCP AT — F NARZREEFEDOT 74NV DT A NIV 2 A LT
7 MBI AR, 20D £ L,
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