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[Configuration] > [Firewall] > [Advanced] > [Certificate Management] > [CA Certificates] % SR
LET,

[Add] 27 Vv 7 LET,
FSR RS2 R (etx] £720% umbrella_server 72 &) Z AN LET,
[Paste Certificate in PEM Format] 23R L, FERIEZ AR v 7 228D T £,

BEGIN CERTIFICATE 173 & O END CERTIFICATE 1T1%, & TH a7 THHWER A,

[Install Certificate] %7 U v 27 LET,
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7 LET,

» Cisco Umbrella B &k — "OFEAEZ A4 A h—1L L ET,
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[Configuration] > [Firewall] > [Objects] > [Umbrella] %33R L ¥ 7,
[Enable Umbrella] % 3R L £,
[Token] 7 4 —/V RIZ APl h—2 & A LET,
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Umbrella @ 7' 00—/ )L ETST TIET AN ZAOBRERITII AR5 787-0, DNSAV v 77 w7 U
HAVIvarAAX—TMILET, 77T 4 T72DNSA VAR g rO—E & LT
Umbrella Z1BIMT 20 ENRNH Y £97,

Umbrella % preset_dns map DNS f > A7 v = v R —< v FIZEBIMLT, 72— 12
A F =T CTEET,

7P L, WAEA XENTEDNS A VAT g U BFEHLT, BRE24 0279 0 R
Vo— <o %R D T 7 4y 7 7T ACMAT DAL, Unbrella Z#—E A &2 MH L
THITAZ LA =TT HLERH Y £,

WROTFNATIE, Umbrella 7 10— U3 B HIEICOW T LET, I AZ~A XEN
72-DNSAHAY == T NHH5GE1E. DNSA VAT v a vy R vo— <=y 7TORELX SR
LTLIE&EW,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [DNS] Z 2R L £ 7,
preset dns map { VAT L ay vy BTNV v LTRELET,

[Umbrella Connections] ¥ 7% 2 Y v 7 LC, 2 77 KT® Cisco Umbrella ~DHkt % 1 1 —
WZLET,

s [Umbrella] : Cisco Umbrella ZH %N L E 9, MHEIZIL LT, T34 X235 Cisco
Umbrella 78 U > — D4 fij% [Umbrella % 277 (Umbrella Tag) | 7 « —/V RIZHELE T, &
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Umbrella DT /34 2 ID 3% 7 OR{ICERENE T,

* [Dnscrypt ®A %5/t (Enable Dnscrypt) ] : DNScrypt Z A %02 L C7 734 A & Cisco Umbrella
O+t 2 5 51t L £ 4, DNScrypt é”ﬁ?ﬁ ’?‘6 B Umbrella U YIS b D% — A5 HLA
Uy RORBSIET, F—HMAL v NiE, 1LY I AREDN R =g
%%ﬁb\%Lw%%%??ﬂ%x%%ﬁbiﬁommmmfmumw%%ﬁmfét
W, ZOR—FNBDNS A Y AXRT v a NMEHTH7 7A vy FICHEENTWHZ L%
MRTDHMENDHY ET, TTHV DA AT 3 7T AIZIEDNS A VAT ¥ g
I UDP/443 I3 TIZEENLTVET,

ATvT4 [OK] %7V w7 LET,

Umbrella ) & $5 R

Umbrella @ 7 1 — S)LEREEZEIT L, DNS A A7 2 g T Umbrella &2 A 2 —7 M2 L7z
5. 773 A5 Cisco Umbrella (2856 L CRERZAIT O LB H VY £7°, Cisco Umbrella |27
NAZID BRESNTNDENE I DEMERT HZ LT, BENPIEFICET LIENE > g
F v TEXET,

a2 F& AJ9 5121, [Tools] > [Command Line Interface] £7-1%SSHE v a v &AL
7,

BN —E R R Y > —DOFFHE MR Z MR L. Umbrella D &EREREZ I L E9, Z 212,
Cisco Umbrella Tl H SN DR Y o— (¥ 7) | Bt HTTP A7 —% A (401 (X API h—7
VINIELL RWNWZ EER L, 409 13T 31 AD3TTIT Cisco Umbrella ICFEET A Z L &R L E
T) . BEOT AL ZADDBPRENTWERLERHY 97,

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns_map, packet 0, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop 0
message-length maximum 512, drop O
dns-guard, count 0
protocol-enforcement, drop 0
nat-rewrite, count 0
umbrella registration: tag: default, status: 200 success, device-id:
010al3b8fbdfc9aa
Umbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject O
DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

Fo, FTar 7 4 Xal—vay (RIT—~v T TOT4NEY ) bIERTEXET,
R v—<yFDumbrella =~ REZFHL T, TXAAIDERRFLET, Z0Oav Kx
AX=T ML TH, T XD ZEERET HZ LI TEERA, ROFITIE, HA %R
£ L CRHT 21EH AR R LE T, Umbrella (ZfEH &35 DNS A VAT v g v < v T &
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FELTASDM DT NA RAID %#F7RT5HZ & HTEET, IDIL, [Umbrella Connections] % 7 |2
FREINET,

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760£ddéd3
no tcp-inspection
policy-map global policy
class inspection_default
inspect dns preset dns map

Umbrella Connector D E=_42 1) >4

Z 2T, Umbrella Connector Z & =% 9% J7{EICOWTHM L £97,

Umbrella Y —E X R > —D#HEHEHRDE=2"1) 0T

Umbrella 24 X —7 2T 5 &L DNS A 2 ALY o g o OEHEHR OB L 2640 % [l 7375
TEET

a2 K& AJ1T %121, [Tools] > [Command Line Interface] 721X SSHt v a & iH L
gi j‘o

show service-policy inspect dns [detail]

detail ¥ — U — R&fEA LRV E, T _XTOREARMZRDNS A AT a2 v H & Unbrella
DREFRNETREINET, AT —F R 7 4 —/L FIZ, AT LT CiscoUmbrella ~D & §k %
BITTA720ODHTTP AT —H A a— REZFEELET,

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop 0
message-length maximum 512, drop O
dns-guard, count 0O
protocol-enforcement, drop O
nat-rewrite, count 0
umbrella registration: tag: default, status: 200 success, device-id:
010al3b8fbdfc9aa
Umbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject 0
DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

FEA 2 0TI, DNSerypt OfEEHE#R & S D F—nNForshET,
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Umbrella 4 —E 2 K1) o —ogitEgoz=421>7 |

asa (config) # show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000

Inspect: dns dns_umbrella, packet 12,

message-length maximum client auto,

lock fail 0, drop 0, reset-drop O,

5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override O

message-length maximum 1500, drop O
dns-guard,
protocol-enforcement, drop O
nat-rewrite, count 0
Umbrella registration: tag: default, status: 200 SUCCESS, device-id:
010af97abf89abc3,
Umbrella:

Umbrella
Umbrella
Umbrella
Umbrella
Umbrella
Umbrella
Umbrella

count 3

retry O
bypass 0,

app-id fail, count O

flow alloc fail, count O
block alloc fail, count 0
client flow expired, count O
server flow expired, count O
request drop, count O
response drop, count O

drop O

req inject 6 - sent 6,

res recv 6 - inject 6

DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6
DNScrypt ingress: rcvd 18, decrypt 6, bypass 12, inject 6

DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt

DNScrypt:

240B:11B7:

48DD:E6D3:

6CB9:FA4B:

9182:9F42:

DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt
DNScrypt

Last Successful:
Magic DNSC, Major Version 0x0001,
Query Magic 0x714e7a696d657555,

Certificate Update:

length error, count O

add padding error, count O
encryption error, count 0
magic _mismatch error, count 0
disabled, count 0

flow error, count 0

nonce error, count 0

Receive internal drop count 0O

completion 1, failure 1

Receive on wrong channel drop count 0
Receive cannot queue drop count 0
No memory to create channel count 0

Send no output interface count
Send open channel failed count
Send no handle count 0O

Send dupb failure count 0

1
0

Create cert update no memory count 0

Store cert no memory count O

Certificate invalid length count 0
Certificate invalid magic count 0O
Certificate invalid major version count 0
Certificate invalid minor version count O
Certificate invalid signature count 0

Start Time 1517943461 (18:57:41 UTC Feb

End Time

1549479461 (18:57:41 UTC Feb 6

Server Public Key

AD02:FAC0:6285:1E88:6EAA:44E7 :AES5B: AD2F:

Client Secret Key Hash

C058:D063:1098:C6B4:BA6F:D8AT:FOF8:0754:

Client Public key
4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004
NM key Hash

6C01:003C:9939:7741:1734:D199:22DF:511E:

01:42:29 UTC May 2 2018, Last Failed: None
Minor Version 0x0000,
Serial Number 1517943461,

6 2018)
2019)

921F:9577:514D:E226:D552:6836

40B0:AFB3:CB31:2B22:A7A4:9CEE

:CD3B:B3F2:86C1:A7EC:A0B6:1A58

E8C9:206B:D0A3:8181:CE57:8020
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. Umbrella @ syslog A v £t—CDE=2 Y25

Umbrella @D syslog A v t—CDE=ZZ Y Y
K@ Umbrella BIHE D syslog A v —T % EF=HX TEXET,
* %ASA-3-339001: DNSCRYPT certificate update failed for number tries.

Umbrella h—"~Db— b BMEET D 2 L, BROHNA v F—T = A4 ARFRINIER
WCHERE L TV D Z & a8 L T< 728V, E 72, DNSerypt HIZERE S T2 AR F— 23 1E
LWWZ &R L TL 72 &V, Cisco Umbrella 2> 5 H LW —Z2 TG T 2 MENE L 55
AENRHY ET,
* %ASA-3-339002: Umbrella device registration failed with error code error _code.
KT — a— RONFIL, ROLEBY TT,
<400 : FROWXE T o7 o VICHERH Y £9, =2 U BETE D50, R
LCWDHEEMERH Y £3, =2 M Umbrella ¥ v ¥ 2R — KD h—27 L —K L
TWDZEaMERLTSES N,
*401 : API h—7 U AR INTWET A, P—7 U ZHHEL T ZEV, Umbrella
HovafR—RCRh—=7 U ZEHLTWEEEIE, LT L0 =2 2R L TL
720,
© 409 : TNA A ID DNBIOMFE L A L TV ET, MEDOANZIC OV T Unbrella & H#
FITHER L T EE 0,
500 : W — " =T =3 AE L L7z, BEONAFIZ OV T Umbrella & #HH I ZfERD
LTL &Y,

* %ASA-6-339003: Umbrella device registration was successful.

* %ASA-3-339004: Umbrella device registration failed due to missing token.

Cisco Umbrella 7>5 API h—7 > ZH4% L. Umbrella ® 7 10— N)LERE CIHRET 5 MLEN
HYFEI,

* %ASA-3-339005: Umbrella device registration failed after number retries.
syslog 339002 A v E— TV EER L, BIETHMNEOH LT —%RELET,
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Cisco Umbrella Connector 0 /& FE .

Cisco Umbrella Connector O & &

T3y bT74—
L)y —2R &t A

1

N

Cisco Umbrella ¥R — K, 9.10(1) Cisco Umbrella TEFEINTWL =X —TFF7 A4 X ¥
T4 RV —Fa—VPEEREICEH TX 5 &L 912 DNS 2k %
Cisco Umbrella ~U A L7 F T 5L HICT A AERETE
F9, FQDNIZHESWTHERi AT £/ ey 7 T&EET,
F721E, % LV FQDN O 13 Cisco Umbrella f 7 VU ¥ =
YhTeFUILE—FEY XA L7 NLTURL 7 4 L% Y >
7 FATTE £9, Umbrella DFZEIL, DNS A AT v g
VARV U—IZEENLTVET,

WOMEZBINEZIZIEE LE Lz, [Configuration] >

[Firewall] > [Objects] > [Umbrella], [Configuration] > [Firewall] >
[Objects] > [Inspect Maps] > DNS,
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