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! ASA Version 9.4.1.200

interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 30

username admin nopassword privilege 15
username admin attributes

service-type admin

! required config end

! example dns configuration

dns domain-lookup management

DNS server-group DefaultDNS

! where this address is the .2 on your public subnet
name-server 172.19.0.2

! example ntp configuration

name 129.6.15.28 time-a.nist.gov

name 129.6.15.29 time-b.nist.gov

name 129.6.15.30 time-c.nist.gov

ntp server time-c.nist.gov

ntp server time-b.nist.gov

ntp server time-a.nist.gov
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