A R

show tcpstat =~ > K~ show traffic =~

show tcpstat

ASA D TCP A H v 7 B L NASA THIEL TWA TCPHEHD AT —F A% (T /Xy T D1=bi|2)
FR T DAL FEME EXEC £ — R Cshow tepstat 2~ > REHH L EJ, 2D a~ > RiLIPvd B
JOIPV6 D7 FL2&HR—FLET,

show tcpstat

B oA Zoawy NIEBIEERIZF—U—RIZIH Y A,

574/ b T 7 4V N OEERLHEIZDH Y AL

a<w v RE—F WORIZ. a~ REANTESE—FexRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
b7 AR =N
a<w s KE—F N—7Tv N | 7L U | R B AT A
¥5HE EXEC e Yes e Yes e Yes e Yes —
a- v g JY—2x EEAR
7.0(1) Zoawy RRNBMEnE L,
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FEREDHTA RZ  showtepstat =~ > REfEHT 5 & TCP A ¥ v 7 38 LT ASA THedii L TUv2 TCP 5 D A
A TS ARRRTEET R 28I FREND TCP MEHEROBHAZ R L E T,

Z 13-1 show tcpstat =~> FD TCP #7HE#R

MERT B!

tcb_cnt TCP = —HF D ¥k,

proxy_cnt TCP 71 % O¥, TCP 7 1 % (%, = — W8] T

éniﬁ—D

tcp_xmt pkts

TCP A ¥ v 7 Bk LT3 v FD#k,

tep_rcv good pkts

TCP A H v 7 W% fZ LTZIEH 7237 » D%,

tep_rcv drop pkts

TCP A v 7N KRa vy X LES{E Ay O,

tcp bad chksum

F ey 7Y HIRO DD T2ZE T > O,

tcp user hash add

Ny Va T—T B E T TCP = —H D#K,

tcp user hash add dup

FHLWTCP 2 —HW & /Ny o T—7/VEBMLED &
LIl & FOa—FRTTICT—7 ARITHEMEL T
7= 18144,

tcp user srch hash hit

BBEEIZ Ny ¥ a2 F— 7 LNT TCP = — ¥R & h
e E1EeS

tcp user srch hash miss

BB Ny v 2 F—T LN T TCP 22— HF R E
727 o T2,

tcp user hash delete

TCP = —H /Ny v o T —T M BHIER & iz E4k,

tcp user hash delete miss

TCP = —H %YL LD L LI X FOa—F Ry
Va T—T7NVNTHRE o 2 ElE,

lip

TCP =—H#Dua—h/LIP T KL A,

fip

TCP 2 —HDHHEIP 7 KL A,

Ip

TCP =2 —H¥ D —h /L R—k,

fp

TCP =2 —H DHFER— |k,

st

TCP = —H# DIRHE (RFC 793 # & M), Fom SN HIEIZR
DEEBYTT,

CLOSED
LISTEN
SYN_SENT
SYN_RCVD
ESTABLISHED
FIN_WAIT_1
FIN_WAIT 2
CLOSE_WAIT
CLOSING

0 LAST_ACK

1 TIME_WAIT

P P2 0o Jo 0w

rexqlen

TCP 2 —HVDHEEF 2 —DFE X,

inglen

TCP 2 —HDANF a2 —DFE X,

tw_timer

TCP == —H® time_wait ¥ 4 ~— D (I V),

to_timer

TCP 2~V DT /T 4T 4 XA LT UK XA ~—
DE(I V),
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Z# 13-1 show tcpstat =~> Ko TCP sFHE#H (k&)

AT B

cl_timer TCP = —H D7 v —RXFRZ A ~—DfE(I UV F),
per_timer TCP = —H DFHfE ¥ A ~—DfE (I U ),

rt_timer TCP = — YV DOHEFE XA ~v—DE (I VF),

tries TCP = —% O E(FEEK,

i WIZASA D TCP AX v DAT —H A FmT L6l LET,
ciscoasa# show tcpstat
CURRENT MAX TOTAL
tcb_cnt 2 12 320
proxy_cnt 0 0 160
tcp_xmt pkts = 540591
tcp_rcv good pkts = 6583
tcp_rcv drop pkts = 2
tcp bad chksum = 0
tcp user hash add = 2028
tcp user hash add dup = 0
tcp user srch hash hit = 316753
tcp user srch hash miss = 6663
tcp user hash delete = 2027
tcp user hash delete miss = 0
lip = 172.23.59.230 fip = 10.21.96.254 1p = 443 fp = 2567 st = 4 rexglen =
in0
tw_timer = 0 to_timer = 179000 cl_timer = 0 per_timer = 0
rt_timer = 0
tries 0
BAEa~< R a<w v R EAE
show conn EH STV Dk L ATRE R #fi 2 Rom L £ 77
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|
show tech-support
T =H P AR—= K T YA NBZWRHE S DR A KR T 51T FrbE EXEC £E— R T
show tech-support =~ > R&{H L £,
show tech-support [detail [vsn] | file | no-config | performance]
X OB detail (LR M mE R LE T,
file EE) A~y FOMNE T 7 ANICEZRABLET 77 ANV VAT LDEA
NI D & B0 T9, disk0: ., disk1:, ftp:, scp:, smb:, 35 L O tftp:,
no-config (EE)F 7oy 74 X2 —2a o hEBRALET,
NI —<V A (FTva )R T7r—v AFRERRLET,
vsn (AT a)T7r7A M)A L7 FERDBEIMO ASAI000V K Y 32—
T—Vxr DT =hV PR — MEREEOET,
T7 A H T 74V NOBEREILZH D FHE A,

avyRKE—F ROKIZ, 2~ FEANTELHEF—RFE2RLET,

TZ7ATUF—IV
T—F X2V T 4 aTHRAD
< /VF
FZ AR aTH
a<w» RKE—F =7y |7V (PN [ RB AT A
ke EXEC e Yes e Yes e Yes — e Yes
o< FERE Y yY—= EEAE

7.0(1) detail ¥— 7 — KRB XU file ¥— 7 — RBNBIMINE LT,

7.2(1) HANIEE S CPU # 5B LTS 7 et AZB LT, & HIZFEM
RIERBRREIND LRV E LT,

9.1(2) H 71 2353 & 11, show environment =2~ > ROFERN G END L 91
20 FE LT,

9.13) H ) 3 JE3E S 71, show memory detail . show memory top-usage. 35 X O
show vlan 2~ > ROERNEENDL L O L1,

9.2(1) show memory detail, show cpu detail, show blocks queue history
core-local, show asp drop.show asp event dp-cp.show cpu usage history
B L " show traffic summary =~ > K6 OfEHZ2 &t L oI AN
Pk 41 FE L 7=, show kernel cgroup-controller detail =~ > K2>5 D
H 7713 HIBR S 4vE L7z, performance 35 X OV vsn ¥ — 7 — R BHI X
nE L,

9.2(1) HAMIEIE & L. show vlan 2=~ > FOEEREENL L5220 £

L7,
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Y —=

EEAR

9.1(7)/9.3(1)

show tech-support = < > KN |Z show resource usage count all 1 ™ /] 73
EEND L O/ F Lz, ZiZiL, xlate, conn, inspect, syslog 72 &
BT LIRS T ENE T, ZOMRIT AT 4 —~ AT 5 M
AW T Ao &EsLbET,

9.3(2)

show route-summary =~ > R ® /775 show tech-support detail = ~

v RIZEMEnE L,

9.4(1)

show tech-support =~ > RO J)IZIE AERL S 47z syslog DFHT 50 17
DEENET, INOOREEZR R TE S L HICT HIT1E. logging
buffer =~ > F& A X =T VT 2MENHY £7,

9.1(7)/9.4(3)/9.5(2)

show tech support =~ > RIZBIfERD LBV T,

e dir all-filesystems O /)N EENE T, ZOHINTROGEITHK
NOZERNHY ET,
— SSLVPN 227 4 Fa2b—3 3 bR Y —ZA0 ASA I
HHEMNE I EERLET,
- IO a:lTvva TrANDAMNOEY A DAL T
ff%fﬁ%wu Liﬁ—o

e show kernel cgroup-controller detail ® | ) OH|x: ZDa<w 2
H 771% show tech-support detail O H JNIZE I ET,

9.7.(1)

show tech-support =~ > RIZ KOEER Mz oNEH INE L,

e 7T v a LAl y RH) 6O thread name, registry content,
timestamp. traceback 72 & @ crashinfo #itEMaE & L D12 H
DYEIE S L7z, Saved crash D % A L AKX 7 )36 D H A IEH]
PrEitE L7,

e show ipsec stats, show crypto ikev1 stats 35 & UF show crypto ikev2
stats 2~ REGL L HICH B EEEhE LTz, 2hboa~
YRIEILRNTI TN 2a—T 0 7 AR E LT VPN BEEHE A I
LT oD sNET,

e show tech-support =~ > R{Z . show vm O /IR EEND L 9 I
720 F LT, ZHUE ASAY RBUEBRE) L TV D A 73— H—
ZHBILE T, ZOERIZ AL T 7 > b7 4 — L ETHEEO A E)
fbENTeF =y 7 2 FTTHDITHELELET,

e show tech-support =< > K|Z show module detail =~ > 3 & £
NIV ELE, Z0a~y X EEOEY 2 — VBT
DIEMERET D700, S E S E R LA T — % ZDRME
DRT TNV a—T 4 TITELHET,

fE LD HA ¥  show tech-support =~ > R CliX. 727 =Hh /L YR —F 7 U R NPEEEBZET 556 10%L
A OERNERINET T/ =N VR —F TFIURAMI,ZOa~vy K& show 2~ K
O EMAGDLE TSI EIEREREZATLET,

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



1 WIZ.T 7 =HNHR— ForicfER SN EREFR T H60 %275 LE T, HH 7775, show module

A< FOMDTIHED X ICEMSN TWET,

ciscoasa# show tech-support | beg show module

0 ASA 5585-X Security Services Processor-10 wi ASA5585-SSP-10

Serial No.

JAD1626056J

Mod MAC Address Range Hw Version Fw Version Sw Version
0 a493.4c43.0d68 to a493.4c43.0473 2.0 2.0(13)0 100.8(0)229
Mod SSP Application Name Status SSP Application Version
Mod Status Data Plane Status Compatibility
0 Up Sys Not Applicable

Left Slot (PSO): 6900 RPM - OK (Power Supply Fan)
Right Slot (PS1l): 7200 RPM - OK (Fan Module Fan)

Power Supplies:

Power Supply Unit Redundancy: N/A

Temperature:

Left Slot (PSO0): 30 C - OK (Power Supply Temperature)
Right Slot (PS1l): 31 C - OK (Fan Module Temperature)

Cooling Fans:

Left Slot (PS0O): 6900 RPM - OK (Power Supply Fan)
Right Slot (PS1): 7100 RPM - OK (Fan Module Fan)

Temperature:

Processor 1l: 47.0 C - OK (CPUl Core Temperature)

Chassis:

Ambient 1: 31.5 C - OK (Chassis Front Temperature)
Ambient 2: 37.5 C - OK (Chassis Back Temperature)
Ambient 3: 31.25 C - OK (CPUl Front Temperature)
Ambient 4: 32.0 C - OK (CPUl Back Temperature)

IO Hub

Circuit Die: 49.0 C - OK (Circuit Die Temperature)
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Power Supplies:

Left Slot (PS0O0): 30 C - OK (Power Supply Temperature)
Right Slot (PS1): 31 C - OK (Fan Module Temperature)

Voltage
Channel 1: 3.325 V - (3.3V (U142 vX1))
Channel 2: 1.496 V - (1.5V (Ul42 vX2))
Channel 3: 1.048 V - (1.05V (Ul42 Vvx3))
Channel 4: 3.337 V - (3.3V_STDBY (U142 VP1l))
Channel 5: 11.665 V - (12v (Ul42 vP2))
Channel 6: 4.950 V - (5.0V (Ul42 VP3))
Channel 7: 6.853 V - (7.0V (Ul42 VP4))
Channel 8: 9.616 V - (IBV (Ul42 VH))
Channel 9: 1.046 V - (1.05VB (U209 VX2))
Channel 10: 1.213 V - (1.2vV (U209 VX3))
Channel 11: 1.110 V - (1.1v (U209 Vx4))
Channel 12 1.006 Vv - (1.0V (U209 VX5))
Channel 13: 3.335 V - (3.3V STDBY (U209 VP1))
Channel 14: 2.499 V - (2.5V (U209 VP2))
Channel 15: 1.803 V - (1.8v (U209 VP3))
Channel 16: 1.894 V - (1.9vV (U209 VP4))
Channel 17 9.611 vV - (IBV (U209 VH))
Channel 18 2.048 vV - (VI'T CPUO (U83 VX2))
Channel 19: 0.000 V - (VIT CPU1l (U83 VX3))
Channel 20: 2.048 V - (vCC CPUO (U83 VX4))
Channel 21: 1.772 V - (vCC CPU1l (U83 VX5))
Channel 22: 1.516 V - (1.5vA (U83 VP1))
Channel 23: 0.000 V - (1.5VB (U83 VP2))
Channel 24: 8.937 V - (IBV (U83 VH))

—————————————————— show memory ----—-————------—-—-—-—-—

Free memory: 4927975152 bytes (76%)

Used memory: 1514475792 bytes (24%)

Total memory: 6442450944 bytes (100%)

—————————————————— show conn count ------------------

0 in use, 0 most used

—————————————————— show xlate count -----------------—-

0 in use, 0 most used

—————————————————— show vpn-sessiondb summary ------------------

—————————————————— show blocks ------------------

SIZE MAX LOwW CNT
0 1450 1450 1450
4 100 99 99

80 1000 1000 1000

Frame drop:
Flow is denied by configured rule (acl-drop) 290272
Slowpath security checks failed (sp-security-failed) 22489
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Interface is down

Last clearing: Neve
Flow drop:
Last clearing: Neve

DP-CP EVENT QUEUE
Punt Event Queue

Identity-Traffic Event Queue

General Event Queue
Syslog Event Queue
Non-Blocking Event
Midpath High Event
Midpath Norm Event
SRTP Event Queue
HA Event Queue

Threat-Detection Event Queue

ARP Event Queue
IDFW Event Queue
CXSC Event Queue

EVENT-TYPE
punt

inspect-gtp
drop-flow
midpath-norm
adj-absent
arp-in 7
identity-traffic
syslog
scheduler
ha-msg 48

(interface-down)

r

r

show asp event dp-cp
QUEUE-LEN

Queue
Queue
Queue

O O O O O O O O o o o o o

ALLOC ALLOC-FAIL ENQUEUED
18079
18079
36158

18079
18079
0

9
18079
683820
16
117503
89
812863

History buffer memory usage:
History analysis time limit:

CORE LIMIT ALLOC

0 24576 24
1 24576 4425
2 24576 2045
3 24576 3129
4 24576 18
5 24576 338
6 24576 40
7

24576 124

Break down of per-core data path versus control point cpu usage:

Core
Core
Core

sec

Core
Core
Core
Core
Core
Core

N oUW N o
O O O O O O o o W
O O O O O O O O
O O O O O O O O

9

18079
7683820

16

117503

89

48812863

3744 bytes

100 msec

show blocks core

HIGH
25
6155
2873
4648
18
936
44
129

O O O O O o o o
o+ o+ o+ o+ o+ o+
O O O O O o o o

.0)
.0)
.0)
.0)
.0)
.0)
.0)
.0)

CNT
1111
899
743
817
1994
1412
2011
1155

1

O O O O O O O O

O O O O O O O O

min

(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.

O O O O O O O O
I S S
O O O O O O O O

RETIRED 15SEC-RATE

HIGH-WATER

1

1

2

3

22

0

1

0

3

0

10

0

0

ENQ-FAIL

0 18079
0 18079
0 36158
0 9
0 18079
0 7683820
0 16
0 117503
0 89
0 48812863

(default)

O O O O O o o o

.0)
.0)
.0)
.0)
.0)
.0)
.0)
.0)

min

(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.

O O O O O O o o W
O O O O O O O O
O O O O O O O O
I T S S
O O O O O O O O

Ul O O O O O O O O O

O O O O O O O O

49
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Current control point elapsed versus the maximum control point elapsed for:

5 seconds = 66.7%; 1 minute: 66.7%; 5 minutes: 66.7%
CPU utilization of external processes for:

5 seconds = 0.2%; 1 minute:

Total CPU utilization for:

5 seconds = 0.3%; 1 minute:

0.0%; 5 minutes: 0.0%

0.1%; 5 minutes: 0.1%

—————————————————— show memory detail ------------------

Free memory:
Used memory:

Allocated memory in use:

Reserved memory:

Total memory:

Least free memory:
Most used memory:

MEMPOOL_DMA_ALT1 POOL STATS:

10213725472 bytes (79%)

789891808 bytes ( 6%)
1881284608 bytes (15%)

12884901888 bytes (100%)

10213420912 bytes (79%)
2671480976 bytes (21%)

Non-mmapped bytes allocated = 291766272
Number of free chunks 1
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 291766272
Keepcost = 263907584
Max contiguous free mem = 263907584
Allocated memory in use = 27858592
Free memory = 263907680

fragment size count total
(bytes) (bytes)
96 1 96 % *
263907584 1 263907584%*
- top most releasable chunk.
** - contiguous memory on top of heap.
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
8192 16 131072
12582912 1 12582912
MEMPOOL_DMA POOL STATS:
Non-mmapped bytes allocated = 291766272
Number of free chunks = 131
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 291766272
Keepcost = 252590992
Max contiguous free mem = 252590992
Allocated memory in use = 39118960
Free memory = 252647312
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fragment size count total
(bytes) (bytes)
96 1 96**
256 64 20480
384 32 15360
512 33 20208
252590992 1 252590992*
* - top most releasable chunk.

** - contiguous memory on top of heap.

fragment size count total
(bytes) (bytes)
96 1 96
144 2 288
256 2 512
384 3 1152
512 3 1536
1024 128 131072
2048 1 2048
8192 5 40960
12288 25 307200
16384 1 16384
32768 2 65536
65536 1 65536
98304 2 196608
131072 3 393216
196608 5 983040
262144 3 786432
393216 1 393216
524288 2 1048576
786432 2 1572864
1048576 1 1048576
1572864 2 3145728
2097152 2 4194304
3145728 2 6291456
12582912 1 12582912
MEMPOOL_GLOBAL_SHARED POOL STATS:
Non-mmapped bytes allocated = 11003617280
Number of free chunks = 492
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 11003617280
Keepcost = 10213402128
Max contiguous free mem = 10213402128
Allocated memory in use = 789891808
Free memory = 10213725472
————— fragmented memory statistics -----
fragment size count total
(bytes) (bytes)
32 201 6432
48 131 6288
64 138 8832
96 1 96**
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112 2 224
256 5 1392
512 1 592
2048 1 2160
24576 11 284784
10213402128 1 10213402128%*
* - top most releasable chunk.
** - contiguous memory on top of heap.
————— allocated memory statistics -----
fragment size count total
(bytes) (bytes)
80 1485 118800
96 8525 818400
112 3287 368144
128 1867 238976
144 10842 1561248
160 876 140160
176 476 83776
192 448 86016
208 795 165360
224 1130 253120
240 191 45840
256 2733 699648
384 415 159360
512 1225 627200
768 869 667392
1024 1507 1543168
1536 5345 8209920
2048 329 673792
3072 186 571392
4096 5001 20484096
6144 58 356352
8192 349 2859008
12288 94 1155072
16384 85 1392640
24576 17 417792
32768 172 5636096
49152 38 1867776
65536 172 11272192
98304 44 4325376
131072 41 5373952
196608 36 7077888
262144 40 10485760
393216 20 7864320
524288 15 7864320
786432 50 39321600
1048576 32 33554432
1572864 1 1572864
2097152 12 25165824
3145728 2 6291456
4194304 1 4194304
6291456 1 6291456
8388608 1 8388608
12582912 5 62914560

Summary for all pools:

Non-mmapped bytes allocated = 11587149824
Number of free chunks = 624
Number of mmapped regions 0
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Mmapped bytes allocated = 0
Max memory footprint = 11587149824
Keepcost = 10729900704
Allocated memory in use = 856869360
Free memory = 10730280464

fragment size
(bytes)
12582912
2097152
3145728
1048576
1572864
786432
196608
262144
393216
98304

Binsize PC top

Binsize: 12582912

pc = 0x805adal, size

Binsize: 2097152

pc = 0x805adal, size

Binsize: 3145728

pc = 0x987071c, size

Binsize: 1048576

pc = 0x805adal, size
Binsize: 1572864

pc = 0x805adal, size
Binsize: 786432

pc = 0x805adal, size
Binsize: 196608

pc = 0x805adal, size
pc = 0x80567f1, size
Binsize: 262144

pc = 0x805adal, size
pc = 0x80567fl1l, size

count

WENWRERERNDEDNDPRE

= 12960071

= 5758350

= 3178567

= 2309774

= 1740871

= 915271

= 484622
= 259271

= 352071
= 310471

12582912
4194304
3145728
2097152
1572864

786432
589824
524288
393216
294912

total

, count = 1

total

, count = 2

total

, count = 1

total

, count = 2

total

, count = 1

total (bytes):
, count = 1
total (bytes):
, count = 2
, count = 1
total (bytes):
, count = 1
, count = 1

(bytes) :

(bytes) :

(bytes) :

(bytes) :

(bytes) :

12582912

4194304

3145728

2097152

1572864

786432

589824

524288
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Binsize: 393216
pc = 0x805adal, size
Binsize: 98304

pc = 0x805adal, size
pc = 0x80567fl, size

505671

129671
227342

total (bytes): 393216

, count = 1

total (bytes): 294912

, count =1
, count = 2

MEMPOOL_GLOBAL_SHARED pool binsize allocated byte totals:

fragment size
(bytes)

8388608

65536
524288
4194304
3145728
131072
1048576
2097152

16384
262144

————— Binsize PC top

Binsize: 8388608

pc = 0x825b333, size

Binsize: 65536

pc = 0x916e48d, size
pc = 0x982de33, size
pc = 0x982db72, size
pc = 0x82d9092, size
pc = 0x819b8f9, size
pc = 0x819b65e, size
pc = 0x9334871, size
pc = 0x8alleba, size
pc = 0x8al09f0, size
pc = 0x9162fb0, size
pc = 0x8fl3da8, size
pc = 0x8056c¢cll, size
pc = 0x8056bf5, size

Binsize: 524288

pc = 0x8a9f8eb, size
pc = 0x982db72, size
pc = 0x807bcb4d, size
pc = 0x821944f, size
pc = 0x9187575, size
pc = 0x8056al4, size

Binsize: 4194304

pc = 0x8cclf27, size

count

16777216

7531232
263056
324956
65536
77824
77824
65536
65536
65536
163968
66048
66528
66528

643264
5325112
524312
1282600
524312
524352

5242924

total
(bytes)
16777216
8257536
7340032
4194304
3145728
2752512
2097152
2097152
2080768
1835008

total (bytes): 16777216

, count = 2

total (bytes): 8257536

o
~

, count =
, count =
, count =
, count =
, count =
, count =
, count =
, count =
, count =
, count =
, count =
, count =

FRPRPNMNRPRPRPRRRRPRAASPR

, count =

total (bytes): 7340032

, count =
, count =
, count =
, count =
, count =

= RPN R o R

, count =

total (bytes): 4194304

, count = 1
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Binsize: 3145728 total (bytes): 3145728
pc = 0x821944f, size = 3698788 , count =1

Binsize: 131072 total (bytes): 2752512
pc = 0x9137bc4, size = 163904 , count = 1

pc = 0x806e421, size = 393216 , count = 3

pc = 0x8f3£f649, size = 154136 , count = 1

pc = 0x911894b, size = 131072 , count = 1

pc = 0x89f3fd0, size = 141212 , count = 1

pc = 0x982de33, size = 593580 , count = 4

pc = 0x8167e2b, size = 160864 , count = 1

pc = 0x982db72, size = 983250 , count = 6

pc = 0x9162fb0, size = 327808 , count = 2

pc = 0x806e024, size = 184800 , count = 1

Binsize: 1048576 total (bytes): 2097152
pc = 0x982de33, size = 1081507 , count = 1

pc = 0x821944f, size = 1120100 , count = 1

Binsize: 2097152 total (bytes): 2097152
pc = 0x8aal252, size = 2097152 , count = 1

Binsize: 16384 total (bytes): 2080768
pc = 0x806e421, size = 1474560 , count = 90

pc = 0x982de33, size = 135545 , count = 7

pc = 0x9173a77, size = 36928 , count = 2

pc = 0x88a6fec, size = 163840 , count = 10

pc = 0x8f3f649, size = 24160 , count = 1

pc = 0x982db72, size = 96195 , count = 5

pc = 0x8a765c0, size = 17408 , count = 1

pc = 0x92cb71b, size = 17388 , count =1

pc = 0x982dbee, size = 119925 , count = 7

pc = 0x879defa, size = 19456 , count = 1

pc = 0x8ebd433, size = 16432 , count = 1

pc = 0x8ebd415, size = 16432 , count = 1

Binsize: 262144 total (bytes): 1835008
pc = 0x982db72, size = 1573315 , count = 5

pc = 0x982de33, size = 580878 , count = 2

IP routing table maximum-paths is 3

Route Source Networks Subnets Replicates Overhead Memory (bytes)

connected 0 2 0 176 576

static 0 1 0 88 288

eigrp 11 0 3000 0 324000 864000

bgp 200 2 45 0 4136 13536
External: 47 Internal: 0 Local: 0

ospf 100 0 538 0 47344 157096

Intra-area: 38 Inter-area: 0 External-1: 500 External-2: 0

NSSA External-1: 0 NSSA External-2: 0
internal 7 288976
Total 9 3586 0 375744 1324472

64, 66, 70-72, 80-82, 142, 151, 950-951, 960-961
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(FEESEEAN

a<wv R

B!

show clock

Syslog ' —/N(PFSS) B L OMAF— A 77 A T 7 F % (PKI) 7'=
farTHEHINL /ey 7 2R RLET,

show conn count

i ST e & T AT RE e i &2 2o L £,

show cpu

CPU O JHRPUCBIT DI Z FR L £,

show failover

BHOAT —HABLOT 7T 4 71272 >TW5DH ASA #F R LET,

show memory

WA ORKREBLOTNL—F 7 VAT 5 TERIEM A
BE/RZe& A Y BEIZHOWT ERNEERRLET,

show perfmon

ASA DRT F—~< AT HHEREFR TR LET,

show processes

BELTWVWAYeERADY R NEERLET,

show running-config

ASA FCHBIEEITIRATWA Ay 7 X2l —1a 2R i LET,

show xlate

A my MIBETLHERERTLET,
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show threat-detection memory

WX DN

avw U RFT7+
VIS

threat-detection statistics =~ > FIZ LV A x—

— T END BB O EHE ) CE

SINDAEY ZRKRT HITIL FiHE EXEC £ — K C show threat-detection memory =~ > K% fifi

MLET,

show threat-detection memory

Zha<wy Rl

77 4 b OBIERMHITH D HE A,

FEIBELITF - —FiEH Y FHEA,

av s RNE—F ROERIZ, a~v L REANTEDLE—RZRLET,
T4 T UF—IV
T—F ¥Fa2YF 4 AUFHR b
< JVF
AR =V
a<wy RE—F N—F v R | TV (VI |RB AT A
¥itE EXEC e Yes e Yes e Yes _ _
= NIgHE yy—= ERNE
8.3(1) Zoawy RPRENSIE L,
ERAEDOHA KT HHERICE > UL KEDAEY ZHH L T ASA DT 4 —v U ACHEBE 5252 ka
A DET, Z0a<vry FEaffdTE BBEOSLTar 74 Falb—ra VaRBETESL91
AEVHHEREE=FTEET,
il 12 . show threat-detection memory =~ > RO HHl AR L E9,

ciscoasa# show threat-detection memory

Cached chunks:
CACHE TYPE

TD Host

TD Port

TD Protocol

TD ACE

TD Shared counters

Subtotal TD Chunks

Regular memory
TD Port

BYTES USED
70245888
2724
1476
728
14256
70265072
BYTES USED
33824
SawrF

Bl CiscoASAY YV —Xa~wr R UT7L V2R



TD Control block 162064
Subtotal Regular Memory 195888
Total TD memory: 70460960

EE=a< K

a<w v R

B!

show threat-detection
statistics host

RA S OMEHERZFRLET,

show threat-detection
statistics port

R— b ORMEHEFHRZ £R LET,

show threat-detection
statistics protocol

7'a faVoOREEREFR R LET,

show threat-detection
statistics top

EA7 10 2 F TOMEHEHRZ R LET,

threat-detection
statistics

B OFERRE SR E A R —T M LET,
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show threat-detection rate

threat-detection basic-threat =~ > FZ i L CHRARM LR EBR OB 2 A 32— ic+5 & Fr
¥ EXEC “E— R T show threat-detection rate =~ > RAZHiH L CTHIIEREFZRTE T,

show threat-detection rate [min-display-rate min_display_rate] [acl-drop | bad-packet-drop |
conn-limit-drop | dos-drop | fw-drop | icmp-drop | inspect-drop | interface-drop |
scanning-threat | syn-attack]

X DN

F7 %V b

acl-drop

(FERB)T7 78X VA RMTHESINZEOIZ Ny IR T Y b
O)V?‘}\%ﬁi—\‘bi—g«o

min-display-rate
min_display_rate

(EE) R/ ERL— N(ERHTZ0 OA X2 M) 2B 2 - rHE®
RFREND LD ITHIBR U &9, min_display_rate 13,0 ~ 2147483647
DIEIZRRETE E£7,

bad-packet-drop

EE) 3T > FERUCEE Y 28 % - T (invalid-ip-header F 7213
invalid-tcp-hdr-length 7¢ E) HEG SN/ odIiZ Ky &7z > K
D L— }\ %%ZT—\‘ L/ji—j«o

conn-limit-drop

() He IR (2 AT L&tk U Y — 2RI L ORE S e HilBRO
W) AT Ry TENT Ty O — Fa2FR LET,

dos-drop

(&) DoS W (572 SPI°AT — h 7L 77 AT Ut —/L Fxv
TARERIEE)V BB LIzl R ey sz "ry oL — %
FRLET,

fw-drop

UEBE)ERTZ 7 AT U4 — N Fxy JITAGTE ool Fr y
TEINTAT Yy hDOL— b ERRLET . ZOF T a k. ZDaw
YROTZ AT U= VICEE LTy b Rr Yy T ETRTED
# 4 L — b T9 . interface-drop. inspect-drop. scanning-threat 72 £,
TrFATUF—NVIEHELRW ey L= MIEERE A,

icmp-drop

(ER)EED LW ICMP N7 v EABH S oll Fr vy 7 Eion
Ty hOL—bFERRLET,

inspect-drop

FEB)T TV r—ay £ ART g AR 5187 v b
WHRRT Ry Fanle"ry hoL— MilllRZFRLET,

interface-drop

(FEE)A =7 =A ZADOWARMPFEET Ry 7 &7y ho
L— MR Z R L £,

scanning-threat

EBE) AX ¥ v HERBRHINZTZOIC ey a7y bO
L—h2FRLET, 20472 3 Tk iz & 2IERYIO TCP /3
7 RISSYN Xy TRV ERIFAY =g N Ry =A)
TTCP HEIC R LT ED AR v VB BEEE=F2 LET, 588 A
X v > &% ) (threat-detection scanning-threat =~ > K& %) C
. ZDOAF Yy VHEL— FOIFRERSG L. ZOHEHE S LIZ LT,
e ZIFARAMERBEFEL L THBELEBNICEN T 2722 8D HIET
AL E 9,

syn-attack

(X7 a)TCPSYN WESRED F—47 L O UDP v v a VIE
RERTEREya RN RERRTRey 7SN ry kO L— b
FPRRLET,

ARV N FATERELRWEGA. TXTOAXY MRFRRINET,
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av s RE—F WOFIZ, a~vy REANSJTELE—RRERLET,
TZ7AT UF—I)V
T—F X2V T4 aVTFRAL
< JVF
FF AR IUTx
a<w v RKE—F N—T v N |TVvrb v | R b AT A
ke EXEC e Yes e Yes e Yes — —
o< R Jy—= EEAR
8.0(2) Zoawy RBEMENE L=,
8.2(1) NR—Z F L— FEBOFEH L — B 605D 135 30450 1ITEHEX
NnNE L=,
8.2(2) BA XY MZOWTIHERE LNV EE NS BACETE SN E
LIZo BA Ry MEIS DT LI P H—TxF 7,
FEREDOHART TARATVLALOHEDNITIT KROEFEERBIERINET,
1 o EBEICHTEEHL— k(Y M),
o T LEHRBEDONN—ZMNBIZBITA2HRED A= N L— (4 X MURD) 73— A R
fElL S EE L — REBD 1730 & 10 D H 5 EH B0 REWIEH ORI
o L — FONHIIR & 8 2 72 15K,
o [BTEINT-HWMIZBITHA Xy FOEEFHEK
ASA X . FHL— FEBEINTA XU N Ao b2 30RIFFHLET, DE Y ASA 1T, A7 30 [H
DFETN—=A MNHBT &A= MM OKbVICL— T = v 7 LET BEEITHORSE
TAR—=Z2 MARIZEH L — MIEENEEAZE X B L — FER 10 D546/ —
2 MR 10 B TF It o N— 2 MR 3:00:00 25 3:00:10 £ TTH o 725512 show =
<2 R%& 30015 IEHT 2 E KEOSBOOBERITENICEEN T A,
@/v~/v BT HME—DEIIMT, AR A R MR EHFET D L E I RETAN—Z MREIROA
MR D H V=X | F'%m(l/so BE)DA X MLV T TIZEZL o TWVAHEAET
fro ZO%E ASA X O 59 O5ET LIZRBROA N Mids KORFE T O/3—Z MEEOB
HEETOARY MEEEFH LT ARV M EHELET, 206N LY A XV MDD
KEERBEINAZ Y TN EA LA TE=Z TEET,
1 12 . show threat-detection rate =~ > FOH 2R L E9,

ciscoasa# show threat-detection rate

Average (eps) Current (eps) Trigger Total events
10-min ACL drop: 0 0 0 16
1-hour ACL drop: 0 0 0 112
1-hour SYN attck: 5 0 2 21438
10-min Scanning: 0 0 29 193
1-hour Scanning: 106 0 10 384776
1-hour Bad pkts: 76 0 2 274690
10-min Firewall: 0 0 3 22
l-hour Firewall: 76 0 2 274844
10-min DoS attck: 0 0 0 6
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1-hour DoS attck: 0 0 0 42
10-min Interface: 0 0 0 204
l1-hour Interface: 88 0 0 318225
Az~ R a<w R HLE]

clear threat-detection rate

BAGBBHOMEHEHRZ 7 V7 LET,

show running-config all
threat-detection

BB 7 4 X2 —a v EERLET AL —
FREZ L TOWARWEASIZT 74V O L — FRESL FER
ENET,

threat-detection basic-threat

ARG HN 2 A R—7 M LET,

threat-detection rate

AN N ZATTEOFHRERE L — MIIREZRE L ET,

threat-detection scanning-threat

BRBEOAF Y A F—T NI LET,
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show threat-detection scanning-threat

threat-detection scanning-threat =~ > RZ i L CTAX ¥ N KD EFBOMm &2 A xR — 7 1iT
L 72554 1%, ¥ # EXEC & — K C show threat-detection scanning-threat =~ > N2 {li 325 & |
BBEBIOHESG L PHINTEHRA NBRRINET,

show threat-detection scanning-threat [attacker | target]

WX DN

F7 %V b

a<v v RE—F

attacker (EE)KBTTAAMDIP T RLAZRRLET,
target (AT a ) BHBEHARFEAIDIPT RLAEFRRLET,

77 4N FOBIERLHEITH D A,

WORIZ. a~ REANTESE—FeRLET,

T77AT U —IV
T—F X2l F 4 TUTFER b
< JVF
[ NZAZSZ A aryrx
a<w v RE—F =7y K 7TV (7 [ R b AT A
¥ #E EXEC * Yes * Yes e Yes — _
a< v RERE Jy—2R EEARN
8.0(2) o<y RpBEMmEnE L,
8.0(4) R L7 % A MZI& Subnet List) # #7795 X 9 ICEHEELE LT,
8.2(2) BIA R MZOW TR BERE LR EENGHAICEE I E
L7 AR MES 2 EIc by A—T&EET,
9.0 AU =T = A RERPBAITBEMSE LT,
il 12 . show threat-detection scanning-threat ==~ > N D H Al %275~ L £9,

ciscoasa# show threat-detection scanning-threat
Latest Target Host & Subnet List:

192.168.1.0

(121)

192.168.1.249 (121)
Latest Attacker Host & Subnet List:

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

234 (outside)
(outside)

(outside)
(outside)
(outside)
(outside)
(outside)
(outside)
(outside)
(outside)

W o ~Jo Ul W o

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



o< R a2 K 24 BR
clear threat-detection shun HERA G B AR A M &R L £ 7,
show threat-detection shun BIEEBE SN TWAR A 2T R LET,
show threat-detection statistics protocol 7o 2 /L OFHEHFEHREZFT R LE T,
show threat-detection statistics top FAL 10 E TOHEEREZFE R LET,
threat-detection scanning-threat LR DAX v A 2—T VI LET,
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show threat-detection shun

threat-detection scanning-threat =~ > RZ i L CTAX ¥ N KD EFBOMm &2 A xR — 7 1iT
L. B oA A &2 BHEIEIZ[EGEE L7235 1% M EXEC & — R T show threat-detection shun =
<~ REMHT D & BERBINTWDEA NREREINET,

WX DN

F7 %V b

av v RE—F

show threat-detection shun

Zoavwy FIEBIEERIZF—U—RIIH Y A,

T 7 4N FOBERLHEITH D THE A,

WORIZ. a~ REANTESE—FEeRLET,

T7AT U4—
T—F X2V T 4 ayTFHAB
< JVF
72U AR TR
a<w RE—F =T K |7V TN (R VAT A
¥itE EXEC e Yes e Yes e Yes _ _
o< R Jy—=x EEAR
8.0(2) o<y RpBEMEnE L,
8.2(2) BIA R MZOWTIE, ERE LA EE NGB AEAT SN E
LI BA R MES TSI Y H—TEE,
9.0 A H =T A AMEBRNEATEMENE L,

EHEOHA KT

A v

Bl

HERR e e Bk Ak R4 4 5 1213 clear threat-detection shun =t~ > RZ2{#ifH L £,

K12 . show threat-detection shun =~ > RO H 1z~ L £ 9,

ciscoasa# show threat-detection shun

Shunned Host List:

(outside) src-ip=10.0.0.13 255.255.255.255
(inside) src-ip=10.0.0.13 255.255.255.255
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BEa< R a<w K B!
clear threat-detection shun HERR Rt LR A M EBRALET,

show threat-detection statistics host RANOFFHERERTRLET,

show threat-detection statistics protocol 7o 2 /L OFHEHFEHREZFT R LE T,

show threat-detection statistics top FAL 10 E TOHEEREZFE R LET,
threat-detection scanning-threat LR DAX v A 2—T VI LET,
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show threat-detection statistics host

threat-detection statistics host 2~ FZ2fH L TERBEOMERE A 21— T VI LTI2GEIE.
¥k EXEC “E— R T show threat-detection statistics host =~ > FZ i 95 & & 2 G
NEREINET . ZHBBERHERIZ.TFIIBION Ry 7SN T 7 0 v 7 Lb— R
EnEJ,

show threat-detection statistics [min-display-rate min_display_rate] host [ip_address [mask]]

XD ip_address (LB FrE DR A FofaHERE R LET,
mask (FEEBE)RARMIPT RFLAOY T Xy h v A7 ERTELET,
min-display-rate (EB) /NERL— N @B HT= OA X2 M) BB 2 e
min_display_rate IRFRREIND L D ITHIBR U £ 9 min_display_rate 13,0 ~ 2147483647

DIEICHETE £7,

7 %IV b T 74N NOEMERLHEIZH D R A,

a<vy RKE—F ROKIZ, A~ FEANTEHEF—RF2RLET,

T7AT U+ —IV
T—F X2V T4 2V THFRAL
9%
FZ VAR arrXx
av RFE—F 22l v 2 N P AT A
ke EXEC * Yes * Yes * Yes — —
o< RBRE Uy y—= EHENE
8.0(2) Zoawry RPREBMESNE LT,
8.2(1) NR—=A K L— MHAREOTFEH L — IR 605D 1 053000 1IIEES
nE L7,
8.2(2) BA N MCOWTIRERE LV EE N GHBAIETINE

LTco BA R MES T LI Y H—T&EET,

BHEDHA BS54 27 LA DHIICIE R OERAFER S ET,
1 BE S B OTH L — R (f < R

o KT LD N—A MHABIZBITDBEDNN—A K L— k(X2 NZ/FP) , /N— 2 M H
fElL S EE L — RERRD 1730 &L 10 D 5 5 EH R EWIE I ORFE

o L— BB LZBE(Fe y 7SN T 7 4 v 7 OfGHERDHEIZRD)
[ S HIRIC R T DA N2 FOEFHK
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B CiscoASAYV—X o= RUT77L VR Savwr R

ASA IF, P L — FRIBBNTA XU b Ao b &30 EEHELET,2F 0D ASA I, A5 30 7]
D5E T /R—A MEF T HN—Z I OKDVIZL— 2T = v 7 LET, BEEITHFORS:E
TA—=Z2 MERRIZEE LV — MZEENEF A& X EE L — NREIED 20 5056 N —

A NERRIE 20 B2 0 £, B O /N— X MEES 3:00:00 ~ 3:00:20 T, 3:00:25 |2 show =<
Y REMAT D & KGOS BRITHANICEENEEA,

ZDON— VTR DME—DFIIMNE AREA R MR EHET D E X RE T AN—A NEROA
Ry MR LW AR—=Z MR QB0 EHE) DA Xy ML VT TICE L o TWAIBET
T ZO%E ASA T B D 29 FOE TR TERA XY MIEFHE L, ZORFRTORET
N NHROA Ry "EEMELET, ZOFIFMI LY A X2 MO KRB MZ V) 7 v
A LTE=ZHTEET,

R 1Z . show threat-detection statistics host =~ > KO H Al R L £ 9,

ciscoasa# show threat-detection statistics host

Average (eps) Current (eps) Trigger Total events
Host:10.0.0.1: tot-ses:289235 act-ses:22571 fw-drop:0 insp-drop:0 null-ses:21438 bad-acc:0

l-hour Sent byte: 2938 0 0 10580308
8-hour Sent byte: 367 0 0 10580308
24-hour Sent byte: 122 0 0 10580308
1-hour Sent pkts: 28 0 0 104043
8-hour Sent pkts: 3 0 0 104043
24-hour Sent pkts: 1 0 0 104043
20-min Sent drop: 9 0 1 10851
1-hour Sent drop: 3 0 1 10851
l1-hour Recv byte: 2697 0 0 9712670
8-hour Recv byte: 337 0 0 9712670
24-hour Recv byte: 112 0 0 9712670
l1-hour Recv pkts: 29 0 0 104846
8-hour Recv pkts: 3 0 0 104846
24-hour Recv pkts: 1 0 0 104846
20-min Recv drop: 42 0 3 50567
1-hour Recv drop: 14 0 1 50567
Host:10.0.0.0: tot-ses:1 act-ses:0 fw-drop:0 insp-drop:0 null-ses:0 bad-acc:0
1-hour Sent byte: 0 0 0 614
8-hour Sent byte: 0 0 0 614
24-hour Sent byte: 0 0 0 614
1-hour Sent pkts: 0 0 0 6
8-hour Sent pkts: 0 0 0 6
24-hour Sent pkts: 0 0 0 6
20-min Sent drop: 0 0 0 4
1-hour Sent drop: 0 0 0 4
1-hour Recv byte: 0 0 0 706
8-hour Recv byte: 0 0 0 706
24-hour Recv byte: 0 0 0 706
1-hour Recv pkts: 0 0 0 7
£ 132 F 74—V ROWMAEZRLET,
Z 13-2 show threat-detection statistics host D7 1 —/L
74— K B
ARA B ARARNDIPT RVRAERRLET,
tot-ses RARNRT —HRXR—=REMENTLUED, ZDFA N TOEGHE Y
valrBERRLET,




# 13-2 show threat-detection statistics host D7 1 —/L F ($£ &)

74—V K

B!

act-ses

RARNDPBERBLTWAT 7T 47y a0 EEeRRL
F9,

fw-drop

T7AT A= NVTORR Yy TRHERRLET , 774 T UA—L
oy X EAREGE R B SN T_RTOT7 7 AT U+ —/LEED
Ny b Fay7eEEgMAaedbE Ll — T, 2IE. 772XV
A N TOER AR v b HEGHIIROIE, DoS WE /X7 > N b
LWICMP /37 v F  TCPSYN BT v M BIORV T —H72 LD
UDP vy a BNy e ERNEENET A X —T =2 AD
BEM. T TV r—2ary A VAR a VTREKEO Ay &
Xy o RBEOBRERE. 77 AT U —NVIEELRN Ty B R
2y FIEEENANTOVEREA,

insp-drop

TV r—ay A VAR Vg SR r o Tm I Ra v
SNTe Ty MERRLET,

null-ses

XNy arORERTILET XV By a XA A LT UL
THETO30MLUNICTET LR TCPSYN vy av b ty
Va YRR ENTHD 3N — IS T — X OEEN 2o
7ZUDP v 3 TY,

bad-acc

BALOINTREEDAR X FDOKR— MIXT B ARIERT 7 & XORITEIE
ERRLET A= FBXL By g REB(EEEASR) Th D L
EEIND L FAMDOKR— MRAEIX HOST_PORT_CLOSE IZ3&RE SN E
T EDRANDR—RNMNITIH®VALELD ETDH7 74T MET
T HALT U NERETICTSAET 7R LTHEINET,

Average(eps)

FHMEICBIT 2L — F (A~ M) KR LET,

X2 VT4 TTIAT AL AFB30EIOET Lo/ SN—Z MERE T,
ZN—2 NI O TEHC A 7Y NIRRT LS, BEETh ORE
TA—Z MERIX.ER L — MIEENERFA 2 & T EH L — R
WE78 20 5y DBE 38— 2 MBI 20 BIC e 0 4, kB OA— 2 MM
FE723 3:00:00 ~ 3:00:20 T.3:00:25 {2 show 2~ R&fif4 5% & Fk
OS5 PREITHECE ENEE A,

ZDON— T BT HME— DB AR A N MR EET S L X,
REETN—Z MEIRDO A X2 M b v y— 2 REkg (1730 8 B )
DARY MLV T TITELL o TWABATT, 204 ASA I3,
B% 029 FOE TR TAERA Xy MEAHE L. L O ETOR:
TA—=ZA NHROA X MEEMAELEST, Z0FIFMZ LD A X2 b
ﬁ@k@QWM%U7w&4A@%~&@%i¢

Current(eps)

BT LT RBEON—Z MERRIZBIT 2B/ENS—A N L— (X2 b
ﬁ@%%%rbiﬁﬂﬂ_xhﬁhiiﬁﬁv ~FEIRE D 1/30 & 10 B D
IHEBLLMPRE WIS TT, Average(eps) Dt TR S 726l D
AVHRE L — MIE 3:19:30 ~ 3:20:00 D L — kT,

Trigger

Fay a7y b b— FORIREZBEE L ZFERFERINE
T EZENA ey NOITTERESNEEN /R NT 7 4 v 7 DY
BVZOEITFEIZO T 2R AR N T T4 72 NV T—T 5%
L— MHIBRA 72N 2D T,
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# 13-2 show threat-detection statistics host D 7 ¢ —/ N (§£ &)
TA4—IVF B!
Total events HL— MERICIR T DA N b ORFEE TR LE T, BUEEITH O R
FETN—A MERIL G A R MUICEENEE L, 2O —LICE
T AME—DEISMNE BRI A N MIEFHET D L I RET A=A |
BRG DA o R B b iU S— 2 R (1730 {8 ) A <3 B % X
DI TIZEL 2o TVDHAETT ., ZOHE ASA L EiL D 29 BlOFE
THRTERA Ny MIEFE L . ZORETORET N—Z MNHFED
AR MIHENELET, ZOFIMZ LD A X2 MO RIE /8N %
UTNEALTE=HFTEET,
20-min, 1-hour, 77 4V h T3 DO b — MERA RS S 4V E T, threat-detection
8-hour, 35 L O° statistics host number-of-rate =~ > F&FEHT2 & L — MNERO¥K %
24-hour WOHTZENTEET AR MGHERTIIREOAEY BNMEH SN D
fed b= MNHROBIE AT 7 4L F D3 XS L AE VR
PEBLET, ZOF—T— F& LITRET 2 & RO L— EFRGT
FHERIZ T PRFF SN E T EE 2ICRET D &2 DR O RIFE R
FFahET,
Sent byte RANPBEFIZCEE SN NMERRLET,
Sent pkts RARPOLEFRICERFEINTZ ATy MIEERRLET,
Sent drop RARPOREEESNI ATy hOPT AF Y VHBEDO I TH oIl
izkayraEniz"\ry MgEERLET,
Recv byte RAMNEBIZZELIEAL PEEEFRRLET,
Recv pkts BFANBEFIZZE LNy M EFRRLET,
Recv drop RAMRZIELEANY Y "OP T ATy o HEDO - THoT-7-DIZ
Ky 7SNy MERRLET,
BEax< R o=y R E|
threat-detection scanning-threat BRBREOAF Y EBA X —TNIZLET,
show threat-detection statistics top FAT 10 COMEFEREZFRLET,
show threat-detection statistics port R— FOWHEFHREFE TR LET,
show threat-detection statistics protocol 7o r 2 /L OFKEHFEHREZFT R LE T,
threat-detection statistics B OBEEREZ A 2 —T VI L ET,
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show threat-detection statistics port

threat-detection statistics port =~ > FZ i L THBMOFEHTME A £ — 7 WM LTEEA L
¥## EXEC & — K C show threat-detection statistics port =~ > RZ i3 2% & TCP R— 8
L OVUDP AR — h OFEFHEBMA TR SIVE T, R B EHERICIZ PR L Fe vy 7S

T T7 4w L= ERERENET,

show threat-detection statistics [min-display-rate min_display_rate] port
[start_port[-end_port]]

X DN

57 )V b

a<v s FE—F

start_port[-end_port]

(EE)0 ~ 65535 DO EDR— M E-IIR— MNMEFH O EHE R %
FRLET,

min-display-rate
min_display_rate

(EE) R/ ERL— N (ERHTZ0 OA X2 M) 2B 2 - aHE®
RFREND L D ITHIBR U &9, min_display_rate 13,0 ~ 2147483647
DIEIZRRETE E7,

T 7 N OEERLHEIZH D FH A,

WORIIZ, a~ REANTEE—FERLET,

TZ7AT TF—)V
E—F X274 2 TFHRXL
< JVF
FF AR =N
a<wy FE—F =T N |7k 7N | R B AT A
EeHE EXEC e Yes e Yes e Yes — —
vy FRE Jyy—= EENE
8.0(2) o<y RpEMEnE L,
8.2(1) N—ZA F L— FEROEHL — N 605D 1202530400 1ITERS
FE L,
8.2(2) BEA X MZOWTX ERE LR ELE N LEMICAETE INE
L7z BA N MIS T IR H—TEET,
ERHEDHTA KT TAATLADOHNIT ROBERDPEREINET,
A

[ E S T2 B O L— b (f <2 M)

o T LERBEDN—A MNERICE T DBAED/S—A b L— b (< M/R) /=2 b
fEIL TR L — RRHIBRO 1730 & 10D D H EBLLMREWIE ) ORIl

o L— BB LZBE(Fe y 7SN T 7 4 v 7 OfGHERDOHEITR D)
o HEESNTZHIMICEK T DA N FOAEFHK
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4l

ASA IF, P L — FRIBBNTA XU b Ao v b &30 EERE L E 3, 2F D  ASA X, A5 30 1]
D5E T /R—A MEF T HN—Z I OKDVIZL— 2T = v 7 LET, BEEITHFORS:E
TA—=Z2 MERRIZEE LV — MZEENEF A& X EE L — NREIED 20 5056 N —
A NERRIE 20 B2 0 £, B O /N— X MEES 3:00:00 ~ 3:00:20 T, 3:00:25 |2 show =<
Y REMAT D & KGOS BRITHANICEENEEA,

ZDON— VTR DME—DFIIMNE AREA R MR EHET D E X RE T AN—A NEROA
f\,/1~§kﬂ>ﬁz%>é3u\/\~—;z NREIRE (130 B H) DA R ML LD T TIZEL o TWAHHAT
T ZO%E ASA T B D 29 FOE TR TERA XY MIEFHE L, ZORFRTORET
A~thM®4«/bﬁ%mﬁLiﬂ_®m% L0 AR MO RGN AE Y T
A LTE=ZHTEET,

& Z . show threat-detection statistics port =~ > NOHENFIZ R L F9,

ciscoasa# show threat-detection statistics port

Average (eps) Current (eps) Trigger Total events

80/HTTP: tot-ses:310971 act-ses:22571
1-hour Sent byte: 2939 0 0 10580922
8-hour Sent byte: 367 22043 0 10580922
24-hour Sent byte: 122 7347 0 10580922
1-hour Sent pkts: 28 0 0 104049
8-hour Sent pkts: 3 216 0 104049
24-hour Sent pkts: 1 72 0 104049
20-min Sent drop: 9 0 2 10855
1-hour Sent drop: 3 0 2 10855
l1-hour Recv byte: 2698 0 0 9713376
8-hour Recv byte: 337 20236 0 9713376
24-hour Recv byte: 112 6745 0 9713376
l1-hour Recv pkts: 29 0 0 104853
8-hour Recv pkts: 3 218 0 104853
24-hour Recv pkts: 1 72 0 104853
20-min Recv drop: 24 0 2 29134
1-hour Recv drop: 8 0 2 29134

#1331 % 74—V FOBHERLET,

Z 13-3 show threat-detection statistics port D7 ¢ —/L'

TA—IVEF A

Average(eps) BRHIEICIRBIT 2 L — b (A~ MR #FRRLET,

X2 VT 4 TTI7A4AT AR ARF30BIOET Lz N—A LG
T &K= MM OKTIRICH 7 v M ERG L E 7, BUEETS
®$mTﬂ_Xkﬁ%iZQQV_$Kaiﬂiﬁhﬁﬂwﬂi¥ﬁ
L — FREIFEDS 20 3 DGE ./ N— A FREIFEIX 20 B2 0 9, K% D
sXN— 2 RS 2Y 3:00:00 ~ 3:00:20 T, 3:00:25 {2 show =~ > K& f# H
T5E EDOSHEITHAIICE T EEA,

ZDON— VBT DME—DRFISMNT, AR R MR EFHRET D L X,
RIFETN—=Z MEWEOA X2 N R i 3—2 Mg (1730 8 B)
DARY MEX VT TIZEL 2o TV DA TT, ZOHA L ASA I,
Btk D 29 [AlD5E TG CEFHA Xy I EFE L OB S TOR
TAR—2 MNHEBOA XY MEEME L ET, Z0FISMc I D A X2 b
BOKRERBEMAE ) TVEA L TE=ZTXET,
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Z 13-3 show threat-detection statistics port D=7 v —/L F(fF&)

74—V FiEA

Current(eps) KT LB ONR—Z MEBIZBIT 2BENS—A F L— (X2 b
) #FRRLET, N A MEIRIX.EY L — RO 1/30 & 10 7
DHH EBBLNRKEWIT D TT, Average(eps) Dt TR I =60
A BfE L — ME 3:19:30 ~ 3:20:00 ® L — kT,

Trigger Koy 7FEnz 7 v b b— b OFIRIEZ i L7-RIENRFREN

FI EZENL PRy FOITTHRESNTEAE RN T T 4 w0
DA ZOEITHEIZ0 TT, 2T AR N T T4 v 7 &2 N H—
T5 L — MHIBENRZ2W 2D TT,

Total events

KL — FHRBIZBIT DA X hOGFEFRR LT, BEETTF D
RIFETN—=A X G X MRICEERERA, ZDO—1
BT HME—DEIINT. AEA Xy M A HET D L X RET
N—2 FERRDA N2 MBS d Vo N— 2 MRS (1/30 8 B ) oA
R MEEDTTIZEL o TWBEHAETT, ZDHA ASA T &%
%o 29 B OE TR TERA Xy NIAFE L. Z DS TORE
TAR—=Z MDA X FEEMELE T, ZOFNMTLY A
NGO KIEREEMAE ) TAEA L TE=ZTXET,

port_number/port_name

Ny NETZEAS DRER. 2R ERE ey I FA—FD
B AR BRI LET,

tot-ses

TOR—I OBV a rOL8EEEERLET,

act-ses

R— FBBERBRLTWDT 7T 4 7ty va yORFHRE TR
Lij‘o

20-min, 1-hour, 8-hour,
¥ LY 24-hour

INHOREEL— FMHERICK T D#EHE#REZFR R L ET,

Sent byte H— b B EFICEE SN A NIRRT LET,
Sent pkts He b b EHICEE Sy Y M ERRLET,
Sent drop A% VKD Th o 0IC Fa oy 7St K= b b ilE
Shie sy y MEaEFRLET.
Recy byte H— P BEFICEIE LIS MEERFLET,
Recv pkts H— PBERHICEIE LISy v MEERTLET,
Recv drop AX Y VBBO—HThHoledIl Kry Iz F— b B3EZE L
ey MEEFIRLET,
EEa~r R a2 R e
threat-detection scanning-threat BRI D A% % LA A F—T T LET,
show threat-detection statistics top AT 10 (L E COMEHERE TR LET,

show threat-detection statistics host RANOWHEHEREFR R L ET,

show threat-detection statistics protocol 71 = /L O EREZFE L E T,

threat-detection statistics

B OWHERE A F—T NI LFET,
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show threat-detection statistics protocol

threat-detection statistics protocol =~ > R& i ] L THBOMEMERE A R— T NV LT2HE
L. ¥## EXEC & — K C show threat-detection statistics protocol =~ > K& i3 2% & IP 7' 1
AV ORMFHERDRR SN E T BRI ERIITTFAIB IO Ry I b7

T4 vT L= IBREREINET,

show threat-detection statistics [min-display-rate min_display_rate] protocol [protocol_number
| protocol_name]

XD protocol_number (FEE)0 ~ 255 OREIOKFED 71 b a LB S OMEHEREF R LET,

min-display-rate EE)VR/NETRL—NEDHT=0 DA X W) 2B X - EHE®R
min_display_rate TRERIND XD IZHIIR LU E T, min_display_rate 13,0 ~ 2147483647
DIEIZRETE ET,

protocol_name (EE)REDT v b aOmitEREe £ LET,
e ah
e eigrp
* esp
* gre
e icmp
* igmp
* igrp
e ip
e ipinip
e ipsec
* nos
e ospf
* pcp
e pim
* pptp
e snp
e tcp
e udp

57V b T 74N NOEERLHEIZH D R A,
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av s RE—F

WDOEIZ, a~w REAJTESE—RRERLET,

T7ATUH—IV
T—F X2V T4 aVTFRAL

< JVF

FZ AN ayvFE
avw s RKE—F =7y N TV (7 R b AT A
H#HE EXEC e Yes * Yes e Yes _ _

o NEkE

EREDOHA FF

Ay

4l

Jyy—= EEAE

8.0(2) Zoawy RpBMEhE Lz,

8.2(1) N—=2Z F L— FMEBOTFE L — F2360453D 1 705 30430 1 ITAEE S
nE L,

8.2(2) BA N MCOWTIRERE LV EE N GHBACETINE
LT BIA Ry ME 58I by H—T& £,

TAAT LA DOHINIT RDERNFTRINET,
o [EESNTHWMOFE L — (1~ M)

o T LEHRBEDONN—ZMNBIZBITA2HRED A= N L— (4 X MURD) 73— A R
fElL S EE L — REBD 1730 & 10 D H 5 EH B0 REWIEH ORI

o L— BB LZBE(Fe y 7SN T 7 4 v 7 OfGHERDHEIZRD)
o HESINTHMICEKT DA FOEFHK

ASA 1T E L — FHEIBBNTA RN M o v &2 30EIFFE LET, 2F D ASA iE. &5 30 [H
DETN—A MR T ENA—A MIBOKDVIZL— 2T = v 7 LET, BEETTORSE
TA—ZX MERRIZCEH L — MIEENETA & XX EE L — MEED 20 53 D56 /N —
A MERIE 20 BI27e 0 97, etk O — A FMEFEAS 3:00:00 ~ 3:00:20 T, 3:00:25 |Z show =~
Y REMHAT L E BEO S BREIZHDICEENETA,

@/v—/v BT HME—DEIIMT, AR A R MR EHFET D L E I RETAN—Z MREIROA
ﬁmmﬂ)mvw% F'%m(l/so TH)DA R MLV T TILEL o TWVWBIEAT
ﬁ“o ZOHBAASA T IRKED 20 MO TR TEH A NV MEEHE L. ZORFE TORE T
N—=Z MHROA Xy M EAEMBELET, ZOFIFMC I A X2 MO KGR BM%E Y 7L %
A LATE=HTEES,

K12 . show threat-detection statistics protocol =~ > KD H Nl Z R~ L E 7,

ciscoasa# show threat-detection statistics protocol

Average (eps)
ICMP: tot-ses:0 act-ses:0

Current (eps) Trigger Total events

1-hour Sent byte: 0 0 0 1000
8-hour Sent byte: 0 2 0 1000
24-hour Sent byte: 0 0 0 1000
1-hour Sent pkts: 0 0 0 10
8-hour Sent pkts: 0 0 0 10
24-hour Sent pkts: 0 0 0 10
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#£ 13410874 — /L FOBMBAERLET,

# 13-4 show threat-detection statistics protocol D~ ¢ —/L I

74—V K

B

Average(eps)

BRI 2L — (A~ M) 2R LET,

X2 VT4 TTITAT AT AR 30 EIOET Liz/N—Z MNEE
T HN—R NI OKR TEIZ D 7 MR ZRIE L £, BUEETT
DORFETN—=A MERBITZ O EH L — MG EREHA 2 E I FEY
L— NREIREDY 20 3 DA N — A MR 20 B2 0 3, %O
2= 2 kRN 3:00:00 ~ 3:00:20 T.3:00:25 |Z show =1~ > N % fifi ]
T5E &EOSHRITHAOICEENERA,

ZDN—IUZET DME—DFISNT AR N MEERRE TS L X,
RIFET/N—A MEWRDOA X2 N RS dvS—2 Mg (1730 @ B)
DARY ML DT TIZEL 2o TWBHEATT, ZDHEASA 1L,
%D 29 [DO5E TR TERA Xy MEEFHE L. O TOR:
TAN—=Z MNHEBROA Ry MMEEMAELET, ZOFIFMI LD A X2 b
BOKRIERBENE ) T AX A A CTE=XTXET,

Current(eps)

KT Lo N—A MNERIZBT DBIENS—A N L— M (A XU b
BUR) 2 RKRm LET A=A FMHEFREIZCES L — RREFRO 1/30 & 10 7
DB EHLBLNKEWIE D TI, Average(eps) D TR S 74D
Y BUE L — BT 3:19:30 ~ 3:20:00 O L— kT,

Trigger

Fa vy 7F&Nn7="7 > b b— FOHIRE L Bl L7z RS FRRI N
FTEZEANAL ATy NOITTIRESNEZAR T 7 4 v 7
OEA . ZOEIXFIZ0 T, ZAUX AN RN T 70w 7 2 N H—
5L — MlRR 720728 T9,

Total events

KL — MERBIZBIT D4 X boGiEEERLE T BHAEETFHO
RETN—2 MEHBIZ. A A X M RICEENEHA, ZDL—L
BT HME—DEISMT, AEA R MR EHAE TS L X RET
N NHRDOA Xy bR SV S—2 MEFE (1730 B ) oA
Ry MEEDVTTICEL o TV HEAETT, ZDHA ASA 1T &
%D 29 [ D5 TR CTEFA Xy MIUAEFE L, Z O H TOR:
TNR—A NUROA X MEEMAELET, ZofsMc L 1R
N DO KIEZ2HEME ) TAX A A CE=XTXET,

protocol_number/
protocol_name

Ny BEZEIAA PREE RE ERE ey T ER e b=
NDFE G AR ERRLET,

tot-ses

BAEMH S T ERE A,

act-ses

BEFHEI N TOERE A,

20-min, 1-hour, 8-hour,

¥ LY 24-hour

IO DEE L— FMERICR T DiEHEHRE FR L ET,

Sent byte 7a hanbIEFICERGF I AL M ERRALET,

Sent pkts 7a harhbEFRICERFINTE ATy MERRLET,

Sent drop AR XY VIHBO I THoTT-OIC ey SR e harns
EEINTZANTy MaRIRILET,

Recv byte 7a kIR EFIZZE LA MrEFRRLET,
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| #

||
# 13-4 show threat-detection statistics protocol D=7 ¢ —/L N (§&)
T A—=NF B
Recv pkts 7a R aNEFICZE LIy MERRLET,
Recv drop AXy VIHBO—ETholcl20Il Rey a7 a ha iz
BLleATy MEERRLET,

BHEa~ R

o< R

B!

threat-detection scanning-threat

BRBREOAX Y B F—T NI LET,

show threat-detection statistics top

B 10 AL E TOREHTFIRAZZR L ET,

show threat-detection statistics port

R— FOMFHEREZFRLET,

show threat-detection statistics host

RA b ORFHE#RAEZRTLET,

threat-detection statistics

BB O EREA X —T VI LET,
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show threat-detection statistics top

threat-detection statistics =~ > R& i L TEBOMEHERZ A 2 — T I LI G Rk
EXEC & — R T show threat-detection statistics top =~ > K& {45 & EA7 10 fE O FH1EH#
DERRINET FHEDHX A T TEROBHOBMEHERNA R —T NV TRWGEE ZDa~v s R
TIRZNL OMFHERZ R R TE LA HRRHHFEEHERICITFTBLIO P e y 7S b
T4 w7 L= IRERRINET,

show threat-detection statistics [min-display-rate min_display_rate] top [[access-list | host |
port-protocol] [rate-1 | rate-2 | rate-3] | tcp-intercept [all] [detail] [long]]

O access-list

(ER)FFA ACE L 515 ACE O i &= &te /N7y NMZ—ET % EAL
10D ACE #R/RLET, ZOFRRTITFFWI SN T T 4 v 7 &
SN T 7 4 v 7 BB & UE R A, threat-detection
basic-threat 2~ > K& L CHRAGEKBHEEZ A 2 —T T 5 L,
show threat-detection rate access-list =~ > FZfHH L7 7 Rx U
A2 MOERFE B TE 9,

all

(EEBE)TCP ATZEOHA B S N=T XTOV—DERT —#
FFRRLET,

detail

(EBE)TCP RATZEDBRE Vo7V v/ FT— 2R 2F R LET,

RAR b

(EE) — &M Z L2 B2 10 fED R X MEaHE#REZ RS L ET,

) BEOBRETAITY) ALZEIY Tz—NF—R— VT F=
IAT—hM VU PIEHT LA X —T A AL, AL 10 D
RARD I DELTHERENDAHEMERDHY £9, Z0H%
. 72— A== J 7 AT = U T OEFIZ1T DD
A H =T e AEMATDHEEITRETDAREMENEL AR
DET, CHIFEFEREMETHY . ZDOIP T RLARERSH
THEHR L THEVER A,

long

(EE)Y—RNOEBEOIPT FLABLIOELSHOIP T FLAL LY
W R ROBREA e S T —~ v N TERLET,

min-display-rate
min_display_rate

(B /NERL— (@R HT= DA X2 M) B2 e
TRFRREND LD ITHIIR U E T, min_display_rate 13,0 ~ 2147483647
DEICERETE £T,

port-protocol

({FE)TCP/UDP R— F A 7L IP 7 u ko)L B A T ElHrtbyEr-
B4 10 HhofEETEHREFR T LET, TCP(F a2 k=L 6) & UDP(7'H
oV ITEIP 7' b a2 L OFRRITITEEN TOEEAN TCP R —
F& UDP AR— MIKR—FORRIZEGEEFNTWET . ZNOEDE AT
(R—=FFEFT7 2 Fa)D 1 SOFEEFERZ T2 A R2—T M2 T 5
L AR—T NI ESNTERMEHERTZ TR RSN ET,

rate-1

(EBR)FRrRENTWEL—EL— MEBRD 5 B /o L — MEROK
FHEMAR R L E T 72 & 2T B 1 REHL 8 e, 36 K O 24 K
OFEFHERNE RSN TV LA X rate-1 ¥— 7 — REEHT 2
L1 ERREREIRR 7S Y ASA ICFRITRENE T,

rate-2

(EB)ERINTWE—EL— FMERD > b HE o L — FEREOK
FHEREZR R LET 72 & 2L ELIT O 1 RF[E]L 8 IRFfA], d8 L TN 24 R
DOFFHERP R IRIN TV LA X rate-2 ¥ — 7V — FEHT 5

L 8 RFMIRIRR 72T 28 ASA ICERENE T,
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rate-3 (ER)FRrREINTWEL—EL— MERD > B & KDO L — MMEROK
FHEMAR R L E T 72 & 2T B O 1 REHL 8 e, 36 KO 24 K
DOFEFHERNPE RSN TV LA X rate-3 ¥— 7 — RE2EHT 2
L 24 WEEIIRR 721 28 ASA ICE RSN E T,

tep-intercept TCP RATRAZ DOFEFHE M A R L E 77, KR WA= T TRE S
Iz B 10 =" EENE T,

57 )V b

o< FE—FK

AR BATEBELROVGE TN TOA R RIS NET,

WORIZ, a~ REANTEE—FERLET,

T7AT U F—IV
E—F X274 aTXAEL
< JVF
AR =V
a<wy FE—F =Ty K| TV h [P |[Rb AT b
ek EXEC e Yes e Yes e Yes — —
o< Rk JYY—X ETREAK
8.0(2) Zoawry RRBMENE L,
8.0(4) tep-intercept ¥ — U — RQVBIMSNE LT,
8.2(1) N—=ZA K L— MNABOTFH L — R 605D 1 053000 1IIEES
nE L7,
8.2(2) tep-intercept (2 long ¥ — U — RGBSV E Lz, BEiA <2 Mo
W ERE LAOLREENLIBAICE T S E L, BIA <> b
LS5 T &I Y T—T&FET,
FEREDHTARTZ TARATLADOHNZIT ROERPFERSINET,
A4

o EESNTHMOFE L — K (A2 NFD)

o KT LIEHBEDON—Z MABICBITHBEDNR—Z K L— k(4 X &) 23— A M
fElZ F L — RO 1730 &L 10 D H 5 E L HE 0 KREWIE H ORE

e L—FEBEBLAEER(Fry 7ENTZNT 740 v 7 OKFHEROBEICED)

o EESNEHIICBITEANY FOAEK

ASA X FHL— RN TA XU M 7 F230MERELET, DE D ASA X &3 30 [H

D5ETN—=A MR T E A= MoK DVICL—F2F = v 7 LET, BEEITTORSE

TA—=Z MERIZEH L — NMCEENETA 2 E 2T B L — NS 20 50546, N —

A MR 20 B2 22 0 9, L O/ — A MEBEA 3:00:00 ~ 3:00:20 T, 3:00:25 |Z show =~

Y REMAT L E KEO S BRIZHDICEENE T A,
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i

ZDON= VBT EME—DFIMI AEHA N N ERHFE TS E X RE T A=A MNEREO A
Ry MR EDEWI—X MEABAB0EE) DA X2 ML DT TIZEL 2> TWBEAET
T, DA ASA T KB D 29 BO5E TRIECTEHA XV MIEHRE L. ZOSTORET
N NEBEDOA X MEEME LES, 2oL A X MO KIERBNE D T H
A LATE=HTEXES,

X 1Z . show threat-detection statistics top access-list =~ > FDOH1H%2 R L ET,

ciscoasa# show threat-detection statistics top access-list

Top Average (eps) Current (eps) Trigger Total events
l1-hour ACL hits:
100/3[0] 173 0 0 623488
200/2[1] 43 0 0 156786
100/1[2] 43 0 0 156786
8-hour ACL hits:
100/3[0] 21 1298 0 623488
200/2[1] 5 326 0 156786
100/1[21] 5 326 0 156786

#F 13512 %7 4 — /L ROHHE R LET,

# 13-5 show threat-detection statistics top access-list D7 ¢ —/L F

TA—=VE A

Top [0] (B0 7 5 [9] (B AREL) & T MWD ACE DT & v 7 a5
RLETHMHERDDRLN0BOT > 7 T RTHREE SRV E
1. FEREND ACE 28 10 R & 720 £97,

Average(eps) FHRIZB T 2L — b (A X2 MU 2 FR L ET,

X2 VT 4 T IAT AL A B30EIORET Lo —Z MERE T,
ZNX—2 N O TS 7o M ERF L3, BIEET R O RS
TA—Z MERIX. L — MIEENFRHA - &I EH L — M
WE78 20 53 DBA N — 2 FERRIZ 20 Ice 0 £, R EOAA— R ME
78 3:00:00 ~ 3:00:20 T.3:00:25 |Z show =~ > R&AfEHT 5 & ik
OSBREITHEAICEENEE A,

ZDON— BT HME—DRFISMNE AR X MR EFHE TS & X,
RFETN—A MNEBOA X2 MRSV 3—2 MiElkg (1730 E# H)
DARY MLV T TIIEL o TWAFEETT, Z DA ASA I3,
%D 29 BOETHRETARA Xy M EFHE L Z O ETOR:E
TAN—=Z NHROA Ry MMEEMAELET, Z0FIFMZ LD A X2 b
BOKIELRBEINE ) TNV EZA L TE=ZTEET,

Current(eps) KT LT REBEDOANA—Z MERIZBIT 2HAENSA—Z R L— k(£ |k
BR) 2 RRLET A=A MHEFRIZEA L — FERO 1/30 & 10 o
IHEBLLMPKREWIE S TI, Average(eps) Dt B OF] Tlx  BLED
L— R 3:19:30 05 3:20:00 & 720 £97,

Trigger T7EAVAN T 749 7B ) T—F5 1L — MIlBRIZRE SN T
WRWTZD  ZOFNTHIC 0 T, ZORRTITFFAI SN T 7 4 >
7 EHESEINTE NT T 4 7 BB & UE R A, threat-detection
basic-threat =~ > R& ]l L CEAZEMREZ A X —7 T 5 &,
show threat-detection rate access-list =~ RZ#HEHL 77X U A&
MG EZ B CTE ET,
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| #

# 13-5 show threat-detection statistics top access-list D= .t —/L F (§F&)

74—V K

B!

Total events

KL — R HBIZBT DA X NOGEFHEEFR L T, BIEETFOR
SETN—A MEEIZ. AFA X MRICEENEEA, ZONL— B
T ME—DRFIFMI AREA XY MR EFHRET D LI RE T A=A B
RAED A Xy RIS i 3— 2 FRERE (130 5 B) DA > Mgk
DT TIEEL o> TWDIHEETT, ZOHA ASA I KED 29 RO
T CARA Xy MEEHRE L. ZORE TORRE T /N—Z MR
AR MEEMELET, 20BN LY A X2 MO KIE 28N %
UTNVEADLTE=XTEET,

1-hour. 8-hour

L OEE LV — FMERICBIT DREHERE R R L ET,

acl_namelline_number

HEEENDERERSTZACEDT 7 A U R MBIOITE SRR
LET,

X |Z  show threat-detection statistics top access-list rate-1 =~ > FOH 1filZ R~ L E£79,

ciscoasa# show threat-detection statistics top access-list rate-1

Top
l1-hour ACL hits:
100/3[0]
200/2[1]
100/1[2]

Average (eps) Current (eps) Trigger Total events
173 0 0 623488
43 0 0 156786
43 0 0 156786

X2, show threat-detection statistics top port-protocol ==~ > KD J1f5 %~ L £ 97,

ciscoasa# show threat-detection statistics top port-protocol

Top Name Id
1-hour Recv byte:
gopher 70
btp-clnt/dhcp 68
gopher 69
Protocol-96 * 96
Port-7314 7314
BitTorrent/trc 6969
Port-8191-65535
SMTP 366
IPinIP * 4
EIGRP * 88
1-hour Recv pkts:

O W o Jo U WN R

=

8-hour Recv byte:
8-hour Recv pkts:
24-hour Recv byte:

24-hour Recv pkts:

Note: Id preceded by *

Average (eps) Current (eps) Trigger Total events
71 0 0 32345678
68 0 0 27345678
65 0 0 24345678
63 0 0 22345678
62 0 0 12845678
61 0 0 12645678
55 0 0 12345678
34 0 0 3345678
30 0 0 2345678
23 0 0 1345678

denotes the Id is an IP protocol type
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#£ 13-6 2.7 14—/

ROBAZRLET,

£ 13-6 show threat-detection statistics top port-protocol D~ ¢ —/L F

TA4—IVF B!

Top [0] (Fe =i ) 70 B [9] (AR H) O #iH T MFHERO RN Z A 72 dH
LZR—FERIZTu baroT xS EFRLUET HEHERN D
OEDZ 7 FT_RTORHELRWEAIX . BrRENDSA— M7 b
SV 10 AR & 72 D ET,

£ il A—brFEEEF7Te barszRrLET,

Id A—=HNIDEZELIET2 havIDEZERRLET, 7AXY R
(CNE.ZFDOIDNIP 7 haLESTHLZ LEEEKLET,

Average(eps) # 1322 0FHESRR LT Z a0,

Current(eps) F 132 DOFMAZZRL TS0,

Trigger Faey 73Nz "ry b L— FORIREZBE L -FEARSINE

TLIEZENAL ATy NOITTIRESNTZEN RN T 7 4 v 7 O
AVIOEIEFEICO T, 2N AR N T T4 72 NV T—T 5
L — MRS 22N - 8 T,

Total events

#£ 132 0HESRBL T &0,

Time_interval Sent EHRICBVWC REENTZA— FBEOT R bbb EFICHERE S
byte NI A MEFIRLET,
Time_interval Sent | FHIMIZHB VT FRR SRR~ FBLOT 1 hauh bIEFHICHERFS

packet

N7 Ty M ERRLET,

Time_interval Sent
drop

BBV T Ay P HBO—HTHo7220Il Ke vy T a3z,
HRENTER—=FBLIOT o halnbEZEINT Ny N A FRR
L/i‘j‘o

Time_interval Recv
byte

FHFNZBN T RRENTEA— B LT m 3 L TIEFIZZE LT
NA M EFRLET,

Time_interval Recv
packet

—EICHDHR— FBLOT w Fa VRNEFITZE LTy Mg i
Mk Z SRR LET,

Time_interval Recv
drop

—EIIHHR—FBIORT B FaARNZEL AFy K EO—TH
L0l Kay 7 a3z 7y Mk R L IcERLET,

port_number/
port_name

Ny NERIEIAA MREE ZE EE Frey FEanc A— F0F
TEAIERRLET,

protocol_number/
protocol_name

Ny FERIIAA REEZE. EFRE ey rFanz. 7 n han
DFEFELAIERRLET,

X2 . show threat-detection statistics top host =~ > KO H Nl Z R L ET,

ciscoasa# show threat-detection statistics top host

Top
1-hour Sent byte:
10.0.0.1([0]
1-hour Sent pkts:
10.0.0.1[01]
20-min Sent drop:
10.0.0.1[01]

Average (eps) Current (eps) Trigger Total events
2938 0 0 10580308
28 0 0 104043
9 0 1 10851
Sa<w> K
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| #

1-hour Recv byte:

10.0.0.1([0]

1-hour Recv pkts:

10.0.0.1[0]

20-min Recv drop:

10.0.0.110]

8-hour Sent byte:

10.0.0.1(0]

8-hour Sent pkts:

10.0.0.1[0]

1-hour Sent drop:

10.0.0.110]

8-hour Recv byte:

10.0.0.1[0]

8-hour Recv pkts:

10.0.0.1[0]

1-hour Recv drop:

10.0.0.110]

24-hour Sent byte:

10.0.0.1[0]

24-hour Sent pkts:

10.0.0.1[0]

24-hour Recv byte:

10.0.0.110]

24-hour Recv pkts:

10.0.0.1[0]

2697 0 0 9712670
29 0 0 104846
42 0 3 50567

367 0 0 10580308
3 0 0 104043
3 0 1 10851
337 0 0 9712670
3 0 0 104846
14 0 1 50567
122 0 0 10580308
1 0 0 104043
112 0 0 9712670
1 0 0 104846

#F 1371287 4 — /VROHFHE R LET,

# 13-7 show threat-detection statistics top host D7 ¢ —/L

TA4—IVF B!

Top [0] (B850 7 B [9] (e E) OHiPH C HFHE RO NN A 712 dH
HERANDT X 7 EFRRLET RHERD DR N0BEOT 7
TRTOREEL WAL EBRINDEFA MR 10 R L2 £9,

Average(eps) #& 132 OFPAEZ SR L T ZE 0,

Current(eps) #1322 0FHAEZERML T ZE0,

Trigger # 132 OHHAEZR LTI EE 0,

Total events

F 132 OFAEZZRL TS0,

Time_interval Sent
byte

FHIMIZIB N T RRSNT2AR A MTIEFIZHEE SN A M E R
LiTO

Time_interval Sent
packet

FHMICB N T RRINTEA R MTEFICEE ST v MiaR
%Liﬁ‘o

Time_interval Sent
drop

BBV T Ay P HBO—HThHo 220l Ke vy F Sz,
FRENTERA MIEE SNy M EEERLET,

Time_interval Recv
byte

FHIRICB W T RRSNTZA A R TIEFIZZE LeAA MaERRL
\ijﬁo

Time_interval Recv
packet

—EILHDR—FBLIOT v Fa LREFITZE LTy Mk
MR EIcR R LET,

Time_interval Recv
drop

—BIZHHA—FBIRT B FaPZEFE L AF vy VHEBEO—HTH
IO Ny TSN Ty A BRI Z S ISR R LET,

host_ip_address

Ny NEREFEAAL RERF . ZEFE. Fey PENZFA NPT FLA
ERRLET,
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X2, show threat-detection statistics top tcp-intercept =~ > KO %2~ L E T,

ciscoasa# show threat-detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

1 192.168.1.2:5000 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)
2 192.168.1.3:5000 inside 10 10 6080 10.0.0.200 (0 secs ago)

3 192.168.1.4:5000 inside 2 6 560 10.0.0.200 (59 secs ago)

4 192.168.1.5:5000 inside 1 5 560 10.0.0.200 (59 secs ago)

5 192.168.1.6:5000 inside 1 4 560 10.0.0.200 (59 secs ago)

6 192.168.1.7:5000 inside 0 3 560 10.0.0.200 (59 secs ago)

7 192.168.1.8:5000 inside 0 2 560 10.0.0.200 (59 secs ago)

8 192.168.1.9:5000 inside 0 1 560 10.0.0.200 (59 secs ago)

9 192.168.1.10:5000 inside 0 0 550 10.0.0.200 (2 mins ago)

10 192.168.1.11:5000 inside 0 0 550 10.0.0.200 (5 mins ago)

#£ 138107 4 — /L FOBBEE R LET,

Z 13-8 show threat-detection statistics top tcp-intercept D7 ¢t —/L F

74—V F B

Monitoring window size: |#EFHEMD 2 DIZ ASA N T — 2 &V 7 ) o 7T HHMERRLE
T T 7 AN T30 0 TT, ZOREEETT DI,
threat-detection statistics tcp-intercept rate-interval =~ > K& fli f L
EFTASAIT. ZOMRTT—4#%30mIYy 7Y 7 LET,

Sampling interval: 7Y OB EFRRLET, ZOMIE FICL— MNEkRE 30 T
Fo T B2 D £,

rank 1 ~100MiDT7 X 75 RRLUET AT D EHBEE Z T2 —
TR b ER D72 o Toh— 3T,

server_ip:port WBEZFTTCWLY—"DOIPT FLABIXOR—- 2R R LET,

interface Y= N"PRRBEEZTTNDA =T = ZAERRLET,

avg_rate PN TR O L — e | BHI 0 OB THEIR
Li‘a‘o

current_rate REOCKEL— N1 o OB 2F R LET,

total BEOEH B AR LET,

attacker_ip WEEDIPT RLAZRRLET,

(last_attack_time ago)  |fx% DIWENIE LR E2ER T LET,

X Z . show threat-detection statistics top tcp-intercept long =~ > FDOH 1%~ L ¥ 4, EED
HEETLIP T RLART v aNIZRRENTWET,

ciscoasa# show threat-detection statistics top tcp-intercept long

Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port (Real IP:Real Port)> <Interface> <Ave Rate> <Cur Rate> <Total>
<Source IP (Last Attack Time)>

1 10.1.0.2:6025 (209.165.200.227:6025) inside 18 709 33911 10.0.0.201 (0 secs ago)
2 10.1.0.2:6026 (209.165.200.227:6026) inside 18 709 33911 10.0.0.201 (0 secs ago)
3 10.1.0.2:6027 (209.165.200.227:6027) inside 18 709 33911 10.0.0.201 (0 secs ago)

CiscoASA V'V —X a<w R U777 LR Sawr
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10.
10.
10.
10.
10.
10.
0 10.

B Lo a0 ;e
B R R R R R R
O O O O O o o
N DD DN NN

:6028
:6029
:6030
:6031
:6032
16033
:6034

209

(

(209.
(209.
(209.
(209.
(209.
(209.

.165.200.227:6028) inside 18 709 33911 10.0.0.201 (0 secs ago)
165.200.227:6029) inside 18 709 33911 10.0.0.201 (0 secs ago)
165.200.227:6030) inside 18 709 33911 10.0.0.201 (0 secs ago)
165.200.227:6031) inside 18 709 33911 10.0.0.201 (0 secs ago)
165.200.227:6032) inside 18 709 33911 10.0.0.201 (0 secs ago)
165.200.227:6033) inside 18 709 33911 10.0.0.201 (0 secs ago)
165.200.227:6034) inside 18 709 33911 10.0.0.201 (0 secs ago)

X 1Z . show threat-detection statistics top tep-intercept detail =~ > FOH Nz~ L E T,

ciscoasa# show threat-detection statistics top tcp-intercept detail

Top 10 Protected Servers under Attack (sorted by average rate)
Monitoring Window Size:
<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack

30 mins Sampling Interval: 30 secs

Time) >
1 192.168.1.2:5000 inside 1877 9502 3379276 <various> Last: 10.0.0.45 (0 secs ago)
Sampling History (30 Samplings) :

95348 95337 95341 95339 95338 95342
95337 95348 95342 95338 95339 95340
95339 95337 95342 95348 95338 95342
95337 95339 95340 95339 95347 95343
95337 95338 95342 95338 95337 95342
95348 95338 95342 95338 95337 95343
95337 95349 95341 95338 95337 95342
95338 95339 95338 95350 95339 95570
96351 96351 96119 95337 95349 95341
95338 95337 95342 95338 95338 95342

#£ 1391 %7 4 — /L FOFEBEEZRLET,

# 13-9 show threat-detection statistics top tcp-intercept detail =7 ¢ —/L F

74—V K

B

Monitoring window size:

HEHERDOTZDIZ ASA BT — 4 % H 71 Vﬁﬁ“éﬁ;ﬁﬁaﬁ%%% L¥
ToT 7 ALK i 305 TT, ZORELLEHST BT

threat-detection statistics tcp-intercept rate-mterval av REMHL
FTL.ASA X, ZORMRTT —# % 30 IEHJL‘/7°U YILET,

Sampling interval:

Yo7 THOMEEFRR LET, ZOfHEI ZL— Mk 30 T
Ho T BBz 220 £,

rank

1~ 10D 7 x> 7 2RRLET LR KELZ T 2 —
T NIT I b BB DI o T2 — T,

server_ip:port

WBEZF TV EY—_"OIPT7T FLABIUOR— 2R R LET,

interface

avg_rate

Y= "PEBZ2ZT TN =T =2 A TR LET,

threat-detection statistics tcp-intercept rate-interval =~ > N T E
SN — MR TOEHLEL — & 1 @Z@?" DEBELHTERR
LES (T 740 D b— MEBRIL 30 55 TF), L— hEKETASA
T30 IET—2 5T T LET,

current_rate

BIEOHEL— N1 BH2 OBBE) # R LET,

total

KBEOGFHBEZFRLET,

attacker_ip or

<various> Last:

attacker_ip

WEBHEDIPT R AZFRLET HEOBBEE N W DLGE1X
[<various> | DBICHEKBZEDOKEEDOIP 7 KL A 75>2'%/Ténifro
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# 13-9 show threat-detection statistics top tcp-intercept detail D~ 1 —/L F(§ &)
74—V R B
(last_attack_time ago) % DOWENFEE LR Z R R L ET,
sampling data 30D TN T F=HEET TR R LET MR & OB E
FEARRINET,
BEa~ R a<w R B
threat-detection scanning-threat BRBREOAX Y 2 A X —TNMIZLET,

show threat-detection statistics host RA NOWHFHFEREERLET,

show threat-detection statistics port AR— FOWEFEREZFRLET,

show threat-detection statistics protocol 7o s = /L O ERER L E7,

threat-detection statistics

BB O EREA X —T VI LET,

Sawr K
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show tls-proxy

K C show tls-proxy =~ > R&H L £7,

TLS e X BLOE vy g UIEREZERT LI Zue—L a7 4 Fal—r gy F—

show tls-proxy tis_name [session [host host_addr | detail [cert-dump | count] [statistics]]

WX DN

cert-dump a—) XA F Iy IiEREE XY T LET X LDC O 16 4
NG D

count oy ary I AP ERRALET,

detail % SSL L v 7B X OVLDC OFf 5% G iestfl/e TLS 7' v U IR &2+

%Ljﬁ—a«o

host host_addr

BEfH T oty v a VBRI TIOIHFEEDKRA MERELET,

TITF 4 TRTLS 7uxy vty ia v 2FH - LET,

session
s TLS ty v a v ZE=FBIOERT L 7200OMHEREZE R LET,
tls_name FT 5D TLS 7' u x> D4,

F 7 %)V b

a<v RKE—F

T 7 4 OBIERMHITH D THE A,

ROKIZ, 2~ FE2ANTELHEF—RF2RLET,

T77ATUF—IV
£F—F X2 VT4 arTXAD
< )LVF
FZ AR avTx
a<w s RKE—F N—Fy K| 7vvyh |7 (Rb VAT A
¥ EXEC £— K * Yes * Yes * Yes * Yes * Yes
o< KB Jy—= ETREAK
8.0(2) Zoawy RPNBEIMENE Lk,
8.3(1) statistics ¥ — 7 — R BMNMENE L,
il RIZ . show tls-proxy =~ > ROl %4~ L £,

ciscoasa# show tls-proxy
TLS-Proxy ‘proxy’: ref_cnt 1, seg#l
Server proxy:
Trust-point: local_ccm
Client proxy:
Local dynamic certificate issuer: ldc_signer
Local dynamic certificate key-pair: phone_common
Cipher-suite <unconfigured>
Run-time proxies:

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



Proxy 0x448b468: Class-map: skinny ssl, Inspect: skinny
Active sess 1, most sess 4, byte 3244

IZ  show tls-proxy session =~ > KD H S|z~ LET,

ciscoasa# show tls-proxy session
outside 133.9.0.211:51291 inside 195.168.2.200:2443 P:0x4491a60 (proxy)
S:0x482e790 byte 3388

RIZ . show tls-proxy session detail =~ > RO /1l Z R~ L E T,

ciscoasa# show tls-proxy session detail
1 in use, 1 most used
outside 133.9.0.211:50433 inside 195.168.2.200:2443 P:0xcbab60b60 (proxy) S:0xcbcl0748 byte
1831704
Client: State SSLOK Cipher AES128-SHA Ch Oxcab55efc8 TxQSize 0 LastTxLeft 0 Flags 0x1
Server: State SSLOK Cipher AES128-SHA Ch Oxca55efa8 TxQSize 0 LastTxLeft 0 Flags 0x9
Local Dynamic Certificate
Status: Available
Certificate Serial Number: 29
Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)
Issuer Name:
cn=TLS-Proxy-Signer
Subject Name:
cn=SEPO0002B9EBOAAD
o=Cisco Systems Inc
c=US
Validity Date:
start date: 00:47:12 PDT Feb 27 2007
end date: 00:47:12 PDT Feb 27 2008
Associated Trustpoints:

X 1Z . show tls-proxy session statistics =~ > KOH 1%z~ L £,

ciscoasa# show tls-proxy session stastics

TLS Proxy Sessions (Established: 600)
Mobility: 200
UC-IME: 400

Per-Session Licensed TLS Proxy Sessions
(Established: 222, License Limit: 250)
SIP: 2
SCCP: 20
Phone Proxy: 200

Total TLS Proxy Sessions
Established: 822
Platform Limit: 1000

EEa~r R

a<w R A

7547~ b B AL — NEEH L R— AN F AT v AR EORITE £
o ST EBELET,

ctl-provider CTL7unNA = LV AF LV AEERL . TOf X — a7 1 Fa
L—yay T—REBBLET,

show running-config S N CTE/IFEISNZTLS 7YX DFfTar 7 1 Falb— g
tls-proxy VERRLET,

tls-proxy TLS 70Xy f VAF UV AEZTERE L KKy Y a VEERELET,
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show track

FT X TavARNEBH LA T V= MCBETAE®REERT HI1T1E, =2 —5 EXEC
F— R T showtrack =~ > R&ZEH L EJ,

show track [track-id]

X DN

F 7 %)V b

a<v s RFE—F

track-id

FNZoX S 2 N )OF TV 27 MDA EIZ. 1 ~ 500 T,

track-id IMETE SRS TG BEIX TR TO N T v xR o7 A7V =7 MIEATLHERNERRS

NET,

WORIZ, a~ REANTEE—FERLET,

T7ATUF—IV
£—F ¥F2VF 4 IVFHR L
< JVF
DS SN =
a<w v RE—F N—7v K| 7vrh |7 (Rb AT A
Z.—4 EXEC e Yes — e Yes _ _
a~ v B yy—2 EHENE
7.2(1) o<y RpBEMmEnE L,
il WIZ show track =~ > RO A Z5R L £,
ciscoasa(config)# show track
Track 5
Response Time Reporter 124 reachability
Reachability is UP
2 changes, last change 03:41:16
Latest operation return code: OK
Tracked by:
STATIC-IP-ROUTING O
MEa~wr R a<w R B
show running-config E{7a. 7 (F2 L —I 3D trackrtr 2~ FEZERLET,
track
track rtr SLAZR—=V 7351007 yFXr 7 = MY A{ERRLET,
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show traffic
/1’/57 T2 A ADERET VT A ET 4 EZET VT 4 BT 4 2FERT HITIE K HE EXEC
— R C show traffic =~ > F&ZHEH L E3,
show traffic
X DFA vy RSB ELIZF—TU—FIEH Y A,
F 7%V b T 7 v N OEHEREIZH Y TR/ AL

a<v s FE—F

WORIZ. a~ REANTESE—FeRLET,

T7AT UH—
ET—F X2V T 4 aryTHAB
< VT
b Z AR =N
avy FE—F N—Ty N TV bh (YT (RAb VAT A
HeHE EXEC e Yes e Yes e Yes e Yes e Yes
= NgHE yy—= ERNE
7.2(1) ASA 5550 OHFINBIMEIE L,
9.3(1) WA o E—T 2 A ADEN N T T v 7O EMENE LT,
9.5(2) SCTP B LNSCTP 1 » A7 v a UNFEMAa I EBmEnE L,
R EDOHA KZ  show traffic =~ > FiZ.show traffic =~ > RNHBICANINTZREAEZILASA B AL T4
AV NI o TR LRI KA v X —T 2 A AEBR LTy hOEEANL N ERRLET,

FPEUX ASA BWHEATO Y 77— NP A T A 2 TH b ORRBFRERE T (EFT D ) 77—k
PLBIZ clear traffic =~ > RN AN SN TWARWES), a~v > RBRANEINTWERESIZ. o<
VRN ATIENTREE N ORBRR & 720 9,

ASA 5550 D34 show traffic =2~ FE2FEITITH LAy T EDEHAL—T > l\ %ﬁﬂ?é
NFET.ASA 5550 DAL —TF v M ERKIZT BIC ;t N7 4y ERT Yy MIB—IZh8T

HUMENHYET, ZOHETNNI N T T 4 v 7 BRI L TWDENE D &R ﬁ“é@ T
DAY Sl

WA LB —T A ADERKINT T 4 v 7 BRART HITIL AT sysopt traffic detailed-statistics
av U REAN LT . ZOWREEZA T OMNENRH Y £7,
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il &Iz show traffic =~ > RO Al %2R LET,
ciscoasa# show traffic
outside:
received (in 102.080 secs):
2048 packets 204295 bytes
20 pkts/sec 2001 bytes/sec
transmitted (in 102.080 secs):
2048 packets 204056 bytes
20 pkts/sec 1998 bytes/sec
EthernetO:
received (in 102.080 secs):
2049 packets 233027 bytes
20 pkts/sec 2282 bytes/sec
transmitted (in 102.080 secs):
2048 packets 232750 bytes
20 pkts/sec 2280 bytes/sec
ASA 5550 DA KRDOT F A MBNRBICERENET,
Per Slot Throughput Profile
Packets-per-second profile:
Slot O: 3148 50%|****************
Slot 1: 3149 50%'****************
Bytes-per-second profile:
Slot O: 427044 50%'****************
Slot 1: 427094 50%|****************
WIS WFLA v 2 —7 = A ADERI N T 7 4 v 7 B S AT A% R LT,
IP packet size distribution (values listed in percentages)
Total Packets = 1278:
32 64 96 128 192 256 512
00.0 43.5 10.4 10.1 26.1 01.4 03.6
1024 1536 2048 4096 8192 9216
03.6 06.6 00.0 00.0 00.0 00.0
Protocol Total Conns Packets Bytes Packets Total
———————— Conns /Sec /Conn /Pkt /Sec Packets
SCTP 0 0.0 0 0 0.0 0
SCTP-inspected 0 0.0 N/A N/A 0.0 0
TCP 8 0.2 98 215 26.8 1279
TCP-inspected 0 0.0 N/A N/A 0.0 0
UDP 3 0.0 0 90 0.0 2
UDP-inspected 5 0.0 1 189 0.0 56
ICMP 0 0.0 1 98 0.0 2
ESP 0 0.0 N/A N/A 0.0 0
P 0 0.0 N/A N/A 0. 0
Total: 16 0.2 22 207 26.8 1433
Last clearing of statistics: Never
EEa~r R a<w R B!

clear traffic

£,

RET VT AT A EZBET V7T 48T 40D 2% )y PL
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