o E1

show pager =~ > K~ show route =~ > R

show pager

LD

F7 %V b

av v RE—F

AB =T 2 A ADT T H NV b V= FETFIAZT 4 v 7 — b EFRRT LI, FiMe EXEC
“&— KT show pager =~ R&fifl LE7,

show pager

ZOazy RS ELEF—UY—FEdH A,
774V FOEEREIZH Y TR A

WORIZ. a~ REANTESE—FeRLET,

T7AT UH4—
T—F X2V T 4 ayTFHAB
< VT
T AR =N
a<wy RE—F N—Fo K| TVrbh [P | Rb AT b
¥54E EXEC e Yes e Yes e Yes e Yes e Yes
=7 R ) U —x ERNE
4.0(1) Zoawy RpBEMEhE Lz,
il RIZ . show pager =~ > FOH B 2R L £,

ciscoasa(config)# show pager
pager lines 0
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EHEa~<v R a2 R A

clear configure pager Telnet ¥ v 3 3 o Cl---More-—-| 71 7 hETIZEREND LI
ESINTWDITHEFATA L 74 F 2L —a VD OHIBRLET,

show running-config FE{7a. 7 ¥ a1 —3 3 Telnet ¥~ > 3 > Tl---More---| 7

pager VI RNETIZERENDLOBRESIN TWAITHERRLET,

terminal pager Telnet & v ¥ 3 > Cl---More-—- ] 71 > 7 N ETIZRRTHITEREH
FLET, Z20a~vry Fi3FEfTar74Xal—2a VITRESINE
A,
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show password encryption

WX DN

F7 %V b

a<v s RFE—F

NAT = RiHbDa s 7 4 Xab—a UREEXRRT HITIL FiME EXEC £ — R T show
password encryption =~ > & L £9,

show password encryption

Zoawy NIEBIEERIZF—U—RIIH Y T8 A,

77 4N FOBERLHEITH D FHEA,

WORIFT. ZDa~xw REAJTEDHE—FE2RLTWET,

T7ATUF—IV
T—F EX2VF 4 arFEFRXL
< IVF
AR =V
avy RFE—F N—Ty N TV h (YT (RAb VAT A
HeHE EXEC e Yes e Yes e Yes e Yes e Yes
= NRHE yy—= ERNE
8.3(1) Zoawy RPENSE L,
8.4(1) Z—H 327 % X M show password encryption 23 B SV E LTz,
FERLEDHTA RZ % —7 write memory =~ FZMH L THRIES N TV DG E . F— Ny ¥ =2 OfFIZsaved) 2
v RREINFET F—DRRWVWEE ELEF—RNFETar 74 FXab— g U BHIBRINTZS
BNy 2@l IZNot set) NERIINET,
il &1Z . show password encryption =~ > FDOH Nl Z R L £,
ciscoasa# show password encryption
Password Encryption: Enabled
Master key hash: 0x35859e5e 0xc607399b 0x35a3438f 0x55474935 Oxbeclee7d(not saved)
EEa~< R a<w R B

password encryption X2 U — ROWERE{bE A RF—T M LFET,

aes

key config-key e d—%2AEWRT 2Dl S A 7L —X2RELET,

password-encrypt
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show perfmon

ASA D/XT7 F—=< 2 AT B 1EWE R T 21213, K54 EXEC £ — K T show perfmon =~

RzfHLET,

show perfmon [detail]

WX DN

detail EE) BIMORKEHERAF R LET, 200 OEHEHRIZ Cisco
Unified Firewall MIB @ 7' v — NV AT =7 M e v har i &
DA77 MIEIOVIRESINT-ERE B LET,

F 7 %)V b

a<v s RKRE—F

COavwy NIE. T 74V MREND Y TH A,

ROKIZ, A~ FEANTEHEF—RF2RLET,

TZ7AT Ut —IV
£—F X2V T4 aVTFRAD
< IVF
FF AR SN
avw s RKE—F =7y N | Tvrhd (7 [ R b VAT A
ke EXEC * Yes * Yes * Yes * Yes —
a~ Y TR JU—x ERAE
7.0(1) ASA CZDa~<y ROVFR—IMEMSVE L,
7.2(1) detail ¥ — 7 — F2BMSE LT,

EH EOHA KT

A

Bl

Zoa<y RO Telnet T g SIFFRRrENET A,

perfmon =~ > N TIX f8E LIZIME CT/R 7 4 —~  AHEHE RO EHEAYIC KR S E T, show
perfmon 2~ RZfEHT 5 & 3 ICHEWMARRTEET,

I . show perfmon ==~ > RO H Ml 2R L %7,

ciscoasa(config)# show perfmon
Context: my_context

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
WebSns Reqg 0/s 0/s
TCP Fixup 0/s 0/s
TCP Intercept 0/s 0/s
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HTTP Fixup

FTP
AAA
AAA
AAA

Fixup
Authen
Author
Account

0/s
0/s
0/s
0/s
0/s

0/s
0/s
0/s
0/s
0/s

K12 show perfmon detail =~ > KO H B %2R L ET,

ciscoasa(config)# show perfmon detail

PERFMON STATS: Current Average

Xlates 0/s 0/s

Connections 0/s 0/s

TCP Conns 0/s 0/s

UDP Conns 0/s 0/s

URL Access 0/s 0/s

URL Server Reqg 0/s 0/s

TCP Fixup 0/s 0/s

HTTP Fixup 0/s 0/s

FTP Fixup 0/s 0/s

AAA Authen 0/s 0/s

AAA Author 0/s 0/s

AAA Account 0/s 0/s

TCP Intercept 0/s 0/s

SETUP RATES:

Connections for 1 minute = 0/s; 5 minutes = 0/s

TCP Conns for 1 minute = 0/s; 5 minutes = 0/s

UDP Conns for 1 minute = 0/s; 5 minutes = 0/s
Ea~<v K gy R = B

perfmon WBELEHBCEEMAR N7+ —~ o X B EREFRLET,
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show phone-proxy (B IE 7 &)

phone-proxy [EH OEHRE R RT HITIX. 72— L a7 4 FaLb— 3 EF— FTshow
phone-proxy =~ > F&fEH L 7,

show phone-proxy [ media-sessions [detail] | signaling-sessions [detai] | secure-phones ]

XD detail AR AEERLET,

media-sessions BE TRV L o TREENTVD ST DHEAT AT By gy
ERRLETEL AT AT By a b BHELENTWDA VH—
T2 ATEREINTWERAT 4T A—IF%— 3 T RLAZFERR

Li‘j‘o
secure-phones FeANR—=2 RN ENTWEEX T T— Riokhn L7ZEF a2 ER
l./\i—a’_ﬂo
signaling-sessions EBE X VIRESINTWE RS TH 7 F ) Ty va ek
i_\‘l_/ij‘o
T 7 %I b T 7 4V NOBERHEIZH D EH A,

o< RE—FK WORIZ, a~ REANTEE—FERLET,

TZ7AT TF—)V
E—F TX=2UT 4 arTHAb
< JVF
b T AR =
a<wy FE—F N—F v R |TVvvyhs (VI | RB AT A
Juau—)L a7 ¥alb— | * Yes — e Yes — —
va v
v FRE Jyy—= EENE
8.0(4) Zoawry RpNEBEMEShE L,
8.2(1) g RPEH S . media-sessions ¥— 7 — REZHELTH AT 47
Tty a U PHLEN TS VA —T 2 ATRESNTIZAT 4T
H—I =2 ay T RUARKRREND L O F LT,
9.4(1) ZOa<y Rt 97 3TPD phone-proxy T— K a2~ K& & HIZFELEX

nELE,
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il K12 . show phone proxy 2~ > RZfEH L TEGE 7 v X U EADOHERERTT L0142~ LET,
ciscoasa(config)# show phone-proxy
Phone-Proxy 'mypp': Runtime Proxy ref_cnt 2
Cluster Mode: nonsecure
Run-time proxies:
Proxy 0xd55f6fd8: Class-map: secsip, Inspect: sip
Proxy 0xd58a93a8: Class-map: secsccp, Inspect: skinny
phoneproxy (config) # show phone-proxy secure-phones
mypp: 5 in use, 5 most used
Interface IP Address Port MAC Timeout Idle
outside 69.181.112.219 10889 00le.7ac4.da9c 0:05:00 0:01:36
outside 98.208.25.87 14159 001c.581c.0663 0:05:00 0:00:04
outside 98.208.25.87 14158 0007.0e36.4804 0:05:00 0:00:13
outside 98.208.25.87 14157 00le.7ac4.deb8 0:05:00 0:00:21
outside 128.107.254.69 49875 001b.0cad.1£f69 0:05:00 0:00:04
ciscoasa(config)#
KIZ show phone proxy 2~ > RZEH L T 7= X—R RSN TNDH , BEXF 2T £—F
WS L7-BRE e £m LET,
ciscoasa(config)# show phone-proxy secure-phones
asa_phone_proxy: 3 in use, 4 most used
Interface/IP Address MAC Timeout Idle
outside:69.181.112.219 00le.7ac4.dadc 0:05:00 0:00:16
outside:69.181.112.219 0002 .b9%eb.0aad 0:05:00 0:00:58
outside:98.208.49.30 0007.0e36.4804 0:05:00 0:00:09
ciscoasa(config)#
RIZ  show phone proxy 2~ > R L CLIEFIZET Lica— Lol AT 47 &y
VaUBHNLINTWDHA U H =T 2 A RAIRESNTAT 4T F—Ix—var T RLA
AT LH 2R LET,
ciscoasa(config)# show phone-proxy media-sessions
Media-session: 128.106.254.3/1168 refcnt 6
<---> RTP connection to 192.168.200.106/25038 tx_pkts 485 rx pkts 491
Media-session: 128.106.254.3/1170 refcnt 6
<---> SRTP connection to 98.208.25.87/1030 tx_pkts 484 rx_pkts 485
BEa~> R awv R B

debug phone-proxy EZF7 1k

AVARBLAMNSDT Ny 7 Ay —VaRRLET,

phone proxy Phone Proxy > A XV A% ELE T,
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show pim bsr-router

WX DN

F7 %V b

av v RE—F

7 — MR T v 7 )L—% (BSR) fE# & £~ 9 5 (21%, show pim bsr-router =~ > K& L £,

show pim bsr-router
FIBE T ERITH Y $HE A,
774V P OEEREIZH Y TR A

WORIZ. a~ REANTESE—FexRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< JVF
b T AR avTXx
a<wy RKE—F N—T v R | TV U7 | R B AT A
o —Y EXEC F 7213454 * Yes — e Yes — —
EXEC
= NgHE yy—= ERNE
9.5(2) Zoa<y RRBMEE L,
il RIZ . show pim bsr-router =~ > ROHNHEZR L E T,

ciscoasa# show pim bsr-router
PIMv2 Bootstrap information

This system is a candidate BSR
Candidate BSR interface GigabitEthernet0/0 is down - BSR messages not originated
Candidate RP: 4.4.4.1(GigabitEthernet0/0), GigabitEthernet0/0 is down - not advertised

B CiscoASAYV—X o= RUT77L VR Savwr R



show pim df

SUFT— KAV FNRP)FETNIA VH—T = A ATHOWT MBI DF O | 2 #3512
%, = —¥ EXEC &— KN % 721345 EXEC & — F T show pim df =~ > FA&EH L £,

show pim df [winner] [rp_address | if_name]

HX DA WDONWT NN DEfRETE LT,

e RP D4, FAA Y X—2 25 A (DNS) D hosts 7 — 7 VIZE
HENTVWDHHED)N, FAAL D ipvdhost 2~ FTEFLE-D
DT,

e RPOIPT FL A, 2t 408 Ky Mix 10 EXRFTLO~ LT
¥ AMIPT FLATT,

A B =T 2 A ZADWEL F I ITGHER4L,

(TZ)DF &8 OWEE A v X —T 2 AT RP ZLIERLET,

rp_address

if_name

winner

P W T 7 a0 F OBEREILS D EE A

a<w v RE—F WORIZ. a~ REANTESE—FEeRLET,

T7AT UH4—
T—F X2V T 4 ayTFHAB
< VT
FT7 AR X
a<w s KE—F N—FTv N |7V o7 | A B AT b
o—4 EXEC % 72 13 45HE * Yes — e Yes — —
EXEC
gy R JYy—2= ERNE
7.0(1) o<y RpBEMmEnE L,
FEREDHTAFT Z0a<wr REZRP~OBEEDA Y v 7 b FERLET,
AV
il KIZ . show pim df =~ > FOH Il Z R LET,
ciscoasa# show pim df
RP Interface DF Winner Metrics
172.16.1.3 Loopback3 172.17.3.2 [110/2]
172.16.1.3 Loopback?2 172.17.2.2 [110/2]
172.16.1.3 Loopbackl 172.17.1.2 [110/2]
172.16.1.3 inside 10.10.2.3 [0/0]
172.16.1.3 inside 10.10.1.2 [110/2]
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show pim group-map

TN—TF17a han vy BT T =7 )N ERRT HITIE, FiHE EXEC E— KT show pim
group-map =~ > RZME L £,

show pim group-map [info-source] [group]

X DN

F7 %V b

a<v s FE—F

group (EE)KRONTINERETEET,

o WILFFXF¥ A K T —TDXHREI,DNS D hosts T — 7 VIZEFR S
NTWHbHEO0 ipvdhost 2~ R TER LD TT,

o WIILFHEYAKNITA—TDIPT RL A, 2.4 5FE Ky Mf
X 10 ERFEONLT Y A NPT RLATT,

ER) 7 —7H5HAEROERIRZ R~ LET,

(T a ) ITN—TMMNERP~DT Y LT DT v %A LEBL

IR A ~—NERENFET,

info-source

rp-timers

TRCOITN—TICONT I —T b 7a hal~Dv v B 7R R LET,

WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHRAB
< J)VF
FF AR aTH
gy RE—F N—T v R | TV I | R B VAT A
*%’*% EXEC e Yes — e Yes — _
v MR Jy—2 EHENE
7.0(1) Zoawy RRBEINEhE L,
9.5(2) IO A~y RIIAEE S rp-timers B HAAEINE LTz,
FRAEDHA KT —0a<y RIZRPIZOVWC ZA—T L7 halltd7 RLA vy BV 2T _RCHERL
A FI . v E UL ASA ECEEISERTITAT U b bFEREINET,

ASA @ PIM EHIX, S EIERFFH= N 2~v oy B 7 T =7V THREFL TWET, Auto-p
T N—THEIZ AN T N 7= TN SHARICIES SN E T, SSM 7L — T b
AN—A F— RIZIFAVERFA V78— v vFXx AN 7)—7(224.0.0.0 ~
224.0.0.225,224.0.0.0/24 & L TiEFR) b A=A F— F VN —THHHANSES SN ET Ktk
DTy VL FIED RP TA/N—R F— RIZASTNDHED TRTOI V=T %R LET,
pim rp-address =~ > K CHHD RP % E LIz HA 13 M@0 78 7 v — 7B 23 %9 % RP &
EBHICRRINET, 7NV —TITEIR L 72 RP &/~ T 5121, show pim group-map =~ > R T
TN—T T RUAE 4RI ERELET,
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| #

il 12 show pim group-map =~ > KO Al Z/R L £,
ciscoasa# show pim group-map
Group Range Proto Client Groups RP address Info
224.0.1.39/32* DM static 1 0.0.0.0
224.0.1.40/32* DM static 1 0.0.0.0
224.0.0.0/24% NO static 0 0.0.0.0
232.0.0.0/8% SsM config 0 0.0.0.0
224.0.0.0/4% SM autorp 1 10.10.2.2 RPF: P0S01/0/3,10.10.3.2
1179 & 2978 T, Auto-RP 7 /)L — T HiHN A/ 8— 2 F— K 7L — T FHEN» L AMIZHESRT ST
WET,
34THOTIX. V7 a—h)L <)L FFy A~ J)L—7(224.0.0.0 ~ 224.0.0.255,224.0.0.0/24 & L
TER)DBANRN—R E— K ZV—THHANPOESR SN TWET,
41T TIL, PIM 2EE T E~ /LT X v A b (PIM-SSM) 7 /b— 7 #iFH A 232.0.0.0/8 |2~ v B>
TENTWET,
BEOT U P UIXED T RTCDOIN—T P A/—Z £— FIZA->TRP10.1032 1~ v BV
TENZEERLTHET,
BEa<y R a<wy R 25.8A
multicast-routing ASA TVNLVF XX AN N—FT 4 T A % —T NI LET,
pim rp-address PIM 7277 — KAV FRP)DT RLAZRELET,
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show pim interface

PIM ICBHT 51 v % —7 = A AEA O #RAEERRT H1TIE, = — W EXEC & — N E 72135k
EXEC “&— K C show pim interface =~ > R & H L £,

show pim interface [if_name | state-off | state-on]

HX DA if_name UER)A v H—T =4 ADLHIL, ZO5IERET D & FrRINd
I E LA v X —T = AT AL O FI272 0 £9,
state-off (EE)PIM BT 4 —T NI TWbAAL A —T 2 AZFKRL
i‘a‘o
state-on (FEE)PIM N A R—T Nl TWBAf X —T o AeFRLET,
57 %)V b AV H =T 2 A AZH/ELRWERIT. TRXTDOAL U X —T A AIZET 5 PIM EWMAFRE

a<v s RFE—F

nNET,

WORIZ, a~ REANTEE—FERLET,

T7AT U F—IV
T—F ¥X2YF4 IVTFERE
< IVF
AR =V
a<w s RKE—F N—rv K| 7vrh |7 (Rb VAT A
2— EXEC F 72 13454 * Yes — * Yes — —
EXEC
= NIRHE yy—= ERNE
7.0(1) Zoawy RPRENSE L,
EREDHTA KT  ASA ®PIM EHIX ASA BIEZ PIM RrA N—L R LET, LIeB - T, Z0a~vr ROWAIZ
A HHIRA NI T LTIE A N—EPEBEOHELV b 1 DB ERSNET,
il WIZ NHA 2 —T7 = A4 RAZT 2 PIM IE#E FR"T 202~ LET,
ciscoasa# show pim interface inside
Address Interface Ver/ Nbr Query DR DR
Mode Count Intvl Prior
172.16.1.4 inside v2/S 2 100 ms 1 172.16.1.4
o< R a<w KR B

multicast-routing ASA TwNLF X AN N—FT 4 VT oA F—TNIZLET,
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show pim join-prune statistic

PIM DANA & 7 —=2 7B 2 BB e it e £R 3 51213, 2 — EXEC £— F &
¥## EXEC € — K C show pim join-prune statistics =~ > K&l L £,

show pim join-prune statistics [if_name]

WX DN

7 %)V b

a<v s RFE—F

if_name (EB)A v X —T = A ADLHL, ZO5IERET D & FTrEIND
I E LA v X —T =2 AT AL OEF 2720 £97,

A —T a4 AEBELRVESIZ. TXTOA X —T A ZZONWT AL FL—="
TICHET AHEHE RN R RSN ET,

WORIZ. a~ REANTEE—FERLET,

TZ7AT T4 —)v
T— K XaVTF 4 aFTFA D
< )LF
AR =N
a<wy RKE—F N—T v R | TV I | R B VAT A
o —Y EXEC £ 72135 * Yes — e Yes — —
EXEC
vy MR Jyy—= EENE

7.0(1) Zoawy RPBEMEnE Lk,

FEREOTA RS

A

i

PIM DA & 7V —= 7T 285G H%Z 7 U 73 521X, clear pim counters =~ > K%
BHLET,

X2, show pim join-prune statistic =~ > RO 1l ZR L ET,

ciscoasa# show pim join-prune statistic

PIM Average Join/Prune Aggregation for last (1K/10K/50K) packets

Interface Transmitted Received
inside 0/ 0/ 0 0/ 0/ 0
GigabitEthernetl 0/ 0/ 0 0/ 0/ 0
Ethernet0 0/ 0/ 0 0/ 0/ 0
Ethernet3 0/ 0/ 0 0/ 0/ 0
GigabitEthernet0 0 / 0/ 0 0 / 0/ 0
Ethernet? 0/ 0/ 0 0/ 0/ 0
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EHEa~<v R a2 R A

clear pim counters PM 7747 o B2 V7 LET,
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show pim neighbor

K C show pim neighbor =1~ > R&{iH L £,

show pim neighbor [count | detail] [interface]

PIM XA N— T —T )LD b ZFKRT5HI121L, 22— EXEC £— R E 721344 EXEC ©—

X DN

interface fEB)A v H—T = A ADL4HI, ZO5BERET DL Krnsihd
BRI E LA V¥ —T oA AZETHHDOEFITRY 7,

count (FEE)PIM XA N—DHEFH B LOKA X —7 = A AD PIM * A
W=D aRRLET,

detail ({£E) upstream-detection hello A7 > 5 2B U TEEH Lz, * A1

N—DBMT FLAZRRFLET,

F 7 %)V b

av v RKRE—F

T 74N N OBERLHIEH D R A,

WDFIZ, a2 REAJTEDE—RRERLET,

TZ7AT UF—IV
T—F X2V T4 2V THFRAL
< JVF
FF AR aIUTx
a<w v RE—F N—FTv N |7vrh U | A AT A
o— EXEC % 72 1345 * Yes — * Yes — —
EXEC
o< R Jy—= EEAR
7.0(1) Zoawy RNBIMEE L,
FEREOTA RS Z0a<wy RI.ZOAL—F2BPIMO®hello A v tE—%8 0 THRE L PIM (A AN—ZEET
A BDHERALET . EE. 20avr RiZ A v F—T =2 ABEEL—F(DR) THDZ &,
BIORAN—=TWH BN RRICR D2 ZA I TR LET,
ASA @ PIM FE3 13 ASA BiE%Z PIM 2 A N—L A LET, LER > T ASAAS v H—T oA
ANZDa<wy ROHHIZRRENETT ASADIP T RLARZ. T RLADRICT AZ U A
(M) EMATFTRENTVWET,
il 1Z . show pim neighbor =~ > KO H # %/~ L £,

ciscoasa# show pim neighbor inside

Neighbor Address Interface Uptime Expires DR pri Bidir
10.10.1.1 inside 03:40:36 00:01:41 1 B
10.10.1.2%* inside 03:41:28 00:01:32 1 (DR) B
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EHEa~<v R a2 R A

multicast-routing ASA TVNLVF XX AN NV—FT 4 T A F—T NI LET,
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show pim range-list

PIM O Y A b O A KR T 5121F, = — Y EXEC & — N £ 723474 EXEC £ — [ T show
pim range-list =~ > K&l L 7,

show pim range-list [rp_address]

T DA rp_address WONTNN 1 DEFRETEET,
e RP D4, FAA Y X—2 25 A (DNS) D hosts 7 — 7 VIZE
FENTVWEHD), RAAL Dipvdhost =~ R TEHLT D
DT,
e RPOIPT FL A, 2t 408 Ky Mix 10 EXRFTLO~ LT
¥ AMIPT FLATT,

P W T 7 a0 F OEEREILD D EE A

a<w v RE—F WORIZ. a~ REANTESE—FerRLET,

T7AT Ut —)V
T— R EX2VF 4 AFEFRL
< )LF
[NV SN avF R
a<wy RKE—F N—T v R | TV U7 | R b AT A
o — EXEC £ 721345 HE * Yes — e Yes — —
EXEC
= NIgHE yy—= ERNE

7.0(1) ooy RNBEMENE LT,

FREDHA RS Zoavr REI.vLATFXFx A MNEEE— KDL I N—T D~ v B T HEET LTI

AL AEnEF+ . HACIE. ZoHHADT T 7 — KAV FRP) DT RLUALRENET LY TS
e
il 12 show pim range-list =~ > RKOH 1B %2~ L £,

ciscoasa# show pim range-list

config SSM Exp: never Src: 0.0.0.0
230.0.0.0/8 Up: 03:47:09

config BD RP: 172.16.1.3 Exp: never Src: 0.0.0.0
239.0.0.0/8 Up: 03:47:16
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|
config BD RP: 172.18.1.6 Exp: never Src: 0.0.0.0
239.100.0.0/16 Up: 03:47:10
config SM RP: 172.18.2.6 Exp: never Src: 0.0.0.0
235.0.0.0/8 Up: 03:47:09
Ea~ K a<wy R = B
show pim group-map 7 )L —7 /5 PIM E— F~O~ v BV 7 BIOWT 77 4 772 RP D
HHRERRLET,
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show pim topology

PIM bR ey 7 —T7NVDIEHRE R T 51213, 2 —% EXEC &— N2 13457# EXEC £E— KT
show pim topology =~ > RZfifH L £,

show pim topology [group] [source]

LA (FEE)ROWTNEIRETCE £,
o wNLFHX¥ RN TN —TDL4HEI,DNS @ hosts T — 7 /VICERH S

NTHbHO0 ipvdhost 2~ R TER LD TT,

o WIILFEYANITA—TDIPT RL A, 2.4 5FE Ky Mf
X 10 ERFTLO~NLTFYAMNIPT RLATT,

) OV TIrEiRETE £7,

o VILFF ¥ R NEETLDLHET, DNS @ hosts T — 7 /VICEFES L
TWA LD ipvdhost 2~ R TEHELT-HDTT,

o WAFXFYARMEETDOIP T FLA, 2T .4 5F Ry M
10EXELZO~LFXY A NPT RLATT,

group

source

T 7 &N E TRTCOIN—TLRETLD bR e PFERPIFRINET,

a<w s RE—F WORIZ. a~ REANTESE—FeaxRLET,

T7AT T4 —Iv
T—F X2V T 4 aTFHAB
<) F
FZ7 o AR =S
a<wy RKRE—FR N—T v |7V v | R AT A
o— EXEC £ 721345 HE * Yes — * Yes — —
EXEC
= NgHE yy—= ERNE
7.0(1) Zoawy RRNBMMEnE L,
R EDOHA KT PIM FREY T—T NI TED I N—TDOEEEERT 2 MU (% G).(S, G).(S, GRPT & %
A4 NEhoOA 2 =Tz A VAL LEBIZERTDHEDIHEHLET,

PIMiZ. 26D MU DONEE MRIB 2 U TV EY LEJT.MRIB /L. PIM 72 ¥ D~ /L F
YA N—=TFT 4T Tarard A2 =%y b IN—7FH o ka/L(IGMP) 72 & D
O—Hh A=y Fu halto@lEIlBI MmN FETHY VAT LD LT Xy
2 NEEET YT,

CiscoASAY V) —RX a<w R U7y LR Savwr R
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MRIB 1. FTED (S,G) = bV IZOWT, EDA v H—T 2 ATT—HF Xy hEZITED
MERHDLDEDA B =T oA ATT—H Ry Nk T OMLERH LI NERLET, £
7o VHRRERFICIE~ VT F v A MEEFRS— A (MFIB) 7 — 7 V& LT3 v b Z & 0lix
KBTI v arERELET,

()  EEETEHR A2 ER T 5121% . show mfib route =~ &AL £9,

il 12 show pim topology =~ > KOH /B %R L £,

ciscoasa# show pim topology

IP PIM Multicast Topology Table

Entry state: (*/S,G) [RPT/SPT] Protocol Uptime Info

Entry flags: KAT - Keep Alive Timer, AA - Assume Alive, PA - Probe Alive,
RA - Really Alive, LH - Last Hop, DSS - Don't Signal Sources,
RR - Register Received, SR

(*,224.0.1.40) DM Up: 15:57:24 RP: 0.0.0.0

JP: Null (never) RPF: ,0.0.0.0 Flags: LH DSS

outside 15:57:24 off LI LH

(*,224.0.1.24) SM Up: 15:57:20 RP: 0.0.0.0
JP: Join(00:00:32) RPF: ,0.0.0.0 Flags: LH
outside 15:57:20 fwd LI LH

(*,224.0.1.60) SM Up: 15:57:16 RP: 0.0.0.0
JP: Join(00:00:32) RPF: ,0.0.0.0 Flags: LH
outside 15:57:16 fwd LI LH

H#Ea< R a<w R B
show mrib route MRIB 75— 7 V£ R LE7,

show pim topology FRIFEL T N—TDPIM bRy T—7 VOB REERLET,
reserved
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| #

show pim topology reserved

FTHRIBE ST N—TIZT 5 PIM hAa Y 7 —7 LOFERERRT H121F, = — Y EXEC £— K
F 72134554 EXEC € — K T show pim topology reserved =~ > K& i L 7,

X DN

F7 %V b

a<v v RFE—F

show pim topology reserved

Zoawy FIEBIEERIZF—U—RIIH Y A,

T 7 a0 F OEEREILD D EE A

WORIZ. a~ REANTESE—FeaxRLET,

T7ATUF—IV
T—F X2V T 4 ayTFHAB
~)VF
7 AR aryrx
a<wrRE—F =7y R TV [T N |[RB AT A
2 — EXEC % 7o 13 KrHE * Yes — * Yes — —
EXEC
= NIgHE yy—= ERNE
7.0(1) TOawr RABMENE L,
il 12 . show pim topology reserved =~ > KO H /1%~ L £,

ciscoasa# show pim topology reserved

IP PIM Multicast Topology Table

Entry state: (*/S,G) [RPT/SPT] Protocol Uptime Info

Entry flags: KAT - Keep Alive Timer, AA - Assume Alive, PA - Probe Alive,
RA - Really Alive, LH - Last Hop, DSS - Don't Signal Sources,
RR - Register Received, SR - Sending Registers, E - MSDP External,
DCC - Don't Check Connected

Interface state: Name, Uptime, Fwd, Info

Interface flags: LI - Local Interest, LD - Local Disinterest,
IT - Internal Interest, ID - Internal Disinterest,
LH - Last Hop, AS - Assert, AB - Admin Boundary

(*,224.0.0.1) L-Local Up: 00:02:26 RP: 0.0.0.0
JP: Null (never) RPF: ,0.0.0.0 Flags:
outside 00:02:26 off II

(*,224.0.0.3) L-Local Up: 00:00:48 RP: 0.0.0.0
JP: Null (never) RPF: ,0.0.0.0 Flags:
inside 00:00:48 off II
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EHEa~<v R a2 R A

show pim topology PIM hAFRu Y T—7 NV EFRRLET,
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show pim topology route-count

PIM hARa Y T—7NOxy b O EFRRTHITIE, 2 —5 EXEC &— NF 7213 F#E EXEC
& — K C show pim topology =~ > F& i L £,

show pim topology route-count [detail]

X DN

7 )V b

a<wy KNE—K

detail EE) 7 —7 Z L2 BB DR e #orn LET,

T 7 4 b OBIERMHITH D TE A,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT Ut —IV
T—F X2V T4 2V TFRAL
< IVF
[NV SN SNGA-
av s RKE—F =7y N TV (7 R b VAT A
2— EXEC F 72 1345 * Yes — e Yes — —
EXEC
o< NBRE Yy y—2= EEANE
7.0(1) Zoavy RBBMESiE L,
FRAEDHA RS ZOa<r FEPIM bR Y F—7 00y b O¥EFFLET, = b VICET 5372
LV 5 # & #7795 |2 1% show pim topology =~ > RA&fEfH L £,
il X Z . show pim topology route-count =~ > NOH 1z R L £7,
ciscoasa# show pim topology route-count
PIM Topology Table Summary
No. of group ranges = 5
No. of (*,G) routes = 0
No. of (S,G) routes = 0
No. of (S,G)RPT routes = 0
HE o~ R aw KR B

show pim topology PIM hFRuy F—7 NV EFRRLET,
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show pim traffic

X DN

F7 %V b

a<v v FE—F

PIM ET 7 4 7 DHY ¥ ERRT HIZIE, 2 —H EXEC T— FF 723K EXEC £— KT

show pim traffic =~ > RZfifH L ¥ 7,

show pim traffic

Zoavwy FIEBIEERIZF—U—RIIH Y A,

77 4V FOBERLHEITH D FHA,

WORIZ. a~ REANTESE—FexRLET,

T7ATUF—IV
T—F X2V T 4 aTFHAB
~)VF
P77V AR =N
avy RFE—F N—Ty N TV h (YT (Rb YAT A
2— EXEC F 7= 13454 * Yes — * Yes — —
EXEC
= NIgHE yy—= ERNE
7.0(1) Zoawr RBEMENE L,
ERLEDOHTART PIM K774y 27DA0 2% 27 Y73 5IZ1%, clear pim counters =~ > RAfEH L £,
AV
il K1Z  show pim traffic =~ > RO 2R L ET,

ciscoasa# show pim traffic

PIM Traffic Counters

Elapsed time since counters cleared:

Valid PIM Packets
Hello

Join-Prune
Register

Register Stop
Assert

Bidir DF Election

Received

3d06h

O O O O O O O

Sent
948
948

5
5

o O O
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Errors:

Malformed Packets

Bad Checksums

Send Errors

Packet Sent on Loopback Errors

Packets Received on PIM-disabled Interface
Packets Received with Unknown PIM Version

O O O O O O

EEa~ N

a<w R B
clear pim counters PIM N7 4w o707 LET,
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show pim tunnel

PIM h o Rb A X —T = A ZZHET HE#ME R T D121, = — W EXEC & — N E 72 1XFrHE
EXEC & — K C show pim tunnel =~ > RZfiH L £7,

show pim tunnel [if_name]

BX DA if_name (EB)A v X —T = A ADLHL, ZO5IERET D & FTREIND
BRI E LA v X —T =2 AT AL O F 2720 £97,

7 %)V b A HE—T a2 A ZAE/BELRVESIZ. TXTOAL L Z—T x4 RO T PIM kv RS
NERINET,

a<w s RE—FK WORIZ, a~ REANTEE—FERLET,

TZ7AT T4 —)v
T—F XaVTF 4 arFTFA D
< JVF
AR =N
a<wy RKE—F N—T v R | TV I | R B VAT A
o —Y EXEC £ 72135 * Yes — e Yes — —
EXEC
= FRE Jyy—= EENE

7.0(1) Zoawy RPNBEIMEnE Lk,

HRAEDOHA RS PIMLIRZ Xy y MIARBEI AL RN JNV A v F—T =2 A%RHE LT EETOR
AL DR >~ 7 DR L—HF 5 RPIZIEE SN FET,RP TIX D 7B AALMEER N RV 2 L
T PIM VI ARE Ry hOZEAS LV H—T 2 AR BE LET . Z20a~vy NiZ. WF0Z A
TDOA A =T 2 A AZOWNT F U RUEFEREERLET,
LOAS R (PIM LAY A=) I T ENTE EE T BD LT
vy A My hCTEETIEEAEY Y —2BE L CERAMDOZDIC RP ICEESNET B
BNEAEINDDOIE.SM T L TOHTT,SSM B L O PIM (ZIi3@EH S EE A,

il 12 show pim tunnel =1~ > RO A Z R L ET,

ciscoasa# show pim tunnel
Interface RP Address Source Address

EncapstunnelO 10.1.1.1 10.1.1.1
Decapstunnel0 10.1.1.1 -
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BHEa< N

a<w R

B!

show pim topology

PIM ARy T—T7NVEFRRLET,
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show policy-list

BRESINTZRV =V ANERI = VA MDY MICETHEREERTDICE, 2—H
EXEC &— K% 7213454 EXEC & — R T show policy-list =~ > F&ffH L £,

show policy-list [policy_list_name]

X DN

F 7 %)V b

a<wy RKNE—F

(AT va NESNERY v— U X MIHETHEHREFR R LET,

policy_list_name

AU — URRNOATTIEIBEE L WEES . Z0a<wy RFTRTORY v — U R MEFRLET,

ROKIZ, A~ FEANTELHEF—RF2RLET,

TZ7AT UF—IV
T—F X2V T4 aVTFRAD
< JVF
b Z7 AR =N
a<w v RKE—F N—T v N |TVrb v | R b AT A
o —H EXEC F 72 135 * Yes — e Yes * Yes —
EXEC
o< R Jy—= EEAR
9.2(1) Zoawy RNBINEE L,

ERAEDHA FF

N—b =y TOFHUEL L TBGP L—T 4 VIR Y — VA M2EHALET,

A
il &IZ  show policy-list =~ > RO AB %2R~ L E£7,
ciscoasa# show policy-list
policy-list policy_list_2 permit
Match clauses:
ip address prefix-lists: prefix_1
policy-1list policy_ list_1 permit
Match clauses:
ip address (access-lists): test
interface inside
EEa~r R a<w R B!

policy-list WY — VR RMERELET,
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show policy-route

WY —=R=ADN—T 4V TRE & FRT DL, = —F EXEC E— N £ 721355 EXEC
& — K C show policy-route =~ > F&fifH L E7,

show policy-route

avrRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT UA—)V
ET—F X274 arsTHFRE
< JVF
b Z7 VAR =
a<wyv RE—F =Ty N | Tk YN | R B AT A
o — EXEC ¥ 7= 1345 e Yes — e Yes e Yes —
EXEC
o< RERE yy—2= EEAK
9.4(1) Zoawy RNBINEE L,
il KIZ  show policy-list =~ > KOH B %2R L ET,

ciscoasa# show policy-route
Interface Route map
GigabitEthernet0/0 equal-access

MHEa<v R a<wr R LA
policy-route R v—R—=A N—TFT 4 VT EFEELET,
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show port-channel

EtherChannel {§#Z 5572 1 TV~ V) — B TRRTH5LGE . ELIEAR— e AR—-FF ¥ 2L
DI H % ForvT DA 1% ¥4 EXEC & — R T show port-channel =~ > F&fifH L £,

show port-channel [channel_group_number] [brief | detail | port | protocol | summary]

X DN

avw U RFT7+
VI

av s KFE—F

brief

(770 M) EWERZ £ LET,

channel_group_number

(#7v =7 »)EtherChannel v /L J)—7FE% 1 ~ 48 O#HiPIT
EELTC.ZOF v 1)L SN —I T BRIE T 2R RLET,

detail (K7 va )i ReRrLET,

port (ATva )AL E—T oA ZADOERELRRLET,

protocol (A7 a o)A F—7 M L1254 LACP 72 £ @ EtherChannel 7' &
FarzRRLET,

summary (FATva )R —= R FrRIVOERNEERRLET,

7 7 # /v M brief T,

WORIZ. a~ REANTESE—FexRLET,

TZ7AT U=V
T—F X2V T 4 aTFHAB
~)VF
FF AR arTx
avwy FE—F =Ty K |TLrh P/ VAT A
EeHE EXEC e Yes e Yes e Yes — e Yes
= NgHE yy—= ERNE
8.4(1) Zoawry RpBEMEhE Lz,
il 12 . show port-channel =~ > KD H Iz~ L £,

ciscoasa# show port-channel
Channel-group listing:

Group: 1
Ports: 3 Maxports =
Port-channels: 1 Max Port-channels = 48

Protocol: LACP/ active

Minimum Links: 1
Maximum Bundle: 8

Load balance: src-dst-ip
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& 1Z . show port-channel summary =~ > NOHE 2R L F9,

ciscoasa# show port-channel summary

Number of channel-groups in use: 1
Group Port-channel Protocol Ports

1 Pol LACP Gi3/1 Gi3/2 Gi3/3

& 1Z . show port-channel detail =~ > FOH /1B %~ L E 5,

ciscoasa# show port-channel detail
Channel-group listing:

Ports: 3 Maxports = 16
Port-channels: 1 Max Port-channels = 48
Protocol: LACP/ active
Minimum Links: 1
Maximum Bundle: 8
Load balance: src-dst-ip
Ports in the group:

Port: Gi3/1

Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUSs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port

Port Flags State Priority Key Key Number State
Gi3/1 SA bndl 32768 0x1 0x1 0x302 0x3d
Partner's information:

Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/1 SA bndl 32768 0x0 0x1 0x306 0x3d
Port: Gi3/2
Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/2 SA bndl 32768 0x1 0x1 0x303 0x3d

CiscoASAV ) —RX a< R U7y LR SavwryF 1|



Partner's information:

Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/2 SA bndl 32768 0x0 0x1 0x303 0x3d

Port: Gi3/3

Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol

Flags: S - Device is sending Slow LACPDUS F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/3 SA bndl 32768 0x1 0x1 0x304 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/3 SA bndl 32768 0x0 0x1 0x302 0x3d

& Z . show port-channel port =~ > FOH /12~ L E5,

ciscoasa# show port-channel port
Channel-group listing:

Port: Gi3/1

Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/1 SA bndl 32768 0x1 0x1 0x302 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/1 SA bndl 32768 0x0 0x1 0x306 0x3d

Port: Gi3/2

bndl

Port state

1l
[y

Channel group Mode = LACP/ active
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Port-channel = Pol

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port

Port Flags State Priority Key Key Number State
Gi3/2 SA bndl 32768 0x1 0x1 0x303 0x3d
Partner's information:

Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/2 SA bndl 32768 0x0 0x1 0x303 0x3d
Port: Gi3/3
Port state = bndl
Channel group = 1 Mode = LACP/ active
Port-channel = Pol

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDUSs.
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi3/3 SA bndl 32768 0x1 0x1 0x304 0x3d
Partner's information:
Partner Partner LACP Partner Partner Partner Partner Partner
Port Flags State Port Priority Admin Key Oper Key Port Number Port State
Gi3/3 SA bndl 32768 0x0 0x1 0x302 0x3d

& Z . show port-channel protocol =~ > KD H &7 L ET,

ciscoasa# show port-channel protocol
Channel-group listing:

Protocol: LACP

BEa< R

gy K LA

channel-group EtherChannel (24 > % —7 = A A %&BML £,

interface port-channel EtherChannel % &7 L £ 797,

lacp max-bundle Fx XN TN—TTHAENDT I T 4T A F—TxA
ADRRNEEEELET,

lacp port-priority FX XN TNV—TOYPEA L F—T 2 ADT T A AV
TAERELET,

lacp system-priority LACP VAT A TI7AF VT 4 HFHELET,
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a< K A

port-channel load-balance O— R NG 7T X LERELET,

port-channel min-bundle RN F ¥RV A B —T oA ANTITT 4 TNZRBTD
MBI T I T 4T A v —T A ADR/NEEREL
e

show lacp LACP H# (7 7 4 v 7 GEHE#, v AT L ID KA /3= D
M ) AR R LET,

show port-channel load-balance 7K~ — FF v RIVAROEIHE RN FEED/NT A—H v MT
T DNy v afERB LRSI A v N— o 7 —
TxA AL LBITRTIENET,

B CiscoASAYV—X o= RUT77L VR Savwr R



show port-channel load-balance

EtherChannel C.BEDHR— FF ¥ R/ B — RKNRXFG U R T)IY A LEERRTHEE ., FT-EE
THEDNRNTA—Z By MIBIRINTEA LU N— A U F—T 24 ZAZHRKTT HEE51T ke
EXEC E— RCZoa~vr REAHNLET,

show port-channel channel_group_number load-balance [hash-result {ip | ipv6 | mac | l4port |
mixed | vlan-only number} parameters]

X DN

a<w RF 74

JV Bk

a<wy KNE— K

channel_group_number EtherChannel F ¥ %/ 7L — 7 FE 2% 1 ~ 48 OFETHEE L7,

hash-result

(A7 a NBEOO—RRNTo2 07 7T NI AS LTfE
ANy a LB TEIRENEA VAN —T o f ABFERL
i‘a‘o

ip (A7 > a)IPvd Xy b RTA—ZEBELET,

ipv6 (A7 a)IPve N7y N NT A= ERELET,

l4port (FFva)R—hF Ry N RXTA—FERELET,

mac (A7 a)MACT RFLVAR Xy v RXRTA—=FEEELET,

mixed (A7 a )P EZIXIPV6 8T A — X DA EDLEEZ KR— hEIT
VLAN ID (& 2 WNEZ DO ) & & HITHRE L7,

T A=K (AFa) gy 8 RIA=F ZATICLS>TRRDVEST 2 L
Z X ip DHFA EEITIP T LA FEHETIP T R A E7-1% VLANID
(BbHWFENLDMAEDLE) ZEETE XY,

vlan-only (A7 ar)8% v h® VLANID ##E L £,

T 74 F OBEREITH YV £ A,

ROKIZ, 2~ FEANTELHEF—RF2RLET,

TZ7AT U4 —)V
£— K X2V T7423TFRE
< JVF
FZ AR =
a<wy FE—F =Ty K| TV bh [P |[RbB AT A
H:E EXEC * Yes * Yes * Yes — * Yes
o< RIBRE Jyy—= EHEANK

8.4(1) Ioawry RREBMENE LT,
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BRLOAA KT
fv

Bl

T 7 4 N TIEASA 1T N7 FOEF B LU IP 7 R L X (sre-dst-ip) ([ > TA > # —
T2 AATONNTy NOAMESBLET, 7V T U X LEET T 521, port-channel
load-balance =~ > RZZM L T E &0,

Toa<wy RTIEBHEDODa—RK XT3 07 73 X AEF I TE F9 2 hash-result
F—U—REHEATELE EBICBHEDRNTA—=EE2EGT/ry ML TEDRA L N— f
B —T A ANPBRINDINET AN TEET, Z2Oavw L RTTANTEL0X . BEO R —
RARZFGoyr 7 7ha ) AAZH L TREF T, 2 & 212, 703U XL sre-dst-ip DFE 1,
IPv4 £721L1Pv6 DIEEILIP 7 RUAB I OSEEIP 7 RLAZ AN LET BIFEOT VT Y X
ATHHINTWARWLORIEE AN LIEGE. 2605 BuTEH S, 73 ) XL THEEE
WHEH SN TWAERADOENROICT 74V bRESNET 22X T TY XAN
vlan-src-ip DHH RO L I AT LE T,

show port-channel 1 load-balance hash-result ip source 10.1.1.1 vlan 5

WD X HITAS L4 vlan-src-ip 7L T Y AL TEHEETIP 7 R L2 0.0.0.0 8L VLAN
0 REESN A LT EITER S ET,

show port-channel 1 load-balance hash-result l4port source 90 destination 100

&1Z . show port-channel 1 load-balance =~ > KO H /%2R L E£7,

ciscoasa# show port-channel 1 load-balance
EtherChannel Load-Balancing Configuration:
src-dst-ip

EtherChannel Load-Balancing Addresses UsedPer-Protocol:
Non-IP: Source XOR Destination MAC address

IPv4d: Source XOR Destination IP address

IPv6: Source XOR Destination IP address

& Z . show port-channel 1 load-balance hash-result =~ > FOH 12~ LEd, 2 2 TiE. AN
L7 T A—=ZBRBIEDOT VT Y X A (sre-dst-ip) & —F L TWET,
ciscoasa# show port-channel 1 load-balance hash-result ip source 10.1.1.1 destination

10.5.5.5
Would select GigabitEthernet2/1 based on algorithm src-dst-ip

&1Z . show port-channel 1 load-balance hash-result =~ > KO SHl 2R L E£3, 2 Z Tl AN
L7eRT A—=ZBRBIIEDO T VT Y XA (sre-dst-ip) & —B L TELT /vy ¥ =TI 0 OENMEH
INET,

ciscoasa# show port-channel 1 load-balance hash-result l4port source 5
Would select GigabitEthernet3/2 of Port-channell based on algorithm src-dst-ip

FRER

a<w R A

channel-group EtherChannel |21 > % —7 = A A %EBMLET,

interface port-channel EtherChannel % %€ L £ 77,

lacp max-bundle Fx¥ RN TN—TTHFAEINDT I T 4T A F—T=A
ADFRREEEELET,

lacp port-priority F X XN TN—TOYPEA L H—T 2 ADT T A4V
TAERELET,

lacp system-priority LACP VAT L TI7AF VT 4 ELET,

port-channel load-balance O—RKRXZ 7 TAIY RLEHRELET,
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a2 K

Bk

port-channel min-bundle

R FX¥ IV A H—T oA ANT I T 4 TR ABTD
WM T I0T 47 A v B —T oA ADR/NEEIREL
iﬁ‘o

show lacp

LACP {EH (N7 7 4 v 7 faHEH. AT A ID, R A /N—D
MR Y)IMEBREINET,

show port-channel

EtherChannel {33 FEMIC 1 fTOH~ U —EXTERIN
FT,.Z0av s RE AR— bR —FF X R LOERLE
i_\‘bij‘o
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show power inline

POEA v X —7 =24 ZA%ZFDET /L (ASAS505 R E)DPE A v 2 —T =2 A4 ADEFEDIREEL
FrT 5 I2iE, = —¥ EXEC £ — K T show power inline =~ > F&flif L ¥ 7,

WX DN

F7 %V b

a<v s FE—F

show power inline

Zoawy NIEBIEERIZF—U—RIZIH VY T8 A,

T 7 4N FOBERHEITH D FH A,

WORIZ. a~ REANTESE—FeRLET,

T7ATUH—IV
T—F X2V T 4 aTFHAB
< IVF
b T AR =N
avwy FE—F N—Fy K| TVvryh | | X VAT b
o —H EXEC * Yes * Yes * Yes — —
= NgHE yy—= ERNE
7.2(1) oawy RpNBEMENE L,
FEREDHA KT PEALH—T oA A&EMHLTCIP 74 FREVAYLA T 78R RA LV N EOBRE
A BT DT NA AR L ET,
il IZ . show power inline =~ > KD H 1z~ L £,

ciscoasa# show power inline

Interface Power Device
Ethernet0/0 n/a n/a
Ethernet0/1 n/a n/a
Ethernet0/2 n/a n/a
Ethernet0/3 n/a n/a
Ethernet0/4 n/a n/a
Ethernet0/5 n/a n/a
Ethernet0/6 On Cisco
Ethernet0/7 Off n/a
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#Z 11-112. %7 44—V ROBHEZRLET,

Z 11-1 show power inline ® = ¢ —/t

74—V K

B!

AP =T =R

ASA LT RTOA v H—T =2 A A% FRLET . PoE NMEHATE 72
WA L E—T oA AL ERET,

IR On 7 Off & /R L E T, T34 ZZERDLETRWVEGE A
vE— 7:4%L7A4x#@m%évit IA B —T 2 A AN
¥y ATV LTWAEA HIXOff It ET A F—T AR
N PoE %ﬁﬂ‘“—f\b“(b\fib\%ﬁjﬁ n/a C9,

F XA A

HWEINDT A ADHA T hFKRLET,Cisco F721% IEEE DT
NN TT T AL ARBEINTWARWES HIX n/a T, T /851 X
DFEE Cisco DA T 4 A7 LA 1Z1% Cisco & FREN F 4, IEEE
1.7 /34 ADKEN IEEE 802 3af L CTH D Z L 2Rx L E T,

HEa<w R

a<w v R

G|

clear configure interface

AV H =T 2AADA L T 4 X2l —a a3 _XTIZIUTL
*7,

clear interface

show interface =~ ROH T 2% 7 VT LET,

interface

A E—=T 2 A RAEREL AL H—T AR AT (KX
L—yay ®— Rt LET,

show interface

A B =T 2 A ADETHERT —Z 2L HHERER R LET,
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show prefix-list

WESINTT VT 4y 7 A YA MIBETLIEREERRT DT, = — W EXEC £ — NE I35
¥é EXEC “E— K C show prefix-list =~ > F&2fifH L E 7,

show prefix-list [summary | detail] [policy_list name [seq sequence_number | network/length
[longer | first-match]]]

X DN

policy_list_name (A7 aNBESNTERY) — U A MIETAIHEREZFRLET,

(FFva ) BRESNZBIFHERZFRLET,

detail (A Fva)BREInNERHERE V7 v 7 A VR DOT
VMU EBRRLET,

summary

seq sequence_number (A7 a NIFEINIZT VT 4 v 7 A YA MURESNZY—7

VABEEEOTS LT 4 v 7 A VA NOZ U NPT EERLET,

network/length [longer | (F 7> g ) 2Oy NU—27 T RLABIRRY h~RAZE(E vy
first-match] NEAD) ZEAT 2 HEELEZT L7 4 v 7 A VA RNDTRTOZY
FUEZFRLET . XY FT—2 R DOEEIT0~32 T,

WD¥X—U—R&EBNT5Z LT, —BE&HE2ERTEET,

o longer: §5 & & AL7= network/length & —E 957, £7213 (L 0 RE
R fESNTZT VT 4 v 7 A VA DTy b RTERR
L\i—g—o

e first-match: 5 € S #17- network/length & —¥4 2% fgESh/=7
V747 A YR MDRIOT MY Z2FRLET,

57 )V b

a<v v RKRE—F

L7 47 A VA RNOALRIZEELLRWES. Z0a<vy R+ RXRTOF LT v 72 U R
FEFRRLET MOF—T—RE2EDRVEAEBAHIET L7 47 A VA DT MY 2
TRERENET,

WDOFIZ, a~<w REAJTESE—RRERLET,

TZ7AT UF—IV
T—F X2V T4 aVTFRAL
< J)VF
FZ7 o AR =N
a<wy RKRE—FR N—T v |7V} U | R B AT A
o —H EXEC % 7213454 * Yes — * Yes e Yes —
EXEC
a< v R Jy—2 EEAR
9.2(1) Zoawy RRNBMEnE L,

B CiscoASAYV—X o= RUT77L VR Savwr R



BRLOAA KT
fv

Bl

N—h <o 7RV = VR NO—FREEL L TNV —T 4 T T LT 47 A YA NEHE

)EH L/i—g«o

WIZ  show prefix-list =~ > FOH 2R L £,

ciscoasa# show prefix-list
prefix-list prefix_1: 1 entries
seq 1 permit 2.0.0.0/8

K BRI ENTHHoFZ R LET,

ciscoasa# show prefix-list summary

Prefix-list with the last deletion/insertion: prefix_1

prefix-list prefix_1: Description: FirstPrefixList
count: 1, range entries: 0, sequences: 1 - 1, refcount:

WA FEZR D ofZ R LET,

ciscoasa# show prefix-list detail

Prefix-list with the last deletion/insertion: prefix_1

prefix-list prefix_1: Description: FirstPrefixList
count: 1, range entries: 0, sequences: 1 - 1, refcount:

seq 1 permit 2.0.0.0/8 (hit count: 0, refcount: 1)

EHEa~v R

o< R A

prefix-list LT 4T A VRANEHRELET,
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show priority-queue statistics

A E =T 2 A ADTTAF VT 4 F2—ICBHTDHERZ FRT L1213 K EXEC £—
K C show priority-queue statistics =~ > K& f L 9,

show priority-queue statistics [interface-name]

WX DN

LE)RART 74— b F2—BLOUREY = —0OFMaF 5T 5
AR —T oA ADLEIEZBELET,

interface-name

F 7 %)V b

a<w s RKE—F

LB =T = AL BB LB AL TR TORERLA v F—T = AZANTT A F
VT4 ¥ a—FEHE SRR SNET,

WORIZ, a~ REANTEE—FERLET,

T77AT U F—Iv
T—F X2V T 4 arTFHAb
< IVF
kT AN arvrx
avy RFE—F =7y K| TV~ |7 r |Rb VAT A
¥¢HE EXEC e Yes e Yes e Yes e Yes _
= MR Jyy—= EENE
7.0(1) Zoavwry RpBEMEhE Lz,
1 WROFNT test &V H A > F—T = A AIZOUT show priority-queue statistics =~ > RZfEH L

haoa~y K ERLTVWET, 2O T.BEIXZRA =7 4 — b F 2 — LLQIZ{KiE
EX2—2FRLTWVET,

ciscoasa# show priority-queue statistics test

Priority-Queue Statistics interface test

w
=

Queue Type =
Packets Dropped
Packets Transmit
Packets Engueued
Current Q Length
Max Q Length

| VA TR ||
O O O O O

=
I
10

Queue Type =
Packets Dropped
Packets Transmit
Packets Enqueued
Current Q Length
Max Q Length
ciscoasa#

o

oo
o O O

o
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BHEa< N

a<w R

Bk

clear configure
priority-queue

BESNTZA LV E—T 2 A ANLTTAFVT 4 Fa— a7 41X
L—rarEHIBRLET,

clear priority-queue
statistics

BEDA v Z—Tx2A A FEREFTRXTOREFHAA VX —T7 =4 A|C
BT2577A4 4T 4 Fa—fetERoIo 22707 LET,

priority-queue

AVE—T A AT ITAF VT 4 Fa—ALTEHFRELET,

show running-config
priority-queue

XFal—varva®nrLET,
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show processes

ASA ETHEIWELTWA 7 rERADY A & FRT HIZIE, FiHE EXEC E— K T show processes
avy FEfHLET,

show processes [cpu-usage [[ non-zero ][ sorted]] [cpu-hog | memory | internals]

X DR cpu-hog CPU # 5F L TC\W5 71k X (CPU O AKMA 100 X VB EZH 2 T
WALt R)DFFBIOFEMERRTLET,
cpu-usage WES B oM. BEIO S5 pMicE 7 av A THEH S CPU O
N—tor75—U&FRLET,
internals K7t AONTHFEMERTLET,
AEY K7 ADAEVEHDYCERRLET,
non-zero (EE)CPUERARMNE e Tl nwrnt A 2R R LET,
sorted (A7 ar)7reADCPUMHARNE Y — L TERLET,
77 4V b T7AN BN T, ZDa~vy RITASA TETSRTWSH 7 rEA2F R LET,

a~<wr RE—F WORIZ. a~ REANTESE—FEeRLET,

T4 T UF—IV
ET—F X274 aTXRB
< JVF
AR =V
a<w v RE—F N—rv K| 7vvh |7 (Rb AT A
HeHE EXEC e Yes e Yes e Yes — e Yes
o< RERE yy—2 EENE
7.0(1) Zoawy RABEMENE L,
7.0(4) ;‘/:’4’ LERIEES L S UBUNORE TR RIND L H1TRD
L7,
7.2(1) HAOPIEBEE . CPU 2 5B LTS 7 et A ZBL T, & OIZREM 7
HHRNRETREND LT LT,

8.0(1) cpu-usage ¥ — 7V — R EMENE L7,
9.2(1) HABYER S, CPU HARBIHE RPN T TRIND L ORI £ LT,
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BRLOAA KT
fv

Tat A X BEOMBTETEMLELETLIEEAL Y RTT,RIZAT X 9 IZ, show processes =
<~V REMHAT 5L ASA ETEITSNTNE T rERADY A MR RINET,

RrINDd

a2 R TF—% B!

show processes PC TRT TN AT H,

show processes Stack Pointer 2% w7 KA L Z,

show processes STATE ALy RFa—DT RLA,

show processes Runtime ALy RN CPU Z 2y 7 B A7 T EEDNTELT
SNTWLRE (VM) .7y 7 74> 27 (10 2
VB OKEE) Tid/e< CPUZ a v 7 A 7 (10 F
J BRI DR ) IZ SN\ T & 20 CPU il IR
WEFERPOEMICHET 5D BEIX1IVY
PINTT,

show processes SBASE AR RN—A T KL A,

show processes Stack BAER AT O AL NI RS v 7 DEFFA X,

show processes A= A Ly KOMHE,

show processes cpu-usage MAXHOG K CPU 5 FETERM (2 U,

show processes cpu-usage NUMHOG CPU 5 H E17%,

show processes cpu-usage LASTHOG % CPU G4 FEITHHI (I V),

show processes cpu-usage PC CPU 5B 7o 2ADMmaKRA L H,

show processes cpu-usage Traceback CPU B TavADAZ v kL — A, Traceback
IZIEHRKTI4 DT FLAZRETEET,

show processes internals Invoked Calls 24 ¥ o2 —F N7 0¥ 2% ET L E,

show processes internals  Giveups Zrat AN CPU & A7 ¥ a— T TR L7 B,

show processes cpu-usage =~ > RZfiH 9% & ASA LT ASA @ CPU #fEH L T\ 5 raefk
DHLFFED T T ERAZKY AT Z LN TEE T sorted =~ N5 LT non-zero =2~ %
fii 9% & show processes cpu-usage 2~ > RO N2 I LI HAX~ A A TEET,

Ay a—F L AFHY~ Y —47 T, show proccesses =1~ N % 2 [H#f CEIT L. ZDOH 1%
L TCKROZ L EHBcxET,

e CPU ® 100% D%,

o ALy RDTUHALZERERR TV HFALEZESEEZRR L TRESNTE FA Ly FTHE
HENTW5D CPU DR— T —,

ASA 1T DRBRDFETAL Yy FEMATLHE—O7r AL LTBHLES . Z0axr Fo
HE EBIC ALy REMLTAERYEID Y TLEX AR ZRLET, ZNHDOA L v R,
T—4 77— XN ASA OBAEICET A2 MMOBREICS W CEEE L TIIMET 27D oA Ly
RBRAEYD 7oy 7 20 BLTHhLIBBIOA Ly KRZDOT oy 7 280 B THZ LERTE
FT HIDOBEBEDOITIIE TR TDOAL Yy ROGHI T MR EENE T EY Y TL4Ex R
TV EDOEREZERTHZLET AEY V=7 OEMNEEZBIT 57200 M—Z D724 T
=FET,
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il WIZASA ETCEIFENTHWAETaEADY A N ERT A6 2R LET,

ciscoasa# show processes

Hsi
Lsi
Hwe
Lwe

PC

00102aa0
00102aal
004257c8
0011751a

SP STATE

0a63£f288 0089b068
0a6423b4 0089b068
0a7cacd4 0082dfds8
0a7cc438 008eabdo

<--- More --->

KIZ AT A THEHAEINTNS CPUDAN— U F—V 2R T A0 2R~ LET,

Runtime SBASE

Stack Process

117460 Oa63e2d4 3600/4096 arp_timer
10 0a64140c 3824/4096 FragDBGC

0 0a7c9dlc 3972/4096 udp_timer
20 0a7cb4d74 3560/4096 dbgtrace

638515 -

2625389 -

ciscoasa# show proc cpu-usage non-zero

PC Thread 5Sec 1Min
0818af8e d482f92c 0.1% 0.1%
08bael36 d48180f£0 0.1% 0.0%

scheduler
total

5Min Process
0.1% Dispatch Unit
0.2% ssh

WIZ.CPUZEHL TS 7t A0EBLOGEMAERRT 502" L ET,

ciscoasa# show processes cpu-hog

Granular CPU hog detection currently running,

Sample count:

10000 Threshold: 10ms

started at 15:41:16 UTC Jan 6 2014.

Granular CPU hog detection completed at 15:41:16 UTC Jan 6 2014.

Sample count:

10000 Threshold: 10ms

ZOMD CPURY FL—ARy ZFRD EBH TT,

Process:

LASTHOG At:

PC:

Call stack:

DATAPATH-0-2042, NUMHOG: 430, MAXHOG:

15:42:21 UTC Jan 6
0x0000000000000000
0x000000000041c98c
0x00000000013619af
0x00007ffffeab2f3a

2014

(suspend)
0x000000000041cc99
0x000000000136cbbd

Interrupt based hog #1

22, LASTHOG: 2

0x000000000069b0£0
0x0000000001372203

Hog #1, traceback #1, at: 15:41:16 UTC Jan 6 2014, hog 20 ms

PC: 0x0000000000eb616b

Call stack: 0x0000000001360281 0x00007ffffeaba5f0 0x0000000000ebcf71
0x0000000000ebc5ab 0x0000000000ebcble 0x0000000000e17410
0x0000000000el19ac4 0x0000000000el9e55 0x0000000000ca50b4
0x0000000001344419 0x000000000069b315 0x000000000069be9e
0x000000000069b0a4 0x00000000013619af

Hog #1, traceback #2, at: 15:41:16 UTC Jan 6 2014, hog 21 ms

PC: 0x0000000000e8fc4l

Call stack: 0x0000000001360281 0x00007ffffeaba5f0 0x0000000000e17410
0x0000000000el19ac4 0x0000000000el9e55 0x0000000000ca50b4
0x0000000001344419 0x000000000069b315 0x000000000069be9e
0x000000000069b0a4 0x00000000013619af 0x000000000136cbbd
0x0000000001372203 0x00007ffffeab2f3a

Interrupt based hog #2

Hog #2, traceback #1, at: 15:41:36 UTC Jan 6 2014, hog 9 ms
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PC: 0x0000000000eb6167

Call stack: 0x0000000001360281 0x00007ffffeaba5f0 0x0000000000ebcf71
0x0000000000ebc5ab 0x0000000000ebcble 0x0000000000e17410
0x0000000000el19ac4 0x0000000000el9e55 0x0000000000ca50b4
0x0000000001344419 0x000000000069b315 0x000000000069be9e
0x000000000069b0ad4 0x00000000013619af

Interrupt based hog #3

Hog #3, traceback #1, at: 15:42:21 UTC Jan 6 2014, hog 2 ms

PC: 0x000000000068a223

Call stack: 0x0000000001360281 0x00007ffffeaba5f0 0x000000000069bbba
0x000000000069b0a4 0x00000000013619af 0x000000000136cbbd
0x0000000001372203 0x00007ffffeab2f3a

RICAETrEADOAE VR L TE2RRT L0 2RLET,

ciscoasa# show processes memory

ees Freed

(bytes)

Allocs Allocated Fr
(bytes)

23512 13471545 6

0 0 0

2 8324 16

*System Main*
lu_rx

vpnlb_thread

KIS KT o ZAORNEGFEME £ T o602 R LET,

ciscoasa# show processes internals

Invoked Giveups
1 0
19108445 19108445

1 0

NP N R R

69
19108019
2

1910801

1
135

O O O O O O O 0w o o o o o o

R e

Process
block_diag
Dispatch Unit
CF OIR

Reload Control Thread

aaa
CMGR Server Process
CMGR Timer Process
dbgtrace

557mcfix

557poll
557statspoll

Chunk Manager

PIX Garbage Collector

route_process

IP Address Assign
QoS Support Module
Client Update Task
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8973 8968 Checkheaps
6 0 Session Manager
237 235 uauth

(other lines deleted for brevity)

HEa~< R axvk B

show cpu CPU fE R DA KR L E T,
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SEIERPTPHFHEHRE 7 vy VEEEGERE LR T DITIL FFHE EXEC E— FEiF 7 n—
SNV ary 7 4 Xalb—v gy ET— K CTshowptp 2~ REHHLET,

show ptp {clock | internal-info | port [interface-name]}

D= RiE. CiscoISA 3000 7 7F A 7 ZZORHBEM ENE T,

X DA

57 )V b

a<v s RFE—F

PTIP 7 vy D7 a T s 2FHrxLET,

A= EAHFDOD T 2728 PTP ONEE#REZ R R L £,

PTP XD T RTCDA o H—T = A4 ADPTPR— MEHRAEFERL ET,
fBESNIEZA L H—T 24 ADPTP R— MERAF R LET,

clock

internal-info

port

interface-name

T 7 N OEERLHEIZH D EH A,

WORIZ, a~ REANTEE—FERLET,

T77ATUF—IV
F—F X2 UT 4 aTHRAD
~VF
rFZ7 AR a7k
a<ey RE—F N—Fy K| 7vvyh |7 (Rb VAT A
Hi#E EXEC * Yes * Yes * Yes — —
v FRE Jyy—= EENE
9.7(1) Zoawy RpEMmEnE L,
FEREDHTA KT showptpport 2~ RICA T ar DAL =T 2 A AIDEZEGEOLE TDA L H—T x4 A
A DR— MEMDBBERIINET,
¥ /a— L a7 ¥ 2 b—3 3 E— R Tl show ptp clock | port | internal-info =~
Y RuEATEET,
I WIZ.PTP 7 v 7 7T 4 2R T 50 RLET,

ciscoasa# show ptp clock
PTP CLOCK INFO
PTP Device Type:
Operation mode:
Clock Identity:
Clock Domain: 0
Number of PTP ports: 4

Transparent Clock
One Step
0:8:2F:FF:FE:E8:43:81
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AT PTP DT _RTDA v FZ—T = A AD PTP R— MEBRERRTHEEZRLET,

ciscoasa# show ptp port
PTP PORT DATASET: GigabitEthernetl/1
Port identity: clock identity: 0:8:2F:FF:FE:E8:43:81
Port identity: port number: 1
PTP version: 2
Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/2
Port identity: clock identity: 0:8:2F:FF:FE:E8:43:81
Port identity: port number: 2
PTP version: 2
Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/3
Port identity: clock identity: 0:8:2F:FF:FE:E8:43:81
Port identity: port number: 3
PTP version: 2
Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4
Port identity: clock identity: 0:8:2F:FF:FE:E8:43:81
Port identity: port number: 4
PTP version: 2
Port state: Enabled
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show quota management-session

BEOEH Y v > a v OMEE#REZ £ T 5 I121%, F7# EXEC & — K T how quota
management-session =~ > K&l L E7,

show quota management-session

- SO s Zoawy FIEBIEELIZF—U—RIZIH Y A,

74/ b T 74V N OEERLCHEITDH Y AL

a<w v RE—F WORIZ. a~ REANTESE—FeRLET,

TZ7AT U F—IV
T—F X2V T 4 ayTFHAB
< IIVF
rF AR arrFx
avwy FE—F =T K |TLrh D% A b VAT A
HeHE EXEC e Yes * Yes * Yes * Yes * Yes
= NIgHE yy—= ERNE

9.1(2) Zoawry RpBEMEhE Lz,

FEREDHA T Zoa~vry NI BEOEHE Yy v a VB L CROMEEREERLET,
1 e Limit

o HL L

o BUEDH T

o [HIEVE(H

o EENTELEDK

o EENTTT -0k

il I BEOEHY v a v OMHEmREEZRT 6 2R L £,

ciscoasa# show quota management-session
quota management-session limit 250

quota management-session warning level 225
quota management-session level 1

guota management-session high water 1
quota management-session errors 0

quota management-session warnings 0
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|

HEa< R a<w K A
show running-config quota Bty a Ly I x—HFOBREDHERTL
management-session £,
quota management-session TN A TRIRFIZEITTE 5 ASDM.SSH. 35

LW Telnet Bty > a v O¥ZHERELET,
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show raid

WX DN

F7 %V b

a<v s RFE—F

VAFADN—K K54 7@ RAID A 57— AT AHEHREF T A2 B4 EXEC £ —
RC show raid =~ > FZHEHA L £9,

show raid

Zoawy NIEBIEERIZF—U—RIIH Y T8 A,

T 74 F OBEREIZH Y A,

WORIZ. a~ REANTESE—FeRLET,

T7AT Ut —)V
T—F X2V T 4 aTFHAB
< J)VF
T
TN Xk
Yes .

F T VAR
TLvh
Yes .

VAT A
Yes e Yes

=T K
Yes .

a<wRKE—FR
¥ #E EXEC .

< v R

EH EOHA KT

A

EENE
Coa~y FRBMERE LE,

Jy—2
9.1(1)

—HDON—=R T =T TET VX2 DONEN—K RI7A4 T 2V R—rLET,72& 2L ASA
5545-X BLO5555-X [T K2ODY Y v R AT —h RIA T2 R—-—FLET,2O0DFRTF
A TDEET HEE FNHD RTF 4 7L RAID-1 FETCHBIMIZC 7 +—~y FENET, 2D
&L T A 2% n— R 57 NCHME SN E T, RAID REICHET AR A2 R T~T HIC
IX.showraid =~ RZ{HEH CTx %9,

FRA ZADET LN RAID VAR — F LTV RWES showraid =~ > R& A S+ 25 & )7
av U NILEDZT— Ay —URRRENDIHEERDH Y £,

WKDOFET HIDT 4 —1N RIZHOWTEHBLET,

74— KR B

ID T LA ariR—3x> kO IDl:/dev/mdo)
Version Superblock (RAID £ % 7 —X)D 7 +—~ v |k,
DA VIR—R Y NERE I LT HEE,

RAID UL RAIDI 133 7 — VU > 7K T9,

Creation Time

RAID L~
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74—V K

B!

Array Size

TRTOa KR b OF A A TR TR A F R (A b,
FESA R XA B,

Used Dev Size

BT NA ZATHHFRICEET DRBMOFR (A B FE A b,
XHANAB) e ZHFRNDTAA ZAETFIR—=T 423 Lo T
REYVET,RKRENT AL RZZFRBEHOAN=ZARH L5601 HY
iﬁ‘o

RAID Devices

ART KRR EERRAE LT AN, A2 GLRERT LA DA LN
T NA ADEFHL,

Total Devices

il F AT RE 72 BERE 7 /3 A 2 DHL,

Persistence

Superblock 287 LA DFR_RTD I L IR—F 2 b DT /34 AHFE DAL
BEICEZIAEND Z & itk Superblock (7 U A DMER SNz L&D
7 7 4V 8)1E,Superblock 237 L' A DT RXTHOa R R—3x kT34
ATHRHEDMBICEZAEIND Z EE2EKRLET, ZDO% . RAID #E
IR T ¢ A7 D EEGRARD Z N TEET,

Update Time

T VA DAT —ZANEE SPIZRE AT —Z AERIE. T 7T 4
T EEREREENET,

gun )
Ehry

RAID OIIED AT — X A D AT —&Z A L. T LA BERICEE
LTWAEAIT active. 7 LA NT 7T 4 7 THIRE T OEX AL
VER 72 WEE T clean 23R S LE T,

FRENDHARMEDOH H AT —F ZFZRD LY T,

 resyncing, active: ¥ A7 ADVHT L < \BIfE RAID #EEZHEZE L T
F9 BEREDOMEIT 90 DL DD HENH Y £, T
=% 9 H 710 Rebuild Status T7&2HE L 7,

e (clean ¥ 7213 active), degraded, recovering : RAID ## & 25 1E & |2 5L
INFE L

o (clean F7-1% active), degraded: 1 DD /n— R KT A 7 HHEHRE L T
FHA N THED FEIZERON L2V DLONT N TT 2 D
DRIATEERT 25X EN TV D0 EITRONE R0
RIATHRZHLUET,

e (clean ¥ 721 active), degraded, recovering: /~— K KZ A4 7 DHY
T E 72T AL AT L8 RAID # & 2 AR L TV ET,

Active Devices

T VA DBIEDKRET A ZDK, TIHDOT A ZFFHENTOER A,

Working Devices

T LA OERFRER (BEHED R\ T, ZADORE, DEV T 7T 47
T RETFHOT A A,

Failed Devices

T LA DREORE LT A A,

Spare Devices

BET LAIZEH VY TONTWD PHDOT NA ADE, T VA DAL
WN=INBOMNB R WEEIT AR ART 2T 7T 47 A3 —
ELTT VANIEBETAIVLERINHLY ET .2 L.VATLART LA
ANDOART DBIMCRIMLHE R TA TH AT L L Tv—2 &
nEJ,

UUID

128 B b 16 EHILH —E7#5+ (UUID) (X7 L A @ Superblock (2
SN TWET, ZOFFIE, 7 ¥ AIAERI I RAID % —EIZ
Z T T LD ENET T RTOar K= F TSR
NZOID#HALET
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74—V K

B!

Event

T LA DAk J7 X Superblock 2N EH SN D =Ny &
£7

Component table

AVHR—=FR N T ARATDEFIODPOBEEY T, ATy —F 51
WBH T AA A LA TIZHIE L A T —FFE. Z DT N—TNOFF
EDTNAADID TH, 72 & 21X, [Major 81X SCSI 7 4 A7 &~ L
3

RAID ¥4 ADE A R—F% 2 h& aryR—xr hOBIED A
T—=HADY A NN ZIZEREINET LT 0 A7 1L, active
sync IKAEIZ 72 > TWE T,

%1 W T 7T 4 7T THBETON—FK RIT74 710125554 . State. Active Devices, B L O
Working Devices D&ITTED X HIZFKRENDIDOHERLET, Tl KEDOT — 7 VIR T
X 2FHDT NA A removed | DIRFETH D Z L b AR ENET . DFEY 2FHD
R A TR TN TP FF 2 BB RITA TREBRICV A I TS

DONFTNNTT,

ciscoasa# show raid

/dev/mdo0 :

Version :
Creation Time :
Raid Level :
Array Size :
Used Dev Size :
Raid Devices :
Total Devices :
Persistence :

Intent Bitmap :

Update Time :
State :

Active Devices :
Working Devices :
Failed Devices :
Spare Devices :

Name :
UUID :
Events :

1.2

Mon Mar 6 09:04:14 2017

raidl

124969216 (119.18 GiB 127.97 GB)
124969216 (119.18 GiB 127.97 GB)
2

1

Superblock is persistent

Internal

Tue Mar 21 14:03:27 2017
active, degraded

1

1

0

0

ciscoasa:0 (local to host ciscoasa)
e8f90a6b:20433£38:e8b86378:6£d52057
454610

Number Major Minor RaidDevice State
0 8 0 0 active sync /dev/sda
1 0 0 1 removed
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show reload

WX DN

F7 %V b

a<v s FE—F

Lij—o

show reload

ASA DY B — ROARAT—X A% KT HIZIX, FibE EXEC £ — R T show reload =~ > R % fifi ff]

Zoawy NIEBIEERIZF—U—RIZIH VY T8 A,

T 7 4N FOBERHEITH D FH A,

WORIZ. a~ REANTESE—FeRLET,

TrAT VA —IV
T—F X2V T 4 aTFHAB
< IVF
FZ AR =
a<wy RE—F N—Fy K| TVvryh | | XD AT A
HeHE EXEC e Yes e Yes e Yes e Yes e Yes
v MR Jy—2= EHENE
7.0(1) Zoawy RRBMMEnE Lk,
FEREDODHART Zoa~vr RIMEHEDTA RIAL0NHY FHA,
A v
il IV E— R34 H20 B, HREADFRTORF(ED 2F)ICA TV a—) 7SN TWDHHl %
i_\‘[_/ij‘o
ciscoasa# show reload
Reload scheduled for 00:00:00 PDT Sat April 20 (in 12 hours and 12 minutes)
BEa~< R gy R =4 B
reload a7 4Fal—varE ) T7—rBIW®NYr—FKLET,
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show resource allocation

TRTCDITAETTA RN EERSOTCY V—RAT LI V—RE )Y TERRT DI
X . ¥4 EXEC & — F T show resource allocation =~ > F&#H L x4,

show resource allocation [detail]

X DA detail BNE#RER I LET,

7 )V b T 74N NOEERLHEIZH D R A,

avyRKE—F ROKIZ, 2~ FEANTELHEF—RF2RLET,

T7AT U+ —IV
T—F X2V T4 2V TFRAL
< J)VF
kT AR =
a<wv RE—F N—Fy RN |TVvrh | Fn | RAb VAT A
HrkE EXEC * Yes * Yes — * Yes * Yes
o< RERE yy—2= EEAK
7.2(1) Zoawy RpBMEhE Lz,
9.0(1) LY Y —R 7T X routes DERRSNE LTz, ZHIX . KT F XA
NCON—=T 4T T—TN 2 M) ORREERETH-OHTT,
FLWU Y —R XA 7 vpnother & vpn burst other NERK SV E L7,
I K TEFARNTOYA NV —H% A K VPN k2 RO K
ERETHEDTT,
FREDHTART Zoa<v NIV Y—REDYTERRLETHERIEHINL VDY Y =R TRRFLE
A A, EEED U Y — 2 fE AR % R 7”9 5 1214, show resource usage =~ > RZHH L E7,
l & 1Z . show resource allocation =~ > ROHNFZ R LET . T A AT L ALKV VY —2ADE
FHEN Y Y T HRHERS KO FRER VAT A VY —RAD =k 7 —V L LTEREN
Ee A
ciscoasa# show resource allocation
Resource Total % of Avail
Conns [rate] 35000 N/A
Inspects [rate] 35000 N/A
Syslogs [rate] 10500 N/A
Conns 305000 30.50%
Hosts 78842 N/A
SSH 35 35.00%
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Telnet 35 35.00%
Routes 25000 0.00%
Xlates 91749 N/A
Other VPN Sessions 20 2.66%
Other VPN Burst 20 2.66%
All unlimited

#£ 1121087 44— /L FOBBEE R LET,

Z 11-2 show resource allocation D7 v —/v I

4=V EF A
Resource HIRZIT DT B Y —AD4HI,
Total TRTCOaAVTFARNTEYVYTOEND Y V—RADKE, Z O EIT, R

A VAR AFETIZNRHTE OV DA AR ADHKETT, 7 T AT
HTR—F T —VEZEELEHEA ASA I ZORTDOEDITA—F T —
EMRIEI AR L,

% of Avail FERTEAGHEF . ITRXTOa L THFARNTEOVBTCOENDEZV AT LY V—
ZEDONRR—F T — U Y — R AT AHIEN WA . D5 T A
WL N/A EERENET,

K 1Z . show resource allocation detail =~ > RO B2~ L F4,

ciscoasa# show resource allocation detail
Resource Origin:

A Value was derived from the resource 'all'
C Value set in the definition of this class
D Value set in default class
Resource Class Mmbrs Origin Limit Total Total %
Conns [rate] default all CA unlimited
gold 1 C 34000 34000 N/A
silver 1 CcA 17000 17000 N/A
bronze 0 CA 8500
All Contexts: 3 51000 N/A
Inspects [rate] default all CA unlimited
gold 1 DA wunlimited
silver 1 CA 10000 10000 N/A
bronze 0 CA 5000
All Contexts: 3 10000 N/A
Syslogs [rate] default all CA unlimited
gold 1 C 6000 6000 N/A
silver 1 CcA 3000 3000 N/A
bronze 0 CA 1500
All Contexts: 3 9000 N/A
Conns default all CA unlimited
gold 1 C 200000 200000 20.00%
silver 1 CcA 100000 100000 10.00%
bronze 0 CA 50000
All Contexts: 3 300000 30.00%
Hosts default all CA unlimited
gold 1 DA unlimited
silver 1 CcA 26214 26214 N/A
bronze 0 CA 13107
All Contexts: 3 26214 N/A
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| #

SSH

Telnet

Routes

Xlates

mac-addresses

default all C 5

gold 1 D 5 5 5.00%
silver 1 ca 10 10 10.00%
bronze 0 CA 5

All Contexts: 3 20 20.00%
default all C 5

gold 1 D 5 5 5.00%
silver 1 ca 10 10 10.00%
bronze 0 CA 5

All Contexts: 3 20 20.00%
default all C wunlimited N/A
gold 1 D wunlimited 5 N/A
silver 1 CA 10 10 N/A
bronze 0 CA 5 N/A
All Contexts: 3 20 N/A
default all CA unlimited

gold 1 DA unlimited

silver 1 CA 23040 23040 N/A
bronze 0 CA 11520

All Contexts: 3 23040 N/A
default all C 65535

gold 1 D 65535 65535 100.00%
silver 1 CA 6553 6553 9.99%
bronze 0 CA 3276

All Contexts: 3 137623 209.99%

F 1387 4— /L FOFHERLET,

Z 11-3 show resource allocation detail D= .t —/L F

74—V K

LA

Resource

HRZHRT ZLDTE DY Y —ADHATHI,

77 A

TI7AINN T T AEET KT T ADLHI,

TRTOIALTHFAL 74—V FITIE.TRTDT T AR TOEENFR
rENET,

Mmbrs

7 TRZED B TOHENDE A THFRA MO,

Origin

U Y — 2RO AR IT EIXRD LB TT,

o AZDHIBREMA DY VY —RE L TCTIE AR al A7 v a 2L
TERELET,

o C:ZDHIRIZA L NN— 7T ANLAERINET,

e D:ZDFIRIZIA L N— I T ATIHERSINT-OTIIRL T 7L+
TIAMBERENE L. T 74V N 7T AZEY Y TConizarT
X2 FOBA XD TIE R ICHZ2 D £,

ASA T TAJETCIF XD AR DLEYEL Z N TEET,

Limit

AVTFXFARNIEDD Y —AHIR G E LT T AER T/ —F
TV EBELEGAASA X ORRO DT/ \—1 T — V&t iz
R £,
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[ |
# 11-3 show resource allocation detail =7 .1t —/L F (FE&)
TA4—IVF A
Total JITANDTRTODALTHFAMIDESTEVEToNNTWEY VY—2R
DOEFHE, Z O EIX . FIREA L AZ U AFETFIZ I BBV DA AX
VADMRETT, Y Y —ANEHIBOGZE, ZORRIZZEHTT,
% of Avail FHCEXZ2EE 7T ANODTRTOayTFHFAMIbE>TEIVYTHN
HYAT AV —=ADEHEB DR T = U Y — ARERIRDGA
COFRRITEATT, V=R AT AHIBRR R WGEAS . 208 T AT
N/A L FRRSINET,
EEa~v R a<w R B
class UY—RA 77 A&EEMRLET,
avFFR b X274 I THRRANEBMLET,

limit-resource

77 ADY Y —=AHlREHELET,

show resource types HIRZRETEDLI Y —RA XA TEFRRLET,

show resource usage  ASA OV YV —ZfFEARMEE R LE T,
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show resource types

ASA MM FRILOBIIHRIC L TWAH Y Y —R XA T hFrd 5T, i EXEC £— R T
show resource types =~ > R&fif L 7,

X DN

F7 %)V b

a<v v RFE—F

show resource types

Zoavwy FIEBIEERIZF—U—RIIH Y A,

T 7 x v F OEEREILD D EE A

WORIZ. a~ REANTESE—FeRLET,

TrAT VA —IV
T—F X2V T 4 ayTFHAB
< VT
b T AR =
a<wy R E—F N—Fv R |TVvvyhs (VI | RB AT A
HeHE EXEC e Yes e Yes e Yes e Yes e Yes
v N Jy—2 EHENE
7.0(1) Zoawy RBEMEhE Lz,
7.2(1) IoavwryRE . ary7TXFA NI EICEHTE2EBMOY V—2 X A4
TERRTHLIICERINE LT,
9.0(1) FBHLY Y —R 7T Zroutes WERENE LT, Zhid =27 F A b
TON—T 4T T—TN 2 N DRREERET H-HTT,
LY Y —2R XA 7 vpnother & vpn burst other 23ERK SV E L7z,
N EKE I TXANTOY A MY —H A b VPN b > RV DK
ERETHZDTT,
il WIZ Y —RA B A TOFERLUET,

ciscoasa# show resource types

Rate limited resource types:

Conns
Inspects
Syslogs

Connections/sec
Inspects/sec
Syslogs/sec

Absolute limit types:

Conns

Hosts
Mac-addresses
ASDM

SSH

Connections

Hosts

MAC Address table entries
ASDM Connections

SSH Sessions
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Telnet Telnet Sessions
Xlates XLATE Objects
Routes Routing Table Entries
Other-vpn Other VPN licenses
Other-vpn-burst Allowable burst for Other VPN licenses
All All Resources
MEa~wr R awr R B

clear resource usage )  — X fE ARG OMEHEREZ 2 U T LET,

avyFx¥A B

X2 VT arTXAMEBENMLET,

show resource usage ASA ®O VU YV — 2R EZFR R LET,
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show resource usage

ASA FlF~AF E—ROFarTHA MDY Y — 2RI Z RS 5121, FiHE EXEC
— K C show resource usage =~ > F&fiH L £,

show resource usage [context context_name | top n | all | summary | system | detail]
[resource {[rate] resource_name | all}] [counter counter_name [count_threshold]]

AL DA context context_name — (~/LF T— NOLR)FEEBRERFT 53T X2 NOARTEIEE
LET, TRCOaLrTHFR M RICT 5T all #HELET,
ASA T KT XA MDY Y —AFEfRIEZ —BEERLET,

count_threshold FRT DY Y —AOMHAEKERELET. T 74/ MEI1TT, U
V—ADOFERRENZ I TRETAHEEE FEl>TWAHEHEE.ED U
V- xi%réhiﬁ%Lﬂﬁ/&% all Z & L7256
count_threshold |XBLEOFE AR B H S vk,

) TXTOVU Y —REFRRT DI, count_threshold % 0 |5
LET,

counter counter_name RDOH LK ZA TOEEFRRLET,

e current: ) V—ADT VT 4 TIRRIEEIEEA AKX U AE, F 121X
VY —ADBHEDOL— M ERRLET,

o peak: B'—JBED Y V—ADFEKEEAAL L AX A FTY—
JWEDY Y —ADL— M ERRLET, ZIULHEHERD clear
resource usage 21~ RE(EXT NA ADY 7 — M Ko Ttk
W7 )T ENTREE L LEHIE N ET,

e denied:Limit 7 7 MR END Y VY —RFIREE L 270G S
NIEA VAR A EF R LET,

o all: (T 74/ N TRTOMFERERRLET,

detail BHTERWI Y —=RA%2ET_XTDOU Y —2AD U V) —AF R %
FRLET 72 &R TCP RATZEOH AR RTEE T,
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resource [rate] FEEDY Y —ADMEHARNERZRLET . TXTOU VY —R BRI

resource_name THI0Fal(T 7+ v M) EZEE LET, YV Y — A0 AR EZ £RT
HliE rate ZFEE LE T R THIE SIS U Y —R(TIL, conns,
inspects, 38 XL U'syslogs "D £9, ZNHDY YV —Z XA T HIGET
L%a T rate ¥ — UV — REZHEETHLENH Y £J ,conns U Y — A
WV FAIREERE e L CHMESNET I BH7h oz R T DI
IZ.rate ¥— U — FOLEFEHLET,

U Y= RDAA TRV 97,
e asdm:ASDM HFH# ¥ v g

e conns:1 DDOFA N EBFEEOFOMDE R NE OB EET 2 D
DFA NE O TCP % 7213 UDP #¢,

e inspects: 7 U r—T gy A AT v a L,
o hosts:ASA Z i U CTHH Al HEZR AR A b

e mac-addresses: N TV AXRT L N Ty AT U —/)L F— KT,
MAC 7 RL A T—T7NIZEH HILDH MAC 7 KL ADHL,

e routes:/L—T7 4T T—T)N LY,

e ssh:SSHEZvIal,

o syslogs: VAT L Bl Avk—,

e telnet:Telnet &y 23 >,

o (¥/VF E— RD7)VPN Other: ¥ M VPN v v = 1,

e (¥/VF E— RDZ)VPN Burst Other: ¥ ] VPN /3— 2 |
Ty Tal,

e xlates:NAT Z5#4,

summary (FNVTF TE—=KROBR)TRTOarTFANOEREMEHRNEERL
i‘j‘o

system (FVF T—ROR)TRTOarTFA MNOERMEHRNEFERL
FT. 27 L.a T A NOAREGIRETIE RS VAT LDY V—2A
MR 2 F=m L ET,

top n (wVF T—ROREELREZ) YV —2AD Efiin A\Oa2—F D a7 %
A NERRFTLET, ZOAF S a3 > Tld.resource all TiE7e U vV —
A BATH 1 ODHIEET DMERDH Y £7,

T 74 b VNF ATFARNE—FRTIE. T 740N ar7FAMIal TH, $XTOar7FAMD
VY — A RN EFRENET VIV E—RFROHFE. 2T A MIITERI BT
I%Tcontext) L System] & L TER I ET,

TI7FNEDY V) —AZT.all TT,T_XTDI V=R XA TRHRFERINET,
TN DI T LT all T, TR TORGHEENFERINET,
FTIFNEIDOI TN LEVEITZL TY,

CiscoASA V'V —X a<w R U777 LR Sawr



av s RE—F

WDOEIZ, a~w REAJTESE—RRERLET,

T7AT U+ —IV
T—F X2V T4 aVTFRAL
< J)VF
b T VAR arrx
a<wy RE—F N—Ty N |T7vryh |7 (R} VAT A
ke EXEC e Yes e Yes e Yes e Yes e Yes
o< RER Uy y—= EHENE
7.0(1) o=y RREBMESNE LT,
7.2(1) ATFXARNZTERZY YV —REHIBTE LD, Z0a~vr RTIEE
HENFY VY —AREKREINET,
9.0(1) FIRY Y —A 7T Zroutes PIERSNE LTz, 2. K2 TF A b
TON—TFT 4 VT T—=T N N ORREERETH7-DTT,
FLWU Y —R XA 7 vpnother & vpn burst other NERK S AVE L7,
I KT XA RTOYA NV —H% A K VPN k2 RO R
ERET DHIZDTT,
il X 1Z . show resource usage context =~ > RO/l Z R L4, Z Z Tld.admin =27 F A |

DU Y —=ZERRNEZRT D0 2R L TWET,

ciscoasa# show resource usage context admin

Resource
Telnet
Conns
Hosts

Current Peak Limit Denied Context
1 1 5 0 admin
44 55 N/A 0 admin
45 56 N/A 0 admin

K12, show resource usage summary =~ > ROHAHFlZRLET, 22 TR TXTOa T F
AREFTRTOY Y —=2AD Y Y — 2R EZ R T 502 R L TOET, 22T 6 2T
FA N OHIRMENFE RSN TVET,

ciscoasa# show resource usage summary

Resource
Syslogs [rate]
Conns

Xlates

Hosts

Conns [rate]
Inspects [rate]

Other VPN Sessions

Other VPN Burst

Current Peak Limit Denied Context
1743 2132 12000 (U) 0 Summary
584 763 100000 (S) 0 Summary
8526 8966 93400 0 Summary
254 254 262144 0 Summary

270 535 42200 1704 Summary

270 535 100000 (S) 0 Summary

0 10 10 740 Summary

0 10 10 730 Summary

U = Some contexts are unlimited and are not included in the total.

S

System: Combined context limits exceed the system limit; the system limit is shown.
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7X1Z . show resource usage system =~ > RO Nl ZRLET, 22 TIL T XTHOa T F A
FDY Y =2 ERRRBERENE T AEO 2T XA MHIBRE TiEe < & AT Ll RAE
DERINTNET,

ciscoasa# show resource usage system

Resource Current Peak Limit Denied Context
Telnet 3 5 100 0 System
SSH 5 7 100 0 System
Conns 40 55 N/A 0 System
Hosts 44 56 N/A 0 System

IR IZ . show resource usage detail counter all0 =~ > ROHNBZRLET, ZDa~> N,
2—PREFHTELY V=X T TR TARXTOY VY —REZRRLET,

ciscoasa# show resource usage detail counter all 0

Resource Current Peak Limit Denied Context
memory 1012028 1538428 unlimited 0 admin
chunk:aaa 0 0 unlimited 0 admin
chunk:aaa_gqueue 0 0 unlimited 0 admin
chunk:acct 0 0 unlimited 0 admin
chunk:channels 25 39 unlimited 0 admin
chunk:CIFS 0 0 unlimited 0 admin
chunk: conn 0 0 unlimited 0 admin
chunk:crypto-conn 0 0 unlimited 0 admin
chunk:dbgtrace 1 2 unlimited 0 admin
chunk:dhcpd-radix 0 0 unlimited 0 admin
chunk:dhcp-relay-r 0 0 unlimited 0 admin
chunk:dhcp-lease-s 0 0 unlimited 0 admin
chunk:dnat 0 0 unlimited 0 admin
chunk:ether 0 0 unlimited 0 admin
chunk:est 0 0 unlimited 0 admin
Telnet 0 0 5 0 admin
SSH 1 1 5 0 admin
ASDM 0 1 5 0 admin
Syslogs [ratel] 0 68 unlimited 0 admin
aaa rate 0 0 unlimited 0 admin
url filter rate 0 0 unlimited 0 admin
Conns 1 6 unlimited 0 admin
Xlates 0 0 unlimited 0 admin
tcp conns 0 0 wunlimited 0 admin
Hosts 2 3 unlimited 0 admin
Other VPN Sessions 0 10 750 740 admin
Other VPN Burst 0 10 750 730 admin
udp conns 0 0 unlimited 0 admin
smtp-fixups 0 0 unlimited 0 admin
Conns [rate] 0 7 unlimited 0 admin
establisheds 0 0 unlimited 0 admin
pps 0 0 unlimited 0 admin
syslog rate 0 0 unlimited 0 admin
bps 0 0 unlimited 0 admin
Fixups [rate] 0 0 unlimited 0 admin
non tcp/udp conns 0 0 unlimited 0 admin
tcp-intercepts 0 0 unlimited 0 admin
globals 0 0 unlimited 0 admin
np-statics 0 0 unlimited 0 admin
statics 0 0 unlimited 0 admin
nats 0 0 unlimited 0 admin
ace-rules 0 0 N/A 0 admin
aaa-user-aces 0 0 N/A 0 admin
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filter-rules
est-rules
aaa-rules
console-access-rul
policy-nat-rules
fixup-rules
aaa-uxlates
CP-Traffic:IP
CP-Traffic:ARP
CP-Traffic:Fixup
CP-Traffic:NPCP
CP-Traffic:Unknown

N/A
N/A
N/A
N/A
N/A
N/A
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited

O O O O OO o oo o oo
O O O O O O o oo o o o

O O O O O O o oo o o o

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

HEa<w R

a<w v R

B!

class

Uy —2 75 25ERRLET,

clear resource usage

Uy — 2RO HEREZ VT LET,

avyrFxA b

X2 VT arTHRANEEMLET,

limit-resource

77 ADY Y —=AHlREBE L £,

show resource types

VI)—=R A TDOV A NEERLET,
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show rest-api agent

X DA

57 )V b

a<w v RE—F

REST APl =— ¥ = o bR BUEA R — T /WIT7e > TW D0 E D 0l 2 1213, FikE EXEC
& — R T show rest-api agent =~ > KZ il L ¥ 9,

show rest-api agent

ZDawy R ASAY DT RTH/N— 3 2 ASA 5585-X. 3 L ) ASA 5500-X 2 U — X (ASA
5506-X & ASA 5508-X <) DT NRA A THR—FENFET,

Zoawy FIZIFBIEELITIF—T—FEIH T A,

T 7 N OEERLHEIZH D EH A,

WORIZ, a~ REANTEE—FERLET,

TZ7AT T4 —)v
FT—FK X274 arTEA L
< JLVF
kT AN arvrx
AYYRFE—F N—=Fy P TLvrk YTV [ Rb TRT A
¥ HE EXEC * Yes * Yes Yes — _
= v FRE Jyy—= EENE
9.3(2) Ioawr RARBMERE L,
FEREOHA RS Z0a<r RIZRESTAPI=—x 2 "REBIEA F—T NI o TWAHMNE 5 I E i+ 5 7=
A OIZERA L ET,
£l ZOHNEI.RESTAPI = —V = b WA X —T N> TNDH I EERLTWVET,

ciscoasa(config)# show rest-api agent
REST API agent is currently enabled.

TV IR T 4 E—=T IR o TV DERICRREND A v — 13, [REST API agent is
currently disabled | T,
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(FEESEEAN

a<wv R

B!

rest-api

REST API Ny 7r— YV %R L CA A h—/L L% $,REST APl = —
Ve RX—T NI LET,

show version

RESTAPI = — = "3 A R —T I 5> TWBIEE  F D/ —
2 g &5 ) show version H1IZEEN £,
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show rip database

RIP hAR B Y T —H X=X A STV B IR %2 K3 51213, 5 EXEC & — K C show
rip database =~ > F&fEifH L 7,

show rip database [ip_addr [mask]]

X DN

F7 %V b

a<v s RFE—F

ip_addr EE)RELEXY FT—27 7T RLADFRL— MEHIREL 3,
mask EE)ATYarDxry hU—2 T RLADX Yy NI —0 < AT %
BELET,

T 7 a0 F OEEREILD D EE A

WORIIZ. a~ REANTESE—FerRLET,

T77AT U —IV
E—FK X274 aTXAEL
< IVF
7 AR a7
a<w v RE—F V22l M 2 SNV 2 AT A
F¢#E EXEC e Yes — o — _
=¥ NIgHE yy—= ERNE
7.2(1) —oawy RBEMSHE LT,
EREDOHA FF  RIPLV—T ¢ v 7D show =~ L, ASA L TR EXEC £ — R Cfli fH CX £ 9, RIP [
ALV WO show 2~ FEFEHTIHAICRIP 27 4 Fal—vay E—RTHHIXLEITHY F
A,
RIP 7 —# R—Z|ZIZRIP Z W L CEH IR — PR TRTCEERET, 2OT —FX—R(C
RRSINDNV— NIN—T 47 T—=7 VIS T LbERINERAN—T AT T—7
MINV—TFT 47 7a hal 7F—2X=ZANLEEFEAT 5 HEIZOW T [ Cisco Security
Appliance Command Line Configuration Guidell= Z M L T 72 &0,
il 12 . show rip database =~ > RO H Al Z R~ L E£9,

ciscoasa# show rip database

10.0.0.0/8 auto-summary
10.11.11.0/24 directly connected, GigabitEthernet0/2
10.1.0.0/8 auto-summary

10.11.0.0/16 int-summary
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10.11.10.0/24 directly connected, GigabitEthernet0/3
192.168.1.1/24
[2] via 10.11.10.5, 00:00:14, GigabitEthernet0/3

W,y U —2 7 KL AR L~RA7 %5E L7 show rip database =~ > RO H 15l %7~ L
£7,

Router# show rip database 172.19.86.0 255.255.255.0
172.19.86.0/24

[1] via 172.19.67.38, 00:00:25, GigabitEthernet0/2
[2] via 172.19.70.36, 00:00:14, GigabitEthernet0/3

HEa<w R

a<w R B!
router rip RIPV—T 4 T A X—TMIZL. Za— )L RIP)L—T 4 7 X
FTA—HEHFRELET,
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show route
N—T 4 T T —T N RRT DI, FiHE EXEC E— R T showroute =~ > K& L ET,
show route [management-only [interface_name]] [cluster | failover | ip_address [mask]
[longer-prefixes] | bgp [as_number] | connected | eigrp [process_id] | isis | isis | ospf
[process_id] | rip | static | summary | zone]
X DR bgp as_number (AT a)—TFT 4 o THERSN—ZRIB) =Ry 7 F T (—7 v A&
B BIED S A ~— . BLOBGP L — hD Xy NT— 7GRk 17 1 v
7 TRy I/ (—r U AE ) RN L E T as_number 13, TR 5
ERHREDO AS BEEFEHTHLV—F 2 FUICRELET,
75 AR (AT v a ) —T 4 v TR RIB) TR v 7 &g (V—r v A%
F)BEOX A ~v—H. BLORy NT—2 b7y s =Ry 7%
F(—r AT BRI LET,
B (EBE)EH SN TWAEIL— 2R RLET,
eigrp process_id (#~7v 3 »)EIGRP v — b & F R L ET,
Txz—)VF—NR— (7 a )T z—VF—R—RBRELTCRAFI LN, 2=y "B T
T4 T 2=y MRS TBAED N—T 4 7 T—TABLOIL—T 4
YT NI DBEOY— ARG ER I LET,
interface_name (AFvaNBELLEA V=T oA AEFHTHL—F = ) 2K
7T—< Liﬁ‘o
ip_address mask (A7 aNfBESNT-smE~DL— N E2FRRLET,
isis (A7 a)IS-IS v— b aE£ R LET,
longer-prefixes (A 7y a )T ST ip_addressimask X7\ Z—T H/V— sDAHEFR
7J—<‘ L/jzj«o
management-only (47> g )IPvA FHIIL—T 4 7 T—=TNLHNDONL— b EFRLET,
isis (A7 a2 )IS-IS V— 2R R LET,
ospf process_id (4722 )OSPF L — FEERLET,
rip (7> a)RIPV— b ERRLET,
HHHY EB)AZT 4 v 7 —brERRLET,
summary EBIN—TFT 47 T—TNVOBEOREZFRLET,
zone (FTva)S—r A F =T oA ADNL—  eFRLET,
T 7 FIV b T 74 N OBERHEITH D FE A
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av s RE—F

WDOEIZ, a~w REAJTESE—RRERLET,

TZ7ATUH—IV
T—F X2V T4 aVTFRAL
< JVF
b T VAR T X
a<wy RE—F N—Fy N |TVvrbh [P | Rb AT b
ke EXEC e Yes e Yes e Yes e Yes e Yes
=¥ NIRE yy—= ERNE
7.0(1) Zoawry RpBEMEnE L,
8.0(2) eigrp ¥ — U — F2BNMIE LT,
8.4(1) failover ¥ — U — FARBIMENE LA HAICIERIB =Ry 7 &5 (2 —4
VABZE) BEOA A ~—H. Fry NI RRF Ty =Ry I FKE
(V= ABEF)BRRRSINET,
9.0(1) cluster ¥ — U — KRB EBMNMENFE L XA TFTIv I V=T 47 Fua bz
JV (EIGRP, OSPF, ¥ X UF RIP) (23 ] & 41, ASA 5580 35 L OF 5585-X TD A
fEHTEE7,
9.2(1) ¥ —U— Kbgp MBS E Lz,
9.2(1) ZOavwry RTIE . e—HL AR L— MR RSN L— e L BIT
BREINDEIIIRVE L BREINDN—b DT haLvERES A
TERTH LW — R(L.LEsu. BLIO+) BNBIMENE LT,
9.3(2) zone X — U — RK2VBINENE L7,
9.5(1) BHENL—T 47 T NEEOYR— FREBEMES I E L,
9.6(1) isis ¥— U — K2 BIMEnE L,
9.6(1) isis ¥F—U— FRBMEINE L,
FEREDHA T IPv4 ICEF DOE®R TH D A3 % FEV T, show ipv6 route =~ > KD H 7113 . show route =~ > KD
A4 Hoh L L TunET,
~
()  ASA THIST DHBEREN R E S AL TWVR WS clustering 35 O failover ¥ — U — NiZRR I

E VS

show route ==~ > NiX #H LW RO 72V — b2 F /R LE T, 77 S 41D TCP SYN # 3 v

IT T A H =T 2 AZEETDEASAERCA LV H—T oA ZAEMH L COREET
XFETZDA U H =T 2 ADRIBIZT 7 4V k Jb— E B2 E ASA B A 22

7202 v b & R v 7 L %7, show running-config route =~ > R THE/RIND L HIHE S
NELDIET R T VAT LNTREDT — A ETEHINE T,

show asp table routing =~ > FEZEA L T Ny 72 R A v ¥ —T = A AZBEBHDONV—T 4
VI T =T N EERTEE T, ZOEFILOSPFREIGRP LR TH Y . 71 b3 LEAF DL —
T =2 R=2 X gl V— "N T EERRTH 70— )V =T 4 T T —T N TR
F7, ZOEEITFEIHCL Db O TT,
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(#)  Cisco IOS T show ip route =~ > & i 19 5 55 longer-prefix ¥ — 7 — FNZfEHTE £,
CiscolOS TZDF—U—R&EHT 5L A—MIHEELLRXY N2 L3 AT DT R
—H L LXIOARERINET,

ASA TiX.longer-prefix & — 7 — K{I show route =~ > KDOT 7 4 /L N OEHETT, L7z - T,
CLI CX—U—REZBMTAHALEEHY FHA, ZODipE AT D EA—MNIFRRENEE
boo A==y F — b EBRGT DI VA HEIP T FL AL L BICETHERD Y 7,

il KIZ show route =~ > RO Nl ZR L ET,

ciscoasa# show route

Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.86.194.1 to network 0.0.0.0

10.86.194.0 255.255.255.0 is directly connected, outside
10.40.10.0 255.255.255.0 is directly connected, inside
192.168.2.0 255.255.255.0 is directly connected, faillink
192.168.3.0 255.255.255.0 is directly connected, statelink

oo e Ne]

WIC BB 2T X A MIEBIT S ASA 5555 TOD show route =~ > RO OB EZRLET, 2D
HANZIE Al % D2 —PFRFEHIC VPN N— R T =7 7547 FTHHASHAZNEBL—T Ny
7 T RUANRFRENET,

ciscoasa/admin(config)# show route

Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.86.194.1 to network 0.0.0.0

C 127.1.0.0 255.255.0.0 is directly connected, _internal_loopback
C 10.86.194.0 255.255.254.0 is directly connected, outside
S* 0.0.0.0 0.0.0.0 [1/0] via 10.86.194.1, outside

& IZ . show route bgp =~ > KOHNFI &R LE T,

ciscoasa# show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1l - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.86.116.1 to network 0.0.0.0
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&2 show route @ failover =~ FOHNH 2R LFET, UL, 72— VA —R_R—FD AKX
NA = b~ OSPF BLOEIGRP /' — FDEI#EZm L TWET,

ciscoasa(config)# show route failover

Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route

Gateway of last resort is 10.86.194.1 to network 0.0.0.0
Routing table sequence number 1
Reconvergence timer 00.20 (Running)

S 10.10.10.0 255.0.0.0 [1/0] via 10.10.10.1, mgmt, seq 1
[1/0] via 10.10.10.2, mgmt, seq 1
D 209.165.200.224 255.255.255.0 [90/28416] via 200.165.200.225, 0:00:15, outside, seq 1

¢] 198.51.100.0 255.255.255.0 [110/28416] via 198.51.100.10, 0:24:45, inside, seq 0

D 10.65.68.220 255.255.255.255 [1/0] via 10.76.11.1, mgmt, seqg 1

& IZ . show route cluster =~ > KO H A% R L £1,

ciscoasa(cfg-cluster)# show route cluster

Codes: L - Local, C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, E - EGP, EX - EIGRP external, O - OSPF, I - IGRP, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, su - IS-IS summary, U - per-user static route, o - ODR
P - periodic downloaded static route, + - replicated route

Gateway of last resort is not set

Routing table seqg num 2
Reconvergence timer expires in 52 secs

C 70.0.0.0 255.255.255.0 is directly connected, cluster, seq 1

C 172.23.0.0 255.255.0.0 is directly connected, tftp, seq 1

C 200.165.200.0 255.255.255.0 is directly connected, outside, seq 1

C 198.51.100.0 255.255.255.0 is directly connected, inside, seq 1

(¢} 198.51.100.0 255.255.255.0 [110/28416] via 198.51.100.10, 0:24:45, inside, seq 2

D 209.165.200.224 255.255.255.0 [90/28416] via 200.165.200.225, 0:00:15, outside, seq 2

& IZ . show route summary =~ > KOHHFIZRLET,

ciscoasa# show route summary

IP routing table maximum-paths is 3

Route Source Networks Subnets Replicates Overhead Memory (bytes)
connected 0 2 0 176 576
static 1 0 0 88 288
bgp 2 0 0 0 0 0
External: 0 Internal: 0 Local: 0
internal 1 408
Total 2 2 0 264 1272
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show route zone =1~ > RIZOWTIZ IROHENTEBRL T ZE W,

ciscoasa# show route zone

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.105.1 255.255.255.255 [1/0] via 172.16.1.1, outside-zone:outsidel
192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,
172.16.1.0 255.255.255.0 is directly connected, wan-zone:outside2

10.5.5.0 255.255.255.0 [1/0] via 172.16.1.1, wan-zone:outside2

10.2.2.1 255.255.255.255 [110/11] via 192.168.212.3, 2:09:24, lan-zone:inside
10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2, 2:09:24, lan-zone:inside

OO0 wmnNnNwm

& IZ . show route isis =~ > RO S Z7 L F9,

ciscoasa# show route isis

Routing Table:
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
Gateway of last resort is not set

i L2 1.1.1.0 255.255.255.0 [115/10] via 22.22.22.5, subint
i L2 2.2.2.0 255.255.255.0 [115/10] wvia 22.22.22.5, subint
i L2 3.3.3.0 255.255.255.0 [115/10] wvia 22.22.22.5, subint
i L2 4.4.4.0 255.255.255.0 [115/10] wvia 22.22.22.5, subint
i L2 5.5.5.0 255.255.255.0 [115/10] via 22.22.22.5, subint
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