show d ~ show e

+ show ddns update interface (2 ~X—37)

» show ddns update method (5 ~=*—7)

s show debug (7 ~—7)

e show dhepd (11 ~X—7Y)

» show dhcprelay state (13 ~X—3)

» show dhcprelay statistics (14 ~X—73")

+ show diameter (16 ~X—73)

e show disk (17 =X—2)

e show dns (19 ~=—3)

» show dns-hosts (22 ~X—72°)

» show dynamic-filter data (24 ~X—3°)

+ show dynamic-filter dns-snoop (27 ~X—73")
+ show dynamic-filter reports infected-hosts (30 ~X—13)
« show dynamic-filter reports top (34 ~*—3)
« show dynamic-filter statistics (38 ~~—1")

+ show dynamic-filter updater-client (42 ~—3°)
» show eigrp events (45 ~X—7)

« show eigrp interfaces (48 ~X—37)

» show eigrp neighbors (50 ~X—13)

« show eigrp topology (54 ~<—7)

* show eigrp traffic (58 ~X—)

» show environment (60 ~~—137)

» show event manager (66 ~<—1)

show d ~ show e .



show d ~ show e |

. show ddns update interface

show ddns update interface

ASA A X —T oA A ZE| 4T 57z DDNS H & FR+ 5I12id, 5 EXEC £— KT
show ddnsupdateinterface =~ > & H L £,

show ddns updateinterface [ interface-name ]

X NN interface-name  ({£7) X~ NT—2 A B —T = A4 ZADL I,

AT RTFI4)Lk  interfacename A R U T EEMETH L HA U F—T = ZIZHID B THH TS DDNS 7

ANRERENET,
ATV K E—F WDOFKIZ, a~v> R ANTELE—FZRLET,

ARVEE— |T7ATI4—ILE—F EXAYF4AVTFER R

k

W—=T9k | FSVART | SUTL TILF
Lk
AVFEXRE | VRTL

HE EXEC o %FE — o« XIS o XIS —
av Yy FER Jyy— FTERER

2

72(1)  Zoa~wr RRNBEIENE L,

9.15(1)  Web EH HAXDLE, ZDa~r ROWMNIZIE, HEZICEH 7= FQDN/IP 7 K
LAy VU IR EENRE T,

Bl WIT. WA LB —T = A ZIE|D ST 5T % DDNS H3ta RT3 %7 L E
ﬁ‘o

ciscoasa# show ddns update interface inside
Dynamic DNS Update on inside:

Update Method Name Update Destination
ddns-2 not available
ciscoasa#

WDOBHNL, Web XA TOFHNKHLIZZ & E2 R LTWET,

ciscoasa# show ddns update interface outside
Dynamic DNS Update on outside:

Update Method Name Update Destination
test not available

. show d ~ show e




I show d ~ show e

show ddns update interface .

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020

Status : Success

FODN : asal.example.com
.32.45,2001:DB8::1

IP addresses(s): 10.10

WOFENT, Web X A TOEFNEKMLIZZ & E2RLTWET,

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:

Update Method Name
test

Update Destination
not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020

Status : Failed

Reason : Could not establish a connection to the server

WOBNL, DNSH— =5 Web X A TOEHFHDOTT —NIRENT-ZLEEZRLTVE

B

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:

Update Method Name
test

Update Destination
not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020

Status : Failed
Reason : Server error

(Error response from server)

WOFNE, IPT FLUZARERE STV DHCP BLR 23 B L 7= 72 1. Web FHT
MELERITIN T RNWZ 2R L TWVET,

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:

Update Method Name
test

Update Destination
not available

Last Update Not attempted

BEEavT YR

avw ok il

ddns HE#ED DDNS BH HA S A T2 fE L £,
ddns update DDNS K% A v 5 —7 = A ZZBEM T £,
ddns update method DDNS ® i EEk L7,

interval maximum

DNS ZER O B R 2% E L E T,

show ddns update method

JEFE D4 DDNS FRDZ 4 7L g%E < LE 9., DDNS HH
% E474 %5 DHCP ¥— 3 —,

show running-config ddns

FITa T 4 F 2 —a VIZERESINTWAHT TP DDNS H3
DA TBIOREEFRRLET,

show d ~ show e .



show d ~ show e |
. show ddns update interface

avw vk EEA
web update-type WH+TDT RLAZ AT (IPvd £7215IPv6) ZHREL £,
web update-ur| DDNS F 5% Web IZ3%E L, BH URL 3% E L £,

. show d ~ show e



I show d ~ show e
show ddns update method .

show ddns update method

FATa 7 4 F 2L — 3 D DDNS B R A& KT 5I1CIE, FkE EXEC E— R T show
ddnsupdate method ==~ > R&fHA L £,

show ddns update method [ method-name ]

B DEREA methodname  ({1) &% & ¥ 7 DDNS 7 5 3044 A,

AT RTFI4)Lk  method-name A R U T EEIET D L BRIESN TN DT XTODDNS B TANF RSN E

D
AT KR E—F WDOFRIZ, a2 REANTEXEE—FRERLET,
g
=Tk FSURRT (DT TILF
Lok
SUFER b | VRFL
¥¥HE EXEC o S — o KPiG o &I —
avy FER yy— FTERNE
R

7.2(1) Zoawry RPBEMENE L,

9.15(1)  Web BT HXDH I DBMEAVE LTz,

9.18(1)  Web HH HADH AL, REINIZBMID A LR T DL ) ICIREE Lz,

i Wi, ddns-2 &5 410> DDNS H3i A #7327 LET,

ciscoasa(config)# show ddns update method ddns-2
Dynamic DNS Update Method: ddns-2
IETF standardized Dynamic DNS 'A' and 'PTR' records update
Maximum update interval: 0 days 0 hours 10 minutes 0 seconds
ciscoasa (config) #

BMEaTUR avw>v R SiER
ddns VER#% 7 DDNS F 212k LT, DDNS 7 v 75— h oD & 1
TERELET,

show d ~ show e .



show d ~ show e |
. show ddns update method

avwy R B

ddnsupdate ASA A ¥ —T A A% X3~ 7 DNS (DDNS) HH HF
721X DDNS ¥R A M4 BEAHT £,

ddns update method DNSDVY YV —RA La—RELAFIvICT v T T— 5720
DIFREAERR L E T,

show ddns update REFHE D4 DDNS FRUCEEAM T DA v F—T = A% K

interface RLUET,

show running-configddns| 2472 7 s o L—3 g VIZRESNTWVWAHT T D DDNS 5
XNDOZATBELOMEER R LET,

. show d ~ show e



I show d ~ show e

show debug

show debug .

BAEDT Ny FREEFRT HITIE, showdebug =2~ REMHEHL T,

show debug [ command [ keywords ] ]

B DEREA

AR R FI4ILE

avU R E—F

command (&) BUEDREZF/RT S debug =~ > FEfaEL£T,

(&) 4% command |22\ T, command (Zf¢< keywords %, B9~ 2% debug
avy NIZE Y HHR— bk Iid keywords & [7]— T,

F—U—F

ooy RNZiE, TN IRENDHY FH AL

WOFEIL, ZOa~vry REANTELE—RERLTWET,

ARV KE— | T7A4T704—ILE—F X2 T4a2TERXEL
k
W=Ty bk | FSVRART |V T)L TILF
L2k
AVTHFRRAS | VAT LA
¥:kE EXEC o KPS o %hi o S .« SIS .

avy FERE

FEREDHA FS14 Y

J)— EERE

70(1) Zoa~wr RRBEmMESRELE,

8.02) fEAFRE/RR T~ RIEOY A NI eigrp ¥—V— KBNS E LT,

8A(1) fEHWREAR <~y FEDY X MT route ¥—U— RGBS E Lz,

92(1) fHEHFRE/ZR 2~ FED U X MT event manager — 7 — FANBIMESHE LT,

95Q2) TRy T OKBIBRRENGEND L OIT, HAONEFINE L,

95Q2) TAaNEEEY NMIESWTETANEZ Y UL TTIE Ny Ty a l T Ak
RN BEMENE LT,

4% command {22V T, command (Z%E< keywords %, BSi#E 5 debug =2~ NIZL D ¥R —
k&5 keywords &[] —T9, HR— h SN TWAHELIZHOWTIE, B#9 5 debug =2~
RESBLTIEEN,

show d ~ show e .



show d ~ show e |
. show debug

\)

GE) % command ZfETE 2008 9 00%, %4 7% debug =2~ REVR— T Ha~vr
RE—RIZEoTERY 9,

A7 command fEIZRD & BV TT,
* aaa
* appfw
. arp
» asdm
* context
s crypto
* ctigbe
e Ctm
* CXSC
« dhcpe
» dhcpd
+ dhcprelay
« disk
+dns
cegrp
* email
- entity
* event manager
« fixup
» fover
* fsm
. ftp
* generic
* gtp
« h323
* http
* http-map

. show d ~ show e



I show d ~ show e
show debug .

s icmp

* igmp
eils

* imagemgr
* ipsec-over-tcp
. ipv6

* jua-proxy
* kerberos
* ldap

» mfib

* mgcp

s mmp

e mrib
 ntdomain
* ntp

» ospf

* parser

e pim

* pix

* pptp

* radius
*rip

* route

e rtsp

« di

* sequence
o Sfr

. sip

* skinny

« smtp

* sglnet

* ssh

show d ~ show e .



. show debug

+sd

show d ~ show e |

s sunrpc

* tacacs

* timestamps

* vpn-sessiondb

« webvpn

» xdmcp

o xml

1 showdebug =~ REMALT, T_TOF Ny 7 ar 7 4 Fal—ar, HiE
DOHEBEDT Ny 7 a7 4 Falb—ral, BLUOWEO BT 2T /Ny 7 3
T4 X2 =g ERRTEET,

WDa<y KT, BFE. 7T 407, BEOT7 T2 AEIDT NNy T %
A FZ—T Mz LET,

ciscoa

debug
ciscoa
debug
ciscoa

sat#

aaa
sa#
aaa
sa#

debug aaa authentication

authentication enabled at level 1
debug aaa accounting

accounting enabled at level 1
debug disk filesystem

debug disk filesystem enabled at level 1
ciscoasa# show debug

debug aaa authentication enabled at level 1
debug aaa accounting enabled at level 1
debug disk filesystem enabled at level 1

ciscoasa# show debug aaa
debug aaa authentication enabled at level 1
debug aaa authorization is disabled.
debug aaa accounting enabled at level 1
debug aaa internal is disabled.
debug aaa vpn is disabled.
ciscoasa# show debug aaa accounting
debug aaa accounting enabled at level 1
ciscoasa#
MEav2 R avwy |(EA
N
debug |4+ ~Td debug 2~ FEFRLET,

. show d ~ show e



I show d ~ show e

show dhcpd

show dhcpd .

DHCP O/ A T 4 7, IREEIEH. B L OWGEHER A £+ 510013, BHEXECE—F
Flo3 /e — L a7 4 X2 b—v a3 EF— KT showdhepd =2~ > REFEHLET,

show dhcpd { binding [ IP_address ] | state | statistics }

BX DA

AR FIHILbE

AR E—F

binding FTEDH—/N—IP7 RLABIOHEEST L7 74T b N—RU=7 7 KL A
WZOWTDONRAL T 4 o THERE) —ADESEZR R LET,

IP_address $5EL7-IP 7 RLADAAL U F 4 U T IERERFZLET,

state DHCP H—"—DfkfiE BED I THFANTA X—TNNE I D, KA v X —
T2 A RTONWTA X—=TNNE I N E) #FRLET,

statitics  FEEHEHR (7 LR F—v NA T 47 BRI A T 4 7 RIE

RIERDA =V EEEAHAvE—Y, BIUOZEAvE—UREDE) %
FRLET,

77 4V FOBEREIZH Y EE A,

WDFRIZ, a2 REANTELE—RERLET,

ARVEE— |T7ATI4—ILE—F EX2AYF4AVFER R
k
W=TyF |FSVRART |2V T)L RILF
Lk
AVTXRAR [VATLA
avy FER Jyy— FTERER

Z
701) Zoowy RRBMESELE,

HEREDAA K1Y

3l

47 v ardIP 7 KL A% showdhepd binding =t~ > RIZE®HHEIL, ZOIP T KLX
DAL VT 4 v TG RFRENET,

show dhcpd binding | state | tatistics =~ RiZ/me— )L 27 4 ¥=21— 3 F—RT

b ATRE T,

%Iz, show dhcpd binding ==~ > KO AR L £9,

ciscoasa# show dhcpd binding

show d ~ show e .



show d ~ show e |
. show dhcpd

IP Address Client-id Lease Expiration Type
10.0.1.100 0100.a0c9.868e.43 84985 seconds automatic

iz, show dhepd state =~ > ROH Al E R L £,

ciscoasa# show dhcpd state

Context Not Configured for DHCP

Interface outside, Not Configured for DHCP
Interface inside, Not Configured for DHCP

KIZ, show dhepd statitics =~ > RO R L E T,

ciscoasa# show dhcpd statistics
DHCP UDP Unreachable Errors: 0
DHCP Other UDP Errors: 0
Address pools
Automatic bindings
Expired bindings
Malformed messages
Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM
Message
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

o~

PP P OWNOOONLRKER O
[}
o}
t

BEEavT R avw vk ERAA

clear configure dhcpd F_CTO DHCP — N—EBEZ IR L E9,

clear dhcpd DHCP —_— A U F 4 VT B L OREHE R v 257 Y
7 Liﬁ—o

dhcpd lease 24T v MIATE S % DHCP DY — 2D E S &2 E#H L
i‘a—o

show running-config dhcpd |37 DHCP #— /13— 2> 7 4 X2l —3 a v 5 F R LET,

. show d ~ show e



I show d ~ show e

show dhcprelay state .

show dhcprelay state

B DEREA

AR TIAIE

ATV R E—F

DHCP V L—x— = hDOIRREE FK/RT DITIE, M EXEC E— RE i3/ v —3L v
7 4 X2 L—3 3 F— KT showdhcprelay state =~ > K& L £,

show dhcprelay state
Zoawy RZFSIEELEFF—TU—REH D A,
77 4V P OBEREIZH Y EH A

ROFIZ, a~ P ANNTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
K
W=TFTyF | FSVRRT (DU T)L TILF
LYk
IVTFERb |[YRTL
R EXEC o« i — o Xt o X —

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

7.01) Zoo<=r RRBMENELRE,

Zoa<wy NI, BEOaVTHFAMNBIUOEA v H—T =2 A AIZOWTCOHODHCP Y L — T —
Vxr NOREFHREFERLET,

Iz, show dheprelay state =~ > KO H A2~ L £9,

ciscoasa# show dhcprelay state

Context Configured as DHCP Relay

Interface outside, Not Configured for DHCP

Interface infrastructure, Configured for DHCP RELAY SERVER
Interface inside, Configured for DHCP RELAY

EEav> R

av> R SRER
DHCP Y — _—D#iFHEHR L RpEfFHmEs £ R L 7,

show dhcpd

show dhcprelay statistics DHCP U L —OffiaHE#R A £ R L E T,

showrunning-configdhcprlay |DHCP ) L —=— V= > FOBED I 7 4 X2l —a v ik
FrRLET,

show d ~ show e .



show d ~ show e |
. show dhcprelay statistics

show dhcprelay statistics

DHCP U L —DO#EFHE R 2 Frd 5 121%, K5 EXEC & — R show dhcprélay statistics =~ >
REfALET,

show dhcprelay statistics

XD Ioawy RZEBIEELEF—TY—REH D THA,

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

aAYU R E—F WOKIC, a~v FEANTELE—FERLET,

ARV KRE— | T7AT7 24— ILE—F X2 T4aVTFREb

K

=Ty k FSUART (VT TILF
Lk
AVTHFRAM |[VRATL

R EXEC o« i — o Xt o X —
avy FERE Jy— ZFEAE

3

7.01) Zoo<wr RRBMENELE,

FEREEDHA RS« > showdhcprelay statistics =~ > KOHI/jiE, clear dheprelay statistics =~ > K2 AJJ$ 5 £ T
L £,

I Iz, show dheprelay statistics =~ > ROl 2R LE T,

ciscoasa# show dhcprelay statistics
DHCP UDP Unreachable Errors: 0

DHCP Other UDP Errors: 0

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM
BOOTREPLY
DHCPOFFER
DHCPACK

DHCPNAK
ciscoasa#

O W J O OO OoO WwJOo

. show d ~ show e



I show d ~ show e
show dhcprelay statistics .

EEa<w ok avyk BLl

clear configure dhcprelay DHCP VU L — x—V = FOBREEXTRCHIBRLET,

clear dhcprelay statistics DHCPV L —=—V = "OWEH DD 2 Z2 7 VT LET,

debug dhcprelay DHCP VL — =—2 = hOF ANy FERER R LET,

show dhcprelay state DHCP UV L — =—Y =¥ hOREEZFRLET,

showrunning-configdhcprlay |DHCP ) L —=— V= > FOBED I 7 4 X2 L —a vk
FRLET,

show d ~ show e .



. show diameter

show d ~ show e |

show diameter

B DEREA

AR TIAIE

ATV R E—F

£ Diameter B2t OIRRETE & FKn 3 5 121X, F5#E EXEC “E— K C show diameter =< > K& {#
ALET,

show diameter
Zoa=wy RZIIBIEELZITF—U—RIbH D A,
T 7 4 NOBEEILH D FH A,

ROFIZ, a~ R ANNTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
k
W=TFTyk | FSVRRT (DU T)L JILF
LYk
AVTFRAR [VATLA
¥¥HE EXEC o XHI o XThts o 5fI o i _

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

9.5Q2) Zoa~rRRBEMENELE,

Diameter #25t DIRRERFH 2 FoRr 1 D 121X, Diameter N7 7 4 v 7 ZBRETAHLERH Y 17,

Iz, show diameter =~ > FOHABI R L F1,

ciscoasa# show diameter

Total active diameter sessions: 5
Session 3638

ref count: 1 val = .; 1096298391; 2461;
Protocol : diameter Context id : O
From inside:211.1.1.10/45169 to outside:212.1.1.10/3868

EEav> R

avUk Bl

clear P—ERARY —OFGEHERE 7 VT LET,
service-policy

inspect diameter | Diameter K7 7 ¢ v 7 AL £ 7,

. show d ~ show e



I show d ~ show e
show disk [

show disk

ASADT7 T vy aAE)DONELITEFRRT D21, M EXEC £ — FTshowdisk 2~ K
AL £,

showdisk [ 0|1] [ filesys|all ] controller

BXDEREA 01 NHZ7 7>y AEY (00 77401 377 vyva A€ (1)
EHRELET,
all 7T vva ARVONEE T 7 AN VAT AMEREFRLET,
ayho— 795yia arhu—30EFAEEEIEELET,
7
filesys ARy N 7T yva H— ROV TOFEREFRLET,

ATV ERFI4IRL T IANMETIEH, 2OV RENEHT T v 2 AEYVEZRLET,

ARV R E—F KOFIF, 2Davry REANTESLE— RERLTOET,

OAXVFRFE— | T7AT7I24+—ILE—F X2 FoarvTFERER

K

W=Ty bk | rSVRART |V T)L 2 ILF
Lk
AVTHFREL | VAT LA

Kt EXEC o i . ks . %I _ .
av Yy FER Jy— ZFTEAE

7S

7.01)  Zoo<r RRBMENELE,

! Wiz, show disk =1~ > KoM A% 7= LET,

ciscoasa# show disk

-#- --length-- —--———- date/time--—---- path
11 1301 Feb 21 2005 18:01:34 test.cfg
12 1949 Feb 21 2005 20:13:36 testl.cfg
13 2551 Jan 06 2005 10:07:36 test2.cfg
14 609223 Jan 21 2005 07:14:18 test3.cfg
15 1619 Jul 16 2004 16:06:48 testd.cfg
16 3184 Aug 03 2004 07:07:00 old _running.cfg
17 4787 Mar 04 2005 12:32:18 test5.cfg
20 1792 Jan 21 2005 07:29:24 test6.cfg
21 7765184 Mar 07 2005 19:38:30 test7.cfg
22 1674 Nov 11 2004 02:47:52 test8.cfg

show d ~ show e .



B show disk

23
24
25
26
27
28
29
30
31
32
33
34
35
101

1863 Jan 21 2005 07:29:
:48

1197 Jan 19 2005 08:17

608554 Jan 13 2005 06:20:
5124096 Feb 20 2005 08:49:
5124096 Mar 01 2005 17:59:
126

2074 Jan 13 2005 08:13

5124096 Mar 07 2005 19:56:
:58

1276 Jan 28 2005 08:31

7756788 Feb 24 2005 12:59:
7579792 Mar 08 2005 11:06:
7764344 Mar 04 2005 12:17:
:50

5124096 Feb 24 2005 11:50

15322 Mar 04 2005 12:30:

18
54
28
56
58
46
56
46

24

test9.cfg
testl0.cfg
backupconfig.cfg
cdiskl

cdisk2
testll.cfg
cdisk3

lead
asdmfile.dbg
asdmfilel.dbg
asdmfile2.dbg
cdisk4
hs_err.log

70368 bytes available (52711424 bytes used)

Iz, show disk filesys =~ RO Sl &R L £,

cis

coasa# show disk filesys

*xkkxxxx Flash Card Geometry/Format Info *****xxx*
COMPACT FLASH CARD GEOMETRY

Number of Heads: 4
Number of Cylinders 978
Sectors per Cylinder 32
Sector Size 512
Total Sectors 125184

COMPACT FLASH CARD FORMAT

Iz, show disk controller ==~ > ROH B ZR L E T,

ciscoasa# show disk:1 controller

Flash Model: TOSHIBA THNCFO64MBA

Number of FAT Sectors 61
Sectors Per Cluster 8
Number of Clusters 15352
Number of Data Sectors 122976
Base Root Sector 123
Base FAT Sector 1
Base Data Sector 155

avy kR av Yy |EiBA

dir

T4V N ONEEFRRLET,

. show d ~ show e

show d ~ show e |



I show d ~ show e

show dns

show dns .

sEfERi KA A 4 (FQDN) R A hOBFEDfFRF A DNS 7 KL A L{EfE TE 5 DNS %45
TOREZEERT HIZIE, BHEEXEC E— R Cshowdns a2~ R&EfEHA L £,

show dns [ host fqdn_name | ip-cache [ count ] | trusted-source [ detail ] ]

BX DA

avv R FI4ILk

AU kRE—F

(F7> = 2) WilEFoRT 5 RBRIRE LI R0 N A1 2 4
(FQDN) D3zl L %7,

hostfqdn_name

(FFvay) v NIU—IH—ERA 4TV b FALLOEER
WDNSJILEZAX—E 7 L THERSNIZIP ¥ ¥ v ¥ 2 ODNF L LR
LET, Fv v valNOT AT 2O %EFR7RT H8E1F count —
J—REEZDET,

ip-cache[count]

truged-source(detail] (A7 g) Xy U= H—E XA AT V7 b RAAL U OfFRH
WCAX =V T ENAEFTE S DNS —_"—DOFEEFR T LET,
BHETX2T_XTHODNS H—"—D P 7 L 2% T 5I21% detail
F—U—REEDET,

T 7 4V h OEHERAEIZH Y TR AL

WDOFRIZ, a2 REANTEDLE—FE2RLET,

ARV KE— |T7A4T7 04— ILE—F XAV T4a0THFRE
X
=Ty K FSUART (VUL TILF
LYk
aAVTEXERE | VRT LA
¥iHE EXEC o it o R o R o R —

avy FERE

3l

JU— EERE
A

7.01)  Zoawr RREMERELE.

9.17(1)  RF A —H7p L Tshowdns 2~ K& 3T L7=#E 12 showdns-hosts 2~ > K & [f
UtEmatett s s kL 5127w £ L7, 7=, ip-cache¥—7U — K & trusted-source
F—U— R2BMEnE L,

Iz, showdns =~ > RO NHIZRLET, WTILDFQDNARA b7 77 1 71k
INTWARWES, 2o~y Rk NEdh 0 F¥A,

show d ~ show e .



show d ~ show e |

. show dns
ciscoasa# show dns
Name: www.examplel.com
Address: 10.1.3.1 TTL 00:03:01
Address: 10.1.3.3 TTL 00:00:36
Address: 10.4.1.2 TTL 00:01:01
Name: www.example2.com
Address: 10.2.4.1 TTL 00:25:13
Address: 10.5.2.1 TTL 00:25:01
Name: server.ddns-exampleuser.com
Address: fe80::21le:8cff:febb:4faa TTL 00:00:41
Address: 10.10.10.2 TTL 00:25:01
KIZ, showdnshost =~ RO IR L ET,
ciscoasa# show dns host www.example.com
Name: www.example.com
Address: 10.1.3.1 TTL 00:03:01
Address: 10.1.9.5 TTL 00:00:36
Address: 10.1.1.2 TTL 00:01:01
9.17(1) LA Tlix, Zda~vy R&E/NTF A =72 L TIHIT9 % & show dnshosts =+ >
REFIUERBRRSN, Xy NT—IH—ERAF TV b RAAL U OfPIER
ENAHEETEHDNS EEILE IP X+ v 2 BT 2R bEENET,
ciscoasa# show dns
Host Flags Age Type Address (es)
sngdc0l-ucs-dcz0ln-gslbl- (temp, OK) O Ip 173.39.112.230
alln0l-ucs-dcz03n-gslbl-s (temp, OK) O IP 173.37.151.38
rcdn9-ucs-dcz05n-gslbl-sn (temp, OK) O IP 72.163.7.198
aerOl-ucs-dcz0ln-gslbl-sn(temp, OK) O IP 173.38.213.70
rtp5-ucs-dcz0ln-gslbl-sni (temp, OK) O Ip 64.101.37.118
mtv5-ucs-dcz06n-gslbl-sni (temp, OK) O IP 173.36.225.38
WWw.Ccisco.com (temp, OK) O IP 72.163.4.161
origin-www.cisco.com
DNS Trusted Source enabled for DHCP Server Configured
DNS Trusted Source enabled for DHCP Client Learned
DNS Trusted Source enabled for DHCP Relay Learned
DNS Trusted Source enabled for DNS Server Configured
DNS Trusted Source not enabled for Trust-any
DNS Trusted Source: Type: IPs : Interface : Idle/Timeout (sec)
DNS Server Configured: 72.163.47.11: management : N/A
DNS Server Configured: 173.37.137.85: management : N/A
DNS Server Configured: 173.37.142.73: management : N/A
DNS snooping IP cache: 0 in use, 0 most used
Address Idle(sec) Timeout (sec) Hit-count Branch (es)
BEa<w >R av vk 5 EA

clear dnshosts |DNS %+ v =% 2707 LET,

clear ip-cache Iy NI =P =R 4TV b RAAL L OFEMIZ DNS &% A
X—E S LTER SRRy vy a2 x2 7 U T LET,

dns ASAIZEDR—2NV oy I T v T DEITEA F—T M LET,
domain-lookup

. show d ~ show e



I show d ~ show e

show dns .

avy kR

B2l

dns name-server

DNS #—R— 7 RL 2 &ZRELET,

dnstrusted-source

{ZHHTE 5 DNS — _R—%3kB L £,

show d ~ show e .



. show dns-hosts

show d ~ show e |

show dns-hosts

BXDEREA

AR FIAILE

ATV R E—F

DNS ¥ v v 2 #Frnd 5101, ¥ EXEC £ — FCTshowdnshosts =~ > RZfHEH L £,
DNS ¢ v ¥ 2(ZiE, DNS B —_"=nbDH A F I v 7 IZFE SN2y P BLOFHT
ANENTAFTE TP T RLUAREGEENET,

show dns-hosts

Zoawy NIZIBIEERLEFT—TY—REH D 8 A,

T 7 F v F OEMEREILH D EH A,

ROKIZ, a~ P ANNTELE—FERLET,

ARV KRE— | T7AT724—ILE—F Xxa)FoavTFERE
k
=Ty k | FSVART |DVTL RILF
Lk
AVTFRAN | VRTL
5+ EXEC o Xt o XI5 o I o i _

avy FERE

3l

Jy— EEAE
S

7.01) Zoo<r RRBMENELE,

iz, showdns-hosts =~ > RO Al Z - L E9,

ciscoasa# show dns-hosts
Host Flags
ns2.example.com (temp, OK

Age Type Address (es)
0 Ip 10.102.255.44

)
nsl.example.com (temp, OK) O IP 192.168.241.185
snowmass.example.com (temp, OK) O IP 10.94.146.101
server.example.com (temp, OK) O IP 10.94.146.80

DL e

clear dnshosts |[DNS ¥ +v v 2% 27 U7 LET,

dns ASAILR D A=y I T v T DFATEA RX—T M LET,
domain-lookup

dnsname-server |DNS #— N— 7 KL 25 ELE T,

dnsretries ASA WIEEZZAF LI & Z(T, DNS #—"—0D U 2 k& FlfT3 5]

Bt LES,

. show d ~ show e




I show d ~ show e

show dns-hosts .

avy kR & EA
dnstimeout KD DNS —"—%3IT79 2 F TICHET 22 E L E 7,
RKILIZ, BT 44—V FOFPZRLET,
3= 1:show dns-hosts D& 7 4 —)L K
Ja4—J)LK  |FHA
RA b RA M ERRFLUET,
(Host)
Flags ROMAEDLEE LT NI DAT— X RAEZFRLET,
stemp : 2O UIEDNS Y — =B EG Sz 7o 8, —HRFTT,
ASA X, 72 FEMOBEE#%ICZ o= Y ZHIBRLE T,
eperm : 2O kU dname 2~ REHHA L CTBMENT72O, Kt
Hc,
cOK: ZoOx=r» MUIFAETT,
«?: 2Oy RV IEERED LW, BRI LETY,
<EX: Zox b UIFHIREIN T,
Age oy M) BRRBIZSBRENTHLORMEER R LET,
B AT DNS L a— ROX A 72FRLET, ZOMITHIZIP TT,
Address(es) IPT7 FL XA,
BEa<vU R av YR s BA

clear dns-hosts

DNS ¥ ¥ v aZZ U7 LET,

dns
domain-lookup

ASAILEDR—2NV o I T v T DEITEA =T M LET,

dnsname-server |DNS H— — 7 KL AZZ/ELFET,

dnsretries ASA WIEE 2 ZAZ L7\ & &2, DNS — 13— U 2 b ZFikfTd %A
BMAERELET,

dns timeout WD DNS H—/S— & ITT % £ CICHHET I A HRE L £

show d ~ show e .



. show dynamic-filter data

show d ~ show e |

show dynamic-filter data

BX DA

AU R TIHIE

ATV R E—F

Ry bRy N T T4 T TANE TAFI T T ==X BT HEHR (XA FTIv0
T—HR=ADFHEL T v — R, T—FRXR—=ADN =V a3 MR, T—F_X—ANDOT
UL 10fHOY vy R e E) 2R T DT, FikE EXEC £ — RC show
dynamic-filter data =~ > F&fH L £,

show dynamic-filter data
Zoawy RZFSIEELEFEF—TU—FREH D A,
77 4V P OEEREIZH Y EH A

ROFIZ, a~ FEANNTELE—RERLET,

AYVKRE— |T7AT7 94— ILE—F Xxa)F4aVTFERE
X
=Ty K ESUARRT (VUL TILF
LYk — —
aAVTEFERE | VRT LA
Ja—)L a o % o % o R — o K
V7 4 ¥
L—g3

avy FERE

FEREDHA FS1 Y

3l

Jy— EERE
7S

82(1) Zoa~wr s RRBMENELE,

TAF Iy 7T =2 _X=AERERRT DL, KIS dynamic-filter use-database =~ > K
& dynamic-filter updater-client enable =~ > RZHEH LT, 7 —F X—ADfFEHE X7 m—
REA F—=T NIz LET,

I, show dynamic-filter data =~ > KOl Z R L £,

ciscoasa# show dynamic-filter data
Traffic filter is using downloaded database version '907'
Fetched at 18:00:16 UTC Jan 22 2009, size: 674381
Sample names from downloaded database:
example.com, example.net, example.org,
cisco.example, cisco.invalid, bad.example.com
bad.example.net, bad.example.org, bad.cisco.example
bad.cisco.ivalid
Total entries in Dynamic Filter database:
Dynamic data: 40909 domain names , 1080 IPv4 addresses
Local data: 0 domain names , 0 IPv4 addresses
Active rules in Dynamic Filter asp table:

. show d ~ show e



I show d ~ show e

Dynamic data: 0 domain names ,
Local data: 0 domain names ,

show dynamic-filter data .

1080 IPv4 addresses
0 IPv4 addresses

EEav> R

avwo kR

At B

address

IP7 RLAZT T 7 VARNEREFHRTIA MY X MTEBML
i—g—o

clear configure dynamic-filter

FITRY bRy N NI T 4w T4V Z a7 4 Fal—
vark VT LET,

clear dynamic-filter dns-snoop

Ry Mry N bTT 497 T4V DDNS AR —E T T —
27 VT LET,

clear dynamic-filter reports

Ry bFY N T T 407 TYNEDVR— N TF—E %0
7LET,

clear dynamic-filter statistics

Ry bRxy N NTFTT7 497 T4 NVEOREEHREZ VT LE
ﬁ‘o

dns domain-lookup

PR—PENTVEawr RIZH L TR =LAy 7T v Tk
FEITT B 712, ASA 75 DNS H—/3—(Z DNS Bk % %5 T
EHEOICLET,

dns server-group

ASA O DNS H—R—ZfEELFT,

dynamic-filter
ambiguous-is-black

TULAYVAMIBGEENTWNDE NI T4 I 5T T 7R
MIBEEINTWD T T 4 w7 EREEOT 72 a T
Lij—o

dynamic-filter blacklist

Ry "Ry N NG T4 97 TANEDT T w7 ) AN EfRE
LET,

dynamic-filter database fetch

Ry hry b NTT4 9T TANEDELF IV T T—H
N—2 & FHTRELET,

dynamic-filter database find

RAAL R ETNIIPT RV REZZAF I v 7 T —F =)
LR LET,

dynamic-filter database purge

Ry F2y N VT T 40T TANEDEALF I T F—4
N—2 & FECTHIFR L £9,

dynamic-filter drop blacklist

TI 9l VA MIBBRSNTND NG 74 vV EHBITRa Y
ZFLET,

dynamic-filter enable

TI7RAVARNERELRWEGEEIL, NT 749 7D7 TR
FRETRCON T T4 v I DRy bRy N 8T T 497
TANE A X —T VI LET,

show d ~ show e .



. show dynamic-filter data

show d ~ show e |

avy kR

B2l

dynamic-filter updater-client
enable

HAFI vy F—AR—ZADKE T a— REA F—T ML
3

dynamic-filter use-database

BAF I vy FeB_R—=ADFEREA F—T M LET,

dynamic-filter whitelist

Ry "Ry b bT T4 97 TANEDERTA I X b &k
Lij‘o

inspect dns
dynamic-filter-snoop

DNSA VART v a bRy bRy N NT T4 w7 T 4H
ARX—E T A X—T NV LET,

name

777 VARNERIFIHRTA YA MIAETZENLET,

show asp table dynamic-filter

EHTF 2T 4 SR VA A ERTWAR Y hX
NG T 4T TANE N— L EFRLUET,

show dynamic-filter data

EAFI I T—HR=ANKRZRIIH T a— RE7- HEE,
FeBR—=ZADNR—=V g, T—EARXR—2TEG&ENTNHT
YRNU O, 10OV T Nl XA FI v s
T A RX=R T HIERER R LET,

show dynamic-filter reports

FALI0E DR > x> A b, A— b, BLOUWEGL7ZK
A2 MIBETALAR— AR L ET,

show dynamic-filter statistics

Ry hF2y b NTT 407 TANETEF—SNTBEHD
B, BIXOInboEmRD OB, RUAL NI AN, TTv7
UARN, A VRNMI—ET IO EERTNLET,

show dynamic-filter
updater-client

P—R—=D P T KL A, ASA BDIRIZY— _R—Z86i T 5 B
B, RBICA VA P— L ENTT —FR—AD A=V g Ui
E. T o7 T — =T IEHERER R LET,

show running-config
dynamic-filter

Ry bdky b hTT 4y T4 NEDETALT (Falb—
vavERTFLET.

. show d ~ show e



I show d ~ show e

show dynamic-filter dns-snoop .

show dynamic-filter dns-snoop

Ry bEy b bT 7497 74N EDDNS ARX—E 0 7Y~ — (ETEBEOIP T L
A LR BRRT HITIEL, Fi#E EXEC “E— KT show dynamic-filter dns-snoop =~ > R % fi#
HALET,

show dynamic-filter dns-snoop [ detail ]

BX DA

aAavv R TFI4ILk

AUk E—F

detall  (f£7%) DNSIEEMDAX—E L 7 SN-IPT RL R LLRTEFRLET,

77 4V F OEHEREIZH Y TR AL

WDOFIZ, a~r REANITEHE—RERLET,

ARV KE— | 774724 —ILE—F X2V T4a0TFRE
k
=Ty K FSUART (VUL TILF
LY bk
AVTERE | VRT LA
Ja— )L a o 3fhis o 3fhis o 3fhis o 3fhis —
V74K =
Lr—g v

av Y RERE

FEREDAA RZM4 Y

3l

Jy— ZEERR
S

8.2(1) Zoawy RRNEIMESIE L,

ZOHNIZIE. 7T v 7 U A MBI 2ARIZT TR, TN TOBARZ DNS 7 — 2 73
BENET, A¥T 4w 2 FNUDDNS T —HIEEEREE A,

DNS A X — V' > 75 —X % HET 5121, clear dynamicilter dns-snoop =~ K& AJj L &
j—O

KIZ, show dynamic-filter dns-snoop =1~ > RO HIZR L ET,

ciscoasa# show dynamic-filter dns-snoop
DNS Reverse Cache Summary Information:
75 addresses, 124 names, 997 dnsrc address buckets

KIZ, show dynamic-filter dns-snoop detail =~ > KO Al 2R L E T,
ciscoasa# show dynamic-filter dns-snoop detail
DNS Reverse Cache Summary Information:

75 addresses, 124 names, 997 dnsrc address buckets
DNS reverse Cache Information:

show d ~ show e .



. show dynamic-filter dns-snoop

show d ~ show e |

[10.67.22.34] flags=0x22, cat=2, unit=0 b:g:w=3:0:0, cookie=0xdal48218
[www3.example.com] cat=2, ttl=3
[www.bad.example.com] cat=2, ttl=3
[www.example.com] cat=2, ttl=3

[10.6.68.133] flags=0x2, cat=2, unit=0 b:g:w=1:0:0, cookie=0xdal3ed60
[cisco.example] cat=2, ttl=73

[10.166.226.25] flags=0x2, cat=2, unit=0 b:g:w=1:0:0, cookie=0xda608cb8
[cisco.invalid] cat=2, ttl=2

MEav R avo kR BLL]
address IP7 FLA%ZT7 Ty 7 VA NERITARTA MY X MIBEML

£7,

clear configure dynamic-filter

FITRY bRy N N T T 4w T4V Z a7 4 Fal—
vark VT LET,

clear dynamic-filter dns-snoop

Ry Nry 8 bTT 497 T 4VFIDDNSARX—E T T —
27 VT LET,

clear dynamic-filter reports

Ry bFY N T T4 07 TYNEDVR— N TF—E %]
7LET,

clear dynamic-filter statistics

Ry bRy N NTF T4 v T T4 NVEORETEHREZ VT LE
ﬁ‘o

dns domain-lookup

PR—PENTVWEaw FIZH L TR =LAy 7T v Tk
FEITT B 7012, ASA 75 DNS H—/3—(Z DNS Bk % 1%(E T
EHEOICLET,

dns server-group

ASA O DNS H— R—ZfELFT,

dynamic-filter
ambiguous-is-black

TULAYVAMIBGEENTWNDE NI T4 T 5T T 7R
MIBEEINTWD T T 4 w7 EREEOT 72 a T
Lij—o

dynamic-filter blacklist

Ry bRy N N T T 497 T4NEDT T 7Y A ERE
LT,

dynamic-filter database fetch

Ry hry b NTT4 T TANEDELF IV T T—H
N—2 & FHTRELET,

dynamic-filter database find

RAAL R ETNIIPT RV REZZAF I v 7 T —F =)
LR LET,

dynamic-filter database purge

Ry hry N NTT 497 TANEDEALF Iy T T—H
N—2ZFEHTHIFRLET,

dynamic-filter drop blacklist

Ty VA MIBBRSNTND NG 74 v VBT Ra Y
FLET,

. show d ~ show e



I show d ~ show e

show dynamic-filter dns-snoop .

avy kR

B2l

dynamic-filter enable

TI7EAVRRNEEELRWGAIZ, VT 740y 7 D7 TR
FEEFETITR_RTOINT T4 I DRy v F2y b T T 407
TANE e F—=T I LFET,

dynamic-filter updater-client
enable

IAF vy F=HR=2ADS T ra— el X =T ML
=

dynamic-filter use-database

AT I I T—=ER=ADMHHEA F—T M LET,

dynamic-filter whitelist

Ry bRy b bTFT 497 TANEDERTA R A b &k
LET,

inspect dns
dynamic-filter-snoop

DNSA VAR varveRy hRxy N T T 40T T4 H
ARX =V T A X—T N LET,

name

7T UANERIFIRTA MY A MILEIEBMLET,

show asp table dynamic-filter

EETF 2T 4 RRAIA VA P=LENTWBERY bRy
NI TA T T AT N EFRLET,

show dynamic-filter data

HAFTI I T—=HER=ANKRIIZ T a— REniz HEE,
FeBR—=ZDNR—V g, T—ERXR—=2 | ZHENTNHT
VRO, 0O T = N A FI v
T A RX= T LERER R LET,

show dynamic-filter reports

EALI0fADAR y R Ry b A b A= b BROEG Lo
A MIET B LAR— b EER LET,

show dynamic-filter statistics

Ry MRy PN BNIT T4 T TANETE=ST—SINTHERHD
¥, BLOIhboEmDI B, "UA NI RN, TT w0
UA K, VAV ANM—ETIEROEEF R LET,

show dynamic-filter
updater-client

= "—=DIP 7 KL A, ASA BIRIZH— "—|ZH#EHkid 5 H
B, BICA VA R—=LENTZT —FR=AD =T g
E. Ty 7T = ==l TEHREFR TR LET,

show running-config
dynamic-filter

Ry bRy b FT T4 TANEDFATAL T 4 K2 b—
varaeRRLET,

show d ~ show e .



. show dynamic-filter reports infected-hosts

show d ~ show e |

show dynamic-filter reports infected-hosts

Ry bRy b VT 747 T4 NZTHEIN, YR LIEFARA MO LAR— N EERT 51
I%. $#HE EXEC &— KT show dynamic-filter reportsinfected-hosts =~ > & H L £,

show dynamic-filter reportsinfected-hosts [ max-connections| latest-active | highest-threat |subnet
ip_address netmask | all ]

BXDEREA

all

Ny 7 7 I ENTNBREELIZARA OFRET X THFRRLE
T, ZOFERTIT. BHTLOZ U FNIREENDZENHD 7,
CLI TiZ72 <. ASDM %M L CTPDF Z# 4K TX £7,

highest-threat

B LIV E D~V T =T A MBS D 20 DB A R &
FrLET,

|atest-active

WIET 77 4 €T 4 BT 20 HORA FERRLET, HHA
MZOWT, 72782 LESHEO~AL Y =7 H 4 MaBT 52EM
HHRNERINET,

max-connections

Pt e b VYL AR A b % 20 RS L E T,

subnet ip_addressnetmask {57E S {17t Ry RNOKR R b & F K 20 R R LETS,

AR TIHIE

7T 7 4V F OEBHEEIZH Y FH AL

ROFIZ, a~ FEANTE LT —FanLET,

avvkE—F
&
W—Ty R | FIUART |[VUTL < ILF
Lk
AVTERAL | VAT LA
F#HE EXEC .« KIS . %P s —
av Y RERE Jy— TERE

FEREDAA RZA4 Y

A

82(2) Zoawr RpBIMSE LT

INHDOLVR— ML, BRARA NOFEMRERNE i, BRAA N BE L~V =7
YA, BIOL 2T R— 2R LET,

LR— b T —# % HET5HI2i%,.  clear dynamic-filter reportsinfected-hosts =~ > K& A L

=7,

. show d ~ show e



I show d ~ show e

show dynamic-filter reports infected-hosts .

B iz, show dynamic-filter reportsinfected hostsall =~ > ROl %~ L £7,
ciscoasa#
show
dynamic-filter
reports
infected-hosts
all

Total 2 infected-hosts in buffer

Host (interface)
logged, dropped

Latest malicious conn time,

filter action Conn

192.168.1.4 (internal)
3 3

Malware-sites connected to (not ordered)

Site filter

Threat-level Category

Latest conn port, time,

15:39:40 UTC Sep 17 2009,

dropped

action Conn logged, dropped

10.73.210.27 (bad.example.com) 80, 15:39:31 UTC Sep 17 2009, dropped 2 2
very-high Malware
10.65.2.119 (bad2.example.com) 0, 15:39:40 UTC Sep 17 2009, dropped 1 1
very-high admin-added
192.168.1.2 (internal) 15:39:01 UTC Sep 17 2009, dropped

5 5

Malware-sites connected to (not ordered)

Site Latest conn port, time, filter action Conn logged, dropped
Threat-level Category

10.131.36.158 (bad.example.com) 0, 15:37:46 UTC Sep 17 2009, dropped 1 1

very-high admin-added

10.65.2.119 (bad2.example.com) 0, 15:37:53 UTC Sep 17 2009, dropped 1 1

very-high admin-added

20.73.210.27 (bad3.example.com) 80, 15:39:01 UTC Sep 17 2009, dropped 3 3

very-high Malware

show d ~ show e .



. show dynamic-filter reports infected-hosts

show d ~ show e |

Last clearing of the infected-hosts report: Never

EEav> R

avwU kR

Bl

address

IP7 RLAZET Ty 7 UARNERIIRTA FU X NMEML
i—a—o

clear configure dynamic-filter

ETRY MRy b T T4 w7 T4NE a7 4 Fal—
varE7 VT LET,

clear dynamic-filter dns-snoop

Ry hExv N 597492 74VFZDODNS AX—E 7
T—2%7 V7 LET,

clear dynamic-filter reports

Ry b xy b b T T4 9T TANEDVR= T =L %7
U7 LE9J,

clear dynamic-filter statistics

Ry bRy N NTF T 497 74 MVEOHE®RE VT LE
‘j‘o

dns domain-lookup

PR—hFEINTWEa~vr R L THR—2V v I T v 7%
FEITTH72D1Z, ASA 725 DNS $—/3—|Z DNS R A% T
XHEHITLET,

dns server-group

ASA @ DNS H—_R—ZFELFT,

dynamic-filter
ambiguous-is-black

TULAYANMIBRENTWD NI 740 05T T 7R
MIBEINTWD T 7 4 v 7 EEEEOT 72 a3 o THULE
L/ij—o

dynamic-filter blacklist

Ry bRy N NT T4 T TANEDT T w7 VA ERE
L%,

dynamic-filter database fetch

Ry bFy b NTT 497 TANEDEAFI v F—s
N2 TFBHCHRELET,

dynamic-filter database find

RAAL VB EIZIPT RLAEZFAF I v 7 F—F =)
BRELET,

dynamic-filter database purge

Ry FEY N NFTA VT TANEDOEAFTI VT F—X
NR—R % FEITHIFRL £,

dynamic-filter drop blacklist

T VANMIBERINTWALA NI 70w 7 2HEI TR Y
FLET,

dynamic-filter enable

TI7EAVANERBELRWEARIL, N TT7 497 D7 TR
FEFTRTCOIN I 7497 DRy bRy N T 7497
TANE A X—TWIZLET,

. show d ~ show e



I show d ~ show e

show dynamic-filter reports infected-hosts .

avy kR

B

dynamic-filter updater-client
enable

BAT IV T—=FR=ADZ Y u— R X—T L
i‘é—O

dynamic-filter use-database

BAFI vl T—=EX=2ADEM%EZA X —7 M LET,

dynamic-filter whitelist

Ry MRy b NTFTT 497 T4 NEDERTA R R b EFRE
]\/i—é‘o

inspect dnsdynamic-filter-snoop

DNS A VAR gy bRy b VT 7497 740
HAX—E L T 2—T M LET,

name

777 A NERIIHETUA YA MIAETZEMNL £,

show asp table dynamic-filter

EHEX 2T 4 RACAL VA M= ALENTWARY Ry
NMNFTaw T T aNE =N ERRLET,

show dynamic-filter data

A F Il T—=H_R=ARNKBIZE T e— NIz H
B, F— A R—2DNRR—V g F—HR—ZEHENL TN
Loy MUK, 100HoY I R RE, FAF Iy
7 T RX=A AT O RERRFLET,

show dynamic-filter dns-snoop

Ry "Exy N NS5 T7 492 74V FZDODNS AX—E 7D
WA Fr LET, detal ¥—U— RFE2BEL-BAIL, #
BEDIP 7 FLABLO4LRTIEERLET,

show dynamic-filter statistics

Ry "Ry NI T 407 T4 NETEL—INT-HERHD
B}, BXOZNnoDEHmRD I B, RUAL NI AN, TTv7
YA N, AU RANM—ETHEROBEFRRLET,

show dynamic-filter
updater-client

P— N—D P T RL A, ASA BRITH — \— |2k d 5 A
B, BHBICA VA RV ENETF—EZR—=ZADNN— g 7
E. T 7T — =R TAEREFRLET,

show running-config
dynamic-filter

Ry MRy b NI T 497 TANFDETALT 4 F a2 b—
YarvEFRRLET,

show d ~ show e .



show d ~ show e |

. show dynamic-filter reports top

show dynamic-filter reports top

Ry hxy b b7 4w T4NRIZE> TSN, ML 100~y =74 A b,
R—F, BROWELEA R PO LAE— R EAERT SIC1E, 9 EXEC E— KT show dynamic-filter
reportstop =~ > K& L £7,

show dynamic-filter reportstop [ malware-sites | malware-ports| infected-hosts ]

B DEREA

AR R FIHILE

AT R E—F

mawareports  (f£&) AL 10D~ =7 A FOLR— b 2FRLET,

mawarestes ({LiF) (710D~ ™ =7 H— hOLHE— F&FRLET,

infected-hosts ~ ({1:7&) EAL 10 fEOEYEHR A DL AR— b ERRLET,

77 4V FOBERLEIZH D EE A,

WDFRIZ, a2 REANTELE—RERLET,

ARV RE— | T7AT7 24— ILE—F EFXaUTAaVTHERE
K
=T F ESUARART (VUL TILF
Lk
AVTFXRAR |[YRATL
i EXEC o Xfhia o it o it o fIt —

avy FERE

FEREDHA RKS4 Y

3l

J)— EERE

82(1) —oa<vwr FRNEMENE LR,

8.2(2)  botnet-sites 35 & UY botnet-ports &— 7 — K% malware-sites 35 X (" malware-ports (&
B IE LTz, malware-sites L'7h— ML, Ry 7 LizEiis. &9 1 b
BB L AVBLODT I REENTOET, BKZ VT H A DAL T HBMNE
WE LT, BEA XY MZOWTE, Y BT ¢ (ERE) LR EENGEM
CEBFINE L, AN MEISHT LI NI A—TEET,

ZDVR—RMNIT—ZDAF v ay T, HeHEFRONERBLIED B 10 TEB I —
L7aWGERNH D 9,

LiR— b7 — X #iHET5I2i%, clear dynamic-filter reportstop =~ K& AN LET,

Iz, show dynamic-filter reportstop malware-sites ==~ > RO HHlZR L ET,

ciscoasa# show dynamic-filter reports top malware-sites

. show d ~ show e




I show d ~ show e

show dynamic-filter reports top .

Site Connections logged dropped Threat Level Category
badl.example.com (10.67.22.34) 11 0 2 Botnet
bad2.example.com (209.165.200.225) 8 8 3 Virus
badl.cisco.example (10.131.36.158) 6 6 3 Virus
bad2.cisco.example (209.165.201.1) 2 2 3 Trojan
horrible.example.net (10.232.224.2) 2 2 3 Botnet
nono.example.org(209.165.202.130) 1 1 3 Virus

Last clearing of the top sites report: at 13:41:06 UTC Jul 15 2009

iz, show dynamic-filter reportstop malware-ports =~ > KOHHFI%E R L £,

ciscoasa# show dynamic-filter reports top malware-ports

Port

tcp >8192

Connections logged

617
472

22

19

17

17

9

3

2

Last clearing of the top ports report: at 13:41:06 UTC Jul 15 2009

KIZ, show dynamic-filter reportstop infected-hosts =~ > RO /il Z R~ LE7,

ciscoasa# show dynamic-filter reports top infected-hosts

Host

10.10.10.51 (inside)
10.12.10.10 (inside)
10.10.11.10 (inside)

Connections logged
1190
10
5

Last clearing of the top infected-hosts report: at 13:41:06 UTC Jul 15 2009

BEEav> R

avwU kR

5B

address

IP7 RLAZET T 7 UARNERIIARTA MU A MIEBML
\i—g—o

clear configure dynamic-filter

FTRY bRy N RT T4 w7 TANHE a7 4 Fal—
vare7 VT LET,

clear dynamic-filter dns-snoop

Ry "y b bTT7 497 TANVIDDNS AR —E T T —
27 VT LET,

clear dynamic-filter reports

Ry hFxY N bTT 407 TANEDLE—F—5%27 Y
7LET,

clear dynamic-filter statistics

Ry bRy N NTFT 407 T4V OREHEREZ VT LE
‘g‘o

dns domain-lookup

PR—FENTWHavwy RIZH L TR—Db I T v Tk
FEATT D 7212, ASA 23 DNS H—/3—|Z DNS 2R & 3%(5 T
EH LT LET,

show d ~ show e .



. show dynamic-filter reports top

show d ~ show e |

avy kR

B2l

dns server-group

ASA O DNS Y —R—ZfE L ET,

dynamic-filter
ambiguous-is-black

TLAYVANMIBEINTWAE NI T4 T 52T T A
MIBEREINTWA N T T 4 w7 ERBRDT 7 3 a > CTHULER
LET,

dynamic-filter blacklist

Ry RRy b 8T T 497 TANEDT T 7 )R b ERE
Li‘a‘o

dynamic-filter database fetch

Ry bRy b "NTFT7 497 TANEDELF Iy T—H
N—2&FHTRHELET,

dynamic-filter database find

RAALUEBETZZIPT RLAEZXEAF I v 7 F—H_R— 20
DRI LET,

dynamic-filter database purge

Ry "Xy N NG T 40T TANEZDOEAFT IV T F—X
N—2 & FETHIRL £,

dynamic-filter drop blacklist

TTo IV ANMIBHERINTWAD NT 747 HHBITR R v
ZFLET,

dynamic-filter enable

TI7EAVRRMNEEELRWGAIZ, VT 74y 7D TR
FEETRTON I 74w I DRY bRy N 8T T 4 w7
TANE e F—T W LET,

dynamic-filter updater-client
enable

IAF vy F=HR=2ADS T rm— e X =T ML
=7

dynamic-filter use-database

BAFI vl FeB_R—=ADFEHEA F—T M LET,

dynamic-filter whitelist

Ry bxy b hT 7497 T4NEDETA RY A b ETRHE
Lijqo

inspect dns
dynamic-filter-snoop

DNSA VAR vavbtRy bRy b VT T 4907 T4V H
ARX =B T =T ML ET,

name

7T UARNERFIRTA MY R MIAETIEBMNLET,

show asp table dynamic-filter

EHEX 2T 4 NI VA R—LENTWVWERY bRy
NNTT 4T T4 E =L EFRRLET,

show dynamic-filter data

TATFTI I T—HR=ANKHKIZF T a— FE - B,
F=HER=ADNR=V g, T—ERXR=RIEENTNHT
v RU O, 10OV T N Y XAFI v
T A R= T LERER R LET,

. show d ~ show e



I show d ~ show e

show dynamic-filter reports top .

avy kR

B2l

show dynamic-filter dns-snoop

Ry hExv N G747 Z4LFDDNS AX—E 7D
W A2 FoR LET, detall ¥— U — FEIEE LSS, BB
DIP 7 FLABIOLRIZF - LET,

show dynamic-filter statistics

Ry MRy N T T4 07 TANETE=ST —SINTHHRD
¥, BLOIhbsoEmDI B, m"UAL NI RK TTv 7
UAR, VAV RM—ETHEGFOEEERLET,

show dynamic-filter
updater-client

P—"—=DIP 7 KL A, ASA DIRIZH— "—|ZH#EHkid 5 H
B, JBICA VA P— L ENTT —FR_XR—ADNN—D g U7
. T o7 T— =R T ERER R LE T,

show running-config
dynamic-filter

Ry bRy b 8T 747 TANEZDFTALT 4 Fab—
vavERRLET,

show d ~ show e .



show d ~ show e |

. show dynamic-filter statistics

show dynamic-filter statistics

Ry b2y b bTF 7407 T4NZEERALT, AUALA NI AN, 7797V AR, BLO
A YA NE L THBEINTEOBAERTT DL, F7HE EXEC E— KT show
dynamic-filter statistics =~ > RZ&fH L £,

show dynamic-filter statistics [ interface name ] [ detail ]

B DEREA

AR FIHILE

avU R E—F

detail () BEB L~V THEERITI Ry FENTE Ty OB EFR R LE
j—O
interface (EB) BEDA v H—T oA ADOMFHEREE R LET,

name

77 4V FOBEREIZH D EE A,

WDFRIZ, a~vr REANTEHE—RERLET,

ARV RE— | T7AT 74 —ILE—F EELYFLaAVFER R
k
W—=T9k | FSVART | SUTL TILF
Ly b
AVTFRL | VRTLA
¢t EXEC o RIS .« %S . %S . —

avy FERE

EREDAARZA4 Y

3l

Jy— EERE

82(1) —om~r RAEMSHELE,

8.2(2) %“&Vmwf YEERII Ry 7 ENT Ny MR EFERT D720 O detail F—
RBBIENE LT, BEA Xy MZoWTIiE, YEST ¢ (BERE) L~
#@i MOBHNCEERESINE Lz, BEiA X MISHTLIC ) H—T&E 4,

TV A YA NI, BEO RAAL CLZIZEEMTONTWER, 2D T_XTORAAL AN
7T w7V RAPMIEHINLTWEDITTIERWT RLAREGDLNET,

WEHE®RA 7 U 74 5121%. clear dynamicfilter statistics 2~ R&Z AN L £,

KIZ, show dynamic-filter statistics =~ > RO Al ZR L ET,

ciscoasa# show dynamic-filter statistics

Enabled on interface outside

Total conns classified 11, ingress 11, egress 0
Total whitelist classified 0, ingress 0, egress 0

. show d ~ show e



I show d ~ show e

Total greylist classified 0,

show dynamic-filter statistics .

dropped 0, ingress 0, egress 0

Total blacklist classified 11, dropped 5, ingress 11, egress O

Enabled on interface inside

Total conns classified 1182,

ingress 1182, egress O

Total whitelist classified 3, ingress 3, egress 0

Total greylist classified 0,

dropped 0, ingress 0, egress 0

Total blacklist classified 1179, dropped 1000, ingress 1179, egress 0

IZ. show dynamic-filter statisticsinterface outsidedetail =~ > FOH /16l %~ L &

To

ciscoasa# show dynamic-filter statistics interface outside detail

Enabled on interface outside
Total conns classified 2108,

ingress 2108, egress 0

Total whitelist classified 0, ingress 0, egress 0

Total greylist classified 1,

dropped 1, ingress 0, egress 0

Threat level 5 classified 1, dropped 1, ingress 0, egress 0
Threat level 4 classified 0, dropped 0, ingress 0, egress 0

Total blacklist classified 30, dropped 20, ingress 11, egress 2
Threat level 5 classified 6, dropped 6, ingress 4, egress 2
Threat level 4 classified 5, dropped 5, ingress 5, egress 0

2

av

~

avU kR

B8

address

IP7T FLVA%ET7 Ty 27 UAMELIIARTA MU R MIEML
£

clear configure dynamic-filter

FATRY bRy b VT T4y T4NE AT 4 K2 L—
ark7 V7 LET,

clear dynamic-filter dns-snoop

Ry Nty b T T 497 T ALEDDNS A —E LT F—
a7 VT LET,

clear dynamic-filter reports

Ry MRy b FTT 49T TANIDVR— T =4 %7 Y
7 L/i‘g‘o

clear dynamic-filter statistics

Ry bRy b v T 747 74 VZOHERE 7 VT LE
ER

dns domain-lookup

PHR—=FEINTNWEa<w L NI L TR—bNVy I T v 7%
FITT B2, ASA 75 DNS ¥— 3—|Z DNS ER A2 1E(ET
xHEHICLET,

dns server-group

ASA O DNS Y —R—ZfEE L ET,

dynamic-filter
ambiguous-is-black

TLAYVANMIBEEINTWAE NI T4 05T T A
MIBHEEINTWD T 7 4 w7 EREEDT 72 a o THULEL
LET,

dynamic-filter blacklist

Ry "Ry b NT T4 07 TANEDT T v )X Ak
Liﬁ‘o

show d ~ show e .



show d ~ show e |
. show dynamic-filter statistics

avU kR iiBR

dynamic-filter database fetch Ry htov b NFTT 40T TANEDEAFI VT Tk
N—AZFEH TR LET,

dynamic-filter databasefind | KA L4 £/ IPT FLAA YA F3 v ) 7l R i
BB LET,

dynamic-filter database purge By FRY N NTT 40T TANEDEALFI VT FT—H
N—RZFETHIFRL £

dynamic-filter drop blacklist | 7’5 & 7 U 2 MZ&EEENTWAH T 74 v 7 ZABIT R v
7 LET,

dynamic-filter enable FIEA YR N ELRVEAIC. NI T4 v DI TR
FREFTRTORNT T4 DRy "Ry N b T T4 w7
TANE A X—=T M LET,

dynamic-filter updater-client | % 453 v 27 F—2_X—2OF Vo0 — K& x—7 ML
enable =

dynamicfilter usedatabase | 5 {53 v 7 F— 4 ~N— RO %A F—T M LET.

dynamic-filter whitelist Ry bAxYy N NTT 427 TANEDERTA MY A N Efk
Li—a‘o

inspect dns DNSA U ART v av bRy hxy b bTF T 47 T4 NY

dynamic-filter-snoop ARXR—E U T HA F—=T M LET,

name 7Ty VA RERFRTA PY A MAHEBMLET,

show asp tabledynamic-filter |mEikit¥ 2V 7 1 SRR VA=A ENTVWDERY hx v
NRNTT 4T T4NE =L ERRLET,

show dynamic-filter data BATF I I T —HER=ANRFHZIZHE T o — RE 7z B,
FeBR—=ZADNR—=V g, T—EARXR—2TEG&ENTNHT
Y MU, 10OV T N RE XA FI v
T A= T LIERER R LET,

show dynamic-filter dns-snoop | R hxv b 57 4 v 7 4LFZDDNS AX—E L 7D
WMEEFRRLET, detall ¥ —TU— REET L-HA1E. EBE
DIPT FLABLOARTZR R LET,

show dynamic-filter reports | Ff7 10fHOR ~ F % v R ¥4 b, B— b, BLOEY L7k
ARMIBETLUAR— MEAERLET,

show dynamic-filter P—R—=DIP 7 KL A, ASA DRIZH — "—|ZHHkid 5 H
updater-client . %I VA P— L SR T— AR ADA—T 5 L7
Y. 7y FF— M A C T BB E R R LET,

. show d ~ show e



I show d ~ show e

show dynamic-filter statistics .

avy kR

A

show running-config
dynamic-filter

Ry Xy b bTT 497 TANEDETFALT 4 Fal—

vVaraRRLET,

show d ~ show e .



. show dynamic-filter updater-client

show d ~ show e |

show dynamic-filter updater-client

Ry b2y b NI T 497 TUNEDT v 7T —FYP—_"— 2T HEFER (P——DIP T

KL A, ASA DY — R — |2

BRODEAI LT A VA=A ENTNDLT —F_N—ZD

W= g i) ZFRRT HITIE, FiHE EXEC E— KT show dynamic-filter updater-client =

BX DA

AR TFI4ILbE

ATk E—F

~ FEERLET,

show dynamic-filter updater-client

ZOavwy RIZEBIEELITF—TY— NEb Y A,
77 4N FOBERLEIZH D EE A,

WDFEIZ, a~vr REANTELE—RERLET,

ARV RE— | T7AT7 24— ILE—F EXa2UTA4aVTHRRE
k
=Tk FSUART (V2T ~ILTF
Lk

AVTFRAL | VAT LA
Jr—sYL 3| el * %It * %It — * X
V7 4F =
=3 v

avy FERE

il

J)— EERE
e

82(1) oo~y RABMERELE,

&IZ, show dynamic-filter updater-client =2~ KOH FIZ R L ET,

ciscoasa# show dynamic-filter updater-client
Traffic Filter updater client is enabled
Updater server url is https://10.15.80.240:446
Application name: trafmon, version: 1.0

Encrypted UDI:
0bb93985£42d941e50dc8£022350d1la8de96babclfod45f4bclead02a7d5990be32£483b

5715cd80a2l5cedadd4ebffe
Next update is in 00:02:00
Database file version is '907' fetched at 22:51:41 UTC Oct 16 2006,

size: 521408

BEEaTY R

avU kR ERBA

address
i‘aAo

IP7T RLVRET T 7 VAMERIEFFRTA FY A MIBML

. show d ~ show e



I show d ~ show e

show dynamic-filter updater-client .

avy kR

Bzl

clear configure dynamic-filter

FATRY bRy N NT T4 T4NF arT 4 X¥al—
ark7 VT LET,

clear dynamic-filter dns-snoop

Ry hExvy N NTF T 427 T4ALEDODNS AX—E L 7 F—
HuEr7 0T LET,

clear dynamic-filter reports

Ry bhFy kT T4 w7 TANIDLR— KT =L %27 Y
7 L/iﬁ‘o

clear dynamic-filter statistics

Ry bRy N bT T4 w7 T4NXOMHEREZ VT LE
7,

dns domain-lookup

PR—-—PENTVLAZTY FICH L TR =Ly I T v T %
FEATT H72DIZ, ASA 73 DNS H—/3—|Z DNS ZR 2 %5 T
EH&oICLET,

dns server-group

ASA O DNS Y —R—ZfE L ET,

dynamic-filter
ambiguous-is-black

TLAYANMIBEEINTWAE NI T4 I 52T T 71 A
MIBEEEINTWA N T T 4 w7 ERBRDT 7 3 a > CHULER
LET,

dynamic-filter blacklist

Ry "Ry b NTT 497 T4NEDT T w7 U A N EfRE
Li‘a‘o

dynamic-filter database fetch

Ry bRy b "NTFT7 497 TANEDELF Iy T T—H
N—2 & FHTRHELET,

dynamic-filter database find

RAALVEETIZIPT FLRAEXAF I v 7 FT—F_N— AN
OB LET,

dynamic-filter database purge

Ry "REXY N NG T4 0T TANEZOEAFT Iy F—X
N—2 & FETHIRL £,

dynamic-filter drop blacklist

TTv IV ANMIBEREINTWA NI 74y 7 2HEI TR »
FLET,

dynamic-filter enable

TIEAVARARMNEEELRWGAEIZ, VT 747D TR
FEEFETR_RTOINTI T4 I DRy vF2y N VT T 407
TANE e F—=T W LET,

dynamic-filter updater-client
enable

FAFIv) T—ER=ADL T m— R F—T ML
*7,

dynamic-filter use-database

BAF vl FeB_R—=ADFERHEA F—T M LET,

dynamic-filter whitelist

Ry bxy b bTT 4w TAVEDETA R A Kk
l./jzj—o

show d ~ show e .



. show dynamic-filter updater-client

show d ~ show e |

avy kR

Bzl

inspect dns
dynamic-filter-snoop

DNSA LV ARTvarviRy hRxy b NTF T4 T T 40K
ARX—V o T A X—T NV LET,

name

77w VANEREFRTA MY R MIAFIZBMLET,

show asp table dynamic-filter

FHEFX 2 VT 4 NRALCA VA=V EINTNDRY bRy
NNIZT 4T TaNE =N EFRLET,

show dynamic-filter data

FATFTI v I T—HERXR—=ARFZKIZH T a— KSjiz H R,
FeBR—=ZDNR—V g F—EARXR—ZE&ENTNHT
Y RUDOE, 10OV T2 N Y A F I vy
T AR T LEREF R LET,

show dynamic-filter dns-snoop

Ry bFxy b hTF77 497 7 4VEDDNS AX—E 7D
WA £ R L ET, detail ¥— U — R&4EE L7213, FEER
DIPT FLABIOARTZR R LET,

show dynamic-filter reports

FAZ10MEDAR Y b2y b YA b, A—b, BLOKLE LR
A2 RNMIETALR—FE2AERLET,

show dynamic-filter statistics

Ry "Ry N NTT7 497 T4 NETEH—INTHERHD
¥, BLOIhbsoEmD> b, m"UAL NI RK TTv7
UA R, 7Y ANM—ETIEROEEFR T LET,

show running-config
dynamic-filter

Ry PRy b NTT 497 TANIDFTAL T 4 F 2l —
varaFoRLET,

. show d ~ show e



I show d ~ show e
show eigrp events .

show eigrp events
EIGRP A X b1 7 %FKR9 5121, 5 EXEC £— K C show eigrp events =~ > K % {#
L/\ij_‘o

show eigrp [ as-number ] events [{ startend } |type]

EE) AV el E2FHRLTWSEIGRP 7ut 20 B AT LB B LIEE

DA ashuber
LEd, ASABRYHE— FTBEIGRPL—F 4 > 7 Fut 2E 157 Th D0,
HEEY AT AREHIEETHLEILIH Y EH A,
end EE) HhEns=o "N %, Ao F v 7 A& Ssart TGS, A1 T v 7 %

Frend TRTIL MUIZIRELET,

Start EE) a7 = NIDOA VT v I AFSERET D8IE, WHaEZE2HRET S
L B ESNTZARV TR L, end5IBTHRESNIZARX FTKTL
F9, BMIE, 1 ~ 4294967295 T3,

type (EE) R#kshd A~y P afRLET,

ATV R TFI4LL satBLWend ZIEELRWGE, T XTORY =2 FURFRINET,

ARV R E—F ROKIZ, 2~ P ANNTELHE—FaRLET,

ARV EKE— | TF7AT7 2+ —ILE—F Xa)T4a07FR b
K
W—Tvk FSURRT |V <ILF
L b

AVTHRRAE |VRTL

¥FHE EXEC . % — . s —
av Y FERE Jyy— EERE

R

802) Zoa~wr RRpNBIENEL,

9.0(1) ~AFaALrTFHARE— ROV R—FIFBEMENE L,

FEELEDOHA K54 > showegrp events O ) TITiRK 500 fFDOA N2 bRFRSNET, A0 M3 RAREICEE
TLL HLANY MIHADORREITEME, oA N MIH T OFEEN SHIFR S v E

bé‘o
clear eigrpevents =~ > R&EMHEH LT, EIGRP A X> ha /%27 V7 TExET,

show d ~ show e .



. show eigrp events

3l

show d ~ show e |

show eigrp eventstype =~ > Ri&, EIGRP A X hDOu X J AT —H A2 FRrLE T, T

T4V R TIR, RANEE AN BIUDUALFSM A v B — Uik E T,

FAN—EFA X hDOIFX 7L, noeigrp log-neighbor-changes =~ > F&f L TF «

=T M TEET, A NRN—EE L hor X 7%, noeigrp log-neighbor-warnings =
~ Y REFEALTCT =7 MITEET, DUALFSM A XY hoa X o 7137 4 —7 v
IZTEEHEA,

KIZ. show eigrp events 2~ > KD A Bz~ LET,

ciscoasa# show eigrp events

Event information for AS 100:
12:11:23.500 Change queue emptied, entries: 4
12:11:23.500 Metric set: 10.1.0.0/16 53760
12:11:23.500 Update reason, delay: new if 4294967295
12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
12:11:23.500 Update reason, delay: metric chg 4294967295
12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
12:11:23.500 Route install: 10.1.0.0/16 10.130.60.248
12:11:23.500 Find FS: 10.1.0.0/16 4294967295
12:11:23.500 Rcv update met/succmet: 53760 28160

0 12:11:23.500 Rcv update dest/nh: 10.1.0.0/16 10.130.60.248

1 12:11:23.500 Metric set: 10.1.0.0/16 4294967295

H P O o Jo b W

RIZ, show eigrp events =~ > R CHARE = L& T/ FEZER Lz L DB Z R
L\i—a—o

ciscoasa# show eigrp events 3 8

Event information for AS 100:

12:11:23.500 Update reason, delay: new if 4294967295
12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
12:11:23.500 Update reason, delay: metric chg 4294967295
12:11:23.500 Update sent, RD: 10.1.0.0/16 4294967295
12:11:23.500 Route install: 10.1.0.0/16 10.130.60.248
12:11:23.500 Find FS: 10.1.0.0/16 4294967295

W ~J oy U W

RIZ, EIGRP A X hr 7 dOx [ 220550 show eigrp events =2~ > RO H )
BlzRLET,

ciscoasa# show eigrp events
Event information for AS 100: Event log is empty.

Iz, show eigrp eventstype =2~ > ROl &R L £,

ciscoasa# show eigrp events type
EIGRP-IPv4 Event Logging for AS 100:
Log Size 500
Neighbor Changes Enable
Neighbor Warnings Enable
Dual FSM Enable

Eav> R

avw > R Bz

clear eigrp events EIGRP A Xy s 0¥V Ny 774527 V7 LET,

. show d ~ show e



I show d ~ show e

show eigrp events .

av kR Bz

eigrp log-neighbor-changes| 4 R—Z5& 4 X kDO X2 oA F— T LET,

dgrp AN R hpu X T A F—T M LET,

log-neighbor-warnings

show d ~ show e .“



show d ~ show e |

. show eigrp interfaces

show eigrp interfaces

EIGRP V—7 4 Y ZIZBML TWHA U H—T = A AT HI2I1%, FifE EXEC £E— R T
show eigrp interfaces =~ > K& H L 9,

show eigrp [ as-number ] interfaces [ if-name ] [ detail ]

EX DA asnumber | ((F&) 727547 A X —T7 x4 A% 3775 EIGRP 7t 2D HHEY AT
LAFEFHERELET, ASA NV R— KT B EIGRP V—T 4 77tk AxiE 1D
P THH0, BEVATLAEFEZRETLAILEITIH Y FH A,

detalil (EE) FEMfEREFRLET,

if-name (f£#) nameif a2~ RTHESNIZA v Z—T = A ZAD4H, £ F—T =
A ALBIRTETDHE, MESNTIA L E—T oA ACHERBEIEESNET,

ATV RFIFILR A VE—T A ALERELRVGS, TRXTOEIGRP A V¥ —7 = A ADIERPER S

i—a‘o
O R E—F WOEIZ, a<v REANTEHE—RERLET,

ARVEE— |T7ATI74—ILE—F TF21YT420TFXE

K

MW—=TvE | FIVRART |SVT)L < ILF
LYk
AVTHFRAKL | VAT LA

¥FHE EXEC o ki — o KPR o %I —
av 2 RERE J)— EERE

2

802) Zoa~wr RNBINENELE,

9.0(1) =i FarFxzxhE— ROV R— N BENESNE LT,

FELEOHA KS4> showeigrpinterfaces =~ > Raflifl L T, EIGRPINT 7 7 4 7 7oA » F—7 = A A& H5I L
FNoDA L E—T A AZE#ELTVWA EIGRP 2T AERE2FE LET,

A B =T 2 A ABNEESINTGE., TDOA L H—T 2 A ADHBNRERENET, FBEINA
WA, EIGRP #EfT L TCWAHTRTDA v H—T 2 ANFRINET,

HEEVAT APEESINTSGE, HESNTZEEV AT AMIONWTONL—T 4 7 TatAD
HPFRRINET, BESNWEAE, T XTDEIGRP B2 ANFKRINET,

. show d ~ show e



I show d ~ show e

3l

show eigrp interfaces .

Iz, show eigrp interfaces =~ > ROHHBIE R L £,

ciscoasa# show eigrp interfaces
EIGRP-IPv4 interfaces for process 100

Xmit Queue Mean Pacing Time Multicast Pending
Interface Peers Un/Reliable SRTT Un/Reliable Flow Timer Routes
mgmt 0 0/0 0 11/434 0 0
outside 1 0/0 337 0/10 0 0
inside 1 0/0 10 1/63 103 0

#£ 62T, TOHNNFRENDIEER 7 =V FERBALET,

% 2: show eigrp interfaces 0 7 4 — )L K DE#EA

J4—ILEF 5 BA

process EIGRP Vv —F 4 v 7 FrE AD ALY AT LF S TT,

Peers B S AL TV D BT DXL,

Xmit Queue Un/Reliable | {ZiE M DIRNDVIEE F = —B L OMEEMEDOE W IEEF 2 — 10> TV 5
Ny DL

Mean SRTT FEEIOAL—R T R Yy TR () .

Pacing Time Un/Reliable | EIGRP /X4~  (EEMEDIERV X7 v B X OMEEEMED @7

R A H =T 2 RIKET DA I T2 RET HT-OITEM
INLH~— TR (B

Multicast Flow Timer

ASA BN~ /LFF ¥ A b EIGRP %7 v + & &EET SRR,

Pending Routes

EEFa2—HNTEEZHEL THWD Ty FNOL— F O,

EEav> R

av Y K| ERBA

networ k
EFRLET,

EIGRP V—T 4 > 7 7uv R IBMT DXy U= BLOA, VH—T = A%

show d ~ show e .



show d ~ show e |

. show eigrp neighbors

show eigrp neighbors
EIGRP FA /=7 —7 )& HKRmT HI21E, F5HE EXEC £ — K T show eigrp neighbors =< > K
ZREHLET,

show eigrp [ as-number ] neighbors [ detail | static ] [ if-name ]

BX DA asnurber  ({£#) kA N— T2 hU EHIERT % EIGRP 72t ADHEY 2T AEEHIEE
LET, ASANYR— T AHEIGRP/LV—T 4 7 7ut 23127 THH-0,
HEREVATAFELZRETHILEIHD A,

detail (L) FEle R A N—fHREFRLET,

if-name  ((£&) namefa~> RTHRESNI-A L F—T = A ZADLHL, A F—T A X
L EFRETDHAE, TDA 2 —T 2 ZAEN L TEHEINTZTRTORA N—
TN T N BRERENFET,

static (f£&) neighbor =~ > REHEHA L TAX T 4 v 7 IZEFE ST EIGRP %A /13—
EFRRLET,

A VB =T 2 AL EIBELRWEES, TXTOA v E—T 2 A AN L TEHEINZRA

AR TIAIE
SRR S VET

ROFIZ, a~ P2 ANNTELE—FERLET,

AR E—F
ARV FE— | T7AT7I24+—ILE—F tXaYF4arTFFRF
k
W=Ty bk | FSVRRT (DU T)L TILF
Lk
AVTHFRAR | VRTL

¥#HE EXEC o It — o XIS o KPS —

R

802) Zoa=r RRNBEMENELE,

9.0(1) =AFarFX*AME—ROYVR—FRBMENE L,

FEEEDHA RS« > cdeareigrp neighbors =~ > 2 LT, BIRIZEE STk A /3—% EIGRP XA /N—7F —
TANH 7 YT TEET,
static ¥ —U— R LARWEIRY | ZAZT 4 v 7 XA N—IZHNITEENLEE A,

. show d ~ show e



I show d ~ show e

3l

show eigrp neighbors .

IZ. show eigrp neighbors =~ > KO Al E R L £,

ciscoasa# show eigrp neighbors
EIGRP-IPv4 Neighbors for process 100

Address

172.16.81.28
172.16.80.28
172.16.80.31

Interface Holdtime Uptime 0 Seq SRTT RTO
(secs) (h:m:s) Count Num (ms) (ms)
Ethernetl 13 0:00:41 O 11 4 20
Ethernet0 14 0:02:01 O 10 12 24
Ethernet0 12 0:02:02 O 4 5 20

#£ 62T, TOHNNFRENDIEER 7 =V FERBALET,

% 3:show eigrp neighbors 7 « — )L K D5 EA

J4—ILFK SR BA

process EIGRP V—F 4 7 T ZAOBEEL AT 2EFK S TI,

Address EIGRP XA X—DIP 7 KL &,

A B —=Tx A A |ASADBRANN—=05 hello %7 v NEZETEZA L F—T = A A,

{5 B R R ASANRF T LESENDE TITHRA N—00 DIE ZFik 3 2 BFE

(Holdtime) DEEX (WELD) ., ZOFR—II R ZA L, hello 7347 v R TXRA N —
MHZIEL, BID hello 737y B RAN=INGZET D ETRAD LA
OHET,
FAN=RNT T ANV EDKR—IV K XA LEFHLTWDLEHEAIE, 20
BEIZ 15K TT, ET7RT 74N "NUSADOF—NLV R XA LEBREL
TWAEAIE., T 740 NISADFR—IV R AL LNERINET,

ZOEMO0IZET D E. ASA X, RAN—ZBEARREL R LET,

Uptime ASA BT DFRANR—=EDINEZROICZE L ThHhDORERER] (R
) .

Q Count ASAVNEEZFFE L CWAHEIGRP X7 v b (7T v 7F—Fh, 7V —,
A DL

Seq Num FANR=NEZE LTEREDT v 7T —h, 72 ) — FF0ES
7y ND—r v AT,

SRTT AL—RZ R o, i, mmwﬂ#;b%*@*%
N—=IZEB L. ASABZEDO/ Ny NOMRINE EZET D2 DICNE
I VT,

RTO Retransmission Timeout (FEEO XA L7 U K) (S UR) . ZiUx
ImAﬁﬁ%E%;~#%*4ﬂ~mﬂﬁyh%ﬁ%h?éif_%%
755§F53Tj«o

IZ. show eigrp neighborsstatic =~ > RO 2R L £,

show d ~ show e .



. show eigrp neighbors

3l

show d ~ show e |

ciscoasa# show eigrp neighbors static
EIGRP-IPv4 neighbors for process 100

Static Address
192.168.1.5

Interface
management

#6-4 T, TOWMNTRARINDEERT 4 —/V REBH LET,

%= 4: show ip eigrp neighbors static © 7 1 — )L K D5

TJ4—ILF

Bl

process

EIGRP V—T 4 > 7 7k ADBAHEV AT LFEZTT,

Static Address

EIGRP XA N—®D 1P 7 R L A,

AH—T AR

ASADZFAN=nbhello N7 v MeZET 04 2 —T =1 A,

KIZ, show eigrp neighborsdetail =~ > ROH B 2R LET,

ciscoasa# show eigrp neighbors detail
EIGRP-IPv4 neighbors for process 100

H Address

3 1.1.1.3

Version 12.2/1.

Interface Hold Uptime SRTT RTO Q Seqg Tye
(sec) (ms) Cnt Num
Et0/0 12 00:04:48 1832 5000 0O 14

2, Retrans: 0, Retries: 0

Restart time 00:01:05

0 10.4.9.5

Fa0/0 11 00:04:07 768 4608 0 4 S

Version 12.2/1.2, Retrans: 0, Retries: 0

2 10.4.9.10

Fa0/0 13 1w0Od 1 3000 0O &6 S

Version 12.2/1.2, Retrans: 1, Retries: 0

1 10.4.9.6

Fa0/0 12 1w0Od 1 3000 O 4 S

Version 12.2/1.2, Retrans: 1, Retries: 0

7 5 : show ip eigrp neighbors details D 7 4 —/L KOFHH T, ZOHHICE RSN EE
74—V R LET,

% 5:show ip eigrp neighbors details © 7 4+ —)L K D8R

BLL]

EIGRP L—7 1 >/ TR AD AL AT LERTT,

ZOHT L. BEESNTERANR—L OB THSLENT-ET Y Ty
varDlEFERLUET, EEIX. 00DIhE S L-& 5 THRES
hiﬁ—o

EIGRP A /X—DIP 7 KL A,

Ja4—ILF
process

H

Address

A H—=T AR

ASA N R A N—=0 5 hello N7y NEZETHA X —T A A,

. show d ~ show e




I show d ~ show e

show eigrp neighbors .

J4—ILF R BA

{5 B IR R ASARF T L ESENDE TITHRA RN—=00 DIE ZFik+ 2 IR

(Holdtime) DEX (BHAD) ., ZOR—/ K XA L0E, hello /37y b THRA /N—
MNHZIEL, BlID hello N7 v b &R A N—BZET D FE THA LIk
OHET,

FAN=RNT T ANV EDHR—V K XA LEFHLTWLEAIE, 20
FEIX1IS KRBT, T NT 74 S DE—NV R XA LEFREL
TWABESIT., T4V FUSNDF—IL R Z A DRFRENET,
ZOEMOIZET D E, ASAE, RAN—ZBERREL R LET,

Uptime ASA R ZDRA N= 0 DIEE Z AN G LTS ok (K
5D .

SRTT AL—RXZ o RMY B, ZhuE, EIGRP X7 v &2 Z DX A
N—IZHEFE L. ASABEDRT » NOFERBISE #ZET 51O E
eI VT,

RTO Retransmission Timeout (FFEEDZ A L7 7 K) (S UF) . Zhix
ASA NHEEF 22— XA N—{27 v N EFHEET D £ TIORHE
ERAY: G

Q Count ASADEELFFE L TWAEIGRP X v s (T 7FF—h, 7l —,
A D,

Seq Num FAN=NEZELEEROT v 7T —h, 72—, LR
ry DY —lr v A,

Version BESNIEETRETHOY 7 b =T N—T g,

Retrans Ny bR LB,

Retries Ry N OFEEEZFIT LR,

Restart time

FRE SN A N—DFHEE) LT b Offmsi (R4 8)

avU kR

Bl

clear eigrp neighbors

EIGRP %A N— T —T1N% 7 U T LET,

debug eigrp EIGRP XA N—F N 7 A b —V% KR LET,
neighbors
debugip eigrp EIGRP X7 hF Ry 7 Ay —V% KR LET,

show d ~ show e .



. show eigrp topology

show d ~ show e |

show eigrp topology

EIGRP FARm U7 —7 V& F£RT 5I121F. Kt EXEC *£— R T show eigrp topology =2~ > I
EHEALET,

show eigrp [ as-number ] topology [ ip-addr [ mask ] | active|all-links| pending | summary |
Zer 0-SUCCessor' s ]

BXDEREA

AR TFIAILE

ATV R E—F

active ({EE) EIGRP bR Y T—TNANDOT 7T 47 = ) DOBERLET,

all-links ({E&) EIGRP hARB Y T—TANOTXTO/L—k (74 VTN ¥ 78

ThRWGED) 2FRLET,

as-number ({EE) EIGRP 7t ADHMEV AT AR SEE L ET, ASA B HR— b
T5HEIGRP L —F 4 /7t A3 1 OETTHHH, HEEY AT L%
ERRET HLEIIHY XA,

ip-addr (AFvar) ERTLHIRY T—=TANLDIPT FLAZERLET,
VA L —HICHRE LIZSGA,. = Y OFEMAB BN S E T,

mask (A7 av) ipaddr SIEICEAT S %Y hU—27 ~ A7 2EHFRLET,

pending (EE) RANR=DEOEHFHEZFEL TVDED, A N—~DJSE i L T
W5, EIGRP bR Y F—7LHNOTRTHOT M) ZFRLET,

summary ({£E) EIGRP bR uy F—7NVDE KRR LET,

zero-successors  ({f:&) EIGRP hARv ¥ 7 —7 VNOM A e/ — h 2 FRLET,

T4 TN YT THLHL—FDOARFRREINET, dllinksF¥—U— &M+ &,
T4 =TI T BT TRVEDOLEDETXTONL— MRFERENET,

WDFEIZ, a~vr REANTEDLE—RERLET,

ARV KEE— |T7A4T7 04— ILE—F EELYFLALVFER R
k
W—Ty R | FIUART |[VUTL < ILF
L> bk
AVFER b | VAT L
FiHE EXEC o S — . R s —

2v L FRE

N)— ZEERE
z

802) zZoa~wr RRpNBEIMENELE,

. show d ~ show e



I show d ~ show e

show eigrp topology .

Jy— EEAE

A

9.0(1) =i FarFFzxhE— ROYR— NN BENESNE LT,

FEREDHA K542

3l

avy FERE

clear eigrptopology =~ > REHEH LT, ¥4 FIv 7= M & MR T —7 0 bHlER

TEET.

Iz, show eigrp topology =t~ > RO Ol &R~ L £,

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.1.1)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - Reply status
P 10.2.1.0 255.255.255.0, 2 successors, FD is 0
via 10.16.80.28 (46251776/46226176), EthernetO
via 10.16.81.28 (46251776/46226176), Ethernetl
P 10.2.1.0 255.255.255.0, 1 successors, FD is 307200
via Connected, Ethernetl
via 10.16.81.28 (307200/281600), Ethernetl
via 10.16.80.28 (307200/281600), EthernetO

#6-6 T, ZOHNIIERESNDIEERY 4=V FE@iHLET,

3R 6: show eigrp topology D 7 « —)L F1&EER

J4—J)LK |EiBA

Codes IO RREY FT—7)L = U OWREE, Passive 3 LN Active [, = DFE
\ZB99" % EIGRP JRHEA 7~ L, Update, Query, ¥ J U Reply I, EFH DX
Ty hOHA T ERLET,

P - Passive Jb— NIRRT L3RS, T DO5EEICHOWVWTO EIGRP BHEIZFEITESNES
/Vo

A - Active ZDFEIEIZOWNT D EIGRP SHENFEITENE T,

U - Update ZOSRICEH Ny R REESNRTEZEERLET,

Q - Query ORI T ) — Ry BB EEINTZEERLET,

R - Reply ZDORRIIEE Ny "N REENTZ EERLET,

r-Replystatus | V7 vy =7 0N 7 ) —Z2 X G L, IWEEZHEL CVWD L EICRESND T
77,

addressmask |35 IP T KL A&~ R,

successors Yo, ZOEEIX. IPLY—T 4T T—TNLHNDXT ARNKy T D

Bkt UE9,  Tsuccessors] DN RLFTRRINDIGE, — FEEX
7 A bRy FITEBIREE T,

show d ~ show e .



show d ~ show e |
. show eigrp topology

TJ4—JLF |EiBEA

FD TUYPTNTARR A, TATTIVT 4 AR AL, SEEICEET A0
DRI A N v I, V=BT 7T 4 TR0l & RSN’
ARV w7 TT, ZOMEEF74 VT &M TF oy 7 IEREINET, U
R—RNESNTFN—ZDT 4 ARX LA (RATG T aDEDA RN v 7)) BT 4
VIV T A AL ALDINS WS, T VYT FERRE ST, %
DINANEIT ATV Y7 BHICRDET, YT M2 TIZEoTRART ¢
TN YL AN . ORI =) —ERETHLELL
DFEHEA,

via DRI OWNWTY 7 b2 TIZBMLIEETOIPT FLA, ZhbDx
U ORPIOnE (nixH 7 eHo%k) X, BEOY 78T, UANAND
Booxz o NIIZT7 4TV H 7S TT,

(cost /adv_cost | ] DEAEIT5E e ~D 2 A F & FT EIGRP A ~ U v 27 T, 2 FDDOEAMEIE
) ZOETNT KXF A XLIZEIGRP A~V v 27 TY,

interface TERMOFEEHTOA A —T A A,

avy FERE Wiz, IPT KL AL & (I L7- showeigrptopology D H iz~ L £4, HIIENEL—
MZOWTOHEDTT,

ciscoasa# show eigrp topology 10.2.1.0 255.255.255.0
EIGRP-IPv4 (AS 100): Topology Default-IP-Routing-Table (0) entry for entry for 10.2.1.0
255.255.255.0
State is Passive, Query origin flag is 1, 1 Successor(s), FD is 281600
Routing Descriptor Blocks:
0.0.0.0 (Ethernet0/0), from Connected, Send flag is 0x0
Composite metric is (281600/0), Route is Internal
Vector metric:
Minimum bandwidth is 10000 Kbit
Total delay is 1000 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500
Hop count is O

Wiz, IPT7 KL AL & 62 L7- showeigrptopology D H i 2R~ L £4, HIEsM gL —
MZoWTHHLDTY,

ciscoasa# show eigrp topology 10.4.80.0 255.255.255.0
EIGRP-IPv4 (AS 100): Topology Default-IP-Routing-Table (0) entry for entry for 10.4.80.0
255.255.255.0
State 1is Passive, Query origin flag is 1, 1 Successor(s), FD is 409600
Routing Descriptor Blocks:
10.2.1.1 (Ethernet0/0), from 10.2.1.1, Send flag is 0x0
Composite metric is (409600/128256), Route is External
Vector metric:
Minimum bandwidth is 10000 Kbit
Total delay is 6000 microseconds
Reliability is 255/255
Load is 1/255
Minimum MTU is 1500

. show d ~ show e



I show d ~ show e
show eigrp topology .

Hop count is 1
External data:

Originating router is 10.89.245.1

AS number of route is 0

External protocol is Connected, external metric is 0
Administrator tag is 0 (0x00000000)

BEavT UK av Uk HL:l
clear eigrp A F v 7ICmfEniZ= N ZEIGRP AR Y T—7An5n 7Y
topology 7 LT,

show d ~ show e .



. show eigrp traffic

show eigrp traffic

show d ~ show e |

A5 X 72 EIGRP N7 v N O & Ford 5121, FiHE EXEC “E— R C show eigrp traffic =

< REFEHALET,

show eigrp [ as-number ] traffic

BXDEREA asnurber

(FEE) AVl E2FHRLTWSEIGRP 7ut 20 B AT LB B LIEE

LET, ASARYR— M DHEIGRPV—T 4 77 at A1 DT THLHID,
HEEV AT AR S Z2EET 2H6ETH Y EEA,

aAavY R TFI4ILk

AR E—F

T 7 4V F OEHEREIZH Y FH AL

ROFIZ, a2~ FEANTEHE—FarRLET,

ARV EKE— |T7A4T7 24— ILE—F XAV T4aAVTHFRE
~
W=Tyk | FSVRART [PV TL < ILF
LYk
AVTFRE |VRTLA
¥rHE EXEC o KHie — o KPS o %I —
avy FERE J)— ZEERE
3
802) oawr RABMESHELE,

9.0(1)

<IN FaLTHRANE— ROV R— "B EMENE LT,

FEREDAA RS>

clear eigrp traffic 2~ > K&fEH3 25 &, EIGRP b7 7 ¢ v 7 OfiHEHRE 7 V7 T&E 7,

Bl wIZ, show eigrp traffic =~ > RO B 2R LET,

ciscoasa# show eigrp traffic

EIGRP-IPv4 Traffic Statistics for AS 100

Hellos sent/received:
Updates sent/received:
Queries sent/received: 2/0
Replies sent/received: 0/2
Acks sent/received: 21/14

Input queue high water mark O,
0/0
0/0
1719439416

SIA-Queries sent/received:
SIA-Replies sent/received:
Hello Process ID:
PDM Process ID: 1719439824

218/205
7/23

0 drops

F6-4 T, TOHNNIFERINIEER 74—V e LET,

. show d ~ show e



I show d ~ show e

% 7:show eigrp traffic 7 « —)L K DEHA

show eigrp traffic .

TJ4—ILF

BLL

process

EIGRP V—F 4 7 Futv 20 AL AT L& BT,

Hellos sent/received

EZAE S4L7Z hello /X7 > kDK

Updates sent/received

EZEENET v T — Xy FO#K

Queries sent/received

EREIN7 Y — Ty PO

Replies sent/received

{g é nf:m//rg/\oﬁ‘ N4 }‘ @%&

Acks sent/received

B SNTHERRIGE (ACK) 7w ¥k

Input queue high water mark/drops

BRAE LEVEICESE LTV AR/ v MK L O
AL

SIA-Queries sent/received

5218 7= Stuck-in-active 7 = U —,

SIA-Replies sent/received

PEZ(E S 77 Stuck-in-active R,

EEa<v> R

avU R SRER

debug eigrp packets| %57 {2 X 7= EIGRP /7 v hDF o S aF i LET,
debug eigrp EESNTEIGRP 2 v E—YDOF Ny ZIEREF R LET,
transmit

show d ~ show e .



. show environment

show d ~ show e |

show environment

VAT LA UK=Y SOV AT LEEEERAZRRT HITIE, Kb EXEC E— R C show
environment =~ R&fEH L £,
show environment [ alarm-contact | driver | fans| power-consumption | power-supply | temperature

1 [ chassis| cpu | voltage ]

B DEREA

(A7 ay) ISA3000 T /XA A LEDANT F—h a X7 FOFHEA
TR AEFRLET,

(R REERREZ Ty —UIZRELET,

alar m-contact

chassis
cpu (E=E) REFRE 7oy HIZBELET,
driver (AFvay) BEE=2Y>27 (IPMI) RIANRNZAT—E 252 FRLE
T RTA N AT —H A IRONTIMNTR Y £,
« RUNNING : K7 A 2 Z@EhifEF T,
« STOPPED : =5 —NFKET KT A _"0M&E1E L TWET,
fans LB BHEI7 7 v OBERTF —# A% F R LET, AT —Z A TRDOU

Thmicen 9,
¢« OK : 7 7 VIFIEWIZEMED T,
e Failed : 7 7 U NE L CTWA - OV EE T,

(7> ay) POEA L H—T A ADEIHBEEEZFRLET,

power-consumption

E=E) BIROMEAT —Z 22T R LET, FBRES 2—LDAT—
B ZZIRDONT AT 72 D £,

« OK : FEIFITEH (CEETR T,

« Failed : EIENHIE L TV D 72O HNLE T,

power-supply

RE SNICBRPRE SN TV EE A,

* Not Present :
BIREY 2 —VOILEMAT - AbFRRINET, ILEMEAT—F XX

WOWT NI Y 97,
cOK : = NIV V—ANERNIRE CIEFICEMED T,

TLRMEZ® D EEAD, %LEEBE@)/ A TIEHFIZ

eLost: == KT
ERFEAELEERIE, VAT ATy b

e Ty, Zhil ko
U EnNET,

*N/A : =y MIEROTLEMIZKET 2 LI ICEESNLTWERA,

. show d ~ show e



I show d ~ show e
show environment .

temperature EE) Yakyttvrry—vOEERSBIORAT—422FK R LET, i
FBIIBEKTRENET, AT —HF A ZROWTNNI R £,

« OK : {RE BT OEEHENICH Y £7°,
« Critical : VR 1318 OBERFASN TI,

voltage (£E) CPUEBET v 3V 1 ~24 Dz TR LET, BERT—X AT
PrEET,

SR U R FIANL R FU— FARESATOARVERIE, FI4 AER TR COBEHRRAFRSNET,

avY kK E—FK WDOFRIZ, a2 REANTEAE—FEZRLET,

ARVEE— |T7ATI4—ILE—F EXAYF4AVTFER R

R

=Tk |FSVART | DVT)L TILTF
Lk
AVTFRE |VARTA

¥#HE EXEC o X5t o % « 5HE _ -
av Yy FER Jyy— FTERE

A

8I(1) —oa<vwr FREMEnE LR,

8.4(2)  ASA 5585-XSSP OH AN BEIMENELT-, EHIZ, TaT/LSSPA A F—/LD
PAR— FABEMEnE L=,

8.4.4(1) ASAS5515-X. ASA5525-X. 5545-X., BLXTNASAS555-X THERINDEIFIEEN.
HAOTEREEINE LT,

8.6(1)  ASA 5545-X 3 L TV ASA 5555-X @ CPU % Fv%;v—&mf%m/b@Mﬁ#L
MEnFE Lz, ERADAT—ZZAOHDBMENESNE L, BER—DH
NEMEhE L,

9.7(1)  ISA 3000 fHiZ alarm-contact & — 7V — R2MBMMEHE Lz,

9.13(1)  Firepower 1010 PoE A > % — 7 = A A|Z power-consumption % — U — R2MBH & U
F L7,

FEREDHA KSq4y 7 A0 a o R—3 0 FOBEREGE#E £ R TEET, ZoFRIUT. 77 o BLO
BIROEWEAT —# 2L CPUBLPV Y — T OREB LA T =X AREENET, ISA
3000 T34 RZiE. AT I—0 a7 MIBETAIERSEENTWET,

show d ~ show e .



. show environment

\)

show d ~ show e |

() TaTASSPAUAM—INDOEE BET7 7 U BLOEROHEINL, vy —y v AX—

DY —ICL s TOIRTRENET,

i Iz, show environment =< > RO—x 2 2~ L E1,

ciscoasa# show environment

Cooling Fans:

Left Slot (PS0): 6900 RPM - OK (Power Supply Fan)

Right Slot (PS1): 7000 RPM - OK (Power Supply Fan) Power Supplies:

Power Supply Unit Redundancy: OK

Temperature:

Left Slot (PSO): 26 C - OK (Power Supply Temperature)

Right Slot (PS1): 27 C - OK (Power Supply Temperature)

Cooling Fans:

Left Slot (PS0): 6900 RPM - OK (Power Supply Fan)

Right Slot (PS1): 7000 RPM - OK (Power Supply Fan)
Temperature:

Processor 1: 44.0 C - OK (CPUl Core Temperature)
Processor 2: 45.0 C - OK (CPU2 Core Temperature)
Chassis:

Ambient 1: 28.0 C - OK (Chassis Front Temperature)
Ambient 2: 40.5 C - OK (Chassis Back Temperature)
Ambient 3: 28.0 C - OK (CPUl Front Temperature)
Ambient 4: 36.50 C - OK (CPUl Back Temperature)
Ambient 5: 34.50 C - OK (CPU2 Front Temperature)
Ambient 6: 43.25 C - OK (CPU2 Back Temperature)

Power Supplies:

Left Slot (PSO): 26 C - OK (Power Supply Temperature)
Right Slot (PS1): 27 C - OK (Power Supply Temperature)

Iz, show environment driver =~ > RO 1277 L% 4,

ciscoasa# show environment driver
Cooling Fans:

Cooling Fan 1: 5888 RPM - OK

Cooling Fan 2: 5632 RPM - OK

Cooling Fan 3: 5888 RPM - OK

Power Supplies:

Left Slot (PSO): N/A

Right Slot (PS1): 8448 RPM - OK
Power Supplies:

. show d ~ show e



I show d ~ show e

Left Slot (PS0O): Not Present

Right Slot (PSl): Present

Left Slot (PSO): N/A

Right Slot (PS1): 33 C - OK

Left Slot (PSO): N/A

Right Slot (PS1l): 8448 RPM - OK
Temperature:

Processor 1: 70.0 C - OK

Chassis:

Ambient 1: 36.0 C - OK (Chassis Back Temperature)
Ambient 2: 31.0 C - OK (Chassis Front Temperature)

Ambient 3: 39.0 C - OK (Chassis Back Left Temperature)

Power Supplies:
Left Slot (PSO): N/A
Right Slot (PS1): 33 C - OK

Voltage:
Channel 1 1.168 V - (CPU Core 0.46V-1.4V)
Channel 2: 11.954 Vv - (12V)
Channel 3: 4.998 V - (5V)
Channel 4: 3.296 V - (3.3V)
Channel 5 1.496 V - (DDR3 1.5V)
Channel 6 1.048 Vv - (PCH 1.5V)

show environment .

RIZ, ASA 5555-X OH5E @ show environment 2~ > RO /2R LET,

ciscoasa# show environment
Cooling Fans:

Left Slot (PS0): 9728 RPM - OK
Right Slot (PS1): 0O RPM - OK
Power Supplies:

Left Slot (PSO): Present
Right Slot (PS1): Present

Power Input:
Left Slot (PS0): OK
Right Slot (PS1): Failure Detected
Temperature:
Left Slot (PS0): 29 C - OK
Right Slot (PS1): N/A
Processors:
Processor 1: 81.0 C - OK
Chassis:
Ambient 1: 39.0 C - OK (Chassis Back Temperature)
Ambient 2: 32.0 C - OK (Chassis Front Temperature)

Ambient 3: 47.0 C - OK (Chassis Back Left Temperature)

show d ~ show e .



show d ~ show e |
. show environment

Power Supplies:
Left Slot (PSO): 33 C - OK
Right Slot (PS1): -128 C - OK

WIZ, T 2T IV SSP A > & h—/L D ASA 5585-X v — 3~ XX —DPE D show
environment =< > RO 125~ L £,

ciscoasa(config) # show environment
Cooling Fans:

Left Slot (PSO): 7000 RPM - OK (Fan Module Fan)

Right Slot (PS1): 6900 RPM - OK (Power Supply Fan)
Power Supplies:

Power Supply Unit Redundancy: N/A

Power Supplies:

Left Slot (PSO): 64 C - OK (Fan Module Temperature)

Right Slot (PS1): 64 C - OK (Power Supply Temperature)

Power Supplies:

Left Slot (PSO): 7000 RPM - OK (Fan Module Fan)

Right Slot (PS1): 6900 RPM - OK (Power Supply Fan)
Temperature:

Processor 1: 48.0 C - OK (CPUl Core Temperature)
Processor 2: 47.0 C - OK (CPU2 Core Temperature)
Chassis:

Ambient 1: 25.5 C - OK (Chassis Front Temperature)
Ambient 2: 37.5 C - OK (Chassis Back Temperature)
Ambient 3: 31.50 C - OK (CPUl Back Temperature)
Ambient 4: 27.75 C - OK (CPUl Front Temperature)
Ambient 5: 38.25 C - OK (CPU2 Back Temperature)
Ambient 6: 34.0 C - OK (CPU2 Front Temperature)
Power Supplies:

Left Slot (PSO): 64 C - OK (Fan Module Temperature)
Right Slot (PS1): 64 C - OK (Power Supply Temperature)

Voltage:
Channel 1 3.310 v - (3.3V (U142 VX1))
Channel 2 1.492 vV - (1.5V (Ul42 VX2))
Channel 3 1.053 VvV - (1.05V (U142 VX3))
Channel 4 3.328 vV - (3.3V_STDBY (Ul42 VP1))
Channel 5: 11.675 V - (12V (Ul42 VP2))
Channel 6 4.921 vV - (5.0V (Ul42 VP3))
Channel 7: 6.713 V - (7.0V (Ul42 VP4))
Channel 8: 9.763 V - (IBV (U142 VH))
Channel 9: 1.048 V - (1.05VB (U209 VX2))
Channel 10: 1.209 VvV - (1.2V (U209 VX3))
Channel 11: 1.109 v - (1.1V (U209 VX4))
Channel 12: 0.999 v - (1.0V (U209 VX5))
Channel 13: 3.324 V - (3.3V STDRY (U209 VP1))
Channel 14: 2.504 V - (2.5V (U209 VP2))
Channel 15: 1.799 v - (1.8V (U209 VP3))
Channel 16: 1.899 VvV - (1.9V (U209 VP4))
Channel 17: 9.763 V - (IBV (U209 VH))

. show d ~ show e



I show d ~ show e

Channel
Channel
Channel
Channel
Channel
Channel
Channel

18:
19:
20:
21:
22:
23:
24:

2.048 Vv - (VTT CPUO (U883 VX2))
2.048 Vv - (VTT CPUl (U883 VX3))
2.048 VvV - (VCC CPUO (U883 VX4))
2.048 Vv - (VCC CPUl (U883 VX5))
1.516 Vv - (1.5VA (U83 VP1))
1.515 v - (1.5VB (U883 VP2))
8.937 Vv - (IBV (U83 VH))

show environment .

CPUEMEL Fa L—FiREA RV MIED ASA BV Y v MU ERTHEE, K
DEERX v —VRFEREINET,

WARNING: ASA was previously shut down due to a CPU Voltage Regulator running beyond the

max thermal operating temperature.

for ventilation issues.

FEHEIZ DWW TIE, syslog A v E— A K D syslog A »tE—3 735024 # 2L TL 72

él/\o

RIZ. sshow environment alarm-contact =~ > ROH B2 R L E T,

ciscoasa> show environment alarm-contact

ALARM CONTACT 1

Status:

Description:

Severity:

Trigger:

ALARM CONTACT 2

Status:

Description:

Severity:

Trigger:

not asserted

external alarm contact 1
minor

closed

not asserted

external alarm contact 2
minor

closed

WIZ, FIANT T —HaHEROF 2R L £,

Driver Error Statistics:

I2C I/0 Errors

GPIO Errors

Ioctl Null Ptr Errors

Poll Errors

Invalid Ioctl Errors

PECI Errors

Unknown Errors

O W o O o oo

The chassis and CPU need to be inspected immediately

PECI =7 —|%, CPUIRET — X ODEUSFHIEEN B EL WD a2 RLET, =

F— vy MU, IRET — ¥ OEAFIZRB L 72 [F3 T,

avy R

Bl

clear facility-alarm output

WAV L—ERERZEY . LEDOT I —LREZ 7 U7 LET,

show facility-alarm relay

NI H—ENETFT—LDAT— X A ERERRLET,

show version

N— R 2T BIRY T NI 2T ONRA—Ta v 2R R LET,

show d ~ show e .



. show event manager

show d ~ show e |

show event manager

B DEREA

AR TIAIE

ATV R E—F

BRESNTBZEARV 32— Ty MIBETAEREFRT D21, i EXEC E—

K -C show event manager =~ > RZfH L 9,

show event manager

ZOaTy FIZFSIEERITF—Y—FNIdH v A,
774N FOEERLEIZH Y EE A,

ROFIZ, a~ R ANNTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
R
W=TFTyk | FSVRRT (DU T)L JILF
Lk

AVTHFRAM |[VRATL
Ja—3)L o o Xtha o S o s . . %S
V7 4%
L—ya v

avy FERE

il

Jy— EEAE
7S

9.2(1) Zoavwy RBBNEhE LK,

KIZ. show event manager =~ > FOHAHIZ R L £,

ciscoasa# show event manager

event manager applet 21, hits 1, last 2014/01/19 06:47:46
last file diskO:/eem-21-20140119-064746.1log
event countdown 21 secs, left 0 secs, hits 1, last 2014/01/19 06:47:47
action 1 cli command "sh ver", hits 1, last 2014/01/19 06:47:46

EEav> R

avU R ERBA

—_——

L\ij—o

showrunning-configevent manager | f X k<% —Y ¥ DEFTa L 7 4 X2l — 3 VEFER

. show d ~ show e
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