show cr ~ show cz

« show crashinfo (3 ~X—7")
« show crashinfo console (12 ~3—3°)

« show crashinfo files (14 ~2—<°)

« show crypto accelerator load-balance (16 ~X—1)

» show crypto accelerator statistics (17 ~<—1)
« show crypto ca certificates (27 ~X—737)

s show cryptocacrl (29 X—7)

» show crypto ca server (31 ~X—73)

» show crypto ca server cert-db (33 ~X—3°)

« show crypto ca server certificate (36 ~—3°)
» show crypto ca servercrl (38 ~<—717)

« show crypto ca server user-db (40 ~X—37)

» show crypto ca trustpool (42 ~X—3)

+ show crypto ca trustpool policy (44 ~X—73)

» show crypto debug-condition (46 ~X—3")

« show crypto ikevl sa (48 ~—3°)

» show crypto ikev2 sa (50 ~—73°)

» show crypto ikev2 stats (52 ~X—)

« show crypto ipsec df-bit (54 ~X—37)

« show crypto ipsec fragmentation (56 ~<—73)
« show crypto ipsec policy (58 ~—737)

« show crypto ipsec sa (60 ~X—1)

» show crypto ipsec stats (69 ~<—1")

+ show crypto isakmp sa (72 ~X—3)

« show crypto isakmp stats (75 ~X—37)

» show crypto key mypubkey (78 ~—3)

» show crypto protocol statistics (79 ~3—3)
« show crypto sockets (83 ~X—1)

» show csc node-count (85 ~X—73)
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show cr ~ show ¢z |

* show ctigbe (87 ~X—72)

» show ctl-file (89 ~<X—72°)

» show ctl-provider (92 ~—73)

» show cts environment-data (93 ~X—3)

+ show cts environment-data sg-table (95 ~X—1)
s show cts pac (97 ~X—7)

» show cts sgt-map (99 ~<X—73°)

» show cts sxp connections (102 ~<—73”)

» show cts sxp sgt-map (105 ~X—3)

+ show curpriv (108 ~X—13)

. show cr ~ show cz



I show cr ~ show cz
show crashinfo .

show crashinfo

7Ty a AEVICEMNINTWAERIDYZ 7 vy a7 7 A VORNREFR T DI, FF
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show crashinfo [ save ]
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show cr ~ show ¢z |
. show crashinfo

7Ty aT =8N T7 T vy allE ol MRIFESNTWARWEESC, cear crashinfo 2~ R
EANLTY Ty vaF—4%2 07 LTOEEAE, show crashinfo =1~ > K457 5 &
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crashinfo YYYYMMDD HHMMSS 5 UTC DA TR RS NE T,
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ciscoasa# show crashinfo save
crashinfo save enable

WRIZ, 7722 7740 T ANOHNBIZRLET (ZOT A MZL-T, ASA
MEBICI T vadTdHI EEZb0EFA, ZOTAPFMTRIMEINDIDEF, I 21—
rEnrEYH LT T A NTY)

ciscoasa(config) # crashinfo test
ciscoasa(config) # exit
ciscoasa# show crashinfo
: Saved Test Crash
Thread Name: ci/console (0ld pc 0x00la6ff5 ebp 0x00e88920)
Traceback:
0: 00323143
0032321b
0010885c¢c
0010763c
001078db
00103585
00000000
vector 0x000000ff (user defined)
edi 0x004£20c4
esi 0x00000000
ebp 0x00e88c20
esp 0x00e88bd8
ebx 0x00000001
edx 0x00000074
ecx 0x00322£8b
eax 0x00322f8b
error code n/a
eip 0x0010318c
cs 0x00000008
eflags 0x00000000
CR2 0x00000000
F-flags : 0x2
F-flags2 : 0x0
F-flags3 : 0x10000
F-flags4 : 0x0
F-bytes : 0
Stack dump: base:0x00e8511lc size:16384, active:1476
0x00e89118: 0x004flbb4
0x00e89114: 0x001078b4
0x00e89110-0x00e8910c: 0x00000000
0x00e89108-0x00e890ec: 0x12345678
0x00e890e8: 0x004flbb4
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0x00e890e4:
0x00e890e0:

0x00e890dc-

0x00e890c8:

0x00e890c4-

0x00e890b8:
0x00e890b4:
0x00e890b0:

0x00e890ac-

0x00e890a4:
0x00e890a0:

0x00e8909c-

0x00e89060:
0x00e8905c:
0x00e89058:
0x00e89054:
0x00e89050:
0x00e8904c:
0x00e89048:
0x00e89044:
0x00e89040:

0x00e8903c-

0x00e88edc:
0x00e88e48:
0x00e88e44:
0x00e88e40:

0x00e88e3c-

0x00e88e34:

0x00e88e30-

0x00e88df8:
0x00e88df4:
0x00e88df0:

0x00e88dec-

0x00e88dd8:
0x00e88dd4:
0x00e88dd0:
0x00e88dcc:
0x00e88dc8:
0x00e88dc4:
0x00e88dc0:
0x00e88dbc:
0x00e88db8:
0x00e88db4:
0x00e88db0:
0x00e88dac:
0x00e88da8:
0x00e88dad:
0x00e88dal:
0x00e88d9c:
0x00e88d98:
0x00e88d94:
0x00e88d90:
0x00e88d8c:
0x00e88d88:
0x00e88d84:
0x00e88d80:
0x00e88d7c:
0x00e88d78:
0x00e88d74:
0x00e88d70:
0x00e88d6c:
0x00e88d68:
0x00e88d64:
0x00e88d60:

0x00103585
0x00e8910c
0x00e890cc:
0x00000000
0x00e890bc:
0x004f1lbb4
0x001078db
0x00e890e0
0x00e890a8:
0x001179b3
0x00e890b0
0x00e89064:
0x12345600
0x20232970
0x616d2d65
0x74002023
0x29676966
0x6e6£6328
0x31636573
0x7069636f
0x64786970
0x00e88e50:
0x000a7473
0x6574206f
0x666€6968
0x73617263
0x00e88e38:
0x12345600
0x00e88dfc:
0x00316761
0x74706100
0x12345600
0x00e88ddc:
0x00000070
0x616d2d65
0x74756£00
0x00000000
0x00e88e40
0x004£20c4
0x12345600
0x00000000
0x00000035
0x315f656¢
0x62616e65
0x0030£fcf0
0x3011111f
0x004df43c
0x0053fef0
0x004f1lbb4
0x12345600
0x00000000
0x00000035
0x315f656¢
0x62616e65
0x00000000
0x004£20c4
0x00000001
0x01345678
0x00£53854
0x00£7£754
0x00e88db0
0x00e88d7b
0x00£53874
0x00e89040

0x12345678

0x12345678

0x12345678

0x12345678

0x00000000

0x00000000

0x00000000

0x00000000

show crashinfo .
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show cr ~ show ¢z |
. show crashinfo

0x00e88d5c-0x00e88d54: 0x12345678
0x00e88d50-0x00e88d4c: 0x00000000
0x00e88d48: 0x004flbb4
0x00e88d44: 0x00e88d7c
0x00e88d40: 0x00e88e40
0x00e88d3c: 0x00£53874
0x00e88d38: 0x004flbb4
0x00e88d34: 0x0010763c
0x00e88d30: 0x00e890b0
0x00e88d2c: 0x00e88db0
0x00e88d28: 0x00e88d88
0x00e88d24: 0x0010761la
0x00e88d20: 0x00e890b0
0x00e88dlc: 0x00e88e40
0x00e88d18: 0x00£53874
0x00e88d14: 0x00101l66d
0x00e88d10: 0x0000000e
0x00e88d0c: 0x00£53874
0x00e88d08: 0x00£53854
0x00e88d04: 0x0048b301
0x00e88d00: 0x00e88d30
0x00e88cfc: 0x0000000e
0x00e88cf8: 0x00£53854
0x00e88cf4: 0x0048a401
0x00e88cf0: 0x00£53854
0x00e88cec: 0x00£53874
0x00e88ce8: 0x0000000e
0x00e88ced: 0x0048a64b
0x00e88cel: 0x0000000e
0x00e88cdc: 0x00£53874
0x00e88cd8: 0x00f7f96¢
0x00e88cd4: 0x0048b4f8
0x00e88cd0: 0x00e88d00
0x00e88ccc: 0x0000000f
0x00e88cc8: 0x00f7f96¢C
0x00e88cc4-0x00e88cc0O: 0x0000000e
0x00e88cbc: 0x00e89040
0x00e88cb8: 0x00000000
0x00e88cb4: 0x00£5387e
0x00e88cb0: 0x00£53874
0x00e88cac: 0x00000002
0x00e88ca8: 0x00000001
0x00e88cad: 0x00000009
0x00e88cal0-0x00e88c9c: 0x00000001
0x00e88c98: 0x00e88cb0
0x00e88c94: 0x004£f20c4
0x00e88c90: 0x0000003a
0x00e88c8c: 0x00000000
0x00e88c88: 0x0000000a
0x00e88c84: 0x00489f3a
0x00e88c80: 0x00e88d88
0x00e88c7c: 0x00e88e40
0x00e88c78: 0x00e88d7c
0x00e88c74: 0x001087ed
0x00e88c70: 0x00000001
0x00e88c6c: 0x00e88cb0
0x00e88c68: 0x00000002
0x00e88c64: 0x0010885c
0x00e88c60: 0x00e88d30
0x00e88c5c: 0x00727334
0x00e88c58: OxalOffffff
0x00e88c54: 0x00e88cb0
0x00e88c50: 0x00000001
0x00e88c4c: 0x00e88cb0
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I show cr ~ show cz
show crashinfo .

0x00e88c48: 0x00000002
0x00e88c44: 0x0032321b
0x00e88c40: 0x00e88c60
0x00e88c3c: 0x00e88c7f
0x00e88c38: 0x00e88cbc
0x00e88c34: 0x004blad5
0x00e88c30: 0x00e88c60
0x00e88c2c: 0x00e88e40
0x00e88c28: OxalOffffff
0x00e88c24: 0x00323143
0x00e88c20: 0x00e88c40
0x00e88clc: 0x00000000
0x00e88cl8: 0x00000008
0x00e88cl4: 0x0010318c
0x00e88c10-0x00e88c0Oc: 0x00322£f8b
0x00e88c08: 0x00000074
0x00e88c04: 0x00000001
0x00e88c00: 0x00e88bd8
0x00e88bfc: 0x00e88c20
0x00e88bf8: 0x00000000
0x00e88bf4d: 0x004£20c4
0x00e88bf0: 0x000000ff
0x00e88bec: 0x00322£87
0x00e88be8: 0x00£5387e
0x00e88bed: 0x00323021
0x00e88bel: 0x00e88cl0
0x00e88bdc: 0x004£f20c4
0x00e88bd8: 0x00000000 *
0x00e88bd4: 0x004eabb0
0x00e88bd0: 0x00000001
0x00e88bcc: 0x00£5387e
0x00e88bc8-0x00e88bc4: 0x00000000
0x00e88bc0: 0x00000008
0x00e88bbc: 0x0010318c
0x00e88bb8-0x00e88bb4: 0x00322£f8b
0x00e88bb0: 0x00000074
0x00e88bac: 0x00000001
0x00e88ba8: 0x00e88bd8
0x00e88bad: 0x00e88c20
0x00e88bal: 0x00000000
0x00e88b9c: 0x004£f20c4
0x00e88b98: 0x000000ff
0x00e88b94: 0x001031f2
0x00e88b90: 0x00e88c20
0x00e88b8c: Oxffffffff
0x00e88b88: 0x00e88cb0
0x00e88b84: 0x00320032
0x00e88b80: 0x37303133
0x00e88b7c: 0x312f6574
0x00e88b78: 0x6972772f
0x00e88b74: 0x342f7665
0x00e88b70: 0x64736666
0x00e88b6c: 0x00020000
0x00e88b68: 0x00000010
0x00e88b64: 0x00000001
0x00e88b60: 0x123456cd
0x00e88b5c: 0x00000000
0x00e88b58: 0x00000008

Cisco XXX Firewall Version X.X
Cisco XXX Device Manager Version X.X
Compiled on Fri 15-Nov-04 14:35 by root
hostname up 10 days 0O hours
Hardware: XXX-XXX, 64 MB RAM, CPU Pentium 200 MHz
Flash i28F640J5 @ 0x300, 16MB

show cr ~ show cz .



. show crashinfo

BIOS Flash AT29C257 @ 0xfffd8000, 32KB

0: ethernetO: address is 0003.e300.73fd, irg 1
1: ethernetl: address is 0003.e300.73fe, irg 7
2: ethernet2: address is 00d0.b7c8.139%, irg 9
Licensed Features:

Failover: Disabled
VPN-DES: Enabled
VPN-3DES-AES: Disabled

Maximum Interfaces: 3

Cut-through Proxy: Enabled
Guards: Enabled
URL-filtering: Enabled
Inside Hosts: Unlimited
Throughput: Unlimited
IKE peers: Unlimited

This XXX has a Restricted (R) license.
Serial Number: 480430455 (0xlca2c977)

Running Activation Key: 0xc2e94182 0xc21d8206 0x15353200 0x633f6734

0

show cr ~ show ¢z |

Configuration last modified by enable 15 at 13:49:42.148 UTC Wed Nov 20 2004

—————————————————— show clock —-——==--—-———---——-
15:34:28.129 UTC Sun Nov 24 2004
—————————————————— show memory —--—----———---—-—-
Free memory: 50444824 bytes
Used memory: 16664040 bytes

67108864 bytes
—————————————————— show conn count -----------
0 in use, 0 most used
—————————————————— show xlate count ---——------—-
0 in use, 0 most used
—————————————————— show vpn-sessiondb summary
Active Session Summary

Sessions:
Active Cumulative Peak Concurrent
SSL VPN 2
Clientless only 0 0 0
With client 2 2 2
Email Proxy 0 0 0
IPsec LAN-to-LAN 1 1 1
IPsec Remote Access 0 0 0
VPN Load Balancing 0 0 0
Totals 3 3
License Information:
Shared VPN License Information:
SSL VPN H 1500
Allocated to this device : 50
Allocated in network : 50
Device limit : 750
IPsec : 750 Configured : 750 Active : 1
SSL VPN : 52 Configured : 52 Active : 2
Active : Cumulative Peak Concurrent
IPsec 1 1 1
SSL VPN 2 10 2
AnyConnect Mobile 0 0 0
Linksys Phone 0 0 0
Totals 3 11
Tunnels:
Active Cumulative Peak Concurrent
IKE 1 1 1
IPsec 1 1 1
Clientless 2 2 2
SSL-Tunnel 2 2 2
DTLS-Tunnel 2 2 2
Totals 8 8

. show cr ~ show cz
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I show cr ~ show cz

interface ethernet0O "outside" is up,
Hardware is 182559 ethernet,
IP address 172.23.59.232,
MTU 1500 bytes,
6139 packets input,
Received 5990 broadcasts,

0

90 packets output,

0
0
0

input queue
output queue
interface ethernetl "inside" is up,
Hardware is 182559 ethernet,
IP address 10.1.1.1,
MTU 1500 bytes,

0

Received 0 broadcasts,

= o O O

input queue
output queue
interface ethernet2 "intf2" is administratively down,
Hardware is 182559 ethernet,
IP address 127.0.0.1,
MTU 1500 bytes,

0

show crashinfo .

show blocks

MAX Low CNT
1600 1600 1600
400 400 400
500 499 500
1188 795 927

show interface
line protocol is up
address is 0003.e300.73fd
subnet mask 255.255.0.0

BW 10000 Kbit half duplex

830375 bytes, 0 no buffer

0 runts, 0 giants
0 CRC, 0 frame, 0 overrun,

6160 bytes, 0 underruns

13 collisions, 0 interface resets
47 deferred

input errors, 0 ignored, 0 abort
output errors,
babbles, 0 late collisions,
lost carrier, 0 no carrier
(curr/max blocks): hardware (5/128) software
(curr/max blocks): hardware (0/1) software
line protocol is down
address is 0003.e300.73fe

subnet mask 255.255.255.0
BW 10000 Kbit half duplex

0 bytes, 0 no buffer

0 runts, 0 giants

0 CRC, 0 frame, 0 overrun,
packets output, 60 bytes, 0 underruns
output errors, 0 collisions, 0 interface resets
babbles, 0 late collisions, 0 deferred

lost carrier, 0 no carrier
(curr/max blocks) :
(curr/max blocks) :

(0/2)
(0/1)

packets input,

input errors, 0 ignored, 0 abort

(128/128) software (0/0)
(0/1) software (0/1)

line protocol is down
address is 00d0.b7c8.139%e

subnet mask 255.255.255.255

BW 10000 Kbit half duplex

0 bytes, 0 no buffer

hardware
hardware

packets input,

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort

0 packets output, 0 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 babbles, 0 late collisions, 0 deferred

0 lost carrier, 0 no carrier

input queue (curr/max blocks): hardware (128/128) software (0/0)

output queue (curr/max blocks): hardware (0/0) software (0/0)

—————————————————— show cpu usage -—--————————————---—
utilization for 5 seconds = 0%; 1 minute: 0%; 5 minutes: 0%
—————————————————— show process ———-—-—-——————-—-—————-—

SP STATE Runtime SBASE Stack Process TID
001e3329 00763e7c 0053e5c8 0 00762efd4 3784/4096 arp_timer 0x000000000000000a
001e80e9 00807074 0053e5c8 0 008060fc 3792/4096 FragDBGC 0x000000000000006b
00117e3a 009dc2ed4 00541d18 0 009db46c 3704/4096 dbgtrace
003cee95 009ded464 00537718 0 009dc51c 8008/8192 Logger
003d2d18 009el55c 005379c8 0 009df5ed4 8008/8192 tcp_ fast
003d2c91 009e360c 005379c8 0 009el694 8008/8192 tcp_slow
002ec97d 00blad464 0053e5c8 0 00bl94dc 3928/4096 xlate clean
002ec88b 00blb504 0053e5c8 0 00blab8c 3888/4096 uxlate clean
002e3al7 00c8f8d4 0053e600 0 00c8d93c 7908/8192 tcp_intercept times
00423dd5 00d3a22c 0053e5c8 0 00d392a4 3900/4096 route_process
002d59fc 00d3b2bc 0053e5c8 0 00d3a354 3780/4096 PIX Garbage Collecr
0020e301 00d5957c 0053e5c8 0 00d55614 16048/16384 isakmp_ time keepr
002d377c 00d7292c 0053e5c8 0 00d719a4 3928/4096 perfmon
0020bd07 00d9cl2c 0050bb90 0 00d9blc4 3944/4096 IPsec
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. show crashinfo

Mwe 00205e25 00d9%elec 0053e5c8 0 00d9c274
Hwe 003864e3 00db26bc 00557920 0 00db0764
Mwe 00255a65 00dc9244 0053e5c8 0 00dc8adc
Lwe 002e450e 00e7bb94 00552c30 0 00e7adlc
Lwe 002e47le 00e7cc44 00553368 0 00e7bdcc
Hwe 001e5368 00e7ed44 00730674 0 00e7ce9c
Hwe 001e5368 00e80eld4 007305d4 0 0Oe7efé6c
Hwe 001e5368 00e82eed4 00730534 2470 00e8103c
H* 00la6ff5 0009ff2c 0053e5b0 4820 00e8511c
Csi 002dd8ab 00e8al24 0053e5c8 0 00e891cc
Hwe 002cb4dl 00f2bfbc 0051e360 0 00f2al134
Hwe 003d17d1l 00f2eObc 00828cf0 0 00f2cle4
Hwe 003e71d4 00£2£f20c 00537d20 0 00f2e294
Hsi 001db3ca 00£30fc4 0053e5c8 0 00£3004c
Crd 001db37f 00£32084 0053ea40 508286220 00f310fc
Lsi 001db435 00£33124 0053e5c8 0 00f321lac
Hwe 001e5398 00f441dc 008121e0 0 00£43294
Cwe 00ldcdad 00£4523c 00872b48 120 00£f44344
Hwe 001e5398 00£4633c 008121bc 10 00f£453f4
Hwe 001e5398 00£47404 00812198 0 00f464cc
Hwe 001e5398 00£4849c 00812174 0 00f475a4
Hwe 001e5398 00£495bc 00812150 0 00£48674
Cwe 00ldcdad 00f4a6lc 008ea850 0 00£49724
Hwe 001e5398 00f4b71c 0081212c 0 00f4a7d4
Hwe 001e5398 00f4c7e4 00812108 0 00f4b8ac
Hwe 001e5398 00£f4d87c 008120e4 0 00f4c984
Hwe 001e5398 00£f4e99c 008120c0 0 00f4dab4
Cwe 001eb542d 00f4fa6c 00730534 0 00f4eb04
Hwe 001e5398 00f50afc 0081209c 0 00f4fbb4
Hwe 001e5398 00f51bc4 00812078 0 00£50c8c
Hwe 001e5398 00£f52c5c 00812054 0 00f51d64
Hwe 003dla65 00£78284 008140f£8 0 00£77fdc
Mwe 0035cafa 00f7a63c 0053e5c8 0 00f786c4
—————————————————— show failover —--—--—--—--—--——-
No license for Failover
—————————————————— show traffic --—-—-—-----------—-
outside
received (in 865565.090 secs):
6139 packets 830375 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 865565.090 secs):
90 packets 6160 bytes
0 pkts/sec 0 bytes/sec
inside:
received (in 865565.090 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 865565.090 secs):
1 packets 60 bytes
0 pkts/sec 0 bytes/sec
intf2:
received (in 865565.090 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 865565.090 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
—————————————————— show perfmon —------—-——----————-
PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s

. show cr ~ show cz

show cr ~ show ¢z

7860/8192
6904/8192
1436/2048
3704/4096
3704/4096
7228/8192

IPsec timer handler
gos_metric_daemon
IP Background
pix/trace
pix/tconsole
pix/intf0
7228/8192 pix/intfl
4892/8192 pix/intf2
12860/16384 ci/console
3396/4096 update cpu usage
7692/8192 uauth_in
7896/8192 uauth_thread
3960/4096 udp_timer
3784/4096 557mcfix
3688/4096 557poll
3700/4096 557timer
3912/4096 fover_ ipO
3528/4096 ip/0:0
3532/4096 icmpO
3896/4096 udp_thread/0
3456/4096 tcp_thread/0
3912/4096 fover_ ipl
3832/4096 ip/1:1
3912/4096 icmpl
3896/4096 udp_thread/1
3832/4096 tcp_thread/1l
3912/4096 fover_ ip2
3944/4096 ip/2:2
3912/4096 icmp2
3896/4096 udp_thread/2
3832/4096 tcp_thread/2
300/1024 listen/httpl
7640/8192 Crypto CA



I show cr ~ show cz
show crashinfo .

URL Server Reqg 0/s 0/s
TCP Fixup 0/s 0/s
TCPIntercept 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s

: End Test Crash

BEEav R avw U R Bz
clear crashinfo TRCDI T v valtEf7 AN, 7T7vva 77 A VONKEEHIRL
i—g—o

crashinfo force ASA ZIRHIRNNC T T v v o SHFT,

crashinfo save 77y alfRDOT T v a AR AOEZRALET 4TI LE
disable +
crashinfo test ASATT7 T vva ARVNODZ 7 ANMIT T vy alEREMRIFTED

MEIMETAMLET,

show crashinfofiles | %D 55027 5 v v a7 7 A NV EH AffE ZA LAEZ L FITHESN
TRRLET,

show cr ~ show cz .



. show crashinfo console

show cr ~ show ¢z |

show crashinfo console

B DEREA

AR TIAIE

ATV K E—F

crashinfoconsole =2~ KO a7 4 Fa L—a UREEFRRT HIZIE. show crashinfo console
a<wr REANLET,

show crashinfo console
Zoa=wy RZIIBIEELZITF—U—RIbH D A,
Zoa<wy RE, T7H/NVIERERH D THA,

ROFIZ, a~ R ANNTELE—RERLET,

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
k
W=Tyk | FSVART |V TL < ILF
Lk
AVTXREL | VAT LA
FHE EXEC o Gt o S5 o s _ . R

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

7.04) Zoo<wr RRBMENELE

FIPS 140-2 IZHEPLL TWAH Z LI LY, F—RAT— KRR EDI7 VT o v X2 )T o
NI A—=R%T VT MER (v —) OIMINCEART 5 Z EREIESnTWET, 7H—h
FETF 2 I e =T DT LS TT A AR Ty valicbdx, avyy— x>
SNDAH v 7SO AT Y @RI, ET —2REENTWL 8BV E3, ZoHh
L. FIPS E— R CIIERINBRNE DT HHLERH Y £,

sw8-5520 (config) # show crashinfo console
crashinfo console enable

BEEav >R

avw Uk SR AA

clear configurefips NVRAM I IZRFENTWA Y AT AE X EY 2—/LOFIPS 2> 7 4

Fal—vaffRaes7 VT LET,

crashinfo console TT v allkT DT Ty v aBEERALOGARY, EXIAKR, BX
disable Nar 74Xzl —YarvsFo—7NIcLET,

. show cr ~ show cz



show crashinfo console .

I show cr ~ show cz

avo R Bl
fipsenable AT NETITEY 2 — /LT FIPS LA @k 572 DR Y o —
Fro P EARX—TNELITT 4= NI LET,
ASA CHEITENTWAFIPS 2> 7 4 FXal— a2 FRLET,

show running-config
fips

show cr ~ show cz .



. show crashinfo files

show cr ~ show ¢z |

show crashinfo files

BX DA

AU R TIHIE

ATV R E—F

BHDY AT LERD Y T v a7 7 A V& ASAICFKTRT 51T, FibE EXEC & — KT show
crashinfofiles =~ R&2HEHA L ET, HAOIZIE, 7T vy AR VICEZRAENTZREKS D
DI Tva TyANNBANMEZA DAL TIZESWTERRENET, 7T v o 774
IVINTEWGE, a~y REDICERIIFE RS NERA,

show crashinfo files

Zoa=wy RZIBIEEZITF—U—RiIb A,

T 7 4V h OEHEEIEH D EH AL

ROFIZ, a~ FEANNTELE—RERLET,

ARV RE— |T7AT7 24— ILE—F X2 YF4aVTEREL
K
=Ty K FSVRRT (VU F L TILF
LYk
AVTFERE |[VRTL
FrkE EXEC o Kt . ks . %S _ s

avy FERE

FEREDHA K42

3l

Jy— EEAE
S

9.7(1) ZOawy RPMRBEMENE L,

crashinfotest 2~ > RAZFEHA LR E L TT7 T v v a AR VICEZRAENTZ T v 2 1FR
%, showcrashinfofiles D JICFK R TE EHA, EBEOZ T v o 77 A4 LDIRMR
crashinfo_YYYYMMDD_HHMMSS 5 UTC DX TERENET, VT vy aT —FNnT7 Ty
VallE oL ARMEEN TV ARWESRC, dear crashinfo o~ REAN LTI T vy aF—
a7 VT LTWEEEAIE, showcrashinfofiles i~ REFEITTH LT — A v —I0FK
RENET,

RIZ, FEDI T v v a7 7 A NVEFRT DBl LET,

ciscoasa# show crashinfo files
crashinfo 20160725 012315 UTC
crashinfo 20160725 021353 UTC
crashinfo 20160725 022309 UTC

crashinfo 20160725 024205 UTC

. show cr ~ show cz



I show cr ~ show cz

show crashinfo files .

EEav> R

avy kR

Bl

clear crashinfo

TRTCDITvva 77 A NVONEEZHIRELET,

crashinfo force

ASA ZRHIRNZ 7 T v v a SHET,

crashinfo save
disable

T alERDT T v a AR ~DEZIALET =TI LFE

T

show crashinfo BEHDV T2 T ANVONEEFRRLET,
crashinfo test ASATT7T7vva AEVHNDT 7 ANIYT T vy alFMERFETE D

MEIMET ARLET,

show cr ~ show cz .



show cr ~ show ¢z |

. show crypto accelerator load-balance

show crypto accelerator load-balance

N= RO =TT 727 L —2 MIBOHDT 7T L—XEFGOR— RKNT T
WA FRT DHITIL, show crypto accelerator load-balance =~ > R&fH L £,

show crypto accelerator load-balance [ ipsec|sdl | detail [ipsec|sd ] ]

BX DA daal  ({£&) FEEHRZEZRLET, 2047 a0 D%IC, ipsec £/l ssl F—T— R %
GHHLENTEET,

ipsC (1) KWR{bT7T 725 1L —X IPSec = — RANT UL v VT OEMERTFTLET,

s (FEE) R LT /BT L —H SSLB— RAT UL LS OEMAE RS LET,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH AL

ATV R E—F WROKIZ, A~ FEANTELE— FamLET,

ARVEE— |T7ATI74—ILE—F TF2UT420TFXE

K

W=Tvk | rIVART |SVT)L <ILF
Lo b
AVTHFRAKL | VAT LA

Jna—)L o o I o % o KHiE o it —

V7 4K

L—a v

FHE EXEC . i . b . %P _ .
av Y FRE J— ZEERE

Z

7.0(1) Zoavy RRBMSE L,

BEaI<T Uk av Uk Bl

clear cryptoaccderator statistics | 527 75 L—& MIBIZH A7 0 — LB LIORT 7 &5
L—ZEAOREHEHRE 7 VT LET,

dlear crypto protocol statistics |57 7+ 7 L—4 MIBIZ &5 7 1t b =LA O H %
U7 LET,

show crypto protocol statistics |57 27 &5 L —& MIBH 5 71 k2 )LEA ORGSR L2 &
RLET,

. show cr ~ show cz




I show cr ~ show cz

show crypto accelerator statistics .

show crypto accelerator statistics

BXDEREA

AR FIAILE

ATV R E—F

N=KRT T JUTRNT 7T =4 MIBNOS B — S )LfiHEREIET7T 78T L—4
EA OHFHERE XRT DL, Fe— b ar 7 ¥ alb— g E— NEIIFHEEXEC
“&— K C show crypto accelerator statistics =~ > K& L £,

show crypto accelerator statistics
Zoawy RiZiE, F—U— REKITH Y A,
77 4V P OBEREIZH Y FH A

ROKIZ, a~ P ANNTELE—F2RLET,

ARV RE— | IFALTI+—LE—FK t¥1YFAaAVTFREb
K
=Ty F FSURART (VT <ILF
LYk

AVTHFRAM |[VRATLA
Jua—/)L o o Xt o X5his o %G o S _
V7 4 ¥
L=z
F¢HE EXEC o K o K o K — —

avy FERE

HEREDAA K1Y

Jy— EEAE
A

7.0(1)  Zoawr RPMBMERE LK,

HAFEERIZ, ROXOICERSNET,
Accelerator 0 /Y 7 b =7 RX—ADK 5= UV OFRHEREZ R L E T,
Accelerator 1 |INN— R =7 R—Z2ADST VO ERE R LET,

RSA MEFHIERICIZ, T 74/ B TY 7 b7 =27 TEITESND, 2048 £ v b F—D RSA LR
FoREINET, DFEV, 2048 B b F—0H DA IKE/SSL VPN /L, IPsec/SSL = x=—
vary 7x—APZY 7 hy =7 TRSAEEAZFEIT L 9, FHEEED IPsec/SSL b7 7 1 v 7
iZ, BlEHEN— R =72 LB INET, kD, FRHIBE SN ZFREE >
YarhgEL HHA. CPUDEMRHEZRY £9, 20728, RSAF—LENEERAEL,
CPU DEME AL 2B aREMENH Y £9°, 2D X HIC LT CPU DEMAIRIEL 22> 125/
1024 €y F F—%fHL T, /»— KU =7 TRSAF— ﬂ@%%ﬁﬁéb%#%@iﬁozm
DX, TAT T 47T 4 EEZFERST OILERHY 9, U U —X83Q) LIET
1L, 5510 2°5 5550 D7 b 7 4 — AT crypto engine large-mod-accel =~ > FZ&fFEH L T,
N= R 2T TCINOLDOMNBEEITTHIEHTEET,

show cr ~ show cz .



show cr ~ show cz |
. show crypto accelerator statistics

2048ty FORSAF—ZHLTEY, Y7 b7 =7 TRSAUHENIITEN TV HHEAIL
CPU B 77 A4 7 %MHLT, CPUDEMEAIRRDIRK & 72> T DA RFETE £
7, . bn_* BA%L & BN * BE%UE RSA 1T S d KB /27— % &~ b TOEFALE
THY, V7 b7 =7 TORSA LS CPU O LRI A TR T 2R BRI DL ET,

KiHlz R LET,
CRRRRRRRRRRRERRRRRR. v ittt i i e e e e e e e e e eeeaans 36.50% : _bn mul_add words
LG GG 19.75% : bn sqr comba8

Diffie-Hellman $t5HE I 1L, Y7 b7 =27 T1024 LD KEWE Y 2 T A Y of OB S ALEE)
FITE&NZ EnFRENET (DHS (Diffie-Hellman 7V —7" 5 28 1536 2 L T\ £ 9)
RE) . ZOEA, 2048 By b F—FEHEITY 7 U =T TREESNET, 0D, BE
KDy aryRNFEITEND L X CPUDEMEARME 2D 3,

N

(GE)  ASA 5505 (Cavium CN505 7'ut v H##L) OHLB, ~N— Ry =72 L0 @mEflb &b 768
Ey B LION1024 €y kDO F—AFE O Diffie-Hellman 7 /L— 7 1 B X2 2V KR — KL TWFE
4, Diffie-Hellman 7 /v —7' 5 (1536 E > hDOF—/E5%) X, Y7 b =T CETENET,

WIS 2 VF 4 TTI5A T LU ATIE I OOREET T2 IPsec JLERFS L TV SSL AWLER %5
ITLET, EFFICN—FY =T 7T 78T —%iZu—RKEn7/=7 V7~ (Cavium)
~ A7 a—RONN—T a3 U EFERT DHIZIE, showverson =<2 FEAHLET, RICHI %
RLET,

ciscoasa(config) show version

Cisco Adaptive Security Appliance Software Version 8.0(4)8
Device Manager Version 6.1(5)

Compiled on Wed 15-Oct-09 17:27 by builders

System image file is “diskO:/interim/asa804-8-k8.bin”
Config file at boot was "startup-config"

asa up 5 days 17 hours

Hardware: ASA5505, 512 MB RAM, CPU Geode 500 MHz
Internal ATA Compact Flash, 512MB

BIOS Flash M50FW080 @ 0xffe00000, 1024KB

Encryption hardware device : Cisco ASA-5505 on-board accelerator (revision 0x0)

Boot microcode : CN1000-MC-BOOT-2.00
SSL/IKE microcode: CNLite-MC-SSLm-PLUS-2.03
IPsec microcode : CNlite-MC-IPSECm-MAIN-2.05

DSAMEHEMIZIX, 220D 7 = — A TOF =N ERENT T, YD T =—Xx, T3
URXLNRGA—=ADBEIRTT, ZONRTRA—=HFL, VAT L2DOMO2—YP—LIFIT L2 &N
HVFET, 2FBDHDOT =2—RT, 1| A\O2—HF—HOFEF— L AHF—DEHTT,

SSL #EHE®mICIX, "— R =T U TN T8I L —F~DSSL T Y7 g T
b, TatyHEKNNRABES—ORF ST LT ANZET AL a— FRERINE
7,

RNG EHE#RICIE, F—¢ LTHEAT 2R CELEDOE v b2 HEIICAERTE X ETE L
NIt AL a— RRFERENET,

. show cr ~ show cz



I show cr ~ show cz

1

show crypto accelerator statistics .

Wi, Za—o\)bary 74 FXFal—ary E—RTl/a—AR )T o8

L—ZiEHE e £ ol 2R LET,

ciscoasa # show crypto accelerator statistics
Crypto Accelerator Status
[Capacity]
Supports hardware crypto: True
Supports modular hardware crypto: False
Max accelerators: 1
Max crypto throughput: 100 Mbps
Max crypto connections: 750
[Global Statistics]
Number of active accelerators: 1
Number of non-operational accelerators: 0
Input packets: 700
Input bytes: 753488
Output packets: 700
Output error packets: O
Output bytes: 767496
[Accelerator 0]
Status: Active
Software crypto engine
Slot: O
Active time: 167 seconds
Total crypto transforms: 7
Total dropped packets: 0
[Input statistics]
Input packets: 0
Input bytes: 0
Input hashed packets: 0
Input hashed bytes: 0
Decrypted packets: 0
Decrypted bytes: 0
[Output statistics]
Output packets: 0
Output bad packets: 0
Output bytes: 0
Output hashed packets: 0
Output hashed bytes: 0
Encrypted packets: 0
Encrypted bytes: 0
[Diffie-Hellman statistics]
Keys generated: 0
Secret keys derived: 0
[RSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0O
Encrypted packets: 0
Encrypted bytes: 0
Decrypted packets: 0
Decrypted bytes: 0
[DSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0O
[SSL statistics]
Outbound records: 0
Inbound records: O
[RNG statistics]
Random number requests: 98

show cr ~ show cz .



show cr ~ show cz |
. show crypto accelerator statistics

Random number request failures: 0
[Accelerator 1]
Status: Active
Encryption hardware device : Cisco ASA-55x0 on-board accelerator
(revision 0x0)

Boot microcode : CNlite-MC-Boot-Cisco-1.2
SSL/IKE microcode: CNlite-MC-IPSEC-Admin-3.03
IPsec microcode : CNlite-MC-IPSECm-MAIN-2.03

Slot: 1
Active time: 170 seconds
Total crypto transforms: 1534
Total dropped packets: 0
[Input statistics]
Input packets: 700
Input bytes: 753544
Input hashed packets: 700
Input hashed bytes: 736400
Decrypted packets: 700
Decrypted bytes: 719944
[Output statistics]
Output packets: 700
Output bad packets: 0
Output bytes: 767552
Output hashed packets: 700
Output hashed bytes: 744800
Encrypted packets: 700
Encrypted bytes: 728352
[Diffie-Hellman statistics]
Keys generated: 97
Secret keys derived: 1
[RSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0O
Encrypted packets: 0
Encrypted bytes: 0
Decrypted packets: 0
Decrypted bytes: 0
[DSA statistics]
Keys generated: 0
Signatures: 0O
Verifications: 0O
[SSL statistics]
Outbound records: 0
Inbound records: O
[RNG statistics]
Random number requests: 1
Random number request failures: 0

ROFKIZ, KM= M) OFHERLET,
Hh B

Capacity o7 varid, ASARYR—KFNTELI7 VTS RNT BT
L= VCBEHE L TWET,

Supports hardware crypto (True/False) ASAIZIN—R7 =7 7 UK 77851 —3 3
VEYAR—FTEET,

. show cr ~ show cz



I show cr ~ show cz

show crypto accelerator statistics .

HAh

Bl

Supports modular hardware
crypto

(True/False) AR— K ENTWAREEDONN—KRKy =27 7 U7k
TIRIT L= EWENOTTTA L = REFRITEY 2—L L
LCHATEET,

Max accelerators

ASA THR—=FENON—F U7 7 VTN T 78T L—X
DIREK

Mac crypto throughput

ASA DI RKEM VPN Z/L—TF v

Max crypto connections

ASA OHR— b5t VPN b v RV D K3,

7 a—LikE (Global
Statistics)

DB vavii, ASADEEN—FRU =T JUTNT Ik
FL—XIZEEE L TWET,

Number of active accelerators

T IOTFA4TRN—R I 2T T 85L—2DK, 777477
N=RU T 77T L—2PPIHES I TEY | crypto 2+
v RO AEH PTRE T,

Number of non-operational
accelerators

T I T4 TINN— RO 2T T I ITL—2D, IET 7T+«
TN—R =T 7787 L —2nBHENE Lz, F1EER
SET LTV, EENRRAE L TR R>TWVET,

Input packets TRTCON—R =T 7V NT 72T —XTUBEINDE
E7ry O,

Input bytes MBI NDHEGE Ny NNOT—X DA MR,

Output packets TRXTCON—RT =T 7 VT NT 787 L —X TUHEIN L5

ICEAVASNGE - &

Output error packets

TSN EN, TRTON— R =TS T 785 L —
T IND RGN FO,

Output bytes

MBS N DFIG Ty FNOT —Z DA M,

Accelerator 0

K7 vasdt, VTN T8I L—FIZEHELTWET,
BRIOE® 7 3 (Accelerator 0) 1%, #iZ, Y7 hy=7 7
YV P T, "—RU=T7 7785 L —FTiEbv F
HAN, ASAIZZOY 7 b7 7T s =P a2 AL
THEDZ VT ME A7 BETLET, ZZiCiE, ZokE
THMBFRINE T, Accelerators 1 L EiT, #iZ, "—Fo=x
TIUVTNTIETL—FTT,

Status (AT —H R)

TIRBTV—FDAT—H A, TI7v7L—23#8ksn<T
WA, TIT 470, HOWNIERMLE»EZ TS LET,

show cr ~ show cz .



. show crypto accelerator statistics

show cr ~ show ¢z |

HAh

A

Software crypto engine

TIRITVL—EDEA T Ty =TT N—=Tar (4T
H%E) .

ARy b

TIRITL—=FDATy MEE GEUTIER)

Active time

TIRIV—=ENT 7T 4 TIRETH TR ORK X,

Total crypto transforms

TIETL—HIZL o THEITINT crypto 2~ 2 ROEFHEL

Total dropped packets

TT—DEOT 7T L—HIZLoT Ry ENn="ry b
DEFHL

Input statistics

ORI vaEk, TR T L= TUEINEZAN N T T 4
JICEELTCWET, AN MT 70 v 7%, EENEGEE. £7-
WIZFOmGEITIVERND ARG EXE RSN E T,

Input packets TIETL—ZIZEo THHBL NI ATINT > DI,
Input bytes TIETL—F ko T SN AJINA Mk,
Input hashed packets TR TU—E RNy 2k I AT LTy DK,
Input hashed bytes TIETL—EZRNy T a BT T LA ML
Decrypted packets TR T LS E S AR ET LN v R OHL
Decrypted bytes TR T L= PRME AL IHT LTS MG

Output statistics

ZovIVat, TI/EITL—ETHEEINTHO N T T 40y
JICEELTCWET, AN MT 74 w713, BNy =,
FRIXFOWM G EFETTEINENDL 7V T THFAMERRX
nET,

Output packets TIETL—FIZXo THEL I N1 > DS,

Output bad packets TIT—RRBHENT, T8I L —F2 TUBEIN-H 1y
QL&

Output bytes TIET U= Lo TR I N 13 A MR,

Output hashed packets T BT L—ENH AN 2 FET LNy o,

Output hashed bytes TIRT V=R H Ny 2 B FAT LI MG

Encyrpted packets TR T L= PR A b2 AT LTy B O

Encyrpted bytes T 7T b— S FRE Al AT LTS ML

. show cr ~ show cz



| show cr ~ show cz

show crypto accelerator statistics .

HAh

Bl

Diffie-Hellman statistics

Z Dt 7 >3 id. Diffie-Hellman 0 - —AZHa LR |2 BE3E L T U
iﬁ—o

Keys generated

7T U T L—2IZ Lo THER Z 7= Diffie-Hellman ¥— & » b
DL,

Secret keys derived

77T L—ZIZ Lo THERK Z 7= Diffie-Hellman 55 4% @
i&o

RSA statistics

ZDOEB 7T g T, RSA BESALBRICEIE L CUVVET,

Keys generated

TR ITL—HIZL o TAMIINI RSA F— & v FD#K,

Signatures TIETL—ZICH o TEITEINTZRSA T 7 =F v LB O LKL,
Verifications T T L—=HICK o TEITSNIZRSA L T =F ¥ RO,
Encrypted packets T U7 L—2 N RSA KL EFAT LI N RO,
Decrypted packets TIvTL—Z R RSAEFIEET LI AT v PO
Decrypted bytes TIETL—ZNRSAESALEFEIT LI T —F DA MK

DSA statistics

ok a it DSALEZEIE L CWET, DSA 18—
Va2l ETEHYR—FENRWED, ZOMEHERITE
RENFEHA,

Keys generated

TR T =X o TARSILIZ DSA ¥— & v FOH,

Signatures TIETL—ZIZL o THEITEINTZDSA V7 =F ¥ LB D45,
Verifications TIET L= o TEITEINTZDSA V7 =F v kiR DK,

SSL statistics

o s g iE, SSL L a— RAFRICRE L TWVWET,

Outbound records

T L—2IZLoTh B {bEN, FRFEESNZSSL L a— R
DI,

Inbound records

TR TL—HIZLoTHEBRILS., BEIESH7ZSSL L a— K
D,

RNG statistics

ORI va ik, ELEAERICERE L TWVWET,

Random number requests

TR T =2 HEEDERDHE,

Random number request
failures

TR T V=TT HEBERD S B, KL IZER DI,

show cr ~ show cz .



show cr ~ show cz |
. show crypto accelerator statistics

IPsec 7 e —F 70— REYR—LT57T7y 7+ —LTiE, HAOKIZA7e—FK>7
O —DMEANFERINETN, Za— L h o2, T4 A LEDOTXTOT
Il =XVt T7a— R —IEFTa— R o —0/EHPFRINET,

ciscoasa# show crypto accelerator statistics

Crypto Accelerator Status

[Capability]
Supports hardware crypto: True
Supported TLS Offload Mode: HARDWARE
Supports modular hardware crypto: False
Max accelerators: 3
Max crypto throughput: 3000 Mbps
Max crypto connections: 3000

[Global Statistics]
Number of active accelerators: 2
Number of non-operational accelerators: 0
Input packets: 108
Input bytes: 138912
Output packets: 118
Output error packets: 0
Output bytes: 142329

[Accelerator 0]

Status: OK
Software crypto engine
Slot: O

Active time: 489 seconds
Total crypto transforms: 2770
Total dropped packets: 0
[Input statistics]
Input packets: 0
Input bytes: 19232
Input hashed packets: 0
Input hashed bytes: 0
Decrypted packets: 0
Decrypted bytes: 19232
[Output statistics]
Output packets: 0
Output bad packets: 0
Output bytes: 18784
Output hashed packets: 0
Output hashed bytes: 0
Encrypted packets: 0
Encrypted bytes: 18784
[Diffie-Hellman statistics]
Keys generated: 0
Secret keys derived: 0
[RSA statistics]
Keys generated: 1
Signatures: 1
Verifications: 1
Encrypted packets: 1
Encrypted bytes: 28
Decrypted packets: 1
Decrypted bytes: 256
[ECDSA statistics]
Keys generated: 13
Signatures: 12
Verifications: 15
[EDDSA statistics]

. show cr ~ show cz
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show crypto accelerator statistics .

Keys generated: 0
Signatures: O
Verifications: 0
[SSL statistics]
Outbound records: 0O
Inbound records: 0
[RNG statistics]
Random number requests: 0
Random number request failures: 0
[HMAC statistics]
HMAC requests: 54

[Accelerator 1]

Status: OK

Encryption hardware device : Cisco ASA Crypto on-board accelerator (revision 0x1)
AE microcode : CNN5x-MC-AE-MAIN-0007
SE SSL microcode : CNN5x-MC-SE-SSL-0018

Slot: 1

Active time: 497 seconds
Total crypto transforms: 2910
Total dropped packets: 0
[Input statistics]
Input packets: 4
Input bytes: 13056
Input hashed packets: 0
Input hashed bytes: 0
Decrypted packets: 4
Decrypted bytes: 6528
[Output statistics]
Output packets: 14
Output bad packets: 0
Output bytes: 20786
Output hashed packets: 0
Output hashed bytes: 0
Encrypted packets: 14
Encrypted bytes: 10393
[Offloaded Input statistics]
Input packets: 106
Input bytes: 115328
Input hashed packets: 0
Input hashed bytes: 0
Decrypted packets: 107
Decrypted bytes: 112992
[Offloaded Output statistics]
Output packets: 107
Output bytes: 116416
Output hashed packets: 0
Output hashed bytes: 0
Encrypted packets: 107
Encrypted bytes: 112992
Total dropped packets: 0
[Diffie-Hellman statistics]
Keys generated: 194
Secret keys derived: 1
[RSA statistics]
Keys generated: 0
Signatures: 2
Verifications: 1
Encrypted packets: 3
Encrypted bytes: 162
Decrypted packets: 2
Decrypted bytes: 512
[ECDSA statistics]
Keys generated: 0

show cr ~ show cz .
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. show crypto accelerator statistics

Signatures: 0
Verifications: 0O
[EDDSA statistics]
Keys generated: 0
Signatures: 0
Verifications: 0
[SSL statistics]
Outbound records: 14
Inbound records: 4
[RNG statistics]
Random number requests: 34
Random number request failures: 0
[HMAC statistics]
HMAC requests: 26

BEEav R avw vk SR BA

clear cryptoaccelerator statistics |5 27 7 &5 L—& MIBIZH B/ a— L BLIORT 7 &5
L— 2B OREHE®RZ 7 VT LET,

clear crypto protocol statistics |27 7+ 5 1L—&Z MIBIZH D 7 1 F 2 /LEAG O ERE
77 LET,

show crypto protocol statistics K557 7+ L—& MIB2>6 71 b 2VEA DR HIGHR A
RLUET,

. show cr ~ show cz
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show crypto ca certificates .

show crypto ca certificates

FEED M7 A MRA > MTBEMT N TV DFEHE, 72XV AT LA VA =S T
WAHTRTCOFHAELZF R THICE., Fe—L a7 X ab—3 gy B— REEIIEE
EXEC “E— KT show crypto ca certificates =~ > R&fEH L £7,

show crypto ca certificates [ trustpointname ]

BX DA

aAavY R TFI4ILk

AR E—F

trudpointname  ({£&) b7 A hARA > bOLHET, ARTZIEE L2RWVEAIE, ASAIZA A
F—= L ENTWBTRTOIFEHERE RINET,

77 4V F OEHEREIZH Y TR AL

ROEIZ, a~ FE2ANTEHE—FarLET,

OY U RE— | T7AT7 94— ILE—F tXxayFoavTEREb
N
L=Ty bk | FSVART |SVTL JILF
LYk
AVTEFRE | VATLA
Ja—3 )L a3 o 3fhis o KHIES o KHIES o KHIES —
V7 4% a
Lr—a v
FHE EXEC o KPS o X o X o X —

avy RERE

3l

Jy— EERR
S

7.0(1) Zoawy RNEINEILE L,

I, show crypto ca certificates =~ > RO B Z R L ET,

ciscoasa(config)# show crypto ca certificates test
Certificate
Subject Name:

commonName = test
unstructuredName = ciscoasa.cisco.com
serialNumber = 9A8N02C5XFU

Status: Pending terminal enrollment
Key Usage: General Purpose
Fingerprint: 7e2bb504 dB8e2c4ca edb5c76af 5309d2e4

Associated Trustpoint: test

show cr ~ show cz .




show cr ~ show ¢z |

. show crypto ca certificates

BEEav R av R EEA

cryptoca FBESNEZRFTARMRA L O CAFEHAEZISG L,
authenticate

cryptocacrirequest | F5E SN F T A RRA L DAy 7 4 Fal— gy NFA—H|Z
HESWT CRL 2k L ¥4,

crypto caenroll CAZMMLT, BTt AL L ET,

crypto caimport fRESNT b T X FRA » MTERFEEZ A v R—FLET,

cryptocatrustpoint | J5E SN2 h I A RKA L R TChIA MRS U Far7 4 Fal—va
v E—RZBRBLET,

. show cr ~ show cz



I show cr ~ show cz
show crypto ca crl .

show crypto ca crl

Fr v a2 ENTWNDHLTRXTOCRL, FRIFHELIERFIA MRS M TH Y v a2 ST
HT_RTOCRLEERT AT, Fu— a7 s Xal—3i gy E— NFEITHEHEEXEC
E£— KT showcryptocacrl =2~> R&H L ET,

show cryptocacrl [ trustpool | trustpoint <trustpointname> ]

BXDEREA trustpoint trustpointname  ({1:3%) A R A v FOLREL ARTEZIEE LRVEAIE, ASA
CF vy v ra2ZNTVDELETRTOCRLABFRINET,

trustpool trustpool D44 Fil,

AT VR FI4NN T AN NOBEERMHEITH Y A,

aAvU R E—F WKOFIZ, av L REANTELE— RERLET,
OAXVFRFE— | T7AT7I24+—ILE—F X2 FoarvTFERER
K
W—TvF FSURART (DU T 0L TILF
LYk
JVFERN [VRFL
Ja—n) a o %G o GG o GFhi o XFhts —
V7 4K
L=
av Yy FER Jyy— FTEHRER
A

70(1) Zoawr R3BEMEShE L,

i &IZ, showcryptocacrl =<2 FOHEIBIEZRLET,

ciscoasa(config) # show crypto ca crl tpl
CRL Issuer Name:
cn=ms-subl-ca-5-2004, ocu=Franklin DevTest,o=Cisco
Systems, 1=Franklin, st=MA, c=US, ea=userf@example.com
LastUpdate: 19:45:53 UTC Dec 24 2004
NextUpdate: 08:05:53 UTC Jan 1 2005
Retrieved from CRL Distribution Point:
http://win2k-ad2.frk-ms-pki.cisco.com/CertEnroll/ms-subl-ca-5-2004.crl
Associated Trustpoints: tpl
ciscoasa (config) #

show cr ~ show cz .



show cr ~ show ¢z |

. show crypto ca crl

BEa<w> R avy kR i BA

crypto caauthenticate |§&& X iz b7 & b A L b CA FEE ARG L £,

cryptocacrirequest |#5E &M R T A REA L hDAL T 4 Fab—T g KT A—H

[ZHESWT CRL # 2R LT,
crypto caenroll CAZMERLT, BT ot A%LMBLET,
crypto caimport FRESNIZ T A FRA» MGERAEZ A AR — M LET,

cryptocatrustpoint [ f5iE S F T A RAEA L R TRIARFEA Lk 307 4 Fa L—
Yoy E— REBBLET,

. show cr ~ show cz



I show cr ~ show cz

show crypto ca server .

show crypto ca server

BXDEREA

AR FIAILE

ATV R E—F

ASATHO—DILCATL T 4 X2l —aDAT—F AEFRTHIIE, CAYy—_—ay
T4 Xal—varyE—R, Fu— L ar 74 Xalb— gy B— N, F7213HH EXEC
£— KT show cryptocaserver 2~ R&afifH L7

show crypto ca server

Zoawy NIBIEELITF—TI— NI A,

T 7 F v h OEMEREILH D EH A,

WDFEIZ, a~vr REANTELE—RERLET,

ARV KRE— | T7AT724—ILE—F XxaYFoarTFERE
K
=Ty k | FSVART |SVTL RILF
Ly bk
AVTHERAR | VRTL
CA ¥ —s3— o K — .« 5 — _
a7 4K
L—ya v
Jua—) a3 o XJts — o 3fht - —
V7 4% a
Lr—ya v
¥¥iE EXEC o« S — . % _ —

avy FERE

3l

Jy— EERR
A

8.0(2) Zoa~ry RENEIE L,

Iz, show cryptocaserver =~ > RO &2~ L ET,

ciscoasa# show crypto ca server
#Certificate Server LOCAL-CA-SERVER:
Status: disabled
State: disabled
Server's configuration is unlocked (enter "no shutdown" to lock it)
Issuer name: CN=asal.cisco.com
CA cert fingerprint: -Not found-
Last certificate issued serial number: 0x0
CA certificate expiration timer: 00:00:00 UTC Jan 1 2009
CRL not present.

show cr ~ show cz .



. show crypto ca server

show cr ~ show ¢z |

Current primary storage dir: nvram:

ciscoasa#
BEEavT R avw vk ERBA
crypto ca server CAYP—NR—ar 74Xzl —varE—RKOCLIa~vr R

Ty FDOT 7 ERERM L, v —B L CA OFE L EBN
TEX5HE5ICLET,

debug crypto ca server

B—=HN CAY—N"—ZRETLHLEI, Ty T Ayt—
TEFIRLET,

show crypto caserver certificate

7 —% L CA DIEFAE A Base-64 TG TF s LE T,

show crypto ca server crl

O—H )V CACRLDT A 7HA 25K RLET,

. show cr ~ show cz



I show cr ~ show cz
show crypto ca server cert-db .

show crypto ca server cert-db

=ML CAY——FEHEORLE IV 7y b BEEOZ—VP—ICRITESNEZLOLE
) #RFTAICE, CAVbh—nR_"R—ar 74 Fal—TaryET—F, Ze—Lar7 1¥a
L—y gy ®— R, F7I13455 EXEC £ — K T show crypto ca server cert-db =~ > R & H
LET,

show crypto caserver cert-db [ usernameusername|allowed | enrolled | expired |on-hold ] [ serial
certificate-serial-number ]

X DEREA allowed HEAED AT — 2 AR . BERE TR SN — Y — % KR T
HEHHEELET,
enrolled B aiE s o —F— 2 RKFTH L ICHEELET,
expired HIREIN O ER R L TV A2 —F—%FrTHLHICHEELE
‘j‘o
on-hold FEREEN TV AN —Y =2 FFTDH LI IHEELET,
serial FRTHHFEDFEAED Y T NAEFEFERRELET, VU T AEFEEIL

certificate-serial-number ¢ WA TH B LB D Y FT,

username username SERREOMAE ZHEE L 9, username 1%, 2 —V —H £ IXEF
A=) T RLATY, BIA—NT FLADHE, = K 2—P—
WCHEREAERY U A LA T — K (OTP) ZEAT D72 &
NBZEFA—NVT RLRAZRVET, = Fa—F—DF A —/ViE
MEAR—TNMITBHIZIE, ETA =N T RLARKLETT,

ATV RFI4NR T I7ANITE, =2 HIAEHEV Y TARG BIEINTWRWGS, BT S iEH
EOT = R—ARRKNFRINET,

avY R E—FK WDOFIZ, A~ REANTELE—FERLET,
ARV KRE— | T7ATI4—ILE—F tFaYT4a30TFRE
&
=Ty K FSURART (VT TILF
Lk
AVTHFRE | VAT LA
CA H—/3— o % — o S5 — —
a7 4K
L—3
Ja—)L a o %t — o S _ _
V74X
L—r3

show cr ~ show cz .



. show crypto ca server cert-db

show cr ~ show ¢z |

ARV KE— | TF7AT7 2+ —ILE—F Xa)T4a0FFR+b
K
=Tk | RIVART DU TNL TILTF
Lo b
AVTHFRL | VRTLA
¥FiE EXEC o St — . %S _ —
avy FERE Jyy— EERE
2

802) Zoa~wrRRRBMENELE,

FEHEEDHA K54 > showcryptocaserver cert-db =~ RiZ, m—/)L CA ¥ —"—{ZLoTRITShca—%—
FEAEDO Y A P aFRLET, 1 DU EOEROREHES 7 F—U— N T, i3
BOFEHE Y TAESEMT T EOZ—F—RERET D LT, AERET —F =2
DY TEy FERRTEET,

X —U—RELFTIVTAEERL TR EZHETIE, TO2—PF—ITH L THIITS
NIFEHER TR CRRENE T, =2—VP =Tk, HAOE, 22— -4, EFA—ALTF
VA, RAAL UL, BERNFF S5 8, :}‘octU:l—ﬁL f‘ﬁ?ﬁﬁﬁ‘i@%ﬂéhtﬁliﬁmﬁé@
RENET,

N
* NOTIFIED 7 ¢ —/V Rix, #HEOV ~A L XY R— T HDICHETT, ThiZk

\}

HAZIFROER b RSN ET,

D, BB XY~ U X i@HMERITT 5720102 ——I2 OTP OEMZ1T 9 LE N H
HAALIUTNBENET, ZOT7 44— FliE, B0 ICHRESNTWET, =—
P AN O~ — 7 B F L. 27 4 —/L RIIWAHSLTHCARY T, 2O
LT, BRAHID OTP @A AR S VE T,

* NOTIFY 7 4 —/V RiZ, V=AU ZREEEIND NS LET, OTP 2SHIBRYIILIZ 72

DETICIODBAPIEE SNET, 2—PF—DBERE T Sz & & A5 O TR
L BXOHEDMIR O 3/4 2808 LR CHANEESNET, 207 4 — L NiE, &
FRE DB LB CORMEA SN ET, ABEHEESHOHRE . BT — 2 R— 2K
D NOTIFY 7 4 —/V RMER S ET,

=)

A DHIIRANZFERA & O B g S 2 — W — \—L%ﬂéﬂf)@éﬁ%ﬁfb’j@—é JiFzoa~vr RoE

AT PER S, GEREOREN L — P —IC %%ﬂéﬂélﬁliﬁ%ﬁﬁfﬂﬁ"éfa/\ I show

cryptocaserveruser db DIEEN A T U HPMER S vET, BEEHI, cert-db TIEBBF =41, user-db
ITEENEEA,

FTNENOFERAEICIE, GEAZEO U 7AER, BITAM EFDYR A, B X UGERAED X
7 —# X (Revoked/Not Revoked) 23F/REIET,

. show cr ~ show cz



I show cr ~ show cz
show crypto ca server cert-db .

i WIZ. CA H—s3—7% ASA 12 % L CRAT LI SE B A R CHRT 5 & 5 FaRkT 2 4
AR LET,

ciscoasa# show crypto ca server cert-db username asa
Username: asa

Renewal allowed until: Not Allowed

Number of times user notified: 0

PKCS12 file stored until: 10:28:05 UTC Wed Sep 25 2013
Certificates Issued:

serial: 0x2

issued: 10:28:04 UTC Tue Sep 24 2013
expired: 10:28:04 UTC Thu Sep 26 2013
status: Not Revoked

WIZ, B—H)V CAY— =L > THITINTZ, VU TAEED 0x2 OFEHEEZT
RCERRTDHEIERTHHERLET,

ciscoasa# show crypto ca server cert-db serial 2

Username:asa

Renewal allowed until: Not Allowed

Number of times user notified: 0

PKCS12 file stored until: 10:28:05 UTC Wed Sep 25 2013
Certificates Issued:

serial: 0x2

issued: 10:28:04 UTC Tue Sep 24 2013

expired: 10:28:04 UTC Thu Sep 26 2013

status: Not Revoked

RIZ, B—HV CA Y — "= Lo THITSINIFEAFEZ TN TERT L L9 2k
LR LUET,

ciscoasa# show crypto ca server cert-db

Username: asa

Renewal allowed until: Not Allowed

Number of times user notified: 0

PKCS12 file stored until: 10:28:05 UTC Wed Sep 25 2013
Certificates Issued:

serial: 0x2

issued: 10:28:04 UTC Tue Sep 24 2013

expired: 10:28:04 UTC Thu Sep 26 2013

status: Not Revoked

BEav R avw vk ZEA

crypto ca server CAYV—nR_R—ary7FXal—raryE—FKOCLIavy Kty b~
DT 7 AL, 0—HIL CADORELEHENTELLIICLE
e

Crypto ca server 17— )V CA Y — =334 T LT-fEAE %, fEAET — & X—A & CRL

revoke DFF TR E LT~—2 LET,

lifetime crl CRLDT A T7HA LEFRELET,

show cr ~ show cz




show cr ~ show cz |
. show crypto ca server certificate

show crypto ca server certificate
7 — W)L CA YV — " —DIEHE % Base-64 E A THRRT DL, CAV—n_"—ar 7 X2 —
varE®E—R, =N ar7 4 Xal—varE— K, F723RHH EXEC £ — KT show
crypto ca server certificate 2~ > RZ i L £,

show crypto ca server certificate

XD A Zoa=wy RIS ELIZIF—TU—FIEH Y T8 A,

ARV EFI4NA L T 74N FOBEREIZH Y A,

aAavy R E—FK WROFIZ, a~v REANTEDLE—FEZRLET,

ARV KEE— |T7A47 04— ILE—F X274 0TFR b

K

IL—TvF FSUART (VT TILF
Lk
AVTEFREM (VAT A

CA ¥ —/3— o Xfis — o %fhis — —

=N e

L—r3

7a—n) a o %G — o S — —

V7 4F =

Lr—3

¥EHE EXEC o S — . — —
avy FERE J)— ZEEARAR

A

8.0(2) Zoawy RBBINEhE L,

FEEEDHA K54 > showcryptocaserver certificate =~ > FIZ KV, m—h/b CA ¥ —/S—DFEH E7)S Base-64
A TERSINET, ZORFEETIE, 2—H/L CAY— =2 (FHT DLERD HMOT N
A ASGERAFEEZ L7 AR — b5 &, TORIEED v b TR S—=RA R TEET,

Bl &IZ, show crypto ca server certificate =~ > KO 1l 2R L F7,

ciscoasa# show crypto ca server certificate

The base64 encoded local CA certificate follows:
MIIX1wIBAzCCF1lEGCSgGSIb3DQEHAaCCFOIEghc+
MIIXOJjCCFzYGCSgGSIb3DQEHBCCFycwghcjAgEAM
IIXHAYJKOZIhvcNAQcBMBsGCigGSIb3DOEMAQMWDQO
Ijph4SxJoyTgCAQGAghbw3v4bFy+GGG2dInB40OLphs

. show cr ~ show cz



I show cr ~ show cz

show crypto ca server certificate .

UM+IG3SDOiDwzGI9nlSvtMieoxd7Hxknxbum06JDruj
WKtHBIgkrm+td34glNE1iGeP2YC94/NQ2z+4kS+uZzw
cRh11KEZTS1E4LO£SaC3uMTxJg2NUHYWmoc8pi4CIlel
J3h7VVMy6qbx2AC8I+g57+QG5vG515Hi 5imwtY faWwP
EdPQxaWZPrzoGlJ8BFgdPaljBGhAzzuSmE1m3j/2dQ3
AtrolG9nIsRHgV39fcBgwz4fEabHG7/Vanb+£3j81d
5nl10iJjDYYbP86tvbZ2yOVZR6aKFVIOb2AfCr6Pbw
fC9U8Z/aF3BCyM2sN2xPJrXva94CaYrqgyotZdAkSYA
SKWScyEcgdgmuBeGDKOncTknfgyOXM+£G5rb3gAXyl
GkjyFI5BmI9Do6RUROOGIDSrQrKeqg/hj. . ..

ciscoasa#
BEEavT R avw vk Bl

crypto ca server CAYV—nR—ar 74 Fa2l—arEF—FKOCLIla~> Kty M
TIRATEDLLOICLET, ThoDavy FeflHT5Z & T,
n—Hh/LCAEZRERBIOEERTEET,

issuer-name PRAERGEHEDOY 7Y 2/ R4 DN ZFRELET,

keysize 2 — P —FERAEBRR CER SN D AMF— LB — DY A XEHEL
F9,

lifetime CAGFAEL BITHADIERED T A 72 A4 LEIRELET,

show crypto ca O—HNLCAaAL T 4 X2l — 3% ASCHTF A MERTHERLE

server Tfo

show cr ~ show cz .



. show crypto ca server crl

show crypto ca server crl

72—V CA DBIED CRL AR - T HI2IE, CAVP—n"—ar74Fal—var E—F,
yua—) a7 4F¥alb— g R, E72135E EXEC £ — KT show crypto ca server

B DEREA

AU R TIHIE

AR E—F

ol a~r P LES,

show crypto ca server crl

ZOavy RIFBIEELITF—T— RiEdb D 8 A,
77 4V OBEREITSH D EE A

WDORIZ, a~ REANTEHE—RFERLET,

show cr ~ show ¢z |

ARV KEE— |T7A47 04— ILE—F X274 0TFR b
K
L—F v K kS ARTF 9)7» T JLF
Lk
AVTHFRRAR | VRTLA
CA P —/3— o i — . % — —
a7 4K
L=z
7a—n )L o o %G — o 3fhis — —
V7 4 ¥
=g
¥EHE EXEC o S — . RS — —

avy FERE

il

J)— EERE
7S

8.0(2) Zoawy RBBINEhE L,

IZ. show cryptocaserver crl =~ > RO AHIZ R L £,

ciscoasa

# show crypto ca server crl

asa5540 (config) # sh cry ca ser crl

Certificate Revocation List:
Issuer: cn=asab540.frga.cisco.com
This Update: 07:32:27 UTC Oct 16 2006
Next Update: 13:32:27 UTC Oct 16 2006
Number of CRL entries: 0
CRL size: 232 bytes

asab5540 (config) #

. show cr ~ show cz




I show cr ~ show cz

ciscoasa

#

show crypto ca server crl .

EEav> R

avy kR ZEA

cdp-url CA NRATT DA EICE D D CRL AR A~ (CDP) ZfEL F
—?—O

crypto ca server CAV—NR—ar 7 4Fal—raryET—FRDOCLIa~v> Kty b~
DT 7 RAERMEL, B— DNV CADHRELEHNTEDLLIITLE
R

crypto ca server 02— 71 )L CA Y — =351 T LT E % GEET — & X—2Z & CRL

revoke TRHHE L Tw—2 LET,

lifetime crl CRL DI A 72 A LEIEELET,

show crypto ca server

CAay 7 4Fal—Ya L DAT—HAERRFTLET,

show cr ~ show cz .



show cr ~ show cz |
. show crypto ca server user-db

show crypto ca server user-db

2= CA P —N"—=Da—P—F = X=2CHEN TV D2V —ZRRTDHITIL. CA
YP—NR—ar 7 4 Fal—vglEF—F Juo—Ulary 74 FX¥z2l—varyE'—K, ¥z
I3H5HE EXEC £ — R C show crypto caserver user-db =~ > K& L %9,

show crypto ca server user-db [ expired | allowed | on-hold | enrolled ]

WX OEHH allowed  (IEfT) AEHED AT — 5 ACBURAR < . BEE T S —F— 2 2oiT 5 &

INTHEELET,

enrolled  ({£E) AOREHELHS 2 —F—2FRTDHLIITHEELET,

expired  ({13F) WIRUINOGEHELZRFL TV D2 —V—2R 7T H LI ITHELET,

on-hold (L) FEBEESN TV ARV —F—2FRTHLIITHEELET,

ATV RTFIAFIR T 7ANEITIE F—U— FRADNSNRWGEITIET = XR—=2ANDO TR TO2—F—7F

RENET,

ATV R E—F KOEIC, avr REANTELE— RERLET,

k

W—TvF FSUVART (V2T <ILTF
Lk
AVTHFRL | VAT L

CA H—r3— o Xt — . % — _

a7 4% a

=g

A=A P M S — . %l — _

V7 4% a

=g

¥¥HE EXEC o SHi — . %I _ —
avy FERE J)— ZEEAR

R

80(2) Zoa~wrRRBIMENEL

I WIC. BUEBR SN TS —F— e ERT B H 57 LET,

. show cr ~ show cz



I show cr ~ show cz

EREDAARZA4

show crypto ca server user-db .

ciscoasa# show
crypto ca server user-db enrolled

Username DN Certificate issued Certificate expiration
exampleuser cn=Example User,o=... 5/31/2009 5/31/2010
ciscoasa#

AEA DB kDS o —H — LL’ﬂéﬂé@ﬁ(%L@H‘éfE/\ Tz a~w s RO %ﬂﬁ'?/ﬁ’z’)\
&, ARHIIRANCREAEO TS 2 — W — i@ S5 B & BB 5 5541213 show
crypto caserver cert-db DN 7 > & MM éﬂiﬁ‘o FOPTEANIL, cert-db T E@Téﬂ\ user-db
WZITEENEEA,

avw >R Bz

crypto ca server user-db add CAYV—NR—pDa—HP—F—F_X—2 | Za—HF—%BML
£,

crypto ca server user-db allow CAYV—N—=F—=ZR=2ANOKED 22—V —F /-T2 —
P—DH 7Tty M, @=L CA~DBERZFFAILET,

cryptocaserver user-db remove |CA H— _R—Da—H— F—F X— 295 2 — P — B Y 5

Lij‘@
crypto caserver user-db write | = —% L CA 5 — &N—X TRESNTWD 2 —HF —IFH
A FL—UZ ABFET,

show crypto ca server cert-db 2—H )L CAILE > TRITENTHEAELTRTERLE

—g—o

show cr ~ show cz .



show cr ~ show cz |
. show crypto ca trustpool

show crypto ca trustpool

trustpool A HERL T 5 AEEH A4 R T 5 1TiX, F#HE EXEC £ — R C show crypto catrustpool =2~
YREMEALET,

show crypto catrustpool [ detail ]

HET D EE8H Zoavy RIZIFBIERELITF—V— REH Y FHA,

ATV R FI4IRE DIV RIE TRTO tustpool #HMIATERLET, [detail) A7 a VEEEL
HEid, BMoOEEIAEENET,

avy R E—FK ROFIZ, a~v FEANTELE—FERLET,

aAY VU RE— | D747 94— ILE—FK tXxaYF4aTFXR b

K

L—TvF FSUART (VT TILF
LYk
AVTHFRE | VAT A

i EXEC o KHIE o KHIE o KHIE — —
av Y FER Jy— ZEHEAR

Z

9.0(1)  Zoa~wr RMBMENE LK,

FEEEDHA K54 > show crypto ca trustpool =~ RO ITIE, FiEHEFEDO T 1 =7V » FOENG ENE
T, 2D OMITHIBREME THETY,

15
ciscoasa# show crypto ca trustpool
CA Certificate
Status: Available
Certificate Serial Number: 6c386c409£4f£4944154635da520ed4c
Certificate Usage: Signature
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHAl with RSA Encryption
Issuer Name: cn=bxb2008-root
dc=bdb2008
dc=mycompany
dc=com
Subject Name:
cn=bxb2008-root
dc=bxb2008
dc=cisco
dc=com
Validity Date:
start date:17:21:06 EST Jan 14 2009
end date:17:31:06 EST Jan 14 2024

. show cr ~ show cz



I show cr ~ show cz
show crypto ca trustpool .

CA Certificate

Status: Available

Certificate Serial Number: 58d1c756000000000059
Certificate Usage: Signature

Public Key Type: RSA (2048 bits)

Signature Algorithm: SHAIl with RSA Encryption
Issuer Name:

cn=bxb2008-root

dc=bxb2008

dc=mycompany

dc=com

Subject Name:

cn=BXB2008SUB1-CA

dc=bxb2008

dc=cisco

dc=com

OCSP AIA:

URL: http://bxb2008-1.bxb2008.mycompany.com/ocsp
CRL Distribution Points:

(1) http://bxb2008-1.bxb2008.mycompany.com/CertEnroll/bxb2008-root.crl
Validity Date:

start date:11:54:34 EST May 18 2009

end date:12:04:34 EST May 18 2011

BEEavT R avw Uk SR BA

clear crypto catrustpool | trustpool 7> 53X TOFEHEZHIFR L £5,

cryptocatrustpool import | PKI trustpool & A&k 4 2 iFHE LA A Vi R— LT,

crypto ca trustpool fRIE SN2 1 D DOREAE % trustpool 22 HHIFR L £77,
remove

show cr ~ show cz .



show cr ~ show cz |
. show crypto ca trustpool policy

show crypto ca trustpool policy

RIEWEH D trustpool RV > —ZFom L, WA SNTREE~ vy 72U L TENLRARY v —
W52 DB R FRART HICIL, R EXEC E— KT show crypto catrustpool policy =~ > K%
AL ET,

show crypto catrustpool policy

O Zoavy RIZFBIERERITF—V— REH Y FHA,

ATV R FI4NN T AN NOBEBERMEITH Y A,

AUk E—F WKOFIZ, av L REANTELHE— RERLET,

OAXVFRFE— | T7AT7I94+—ILE—F XaYF4aAVTFER R

K

=Ty F FSURART (VT TILF
Lk
AVTFRAN | VRTL

FiHE EXEC o I . 5t .« 5 — _
avwy RERE ))— ZEEAR

A

9.01) zZoawrRFiBEMESHELE,

9.5(2)  trustpool FEHED HENA L R— FhDAT—H A LFEREZFRT HEENBINESNE
L7,

1

ciscoasa(config)# sh run cry ca cert map

crypto ca certificate map mapl 1

issuer-name eq cn = mycompany manufacturing ca
issuer-name eq cn = mycompany ca

crypto ca certificate map map 2 1

issuer-name eq cn = mycompany manufacturing ca
issuer-name eq cn = mycompany caz2

ciscoasa (config) #

ciscoasa(config)# sh run crypto ca trustpool policy
crypto ca trustpool policy

auto-import url http://www.thawte.com
revocation-check none

match certificate map2 allow expired-certificate
match certificate mapl skip revocation-check

crl cache-time 123

crl enforcenextupdate

auto-import

auto-import url http://www.thawte.com
auto-import time 22:00:00

ciscoasa(confiqg) #

. show cr ~ show cz



I show cr ~ show cz

show crypto ca trustpool policy .

ciscoasa# show crypto ca trustpool policy
800 trustpool certificates installed
Trustpool auto import statistics:

Last import result:

SUCCESS

Next scheduled import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled
CRL cache time: 123 seconds

CRL next update field:

required and forced

Automatic import of trustpool certificates is enabled
Automatic import URL: http://www.thawte.com

Download time: 22:00:00

Policy overrides:
map: mapl

match:issuer-name eq cn=Mycompany Manufacturing CA
match:issuer-name eq cn=Mycompany CA
action:skip revocation-check

map: map2

match: issuer-name eq cn=mycompany Manufacturing CA
match: issuer-name eq cn=mycompany CA2
action: allowed expired certificates

ciscoasa (config) #

avy kR

B8

crypto catrustpool
policy

FIARNT =N R v—2ERT L~y Nt 597 —F
ZB L E T,

show cr ~ show cz .



. show crypto debug-condition

show crypto debug-condition

AR TIAIE

AR E—F

show cr ~ show ¢z |

IPsec B L NISAKMP DT N 7 A w2 —VIZH L THERTEINLTWD 7 4 LH, —FH L7

VIREE,

show crypto debug-condition =2~ > K& H L F9,

show crypto debug-condition

T 74N OB SH D EH A,

ROFIZ, a~ R ANNTELE—RERLET,

BIOZ I —REZERTAHITE, Fn—V a7 4 X2l —va Ly £— KT

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
K
=Ty F FSURRT (VU TL <ILF
Lk
AVTHFRAM |[VRATL
Ja—N)L a o Xtha o X5his o S5 o St _
V7 4K
L=z
EEIY T Jy— EENE
R
80Q2) ZoavrRaBEmMEShELE,

3l

9.0(1)

<IN F AL THRANE— ROV R— "B EMENE LT,

WIZ, TANZ Y TRMEFRRT D02 R L ET,

ciscoasa(config) # show crypto debug-condition
Crypto conditional debug is turned ON

IKE debug context unmatched flag: OFF
IPsec debug context unmatched flag: ON

IKE peer IP address filters:
1.1.1.0/24 2.2.2.2

IKE user name filters:

my user

BEEavT YR

avyU kR

e

debug crypto condition

IPsec BELWISAKMP T3y 7 Ao —UD7 gV H Y v
TERIFEBRELET,

debug crypto condition error

TANE) T FRERBBEINTOENE I DDT Ny J
Avb—UEFRRLET,

. show cr ~ show cz




I show cr ~ show cz

show crypto debug-condition .

avy kR

B

debug crypto condition
unmatched

TANZ ) TN ar TR A MERNEEN T
W IPsec BELWNISAKMP OF RN 7 Ao —TU 2R LE
—a‘o

show cr ~ show cz .



. show crypto ikev1 sa

show crypto

show cr ~ show ¢z |

ikev1 sa

IKEVl 7 U Z A LSAT —HF_X—RAERRTHIZIEL, Ze—ar 74 Fal—a s E—
R % 7213454 EXEC & — R T show cryptoikevlisa =~ > K& L £7,

show crypto ikevl sa [ detail ]

BX DA

aAvU R TFI4ILE

aAvU R E—F

detall SA 5 — & ~X— 2 ZBT DM 12 FR L £,

77 AV N OEIERIEIL S D FE A

WDOFIZ, a~r REANTEDHE—RERLET,

ARV KRE— |T7AT7I4—ILE—F EELYF o ALFER R
k
=Ty F | RSVART DU TNL TILTF
Lk

AVTHRE |VRT L
Ja—sR)L o o s — o KPS o G —
V7 4F 2
L—a
$¥HE EXEC o I — . S _ —

avy FERE

JU— ZEERE
S

84(1) Zoa~wr RpNBEIMENELE,

90(1) =L FarTHRAME—RFROVR—IFRBEMENE L,

FEREDAA RS>

Zoa~vry ROBHIZIE, ROT 4 —V FREENTWET,

detail 7> a VEFRE LR WEES

IKE Peer % 4 | Dr|Rky |jrae
-

209.165.200.225 |L2L | Int | No | MM_Active

detail 7> a VEIRTE LGS

IKE Peer % 4 |Dr|Rky| ke Encrypt | Hash | 282 | Lifetime
-

209.165.200.225 | L2L | Int | No | MM_Active | 3des | md5 | preshrd | 86400

. show cr ~ show cz




I show cr ~ show cz

show crypto ikev1 sa .

Bl WROB 7o —rL a7 4 Fal—varyE—RTANTLHE, SAT—FX—2
- =0 G ek NS o=
BT 2R RSN ET,
ciscoasa(config)# show crypto ikevl sa detail
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
1 209.165.200.225 User Resp No AM Active 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
2 209.165.200.226 User Resp No AM ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
3 209.165.200.227 User Resp No AM ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
4 209.165.200.228 User Resp No AM ACTIVE 3des SHA preshrd 86400
ciscoasa (config) #

BEavy R av vk EBA

show crypto ikev2 sa

IKEV2 7 H A L SAT —HZ_X—REFRLET,

show running-config cryptoisakmp

%Li‘a‘o

TIT 4 TRISAKMP 27 4 X2l —3 g &9 _XTE

show cr ~ show cz .



show cr ~ show ¢z |

. show crypto ikev2 sa

show crypto ikev2 sa

IKEV2 7 U Z A LSAT —HFX—RA &R RTHIZIEL, Ze—r)ar7 4 Fal—a s E—
R % 7213454 EXEC & — R T show cryptoikev2sa =~ > K&l L £7°,

show crypto ikev2 sa [ detail ]

BXDEREA detail SA 7 — X ~X— R (TBT HFMIL A TR L ET,

ATV RFEIHIR T 7ANNOEBERHEIZH Y A,

avY KR E—F WOFRIZ, a~v> REANTELE—RERLET,

OAY U RE— | T7AT7 74— ILE—F X2 FaVTFXE

K

IL—Tv K FSURRT (VU T L TILF
LYk
AVTHFARAR |[VATA

Jr— L o o I — o 3fhis o kit —

V74K

Lr—3

$¥HE EXEC o I — . S _ —
avy FRERE J)— ZEERNE

Z

84(1) Zoa~wr RpNBEIMENELE,

90(1) =AF arFH2 |k E— FOHFFE— FAEMSHE L,

919(1) IKEVR2Y— R X—F 4 7 F3A T " OTF 2T NVAE v 7 R— I RBIMENE LT,
FSAPKMTEAL N T 74 v 7B L7 ZOEN 2 ITHESNE LT,

9.20(1) IKEv2 RV 2 —DBEE D F—45Hh

FEHEDAA KSq4y ZO0Oa~y FOHNIE, KOT 4=V FRGERTHET,
detail 7> a VU EIFTE LR WSS

IKE Peer % 4 | Dr|Rky |jraE
-

209.165.200.225 | L2L | Init | No | MM_Active

detail 7> a VEIRTE LGS

. show cr ~ show cz




I show cr ~ show cz

1

show crypto ikev2 sa .

IKE Peer 44 | Drr|Rky | [kpE Encrypt | Hash | 585E | Lifetime

209.165.200.225 | L2L | Int |No | MM_Active | 3des | mdS5 | preshrd | 86400

WM ZEZ 7 a— )L a7 4 Fal— g F—RTCANTHE, SATFT—HFN—2
BT 2 EEME RN TR I NE T,

ciscoasa(config)# show crypto ikev2 sa detail

IKEv2 SAs:

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1l

Tunnel-id Local Remote Status Role
671069399 10.0.0.0/500 10.255.255.255/500 READY INITIATOR

Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:20, Auth sign: PSK, Auth verify:
PSK

Additional Key Exchange Group: AKEl: 31 AKE2: 21 AKE3: 20 AKE4: 19 AKE5: 16 AKEG:

15 AKE7: 14

Life/Active Time: 86400/188 sec

Session-id: 1

Status Description: Negotiation done

Local spi: 80173A0373C2D403 Remote spi: AES8AEFAIB97DBB22

Local id: asa

Remote id: asal

Local req mess id: 8 Remote req mess id: 7
Local next mess id: 8 Remote next mess id: 7
Local req queued: 8 Remote req queued: 7
Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2
NAT-T is not detected
Mobile is enabled
Assigned host addr: 192.168.0.12
Assigned host addr IPv6: 2001:db8::2
IKEv2 Fragmentation Configured MTU:576 bytes, Overhead: 28 bytes, Effective MTU:
548 bytes
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
1:/0- ffff:ffffiffff:ffff:ffff:ffff:ffff:££££:/65535
remote selector 192.186.0.12/0 - 192.186.0.12/65535
2001:dpb8::2/0- 2001:db8::2/65535
ESP spi in/out: 0x242a3da5/0xe6262034
AH spi in/out: 0x0/0x0
CPI in/out: 0x0/0x0
Encr: AES-GCM, keysize: 128, esp hmac: N/A
ah_hmac: None, comp: IPCOMP_NONE, mode tunnel

EEav> R

avw Uk ERBA

show crypto ikevl sa

IKEvl 7 %A LSAT—HRXR—A R LET,

show running-config cryptoisakmp

TIT A4 TRISAKMP 1 7 4 X2 Lb—3 g VT _NTE
RLET,

show cr ~ show cz .



. show crypto ikev2 stats

show crypto ikev2 stats

IKEV2 OFEFTRFEFHEREZ TR T DI, Z7e— UL ar 7o Xal—rary £ RERLX
¥#HE EXEC £— K C show cryptoikev2 stats 2~ > R&fEH L £7,

B DEREA

AR TIAIE

ATV R E—F

show crypto ikev2 stats

Zoawy RiOiE, F—U— FRREHITIH Y FH A,

T 74N OB SH D EH A,

ROFIZ, a~ R ANNTELE—RERLET,

show cr ~ show ¢z |

AXVFRFE— | T7AT7I24+—ILE—F XT3 TFR b
K
=Ty | FIVRART SV TILF
Lk
AVTFEFRE [YRTL
Ju—s3b 2 P SITN — o S . 5t _
V7 4K
L—ya v
¥EHE EXEC o S — . 1 - —

avy FERE

FEREDHA FS14 Y

Jy— EEAE

2

84(1) Zoa~r RFnBEMEHELE,

9.0(1) =i F arFFA bk E— ROV R—FIFPNBMENELE,
9.9(1)  w—H/VIKEV2 DFEFHERB RIS D K 9120 F L,

Zoawry Roua—hLOHERO LB T,

Global IKEv2 Statistics

Active Tunnels:
Previous Tunnels:

In
In
In
In
In
In
In
In
In
In

Octets:
Packets:

Drop Packets:
Drop Fragments:
Notifys:

P2 Exchange:

P2 Exchange Invalids:
P2 Exchange Rejects:

IPSEC Delete:
IKE Delete:

Out Octets:

. show cr ~ show cz

O O O O OO0 0O0ooo oo



| show cr ~ show cz

Out Packets:

Out Drop Packets:

Out Drop Fragments:

Out Notifys:

Out P2 Exchange:

Out P2 Exchange Invalids:

Out P2 Exchange Rejects:

Out IPSEC Delete:

Out IKE Delete:

SAs Locally Initiated:

SAs Locally Initiated Failed:
SAs Remotely Initiated:

SAs Remotely Initiated Failed:
System Capacity Failures:
Authentication Failures:
Decrypt Failures:

Hash Failures:

Invalid SPI:

In Configs:

Out Configs:

In Configs Rejects:

Out Configs Rejects:

Previous Tunnels:

Previous Tunnels Wraps:

In DPD Messages:

Out DPD Messages:

Out NAT Keepalives:

IKE Rekey Locally Initiated:
IKE Rekey Remotely Initiated:

Locally Initiated IKE Rekey Rejected:
Remotely Initiated IKE Rekey Rejected:

CHILD Rekey Locally Initiated:

CHILD Rekey Remotely Initiated:

IKEV2 Call Admission Statistics

Max Active SAs:

Max In-Negotiation SAs:
Cookie Challenge Threshold:
Active SAs:

In-Negotiation SAs:
Incoming Requests:

Incoming Requests Accepted:

Incoming Requests Rejected:
Outgoing Requests:

Outgoing Requests Accepted:
Outgoing Requests Rejected:
Rejected Requests:

Rejected Over Max SA limit:
Rejected Low Resources:
Rejected Reboot In Progress:
Cookie Challenges:

Cookie Challenges Passed:
Cookie Challenges Failed:

O O O O O OO OO OO0 0O0O00O0O0O0O0O0O00O0OO0OO0OO0OOOOLOOLOLOOLOOOOOO

O O O OO OO oOo oo o

show crypto ikev2 stats .

BEa<w> R

avy kR

B

show crypto ikev2 sa

IKEvl 7 %A L SAT —HRXR—A R LET,

show running-config cryptoisakmp

TIT 4 TRISAKMP 2 7 4 X2l —3 g V&9 _RTE

RLET,

show cr ~ show cz .



show cr ~ show cz |
. show crypto ipsec df-bit

show crypto ipsec df-bit

BESINTA ¥ —7 =4 AD IPsec /7 v k@ IPsec do-not-fragment (DF B> k) KU —
EFRRTDHIE, Fa— L ar 7 4 Xab— g E— NEZIIRHME EXEC £ — R T show
cryptoipsec df-bit =~ > R&MH L E3, [ UEME £ show ipsec df-bit =~ > N, i T
TET,

show crypto ipsec df-bit interface

X DiRHA inerface ¢ > % —7 = f 2L EEELE T,

AT VR FI4NN T ANV NOEERMEITSH Y A,

AU R E—F WDFEIZ, avy REANTESE— RERLET,

ARV RE— | T7AT7 24— ILE—F EXa2UTAaVTHRRE

k

W—TvF FSVART (V2T <ILTF
L2k
AVTXRE |VRTL

Ja—/N)L 2 o« S . s o %S _ —

V7 4F

L=z

FrHE EXEC o %I o« 5 . %S _ _
vy RERE Jyy— EERE

R

7.01)  Zoa<wr RRBMENE LA,

U

FEREDAHA KSq4> df By FOREICL - T, B 7B LS NIz~ & —D do-not-fragment (DF) t > hD I %
T AR DBFENRRED £T, P~y ¥ —NODFEY MZED, TAA ARNT v b &
TITA METELNEIDBRESNE T, ZOREIHEDE, VAT LIENZ 0w K
WZAMAID IPsec ~ X —1ZxtT 527 VT TF A M%7y hODFE Y hOREEZ U T T D0,
RET D0, AT 500N TNNEFITLET,

ol WIT . inside VN A v H—T = A AD IPsec DF B | K U o—% Fms T 5% 5 L

=7,

ciscoasa (config)# show
crypto
ipsec df-bit inside

. show cr ~ show cz



I show cr ~ show cz
show crypto ipsec df-bit .

df-bit inside copy
ciscoasa(config) #

BEEavT R avw vk Bl
crypto ipsec df-bit IPsec /3% v @D IPsecDF B h H U o—%HELET,
cryptoipsecfragmentation  |IPsec /X7y FDT T AT = ay RY L—EBRELE
D

show cryptoipsecfragmentation | [Psec /X7 v DT T /AT —va v K v—%EF R L%
‘a_O

show cr ~ show cz .



. show crypto ipsec fragmentation

show crypto ipsec fragmentation

IPsec N7 > DT Z T AT —vary K o—%FRT 512, Z7a— b ar7 o Fa
L— g v ®— NE TR EXEC <€ — R T show crypto ipsec fragmentation =2~ > K % {#
LE9, [ LUENZE showipsec fragmentation 2~ > R EHTE £,

show crypto ipsec fragmentation interface

‘X0

‘E-IDII:I

B

aAvU R E—F

ineface (> % —7 =4 AL EEELET,

WDOFEIZ, a~vr REANTELE—RERLET,

show cr ~ show ¢z |

ARVKE— | T7AT7I4—LE—F ¥al)T4aVTFRb
K
L—F v K SRR |V TL JILF
Lk
AVTERER | VRTA
7a—) a o s o %Fhts o XIS - -
V74K
Lr—3
¥:kE EXEC o KHI o KHI o KHI — —
vy FRERE J)— ZEERNE
A
7.0(1) ZoOawy RPMBEMEE L,

FEEEDHA KS4y VPNITHT D7y M Ab T 588, Y AT 837y bRET VMY R —T =
A ADMTU LB LET, N7y OB SN MTU 28R 55813, N7y he7 T 7 A

3l

Y METHBERDHY £, ZDavr i,

Ry N EREEE LT-%  (after-encryption) |

F 72X BT B HET (before-encryption) (Z AT LNy a7 T 7 A METHMNE S »n
HERRLET, BEALAIONRry "7 T 7 A Mulk, FRi7 77 A2 MeE BRI, B
TN T F =~ CAREER LSE LT, VAT ADT T x )V MEHEIZ o TWET,

wIZ,

ciscoasa(config) # show crypto ipsec fragmentation inside

fragmentation inside before-encryption
ciscoasa (config) #

. show cr ~ show cz

Ja—r)ary7 4X¥al—a T — T, inside E WOILAHIDOAS VX —T <
AADIPsec 7T VAT —ar R v—%2Ffrmd 505 R-LET,



I show cr ~ show cz

show crypto ipsec fragmentation .

EEav> R

avy kR

Bl

cryptoipsec
fragmentation

IPsec Xy D7 TG T A T —vary RN o—2RELET,

crypto ipsec df-bit

IPsec /X7 FODF By b RY —%HELET,

show crypto ipsec df-bit

EELIA LV E—Tx2AA ADDFEy bR —%FRLET,

show cr ~ show cz .



show cr ~ show ¢z |

. show crypto ipsec policy

show crypto ipsec policy

OSPFV3 IZRRE STV D IPsecEF =27 V7w M APL (SSAPD) X =2UTF 4R I —&FKR
THIZIE, Fa—r b ar T 4 Xab—3 gy B— REZIEIHHHE EXEC & — KT show crypto
ipsecpolicy =2~ R&EMFEHLET, Zoa~vy RO TH 5 showipsec policy Z 7
Lzl TEET,

show crypto ipsec policy

XD Zoawy RIZE, F—U— RLEKIEH Y FHA,
aAavy R E—FK WROFIZ, a~v REANTEDLE—FEZRLET,

AV RE— | 747D A—ILE—F tXxa)TF4a2TEFRX b

k

=Ty K FSUART (VUL TILF
LYk
AVTHFRM | VAT A

7‘D*‘/§/I/ﬂ oﬂm oﬂm oﬁm —_ —_

V7 4F =

Lr—g3

HrkE EXEC o %Fhts o 3fhis o 3fhis — —
avy FER Jy— ZEHEAR

3

9.01) Zoa~rRFRBMENELE,

Bl WIT . OSPFV3 ZRAL L M 2 HAK U o — % FmT D% 7 LET,

ciscoasa# show crypto ipsec policy

Crypto IPsec client security policy data

Policy name: OSPFv3-1-256

Policy refcount: 1

Policy flags: 0x00000000

SA handles: sess 268382208 (0xfff3000) / in 55017 (0xd6e9) / out 90369 (0x16101)
Inbound ESP SPI: 256 (0x100)

Outbound ESP SPI: 256 (0x100)

Inbound ESP Auth Key: 1234567890123456789012345678901234567890

Outbound ESP Auth Key: 1234567890123456789012345678901234567890

Inbound ESP Cipher Key: 12345678901234567890123456789012
Outbound ESP Cipher Key: 12345678901234567890123456789012
Transform set: esp-aes esp-sha-hmac

. show cr ~ show cz



I show cr ~ show cz

show crypto ipsec policy .

EEav> R

avy kR

Bl

ipv6 ospf encryption

OSPFV3 OFEFEE S HRARY o—2 R ELET,

show crypto sockets

X TRY Ty MERERRLET,

show ipv6 ospf
interface

OSPEV3 A v Z—7 = A AT HEMRELERLET,

show cr ~ show cz .



show cr ~ show ¢z |

. show crypto ipsec sa

show crypto ipsec sa

IPsec SA DU A N ERRTHIZIE, Zu— b a7 4 Fab—ray B— NEIIFHE
EXEC ®£— KT showcryptoipsecsa 2~ RZEALET, Zoa~vr FKOREEATH S

showipsecsa #3452 b TEET,

show cryptoipsec sa [ entry | identity | map map-name | peer peer-addr ] [ detail ]

X NN detail (ER) EREINTWBDHLOCKT 25T —FHREFznLET,
entry (A7 ay) IPsecSAZET 7 RLADJEIZE R LET,
identity (A7 a>) IPsecSA % ID DJEICFEFLET, ESPIIEENEHA, =
TR L s =TT,

map map-name (4L g ) HEESNZZ U T R~y 7D IPsec SA HFE R LET,

peer peer-addr (47T g) FRESNIZET IPT KL AD IPsec SA 2K LET,

ATV R FI4IA L T AN FOBESEIZH Y EE AL

avYRKE—FK WDOFRIZ, a2 REANTEDLE—FE2RLET,

R
W—TYyE | FIVART (VUL T ILF
Lok
AVTHERAR | VAT L

Jra—sb 3| ek o %It . %l — _

V7 4% a

Lr—yav

¥#HE EXEC o s o St o s _ -

av 2 FERE Jy— TERR
R

70(1) Zoawr RRBINERE LR,

9.0(1)  OSPFv3, ¥ /LF a2 TF AN ET—FK, TV AT 3 —LL IV I A RIS
% SuiteB7 /L3 XA, BIOESPV3IPsec H x4 50 AR— h2BIMENEL

776

. show cr ~ show cz



I show cr ~ show cz

il

show crypto ipsec sa .

Jy— EEAE

A

9.13(1)
O LW T2 RNEBMENE L,

« #pktsinvalid ip version (send)
- #ipktsinvalid length (send)

show cryptoipsec sadetail CHRAETHZT—D N T Ty a—T 4V ITHE LT, K

« #pktsinvalid ctx (send) and #pktsinvalid ctx (rcv)

- #pktsinvalid ifc (send) and #pktsinvalid ifc (rcv)

- #ipktsfailed (send) and #pktsfailed (rcv)

9.19(1)

IKEV2Y—RRX—=F 4 IV TA TV "DT 2T IIVAK v 7P R— R EBMENE LT

ARG RBIXOT Y MU ROPsecSANYR— R TCEBL N T 74w 7L

7 ZOBIR 2 IR SNE LT,

wIZ, Za—N)Lary7 4 X¥a2lb—3 g2 F—RT, OSPFV3 & LCikRlI&En s v

FIVEETe IPsec SA ZERT D2 RLET,

ciscoasa(config) # show crypto ipsec sa
interface: outside2
Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (172.20.0.21/255.255.255.255/0/0)
local ident (addr/mask/prot/port): (::/0/0/0)

remote ident (addr/mask/prot/port): (3000::1/128/0/0)

current peer: 172.20.0.21

dynamic allocated peer ip: 10.135.1.5

dynamic allocated peer ip(ipv6): 3000::1

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest:

0

#pkts decaps: 1145, #pkts decrypt: 1145, #pkts verify: 1145

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 2, #pre-frag failures: 1, #fragments created: 10
#PMTUs sent: 5, #PMTUs rcvd: 2, #decapstulated frags needing reassembly: 1

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.132.0.17, remote crypto endpt.: 172.20.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: DC15BF68
inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={L2L, Transport, Manual key,
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={L2L, Transport, Manual key,
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548

(OSPEFV3), }

(OSPEFV3), }

show cr ~ show cz .



. show crypto ipsec sa

IV size: 8 bytes

replay detection support:
local addr:
(addr/mask/prot/port) :

Crypto map tag: def,
local ident
ciscoasa(config) #

\)

show cr ~ show ¢z |

Y
10.132.0.17
(0.0.0.0/0.0.0.0/0/0)

6=

IPSec SA R Y > —IZ, 7T 7 X T —3 3 % IPsec LR DORTIC A4 5 & BH

Gyl

TWAEAE, 777 AT —va U RIZ. 77 7 A 07— a URIOFHTE®
T, SARY >—I2, 797 AT — 3 3 Psec LB OB IZTATH EHIEEN
TWAES., 797 AT —2 a v BOKEHERNRFRINET,

The following example,

entered in global configuration mode,

shows IPsec SAs for the

keyword detail with the newly added counters to troubleshoot the errors in the traffic.

(config) # sh ipsec sa det
interface: outside
Crypto map tag: outside map,

seq num: 10, local addr: 10.86.94.103

access-list toASA-5525 extended permit ip host 10.86.94.103 host 10.86.95.135

local ident (addr/mask/prot/port): (10.86.94.103/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (10.86.95.135/255.255.255.255/0/0)
local ident (addr/mask/prot/port): (::/0/0/0)

remote ident (addr/mask/prot/port): (3000::1/128/0/0)

current peer: 10.86.95.135

dynamic allocated peer
dynamic allocated peer
#pkts encaps: 4, #pkts
#pkts decaps: 4, #pkts
#pkts compressed: 0, #pkts
#pkts not compressed: 4,
#post-frag successes: 0,
#PMTUs sent: O,
#TFC rcvd: 0, #TFC sent:
#Valid ICMP Errors rcvd:
#pkts no sa (send): 0,
#pkts encaps failed (send)
#pkts invalid prot (rcv):

#pkts invalid identity
#pkts invalid pad (rcv): O
#pkts invalid ip version (
#pkts invalid len (send):

#pkts invalid ctx (send):

#pkts invalid ifc (send):

#pkts failed (send): O,
#pkts replay rollover
#pkts replay failed (rcv):
#pkts min mtu frag failed
#pkts internal err (send):

ip:
ip(

0
0

local crypto endpt.: 10.86
path mtu 1500,
PMTU time remaining

ICMP error validation:

(sec) :

current outbound spi: 2535
current inbound spi : Al02
inbound esp sas:

spi: OxA1029CE2 (270130301
SA State: active
transform: esp-aes esp-
in use settings ={L2L,
slot: 0, conn id: 19527

. show cr ~ show cz

encrypt:
decrypt:

#pkts comp failed:
#post-frag failures:
#PMTUs rcvd:

#pkts invalid sa

(rcv) :

#pkts failed
(send) :

ipsec overhead 94 (44),

disabled, TFC packets:

Tunnel,

10.86.95.135
ipv6): 3000::1
4, #pkts digest:
4, #pkts verify:
decompressed: 0

4
4
0, #pkts decomp failed: O
0, #fragments created: 0
#decapsulated frgs needing reassembly:

0, 0

, #Invalid ICMP Errors rcvd: 0
(rcv): O

: 0, #pkts decaps failed
0, #pkts verify failed:
0

(rcv): O

0

send): 0, 0
0, #pkts invalid len
0, #pkts invalid ctx
0, #pkts invalid ifc
(rcv): O

#pkts replay rollover

#pkts invalid ip version
(rcv): O
(rcv): O
(rcv): O

(rcv) :

0, (rcv): 0
0
(send): O,

0, #pkts internal err

#pkts bad frag offset 0

(rcv): O

(rcv) :

.94.103/500, remote crypto endpt.: 10.86.95.135/500
media mtu 1500
DF policy: copy-df

disabled

0,

6578
9CE2

0)

sha-512-hmac no compression
IKEV2, }

2704, crypto-map: outside map



I show cr ~ show cz
show crypto ipsec sa .

sa timing: remaining key lifetime (kB/sec): (3962879/28782)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x0000001F
outbound esp sas:
spi: 0x25356578 (624256376)
SA State: active
transform: esp-aes esp-sha-512-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 195272704, crypto-map: outside map
sa timing: remaining key lifetime (kB/sec): (4193279/28772)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

WIZ, Za—o\)b a7 4 FXal—aryEF—RT, defEWVWHLRETOZ YT N~
7D IPsec SA =R~ HBl &R LET,

ciscoasa(config) # show crypto ipsec sa map def
cryptomap: def
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
local ident (addr/mask/prot/port): (::/0/0/0)

remote ident (addr/mask/prot/port): (3000::1/128/0/0)

current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5
dynamic allocated peer ip(ipv6): 3000::1
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 1146, #pkts decrypt: 1146, #pkts verify: 1146
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68
inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn _id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480
IV size: 8 bytes
replay detection support: Y
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
local ident (addr/mask/prot/port): (::/0/0/0)

remote ident (addr/mask/prot/port): (3001:db8::1/128/0/0)
current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

dynamic allocated peer ip(ipv6): 3001:db8::1

#pkts encaps: 73672, #pkts encrypt: 73672, #pkts digest: 73672

show cr ~ show cz .



. show crypto ipsec sa

#pkts
#pkts
#pkts
#send
local

path mtu 1500,

curre
inbound
spi:
tr
in
sl
sa
v

replay detection support:

outboun
spi:

tr

in

sl

sa

v

replay detection support:

ciscoasa (co

Wiz, ZJa—rrary7 4 Xalb—alyE— KT, ¥—7— Kentry IZx7 5 IPsec

show cr ~ show ¢z |

decaps: 78824, #pkts decrypt: 78824, #pkts verify: 78824
compressed: 0, #pkts decompressed: 0

not compressed: 73672, #pkts comp failed: 0, #pkts decomp failed:
errors: 0, #recv errors: O

crypto endpt.: 172.20.0.17,
ipsec overhead 60,
nt outbound spi: 3B6F6A35
esp sas:

0xB32CFOBD (3006066877)
ansform: esp-3des esp-mdS5-hmac

use settings ={RA, Tunnel, }
ot: 0, conn_id: 4, crypto-map: def
timing: remaining key lifetime (sec):
8 bytes

remote crypto endpt.: 10.135.1.8

media mtu 1500

263
size:
Y
d esp sas:

0x3B6F6A35 (997157429)
ansform: esp-3des esp-mdS5-hmac

use settings ={RA, Tunnel, }
ot: 0, conn_id: 4, crypto-map: def
timing: remaining key lifetime (sec):
8 bytes

263
size:
Y
nfig)#

SA #FrTHHE R LET,

ciscoasa(co
peer addres

local
remot
local
remot
curre
dynam
dynam
#pkts
#pkts
#pkts
#pkts
#send
local

curre

inbound
spi:

tr

in

nfig)# show crypto ipsec sa entry
s: 10.132.0.21

Crypto map tag: def, local addr: 172.20.0.17

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

e ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
ident (addr/mask/prot/port): (::/0/0/0)

e ident (addr/mask/prot/port): (3000::1/128/0/0)

nt_peer: 10.132.0.21

ic allocated peer ip: 90.135.1.5

ic allocated peer ip(ipvé6): 3000::1

encaps: 0, #pkts encrypt: 0, #pkts digest: 0

decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147
compressed: 0, #pkts decompressed: 0

not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
errors: 0, #recv errors: O

crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500

nt outbound spi: DC15BF68

esp sas:

0x1E8246FC (511854332)
ansform: esp-3des esp-mdS5-hmac

use settings ={RA, Tunnel, }

slot:

sa
Iv

replay detection support:

0, conn id: 3, crypto-map: def
timing: remaining key lifetime (sec):
size: 8 bytes

Y

outbound esp sas:

spi:

transform:

in

slot:

sa
Iv

replay detection support:

peer addres

. show cr ~ show cz

0xDC15BF68 (3692412776)

esp-3des esp-md5-hmac

use settings ={RA, Tunnel, }

0, conn id: 3, crypto-map: def
timing: remaining key lifetime (sec):
size: 8 bytes

Y

s: 10.135.1.8



I show cr ~ show cz

show crypto ipsec sa .

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port)

: (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
local ident (addr/mask/prot/port): (::/0/0/0)
remote ident (addr/mask/prot/port): (3001:db8::1/128/0/0)

current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.

dynamic allocated peer ip(ipv6):

0
3001:db8::1

#pkts encaps: 73723, #pkts encrypt: 73723, #pkts digest: 73723

#pkts decaps: 78878, #pkts decrypt: 78878, #pkts verify: 78878

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73723, #pkts comp failed: 0, #pkts decomp failed: O

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17,

path mtu 1500, ipsec overhead 60,

current outbound spi: 3B6F6A35
inbound esp sas:

spi: OxB32CFOBD (3006066877)

remote crypto endpt.: 10.135.1.8
media mtu 1500

transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel,

}

slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 212

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)

transform: esp-3des esp-mdS-hmac

in use settings ={RA, Tunnel,

}

slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 212

IV size: 8 bytes
replay detection support: Y
ciscoasa(config) #

WIZ, Z7a—rLary 7 4 X2 b— 3y F— T, $—U— K entrydetail %1{#H

L T IPsec SA # =T B4 2~ LET,

ciscoasa(config) # show crypto ipsec sa entry detail

peer address: 10.132.0.21

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port)

: (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
local ident (addr/mask/prot/port): (::/0/0/0)

remote ident (addr/mask/prot/port): (3000::1/128/0/0)

current peer: 10.132.0.21

dynamic allocated peer ip: 90.135.1.5

dynamic allocated peer ip(ipv6): 3000::1

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1148, #pkts decrypt: 1148, #pkts verify: 1148

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): 0, #pkts invalid sa (rcv): 0

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): 0

#pkts invalid prot (rcv): 0, #pkts verify failed: O

#pkts invalid identity (rcv)
#pkts replay rollover (send)
#pkts replay failed (rcv): O
#pkts internal err (send): O
local crypto endpt.: 172.20.0.17,
path mtu 1500, ipsec overhead 60,
current outbound spi: DC15BF68
inbound esp sas:
spi: O0x1E8246FC (511854332)

: 0,
: 0,
r

#pkts invalid len (rcv): O
#pkts replay rollover (rcv): O

#pkts internal err (rcv): O

remote crypto endpt.: 10.132.0.21
media mtu 1500

show cr ~ show cz .



show cr ~ show cz |
. show crypto ipsec sa

transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 322

IV size: 8 bytes
replay detection support: Y
peer address: 10.135.1.8
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
local ident (addr/mask/prot/port): (::/0/0/0)

remote ident (addr/mask/prot/port): (3001:db8::1/128/0/0)

current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
dynamic allocated peer ip(ipv6): 3001:db8::1
#pkts encaps: 73831, #pkts encrypt: 73831, #pkts digest: 73831
#pkts decaps: 78989, #pkts decrypt: 78989, #pkts verify: 78989
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73831, #pkts comp failed: 0, #pkts decomp failed: O
#pkts no sa (send): 0, #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O
#pkts invalid prot (rcv): 0, #pkts verify failed: O
#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): 0O
#pkts internal err (send): 0, #pkts internal err (rcv): O
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35
inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 104

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 104

IV size: 8 bytes
replay detection support: Y
ciscoasa(config) #

WIZ, ¥—U— R identity ZffiH L7z IPsec SA DfFlZ R L ET,

ciscoasa(config) # show crypto ipsec sa identity
interface: outside2
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
local ident (addr/mask/prot/port): (::/0/0/0)

. show cr ~ show cz
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show crypto ipsec sa .

remote ident (addr/mask/prot/port): (3000::1/128/0/0)
current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5
dynamic allocated peer ip(ipv6): 3000::1
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#send errors: 0, #recv errors: 0
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
local ident (addr/mask/prot/port): (::/0/0/0)

remote ident (addr/mask/prot/port): (3001:db8::1/128/0/0)

current peer: 10.135.1.8

dynamic allocated peer ip: 0.0.0.0

dynamic allocated peer ip(ipv6): 3001:db8::1

#pkts encaps: 73756, #pkts encrypt: 73756, #pkts digest: 73756
#pkts decaps: 78911, #pkts decrypt: 78911, #pkts verify: 78911
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73756, #pkts comp failed: 0, #pkts decomp failed: O
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8
path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

KiZ, F—U—F identity 33 L% detail Zf#f L7z IPsec SA Oz~ L £,
ciscoasa(config)# show crypto ipsec sa identity detail

interface: outside2
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)
local ident (addr/mask/prot/port): (::/0/0/0)

remote ident (addr/mask/prot/port): (3000::1/128/0/0)

current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5
dynamic allocated peer ip(ipve6): 3000::1
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#pkts no sa (send): 0, #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed (rcv): 0O
#pkts invalid prot (rcv): 0, #pkts verify failed: 0
#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv): 0
#pkts replay failed (rcv): O
#pkts internal err (send): 0, #pkts internal err (rcv): O
local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21
path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC1l5BF68
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)
local ident (addr/mask/prot/port): (::/0/0/0)

remote ident (addr/mask/prot/port): (3001:db8::1/128/0/0)

current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0
dynamic allocated peer ip(ipv6): 3001:db8:1

show cr ~ show cz .
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. show crypto ipsec sa

#pkts encaps: 73771, #pkts encrypt: 73771, #pkts digest: 73771

#pkts decaps: 78926, #pkts decrypt: 78926, #pkts verify: 78926

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73771, #pkts comp failed: 0, #pkts decomp failed: O
#pkts no sa (send): 0, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O

#pkts invalid prot (rcv): 0, #pkts verify failed: O

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O

#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): 0O

#pkts internal err (send): 0, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8
path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

avw Uk ERBA

clear configureisakmp TRTDISAKMP 2 7 4 ¥ a2l —a0%227 U7 LET,

clear configureisakmp policy |4 ~XTHISAKMP RV — a7 4 F¥al— a5 2707

LET,
clear isakmp sa IKEZ VXA LSAT —H_X—R% 7 )T LET,
isakmp enable [Psec 7 7% ASA L{ET DA % —7 = A A D ISAKMP

XAV T—Va kA RX—T VT LET,

show running-configisakmp |7 75 ¢ 772 ISAKMP 2> 7 4 X2 L —3 3 2T _CTHER
LET,

. show cr ~ show cz
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show crypto ipsec stats .

show crypto ipsec stats

B DEREA

AR TIAIE

ATV R E—F

IPSec FRHEHD U A M &2 FRRTHICIE, 77— b ar 7 4 Xalb—r g E— NEIEHF
FE EXEC & — R C show cryptoipsec stats =~ > K& L F9,

show crypto ipsec stats
Zoawy RiZiE, ¥—U— FEKITH Y £HA,
77 4V P OBEREIZH Y EH A

ROFIZ, a~ P ANNTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
F 3
=Ty k FSURART (VT TILF
Lk — —
AVTHFRAM [ VRATL
ra—sr 3| e il o R . 5 — _
V7 4%
L=z
e EXEC o 3t o s . 5 _ _

avy FERE

il

J)— EERE
7S

7.0(1) Zoawy RBBINEhE L,

WO T a— )L a7 4 Fal—ay B— RTAHTSEE, IPSec HEHEHRN
FRINET,

ciscoasa(config) # show crypto ipsec stats
IPsec Global Statistics
Active tunnels: 2
Previous tunnels: 9
Inbound
Bytes: 4933013
Decompressed bytes: 4933013
Packets: 80348
Dropped packets: 0
Replay failures: O
Authentications: 80348
Authentication failures: 0
Decryptions: 80348
Decryption failures: O
Decapsulated fragments needing reassembly: 0

show cr ~ show cz .
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. show crypto ipsec stats

Outbound
Bytes: 4441740
Uncompressed bytes: 4441740
Packets: 74029
Dropped packets: 0
Authentications: 74029
Authentication failures: O
Encryptions: 74029
Encryption failures: 0
Fragmentation successes: 3
Pre-fragmentation successes:2
Post-fragmentation successes: 1
Fragmentation failures: 2
Pre-fragmentation failures:1
Post-fragmentation failures: 1
Fragments created: 10
PMTUs sent: 1
PMTUs recvd: 2
Protocol failures: O
Missing SA failures: O
System capacity failures: 0
ciscoasa (config) #

BEEavT R avw Uk SR BA
clear ipsec sa BESNI /TG A—HZHSNT, IPsecSA F7-1X Do 2571
7LET,
cryptoipsec TV AT—b Yy FEEZELET,
transfor m-set
show ipsec sa FBEESNT/NT A—Z TSN T IPsec SA £ R LET,
show ipsec sasummary |[Psec SA D& Fmm L £T,

il WOEZ T a— a7 4 Xal— g EF— RTANT DL, ISAKMP $EEHE S
NERINET,

ciscoasa(config) # show crypto isakmp stats
Global IKE Statistics
Active Tunnels: 132
Previous Tunnels: 132

In Octets: 195471

In Packets: 1854

In Drop Packets: 925

In Notifys: O

In P2 Exchanges: 132

In P2 Exchange Invalids: O
In P2 Exchange Rejects: 0
In P2 Sa Delete Requests: 0
Out Octets: 119029

Out Packets: 796

Out Drop Packets: O

Out Notifys: 264

Out P2 Exchanges: 0

Out P2 Exchange Invalids: 0
Out P2 Exchange Rejects: 0

. show cr ~ show cz




I show cr ~ show cz
show crypto ipsec stats .

Out P2 Sa Delete Requests: 0
Initiator Tunnels: 0
Initiator Fails: O

Responder Fails: 0

System Capacity Fails: 0
Auth Fails: O

Decrypt Fails: O

Hash Valid Fails: O

No Sa Fails: O
ciscoasa(config) #

BEITUF avw ok EBA
clear configure crypto isakmp TRTOISAKMP =27 4 Fal—3ara27 U7 LE
—é—O
clear configurecryptoisakmp policy [+ ~_T» [SAKMP ARV > — a7 4 Xa L — g %7
V7 LET,
clear cryptoisakmp sa IKE TV ZALSAT—EZR=2% 7 VT LET,
crypto isakmp enable IPsec 7 73 ASA LIBETH A ¥ —T = A LD

ISAKMP % FL=—3 g v %A F—7 N LET,

show running-config cryptoisakmp | 7 7 7 ¢ 7 ISAKMP =37 4 ¥ =2 L— 2w &4 T
2R LET

show cr ~ show cz .



. show crypto isakmp sa

show crypto isakmp sa

IKEZ V%A LSAT —HRXR—=RA%FprTHI2F, Je—ar7 4 Xalb—arE—F
% 721345 EXEC & — K C show cryptoisakmp sa =2~ > R&iH L £,

show cryptoisakmp sa [ detail ]

BX DA

aAvU R TFI4ILE

detall SA 7 — 2 =227 5

A 2 #ZR LETS

77 AV N OEIERIEIL S D FE A

show cr ~ show ¢z |

ATV R E—F ROFIZ, 2~ FEANTELE—RERLET,

OAY U RE— | T7AT7 74— ILE—F X2 FaVTFXE

&

IL—Fv K FSURRT (DT TILTF
Ly bk
AVTFRE | VRATA

7 a—s)L a o %t — o« S — —

V74K

Lr—a v

$¥HE EXEC o I — . S _ —
av 2 FERE ))— ZEERAB

3

7.0(1)  showisakmpsa =~ > KAGBMMEHE LT,

FRLEDHA KS1 Y

7.2(1)

3, THICESHEDL LD TT,

Z® showisakmpsa =~ RigpEIL &L E L7z, showceryptoisaskmpsa 2~ > K

9.0(1)

vV F arsTHRANFT— ROV R—RBNENE L,

Toawy ROWMAIZIE., ROT 41— EREFENTWET,

Detail not specified

IKE Peer : 209.165.200.225

Type : L2L ¥ 721% User

Dir : Init

Rky : No E£721d Yes, Yes DA X, F—HAERNBEL TED,
2HEBEINC T 5 SAIXRRHIRAEBICR Y £,

. show cr ~ show cz

F—HAERPTETT5ET,



I show cr ~ show cz

3l

show crypto isakmp sa .

Role : Initiator ¥ 72 1% Responder State, SA D AT — h = U OBAEDREEZRLET,

State : N RN T v T LT —ENZIFEL SN TWAHEA. EIX MM_ACTIVE £ 7213
AM_ACTIVE ODWTHNZR Y £9, 20T 77 ¢ 7KEEIX, MM_BLD _MSG4,

MM _BLD MSG6, MM _FREE, MM _SND MSG6 H, MM _START,

MM_TM_INIT MODECFG H, MM_TM_PEND QM. MM WAIT DELETE, MM_WAIT MSG3,
MM_WAIT MSGS5 7¢ & ¢,

Detail specified
IKE Peer : 209.165.200.225
Type : L2L F 7213 User
Dir : Init

Rky : No £72id Yes, Yes DAL, F—HANRNSBEL TR, F—HERNTETTLHET,
2FBAIC BT D SA TR DIRAIZ/ZR D £,

Role : Initiator ¥ 7= (% Responder State, SA D AT — h =L VOBEDREZ R LET, >
WIRT T LT —EPZTFELENTWDEA, fEIX MM_ACTIVE £721% AM_ACTIVE O\
TN £,

State : MM_ACTIVE £ 721X AM_ACTIVE LISk, ZDfhd T 7 7 ¢ 7 IRAEIZ. MM_BLD_MSG4,
MM BLD MSG6, MM _FREE, MM _SND MSG6 H. MM START,

MM _TM INIT MODECFG H, MM TM PEND QM. MM WAIT DELETE, MM _WAIT MSG3.
MM_WAIT MSGS5 72 & ¢,

Encrypt : 3des
Hash : md5
Auth : preshrd
Lifetime : 86400

KOHZ T a—r)L a7 4 Xalb—ay B—RTANTHE, SAF—F_X—2
BT 2 REME RN TR SINE T,

ciscoasa(config) # show crypto isakmp sa detail

IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
1 209.165.200.225 User Resp No AM Active 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
2 209.165.200.226 User Resp No AM ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
3 209.165.200.227 User Resp No AM ACTIVE 3des SHA preshrd 86400
IKE Peer Type Dir Rky State Encrypt Hash Auth Lifetime
4 209.165.200.228 User Resp No AM ACTIVE 3des SHA preshrd 86400

ciscoasa (config) #

BEEavT YR

avw ok B
clear configure crypto isakmp TRTOISAKMP 2 7 4 X2 b—varya27 U7 LE
hj‘o

show cr ~ show cz .



show cr ~ show ¢z |

. show crypto isakmp sa

avw vk SR BA

clear configurecryptoisakmp policy | - _XT®D ISAKMP 7R > — a2 7 4 X2 L —a L &7

V7 LET,
clear cryptoisakmp sa IKE T ZALSAT—H_X—Z% 27 VT LET,
crypto isakmp enable IPsec B 72N ASA LBET 24 v % —7 A A LD

ISAKMP % F3 - —> g v x—7 M LET,

show running-configcryptoisakmp | 7 7 5 ¢ 772 ISAKMP = > 7 4 2 L —3 3 V53T
FrLET,

. show cr ~ show cz



I show cr ~ show cz
show crypto isakmp stats .

show crypto isakmp stats

FATHREHE R A FOR T 5120F, Ze— L ar 7 4 ¥ a b—3 3 v B— NE 7238 EXEC
& — KT show cryptoisakmp stats =~ > R&fEH L F7,

show crypto isakmp stats

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

avURE—FK KOEKIZ, a~r FEANTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE

K

W=TFTyF | FSVRRT (DU T)L JILF
Lk
AVTXFRAN | VRTL

Jr—sYL 3| el — o %t — _

V7 4%

L—ya v

M EXEC o« G — . ks — _
vy FRE yy— ZEERE

A

7.0(1)  showisakmp stats =~ > KBNS E LT,

7.2(1)  showisakmp stats =~ > FA3BEIL S 4L E L7, show cryptoisakmp stats =~ > K
E. FNICEES DL O TT,

FEREDHA KSqy ZO0Oa=xy FOWHATIE, ROT7 4=V FREERTHET,
* Global IKE Statistics
* Active Tunnels
* In Octets
* In Packets
* In Drop Packets
* In Notifys
* In P2 Exchanges
* In P2 Exchange Invalids

show cr ~ show cz .



show cr ~ show cz |
. show crypto isakmp stats

* In P2 Exchange Rejects

* In P2 Sa Delete Requests
* Out Octets

* Out Packets

* Out Drop Packets

* Out Notifys

* Out P2 Exchanges

* Out P2 Exchange Invalids
* Out P2 Exchange Rejects
* Out P2 Sa Delete Requests
* Initiator Tunnels

* Initiator Fails

* Responder Fails

* System Capacity Fails

* Auth Fails

* Decrypt Fails

* Hash Valid Fails

* No Sa Fails

i WOBIE 7 a— ) ar 7 4 ¥alb—y g E— RTANT 5L, ISAKMP#EaHE
NFERENET,

ciscoasa(config)# show crypto isakmp stats
Global IKE Statistics
Active Tunnels: 132
Previous Tunnels: 132

In Octets: 195471

In Packets: 1854

In Drop Packets: 925

In Notifys: 0

In P2 Exchanges: 132

In P2 Exchange Invalids: 0
In P2 Exchange Rejects: 0
In P2 Sa Delete Requests: O
Out Octets: 119029

Out Packets: 796

Out Drop Packets: 0

Out Notifys: 264

Out P2 Exchanges: 0

Out P2 Exchange Invalids: 0
Out P2 Exchange Rejects: 0O
Out P2 Sa Delete Requests: 0
Initiator Tunnels: 0

. show cr ~ show cz



I show cr ~ show cz
show crypto isakmp stats .

Initiator Fails: O
Responder Fails: 0
System Capacity Fails: 0
Auth Fails: O

Decrypt Fails: O

Hash Valid Fails: O

No Sa Fails: O
ciscoasa(config) #

MEav R avo kR B
clear configure crypto isakmp TRTOISAKMP =27 4 XFal—3ara27 U7 LE
—é—O
clear configurecryptoisakmp policy [+ _T» [SAKMP ARV > — a7 4 Xa L — g %7
V7 LET,
clear cryptoisakmp sa IKE TV ZALSAT—ER=2% 7 VT LET,
crypto isakmp enable IPsec 7 73 ASA LIBETH A ¥ —T =1 A LD

ISAKMP % FL=—3 g v %A F—7 M LET,

show running-config cryptoisakmp | 7 7/ 7 ¢ 7 ISAKMP =37 4 ¥ =2 L— 2 v &4 T
#RLET,

show cr ~ show cz .



. show crypto key mypubkey

show crypto key mypubkey

T 74 h®OF— ( Imypubkey] &FEIND) &ZDOX—ICBT HIEREERT HITIT, FikE
EXEC “E— K show crypto key mypubkey =~ > RZ{#H L 9,

show crypto key mypubkey

{ ecdsa |

eddsa

| rsa}

BX DA

aAvU R E—F

ed|a ¥ —% (7L L TECDSA#$EELE7,

adsa 3+ —% ¢ 7L L CEDDSAZ$5E LE T,

rsa x—4%A47+LTRSAZEELET,

WDFRIZ, a~vr REANTEHE—RERLET,

show cr ~ show ¢z |

ARV EKE— | TF7AT7 2+ —ILE—F EFa)F4aAVTFEREb
K
=Ty k FSURRT |V <ILF
LYk
IVTHFRAL | VRATLA
¢t EXEC o 5 o %S o R o R —
av Yy FER Jyy— EERE
2

7.0(1)

ooy RRBEMEE L

9.0(1)

ECDSA F—®OHHR— FABEME i E Lz,

9.16(1)

EDDSA ¥ —®DH AR — b 2VBMEE L=,

avw vk A

cryto key F—T BB L £,
generate

crypto key F—_TEHIRLET,
zeroize

. show cr ~ show cz




I show cr ~ show cz
show crypto protocol statistics .

show crypto protocol statistics

VS NT IS L—& MIBNOZa s aVBEAOKEHEREZERTHICIE, FTa— L a
V7 4 X2 b—va v T— FE-I3HE EXEC & — T show crypto protocol statistics =< >
RE@HEHLET,

show crypto protocol statistics protocol

X DA protocol EHEH A KR T 57 B b AVOARIEZHIE L E T, TR b AL OBRBIIKO L
nTY,
ikevl: f VX —FXy h F— TV AF =V "=z 1,
ipsec: IPEFxF2UT 47 x2—X27 01 kajl,
sd:tEFXFaT Vv bLAF,
other : FEl 7 v b = VAN FHIFE 74,
al : BHEYR—FSNTWDHTRXTOT | |k aj,

ATVRFIFILR T IANNOBECHEITH Y EHA,

aAvU Rk E—F ROEIZ, a2~ FEANTEHF—FarRLET,

AV KE— | TPAT94—ILE—F tXxa)TF4aTERX b
k
=Ty K FSUART (VUL TILF
Lk
AVTERE | VAT LA
Ja—3)L a3 o 3fhis o 3fhis o 3fhis — -
V74K
L—rg
HrkE EXEC o %It o %It o %It — —
avy FERE Jy— ZEHAR
4

7.01) Zoo<wr RRBMENELE,

#l Wiz, Za— L ar7 4 Xal—3aryE—RT, BELE e haricElT sy
VI NT 2787 b—2RitEREFRT D02~ LET,

ciscoasa

#

show cr ~ show cz .



show cr ~ show cz |
. show crypto protocol statistics

show crypto protocol statistics ikevl
[IKEv]l statistics]
Encrypt packet requests: 39
Encapsulate packet requests: 39
Decrypt packet requests: 35
Decapsulate packet requests: 35
HMAC calculation requests: 84
SA creation requests: 1
SA rekey requests: 3

SA deletion requests: 2
Next phase key allocation requests: 2
Random number generation requests: 0

Failed requests: 0

ciscoasa

#

show crypto protocol statistics ipsec

[IPsec statistics]
Encrypt packet requests: 700
Encapsulate packet requests: 700
Decrypt packet requests: 700
Decapsulate packet requests: 700
HMAC calculation requests: 1400
SA creation requests: 2
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0

ciscoasa

#

show crypto protocol statistics ssl

[SSL statistics]
Encrypt packet requests: 0O
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0O
HMAC calculation requests: 0
SA creation requests: 0
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0

ciscoasa

#

show crypto protocol statistics other

[Other statistics]
Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0O
HMAC calculation requests: 0
SA creation requests: 0
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests: 0
Random number generation requests: 99
Failed requests: 0

ciscoasa

#

show crypto protocol statistics all

. show cr ~ show cz



I show cr ~ show cz
show crypto protocol statistics .

[IKEv]l statistics]
Encrypt packet requests: 46
Encapsulate packet requests: 46
Decrypt packet requests: 40
Decapsulate packet requests: 40
HMAC calculation requests: 91

SA creation requests: 1
SA rekey requests: 3
SA deletion requests: 3
Next phase key allocation requests: 2
Random number generation requests: 0
Failed requests: 0

[IKEv2 statistics]
Encrypt packet requests: 0O
Encapsulate packet requests: 0

Decrypt packet requests: 0
Decapsulate packet requests: 0O
HMAC calculation requests: 0
SA creation requests: 0
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0
[IPsec statistics]
Encrypt packet requests: 700
Encapsulate packet requests: 700

Decrypt packet requests: 700
Decapsulate packet requests: 700
HMAC calculation requests: 1400
SA creation requests: 2
SA rekey requests: 0
SA deletion requests: 0
Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0

[SSL statistics]

Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0O

HMAC calculation requests: 0

SA creation requests: 0

SA rekey requests: 0

SA deletion requests: 0

Next phase key allocation requests: 0
Random number generation requests: 0
Failed requests: 0

[SSH statistics are not supported]

[SRTP statistics are not supported]

[Other statistics]

Encrypt packet requests: 0
Encapsulate packet requests: 0
Decrypt packet requests: 0
Decapsulate packet requests: 0O

HMAC calculation requests: 0
SA creation requests: 0
SA rekey requests: 0
SA deletion requests: 0

show cr ~ show cz .



show cr ~ show cz |
. show crypto protocol statistics

Next phase key allocation requests: 0
Random number generation requests: 99
Failed requests: 0

ciscoasa #

BEEav R avw vk Bz

clear cryptoaccelerator statigtics (|57 75 L—Z MIB ICbH 5 70— LB L OT 7 &5
L—ZEROREHEHREZ 7 VT LET,

clear crypto protocol statistics | k57 7% 5 L—% MIBIC# 5 7 1k = VEA OFEHE # %
sV LET

show crypto accelerator statistics | 5527 75 L—Z MIB)2 b /2 — LB LT 7+ 5 L —
2B OFEHERE R R LET,

. show cr ~ show cz



I show cr ~ show cz

show crypto sockets .

show crypto sockets

B DEREA

AR TIAIE

ATV R E—F

BEtxaT7 Y7y MERAEFRTDHIZIE, Ju— a7 4F¥alb—vary B—RKNEE
I3 H54E EXEC & — KT show crypto sockets =~ > RZ2i ] L £7°,

show crypto sockets
Zoawy RiZiE, ¥—U— FEKITH Y £HA,
77 4V P OBEREIZH Y EH A

ROFIZ, a~ P ANNTELE—FERLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE
k
=Ty k FSURART (VT TILF
Lk
AVTHFRAM [ VRATL
ra—sr 3| e il o R . 5 — _
V7 4%
L=z
e EXEC o 3t o s . 5 _ _

avy FERE

3l

Jy— EBAE
7S

7.0(1) Zoawy RBBINEhE L,

Wiz, Za—r\)Lary 7 4 Xal— gy F—RT, BEEXaT Viry MEHE
FoRT OB ERLET,

ciscoasa(config) # show crypto sockets
Number of Crypto Socket connections 1
Gi0/1 Peers: (local): 2001:1::1
(remote) : ::
Local Ident (addr/plen/port/prot): (2001:1::1/64/0/89
Remote Ident (addr/plen/port/prot): (::/0/0/89)
IPsec Profile: "CSSU-UTE"
Socket State: Open
Client: "CSSU App (UTF)" (Client State: Active)
Crypto Sockets in Listen state:

RDOF T, show cryptosockets =~ R D7 4 —/L RIZOWTHBH L £7,

show cr ~ show cz .



show cr ~ show cz |
. show crypto sockets

Z4—ILF 5 AR

Number of Crypto Socket TRTF ANDORER Y v N D¥L,

connections

Socket State ZORREE, TUT 4 TR IPsecE X2 VT 4 TV E—T s

v (SA) WET D Z L HEWT 5 0penn>, E721E3T7 77+
775 TPsec SA INFAE LRV Z & 2B IR 9 5 Closed D EH 57

<,
7747k T —a DA E FDIREE,
Flags ZDT7 44—V RM Tshared] 12782 TWBEAE., V7 v MIE

DO A B —T o ATHEFEINET,

Crypto Sockets in Listen state - IPsec 7’12 7 7 A /L DA HI,

BEa<v> K avw > R SR BA

show crypto ipsec Wat¥a7 Y7 v b API TA VA b= ENTRY o —fFREF
policy ALET,

. show cr ~ show cz



I show cr ~ show cz

show csc node-count .

show csc node-count

CSCSSM MR AX X LTm b T 7 4 w7 D) — FEaEFRT HI2IE, i EXEC £— KT show
cscnode-count =~ > R&E{FH L E9,

show csc node-count [ yesterday ]

BX DA

ARV K TIAIE

yeterday (fF:&) CSC SSM A3ETH @ 24 Ff (FRT OB MO B H DFRTOBET) AFk v
L7ZhT77 490D ) — FEERRLET,

TI7HNNTERREIND /=Koy b, FRIOFENDAXF ¥ SNz /) — FETT,

ARV RE— | T7AT74—ILE—F tFaYT4a30TFRE
X
=Ty K ESUART (VUL TILF
LYk

AVTHFRE | VAT LA

¥5#E EXEC o s o St . ki _ .

avy FERE

EREDAARZA4

3l

JU— EERR
A

7.01)  Zoa<wr s RRNBMENELE,

J—F&iE, BADREETLIPT RLA, FRIZASAICIVIRESNLTWA Ry hU—2 D
TINAADT RLATYT, ASAIE, HDO/ — R v hEBHFL, 22—V —F 4L ADHR
HlD7= 812 CSC SSM IT/5 £,

RIZ, CSC SSM i1 0 RELARRIZ A X v > L=/ — RO A FK T % show csc
node-count ==~ > RO A Z R LET,

ciscoasa# show csc node-count
Current node count is 1

WIZ, CSC SSM 752 24 i (FRT OB/ BB A DFRTIORKFET) ICAF v LT
o7 47D — W& F9 5 show csc hode-count 2~ > ROl 2R L E
7,

ciscoasa(config) # show csc node-count yesterday
Yesterday’s node count is 2

show cr ~ show cz .



show cr ~ show ¢z |
. show csc node-count

BEEav R csc CSC SSM CTOREEIZNE- T, FTP, HTTP, POP3, B L
SMTP # AX ¥ T D7D Fxy NI—FV "N T 7 4 v %
CSCSSM IZEELE T,

show running-config class-map |H{ED Y S A~y a7 4 X2l —T a2 FRLET,

show running-config policy-map |HEDORY v —~<wv S a7 4 Xal—T g %F R LE
D

show running-config service-policy | FifEFDH — A HY I — a7 4 Xal—Ta v 2FERL
i j—o

. show cr ~ show cz



I show cr ~ show cz
show ctighe .

show ctigbe

ASA % 2 THESL &417= CTIQBE & v o a v DG A FrT 5121, 54 EXEC £— R T
show ctigbe =~ > R&MHH L £,

show ctigbe

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

avY K E—F WOFIZ, a~vr FEANTELE— Fa2RLET,

ATV FRFE— | T7AT7I24+—ILE—F XT3 TFRE

K

W=TFTyF | FSVRRT (DU T)L JILF
Lk
AVFFRL | VATL

FitE EXEC o i o i o i P SITN « it
avy FERE Jy— FEAHAE

3

7.01) Zoo<=r RRBMENELRE,

FEREDHA KS4 > showctigbe=~ > FITASA Z B2 THESL SN 7 CTIQBE & v ¥ = » D & #7R L % 9 debug
ctigbe X° show local-host & & H12, ZdD =~ Ri&, CTIQBE A VAT ¥ 3 V¥ DR
ORI TNy a—T 4TI EINET,

\}

(GE)  showctigbe =~ > REEMT HAIIZ pager 2~ RERETDHI LML ET, £< 0
CTIQBE & v ¥ a UMFEL, pager =+ 2 RAERE S TWRWEE, showctigbe 2~ > K
OHIIPNEEETEET DT, LIESLFMRPLD 2 E0nH 0 £,

Bl WIZ, WRDOEMIZEBIT 5 showetigbe =~ > FOHABIZ R L £, ASAZ#iz Tk v
N7 7ENTWDET 7T 47 CTIQRE vy v a v if1 27T, Tty ay
I, B—AL 7 R LA 10.0.0.99 DNES CTI 734 A (72 & Z21E., Cisco IP SoftPhone)
& 172.29.1.77 DI Cisco CallManager O] THESZ S TWES, 22T, TCPAR— h
2748 1%, Cisco CallManager T4, Z D% v 3D/ — hE— M 120 5 T9,

ciscoasa# | show ctigbe
Total: 1
LOCAL FOREIGN STATE HEARTBEAT

show cr ~ show cz .



show cr ~ show cz |
. show ctigbe

1 10.0.0.99/1117 172.29.1.77/2748 1 120

RTP/RTCP: PAT xlates: mapped to 172.29.1.99(1028 - 1029)

MEDIA: Device ID 27 Call ID O
Foreign 172.29.1.99 (1028 - 1029)
Local 172.29.1.88 (26822 - 26823)

CTI 7 /3A AL, § CIZ CallManager (2B SN TWET, T34 ZAOWEHT KL AL
JOYRTP ZEAR— M 172.29.1.99 @ UDP R — K 1028 |Z PAT B I TV ET,
RTCP /27" — X UDP 1029 |Z PAT ZH i XN CWEJ,

RTP/RTCP: PAT xlates: THrE 24TI1%. WEB CTL 7 /3 A A H3FMEE CallManager |28k S
. CTITNA ADT RLALR—MRZEOIEA > X —T = A AT PAT B2 ST
WAHEEIZIED oS vE T, ZOFTIE, CallManager SNE A > ¥ — 7 = A A LI
BT 2556, ETIENECTIT NA ADT R A LR — M3, CallManager 23 L T
WHDERICANRA 2 —T = 4 AIINATE I N TV A AL, BRI ERA,

ZOHINE, =R IO CTIT /3 AL 172.29.1.88 128 5 B O EEEHE O M AT X
NTHWbZ EaRLET, MMOBEFEHKEDO RTP 35 1 OV RTCP {548 — ~E, UDP 26822
L V26823 TF, ASAIX2 % H DEFGRE L CallManager (ZB5# 9% CTIQBE & v+ =
Yl a— RafRi TE RV T, oOEFERKIL, CallManager L[RI LA ¥ —7 = A R
Rz EI, CTIT A AMAOT 77 47 a—/L L v 7L, DevicelD27 3 L U Call

IDO CHERERCTX £,

BEa< R avr k|38
inspect CTIQRE 7 7V r—vay A VAR v avkAF—7 M LET,
ctigbe

servicepolicy |1 Sl EDA v Z—T A4 AR — <y FEEHALET,

show conn | X & K E sk 2 A 7Ok EEZF R LET,

timeout XFEXFERTabalBlOty T ay A4 TDOT A RARBED F Kk R
AHRELET,

show cr ~ show cz
88



I show cr ~ show cz
show ctl-file .

show ctl-file

BRI CHEASNDCILY 7 A VOWNEERTT HICE, Fo— b ar 7 4 Xal—
v a v E— RFTshowctlfilea~> RE[MHLET,

show ctl-file filename [ parsed ]

BXDEREA flename 7 — 4 R— 2| EIN TN D EF 2T E— RICKIR LB a R LET,

parsed  ({1&) & L7 CTL 7 7 A L OREMIE A 2R LE T,

ARV R FTI4INAL  T7AN FOBERLEIZH Y A,

avYRE—R ROFIZ, A~ FEANTELE—FEnRLET,
aAY VU RE— | 7747 DA—ILE—F ttXxal)Fsa0TFR b
k
L—TvF FSUART (V)L JILF
LYk
AVTEFERE | VRTLA
7a—N)L a o Xtha — o Gt —_ -
V7 4F =
Lr—a
avy FERE Jy— ZEHAR
R

82() o=y FABMENE L

ERLDOHA KSq4Y 77y vaXEVICBIHEN TS CTL 7 7 A VD7 7 A VA EIRET D%E1E, T4 A7
Fa. 77 AN4 . BIOYEEA disk0:/testetl.tly D X 912 E L3, showctl-filea~2 R
AT E, BETOXF VAU AZ L ADREEDOT N SIS B ET,

Bl &Iz, showctl-filez~> REEH LT, CTL 7 7 A VO— R IE WA TR T AH AR L
F7,

ciscoasa# show ctl-file
diskO:/ctlfile.tlv

Total Number of Records: 1
CTL Record Number 1
Subject Name:
serialNumber=JMX1215L2TX+hostname=ciscoasa
Issuer Name:
serialNumber=JMX1215L2TX+hostname=ciscoasa
Function:
cucm

show cr ~ show cz .



show cr ~ show ¢z |
. show ctl-file

IP Address:
192.168.52.102
Associated Trustpoint:
cucm_primary
The following example shows the use of the show ctl-file
command to show detailed information about the CTL file:
ciscoasa# show ctl-file
diskO:/ctlfile.tlv
parsed
TAG 0x01: Version: Maj 1, Min 2
TAG 0x02: Header Len: Len 288
TAG 0x03: Signer ID: Len 103
TAG 0x04: Signer Name: Len 45 Name: <cn= internal myctl SAST 0,ou=STG,o=Cisco Inc>
TAG 0x05: Cert SN: Len 4 SN: c43c9048
TAG 0x06: CA Name: Len 45 Name: <cn=_internal myctl SAST 0,ou=STG,o=Cisco Inc>
TAG 0x07: Signature: Len 15
TAG 0x08: Digest Alg: Len 1 Name: SHA-1
TAG 0x09: Sig Alg Info: Len 8
TAG O0x0A: Sig Alg: Len 1 Name: RSA
TAG 0xO0B: Modulus: Len 1 Name: 1024
TAG 0x0C: Sig Block: Len 128 Signature:
521debcf b7a77ea8 94ebabf7 £3c8b0d8 3337a9fa 267cela’ 202b2c8b 2ac980d3
9608f64d e7cd82df e205e5bf 74ald9c4 fae20£f90 £3d2746a e90f439%9e ef93fca’
d4925551 72daa4d4l4 2c55f249 ef7e6dc2 bcb9f9b5 39be8238 501leech ce37eddl
8666550 6779c3fd 25c8bab0 6e9bel32c 7£79fe34 5575e3af ea039145 45ce3158

TAG 0x0OE: File Name: Len 12 Name: <CTLFile.tlv>
TAG 0x0F: Timestamp: Len 4 Timestamp: 48903cc6

### CTL RECORD No. 1 ###

TAG 0x01: Rcd Len: Len 731

TAG 0x03: Sub Name: Len 43 Sub Name: <serialNumber=JMX1215L2TX+hostname=ciscoasa>

TAG 0x04: Function: Len 2 Func: CCM

TAG 0x05: Cert Issuer: Len 43 Issuer Name: <serialNumber=JMX1215L2TX+hostname=ciscoasa>

TAG 0x06: Cert SN: Len 4 Cert SN: 15379048

TAG 0x07: Pub Key: Len 140 Pub Key:
30818902 818100ad a752bde6 89769a49 13115e52 1209b3ef 96al79af 728c29d7
af7fedde c759d0ea cebd7587 dd4f7cd4c 322da86b 3a677c08 ce39ce60 2525f6d2
50fe87cf 2aea60a5 690ec985 10706eba 30ad26db e6fdb243 159758ed bb487525
f90lefda 658445de 29981546 3867d2dl cebl9eed 62c7be32 51037c3c 751clado6
040bedbb 3e984502 03010001

TAG 0x09: Cert: Len 469 X.509v3 Cert:
308201d1 3082013a a0030201 02020415 37904830 0d06092a 864886f7 04010104
0500302d 312b3012 06035504 05130b4a 4d583132 31354c32 54583015 06092a86
4886f70d 01090216 08636973 636£f6173 61301el7 04303830 37333030 39343033
375a170d 31383037 32383039 34303337 5a302d31 2b301206 03550405 130b4add
58313231 354c3254 58301506 092a8648 86f70d01 09021608 63697363 6f617361
30819£f30 0d06092a 864886f7 04010101 05000381 84003081 89028181 00ada752
b4e68976 9a491311 5e521209 b3ef96al 79af728c 29d7af7f eddec759 dlOeacebd
7587dd4f 7c4c322d a86b3a67 7c08ce39 ce602525 f6d250fe 87cf2aea 60a5690e
c9851070 6e5a30ad 26dbe6fd b2431597 58edbb48 7525f901 ef4a6584 45de2998
15463867 d2dlce51 9eed62c77 be325103 7c3c751lc 0ad6040b edbb3e98 45020301
0001300d 06092a86 4886f70d 01010405 00038181 005d82b7 ac45dbf8 bd911d4d
a330454a a2784ad4b 5ef898bl 482e0bbf 4a86ed86 9019820b 00e80361 fd7b2518
9efa746c b98ble23 fcc0793c ded8deod 6blad998 cd6fde66 bab6ld3a d200739%a
ae679c7c 94f550fb a6381b94 leae389e a9ecdbll 30ba31lf3 33cdl84e 25647174
ce00231d 102d5db3 c9cllla6 df37eb43 66£3d2d5 46

TAG 0xOA: IP Addr: Len 4 IP Addr: 192.168.52.102

. show cr ~ show cz



I show cr ~ show cz

show ctl-file .

EEav> R

avy kR

Bl

ctl-file (global)

BT XL EERT AT ODCTLA v AR AZIRET A, £771%
T2 AEVITHEMENTWS CTL 7 7 A VAT L £,

ctl-file a7 10X VORERITHEMN TS CTL A v AZ A &4 ELET,
(phone-proxy)
phone proxy Phone Proxy { > A XV AR E L ET,

show cr ~ show cz .



show cr ~ show cz |
. show ctl-provider

show ctl-provider

a=TyA Rala=br—ra sy ERIND CTL 7R X — O EEFK AT DT, FF
HE EXEC & — R C show ctl-provider =~ > R&MH L £,

show ctl-provider [ name ]

X DA e (473 3) ZOCIL 7 e —DLDEREFERLET,
AT R E—F WKORIZ, a2 REANITEBE—FERLET,

ARV KRE— |T7AT724—ILE—F tXaF4aVTFER b

K

IL—TFTv K FSUART (VUL TILF
LYk
AVTFXRARM |[VRTLA

¢t EXEC o 5 o« %S o b o R —
avy FER Jy— ZFTEAHAE

2

82(1) Zoa~=r FRBMENELE,

Bl Wiz, CTL 70 SA B — Dk % Fd Bl %7 LET,

ciscoasa# show ctl-provider

|

ctl-provider my-ctl

client interface inside address 192.168.1.55

client interface inside address 192.168.1.56

client username admin password gWe.oMSKmeGtelxS encrypted

export certificate ccm-proxy
|

BEa<w> R av > K |EREAR

dl-provider | CTL 7184 X — %% E L E T,

. show cr ~ show cz



I show cr ~ show cz

show cts environment-data .

show cts environment-data

ASA |Z Cisco TrustSec DEEET —F DY 7 L v ¥ 2 PO~V ZARBE L AT — X A B F"T D
IZ1%. ¥réE EXEC &— R T show ctsenvironment-data =~ > RafEH L £,

show cts environment-data

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATVRTFIFIR T 7ANNOEEREITH Y A,

aAavYRE—FK RORIZ, a~v L FEANNJTELE—RERLET,

O RE— | D747 74— ILE—F t¥xayF4a20TFREb

k

=Ty K FSUART (V)L JILF
Lk
AVTFRAR [VATLA

¥¥iE EXEC o XHI o XHI o XHI o XHI —
av >y FERE J)y— ZEEARAR

S

9.01) Zoa~rRFRBMENELE,

FEREDHA KSA4y ZOATURE, 72— NAF—N"—ar 74 Xal—arDRAZUNAREOT /NA ATl
PR—FENFEHAL, AFZ NS REDT NN, ATZDavr ReEANTHE, kO T —
Ave—UNRFRINET,

ERROR: This command is only permitted on the active device.

Toav yRNE VIR EZY) LT a7 4 X al—arDVASE— L= N TOILYR—
FENFET, AL—T 2=y FhTZOa~vry REANTALE, ROTT— A v Eb—INHER
SNFET,

This command is only permitted on the master device.

#l &Iz, show ctsenvironment-data =~ > RO Sl EZ R L E3,

ciscoasa# show cts environment-data
CTS Environment Data

Status: Active

Last download attempt: Successful

Environment Data Lifetime: 1200 secs

Last update time: 18:12:07 EST Feb 27 2012

show cr ~ show cz .



show cr ~ show ¢z |

. show cts environment-data

0:00:12:24 (dd:hr:mm:sec)

Env-data expires in:
0:00:02:24 (dd:hr:mm:sec)

Env-data refreshes in:

BEav Uk avv kR E%EA
show running-config |9247a> 7 4 X2 L —31 3 LV OSXPHEGELFERLET,
cts
show cts pac PAC Do R—xy FaFRrLET,

. show cr ~ show cz



I show cr ~ show cz

show cts environment-data sg-table .

show cts environment-data sg-table

B DEREA

AR TIAIE

ATV R E—F

ASA IZ Cisco TrustSec D FEEEE X2V T ¢ N —7 T —T Va2 KT 5121, ¥ EXEC £—
K -C show cts environment-data sg-table =~ > K& H L F 9,

show cts environment-data sg-table
Zoavy FIZEBIERELITF—U—NIH Y A,
774N FOEERLEIZH Y EE A,

ROFIZ, a~ P ANNTELE—FERLET,

ARV ENE— | TF7ATI24—ILE—F tXa)TF4a0TERXE
k
W=TFTyF | FSVRRT (DU T)L JILF
Lk
AVTXREL | VAT LA
FHE EXEC o KPS o Sf it o 5fI o i _

avy NERE

FEREDHA KSM4 Y

3l

Ju— EEAE
S

9.01) Zoa~rRFRBMENELE,

ZOawU R, T A —R"—ar T 4 FXFal— g DAZUNAIREBOT NA AT
YR—FENFHA, AZUNAREDOTF AL AT Davy REANTHE, ROZTF—
Ave—UNRFRINET,

ERROR: This command is only permitted on the active device.

Toav yRNE VIR EZY) LT a7 4 X al—arDVASE— L= N TOILYR—
FENFET, AL—T 2=y FhTZOa~vry REANTALE, ROTT— A v Eb—INHER
SNFET,

This command is only permitted on the master device.

iZ, show cts environment-data sg-table =~ > KO /16l 2R L £,

ciscoasa# show cts environment-data sg-table
Security Group Table:

Valid until: 18:32:07 EST Feb 27 2012

Showing 9 of 9 entries

SG Name SG Tag Type

show cr ~ show cz .




. show cts environment-data sg-table

show cr ~ show ¢z |

ExampleSGl 2 unicast
ExampleSG13 14 unicast
ExampleSGl4 15 unicast
ExampleSGl5 16 unicast
ExampleSGl6 17 unicast
ExampleSG1l7 18 unicast
ExampleSG1l8 19 unicast
Unknown 0 unicast
MEav> kR av YR B
show running-config |947a> 7 4 X2 L —31 3 v OSXPHEEELFERLET,
cts
show cts pac PAC Do R—x MaFrLET,

. show cr ~ show cz



| show cr ~ show cz

show cts pac

B DEREA

AR TIAIE

ATV K E—F

show cts pac .

ASA |Z Cisco TrustSec ™ Protected Access Credential (PAC) Do L iR—% v b & F T AT,

¥#HE EXEC £=— K Cshowctspac =~ > R&H L £9,

show ctspac

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N FOBERERSH D EH A,

WDFEIZ, a~vr REANTELE—RERLET,

aAYVKRE— | T7AT94—ILE—F ttXa)F4aVTFFR b
k
L—Tv F FSUART (V)L TILF
LYk
AVTEREM | VRTA
¥ #E EXEC o %Fhts o %Fhts o %Fhts o %Fhts —
avy FERE Jy— ZTHERAR
R
9.0(1) ZDa<y RRBEINEIE L,

FEREDHA KSM4 Y

3l

show ctspac ==~ FiE, PAC1H#H (A& L) 2R RLET, PACDOT A 7 F A LNk
WTHEASAREF 2T 4 TN—TF T—=T NG TE R R0, AHIMIE
BEECTY, FEEIL, Identity Services Engine DX = V7 ¢ 7 —7 T —7 L & ORI %R
D72HIZ, iV PAC ORI G D RIZHT LU PAC 2 ERTHMERH D £9,
Zoa<wryRE, T A== ar T 4 X2 L= a VDAL INAIRREDT A A TIE
PR—=FENFHFA, AFVARAREDT R, ATZDa~vy KEANTHE, ROTT—
Ayv—UNERINET,

ERROR: This command is only permitted on the active device.

Zoaw RE VIAREZY T a7 4 Fal—a D AA— 2=y N TOIHYR—
rENFET, AL—T 2=y hTZOa~vr FEANTEE, ROTT— X ob—UNER

SNET,

This command is only permitted on the master device.

WIZ. showctspac =~ ROHAHIZR L E7,

ciscoasa# show cts pac

show cr ~ show cz .



show cr ~ show ¢z |

. show cts pac

PAC-Info:
Valid until: Jul 28 2012 08:03:23
AID: 6499578bc0240a3d8bd6591127ab270c
I-ID: BrianASA36
A-ID-Info: Identity Services Engine
PAC-type: Cisco Trustsec
PAC-Opaque:

000200pb000030001000400106499578bc0240a3d8bd6591127ab270c00060094000301
00d75a3£2293£f£3b1310803b9967540££7000000134e2d2deb00093a803d227383e2b9
7db59%ed2eeacd4ed69fcbleeblac2dd84e76e13342a4c2f1081c06d493e192616d43611
8£f93d2af9p9135bb95127e8b9989db36cfl667bdfe6c284e220cllelf7dbab91721d1l
00e9£47231078288dab83a342cel76ed2410£1249780882a147cc087942£52238£c9%b4

09100e1758

BEEavT R avw Uk Bz

show running-config |947a> 7 4 X2l —3 a D SXPEEL2ERLET,
cts

show ctsenvironment | B2557— % 0 U 7 L v & 2 (LB D~ L ZIRHE & 2T — 5 A %37 L&
T,

. show cr ~ show cz




I show cr ~ show cz
show cts sgt-map .

show cts sgt-map

HIEARZDIPT KL A X2 T 4 IN—T FT—T <3 =% = b Z2ERT DI,
¥#HE EXEC £— K C showcts sgt-map =~ > RaEfiH L £,

show ctssgt-map [ sgt sgt 1 [ addressipd [/ mask ] | addressipve [/ prefix ] |ipv4|ipv6 ] [ hame
1 [ brief | detail ]

EX DA address {ipv4 [/mask f5ED IPv4 £72(XIPv6 7 FLADIP 7 FL A ¥F 2 YT ¢ Z—T
1 /ipv6 [/prefix ]} F—TN vy I ORERRLET, Xy NT—I Dy L T %
FERTAIIIIPVE S T Ry F ~ A7 E713IPV6 S LT 4 v I A%S

HET,

brief IP7RLAE®X2UT 4 I —TF FT—T ) < B0 VOB % R
LET,

detail IP7T RLAEXR2 VT 4 IN—TT—TN <o T ERRLET,

ipv4 IPvda7 RL A X2l T4 IV—F F—T N v B h2ERLE
T, TTFNVIT, IPUT RLAEXFa2UT 4 TN —TFF—T )<
TOIRNERRINET,

ipv6 IPv6 7 FLA X2 T4 FA—F F—T N =o' 7 o2FRLE
7,

name X2 T4 TN—TEB—EHTHIPT RLA X2 T 4 J—

IF—T N v SRR R LET,

sgt sgt X2 VT4 IN—T T—INAB—HTHIPT FLA X2 UT 4
TN—T T =T N 2o TOHERRLET,

ATV R FI4NN T ANV NOBEERMHEITH Y A,

AT RE—FK WOFRIZL, a2 REANTEXHE—RERLET,
AYVKRE— | T7ATO4+—ILE—F ttXa)T4aVTFFR b
k
L—Fv K FSURRT |V TL JILF
Lk
AVTEFRE | VAT A
¥t EXEC o %I o KHIE o KHIE o KHIE —

show cr ~ show cz .



. show cts sgt-map

show cr ~ show ¢z |

avy FNERE

Jy— EEAE
S

9.0(1) =~y FRBMESHELRE,

FEREDAARZA4 Y

1

9.3(1) [CLI-HI) Y —ADBDIP-SGT A T 4 U TIEERNEEND X HICH IR EH
SNFE L7, ZhuE, ctsrole-based sgt-map =2~ > RIZX W BAINET,

9.6(1) Xy b= oI EERRTHHEREMBMENE LT,

Zoa=wy RiE, Bl ZAOIP T RL A X2 VT 4 IV —F FT—T ) w3 —I% = |
VAEFRRLET,

Iz, showctssgt-map =2~ RO AHHIZRLET,

ciscoasa# show cts sgt-map
Active IP-SGT Bindings Information

IP Address SGT Source
1.1.1.1 7 CLI-HI
10.10.10.1 7 CLI-HI

10.10.10.10 3 LOCAL
10.10.100.1 7 CLI-HI
198.26.208.31 7 SXP
IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of CLI-HI bindings = 3
Total number of SXP bindings = 1
Total number of active bindings = 5

WIZ, WL DDy T —T 34 2 REFEE LT showctssgt-map =~ > RO
BlzrRLET,

ciscoasa# show cts sgt-map

Active IP-SGT Bindings Information

IP Address SGT Source
10.1.1.1 7 CLI-HI
10.252.10.0/24 7 CLI-HI
10.252.10.10 3 LOCAL
10.252.100.1 7 CLI-HI
172.26.0.0/16 7 SXP

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of CLI-HI bindings = 3
Total number of SXP bindings = 1
Total number of active bindings = 5

Iz, show ctssgt-map ipve =~ RO AHIZR L E7,

ciscoasa# show cts sgt-map ipvé
Active IP-SGT Bindings Information
IP Address SGT Source

. show cr ~ show cz



I show cr ~ show cz

3330::1 17 SXP
FE80::A8BB:CCFF:FE00:110 17 SXP
IP-SGT Active Bindings Summary

Total number of SXP bindings = 2
Total number of active bindings =

RIZ, show ctssgt-map ipv6 detail ==~ > ROHFFIE R L ET,

2

ciscoasa# show cts sgt-map ipvé detail
Active IP-SGT Bindings Information

show cts sgt-map .

IP Address Security Group Source
3330::1 2345 SXP
1280::A8BB:CCFF:FE00:110 Security Tech Business Unit (12345) SXP

IP-SGT Active Bindings Summary

Total number of SXP bindings =2
Total number of active bindings 2

WIZ, show ctssgt-map ipv6 brief =~ > KOl Z /R L £,

ciscoasa# show cts sgt-map ipvé6 brief
Active IP-SGT Bindings Information
IP-SGT Active Bindings Summary

Total number of SXP bindings =2
Total number of active bindings 2

IZ, show ctssgt-map address ==~ > RO IH &2~ L £7,

ciscoasa# show cts sgt-map address 10.10.10.5
Active IP-SGT Bindings Information
IP Address SGT Source

10.10.10.5 1234 SXP
IP-SGT Active Bindings Summary

Total number of SXP bindings = 1

Total number of active bindings 1

BEEavT YR

avrk Bl

show running-config cts

Tar 74 X2 — 300 SXPHEREFERRLET,

¥
show cts environment BT —2DY 7L v 2 RO~ AR
E3cn

LAT—HRAEFERL

show cr ~ show cz .



. show cts sxp connections

show cr ~ show ¢z |

show cts sxp connections

ASA |Z Security eXchange Protocol (SXP) #ifii & &K~ 9 2 I21%, M EXEC £ — KT show cts
SXp connections =~ > R&HHA L £,

show cts sxp connections [ peer peer addr ] [ local local addr ] [ ipv4 |ipv6 1 [ status { on | off |
delete-hold-down | pending-on } ] [ mode { speaker |listener }1 [ brief ]

B DEREA

aAavy R FI4ILk

aAvUkFE—F

brief

(F7vay) SXPHifDENEFR R LET,

delete-hold-down

(A7 ar) TCPHEGIZONRREETH-7m & X TLE L (TCPA
Ho L TWET) , ZOWREBIZRDAREERHDDIE, VAT —F—F
TRESNT= ASA DB T,

ipv4 (A7 a) IPVAT FL A& D SXP Hift =R LET,

ipv6 (FFar) IPv6 7 RL AL D SXP A £ LET,

listener (A7varv) VAF—F— R TRESINTZASA ZERLET,

local local addr (F7Fvay) —HLIa—ALIPT RLALDOSXPEHRiZ TR LET,
mode (F7vay) —HULIEE—REDSXPHRARRLET,

off (A7 a) TCPH#HHIBMENTWER A, ASAIL, ZORED &

E DA TCP i BT LT
on (47 2 >) SXPOPEN %7213 SXP OPEN RESP # vt — Y% %f5 L £

L7z, SXP BN LEFICHESLSNE L1z, ASAIL, ZOIRED L XDH
SXP A vt —Vha#LET,

peer peer addr

(F7vay) —HLEETIPT RLREDSXP#EFEZERLET,

pending-on (A7 a) SXPOPEN A v —UNETICEEINE L, BTN
DIEEFHE L CTOET,

speaker (FFay) AC—H—F— RTRESNT ASA #Fr LET,

status (7 ar) —HLIEAT—Z L0 SXP#HfiaFrLET,

77 4V F OEHEREIZH Y TR AL

ROFIZ, a~v FEANTEHEF—FarLET,

. show cr ~ show cz



I show cr ~ show cz

show cts sxp connections .

ARV KE— | TF7AT7 2+ —ILE—F Xa)T4a0FFR+b
K
=Ty k FSURRT (DU < ILF
L b
AVTERL |VARTLA
¥FHE EXEC o ki . % o ki o KPS —

avy FERE

JU— EERR
A

9.0(1) =~ rFEMENELE,

EELOAA RS54y KOS T 584, SXPIRENED Y £,

1

s BTN SXP DFREEMBELIZD, SXPET 4 B—T M L7272 DIl, SXP U A F—MNZ
D SXP ¥ A& Fa v 7 L7384, SXP U A+ —I% OFF JREEICRIT L E T,

BTN T alll A E—T 2 AA AR Y v ML T LIZT2)IT, SXP Y A F—
NZE D SXP #f5i Fu v 7 L84, SXP U A7) —|%X DELETE HOLD DOWN iKRAEIZ#
1ITLET,

BHID 2 DDOEEONT MR ET S L, SXP A — 4 —I3 OFF JREEICBIT L £,

TDavw R, Tt —R—=F—RDT I T A TRT R, A~ AT —a=y N 7T
AXDIHRTHR—FEINET,

&IZ., show ctssxp connections =2~ > RO I1fHIZ R L 7,

ciscoasa# show cts sxp connections

SXP : Enabled
Highest version I
Default password : Set
Default local IP : Not Set

Delete hold down period : 120 secs
Reconcile period : 120 secs
Retry open period : 10 secs

Retry open timer

: Not Running
Total number of SXP
Total number of SXP

connections : 3
connection shown :

Peer IP 1 2.2.2.1
Local IP 1 2.2.2.2
Conn status : On

Local mode : Listener
Ins number 1

TCP conn password : Default

Delete hold down timer :
Reconciliation timer

Not Running
: Not Running

Duration since last state change: 0:00:01:25 (dd:hr:mm:sec)
Peer IP 3.3.3.1
Local IP 3.3.3.2

show cr ~ show cz .



show cr ~ show cz |
. show cts sxp connections

Conn status : On
Local mode : Listener
Ins number HE

TCP conn password : None

Delete hold down timer : Not Running

Reconciliation timer : Not Running

Duration since last state change: 0:01:02:20 (dd:hr:mm:sec)

Peer IP 4.4.4.1
Local IP 4.4.4.2
Conn status : On
Local mode : Speaker
Ins number : 1

TCP conn password : Set

Delete hold down timer : Not Running

Reconciliation timer : Not Running

Duration since last state change: 0:03:01:20 (dd:hr:mm:sec)

BEEavT R avw Uk SR BA

show running-configcts |#47aL 7 4 X2l —3 30O SXP A ERLET,

E=
show ctsenvironment | EEEF—Z DU 7 Ly ¥ 2 lLBRO A~V ZRBEL AT — X A EFR L
ESCH

. show cr ~ show cz



I show cr ~ show cz

show cts sxp sgt-map

show cts sxp sgt-map .

ASA |Z. Cisco TrustSec @ Security eXchange Protocol (SXP) ¥ = — /LVINOEBIEDIP T KL A
X2 VT4 IN—T T=TN vy BT FT=E_X=2 2 N ERRTDHITIE, i
EXEC ®E— KT showcts sxpsgt-map =~ > REMHLET,

show ctssxp sgt-map [ peer peer_addr ] [ sgt sgt 1 [ addressipv4 [/ mask ] | addressipvé [/ prefix
1 |ipv4|ipv6 ] [ name ] [ brief | detail ] [ status ]

BXDEREA

aAavU R TFI4ILk

AUk E—F

address {ipv4 [/mask HEd [Pv4 F721ZIPv6 7 RLADIP 7 KL A X2V F ¢ Z—7

] /ipv6 [/prefix ]}

T—=TN2y T DRERRLET, XY NT—I Dy B T E2FHK
RTBITIEIIPVA Y TRy b AT E2EIPV6 T VT o v 7 AZEDE
hj‘o

brief IP7T RLAEXa2 )T 4 IN—T T—T I~y B T OEMERRL
i—a—o

detail CXa2 YTy IN—T T—TUEREFRLET, EFa VT 1 I N—
TOLMPERATERVRE, X2 ) 71 S—T T—TMEDH
NADyah L TERINET,

ipv4 IPv4 7 RLALDIPT RLA X2 VT4 JV—TF T—T )L <ot
VI EFFRLET, F7AALNT, IPVAT RLALEDIP T LA &
X2 T4 TN—T F—T N 2o TOLNERRINET,

ipve IPv6 7 RLALDIPT RLA X a T4 SA—F F—T L~
YT ERRLET,

name X2 VT4 TN—TZNR T HIPT RLRAEX2 T 40 T N—T

TNy BT EFRIRLET,

peer peer addr

ET7IPT7 RLAR—HTAIPT RLRA X2 T 40 J—TFF5—7
N T DR EFRLET,

sgt sgt X2 VT 4 IN—T T—TNVRN—HTDHIPT RLA X2 T o
TN—T T—TN <o TDHhEFRRLET,
status TIT A TERNIET 79T 4T~ B TR M) EFRRLE

B

T 74N FOBERERSH D EHA,

WDOFIZ, a~r REANITEHE—RERLET,

show cr ~ show cz .



show cts sxp sgt-map

show cr ~ show ¢z |

k
=Ty k FSURRT (DU < ILF
Lk
AVTEFRL |VARTL
¢ EXEC o 5 o %S o b o Rl —
av Yy FERE Jyy— EERE
A

9.01) =~=rFREBMENELE,

9.6(1) Xy b= vy BT ERFRT DEREIPBIMSIE LT,

FEREDHA K54V

3l

DOy B TERTL N ZRRLET,

TDa<wr NI, T R—ar T 4 Fal—a DA RZUNNAIRBEDT N, A TIX
YR—brEINFEHFA, FTAXTlH, vAX— 2=y b CTa~vr RE AN LET,

WIZ, showctssxp sgt-map =~ RO IfFIZRLET,

ciscoasa# show cts sxp sgt-map
Total number of IP-SGT mappings : 3
SGT HE

IPv4
Peer IP
Ins Num
SGT
IPv4
Peer IP
Ins Num
SGT
IPvV6
Peer IP
Ins Num

P NM 9 WD JF NN

.2.2.1
.2.2.1

w N
w N
= O

.2.2.1

E80::A8BB:CCFF:FE00:110

IZ, show ctssxp sgt-map detail =~ > KOH I EZ /R L £,

ciscoasa# show cts sxp sgt-map detail
Total number of IP-SGT mappings : 3

SGT : STBU(7)
IPv4 : 2.2.2.1
Peer IP : 2.2.2.1
Ins Num : 1
Status : Active
SGT : STBU(7)
IPv4 1 2.2.2.0
Peer IP : 3.3.3.1
Ins Num : 1
Status : Inactive
SGT HI)

IPvV6

. show cr ~ show cz

: 1234::A8BB:CCFF:FE00:110

Zoawry NI, SXP W OMESINTET VT4 T7TRIPT KVAEX2 VT 4 TN—TFT—7



I show cr ~ show cz

Peer IP 1 2.2.2.1
Ins Num : 1
Status : Active

show cts sxp sgt-map .

I, show ctssxp sgt-map brief =~ > FOH IR L £, —Ho~ v 7%

Ry NI =780 £7,

ciscoasa# show cts sxp sgt-map brief
Total number of IP-SGT mappings : 3
SGT, IPv4d: 7, 2.2.2.0/24

SGT, IPv4: 7, 3.3.3.3

SGT, IPv6: 7, FE80::0/64

2

av

<R

avw >R SR BA

show running-config cts

Tar74X21—32 a0 SXPHEEFPERLET,

¥
show cts environment BEES— 20U 7L vy 2 O~V AIREEL 2T — X A5 FEa L
E3xn

show cr ~ show cz .



. show curpriv

show curpriv
BUE Do — W — Rt 2 F£oRr 5 121%, show curpriv 2~ > REMHEH L ET,

BX DA

AU R TIHIE

ATV R E—F

show curpriv

ZOavwy FIESIBEELITF—U—RNEIH Y A,

77 AV OEIERIELDH D EE A

ROFIZ, a~ FEANNTELE—RERLET,

show cr ~ show ¢z |

AV RE— | 747D A—ILE—F XT3 TFRE
&
=Ty K ESVRRT (VU F L TILF
LYk

AVTEFREM (VAT A
Ja—\) o o S o S _ _ . %P
V74X a
L—ra v
FitE EXEC o i . ks — _ .
T o 3fhis o 3fhis — — o SIS
EXEC

avwy FERE Jy— ZEHAR

A
70(1)  CLIFA RTA ICHERT D LS ICERINE Lz,

FEREDHA KS4 > showcurpriva~y Fid, BUEDREL ~ LV EZFRLET, KL~V ORED/ NS WIT L

3l

b L ~LMEWN T & 2R LT

wIZ,

‘ET,

enable 15 &9 A ETOD L —— N H72 2 HHE L ~LIZ & 5 54 D show curpriv

g~y RO ERLET, 2—HF—Z1T, 2—F—nur A LE-ExICANL
ez R L TWET, P PRIVIZ, =—#—enablea~ 2 FEZ AL Z L AR
LCWEJ, P CONF %, =—H—7 configterminal =~ R&Z AN LI=Z L &R L

£

ciscoasa(config)# show curpriv
Username : enable 15

Current privilege level : 15

Current Mode/s : P_PRIV P_CONF
ciscoasa (config)# exit
ciscoasa (config) # show curpriv

. show cr ~ show cz



I show cr ~ show cz
show curpriv .

Username : enable 15

Current privilege level : 15
Current Mode/s : P_PRIV
ciscoasa(config)# exit
ciscoasa(config)# show curpriv
Username : enable 1

Current privilege level : 1
Current Mode/s : P_UNPR
ciscoasa (config) #

Iz, BEROMIEOFIZRLET, A X—TNVE—FKNbT 4 B—7/VE— NIIBAT
LA, &lcu 7 A > Liza—H%—4 7% enable 1 [CE X b £9,

ciscoasa (config)# show curpriv
Username : enable 15

Current privilege level : 15
Current Mode/s : P_PRIV P_CONF
ciscoasa(config) # exit
ciscoasa# show curpriv
Username : enable 15

Current privilege level : 15
Current Mode/s : P PRIV
ciscoasa# exit

Logoff

Type help or '?' for a list of available commands.
ciscoasa# show curpriv
Username : enable 1

Current privilege level : 1
Current Mode/s : P_UNPR
ciscoasa#
BEav 2k av vk 58
clear configure privilege a7 4 ¥ a2 b—3 g )b privilege 22 K ATF— kA2 b

ZHIFR L £

show running-configprivilege| =< > oKL L5 Fr LE T,

show cr ~ show cz .



show cr ~ show cz |
. show curpriv

. show cr ~ show cz



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



