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https://cta.eu.amp.cisco.com/ui/threats/7761888e-bf4d-4403-85d4-7fac6ca5d2c4
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AutoKMS hacktool

Execution of KMS tool to interact with local system

| Low Severity ~ | Confirmed 5+ affected assets in 5+ companies

Hack tools are used to patch Windows software to run them with out an authentic product key. However, the execution of this tool
can be associated with malware or potentially unwanted applications.

Category: Attack Pattern - unknown
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Raspberry Robin

Windows based Worm capable of spreading through infected external drives

| High Sevefity ) Confirmed 10+ affected assets in 5+ companies

Raspberry Robin infects victim machines through a .Ink(T1204.002) file from an external drive, downloading actual payload
through msiexec. exe(T1218.007), executing its code through rundll32.exe(T1218.011) and establishing its C2 through TOR
connections(S0183). It's infrastructure is based on compromised QNAP devices on cloud.

Category. Malware - botnet
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https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1218/007/
https://attack.mitre.org/techniques/T1218/011/
https://attack.mitre.org/software/S0183/
https://cta.eu.amp.cisco.com/ui/threats/22f61d9b-1ef2-4f3e-9c24-1f2f51316c44
https://cta.eu.amp.cisco.com/ui/threats/22f61d9b-1ef2-4f3e-9c24-1f2f51316c44
https://attack.mitre.org/software/S0615/
https://attack.mitre.org/software/S0618/
https://attack.mitre.org/software/S0552/
https://attack.mitre.org/software/S0521/
https://attack.mitre.org/software/S0002/
https://attack.mitre.org/techniques/T1560/001/
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UNC2447 Activity

Russian State Actor with Cyberespionage Capabilities

Critical Severity ~ | Confirmed 5+ affected assets in 5+ companies

UNC2447 is a group that uses ransomware to obtain victim data and some times leaks the victims data in forums. The group is
known to use different RATS and ransomware families like SOMBRAT (S0615) and FIVEHANDS (50618). Some of the tools used
by this group are: ADFIND (S0552), BLOODHOUND (S0521), MIMIKATZ (S0002), PCHUNTER, RCLONE, ROUTERSCAN,
S3BROWSER, ZAP and 7ZIP (T1560.001). It has been observed that this group also access their victims via remote access
applications (T1219) such as TeamViewer and LogMeln.

Category: Attack Pattern - malicious file communication
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https://attack.mitre.org/techniques/T1219/
https://cta.eu.amp.cisco.com/ui/threats/b3b5252c-0863-4d61-a3ff-0625edbdbff2
https://cta.eu.amp.cisco.com/ui/threats/b3b5252c-0863-4d61-a3ff-0625edbdbff2
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