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https://attack.mitre.org/techniques/T1204/001/
https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1102/001/
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Private Loader

Modular malware downloader

[ High Severity i 5+ affected assets in 5+ companies

Private Loader is a modular downloader that distributes information stealers, banking trojans, ransomware and other loaders. This malware
was first seen in 2021 and is still active. Private Loader is distributed via malicious links (T1204.001) that distributes cracked software and
games. Once the victim downloads and execute the file (T1204.002), the victim device contacts a dead drop resolver (T1102.001). Private
Loader contacts the Command and Contral served (T1071.001) and downloads other payloads (T1105).

Category: Malware - downloader
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PlugX (S0013)

Remote Access Trojan with self replicating capabilities

| High Severity ~ | 5+ affected assets in 5+ companies

PlugX (S0013) is a remote access trojan, often leveraged by Chinese threat actors. It is similar to Poisonlvy (S0012), with a
maodular structure. PlugX can hide itself within Recycle Bin (T1564.001) of the victim device. It can abuse benign software to
side-load malicious DLL (T1574.002). It is capable of replicating itself to multiple directories (T1091). It can gain persistence
through scheduled tasks (T1053.005).

Category: Malware - remote access trojan
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https://attack.mitre.org/software/S0013/
https://attack.mitre.org/software/S0012/
https://attack.mitre.org/techniques/T1564/001/
https://attack.mitre.org/techniques/T1574/002/
https://attack.mitre.org/techniques/T1091/
https://attack.mitre.org/techniques/T1053/005/
https://cta.eu.amp.cisco.com/ui/threats/02c30561-c652-473d-8417-c0f0020c14a3
https://cta.eu.amp.cisco.com/ui/threats/02c30561-c652-473d-8417-c0f0020c14a3
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