2021 %£12 A

2021 F 12 AV U —RENTe, Y AIDI T T RR—ZAOBFENC LD 7 a— V& T
7= RNIET LT v T T — hTT,

« # L\ LogdShell it (1 ~2—2)

cHLWSNI AT =T 4 T TF 4T 7% (3—=)

BIMOEBRE (3 —)

#r L UL Log4Shell #&H

T3 L S 72 Logdj OHESMEICBIES A%k 2 FEOM I 2 & T, H LWEBH 2 R — k
Zx ) AHzEMLE L,

LogdShell /- L=< IOz 7 DA VR =)L

ZhiE, TTCICRIIL TS Logdj D=7 A7 A hORHTY, Logdjix., Web 77V &r—
varofERHENIRX ST L — AT —7TT, FDlogdi2 7 A 77 VX, fEEDO 1 k=
Jb (TCP, HTTP) %4 L7-VE— h=— FFET (RCE) (ZxI L CTHEgsTF, WBEENERED
HHA = REERETDHE, P—R—CLoTu kS, MmN v F—Sh%
T, THICEY, WebH— S—ZINDI &/ L CARERA 7T AT 7 F ¥ (T1583.004) 2
L, EEOHD Javar T A (T1620) 77 A NE Y — =T m X THALET, A
HiclavaZ 7 A%, WEOFE 2B G L, HWBEENPLBESLOY—\—Ta— K& E—
FCIATTEDLLOICLET, HEFILIINEHEH LT, WBEHEDOA T TARNT I F v~
DINT 7 A& L, Mirai, Kinsing (S0599) . Tsunami 72 & DBMO < /LT = T Ok 5
WE~A =Y 7 2T EBEALET,
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https://attack.mitre.org/versions/v10/techniques/T1583/004/
https://attack.mitre.org/versions/v10/techniques/T1620/
https://attack.mitre.org/versions/v10/software/S0599/
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Malware installation through Log4Shell

Detection of malware installation through exploitation of log4j2 library

Critical Severity

Log4j is a logging framework used by web applications. It's log4j2 library is vulnerable to remote code execution through any protocol(TCP, HTTP). Once the adversary sends
the malicious payload, it gets logged by the server and vulnerability gets triggered. It leads web server to connect rogue infrastructure (T1583.004) through JNDI to inject
malicious Java class (T1620) file into server process. Injected Java class starts the second stage of the attack and lets adversary to execute code remotely on victim server.
Adversaries are using it to get a full access on victim infrastructure and deploy further malware and crypto-mining softwares such as Mirai, Kinsing (S0599), Tsunami etc.

Category: Attack Pattern - malicious file download

5+ affected assets in 5+ companies

&2:

BIEWVOEREE T [LogdShell 24t L=~V 7 =7 DA > A h—/L (Malware installation through
LogdShell) ] 28R H SN2 E 2 0 &R T HI2IE, [LogdShell L7z~ /7 =7 DA > A
—/L (Malware installation through Log4Shell) 1% 27 UV v 27 LC, 7 — V&7 7 — FT
AR LET,

Log4Shell fiES51EX v >

ZhuE, VE— R —E R (T1595.002) OAF v %% T LT, LogdShell (CVE-2021-44228)
ERELCERT WML S 57 M A0 TT, AdDddlavan ¥ 77 L—LhY—
2 Té % Apache Logdj D LogaShell DIEFIMEIC L v, U E— k23— F%E{F (RCE) F72I131EH
DI|AVNZORBDAEEELRH Y £, NI T —EN7=7 77— MI, AX vy 2FETLTWD
HELLBRNWT TN r—arovn o7 OFE, BXORBAZERLETANT 7748
T AR L TWDHARRERSH Y £9, HET DL, T30 2AOBEK S L-8hfEICkt LT
TOHEE LR LET,

Log4Shell vulnerability scan
Scanning of remote services to exploit the vulnerability in Apache Log4j

High Severity

10+ affected assets in 5+ companies

Device is performing a scan of remote services (T1595.002) to identify and potentially exploit Log4Shell (CVE-2021-44228). The Log4Shell vulnerability in Apache
Logdj, a popular Java logging framework, can lead to remote code execution (RCE) or information disclosure. To investigate, verify associated anomalies against
intended behavior of the device.

Category: Attack Pattern - scanning

BV OBREE T [LogdShell HEFFME A %+ > (Log4Shell vulnerability scan) ] 23H Sz E 9
M HEFRT 521X, [Log4Shell g9k 2 2 ¥ > (Log4Shell vulnerability scan) 1% 27 Y v 27 L
T, Zue—VERT 77— N CiElaRRLET,
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https://cta.eu.amp.cisco.com/ui/threats/69ad2359-dc2b-415a-9a0e-d57b4b7aae79
https://cta.eu.amp.cisco.com/ui/threats/69ad2359-dc2b-415a-9a0e-d57b4b7aae79
https://attack.mitre.org/versions/v10/techniques/T1595/002/
https://logging.apache.org/log4j/2.x/security.html
https://cta.eu.amp.cisco.com/ui/threats/3e494958-8fad-4aea-b540-2d6002886bf6
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HFLOSNZRT—T 1257157545 [}

FLWOWSNIRT—2 40 T4 7943

X3:

1B

WEHEFISEFIERTEEZEAL TRy NV R#EA D= A LA L ET, — " —4ik
Bl (SNI) A7 —T 4> 71, RALLV_R—ZDFRy NI — T {R#ERA N =X L% AT 5725
WA SN D — 72 TIETT, ZOFTIETIE, SNI 7 ¢ —/L RTEEHIOD KA A 4 & ffi
L. TOBEMDO AL VINHEARENTWAIP T RL AL TRV —"—IP T FL A%&f#
FALET, BEAD SNI &£ BB — =P 7 FLADHELEDLEICLYD, RAAL L _R—=2ZD
X2V T4 F 2w ZIZAK LT, FTESN TRV — = (ZHETLZ N TEET,

SNI and IP address mismatch ®

=
« 2= 45.152.180.77 v
Popular hostname wikisource. org [~ stated in SNI \ / D et

extension has low probability of being hosted on the g . M247 Ltd
« wikisource.org u

.
contacted IP address 146.70.63.108 [+ with low \ / AS9009
prevalence d [l,: \

BE 146.70.63.108

a
HLWSNIA T =T 4 v T F 4T 7 2%, SNIEIPT FLADR—ERH DHEAICHRES %
BELET, 74727 X1%, Wb v 7 4 v 2758 (ETA) L TSNIZ ¢ —/L KD
RAAL R L, ISR —_"—DIP T FL A%, FALUPEEARA FEHLTWS
IP7 RLADZ a— S UfatE T L Ll LEd, BllSniz— =D 1P 7 KL ARET
e —FLRWEE, SNIZ7 A=V RDRAALUNRAT—T 4 T ENTWDAREMRH D |
Py NT—T 8T 7 4w MNEBFE L RN == —T 4 T EINTWET, RL—EiL,
SNIEIE T D —f%B72 8 A R, FEBEIZER SN TWAIPT RLUATEHRA M X TWBR[EE
PENMENZ 2R L TWVET,
ZHUE, [77—F (Alert) 1>[7 7 — Mt (Alertdetail) 1>[tEF = U7 1A X (Security
events) | CHERR CTX £,
£
MOEZBREE
UTOH LWEBRHZR—F 74 U FIZBEMLUE L,
* FluBot
» LokiBot
* Phorpiex
e Raccoon
» TrickBot

oA Vs 8 EBE~A T —, BEOHDIES, vA =T O, /S5 RTv%
Y 7RE YR OERWES < OBBH bR STV ET,
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FluBot

FluBot (Cabassous & HFEIEN D) (L. AL VHBENTAU X I T 7Y r— g 00518
17 ) r—3 g UEER LTS Android R—AD< LY =7 T, EHROLET Y —
var (TI617) 27 v 7 L, 22— —=lhoua s A ~— (T1417) Z#rLET, vr A
VEBNA =N SN T 4 v TRV EEND & WEREENHIET S a v R
Ty Rary ha— ==z (T1532) LET, FluBotif, FAA AERTNLVITY XA

(T1520) ZEH L Ca~vr F7 v Faryba—L 7 KL AZ RS %4, Fvoa—KY v
7 %ETe SMS A vE— (T1582) %4 L CHARLT 5 2 &3 TE, BIMOHER (TA0029) %
BG4 25Z &2k, HiLE (TA0028) % bEME T £ 7,

BEVOEREE T FluBot 23 HH S 72028 9 AR T A1i. [FluBotZE O FEAH  (FluBot Threat
Detail) 1227 VU v 27 LT, Z7a— VEET 77— I\“Cuﬁﬁﬂi%;’?%ﬂ?bi@”o

Android malware targeting banking and cryptocurrency applications

High Severity

Category: Malware - bot

5+ affected assets in 5+ companies

FluBot, also known as Cabassous, is an Android based malware that is targeting banking and cryptocurrency applications. Once deployed, it hooks into a legitimate
financial application (T1617) and presents users with a fake login page (T1417). After credentials are submitted to an overlayed phishing page, it exfiltrates (T1532)
them to the C&C server controlled by the attacker. FluBot uses a domain generating algorithm (T1520) to locate C&C address. It is capable of spreading through SMS
messages (T1582) containing a download link. It can persist between reboots (TA0028) through gaining additional privileges (TA0029).

LokiBot

LokiBot (so447) I%. Loki-bot £7-1% Loki bot & & FEEI, FHREBLIET 4T 4~V T
7T, WREAT—ZI2iE, BRESNTWERAT—R, ol A4 U ER, BrEEvr Ly
L (T1555) BEENET, ZO%, WENLT—HXIEXC2F v /b (T1041) (X > THH L
F9, HET DL, BRELET AL AD TN ARy A2 EITLET, RLa—F—hbol
M®%Mﬁﬁiti&méht4/y7/ NEBRELET, TARXY LT =0T TR
BERHS G, R LIT N, ADA A=V EFERT 5 Z L Z2RFTL T E &N,

BHEWOBREE T LokiBot 23 HH S 72228 9 & ilEid 9 5 121E., [LokiBot&Z @ DA (LokiBot
Threat Detail) | %27 U v 27 LC, Za— VBT 77— F’Cuffﬁfﬂ’%%%ﬂ? LET,
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https://attack.mitre.org/versions/v10/techniques/T1617/
https://attack.mitre.org/versions/v10/techniques/T1417/
https://attack.mitre.org/versions/v10/techniques/T1532/
https://attack.mitre.org/versions/v10/techniques/T1520/
https://attack.mitre.org/versions/v10/techniques/T1582/
https://attack.mitre.org/versions/v10/tactics/TA0029/
https://attack.mitre.org/versions/v10/tactics/TA0028/
https://cta.eu.amp.cisco.com/ui/threats/fb6344ea-0677-4abf-b69a-f33365c545d5
https://cta.eu.amp.cisco.com/ui/threats/fb6344ea-0677-4abf-b69a-f33365c545d5
https://attack.mitre.org/versions/v10/software/S0447/
https://attack.mitre.org/versions/v10/techniques/T1555/
https://attack.mitre.org/versions/v10/techniques/T1041/
https://cta.eu.amp.cisco.com/ui/threats/869633fc-3411-416f-9dff-b9c27ab1aed9
https://cta.eu.amp.cisco.com/ui/threats/869633fc-3411-416f-9dff-b9c27ab1aed9
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LokiBot

Infection with exfiltration capability

| Critical Severity ~ | Confirmed 5+ affected assets in 5+ companies

LokiBot (S0447), also known as Loki-bot or Loki bot, is an information stealing commodity malware. The private data can include stored passwords, login credential
information, and cryptocurrency wallets (T1555). Later on, stolen data is exfiltrated by C2 channel (T1041). To investigate, perform a full scan of the infected device.
Look for additional confirmed or detected incidents from the same user. If the behavior persists after a full scan and clean-up, consider reimaging the infected device.

Category: Malware - bot

Phorpiex

Phorpiex |%, AL —7 4 7V AT KB G L TEMO~ VY =7 28T 5 b A OARE
&L U—LTY, Phorpiex (X, VL0 =T, WEEE~YA T —, AL A—/L (TI566) %
EETI YN Tl SESER M e—RE Ry 752 RMonTVET, 77
TATDHED, W7 7ANMIEDAET 7 0 v ZRE (T1566.001) ZfiH L CHEHL
F£ 9, Phorpiex (X IRC ZfiH L £ 7725, BBk F vyl (T1573) HEHTEEd, Zo
Ry bFy NIVAT LANTHERT 72012, HEEZEHL VA MU $— (T1547.001) Z{E
pLET, Fo. B (T1564.001) ZEHET 570X Do — R LT 7 A L EFFERRIC
THZELH ET,

FBHEUDEREE T Phorpiex 23 H S V727 & 9 M &R 5121, [PhorpiexZ B DAl (Phorpiex
Threat Detail) | %7 U v 27 LC, Za— \VEBT 77— N Tz R R LET,

& 6:

Phorpiex

Infection that can download additional malware such as ransomware

High Severity ~ Confirmed 100+ affected assets in 5+ companies

Phorpiex, also known as Trik, is a Trojan and malware-delivery botnet. Phorpiex has been known to drop a wide range of payloads, from malware to send spam emails (
T1566) to ransomware and cryptocurrency miners. To gain access, it spreads by using the Spearphishing Attachment technique (T1566.001). Phorpiex uses IRC, but
can also use encrypted-channel communication (T1573). To persist in the system , this botnet can create an autostart registry key (T1547.001). It also may hide the files
it downloaded to evade detection (T1564.001).

Category: Malware - downloader

Raccoon

Raccoon (Mohazo ¥ 721% Racealer & HIETILS) 1, 2019 4F 4 A 26 B> T 5 R
YN T T, TIUFNLEy haf by MIT—4 (T1005) %i%ieZ ENTE,
ENEFE L B R AGEDO FFIZHT HE B TT, Raccoon L, BEXMNRDT /A AT —
AEEHBMLET, 207 =L, B TCIEIERHABOTZDITMOEE D & HHBEHITHRT
SNDAHEMENRDH Y 7,
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https://attack.mitre.org/versions/v10/techniques/T1566/
https://attack.mitre.org/versions/v10/techniques/T1566/001/
https://attack.mitre.org/versions/v10/techniques/T1573/
https://attack.mitre.org/versions/v10/techniques/T1547/001/
https://attack.mitre.org/versions/v10/techniques/T1564/001/
https://cta.eu.amp.cisco.com/ui/threats/62197242-437e-4a8f-8f4e-1778c1827775
https://cta.eu.amp.cisco.com/ui/threats/62197242-437e-4a8f-8f4e-1778c1827775
https://attack.mitre.org/versions/v10/techniques/T1005/
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Raccoon ¥, ZDO~NL U =T HERNOLEZR S TWAINA—FICLoTHE—I Xy N T+ —TF
LATHGES N, bk, F—n o BIXOT YT ELZ—F v et iHur 7ol N—FI2Lo
THEE SN TWET, Tor (S0183) Z/ LCT7 7 BAMRE/AR 2 b —/L 33 )L GBI
TXF9, Raccoon iE, ffifA v 7 TANT I F¥BARELTNDI NG, wIRX LT
T (7270, Xy hENLTA VA =L END) T4 v ko TRAMEND
TENELSDHBYET,

BV OEREE T Raccoon 23 H S E ) WA MERET HI21E, [RaccoonZ B D FEAH  (Raccoon

Threat Detail) | %27 U v 27 LC, Za— \VEET 77— b Citfliz &R LET,
®7:

Raccoon

Information stealer malware that can exfiltrate data from the victim device, including personal information and crypto currency wallets

High Severity ~ Confirmed 100+ affected assets in 10+ companies

Raccoon, also known as Mohazo or Racealer is an information stealer malware that is active since 2019 April. It is sold on darknet forums by the group which is named
after malware itself. It is capable of stealing various data (T1005) from browser to bitcoin wallets. It is easy to use and offers a control panel that is accessible through
Tor (S0183). It is often distributed through malvertising (installed through exploit kits) and phishing due to a lack of distribution infrastructure. It is operated by a Russian

Group and often targeting North America, Europe, and Asia. It possesses a threat to both personal and business assets. After its execution, it exfiltrates data from a
victim device, which later can be sold to other malicious actors for various uses.

Category: Malware - trojan

TrickBot

TrickBot (S0266) (% Trickster & & FEXAIL, FFE DO RFEB OMEERAIZN & T 5 F
TR e A ORETT, 2OV y=T X, BEOHDLANLF v o _X— 2l U CHEEICE
FINET, INHLDOF ¥ o X—rDELX, VBAZ VT "l BADLDICF T a—
A —%EFHLTHET,

BHEVOBREE T TrickBot MR H S 4727 E 9 I E R 3 HI2IE, [TrickBotZ B DO FEM  (TrickBot
Threat Detail) | %27 U v 27 LC, Za— V&7 77— N CitflizRRLET,
X 8:

Trickbot

Infection with exfiltration capability that targets banking credentials

Critical Severity ~ Confirmed 30+ affected assets in 10+ companies

Threat related to the Trickbot (S0266) (aka Trickster) banking Trojan targeting sensitive information for select financial institutions. This malware is frequently distributed
through malicious spam campaigns. Many of these campaigns rely on downloaders for distribution, such as VB Scripts.

Category: Malware - trojan

. 2021512 A


https://attack.mitre.org/versions/v10/software/S0183/
https://cta.eu.amp.cisco.com/ui/threats/ee51100d-1cac-4a47-8213-874e32a8922b
https://cta.eu.amp.cisco.com/ui/threats/ee51100d-1cac-4a47-8213-874e32a8922b
https://attack.mitre.org/versions/v10/software/S0266/
https://cta.eu.amp.cisco.com/ui/threats/c425678a-4f7f-4902-ad95-e9d311906bcd
https://cta.eu.amp.cisco.com/ui/threats/c425678a-4f7f-4902-ad95-e9d311906bcd
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