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Global Threat Alerts Alerts Threats

Application Settings

Cisco SecureX Integration

To enable SecureX integration;

» choose your SecuraX account ragion
= click the Authorize button
« sign into your SecureX account

Choose region...

Asset Groups

(I Early access B {1 user@cisco.com -

Ta—N)VEST T—har ) — O~y X —T, [R#7 72 (Barlyaccess) |7 VU v/

LCHEZILET,
2:[BH 7Y R (Earlyaccess) ] %4 > IZ L THBREEESE

Global Threat Alerts Alerts Threats

Asset Groups

Early Access now features an improved alert workflow!

(WD Early access B {1 user@cisco.com-

+ You can open alerts you want to work on and close alerts when you're done with them.
+ When closing an alert, pick from a new set of predefined closing reasons or provide your own.
+ You can promote an alert to a SecureX Threat Response incident or link the alert to an existing incident,

Leam how 1o use these new features.

[FH#17 72 A (Barlyaccess) | ZHINZTHE, 77— MI[FHH (New) . [A—7F
(Open) 1. F7IL [T (Closed) JIZmEEINET,

. 2022 %8 A



| 20224858

sEsnt7s5—r7—s70— |

K 3:F38 (New) . [A—T> (Open) ]. F&T (Closed) | DR T—HRRADATIIDTS5—k

2 II:IIISIII:tCIII SecureX Dashboard Detections Incidents Integrations Orchestration Administration

Detections

New Alerts

~ Alerts Alerts pointing to risks on your netwaork

Mew

Open
Active from IJune 20th vl 1o | August dth w Set Lastday Last7 ds

Closed

Risk level Critical High Medium Low :fl Enter a username, client IP address, ;

[ (New) 1 77— bDAT—2 AL, [BI< (Open) 1 E72IX AL S (Close) 1| R¥ %
FEHLCERETCEET,

X 4: 75— ~DOFEEA

Critical Risk

When: May Bth - August 3rd

Modified: 9 minutes ago

Threats: WannaCry (S0366), Emotet (S0367), SMB service discovery (T1018), Excessive
Asset Groups: Catch All

Affected Assets: 2 assets

Usernames: demo_keturah.gaunt, dusti.hilton

IP Addresses: 10.122.38.6 (], 10.201.3.51

e, [
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Open Alart *

Add a note 1o this alen

#® Open and link 10 & new Incident
Tithe {resquired)

Response to critical risk alert
! Dpen and link to an existing incident
Q Use Lucens syntax to flter incidents
Response to critical risk alert
I".".'L-'. W55 10 CICal Nsk -\.IIL i
Response to critical risk alert
Response o critical risk alert

Responsa to critical risk alert

| Open only

] o

[

=

SecureX incident manager CiE, A > 7 ML, [ (Summary) <0, 7£DT 7— hnb
DFTRCOEX2YT 4[4k (Events) | & [E1E%I5: (Observables) |73 & OFEAINE £
NTWET, 20k, #ik, = Vv F AU b, =T AR —v 3 L o7z SecureX D
BEEHL T, KVERMCAEL TS T2 2N TEET,

TI7—heA v T b LT RE— T 5280 EE L RVWEATYH, 7o — L&
TT—hrary—nLTOH[BI DI (Openonly) | #FEITTE, (EELBHTCEET,

EHo0%ha0, BTRIZTZ7—F&2 LS (Close) | 2L T&EEd, 77— F&MLD

XX, BERINTWDH LW—#o [BAC 5EH (Closing reasons) | 7 H&EINT 220, BHE
THBAHRELET,
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Close Alert b4
@ Conditions for alert creation can be modified on the Threats and Your feedback will help us improve future
Asset Groups pages. detections on your network.
Feadback

Closing reasons
Communication or endpoint behavior was added to be blocked
Endpoint was scanned and cleaned
Endpoint was reimaged

Internal case was created to resolve the problem

The threats represent legitimate or tolerated behavior

| The affected assets are unmanaged or insignificant

We could not verify the findings

The alert is not actionable (unable to remediate)
Communication or endpoint behavior is already blocked

Contact me to discuss this feedback

Additional reason

) los ot et

77— EHUDE XX, [HH (useful) 1 720X [HH TR (notuseful) 1 & LTHLSZ
ENRTEET, 79— MIETZEMDT7 4 — KRy 7 2L 2AaDF—AZift4+252 L6 T
TFET, BER T 4 — KRN v I X, A%OBRHOSGEICIERSNET,

PACDEIRIL, TSR TEL LT I—hO—fE LTl ET,
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CIS5CO

Detections

~ Aleris
My
Open
Closed

~ Threat Catalog
Detected
Suppressed

~ Agset Groups
Affected
Suppressed

Settings

Dashboard Detections Incidents Integrations Orchestration Adrministration

Closed Alarts | Abart Datall

Alert Detail -C.

Closing Reasons

= Communication or endpoint behavior was edded to be blacked

m When: May 8th - August 3rd  Modified:; 2 seconds ago  Affected assets: 2

' Adld a naote to this alert

Linked Incident: Mot linked

PACTT 7—Fa2B< 2N TEEd, 77— b2HORL &, HU2EBITTXTHIBRS
¥4, £, URNCU > 7 &N SecureX A v > F v h~OERBLEIRELET, -7 L. LL
AIEFEL SecureX A > T FCTHoThH, 79— FEHE) LV I7THILERIRTEET,

BINDE R

H LWV SR . SocGholishZR— F 7+ U AITBIMLUE L=, 7=, BEOEEMBH DA
D —A—hEHLE LI,

SocGholish

FakeUpdates & & FFIE4L % SocGholish i%, DY 7 b =77 v 75— bt 5407
0—X—<)L 7 =7 CTT, ZiLJavascript (T1059.007) (ZEHESNWTEY, RTAT A4 XD
rr— R (T1608.004) Z/ L CEBLET, = RAA b (T1005) &, —H—FFH
(T1069) . RAA AZHH (T1482) . NAA T H w7 MESR (T1087.002) . FEfTHho¥—
B2 (T1007) . BRIGEHRAE G 7 7 A4 /L (TI083) REDF Y N —IF— X HINETE £
T, Flo, BAd~nv T 77 I VLK DILRDEPEITORNBY T,

BV OEREE T SocGholish 23R H S U720 E 5 02 & g9~ 5 121%, [SocGholish % o F

(SocGholish Threat Detail) ]https:/cta.eu.amp.cisco.com/ui/threats/
7453603-a984-4a28-8dfa-a415f2d56¢cc5 =27 U v 7 LT, 7 a— VBT 7 — N Ciffll & 2R
LET,
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https://attack.mitre.org/techniques/T1059/007/
https://attack.mitre.org/techniques/T1608/004/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1069/
https://attack.mitre.org/techniques/T1482/
https://attack.mitre.org/techniques/T1087/002/
https://attack.mitre.org/techniques/T1007/
https://attack.mitre.org/techniques/T1083/
https://cta.eu.amp.cisco.com/ui/threats/74536f03-a984-4a28-8dfa-a415f2d56cc5
https://cta.eu.amp.cisco.com/ui/threats/74536f03-a984-4a28-8dfa-a415f2d56cc5
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SocGholish

Javascript based malware mimicing legitimate software updates

High Severity - | 5+ affected assets in 5+ companies

SocGholish, also known as FakeUpdates, is a downloader malware that mimics legitimate software updates. It is based on Javascript {T1059.007) and spreads through
drive-by downloads (T1608.004). It is capable of collecting endpoint (T1005) and network data such as user permissions (T1069), domain trusts (T1482), domain
account information (T1087.002), services running (T1007), files containing credentials (T1083), etc. It also leads to further infections with different malware families.

Category: Malware - downloader
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