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7 72— hDOFRE

AT EloF e —var A=a—T[T77—F (Alerts) 1 & [H (New) 1227V 7 LT, Xy hU—7
EOFTRTOHF LT F— 2R RLET, &7 7— ME. EHOL— NZRRESNET,
a) &7 77— I — R, FAEOET XX EOMEEZFF>*Xy NU—27 EO—#EDOT & v MIFRFICE
WA B 25 1 O EOEBNEHN SN TWET,
X 2:

"c||'s'é1c"' Global Threat Alerts Dashboard Detections Incidents Integrations Orchestration Administration () | v L

Detections

New Alerts
e Alerts pointing to risks on your network
New
Open .
Active from |July 26th ~ ‘ to | September 9th ~ | Set Lastday Last7days Last30days Last 45 days
Closed
~ Threat Catalog Risk level Critical High Medium Low ‘O\ Enter a username, client IP address, asset group, or threat
Detected
Suppressed Sortby: Risk ™ When ~ Affected assets
v Asset Groups
Affected Critical Risk ETA
Suppressed When: June 13th - September 8th
Settings Modified: 10 hours ago
I Threats: WannaCry (S0366), Emotet (S0367), SMB Service Discovery (T1018), Excessive Communication I
I Asset Groups: Office Lab/0, Office Lab/1 I
Affected Assets: 2 assets
Usernames: demo_keturah.gaunt, dusti.hilton
IP Addresses: 10.122.38.6 (), 10.201.3.51

Critical Risk

When: September 8th
Modified: 10 hours ago

Threats: ZeroAccess (S0027)
Asset Groups: Web Servers

Affected Assets: 1 asset

Usernames: demo_chassidy.phalen
IP Addresses: 192.168.0.16

BB, FRHCRAET DS S ERER.
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Ty RIIIL—T, TNHOEBIL. IFEOE YR A LOMEEZFEFST Y h I A—TIRT D
TV RFRA L FPTRELTWET,

b) VAZLULE, BEOEREL~NVETEY N A—TDE VR A EOMEIZESHNTHNET, U
AT LSOV REWEE, BNy NU—7 LOEERT vy NMIRA B2 5250 A7 01380
EWZ EERLTWET,

ATFY T2 TI7—KMI, VAZOFEWIEIC, VA RMDOEENOERONET, AT LI ESNTT T — Mt
BL, VAIZOBENT T7— M ROIZRET D Z LT, oW aE LR T LET,

« HAK
o HWN
o PR
o R

GE) TI7—brh—FRiZ, FILWEBR I L—7ICBMENTZLER, Ty hTA—TDOEY XA
FOMERLEBOBERENEN LT X0, BIICEEINET,

ATy T3 AR, VAZLL, a—P—4 IPT RLVA, Ty NA—7 BIXOERIEBREERL T,
BRI DT T— e T 4 NANBTELET T arnNbyET, F7-, VA7 LY, BB, F7203%
BEZTHT Y hOMTY— b5 7 arbdbbEd,

3:
New Alerts
Alerts pointing to risks on your network
Active from | July 26th ~ | to September 9th | Set Last day Last7 days Last 30 days Last 45 days
FILTER
Risk level Critical High Medium Low |Q Enter a username, client IP address, asset group, or threat
SORT |Sortby: Risk ~ When Affected assets

ATy T4 77— OWREE [A—7> (Open) [ICEELT, 77— FOFHEEZBHBLEL T,

G¥) REEN [BHL (New) | THRLMRDE, 77— b —REEFESNTLET L0, HENES
2720 £,

ATw TS [77— hOFM (AlertDetail) 127V v 735, MHSNIZEEEREFELZZ T DTy MIET %8
MmoarF o YRnErREInEgd, 228223578y MUIFENETNLZEDOT vy b TIThh =T _XTDE
Bt aE U A N 45 [ (Threats) | £ 7 > arBHV, T _XTCOEELRLI X2 T 44XV MG
EFNTWET,
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X 4:

Affected Assets

Usamama: dusti. hiltan
IP Addresses 10.201.3.51 [~]
Asset Groups Catch All

Threats  From: 2022-03-05 01:00:00 CET  To: 2022-05-31 06:14:58 CEST Duration: BT days

B Emotet (S0367) (3) 8 - Infection with exfitration capability that tangets banking credentiaks

Known malicious hostnames
_ ——e——— .
Gommunication with hostnames 201.313.32.59 [ and 77.55.211.77 [] known 1o be indicative of Emotet
@ WannaCry [S0366) (1) il - Disk encrypting malware contains worm-like features to spread itself using the SMBv1 exploft EternalBise

| Known malicious hostnames

Communication with hostnames www, ugersodpSifaposdiihgosuryfaowrawergwi com I';: and www ivgerfsodp Sifiaposdfihgosurijfarwreergewaacom [
known 1o be indicathe of Wannalry

Knoan malicious hostnames from local passive DNS inference
v

Communication to IP addresses 104.16.173.80 [Z] with local pasaive DNS inlerence 1o hostname www. ugerfsodp Sifaposdiyhgosur laewrwergwea.cor
and 104.17.244.81 [] with local passive DNS inference to hostname www lugerfsodpSifiaposdingosuriffsewrwergwea.com ], The hostnames. are ki
o be ndicative of WannaCry

B SMB service discowery (T101 E:I |:l Ii - Discowery of external SMB servers, e.g. 1o exploit the ETERMNALBLUE vulnerability

SMB protocol commanication

Communication over SMB protocol with mone than 5,000 IP addresses, hosted in more than 5,000 autonomous systems and 100 to 250 countries

Excossive communication (T1498) (1) (i - Unifiorm communication 10 many exemal nodes
Excessive external communication

Connections 1o more than 5,000 IP addresses, hosted in 2,000 to 5,000 autonomous systems and 100 1o 250 countries

» Contéxtusl events From: 2022-03-05 01:00:00 CET  To: 2022-05-31 06:14:58 CEST Duration: B7 days

< =X

[#E (Threats) | &7 v a »® EEICIE, SN RTCOBEOEFHEREM L., HEDT Yy b T
DENLDOEELRDZEX2 VT ARV MRFERINET,

& 5:

Threats From: 2022-03-05 01:00:00 CET To: 2022-05-31 06:14:58 CEST  Duration: 87

FNFNOEREBRTICIE., FDO4F. MITRE U > 27 . 3B, BIOLUTOLORERINET,
« ERE
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X6:

Severity: Critical

@ Emotet (S0367) (V) @ - Infection with exfiltration capability that targets banking creder

« BT

X7:

Observation period
From: 2022-03-18 00:34:38 CET
To: 2022-05-1104:29:10 CEST

Duration

24 days

@ Emotet (S0367) () @ - Infection with exfiltration capability that targets banking crec

Confidence: High

Confidence: Medium

@

TNFhOBEREBREIZ., TIZhbr X2 T 44XV MIEoTEMTLATHET, 41XV FD£ELIC
X, AR FOERIZ OB o T2 AR T 2 BB X2 VT 4 7 /T —va U REENTHET,
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B WannaCry (S0366) (T) @ - Disk encrypting malhware contains worm-like features to spread itself using the SMEBv1 exploit EtemalBlue

Known malicious hostnames

fy fy L L |'.- | and erfsodpSifisposdihgosurijffaewrwengwea.cor

Communication with hostnames wees iugerfsodpSifag fy i %
known o be indicative of WannaCry

Enown malicious hostnames from local passive DNS inference
e —— )

4161738 l | with local passive DNS inferencs 10 BoStname wesw, iugertsodpBifaposdihgosunijfaewrwergwaa

Communication to IP addresses 104
and 104.17.244.81 |~ | with iocal passive DMS inference o hosiname www._iuger Sifjaposdijhgosurijiaewrwergwea.com |~ |. The hostnames. an

to ba indicative of Wannalry

ARVIT )T =y a i, oy 2antxa )7 o 8EICERy b LT, BESICET 2 8I0E
WEA LTIV AZRMVIADDE Ry T A A2 —RNEENLTWHWAEEAELH Y £,

10:

Pattarn similar to known malicicus URLS
]
HTTP requests to URLs hitpc/ fweonw egalbligesayvar com/im o gif 711 1039=8974 782 [«]

Rt ke oo gel ¥ Ofae 1 =778 'I_“Mm.l.lmppmr.:mﬂuq.u.wnc
£ Mislicious URL - Takos intsllig

» Thare i 1 Verdict for this obs

Imastigate 1o leam mone

3 | I with pattermn similar io krnown ndicsors of 5'-‘“'['\'

Irvvmestigaie i Threat Rosponss
Creaie Jadgement
ABP for Endpoints

5 Search for this URL
SecureX Drchestration

= Perimater Block

Talers irvelhgercs

[ Seanch for this URL

INEFNOYX =2V T 4 A2 MIIE, [ (Threats) | DA FHEBNEIM O =27 F A NN TOEMED #
AI VT ERAEETRTIALTAUBEENTNET,
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B Emotet (SO367) (O @8 - Infection with exfitration capability t

Known maliclous hostnames

Communication with hostnameas 2 213.32.59 |~ | and

[>T F A A2 (Contextualevents) | &7 v a v &REMLTC, 7y hETRI 722 LTS
BMO=arT7 A ReRETEL, LVESDANU FERRTLHILRTEET,

X 12:

Conbexlual gyerls  From: 2022-08-31 11:55-58 CEST  To 2022-08-21 11:57:58 CEST ! 2 minubes
Anoimiabiia destination

Communication with a rmrely contacied sutoncemous sysiem

AT9T6 | N\O2—F—DFRFEDA X hD 1 D&RIRTLHE, [BEX=2UT 14 b (Security Events) ] B = —
BB L, BEOHLMHE MY D= LIEBEDA XY hOFEMRa s TF A M EEGRTE £,
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13:
Security Events Critical High Medium Low Suppressed
Security event Domain ~ Server IP address ~ Autonomous system ~
eg. domainl.com eg. 1.2.3.4 eg. "Amazon.com, Inc
Ad Injector
Web browser plugin that injects advertisements to visited pages
BE 172.67.199.72

Pattern similar to known malicious URLs

HTTP requests to URLs with pattern similar to known indicators

allconverterssearch.com

searchconvertor.com

104.24.108.200

©

unknown autonomous system

unknown autonomous system

of threats
o B 172.67.152.39
Cloudflare, Inc.
topstreamssearch.com BE 104.24.121.36 AS13335
Domain Generation Algorithms (T1568.002)
Random-string domain names used as obfuscation technique
fullhd720pizle3.com BE 104.1852.231 Cloudflare, Inc.
DGA hostnames AS13335

Communication with hostnames created by a domain
generation algorithm (DGA)

o0,
G

io8b80kcom&f.com

wO00ur5z9jy3a.com

"

()4 woours2siy3a.com

192.243.59.20

DataWeb Global Group B.V.
AS39572

Investigate in Threat Response

Y Add domain to filter

BRDRE

ATV T Ry MU= THE S, ERETERIENA T SNIBHBD Y A N EFRT5100%, Zllo)Fesr—v s
VA= a—T[&E A% v/ (ThreatCatalog) 15 LU (Detected) 127V v/ LET, K4 — RiL,
T =M N—ENDSEIERERERLET,
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alln s Glopal Threat Alerts

Cisco

Detections

v Alerts
New
Open
Closed

+ Threat Catalog
Detected
Suppressed

v Asset Groups
Affected

Suppressed

Settings

Dashboard

Detections Incidents

Detected Threats

Threats that we detected on your network

Last seen:

ZeroAccess (S0027)

Botnet and rootkit with click fraud capability

24 hours ago

Affected Assets:

Alerts:

1
1

Category:

Critical Severity

njRAT (S0385)

Malware - botnet

~

Malicious software for remote control of a target system

Integrations

Last seen: 22 hours ago

Affected Assets: 9

Alerts: 1

Category: Malware - remote access trojan
Critical Severity ~

Orchestration

Administration

() Early access B tv adldeS7fade... v

WannaCry (S0366)

Disk ypting malware ins worm-like features to spread itself using the SMBv1 ...
Last seen: 15 days ago
Affected Assets: 2
Alerts: 1
Category: Malware - ransomware
Threat Detail l ‘ Critical Severity ~ Threat Detail
Emotet (S0367)
Infection with exfiltration capability that targets banking credentials
Last seen: 5 days ago
Affected Assets: 2
Alerts: 1
Category: Malware - bot
[ Threat Detail l ‘ Critical Severity ~ Threat Detail

ATV T2 BEDEA TOBENERDT 77— MIEBRLTWAEENHY £9, ZOREDZ A 7 OB ERT
AT T— 0L, ZOBBOEEBLZTALT vy NOKETRT IO EZNI—RICH £,
RTFYT3 Ta—rNVERTT5— NOBBA LTI VAT, BETAATT&CK O, 7 =v 7. BV 7

Py =72 MU ~OSRERAEL £,

2T T v N —VEAEDEMERE R A=— XG0T, BBOBERELZFETIF T a oBhH 9,

s TORER, ZOXA T OB EELTXTO FHiF (New) | 77— FDOU AT LULRHFHE S,
HLWEKEICT &y OME L EHEE L~V N EL T SET,

s ZDH, URAZ LV OERIT, [HHl New) 17 7 — F OB RIEFIZRE L £,

el 2, BBOBEKREL T F2E, FBEMTONETT— DY R 7 LLRET L, BEMT 5
N7 Z7—h8 B—F0BN[T77—h (Alerts) | ¥7 DV ARNDFLIZERINET,

e RuyFE T YA N2 ) v 7 LT, BBROBERELZHETXET,
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15:
SMB Service Discovery (T1018) Shlayer (S0402)
Discovery of external SMB servers, e.g. to exploit the ETERNALBLUE vulnerability Infection that can download additional malware such as droppers
Last seen: yesterday Last seen: yesterday
Affected Assets: 2 Affected Assets: 1
Alerts: 1 Alerts: 1

Categan

Attack Pattern - scanning Category: Malware - dropper

Critical Severity
+ High Severity Threat Detail ‘ | High Severity ~ Threat Detail
Medium Severity : g

Low Severity

Suppressed
Cryptocurrency Miner (T1496)
File infecting modular malware Software that uses your computing resources to mine cryptocurrencies
Last seen: 11 hours ago Last saen: 21 hours ago

Affected Assets: 4 Affected Assets: 3

Alerts: 1

Alerts: 1
Category: Malware - file infector Category: Tool - crypto miner
High Severity ~ Threat Detail ‘ | High Severity ~ Threat Detail

GE) DL (New) JIREETIZ R ool T RTOT 7 — ME, BEOBEREDOETIZ L L
AT ERA, HEZEGICTOEOICERSNTRELILEEITRD 3,

7y oNL—7T

ATYTN 7a— VBT 77— NI NT 7 4 v I BEESINTZTRTCOT vy N AV—TE2FRRTHI2E, ZHlo
FEeSF—rvarA=a—T[Tky hZ/L—7 (AssetGroups) | BLN[T7TEY b (Assets) |27 Vv L
FT, EI—FE, Fe—VEET T— DR Lb 1207 T—FE2HELTWDLETEY M —
TERLET,

ATYT2 Ty NTA—T BRI E > TEDS D VWEESZIIMHEI S 2052 HW LEST, Ty N AL—TD
EURR EOMEEFHETHA T a v BnH 7,

c ZOFER, ZOT Y NN —T BT T RTOHH New) 1 77— bD U 27 LAV
B, LTty bOMFEICERE LEREE VAR ELMHT S ET,

e ZD%, YA L-YLOEHEIL, [HiBl (New) 17 77— MO ZRIAFIZEZE L £7,

sl 2, TEY MIA—TOETURA EOlifEEED S L, BEMTFONTZT T = DU AT X
AREL Y, BEM T ONTZT I— MU —FB[7TT7—h (Alerts) | ¥ 7 DU A MDD EALICEREN
i‘ﬁ‘o

e FuyFHF TR Uy LT, Ty N A—TDEVR A LOMEZTELET,

Secure Endpoint D7 A —/\LEBHETS—+ [}



Fyvag—F |

B coron—>

16:

Detections

v Alerts
New
Open
Closed

v~ Threat Catalog

Detected
Suppressed
~ Asset Groups
Affected
Suppressed

Settings

GE)

Affected Asset Groups

Affected asset groups that need your attention

Web Servers

Ancestors:
Affected Assets:

Alerts:

Critical Value
+ High Value
Medium Value

Low Value
Suppressed

Secure Network Analytics

By Function / Servers
1
1

Secure Network Analytics

Ancestors:
Affected Assets:

Alerts:

| Medium Value

Cryo-Users
3
i

~

Group Detail

Group Detail

Catch All

Secure Network Analytics

Ancestors:
Affected Assets:

Alerts:

Medium Value

Cryogen Center

no parent
9
3

~

Secure Network Analytics

Ancestors:
Affected Assets:

Alerts:

‘. Medium Value

By Location / Room A
1
1

Group Detail

Group Detail

CHTHL (New) JIREETIZ AR RO/ TRTOT T — ME, BEOBEKREDETIZ L2 HHE
ETERAL, REEZEGICTDEDICERSNTLELIZEEITRY £,
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TI— e BEOBEERET D X I —FIRTEE T,

7ra— VT 7 — FTlE, 77— MU EOBBOBRBICEREYTET, ZhbD
BROBHIE, 1 DL EOT 2y NTCHRAELET, YAaDT7a—Ta 73 XNE, 2
NHOMHEFERAZHEH L CREOBBE T a2 arD s I 22X EEEL, VA7 LUL
IR LET, v A3D Web R—H /L Tlk, U AT LU Ko TEERIEN AT Sz U A
T, ZNbEEXF2 T 4T 7—hEeLTHERLET, 77— MI, Xy hU—7 L%
Bzte L, AL TORDEE DO OWE OIEEEMEZE L ET,
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ttxXal)T4 ANV FE

X2 VT4 AR NEF, EEOLIEEE ISR LWEEZ R AREER b H EHE
F2 T4 AR FTT, BREBHZ o2 T oA MR LET, LW
ECEROL 2EMEORHICKERERE EX X2 VT 44XV ME, AEEMEEINE
To WO BEZZT5T7 2y FTBEINZEX 2V T 44XV NI, a2 TF A
MEFRINET, FEXF2 VT 1A X2 ML, ZOEREHEZRTHANRGENLTWET, 2
OHITEX 2V T 47 )T = arpEhET,

EZERAHhA20OY5

B2 0 7k, RSN RO MRERAEIEL, v v T Vb, WA —12 D3
DOOERDTIVIZHELET, ZHIZIZMITRE ~D~ v B2 F (FETHHES) bEFEN
9,
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ZEDOEH
BBOBI L I1L, Ty MOEELZEZ 25%b LWEERLEZOH 28E2 M+ 5 2L T
T, Ta—rVERT T — NOBE I Za T, EEOX A TOBBOREEEELET,

BRI D3, B X2 U T A ARV M REDSEIERY —ALEELET, Zhba
BRERS T T, FEDEH L~V THBOFEE A HNCT D, 139 & > TEBDFE
DHERSND . BE o F— M Z 6N LET,
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TV r—a v ERETHICE, FEF—var A=ma—0 [%E (Settings) 1227V v/
L/i‘j—o

* [Cisco SecureXD#i & (Cisco SecureX Integration) | : SecureX 7 7 7 > hD Y — 3 &
R L. [K# (Authorize) 127V v 7 LT, SecureX7 W 7> MIH A A 95Z & T,
SecureX & DFEHZ AT L ET,

[TNRA AT I (Device Accounts) |-1DLLED Y —AF %5340 205550 H

Ta—NNVEET T — N VAT AT T 7 ANDT VAN T —2%T v 7r—RKLE
T ZOV—ERIT 7 EATDITE, AT VA P UBEEZADICL T, BFEMICT R
BV a =T ARNERDY T, ANTT LA N UBKEEN 72 WA X, Cisco Security 7 7
Ty R F—ACBEOWEDEL RS, [Taxv T M 207 v 7 u— K] 28K LT
<TEEW,

o (Bl SN/ v hU—72 (Ignored Networks) |: I 5 IPv4 7 RL AL Xy hTU—7
FPHAZ YV A ML TT 77— hZIERRICLET, ZHIE, FA MRy NT—7RFDOfMOHE
BEDKRNR Y NT =7 bDT 7 — Nl RERT 77— N7 0 V2 0B L3 %
AL HLET, ATV ROV A MNNBIERRICTHRA RO IPVE T RLAL W
T3y b, EZTIPvA 7 R UG (1] 10.100.10.1, 10.100.10.0/24,
10.100.10.1-10.100.10.254) # ASj L £,

* [Global Threat Alerts APT]-RESTAPI #fEfl L T, X750, 4 7 v bxthin, BX
OTF—=F T —=HA 7DD, 7a— VBT 77— TR, T > MTET
LW E SIEM 7 747 hETT AV LET,

o [fEf A—/Vi#%1 (Email Notifications) |- #i#id LOEF SN OY~ ) —%2 % ET
HEFA—NT R AE 4RI EICATLET,

«[VU—A/—1 (ReleaseNotes) ]: HEEEDOEH, £H, BLOEEOMELZRLET (Z
DA R THIE)
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JAXTTNAADTy JA—F

TR TNAADT v T —F (19 =)

JOXSTFNARADOT7y TO—FK

ATy T

ATy T2

ATvT3

ATy T4

Cisco Secure Web Appliance (IH Cisco Web EF¥ = T 4 7754 7 2 A FE 721X WSA) <° Blue
CoatProxySG 72 ED T B X LT NA AN FHTHO 7 a0 —NVERT 7 — F AT L2, v
T7ANDT VAN T =2 %7 v Fu—FLET,

NR—=Uf EMOEET A a2 7 ) v 7 L, [T AT H 72~ (Device Accounts) ] &R L CRRE Y +

P— RER& ET,

GH) FTCIEGFDOTNAA AT AT b3 12U EH L5813, REEZER L T[T A AT AT B
(Device Accounts) | X— U NFREINFET,

Ty hT T4 = RERBLTCT A AT T 2B 58HEN T 726, [TIHBOEL LD
(Let’s Get Started) ] %7 U v 7 LE7,

Kay 7oy nb 87T v7a— REREFIFH T v 7re—RFoWnWTFihzs@RLT, 7V A NI TF—#
ETNRAAINST v 7 a— RT3 HEZERLET, F/a—\VEET 77— AT HE, —EIZ150

7y ra— REEOREYR—NLET, HAEDELZLIXITEEEA,

GE) HEWOFENCT v 7 u— FHEZYIVEZ D123, £F, $XTOTaFx 7 (M 24 HE)
Ty 7 u— RRENLHIBRT 2HBENRH Y £,

HE) 7 v 7u— FHEXEZBR LZ8E1%, [SCP] £721X [HTTPS] OWWTFNnEEIRL T, v/ 7 7 A /LD
R4 271 ha Lz @R L £,
a) ZODTFTNAA ADLHTEZANSI L, [THD 2 hDOEM (Add Account) 1% 27 U v 27 LET,
b) SCP ZER L7-5H5 -
ClsCOWSAUDEQHE BHW (KA, A—b, T4V 7 ), 2—V4) 2ar’—LFd, ¥
V7 4 EoBHIZEY, FHRIZ1ELIERRINERT A,
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» Cisco WSA D% EFIEDZEAMZ S\ TCIE, [ Configure Cisco Secure Web Appliance to Upload Log
Files to Cisco Global Threat Alerts] ZZM L T 72 &0,

¢ CiscoWSAEH L V— /LN SSHARF—%2IK L7256, ZOSSHARF—2T XA AT h Tk
WCae— LTl T ET,

s [(#&T7 (Finish) 1227 Vv 7 LET,
s F72, [TAA AT Tk (Device Accounts) | N—VIZBEI L TCT NNA A&7 Vv 7T 5 &,
SSH ABF—Z2 % TASITE X7,
¢) HTTPS % &R L7=5

fEFH (KA N, A—bF, RA, 2—HW4 NRATU—FK) % 23— LT Blue Coat ProxySG % & (ZHf
DAHFET,

* Blue Coat ProxySG D% E S EDFEMIZ OV TIX,  [Configure Blue Coat ProxySG to Upload Log Files
to Cisco Global Threat Alerts| ZZM L T 72 &0,

o [#7T (Finish) | %27 U v 27 LET,

ATy TS FET v o — FHREZERLZHS
a) R T77ANDERERIAELET, WOEFT A 74 > T TEENY,
* Cisco WSA B XU Blue Coat 7’2 F L THER SN2 W3C 7 7 7w A WV R— F &N TV,
T RTCORT T 7 A MEGZip (*gz) WX THEMTL2HLERH D 5,

e E T T ANIT1GB RMIZTANENHY £, 1GBEBAI0 /77 AT, BEO/NE
w774w_\ﬁﬁéz£ﬂbbi¢ FNENOBBREE L TWARNWZ L, TXTOT7 74
(R — D 7~y X —INEENTWND I 2R LET,

s VT 7 A NMIHERBROAEFHE 2 B ETT,
KT ANOMEL, EAETEELARAVWEIICTILENDH D £7°,

cEKu Ty A NMTIE, REOFIE R FUMHL, L P RE) (el M &
EDHYEND Y £,

e ST ANMET VT 7y MESFIEIC Y — R L, BRI UEER T v Y a— R4 508
NHVET, TWT7ANEFHLVT 7 ANVDEIIT v 7 e— RTH30LENRHY ET, 1HOT v
Ta—RoR T, Tyra—FRaryiR—x MOHBRICZ v A L&Y — M LET, EHET v
Zu— RT5580E, HICURTIEDV b LWTF—42%27 v 77— RKLTLEEN, Yaxrns
774WTT7¢WFfﬁﬁéhéﬁ%ﬁmﬁ%%éhfwé%%\774W%H¢TKEL<
V—hENTWET,

CHIZT v 7 E—RL7ET—2 X0 0N T— X 3 I FE A,

e 7 ANONFIL, Ty T a— RICHENREEDOKE I —HTILERNHY £,

e VAIX, Ty u—FREIIR Y 7 7 A NEHERTLH-OHDOBR TIRGEY — VAR L T E
T,
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e LT —NEIRINTDH, 2—FRZDOTT—HEET D LRI, V—/UITT—DF = v
7 & B LE T,

b) [Z7ANDENM (Addfiles) (27 Vv 7 LCT v/ uB—RT250777AVE®RIRT L0, nr/ 7y
ANET v 7 — KRRy A RT v 7T RRay 7 LET,

G¥)

[7 7 A4 /VOHIER (Clearfiles) 1#7 Vv 7 LT, 7y 7 r—RKy 7 AEMS T
TO77ANEI VT LET,

¢) [7v7ru—K%Bts (Startupload) %227V v o +5L, BRLI-a T 7 7 AN ifHHZ 0 — L
BT 77— AT AT v 7a—REnNET, Z7a—UVEET 77— b AT DMRERBFEREIN
HETLIEGLFEBLET,

GE)

GE)

GE)

T—RE Ry TBHY) AT ER/NRICIZ D720, Tua—r VBT 7 — M AT A
SEFfAICT v 7 a— RENT=T— X OB AR L ET, Zhick v, LENEBIND
AIZT_XTOT v 7a—RE5ET LT, I_XTHA#EYRIEF CREIND LHICTEET,

FENOLHBNIOIVEZ DL, TR_XTOT vy 7 a— KRkl 7y 7 r— 7 —Z D4
HAMEILSNET, Ty o— LT =233 _XROERSNET,

NR=VEHALTZY, XR=UNLBE LV TDHE, BIIEEOTZ7 7 A NVT v 7 a— R)MEIEX
nE,

BONZTRCOFET v 7 u— K&EILT25ET, HEIZ v e —RF2EHT52 L3 T
TEHA, TRTCOT—EZNUEINDENTY VXD L. BITOBRIC—EHOSTT —#
DHKTDHERDHY T, VAT LANRT—HE a7 LARNL 2T 512, &ED
FE#HT v 77— Kb 24 FEZICEI 0 B2 2 FAT L £,

RDBERY

[T/3A4 AT v b (Device Accounts) ] X—IZid, 7 RF T A R EZDERN—ET
FoRENET, [AT—HF A (Status) |FNTIE, BT A ADAT —Z ANFRENET,

* New - SCP DFRENATE T T, SSHAF—2NHEL TWDLLENH Y £7
* Provisioning - 7R Y a = THOT I NOMEFNELTETOVERA
*Ready - 7 1 7 > EBIEFIT/ERR S VE LT

s Brror- A7 — X A — I Vet bidd e, =29 —%3HTI Ry 7T v A vE—UN
FRENET

ZOWESR=2n0 BIOT AL AT AT FOEB, BIFRT 57 /34 208, SSH A5
XF—DAN), FITNYa—=T 4T EITHI ZENWTEET,
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BEOT AL AMETILT v 7 — R7aw A TT vy M X E3R, £7 31 &
BB OT AT FEER L, 77 A NAOBE DO REMNE R/NNRIZI A, 7 v 7 a— N3
DRI TNy a—T 4T EMBIZT D LR LET,

FRALAT T N OWRARTET Lizb, 7V 7 LT [HR# 7 (Confirmed) ]~4— Y%7z

X [ A (Detected) | X—Y 2R RL, Xy M= NOEDLWT 77 4 BT 1 & s
L/iﬁ‘o

)

CE)  @%., 721 Tneya=rTORET%2~3 BUNICHAREICZR Y £,
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2024 2 R

2024 F2 HIZV U —A XN 2, YAIDT T RR—ZADOEWFEEICL D 70— )BT
F—MIETET v FF— T,

BIMOBEMRE (25 N—)

EINDE BARH
BLWEBRH AR — N7+ U AEMLUE LT,
* Coyote

» Donut Loader

* RisePro
Tz, BEFOEBHREOA U —2—bEH LE Lz,

Coyote

Coyute /%, EIWZTT VT AV DO2—F—%fEH LT BN TR N v A ORET, G
REZEST-EBFA—NCLD 7 4 v 7 FE (T1566.001) #FHLET, 2oL U =
T X, BeARIC Squirrel f A h—F Z{FEH L E7, Coyute i% Nodel]S X° Nim 72 E D71 75
VI ESHEEHEHAL TERSN T T, 2O~y =7 OfE L e 2R L TCnET, Z
D ~vAOKREIL, BHZERET 272012, SCFFIEGH LN (T1027) & ABS K ={bZ /A
B THEALTWET, HEETOT AT LA VA h—/L &7z Coyute (X, T~ K7
Kav hma—b (C2) H— 3= (TA0011) EDWBEEMLIL T, A7 U —2rTay hEER
L7z, F—uX I 52T LY LET,

BHEVOBREE T Coyote 23R SNT=h E D N EfERT 511, [Coyote BB DOFEM (Coyote
Threat Detail) | %7 U v 27 LC, Za— \WVEET 77— b CitflizFoRLE7,

Donut Loader

Donut Loader X, A7 V) 7 reT7 v TV HAFYNTETTEEOOFRERY —LFy T
HO. BEOHLZAMICHLEH SN ET (T1055.009) , AT /LA Windows 72 E® A A ¥ =
7 ay (T1055) HICREE(fbEn- =/ a—F (T1027) #4AKLET, O~y cT
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L. Chaskey s 5 &2 L TR b S~ A m— R& T = /ba— RNIZHE®IATe )Y, URL 2>
LA a—RTAHZ LIk T (T1105) AT —Y L RAICEMELE T, FETa8ns e, A€
U hL—2Z{HEEL (T1070) . HLWT TV r— g RAL > TRAa— RE08d5 2
& TRt & [EREE L E 9,

BV OBREE T Donut Loader 23 HH S 72202 E 9 & iR 9 5 121E, [Donut Loader J& O FE Al
(Donut Loader Threat Detail) %2 V v 27 LT, Za— V&K T 7 — F Citflia £ R LET,

RisePro

RisePro 1%, Telegram THR7E SN TWAIFRBFE~/L7 =7 ThH Y . Private Loader /L7 =7
W2 &> THIUAG S vE T, RisePro 1%, Y LToT A ANELT =X ZIE L= (TA0009) |
A7V —rvay haedy7F ¥ L7 TEET (T1113) , RiseProld, 77 v How 7o
W, BEEEYA Ly b (T RLVALERES—) . BLXOZ LYy b — FE#EGAE -
TteZ LR TEET, RiseProll Ko TESNT=T —Z I, zip 7 7 A /VITJEME S Hu, HTTP
A v—UTHEAHINET (T1071.001) , ZOHE~LT=TIE, 2~ K7 Kar b
z—/L (C2) (T1041) ZfEHL THRZEBSEL, o~y 2720 —R3T5Z2 L TEE
7

BV OBREE T RisePro 23R HH 722 &8 9 &R 5121E. [RiseProZ i OFFEM (RisePro
Threat Detail) | %27 U v 27 LC, Za— \VEBT 77— N CitflizRRrLET,
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2024 £1 R

2024 F 1 HIZV U —AENTz, YAIDT T RR—ZADOBEKFEEICL 5 70— )BT
F—MIETET v FF— T,

BB EMmE (27 =)

EBINDE BN
HLWEBREEZAR— 7+ AIZEMNMLE LT,

* Balada Injector
7o, BEOBBRIEOA O r— 2 — b EH LE LTz,

Balada Injector

Balada Injector |%, WordPress ~~—Z® Web A MIERT L~V T =27 T, N T KT %
AT, ADOY R — b= EL UHEYIA b, Py v @BAFTER L, ZetIcED
LY A MIFEZY XA L7 FLEd, H#HO Balada Injector & v > ~X— (X, Popup
Builder N\— 2 > 423 LRI 7 B A% A b A7 U7 T 47 (XSS) Magutt (T1189) TH
% CVE-2023-6000 (22U T WPScan 23ty L7 ICBM SV E LTz, 2 b DRFE S L7- Web
PA ME, AT =T EZEAT L2007 4 v 7 A— (T1566.001) THEH I, %
SFEh~No2T 77 IV EERTEET,

BV OEREE T Balada Injector 23R H S 722 E 9 0 & fER8 3 5 121L, [Balada Injector i O
#fl (Balada Injector Threat Detail) %27 U v 27 LC, Za— \VEET 77— Tz =R L E
—é’_‘O
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2023 £ 12 A

20234 12 AU U—AENTZ, Y AaDY T 7 RR—ZADEWFEEIC LD 7 a— S VEERT
F—MIETET v FF— T,

BIMOBEMRE (29 N—)

EINDE BARH
FLOWEBEMRHZAR— b7+ U AIZBEMLUE L,
» Agniane Stealer

* Pikabot
* SectopRAT

Tz, BEFOEBHREOA U —2—bEH LE Lz,

Agniane Stealer

AgnianelX, 77UV, NRAU—R EEEY 4+ Ly b BEORDP 7 7 A fEH (T1005)
PR LT HEHR~ /LY =7 T, 2023 ELLEE, Malware-as-a-Service 7 /L %@ U C AR E
BTWET, oZ DGR~ T =T LREIC, 77 AV ZELTRAL (T1041) | B
Mo~A m— RERERM (T1105) TELH7 I 3—BLe =X —FV 2 —ANEENTNET,
WMI (T1047) . PowerShell (T1059.001) . I X OF ConfuserEx ¥5t{k>—/v (T1027) %{#H
LTR#ESNTND NET EITAIREY 7 A V&2 L £,

BIEWOBRE THI~ /L 7 =7 Agniane MR H SN2 E 9 D& fEgE 3 5121%. [Agniane Stealer
B OFEM (Agniane Stealer Threat Detail) 1 %27 U v 7 LT, Za— V&7 7 — K CTiEf
HFRRNLET,

Pikabot

Pkabotix, m—F —¢t a7 Xfo— KT INLIEY 2 — N R<w Ly =7 TF, C/C+H Tid
BRENTNWT, HEZOL AT AIMMO LT =T 2 EETAEDICELSERAEINET

(T1105) , CISFEED A A= FZ X —4 v U R MBI SN, Z<OBEE. BEDOHD
W77 ANEETT7 4 v 7 A= (T1566.001) TEAZESNET, TDOaT7EVa—/b
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i, ZLDHA. 77 ANMDE T rE— RRIEIE N1 1 — ROFEIT (TA0002) 72 L.
BB OB 25 U TR SivE T, Pkabot (X[EHREERE /) SFEF @< . VMXIR/T /3 77 (T1622)
Hoffr & #EHi{b S =307 (T1027) Z3EH L TR ZREL £9°, 2 Hd Qakbot (S0650)
X2 DarkGate 72 E DO~V = 7 L EIBEOENWEZ R L E£9,

BV OBEEE T Pikabot MR S 72028 9 M EMERR T 5 121%, [PikabotZ B D4 (Pikabot
Threat Detail) 1227V v 27 LT, Za—r\)VEET 77— F CiEl 2R L T4,

SectopRAT

SectopRAT (5114 ArechClient2) (X, [EMDY 7 v =7 #HE-72HEEDH DY 7 (T1204.001)
WX o Thfisnd, NETVE— 77 ®AR FaA OKETT, SectopRAT (ZIFHEEK D%
RBRHY ET, BRELIET AL ANDAN L —T 4 VT VAT A0N— BT = T 7 & O
MEHREME L7720 (T1082) | fRFSNTCWD T A U EREGILTZY (T1552.001) | 3E
FRODT TNy a8 L) TEFES, 77V r—varE7o barlziiA L
avwy K7y Rayhe— b H—_"—L@EEFL (T1071) | FFEAER—F (T1571) ZHEHL
Tio_Afa—FREXyra—RL, FHREERHLET, SectopRAT IZ1E, /L7 = 7 xR
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NTWBICIAEEX—VICHALET, 70, BT U VU OREREZBEY A Mo X1 L
7ML, T—FEWELTH— =T ICEFETHZ L TEEJ, LNKRITRE (T1041)
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Detail) 1227 Vv 27 LT, Fa—_LE@ET 75— FCiEAFRrLET,

Remcos

Remcos [£JC 4 . Breaking Security (Z X > T, &, mi#, SEICHAZ ~vA X7z ) E— bk
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(T1027) 24— RKLTROT 7> arZRELET, BYE LT A AL, A 23—
)ya*ﬁméntiyﬁA@W%&—y?%xb EX 72 Web _— U A S L7z R E AN
BOEHERIET LR Y TT v T P EFORT D AR H Y £,

BV O EREE T Neoreklamihas 23R HH S L7220 8 9 02 & R85 5 121%. [Neoreklamihas & O3
# (Neoreklami Threat Detail) ] %27 V v 27 LC, /' 1 */\/I/””ERT 7 — N CHMAERT L E
D

Rhadamanthys
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https://attack.mitre.org/techniques/T1102/001/
https://attack.mitre.org/techniques/T1071/001/
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Private Loader

Modular malware downloader

[ High Severity i 5+ affected assets in 5+ companies

Private Loader is a modular downloader that distributes information stealers, banking trojans, ransomware and other loaders. This malware
was first seen in 2021 and is still active. Private Loader is distributed via malicious links (T1204.001) that distributes cracked software and
games. Once the victim downloads and execute the file (T1204.002), the victim device contacts a dead drop resolver (T1102.001). Private
Loader contacts the Command and Contral served (T1071.001) and downloads other payloads (T1105).

Category: Malware - downloader

PlugX

PlugX (S0013) %, VE— 7 7R A DOARETHY, PEOKEEIZL > TLLFIH
IHET, AU Poisonlvy (S0012) IZEITHY | Y 27 —HETT, PlugX 1L, BEGHR
DT NAADZHF (T1564.001) NIZEND ZENnTEET, o, BMERY T bV =T %
LT, BEOHDDLL (T1574.002) #H A Fka—FT 1> 7352 b TExET, EHO
F 4 L7 M ~DOFNBEEOERINTATHET (T1091) . A7V a— L ENT-X A7 Zid DTk
FitEESD 2 EnTcEEd (T1053.005) .
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Detail) 1% 27 Vw7 LT, Za—_VEHRT7T 77— b CiEMEZET-LET,
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PlugX (S0013)

Remote Access Trojan with self replicating capabilities

| High Severity ~ | 5+ affected assets in 5+ companies

PlugX (S0013) is a remote access trojan, often leveraged by Chinese threat actors. It is similar to Poisonlvy (S0012), with a
maodular structure. PlugX can hide itself within Recycle Bin (T1564.001) of the victim device. It can abuse benign software to
side-load malicious DLL (T1574.002). It is capable of replicating itself to multiple directories (T1091). It can gain persistence
through scheduled tasks (T1053.005).

Category: Malware - remote access trojan
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https://attack.mitre.org/techniques/T1059/003/
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ChromelLoader
Malware with information stealer and dropper capabilities

High Severity - 5+ affected assets in 5+ companies

ChromelLoader is a browser hijacker/loader capable of both stealing information and installing other malwares. It has multiple
variants and seen to target both Windows and macOS. It spreads through malvertising campaigns on social media (T1585.001)
and gets delivered as a software crack in ISO format. It leverages batch (T1059.002) and link files for initial execution and mimics
chromium based browser (T1036.004). It feiches a Powershell (T1059.0017) payload from a web server to execute its further
instructions.

Category: Malware - dropper

CryptBot

CryptBot (X, FICH T EBEV ALy b T TUVFOr 7 A AEREEN & T HERGIE~ L
=TT, ZHFZ Ty Y7 b =T E LTRSS, NAY— RCR#ESNTZZIP 7 7
AT —HATINTWET, FIT7END L, X2V T4V 7 =T BT Ia L —
a Y — b (T1497.001) (ZK LTV AT L& T =v 7 L, VAT AIEHR (T1082) DOINEE
Bt L ET, £D0%, 77 7% (TL8S) LHWEUrLy hOT—X2EIEL, =2 —F—7 4
LA (TA0010) N THE LTZIRIB S AICBEN L £,

BHEVOBREE T CryptBot 23R H 72089 &R 2 121%, [CryptBot & DFEHE (CryptBot
Threat Detail) | %27 U v 27 LC, Za— \VEET 77— b CitflizRRLET,
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CryptBot

Information stealer targeting cryptocurrency theft

| High Severity o | 10+ affected assets in 5+ companies

CryptoBot is an information stealer mainly targeting cryptocurrency wallets and browser credentials. It is distributed as a crack
software, archived in a password protected ZIP file. Once executed, it checks the system against security software and threat
emulation tools (T1497.001), then starts collecting system information (T1082). It later proceeds to collect browser (T1185) and
cryptowallet data into exfiltration path it designated within User folder (TAOD10).

Category: Malware - dropper
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Mispadu

emonsst [

Mispadu

Ursa & L THATH D Mispadu (X, IFAWEEREZ T —~IZ L7277 4 v 7 (T1566.001)
A=V TCEICHARDZ—F —Z I LR 7R oA OKRETYT, IRSDOZIP 7 7 A
JZIE, EEICHEHME (T1027) S EfbEniz~Af n— R CTETF =— % thT D VBS
227 )7 K (T1059.005) RNEENTWET, DNSA 7T AT 7F % (T1568) Z#FIHL
T, B VBS 2— K& AutolT # X4 7> u— KL T, o7 mr A (T1055) (ZfATHZ
ERHBNTNET,

PO BREE T Mispadu 23 H S22 89 A fER 3 5121%. [Mispadu 2B OFEAH (Mispadu
Threat Detail) 1% 27 UV v 7 LT, Zu—rVEET 7 — b Ttz =R LE T,

Banking trojan targeting Latin America

-High Severity

5+ affected assets in 5+ companies

Mispadu, also known as Ursa, is a banking trojan mainly targeting Latin American users with Phishing (T1566.001) emails themed with
a payment bill. Attached ZIP file contains a VBS script (T1059.005), which starts an execution chain with heavily obfuscated (T1027)
and encrypted payloads. It is known to leverage DDNS infrastructure (T1568) in order to download additional VBS code and AutolT in
order to inject into other processes (T1055).

Category: Malware - trojan

Pterodo

Pteranodon & L CTH A1 H 415 Pterodo (S0147) 1%, Gamaredon 7 /V— 7 M4 530 7 KT
T3, Kb (T1547.001) O7-OICBHEEAX— T v 773V F 22— L, cmd.exe
(T1059.003) EHEZDH D VBS 7 71/ (T1059.005) % FEITITERA L ET,

BEWVOERSE T Pterodo WK HH S 7= E ) 2R3 5121, [Pterodo &I DO FEAN (Pterodo
Threat Detail) 1 %27V v 27 LT, Za— WEET 77— b T2 R~ LET,
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Pterodo
Backdoor malware that can exfiltrate data from the victim device

Critical Severity ~ ~ | 5+ affected assets in 5+ companies

Pterodo, also known as Pteranodon (S0147) is a backdoor used by Gamaredon group. It copies itself to the startup folder for
persistency. (T1547.001). Pterodo can use cmd.exe (T1059.003) and malicious VBS files for execution (T1059.005).

Category: Malware - backdoor

[l secure Endpoint 5 O—/\LEBET S5— b+
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2022410 A2V U —RESNTe, Y AIDT T T RR—ZAOBFENC LD 7 a— V& T
Z7— MBI DT v 7T — FTT,

BB AT - FRT (65 X—)

T T — RO X T u— K (66 2—)

T T — TR EEZ T LTy hOT 4 NEZ ) T (66 —)

s Friz ekt (67 X—2)

o AIEMEDYLIE (68 ~X—2)

BINOEBEAEL (69 ~—3)

25, =k ; :
ZRAZOT -3~-T
7a—sVEET 7 — My v a R — RIZiE, fibtnwke s va v BRI # v 7 (Threat
Catalog) 1>[7XT (AlD) 1 23HY £,
R FIRER T R COEE A — R R LET,

BRI AZMFHLTY A FE0EBIITATINEGEENTWET) 27 41
2T LET,

o MR 2 @l L E 7 IESENAN A 9512, U A P& [EKRE (Severity) | E72iT[ZA b
v (Title) JCTUA~EZFET,

CHEHRNEDO ROy X EHEHLT, BROEBRELFEL, 79— MR NI -5
T2CT 7= FORIEKR ) AT AaT I e 52 52 LR TEET,
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X 24:

Detections (=M All Threats

~ Alerts
New =] (6]

All threats that can be detected on your network

Open I Sort by: Severity v Title ‘0\ miner X| ‘

Closed
~ Threat Catalog Lemon Duck Adylkuzz

Detected o Software that uses your computing resources to mine cryptocurrencies Software that uses your computing resources to mine cryptocurrencies

Suppressed Affected Assets: 0 Affected Assets: 0

Al Alerts: 0 Alerts: 0

~ Asset Groups Category: Malware - crypto miner Category: Malware - crypto miner
Affected

| Critical Severity ~ Threat Detail l ‘ High Severity v| Threat Detail
Suppressed S

Settings

CoinMiner Cryptocurrency Miner (T1496)

Softwara that uses your computing resources to mine cryptocurrencies Software that uses your computing resources to mine cryptocurrencies

Affected Assets: 0

Last seen: 21 hours ago
Alerts: 0 Affected Assets: 3
Category: Malware - crypto miner Alerts: 1

Category: Tool - crypto miner

—_— [~ — —1
High Severity ~ Threat Detail I | ‘ High Severity ~| Threat Detail

77— OO A—F

[77— b (AlertDetail) |E=—T, §XCHOT 77— FDOFEMECSV 7 7 A L Ta L Ba—
2 —Z[# 7 rr—K (Download) | CX 25X 2D EL, ZOATva v aEHNTLE,
BR L 7= R — LTI RTCOT 77— b OFEMEZ TIE0 R TEE T,

[ 25:

MNew Alerts [ Alert Detail

Alert Detail -C. . Download H Close lm

Critical Risk When: July 15th - October 10th Modified: 11 hours ago Affected assets: 2 ETA

77— hEMTEEEZRTST7EY FDTALE YT

[77— haEfl (AlertDetail) | B = —T, BNy 7 AP T FLAEiFa2—H—4% AT
LT, #REND [BEBEZT5T7 Y b (Affected Assets) |7 4V XV 7 T&EBHEIIC
0 FE L, ZOBEEIL. BIRLE 1 SOT vy FOFEMEZTIER AT THER T2 L
T, R ZHERNT 2 DICEL B £ 7,
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MNew Alerts [ Alert Detail

Alert Detail -C.

When: September 15th - October 25th Modified: 5 hours ago Affected assets: 9

Affected Assets

Q, 10.0.0.5| X
Username: demo_caterina.speier
IP Addresses:  10.0.0.5
Asset Groups: Uncategorized

Threats From: 2022=10-25 11:34:02 CEST To: 2022-10-25 11:34:07 CEST  Duration: 5 seconds

@ njRAT (S0385) () @ - Malicious software for remote control of a target system

Known njRAT User-Agent pattern

HTTP request to URL http://redex.no-ip.info:81/is-ready with User-Agent B2143AD8<|>LPT-
Endpoints Windows Defender .<|>false - 7/9/2020 known to be indicative of njRAT

-1
A\Y

(G¥)  BIfE. Z 4 Cisco Secure Endpoint = —— D R 7 7 & AL L COAFIHTE 7, 4
TR L TZORBEFINTT BITIE. cognitive-feedback@cisco.com £ TE - A — /L THM
WEDbELIEIN,
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LW N Z — 2 BN 5 7 ek A0 F(L S 4723805 T, Raspberry Robin, Mozi,
WPAD K870 X OB & T 50— VBN EnE Lz, v—L T, #EDO TP % 1o
OBBIHAREDED Z ENTEET,

X 27:

@ Raspberry Robin (1) @ - Windows based Worm capable of spreading through infected external drives

Commands that run scripts
O

Execution of commands C:\windows\system32\cmd.exe /3 /D fc TYPe agGwW.lcO and C:\Windows\Syste

Silent install of downloaded files
7]

Execution of command msleXeC hwp=5| vbMFEI=IcAUSM=KE fgM fibtTP://nwz.Li:B080/yxBfIPCGsQ1cwWWe

Known Raspberry Robin command pattern
2

Execution of command exploREr Removable Disk with pattern known to be indicative of Raspberry Robin

Unusual drive letter
I

Observed unusual drive letter in commands

IO, BHSNTEBEBO 2T A N eBET L8 LV RFERIEEAEBMLUE L, #L
WEE RS EEIZ. DGA 7 7 A V4, 77 UFICEEM T LTV RN — =T e
M, BEIZEWURL 2 EEFOT7 7 A VDX U a— REHEITEET,

AR ME D kIR

Ta—NVEET T — b2Vl Lo TRt SN a T XX MEREFUGELE L, FiM
L7 RAAL TSN THANL—F 4 7275 (0S) 2T 5H LWTY Fe—F 4%
L, TS AEIRTO OS MHO#EH AL L E Lz, 72, Android 7 /34 A DR HFEEE
HRIEIZHRL & E Lz, Android 7734 A OBUTH) 3 fFI2HM L £ L7,

toEX2 7T 43 RICE->TTTIZT By 7 SNTWHIEBEZHRI L CEARRT 2 H1E%
Jrok UE L7z, Cisco Secure Web Appliance (IH CiscoWeb & ¥ =2V 7 4 77747 R) F'm
XN X -T2 AR — h B se-filter-result 7 4 —/L ROV R — F&2BMNT 252 LT, B
EEELLE L-, X512, Cisco Secure Network Analytics (IH Stealthwatch) 7 o—T7 & »
7 ENTWBEOT 4+ 7 7 X2 E#BALE Lz, ULORRIZRZ 713, 7 r v 7 Si-isfE % iR
FrLET,
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EINOE BAR

% 28:

MOyv

UTOHF LWEBMRHZR— N7+ U AIEMLUE LT,
* MOyv

* Metamorfo
Fo, BBFOBBRE DA o —2—bEHLE LT,

Moyv

MOyvZ, Maze, Egregor, 3 X U'Sekhmet 7 > W A v = 7IZRHHET 5 7/ /L — 72 K - TERE
FOEHEND T 7 ANA T =7 2TE, T, Kiidk (TA0003) D R T A HERAZH
T D LTk, LSASS K74 /3 (T1547.008) ZIEMIZLET, MOyvix, 77 T/ L—
T Ak (TA0008) D7=OIZFEIT7 7 A /v (exe, .dll, .sys, BLOhtml) ZEGSEDH &
IR, HlankiFa 7o (T1080) #EHLET, £/2, avr FT7rFar b

1 —/Li@(E (TA0OLL) (27 7V r—vav@ra han (TI071) EFET7 7V r—va@r
2 k3L (T1095) OWFEFERLEST, ZOT7 7 A NA 7 =27 &%, FEBRIZIL Expiro & L
THRIEESNDAREMERH D £7,

BEWVOBREE T MOyv 23R H SV E 9 022 iR T H12IE, [MOyv & DAl (MOyv Threat
Detail) 1227 Vv 27 LT, ZFa—_VE@ET 57— CTiEMaFRLET,

File infector related to Egregor, Maze and Sekhmet ransomware

Medium Severity

~ 10+ affected assets in 5+ companies

MOyv is a file infector created and used by groups related to Maze, Egregor, and Sekhmet ransomware. MOvy targets LSASS
drivers (T1547.008) by enabling driver privileges for persistence (TAOD03). MOyv uses taint shared content (T1080) by infecting
executable files (exe, dll, sys, and html) for Lateral movement (TAO0O0B). It also uses both application layer protocols (T1071) and
non-application layer protocols (T1095) for command-and-control communication (TAQ011). This file infector can be detected in

the wild as Expiro.

Category: Malware - file infector

Metamorfo

Metamorfo 1%, TR KFBEEZEN ETIHIF U N oL ORETT, Z<OBES. &F&
FREMY—EAWeb I A b7 LYy bh— R E 7oA AFHR (TA0006) ZILE L £
T FIMFATIZIZ ANy F 7 7 4L (T1059.003) ZFIH L. #a&elk (T1027) =2~ FE2¥ 0
o — K L CHEITT 5121 Powershell (T1059.001) ZF|H L F9,

Secure Endpoint 05 0—/\LBET7S—~ ]


https://attack.mitre.org/versions/v11/techniques/T1547/008/
https://attack.mitre.org/versions/v11/tactics/TA0003/
https://attack.mitre.org/versions/v11/tactics/TA0008/
https://attack.mitre.org/versions/v11/techniques/T1080/
https://attack.mitre.org/versions/v11/tactics/TA0011/
https://attack.mitre.org/versions/v11/techniques/T1071/
https://attack.mitre.org/versions/v11/techniques/T1095/
https://cta.eu.amp.cisco.com/ui/threats/bdc417a9-d408-45d7-91b0-976f4f2e8195
https://cta.eu.amp.cisco.com/ui/threats/bdc417a9-d408-45d7-91b0-976f4f2e8195
https://attack.mitre.org/versions/v11/tactics/TA0006/
https://attack.mitre.org/versions/v11/techniques/T1059/003/
https://attack.mitre.org/versions/v11/techniques/T1027/
https://attack.mitre.org/versions/v11/techniques/T1059/001/

yy—z/—+ |
B enozmss

BEVOERHE T Metamorfo 23R Z L7z E 5 A #ERT 5 1Z1X, [Metamorfo & D HHH
(Metamorfo Threat Detail) 1 %227 UV v 27 LT, Za— V&7 77— h Tz FRLET,

X 29:

Metamorfo
Banking trojan with heavily obfuscated payloads

High Severity ~ 5+ affected assets in 5+ companies

Metamorfo is a banking trojan targeting Latin American countries. It often gathers credit card information and login credentials (TA0006)
for various financial services websites. It is leveraging batch files (T1059.003) for initial execution, later on using Powershell (T1059.001)

to download and execute obfuscated (T1027) commands.

Category: Malware - trojan
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https://cta.eu.amp.cisco.com/ui/threats/429142c8-12be-40f5-b624-1e97c4c61a77
https://cta.eu.amp.cisco.com/ui/threats/429142c8-12be-40f5-b624-1e97c4c61a77
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202F9 HIZV U —AEXNTz, YAIDT T RR—ZADOEWFEEIZL D 70— )BT
F—MIETET v FF— T,

T LWWeb A v X —T A A (71 =)
BRI (71 =)

HFLLWWeb A U 32—T x4 R

BT 78 A7 2= X2, 7a— VBT 77— DAL Web A VX —T =2 RAL LT
T 272D LW Web A v X —T = A AR LE LT,

LA Z =T ==K IROZENPHERICRD 5,
cYEINTT TN — T —
« MITRE ATT&CK® & OFf#&
« 77— FEEMOILRER

FLIE, Fyvadf—FoUsr—7 2L —%ZRTIEE0,

EBINDZE BT

HLUVVEER . SolarMarker # R — F 7+ U AIZBILE L=, F£7-. BEOEEHRHOA
VIO — A= LE LI,

SolarMarker

SolarMarker I, Yellow Cuckatoo ¥ 7213 Jupyter Infostealer & & FE(XAL, BAfHI % [F1#E (TA0005)
TEXHEWRGW~NL T =7 TT, FDONNY T2 MIHDVWT, Powershell (T1059.001) F 721
VAT LT Y (T1218) ZFIA L CHEZER TE £9, JHUIL A D (T1547.001)
ICIRFFS I, WBEARDT NA ANDT 72 AZMFFLET, 2L DG, RUFL/NCFR
BAET 20T LT S nioSf m— F (T1027) ZEHA LT, Bl A B =R b & /A /2L
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https://www.cisco.com/c/en/us/td/docs/security/amp/endpoints/global-threat-alerts-in-secure-endpoint/m_aug-2022.html#improved-alert-workflows
https://www.cisco.com/c/en/us/td/docs/security/amp/endpoints/global-threat-alerts-in-secure-endpoint/m_apr-2022.html#mitre-alignment
https://www.cisco.com/c/en/us/td/docs/security/amp/endpoints/global-threat-alerts-in-secure-endpoint/m_may-2022.html#enhanced-alert-details
https://www.cisco.com/c/en/us/td/docs/security/amp/endpoints/global-threat-alerts-in-secure-endpoint/m_dashboard.html
https://attack.mitre.org/versions/v11/tactics/TA0005
https://attack.mitre.org/versions/v11/techniques/T1059/001
https://attack.mitre.org/versions/v11/techniques/T1218
https://attack.mitre.org/versions/v11/techniques/T1547/001
https://attack.mitre.org/versions/v11/techniques/T1027
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¥4, RAM T A=AV FORMIOIPT KL RZ% L TCHTTPPOST Y 7 =% ~ (T1071.001)
ERALTCL T ¥ RrNVEMISLET,

BHEWOBREE T SolarMarker 23 H SN 7= 8 9 02 ZHEFR T 5121, [SolarMarker B DO FE#M
(SolarMarker Threat Detail) %22 V v 27 LT, /7 a— VT 7 — FCTatfiz R LET,

= 30:

SolarMarker

Information stealer with remote access capabilities

High Severity ~ 50+ affected assets in 5+ companies

SolarMarker, also known as Yellow Cuckatoo or Jupyter Infostealer, is an information stealer with defense evasion (TA0005)
capabilities. Based on its variant, it can leverage Powershell (T1059.001) or system binaries (T1218) to achieve its goals. It persists
on registry (T1547.001) to maintain its access on victim device. It often uses mixed case letters, obfuscated payloads (T1027) to
bypass defense mechanism. It establishes its C2 channel over HTTP POST requests (T1071.001) towards raw |IP addresses on
host field.

Category: Malware - remote access trojan
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https://attack.mitre.org/versions/v11/techniques/T1071/001
https://cta.eu.amp.cisco.com/ui/threats/05dd41e0-90c8-428e-9204-21a9a0bcfb90
https://cta.eu.amp.cisco.com/ui/threats/05dd41e0-90c8-428e-9204-21a9a0bcfb90
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202F8 HIZV U —AXNTZ, YAIDT T RR—ZADEWFEEICL D 70— )VEBET
F—MIETET v FF— T,

cWEINTETFT— N —r Ta— (73 2—2)
BRI (78 X—)

RESN=T7S5—+J7—0 70—

[#17 7 = A (Barlyaccess) | C7 77— ME#IET L HEEREL, 7o — VBT 7— b
T7 7 — b % SecureX incident manager (27" 2E— b5 HiELAZUGEL E L,

SecureX incident manager & DFED A U v M EFEZTHIIEL, ZFa—SVEET 7—hay
V= NVDF F)r—= 3 UERTE T SecureX DA EHNT L E9,
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3N:7 T r— 3 VERTET SecureX DI A & &SR

Global Threat Alerts Alerts Threats

Application Settings

Cisco SecureX Integration

To enable SecureX integration;

» choose your SecuraX account ragion
= click the Authorize button
« sign into your SecureX account

Choose region...

Asset Groups

(I Early access

B {1 user@cisco.com

Ta—N)VEST T—har ) — O~y X —T, [R#7 72 (Barlyaccess) |7 VU v/

LTAEMILET,

X 32:[RE17 2t X (Earlyaccess) ]%#4 > (- L THikiex B

Global Threat Alerts Alerts Threats

Asset Groups

Early Access now features an improved alert workflow!

) Early access

+ You can open alerts you want to work on and close alerts when you're done with them.

+ When closing an alert, pick from a new set of predefined closing reasons or provide your own.

B it user@cisco.com

+ You can promote an alert to a SecureX Threat Response incident or link the alert to an existing incident,

Leam how 1o use these new features.

[FH#17 72 A (Barlyaccess) | ZHINZTHE, 77— MI[FHH (New) . [A—7F
(Open) 1. F7IL [T (Closed) JIZmEEINET,

[l secure Endpoint 5 O—/\LEBET S5— b+
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B 33:[#38 (New) ]. [A—F> (Open) ]. {87 (Closed) |DRAT—ZADATIIDT 73—k

2 II:IIISIII:tCIII SecureX Dashboard Detections Incidents Integrations Orchestration Administration

Detections

New Alerts

~ Alerts Alerts pointing to risks on your netwaork

Mew

Open
Active from IJune 20th vl 1o | August dth w Set Lastday Last7 ds

Closed

Risk level Critical High Medium Low :fl Enter a username, client IP address, ;

[ (New) 1 77— bDAT—2 AL, [BI< (Open) 1 E72IX AL S (Close) 1| R¥ %
FEHLCERETCEET,

& 34:7 35— OB

Critical Risk

When: May Bth - August 3rd

Modified: 9 minutes ago

Threats: WannaCry (S0366), Emotet (S0367), SMB service discovery (T1018), Excessive
Asset Groups: Catch All

Affected Assets: 2 assets

Usernames: demo_keturah.gaunt, dusti.hilton

IP Addresses: 10.122.38.6 (], 10.201.3.51

e, [

Ta— VBT T — NI, IERENTERES BN T I — N N T =V toarary
TV —IZB X E RS AEBENOTWETA, BEX SecureX T AT AL LY BEICHAS
N, 927U v TSecureX DA T v bV —27 7a—~fHE 7 oE—FLET,
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77— R NB E, UTOFTvarynHEISNTWET,
e T I —hEHNTEH LA T M2 v
T I— b EBVWTEFEDOA T MY v
B DA

B:AVITUMIIDITELF T avEDTI— FERLC

Open Alart *

Add a note 1o this alen

#® Open and link 10 & new Incident
Tithe {resquired)

Response to critical risk alert

! Dpen and link to an existing incident
Q Use Lucens syntax to flter incidents
Response to critical risk alert
Responsa to critical risk alert
Response to critical risk alert
Response (o critical risk alert

Responsa to critical risk alert

| Open only

] o

[

=

SecureX incident manager CiE, A > 7 ML, [ (Summary) <0, 7£DT 7— hnb
DFTRCOEX2YT 4[4k (Events) | & [E1E%I5: (Observables) |73 & OFEAINE £
NTWET, 20k, #ik, = Vv F AU b, =T AR —v 3 L o7z SecureX D
BEEHL T, KVERMCAEL TS T2 2N TEET,

TI7—heA v T b LT RE— T 5280 EE L RVWEATYH, 7o — L&
TT—hrary—nLTOH[BI DI (Openonly) | #FEITTE, (EELBHTCEET,

EHo0%ha0, BTRIZTZ7—F&2 LS (Close) | 2L T&EEd, 77— F&MLD

XX, BERINTWDH LW—#o [BAC 5EH (Closing reasons) | 7 H&EINT 220, BHE
THBAHRELET,
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H36:-FHALIEHEEALTTI—FERLS

Close Alert b4
@ Conditions for alert creation can be modified on the Threats and Your feedback will help us improve future
Asset Groups pages. detections on your network.
Feadback

Closing reasons
Communication or endpoint behavior was added to be blocked
Endpoint was scanned and cleaned
Endpoint was reimaged

Internal case was created to resolve the problem

The threats represent legitimate or tolerated behavior

| The affected assets are unmanaged or insignificant

We could not verify the findings

The alert is not actionable (unable to remediate)
Communication or endpoint behavior is already blocked

Contact me to discuss this feedback

Additional reason

) los ot et

77— EHUDE XX, [HH (useful) 1 720X [HH TR (notuseful) 1 & LTHLSZ
ENRTEET, 79— MIETZEMDT7 4 — KRy 7 2L 2AaDF—AZift4+252 L6 T
TFET, BER T 4 — KRN v I X, A%OBRHOSGEICIERSNET,

PACDEIRIL, TSR TEL LT I—hO—fE LTl ET,
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37: 75— FOFHEHER—VITRTENHHL HEH

.:'.IIIS.::ICIII Se{]ur‘e_}( Dashboard Detections Incidents Integrations Crchestration Administration
|
Detections Closed Alarts | Asert Datall
~  Alerls .
Alert Detail -C.

MNeswy

Open .

B Closing Reasons

« Threat Catalog » Communication or endpeint behavior was added to be blocked
Detected

Suppressed

m When: May 8th - August 3rd  Modified: 2 seconds ago Affected assets: 2
~ Agset Groups

Affected Adld a naote to this alert

Suppressed

Linked Incident: Mot linked

Settings

PACTT 7—Fa2B< 2N TEEd, 77— b2HORL &, HU2EBITTXTHIBRS
¥4, £, URNCU > 7 &N SecureX A v > F v h~OERBLEIRELET, -7 L. LL
AIEFEL SecureX A > T FCTHoThH, 79— FEHE) LV I7THILERIRTEET,

BINDE R

H LWV SR . SocGholishZR— F 7+ U AITBIMLUE L=, 7=, BEOEEMBH DA
D —A—hEHLE LI,

SocGholish

FakeUpdates & & FFIE4L % SocGholish i%, DY 7 b =77 v 75— bt 5407
0—X—<)L 7 =7 CTT, ZiLJavascript (T1059.007) (ZEHESNWTEY, RTAT A4 XD
rr— R (T1608.004) Z/ L CEBLET, = RAA b (T1005) &, —H—FFH
(T1069) . RAA AZHH (T1482) . NAA T H w7 MESR (T1087.002) . FEfTHho¥—
B2 (T1007) . BRIGEHRAE G 7 7 A4 /L (TI083) REDF Y N —IF— X HINETE £
T, Flo, BAd~nv T 77 I VLK DILRDEPEITORNBY T,

BV OEREE T SocGholish 23R H S U720 E 5 02 & g9~ 5 121%, [SocGholish % o F

(SocGholish Threat Detail) ]https:/cta.eu.amp.cisco.com/ui/threats/
7453603-a984-4a28-8dfa-a415f2d56¢cc5 =27 U v 7 LT, 7 a— VBT 7 — N Ciffll & 2R
LET,
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https://attack.mitre.org/techniques/T1059/007/
https://attack.mitre.org/techniques/T1608/004/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1069/
https://attack.mitre.org/techniques/T1482/
https://attack.mitre.org/techniques/T1087/002/
https://attack.mitre.org/techniques/T1007/
https://attack.mitre.org/techniques/T1083/
https://cta.eu.amp.cisco.com/ui/threats/74536f03-a984-4a28-8dfa-a415f2d56cc5
https://cta.eu.amp.cisco.com/ui/threats/74536f03-a984-4a28-8dfa-a415f2d56cc5
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SocGholish

Javascript based malware mimicing legitimate software updates

High Severity - | 5+ affected assets in 5+ companies

SocGholish, also known as FakeUpdates, is a downloader malware that mimics legitimate software updates. It is based on Javascript {T1059.007) and spreads through
drive-by downloads (T1608.004). It is capable of collecting endpoint (T1005) and network data such as user permissions (T1069), domain trusts (T1482), domain
account information (T1087.002), services running (T1007), files containing credentials (T1083), etc. It also leads to further infections with different malware families.

Category: Malware - downloader
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2022 %17 R

202F 7 HIZV U —AENTZ, YAIDT T RR—ZADOEWFEEIZL D 70— )VEBET
F—MIETET v FF— T,

+ SSO % CCLIZEAT (81 =—)

BIOFEMRE (81 ~—)

SS0 % CCI IZF1T

AL =T AR T A% LS 572D, ¥ 7 VA 4 273 Cisco Customer Identity
(CCD) R—FMIBITEINE L2, 5lZHiX [CiscoSSO] %= 7 U v 7 L. [id.cisco.com] T
A= R2AT—Re AL /A4 LET,

ENDEBRE
UTFOH LWEBHRHZR—F7 4+ UAIZBMLELE,

* Conti

* REvil
F-. BEEOEBBREOA o —2—bEEHE LE LI,

Conti

Conti (S0575) 1%, % Trickbot (S0266) & & HIZEAIN LY —EALLTOT U H AT =
7 (RaaS) T9, EVRAREIFEREDO R v NU—ZIBATHZ ETHMHENTWET, Conti
X, SMB (— =R y¥—T7nrv7) (T1021.002) BLOT 7 A LOK Sk (T1486) %
FEHLTKEFMCBE LET, T —XZ2E5LT 572D, Conti lZ7 7 A VT LIRS
AES-256 B (b — & WK G T L IC[E A DO/ N— R a—F ¢ 7 Shlz RAS-4096 ABHKE =1k
F—a A LET, B bSNiz7 7 A VOIETIXT V¥ MTERS I, (BS54
FR A v —UlL Treadme.txt] &FEEIVET, ContiiliX, I L7=T /31 A2 (T1049) DX v
FU—ZRE (T1016) &%y N — 782 R AT 28 ANH Y £7,
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https://attack.mitre.org/software/S0575/
https://attack.mitre.org/software/S0266/
https://attack.mitre.org/techniques/T1021/002/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1049/
https://attack.mitre.org/techniques/T1016/
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BEWVOEREE T Conti MR ST E ) AR T 121X, [ContiZ i D FEHH (Conti Threat
Detail) 127V v 27 LT, Z/a— VEET 77— FT“%HE%’:%‘%/TL??“O

[ 39:

Conti
Infection with disk encrypting malware

Critical Severity ~ 2+ affected assets in 5+ companies

Conti (S0575) s a Ransomware as a Service (RaaS) and it is usually deployed with Trickbot (S0266). It is known for breaching
networks of businesses and government agencies. Conti moves laterally via SMB (Server Message Block) (T1021.002) and
encrypts files (T1486). To encrypt the data, Conti uses a different AES-256 encryption key per file with a hardcoded RAS-40
public encryption key that is unique for each vietim. The extension of the files encrypted are randomly generated and the ran:
note created is called "readme.txt”. Conti has the capacity to discover the network configuration (T1018) and the network
connections of the infected device. (T1049).

Category: Malware - ransomware

REvil

REvil (S0496) I%. Sodinokibi 8L W Sodin & L THHMOENE Y —E AL LTHOT I ALY =
7 (RaaS) T, EYLITET . WESGNEG LTz Web 1 b (T1189) FIXEEDH D
MSWord{?J%H774w (T1204) 2887 4 v 7 A—)v (T1566) \[ZT7 7 EBA L& XIT
WEE D £9, REvILIZIE, WENBEDT A A LEDOT7 7 A4 VERES( (T1486) ¥ L Ol
(T1485) +% bjm)zwia“o

BHEVOBRSE T REvil S SN 72028 9 D EERT H121E, [REVIIEE OFEAM (REvil Threat
Detail) 1227V v 27 LT, Za—2\VERT 77— l\faiﬁrﬁﬁi%?—%ﬂ? L%,
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https://cta.eu.amp.cisco.com/ui/threats/178e6d04-b4b2-481f-a7fb-f4f75646b67d
https://cta.eu.amp.cisco.com/ui/threats/178e6d04-b4b2-481f-a7fb-f4f75646b67d
https://attack.mitre.org/software/S0496/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1485/
https://cta.eu.amp.cisco.com/ui/threats/0f3b6100-0c48-4b12-a246-4e8c4acbc8f9
https://cta.eu.amp.cisco.com/ui/threats/0f3b6100-0c48-4b12-a246-4e8c4acbc8f9
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REvil

Infection with disk encrypting malware

Critical Severity e 5+ affected assets in 5+ companies

REvil (S0496) is a Ransomware, also known as Sodinokibi and Sodin. It has been operated as Ransomware as a Service (|
The infection usually starts when the victim access to infected websites (T1189) or via phishing e-mails (T 1586} with mali
MS Word attachments (T1204). Revil has the capacity to encrypt {T1486) and destroy (T1485) the files in the victims devis

Category: Malware - ransomware
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2022 % 6 A

202F6 HIZV U —AXNTz, YAIDT T RR—ZADOEWFEEIZL D 70— VBT
F—MIETET v FF— T,

BIMOFE MR (85 N—)

EINOEREH
UTFToH LWEBKRHEZR— N7+ ) FICBMLE L,
e AutoKMS /N 7 > —)L

* Raspberry Robin

« UNC2447 77 T 4 EF 4
72, BBEOEBRBRHEOAL o — 22— FEH LE LT,

AutoKMS /Ny o U—JL

Ny 7Y —iE, Windows Y 7 b7 = 7Ny F 2@ U CREERIEXF—72 L CEITTH720
WS ET, LrL, 2OY—NVOETIE, AT =TREE L WAREOH T 7
Ur—ya AZBEEMT O TS RREER S Y 7,

BEWVOEREE T AutoKMS /N 7 — LS I Sz 8 9 2 FEGR T 51213, [AutoKMS/~ >
73— VB DT (AutoKMS HackTool Threat Detail) 1227 U w27 LT, 70— VBT
77— NCiEMEFR T LET,
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https://cta.eu.amp.cisco.com/ui/threats/7761888e-bf4d-4403-85d4-7fac6ca5d2c4
https://cta.eu.amp.cisco.com/ui/threats/7761888e-bf4d-4403-85d4-7fac6ca5d2c4

B enozmss

= 41:

yy—z/—+ |

AutoKMS hacktool

Execution of KMS tool to interact with local system

= 42:

: .L._ow Sevefity

~ | Confirmed 5+ affected assets in 5+ companies

Hack tools are used to patch Windows software to run them with out an authentic product key. However, the execution of this tool
can be associated with malware or potentially unwanted applications.

Category: Attack Pattern - unknown

Raspberry Robin

Raspberry Robin (%, #Mi K7 4 7725 Ink (T1204.002) 7 7 A L& LT~V ARG L,
msiexec.exe (T1218.007) THEEED XA v— RFEZ X7 12— KL, rundli32.exe (T1218.011) T
o— R&3F{TL, TOR 84kt (S0183) Z N LCCQaMNLET, TDA LT TANT I F ¥
1%, REESNTZ QNAP 731 RZES DO TT,

BV O EREE T Raspberry Robin 23 H &7z 8 5 & fei@ 3 5 1Z1%, [Raspberry Robin
DFEAE (Raspberry Robin Threat Detail) %27 Y v 27 LC, 7w — V&7 7 — FTiEfll A R
RLET,

Raspberry Robin

Windows based Worm capable of spreading through infected external drives

| High Severity

~ Confirmed 10+ affected assets in 5+ companies

Raspberry Robin infects victim machines through a .Ink(T1204.002) file from an external drive, downloading actual payload
through msiexec. exe(T1218.007), executing its code through rundll32.exe(T1218.011) and establishing its C2 through TOR
connections(S0183). It's infrastructure is based on compromised QNAP devices on cloud.

Category. Malware - botnet

UNC2447 7V T4 ET «

UNC2447 1%, oV L0 =T Z2EHLTCT—¥2R&E L, 74 —7 L THEZOT —X &
WD AREMEN S 5 7 —TTF, ZO7N—71F, &% ZE/2RATS &, SOMBRAT (S0615)
<° FIVEHANDS (S0618) 72 DT %y =7 77 IV EFEHTLZ ENMLNATHET,
ADFIND (S0552) . BLOODHOUND (S0521) . MIMIKATZ (S0002) . PCHUNTER,
RCLONE, ROUTERSCAN, S3BROWSER, ZAP. 7ZIP (T1560.001) 72E DY — /LN DF
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https://attack.mitre.org/techniques/T1204/002/
https://attack.mitre.org/techniques/T1218/007/
https://attack.mitre.org/techniques/T1218/011/
https://attack.mitre.org/software/S0183/
https://cta.eu.amp.cisco.com/ui/threats/22f61d9b-1ef2-4f3e-9c24-1f2f51316c44
https://cta.eu.amp.cisco.com/ui/threats/22f61d9b-1ef2-4f3e-9c24-1f2f51316c44
https://attack.mitre.org/software/S0615/
https://attack.mitre.org/software/S0618/
https://attack.mitre.org/software/S0552/
https://attack.mitre.org/software/S0521/
https://attack.mitre.org/software/S0002/
https://attack.mitre.org/techniques/T1560/001/
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N—TIfERESNET, £/, 207V —T7L, TeamViewer X° LogMeln 72 XD VU E— K 77
AT TV r—var (TI219) A LET,

BIEWOERE CTUNC2447 7 7 7 4 BT 4 DR SN2 E ) D E MR T 512X, [UNC24477
T4 BT 4 B OFEM (UNC2447 Activity Threat Detail) 1227 UV v 7 LT, 7 r— VL
7T — NCEE IR LET,

[ 43:

UNC2447 Activity

Russian State Actor with Cyberespionage Capabilities

Critical Severity ~ | Confirmed 5+ affected assets in 5+ companies

UNC2447 is a group that uses ransomware to obtain victim data and some times leaks the victims data in forums. The group is
known to use different RATS and ransomware families like SOMBRAT (S0615) and FIVEHANDS (50618). Some of the tools used
by this group are: ADFIND (S0552), BLOODHOUND (S0521), MIMIKATZ (S0002), PCHUNTER, RCLONE, ROUTERSCAN,
S3BROWSER, ZAP and 7ZIP (T1560.001). It has been observed that this group also access their victims via remote access
applications (T1219) such as TeamViewer and LogMeln.

Category: Attack Pattern - malicious file communication

Secure Endpoint D7 A —/\LEBHETS—+ [}


https://attack.mitre.org/techniques/T1219/
https://cta.eu.amp.cisco.com/ui/threats/b3b5252c-0863-4d61-a3ff-0625edbdbff2
https://cta.eu.amp.cisco.com/ui/threats/b3b5252c-0863-4d61-a3ff-0625edbdbff2

yy—=z2/s—+ |
B enozmss

[ Secure Endpoint 50—/ \LBET 5— b+
88



5 20 =
2022 4 5 7

202F S5 HIZV U —AENTz, YAIDT T RR—ZADOBWFEEICL D 70— VBT
F—MIETET v FF— T,

o 7T — NiFMOPRIER R (89 RX—)

77— FEMOIRERT

[7 7 — el (Alert detail) ] ~—T %&b L, [ELZZIT57 Y b (Affected Assets) ] (T
B 2 MEHRERTTHEIICLE LI, BELZTL2T vy MIFXERENEDOTE Y |k
TITONTET R TCOE MR Z U A M58 L0 [EE (Threats) |27 v a > ndb, 3T
DHEFEERDEX 2V T A ARV FPREERLTHET,
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Affected Assets

Usamama: dustl hilton -

IP Addresses 10.201.3.51 [~]
Asset Groups Cateh All

Threats  From: 2022-03-05 01:00:00 CET Toc 2022-05-31 06:14:58 CEST Duration: BT days

B Emotet (S0367) (3) 8 - Infection with exfitration capability that tangets banking credentiaks

K malicious hosthames
e
Communication with hostnames 201.213.32.59 El and 77.55.211.77 :3 known 1o be incicative of Emotet

B WannaCry (S0368) (1) . - Disk encrypting malware containg worm- ke features 1o spread Raell using the SMBv1 exploit EternalBhse

Known malicious hostnames

Communication with hostnames www, ugersodpSifaposdiihgosuryfaowrawergwi com I._"'_: and www ivgerfsodp Sifiaposdfihgosurifaswrgergwaa.com |~
known 1o be Indicathe of Wannalry

Knoan malicious hostnames from local passive DNS inference
v

Communication to IP addresses 104.16.173.80 [ZI with local pasaive DNS inlerence 1o hostname www. iugerfsodpSilaposdijhgosurilaewrwengwea.com
mncl 10417 244 81 [ﬂ with local passive DNS infarence 1o hostname wisis iucerTsodD HY aposO0 RGOS T e W en g vl & c om [ﬂ Tha hosinames e Known
to b mdicative of Wannaloy

B SMB service discowery (T101 E:I |._:l II - Discowery of external SMB servers, e.g. 1o exploit the ETERMNALBLUE vulnerability

SMB protocol commanication

Communication over SMB protocol with mone than 5,000 IP addresses, hosted in more than 5,000 autonomous systems and 100 to 250 countries

Excossive communication (T1498) (1) (i - Unifiorm communication 10 many exemal nodes
Excessive external communication

Connections 1o more than 5,000 IP addresses, hosted in 2,000 to 5,000 autonomous systems and 100 1o 250 countries

» Contéxtusl events From: 2022-03-05 01:00:00 CET  To: 2022-05-31 06:14:58 CEST Duration: B7 days

< =

[Z B (Threats) 1E27 v a @ EEIZIE, RSN TXRTOZBOEFHBIIE & FFED
Ty hTOENLDHELRDEX 2T AR MREREINET,

[ 45:

Threats From: 2022-03-05 01:00:00 CET To: 2022-05-31 06:14:58 CEST  Duration: 87 days

FNENOEBREIZIL., TDO4REI. MITRE U > 7, @B, BEXOUTOLORFRENE
‘a—o
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Severity: Critical

@ Emotet (S0367) () @ - Infection with exfiltration capability that targets banking credentials

« B

= 47:

Observation period

From: 2022-03-18 00:34:38 CET
To: 2022-05-1104:29:10 CEST

Duration

24 days

@ Emotet (S0367) (U @ - Infection with exfiltration capability that targets banking credentials

« [RHHEE

X 48:

Confidence: High

Confidence: Medium

® @

ENENOEBHREIE. FIZhbdreXa2 T 4 A MZEoTEMTOENTWVES, A
FD%AZIE, A XY FOERICO RN S 2L E LT 2 B8R X2 U T 4T /T — 3
UINEENTWET,
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B WannaCry (S0366) (T) @ - Disk encrypting malhware contains worm-like features to spread itself using the SMEBv1 exploit EtemalBlue

Known malicious hostnames

Communication with hostnames weew iugerfsodpSikapos Hhgosurifaswr .-.--'-::..-."‘ COHT |'.- I.Jl'li.'] wiarw lugerfsodpSifisposdijhgosunfaswrwergewea.com [-,-]
el

known 1o be indicative of WannaCry

Enown malicious hostnames from local passive DNS inference
e —— )

T3 8 l ]-.-.-l'."' Iocn passve DNS nfgrgncs 10 hostname www iugertsodpBiiaposadhbgosurij Sewma e ng Wi . Cor [vJ

Communication to IP addresses 104,161
nEosunjlaewrwergwea.com T] The hostnames are known

and 104.17.244.81 |~ | with iocal passive DMS inference o hosiname www._iugersodpSfiaposd)

to ba indicative of Wannalry

ARRNT )T =g 0l0F, o2 zaptExa VT o 8BEICERy B LT, EfRxSICH
FTHBEIMEREA LTI V2V AEWMVIADD Ry PHE T A2 —RNEENTHBEEAD
HET,

[ 50 :

Pattarn shmilar to known malicious URLS

L]

HTTP requests to LIRLs hetpc/ fweow legalbiigesayar com/imgilogo. gif 711 1039=8974 782 [« ] hitpc/ foudppasy ogo.gif 1 0tas 1=778 'Lqﬂwuk.‘wr_:mw_wnm -
= Mslicious URL - Takos intslligancs

» There |5 1 Verdict for this obaens bie

Imstaate [0 lgarm mone.

3 | W I with pattern similar io krnown ndicsiors of 5H|'hr

Irevestigarie i Threat Responss
Creaie Judgement
AMP for Endpoings

C5 Search for this URL
SecureX (rchestration

w Perimeter Block

Talerd Irdeligence

5 Search for this URL

ENENDOEX2 YT 4 A2 ML, B (Threats) |O&FHEHMM O =7 %X MNT
DEEDZA IV T EREERTIALTAVDEENLTVET,
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B Emotet (SO367) (1) @8 - Infection with exfiltration capability

Known maliclous hostnames

Communication with hostnameas 2 213.32.59 |~ | and

HLW[ZTHA ALk (Contextualevents) |27 v a v a#RELT, 7y b LTl
ColZ LT 2EMDa L THRAMRBETED, KVESDAXRY FERRTHIEN
TEET,

X 52:

Conbexlual gyerls  From: 2022-08-31 11:55-58 CEST  To 2022-08-21 11:57:58 CEST sion 2 minubes
Anoimiabiia destination

Communication with a rmrely contacied sutoncemous sysiem

Secure Endpoint D7 A —/\LEBHETS—+ [}
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2022 £ 4 A

20224FE 4 AV Y —ASNTz, Y RAaADT T 7 RR—ZADOMFEEIC XL D 7o — VBT
F—MIETET v FF— T,

* MITRE ATT&CK® & @ik (95 ~—)

MITRE ATT&CK® & D FR %

[ 53:

Critical Risk

When:

Modified:
Threats:

Asset Groups:

Affected Assets:

Usernames:

IP Addresses:

Ta—NNVERT F5— NOBBA LTV VAL a2— RKit, MITREATT&CK® 7 L — AU —
JIZELTHESRLTWET,

c BTSN U T, ATT&CK 7 L— AT — 27 6 DA N EEFH SN F 7,

e T — VBT T — NOBEA T ) VAT, BET S ATT&CK O, 77 =
I BIOY T N 2T N A~AOSRAERM L ET,

ETA

February 5th - May 3rd

yesterday

\NannaCry.(SClSBG)., Emotet .(5036?)5, SMB service discovery (T1018), Excessive communication| (T1498)

Catch All
2 assets

demo_keturah.gaunt, dusti.hilton

10.102.77.196 , 10.201.3.517 . .
recer | oot | N
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SMB service discovery
Discovery of external SMB servers, e.g. to exploit the ETERNALBLUE vulnerability

. High Severity ~ | 1,000+ affected assets in 100+ companies Last seen: 2 days ago

Device is performing a scan of SMB services on TCP port 445 (SMB) (T1018), potentially to exploit the ETERNALBLUE SMB (MS17-010) or other vulnerabilities (T1210). Behavior
is typical for variants of WannaCry (S0366) or WCry ransomware and unlikely to be legitimate, unless initiated by a user. To investigate, verify associated anomalies against

intended behavior of the device.

Category: Attack Pattern - scanning

INHOWEIZLY, ATV MHIGOBEFORMEEBETIAEE O v ARENES 72
D, BHLWTFURMoFEMBENERINET,

[ Secure Endpoint 50—/ \LBET 5— b+



.28,
=5 =0

2022 £ 3 A

202F3 HIZV U —AXNTZ, YAIDT T RR—ZADOBEWFEEICL D 70— )VEBET
F—MIETET v FF— T,

BIMOBEMmE (97 N—)

EMNOEBRE
LT LWERH Z AR — F 7+ U AIBMLE Lz,
* Cyclops Blink
* FormBook
» Gamaredon

* MuddyWater
1KY 27 OFEHRH S ZEGRIE S ThET,

Cyclops Blink

Cyclops Blink (%, TEE D& 5 Linux ELF EfT 7 7 A L TH Y, AE—)VF T 4 A F—I2A

TALADF Y KT =TT NRA R B~y MZLTOWET, 4 2OMBABRTE Y 2—LR3H D |
T7ANDT vy 7a—ReZyra— R VAT AER (TI082) OFEHR, /LT =T D/R—
A OFEHRETOIZENTEET, QQa~vr FEaFHLT, &I DEVa—LEA
VAR TEET, 77y —L U= THEF TR (T1542.001) %38 U Tkt 2 HER L.

Linux API =—/L (T1059.004) Z@E U CH¥ U ua— RINZT7 7 ANVEFITLES, &7
M2, IP 7 RV AL AR— b &S (T1571) DU R MREENTWET, EfTH, VAT LD
T AT 74— (T1562.004) #ZEHE LT, ZHHDIPT KL A LKR— & L1- C2iEE
EAMILET,

BV OBRSEE T Cyclops Blink 235 & 727> & 9 M Z& i3 5 121%. [Cyclops Blink 8 D Ff:
#l (Cyclops Blink Threat Detail) 1% 2 U > 27 LT, 72— VBT 7— b CiEMERRLE
b@‘o
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https://attack.mitre.org/versions/v10/techniques/T1082
https://attack.mitre.org/versions/v10/techniques/T1542/001
https://attack.mitre.org/versions/v10/techniques/T1059/004
https://attack.mitre.org/versions/v10/techniques/T1571
https://attack.mitre.org/versions/v10/techniques/T1562/004
https://cta.eu.amp.cisco.com/ui/threats/4e90c6aa-0687-4f90-a024-bef2651ef4db
https://cta.eu.amp.cisco.com/ui/threats/4e90c6aa-0687-4f90-a024-bef2651ef4db

B enozmss

[ 55 :

Cyclops Blink

yy—z/—+ |

Linux based malware targeting SCHO network devices

i"High Severity

~ | Confirmed G5+ affected assets in 5+ companies

Cyclops Blink is a malicious Linux ELF executable, targeting Small Office / Home Office network devices. It has 4 built-in modules,
allowing it to upload/download files, discover system information (T1082) and update malware version. More modules can be
installed upon C2 commands. It maintains persistence through firmware update process (T1542.001) and executes downloaded
files through Linux API calls (T1059.004). Each sample contains a list of IP addresses and port numbers (T1571). After execution,
it modifies system firewall (T1562.004) to enable C2 communication through these addresses and ports.

Category: Malware - botnet

FormBook

FormBook (%, &Y L7=7 /34 A (TA0010) 2D IEREZBAHTIHRGREB L NT7 +—07 7
N=TTF, ZONLT=TIL, BEOHDLEAT 740 (T1566.001) ZFIeA/RAA—L %

AL TR S EJ, FormBook I3 —ERELTOSILT =7 Th Y, BEHITHEE L &
EDHAR A RF T a v ZHAT-PHP 20 b a— LR LB EATE 9, L I—

Ya it XLoader & HIEENET, O T =TI, vl A UEHR (TA0W006) ~DT 7 &

A, A7 V—=ray b (TI3) OFx7FFr, 7V v 7R —=FK (TI1115) OEH, ¥—A
n—27 (T1056.001) ®w 2, 774 Cookie D7 VT, 77 ANDE DT a—REFET, &
AT LAOHEENE Sy NE T U EEITO ZENTEET,

BFEVOEREE T FormBook 23R HH S 7222 & 9 0 & Ed8 3 5 12id. [FormBook i O F
(FormBook Threat Detail) %2 Y v 7 LT, 77— VL& T 7— Tt zR R L E7,
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https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/techniques/T1113/
https://attack.mitre.org/techniques/T1115/
https://attack.mitre.org/techniques/T1056/001/
https://cta.eu.amp.cisco.com/ui/threats/feb9f759-a271-495d-868e-c9613358240a
https://cta.eu.amp.cisco.com/ui/threats/feb9f759-a271-495d-868e-c9613358240a
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FormBook
Personal data stealer

' High Severity

distributed using spam

more.

emonsst [

~ | Confirmed 5+ affected assets in5+ companies

FormBook is an info stealer and form grabber that can exfiltrate information from the infected device (TA0D10). This malware is

emails with malicious attachments (T1566.001). FormBook is Malware-as-a-service, an attacker can buy

a PHP control panel, with customization options for features and settings. A newer version is also known as XLoader. The
malware can perform credentials access (TA000B), screenshots capturing (T1113), clipboard monitoring (T1115), keystrokes
logging (T1056.001), clearing browser cookies, downloading and executing files, rebooting and shutting down the system, and

Category: Malware - data leak

Gamaredon

Primitive Bear & L C % %1 5415 Gamaredon (%, YA 73— A/ A IEF D B ) CEUF A 2 1217
T2 &m0y, ERLVNVOKEETT, vy 7 U7 74 FOMOBRNBEE > 721%.,
TN—T DIFENTEIIZ/2 D £ L7, Gamaredon |, BBOH 1 EEE LT, AT 74 v
> 7 (T1566.001) %4t L CEAR SNZEE DO H 5 Office 7 7 A /v (T1204.002) #FIHT 5=
EMELBHYFEF, O, RO T PowerPunch & FEIXAL 5 Powershell (T1059.001) B —
aVEMHHLT, v T (T1204.002) 240 m—RLTHETTHZENALNTVE
7, Pterodo (S0147) & QuietSieve I %, 1 (TA0010) ZWATLV ZDMOIF S E T 7
varEAMELTESKEAINDYLY 2T 77U TT,

BEEWOEREE T Gamaredon 7 7 7 ¢ €7 4 MR ST E D D& HERE T 5121E. [Gamaredon
TIT 4 BT 4 OB OFEA (Gamaredon Activity Threat Detail) %227 U v 27 LT, Zu—N
NVET 7 — N CREMA RS LET,
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https://attack.mitre.org/versions/v10/techniques/T1566/001
https://attack.mitre.org/versions/v10/techniques/T1204/002
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https://attack.mitre.org/versions/v10/techniques/T1204/002
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Gamaredon Activity
Russian State Actor with Cyberespionage Capabilities

Critical Severity ~ | Confirmed 10+ affected assets in 5+ companies

Gamaredaon, also known as Primitive Bear, is a nation state actor often targeting government organizations for Cyberespionage.
After rising tensions between Russian-Ukranian relations, group activities has been observed to increase. Gamaredaon often
leverages malicious office files (T1204.002) distributed through spearphishing (T1566.001) as first stage of their attacks. They are
known to use Powershell (T1059.001) beacon called PowerPunch to download and execute (T1204.002) malware for further

stages. Pterodo (S0147) and QuietSieve are popular malware families they deploy for stealing information (TA0010) and various
actions on objective.

Category: Attack Pattern - malicious file communication

MuddyWater

MuddyWater (%, - 7 > &t LT3 &b EE CEBRZREE (APT) 7 L—7"TC,
017N BIEFE L CWET, BESRY MUTEE | WBIROT ASA AT 7 A VvE Ry
THAET 74 v A= (T1566.001) T3, MuddyWater CHEHINDHT 7 => 7T
X, YA Fe—F ¢ 7 DLL (T1574.002) <°PowerShell 27 U 7" (T1059.001) OfE 7 &
2Rd 0 £9, MuddyWater DIEENL, A/SAIEE), T — X OB, T o0 L7 =7 BEEICEHE
LTWET,

OB T MuddyWater 7 7 7 ©F 4 BRI S T2 & 5 & MR 2121E, [MuddyWater
T 7T 4 BT 4 OZBOFEA (MuddyWater Activity Threat Detail) 1% 2 Y v 27 LC, Zr—N
WERT 7— N TEOREMERRLET,
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Activity related to MuddyWater
Malicious activity related to Muddy Water APT group

| Critical Severity ~ | Confirmed 10+ affected assets in 5+ companies

Muddy Water is an APT group that seems to be based in Iran and has been active since 2017. The attack vector is usually spear-
phishing emails (T1566.001) to drop files in the victim's device. Some of the techniques used by Muddy Water includes side-

loading DLLs (T1574.002), use of PowerShell scripts (T1059.001). Muddy Water activities are related to espionage, stealing of
data and ransomware attacks.

Category: Attack Pattern - data leak
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https://attack.mitre.org/versions/v10/techniques/T1566/001
https://attack.mitre.org/versions/v10/techniques/T1574/002
https://attack.mitre.org/versions/v10/techniques/T1059/001
https://cta.eu.amp.cisco.com/ui/threats/f9640128-d5a5-459b-8a86-5fe78fabc957
https://cta.eu.amp.cisco.com/ui/threats/f9640128-d5a5-459b-8a86-5fe78fabc957
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2022 %1 A

202F 1 HIZV U —AENTz, YAIDT T RR—ZADOEWFEEICL D 70— )VEET
F—MIETET v FF— T,

« SecureX Incident Manager ~D7 7 — h 7' mE—3 3 (101 X—)
< BMOFEmRL (106 ~—)

SecureX Incident Manager ~O7 5 — +JOEFE—2 3 Y

SecureX Incident Manager ~7 10— NV T 7 — N C7 7 — &7 vt — T 54BN L
FlLlc, ZOMRBEANIT DT, Z7a— VBT 7 —har Y —Ln~y X —T R
7 7% A (Early access) ] # AN LE T,

59:[REi7 X (Earlyaccess) 1%%7"') vy L THEEEEIE

Global Threat Alerts Alerts Threats Asset Groups C:‘ Early access

Enable Early Access to see the benefits of linking Alerts to SecureX Threat Response. Learn how to use

BT D &, SecureX Incident Manager |, 7 20— VKT 77— NOBEFO T —7 70 —%
EXzET, 77— M FH New) 1. [&F8 (Accepted) |, F72IX [HES (Rejected) |
S ET,
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. SecureX Incident Manager ~O 75— 7OE—2 3>

60: SecureX Incident Manager D7 5 — k

Global Threat Alerts @ ) Early access

Detections e New Alerts

Alerts pointing to risks on your network

~  Alerts

New Active from | December 25th ~~ | to | February 8th -~ |

Accepted
Rejected Risk level Critical High Medium Low

[7&GR (Accepted) | £7213 [fEA (Rejected) | AZ ZFEH LT, HLWWT 77— R 20 iumn
DOIRREIZBEITE £ T,

61: 75— FOERBFEIFER

Critical Risk P

When: November 12th - February 7th

Modified: 13 hours ago

Threats: WannaCry, Emotet, SMB service discovery
Asset Groups: Catch All

Affected Assets: 2 assets

Usernames: demo

IP Addresses: 10.0.0.1(v] 10.0.0.3

e | (e

ra—sVVEET 7 — NI RSN RIHSORN R T I — N NI T U Eparar e
TV E RS EBENOTWETA, BfEXSecureX T2 AT AL LY BEICHAS
N, 927U v TSecureX DA T v MLV —7 7 —~fHE 7 oE— b LET,

[l secure Endpoint 5 O—/\LEBET S5— b+



| vu—=z/—+

SecureX Incident Manager ~\O 75—k JOE—S 3 > .

77— b EAEFET B L. SecureX Incident Manager ODREIFE /2 i3H LW A T MU 7 T
TET,

K62: 4T MIYHFTEATLaTTI—EERDR
Accept Alert

(@) Accept and link to a new incident

Title ([required)

Response to critical risk alert

Short description (required)

Critical risk alert has been promoted to an incident for purposes of
incident response

(0) Accept and link to existing incidents

Q. Use Lucene syntax to filter incidents

Response to critical risk alert

(0} Accept only

SecureX incident manager ClX, A > 7 > M, [MEE (Summary) |0, 5TDOT 77— b

DFTRTOEF2UT 4[4k (Events) ] & [EtxIE (Observables) ]73 & DFEMINE £
nNTnWET, 20k, AE, =V vF A b, A—F AP —3T 32 Lo SecureX DFE
REEZHEAL T, LVENGHE L CHInT A2 éEnTEET,
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63: 4TV YT —Df

Response to critical risk alert

Critical risk alert has been promoted to an incident for purposes of incident response
Mew - Created by Global Threat Alerts on 2022-02-08T13:03:25.4477

Summary Events Observables Timeline Linked References (9)

Critical Risk alert

When: Friday, November 12th
Duration: 87 days

Threats:
Emotet, WannaCry, SMB service discovery, Excessive communication

Asset Groups:
Catch All

Usernames:
demo_keturah.gaunt, dusti.hilton

IP Addresses:
10.102.77.186, 10.201.3.51

Edit Summary Markdown
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64: 4 VT Y RFTHF =T LD

Response to critical risk alert

Critical risk alert has been promoted to an incident for purposes of incident response
MNew - Created by Global Threat Alerts on 2022-02-08T13:03:25.447 7

Summany Events Observables Timeline Linked References (9)
10.102.77.196
E Metwork - Targeted by 1 unique observable, 1 time in the last 11 hours
P Address 10.102.77.196 |+
Jzer - demo_keturah.gaunt |~

First: 2022-02-08T03:00:55.3342 - Last: 2022-02-08T13:03:24.9452

10.201.3.51

E MNetwork - Targeted by 5 unique observables, 9 times in the last 3 months
P Address - 10.201.3.51 [~
SEr dusti.hilton | »

First: 2021-11-12T00:00:00.000Z - Last; 2022-02-07T04:14:58.0002

Observables - 225 Total - Investigate these Observables

170.178.168.203 @

E Malicious IP Address - 1 Target - 5 Sightings -+ 0 Snapshots
First: 2021-11-23T05:04:59.000Z - Last: 2022-02-08T13:03:24,9457

70.32.1.32 [P
E Malicious IP Address - 1 Target - 3 Sightings - 0 Snapshots

First: 2021-11-23T05:04:59.000Z - Last: 2022-02-08T13:03:24,9452Z
77.55.211.77 P
E Malicious IP Address - 1 Target - 3 Sightings -+ 0 Snapshots

First: 2021-11-24T23:34:38.000Z - Last: 2022-02-08T13:03:24,945Z

TI—hraeA T o e L TTrE— 52 0HE L 2WEAIR, ESTEET,
DOPA. TI—FEESELEHAEZ S A aDF—LI T4 — Ry I FT52 L TxET, &

BHRT A=y 7iF Xy M= TOEROBHZUEITTEH S ET,
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Reject Alert

(Z) False Positive

-

() Ignored

Please tell us more about why you made this decision.

Your feedback will help us improve future detections on your network.

|| Contact me to discuss this feedback

Cancel

BINDE RS

UTOH LWEBRHEZR—F 7+ U FIBMLUE L,
e [cedID

¢ Lemon Duck
Y 27 OB bZER I TWET,

IcedID

BokBot & & FEXAL % TcedID (S0483) 1%, BRMEHRAZIENIE T HEY a2 — MO 7l
feADOARETT, SFIERERERT M ERAT 70T, tho~ro =7 (T1105)
DFRE Y=L LTHHELET, FOEYa—UEEL Fa v S—EE2 5 . Emotet (S0367)
D%k E e & TinE Lz, IeedIDiE, RERSI~OFEMAE*EHEL, 770y v a v
(T1185) MHMBEREFITOR /A AFRE B Z ENTEET, B (TA0005) % [Al#kE
T H=HI, TeedID [ TAHZ Y E—h 7t A (T1055.004) [ZHATE 7,

BEWVOBREE T IeedID 23 H S N7202E 9 &R T HI2IE, [IcedID & OFEM  (IcedID
Threat Detail) 1% 27 U w27 LT, Zu— )VEBT 77— hCita R LET,
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https://attack.mitre.org/versions/v10/software/S0483
https://attack.mitre.org/versions/v10/techniques/T1105
https://attack.mitre.org/versions/v10/software/S0367
https://attack.mitre.org/versions/v10/techniques/T1185
https://attack.mitre.org/versions/v10/tactics/TA0005
https://attack.mitre.org/versions/v10/techniques/T1055/004
https://cta.eu.amp.cisco.com/ui/threats/9f870527-c5d9-44fb-96be-de26fea90120
https://cta.eu.amp.cisco.com/ui/threats/9f870527-c5d9-44fb-96be-de26fea90120
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lcedID

Modular malware designed to steal financial information

| High Severity ~ ‘ Confirmed 10+ affected assets in 5+ companies

IcedID (50483), also known as BokBot, is a modular banking trojan, targeting financial information. Besides leveraging different infection vectors, it can act as dropper
for other malware (T1105). Considering its modular structure and dropper capabilities, it was seen as a successor to Emotet (S0367). lcedID is capable of stealing
financial information and banking credentials from browser sessions (T1185), in order to use them for fraudulent transactions. To avoid detection (TA0005), IcedID can

inject itself into remote processes (T1055.004).

Category: Malware - trojan

Lemon Duck

Lemon Duck (%, WS HEEL~A =273 572D 7 7 A /L L A PowerShell /v 7 =7 7 7 I

U4, ZO~ AT =T X, EternalBlue =2 A 712 A b pass-the-hash, /XA TV — R7/L— |

TA—AEFBEHLT, B—A Ry NT—7 EOMO~ T APERT D 2 E DRI TN E

T, BB EE~ A T —IlE, K&EDCPU £721XGPU U V—RZHEHL T, By hafrx

Monero 72 P D F@EE~A =7 LET,

BEVOEREE T Lemon Duck 23 H &7 E 5 A2 #ERT 5 1Z1X, [Lemon Duck & D REAH
(Lemon Duck Threat Detail) %27 U v 27 LC, Za— V&7 77— hCTitia R LET,

[ 67:

Lemon Duck
Software that uses your computing resources to mine cryptocurrencies

Critical Severity ~ | Confirmed 10+ affected assets in 5+ companies

Lemon Duck is a file-less PowerShell malware family for mining cryptocurrency. This malware has been seen using EternalBlue exploits, pass-the-hash, and password
brutefocing to spread to other machines on the local network. Cryptocurrency miners use a large amount of CPU or GPU resources to mine cryptocurrency such as
Bitcoin or Monero. This 10C alerts when PowerShell is seen executing Lemon Duck commands.

Category: Malware - crypto miner
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https://cta.eu.amp.cisco.com/ui/threats/cd2a2ce7-e202-4cfe-a4c0-756a662a74fa
https://cta.eu.amp.cisco.com/ui/threats/cd2a2ce7-e202-4cfe-a4c0-756a662a74fa

yy—=z2/s—+ |
B enozmss

[ Secure Endpoint 50—/ \LBET 5— b+



s 90 =

2021 %£12 A

221 F 12 HIZD UV —A XNz, Y RAIDT T RR—ZADOMWFEEIZL S 7 a—)VEET
F—MIETET v FF— T,

* #7 LU LogdShell f& (109 ~<—27)

cHLWSNI A S —T 4 v F o507 % (111 ~<—2)

BMOZEmME (111 =)

#r L UL Log4Shell #&H

T3 L S 72 Logdj OHESMEICBIES A%k 2 FEOM I 2 & T, H LWEBH 2 R — k
Zx ) AHzEMLE L,

LogdShell /- L=< IOz 7 DA VR =)L

ZhiE, TTCICRIIL TS Logdj D=7 A7 A hORHTY, Logdjix., Web 77V &r—
varofERHENIRX ST L — AT —7TT, FDlogdi2 7 A 77 VX, fEEDO 1 k=
Jb (TCP, HTTP) %4 L7-VE— h=— FFET (RCE) (ZxI L CTHEgsTF, WBEENERED
HHA = REERETDHE, P—R—CLoTu kS, MmN v F—Sh%
T, THICEY, WebH— S—ZINDI &/ L CARERA 7T AT 7 F ¥ (T1583.004) 2
L, EEOHD Javar T A (T1620) 77 A NE Y — =T m X THALET, A
HiclavaZ 7 A%, WEOFE 2B G L, HWBEENPLBESLOY—\—Ta— K& E—
FCIATTEDLLOICLET, HEFILIINEHEH LT, WBEHEDOA T TARNT I F v~
D7NT 7 AR L, Mirai, Kinsing (S0599) . Tsunami 72 & DiBID~< /L7 = 7 kG5
WE~A =T T7 2T EEALET,
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https://attack.mitre.org/versions/v10/techniques/T1583/004/
https://attack.mitre.org/versions/v10/techniques/T1620/
https://attack.mitre.org/versions/v10/software/S0599/
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Malware installation through Log4Shell

Detection of malware installation through exploitation of log4j2 library

Critical Severity ~ ‘ 5+ affected assets in 5+ companies

Log4j is a logging framework used by web applications. It's log4j2 library is vulnerable to remote code execution through any protocol(TCP, HTTP). Once the adversary sends
the malicious payload, it gets logged by the server and vulnerability gets triggered. It leads web server to connect rogue infrastructure (T1583.004) through JNDI to inject
malicious Java class (T1620) file into server process. Injected Java class starts the second stage of the attack and lets adversary to execute code remotely on victim server.
Adversaries are using it to get a full access on victim infrastructure and deploy further malware and crypto-mining softwares such as Mirai, Kinsing (S0599), Tsunami etc.

Category: Attack Pattern - malicious file download

BIEWVOEREE T [LogdShell 24t L=~V 7 =7 DA > A h—/L (Malware installation through
LogdShell) ] 28R H SN2 E 2 0 &R T HI2IE, [LogdShell L7z~ /7 =7 DA > A
—/L (Malware installation through Log4Shell) 1% 27 UV v 27 LC, 7 — V&7 7 — FT
AR LET,

Log4Shell fiES51EX v >

ZhuE, VE— R —E R (T1595.002) OAF v %% T LT, LogdShell (CVE-2021-44228)
ERELCERT WML S 57 M A0 TT, AdDddlavan ¥ 77 L—LhY—
2 Té % Apache Logdj D LogaShell DIEFIMEIC L v, U E— k23— F%E{F (RCE) F72I131EH
DI|AVNZORBDAEEELRH Y £, NI T —EN7=7 77— MI, AX vy 2FETLTWD
HELLBRNWT TN r—arovn o7 OFE, BXORBAZERLETANT 7748
T AR L TWDHARRERSH Y £9, HET DL, T30 2AOBEK S L-8hfEICkt LT
TOHEE LR LET,
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Log4Shell vulnerability scan
Scanning of remote services to exploit the vulnerability in Apache Log4j

High Severity ~ 10+ affected assets in 5+ companies

Device is performing a scan of remote services (T1595.002) to identify and potentially exploit Log4Shell (CVE-2021-44228). The Log4Shell vulnerability in Apache
Logdj, a popular Java logging framework, can lead to remote code execution (RCE) or information disclosure. To investigate, verify associated anomalies against
intended behavior of the device.

Category: Attack Pattern - scanning

BV OBREE T [LogdShell HEFFME A %+ > (Log4Shell vulnerability scan) ] 23H Sz E 9
M HEFRT 521X, [Log4Shell g9k 2 2 ¥ > (Log4Shell vulnerability scan) 1% 27 Y v 27 L
T, Zue—VERT 77— N CiElaRRLET,
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https://cta.eu.amp.cisco.com/ui/threats/69ad2359-dc2b-415a-9a0e-d57b4b7aae79
https://cta.eu.amp.cisco.com/ui/threats/69ad2359-dc2b-415a-9a0e-d57b4b7aae79
https://attack.mitre.org/versions/v10/techniques/T1595/002/
https://logging.apache.org/log4j/2.x/security.html
https://cta.eu.amp.cisco.com/ui/threats/3e494958-8fad-4aea-b540-2d6002886bf6
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HFLOSNZRT—T 1257157545 [}

FLWOWSNIRT—2 40 T4 7943

WEHEFISEFIERTEEZEAL TRy NV R#EA D= A LA L ET, — " —4ik
Bl (SNI) A7 —T 4> 71, RALLV_R—ZDFRy NI — T {R#ERA N =X L% AT 5725
WA SN D — 72 TIETT, ZOFTIETIE, SNI 7 ¢ —/L RTEEHIOD KA A 4 & ffi
L. TOBEMDO AL VINHEARENTWAIP T RL AL TRV —"—IP T FL A%&f#
FALET, BEAD SNI &£ BB — =P 7 FLADHELEDLEICLYD, RAAL L _R—=2ZD
X2V T4 F 2w ZIZAK LT, FTESN TRV — = (ZHETLZ N TEET,
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SNI and IP address mismatch ®

=
« 2= 45.152.180.77 v
Popular hostname wikisource. org [~ stated in SNI \ / D et

extension has low probability of being hosted on the g . M247 Ltd
« wikisource.org u

.
contacted IP address 146.70.63.108 [+ with low \ / AS9009
prevalence d [l,: \

o BE 146.70.63.108

HLWSNIA S =T 4 7T 4T 7 %1%, SNLEIPT RLADR—ENHLLEAICRELE %
BELET, 74727 21%, Bk N7 740> 7 508 (ETA) Z#HLTSNIZ 4 —/L Kb
RAAL EH L, BlSNZ— =D IP T FL A%, RAALUPBEFEEA IR TND
IP7 RLADZ a— UGt eT v bt LES, BllShizth— =D IP 7 KL ARET
NE—FLRWEE, SNIZ L=V D RAAL VRAT—T 4 T ENTWDERENERH D |
Xy NT—=T 877 4 v BEFELL RN — =V —FT 4 7SN THET, ~A—EL,
SNIEEE 7 D—AI 72 R A A D3, EBRITHHE SV TWAHIP T RLATARR FZLTW 5 AEE
PERENZ EEZRLTVET,

ZHUE, [77—F (Alert) 1>[7 7 — Mt (Alertdetail) 1>[tEF = U7 1A X (Security
events) | CHERR CTX £,

BINDE B L

LU OB LOEBMIHZ R — -7+ U FBIN L E L,
* FluBot
* LokiBot
* Phorpiex
* Raccoon
* TrickBot

oA Vs 8 EBE~A T —, BEOHDIES, vA =T O, /S5 RTv%
Y 7RE YR OERWES < OBBH bR STV ET,
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FluBot
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FluBot

FluBot (Cabassous & HFEIEN D) (L. AL VHBENTAU X I T 7Y r— g 00518
17 ) r—3 g UEER LTS Android R—AD< LY =7 T, EHROLET Y —
var (TI617) 27 v 7 L, 22— —=lhoua s A ~— (T1417) Z#rLET, vr A
VEBNA =N SN T 4 v TRV EEND & WEREENHIET S a v R
Ty Rary ha— ==z (T1532) LET, FluBotif, FAA AERTNLVITY XA

(T1520) ZEH L Ca~vr F7 v Faryba—L 7 KL AZ RS %4, Fvoa—KY v
7 %ETe SMS A vE— (T1582) %4 L CHARLT 5 2 &3 TE, BIMOHER (TA0029) %
BG4 25Z &2k, HiLE (TA0028) % bEME T £ 7,

BEVOEREE T FluBot 23 HH S 72028 9 AR T A12i, [FluBotZE O FEAH  (FluBot Threat
Detail) 1227 VU v 27 LT, Z7a— VEET 77— I\“Cuﬁﬁﬂi%;’?%ﬂ?bi@”o

Android malware targeting banking and cryptocurrency applications

High Severity

Category: Malware - bot

5+ affected assets in 5+ companies

FluBot, also known as Cabassous, is an Android based malware that is targeting banking and cryptocurrency applications. Once deployed, it hooks into a legitimate
financial application (T1617) and presents users with a fake login page (T1417). After credentials are submitted to an overlayed phishing page, it exfiltrates (T1532)
them to the C&C server controlled by the attacker. FluBot uses a domain generating algorithm (T1520) to locate C&C address. It is capable of spreading through SMS
messages (T1582) containing a download link. It can persist between reboots (TA0028) through gaining additional privileges (TA0029).

LokiBot

LokiBot (so447) I%. Loki-bot £7-1% Loki bot & & FEEI, FHREBLIET 4T 4~V T
7T, WREAT—ZI2iE, BRESNTWERAT—R, ol A4 U ER, BrEEvr Ly
L (T1555) BEENET, ZO%, WENLT—HXIEXC2F v /b (T1041) (X > THH L
F9, HET DL, BRELET AL AD TN ARy A2 EITLET, RLa—F—hbol
M®%Mﬁﬁiti&méht4/y7/ NEBRELET, TARXY LT =0T TR
BERHS G, R LIT N, ADA A=V EFERT 5 Z L Z2RFTL T E &N,

BHEWOBREE T LokiBot 23 HH S 72228 9 & ilEid 9 5 121E., [LokiBot&Z @ DA (LokiBot
Threat Detail) | %27 U v 27 LC, Za— VBT 77— F’Cuffﬁfﬂ’%%%ﬂ? LET,
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https://attack.mitre.org/versions/v10/techniques/T1617/
https://attack.mitre.org/versions/v10/techniques/T1417/
https://attack.mitre.org/versions/v10/techniques/T1532/
https://attack.mitre.org/versions/v10/techniques/T1520/
https://attack.mitre.org/versions/v10/techniques/T1582/
https://attack.mitre.org/versions/v10/tactics/TA0029/
https://attack.mitre.org/versions/v10/tactics/TA0028/
https://cta.eu.amp.cisco.com/ui/threats/fb6344ea-0677-4abf-b69a-f33365c545d5
https://cta.eu.amp.cisco.com/ui/threats/fb6344ea-0677-4abf-b69a-f33365c545d5
https://attack.mitre.org/versions/v10/software/S0447/
https://attack.mitre.org/versions/v10/techniques/T1555/
https://attack.mitre.org/versions/v10/techniques/T1041/
https://cta.eu.amp.cisco.com/ui/threats/869633fc-3411-416f-9dff-b9c27ab1aed9
https://cta.eu.amp.cisco.com/ui/threats/869633fc-3411-416f-9dff-b9c27ab1aed9
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LokiBot

Infection with exfiltration capability

| Critical Severity ~ | Confirmed 5+ affected assets in 5+ companies

LokiBot (S0447), also known as Loki-bot or Loki bot, is an information stealing commodity malware. The private data can include stored passwords, login credential
information, and cryptocurrency wallets (T1555). Later on, stolen data is exfiltrated by C2 channel (T1041). To investigate, perform a full scan of the infected device.
Look for additional confirmed or detected incidents from the same user. If the behavior persists after a full scan and clean-up, consider reimaging the infected device.

Category: Malware - bot

Phorpiex

Phorpiex |%, AL —7 4 7V AT KB G L TEMO~ VY =7 28T 5 b A OARE
&L U—LTY, Phorpiex (X, VL0 =T, WEEE~YA T —, AL A—/L (TI566) %
EETI YN Tl SESER M e—RE Ry 752 RMonTVET, 77
TATDHED, W7 7ANMIEDAET 7 0 v ZRE (T1566.001) ZfiH L CHEHL
F£ 9, Phorpiex (X IRC ZfiH L £ 7725, BBk F vyl (T1573) HEHTEEd, Zo
Ry bFy NIVAT LANTHERT 72012, HEEZEHL VA MU $— (T1547.001) Z{E
pLET, Fo. B (T1564.001) ZEHET 570X Do — R LT 7 A L EFFERRIC
THZELH ET,

FBHEDEREE T Phorpiex 23 H S 727 & 9 M &R 5121, [PhorpiexZ B DAl (Phorpiex
Threat Detail) | %7 U v 27 LC, Za— \VEBT 77— N Tz R R LET,
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Phorpiex

Infection that can download additional malware such as ransomware

High Severity ~ Confirmed 100+ affected assets in 5+ companies

Phorpiex, also known as Trik, is a Trojan and malware-delivery botnet. Phorpiex has been known to drop a wide range of payloads, from malware to send spam emails (
T1566) to ransomware and cryptocurrency miners. To gain access, it spreads by using the Spearphishing Attachment technique (T1566.001). Phorpiex uses IRC, but
can also use encrypted-channel communication (T1573). To persist in the system , this botnet can create an autostart registry key (T1547.001). It also may hide the files
it downloaded to evade detection (T1564.001).

Category: Malware - downloader

Raccoon

Raccoon (Mohazo ¥ 721% Racealer & HIETILS) 1, 2019 4F 4 A 26 B> T 5 R
YN T T, TIUFNLEy haf by MIT—4 (T1005) %i%ieZ ENTE,
ENEFE L B R AGEDO FFIZHT HE B TT, Raccoon L, BEXMNRDT /A AT —
AEEHBMLET, 207 =L, B TCIEIERHABOTZDITMOEE D & HHBEHITHRT
SNDAHEMENRDH Y 7,
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https://attack.mitre.org/versions/v10/techniques/T1566/
https://attack.mitre.org/versions/v10/techniques/T1566/001/
https://attack.mitre.org/versions/v10/techniques/T1573/
https://attack.mitre.org/versions/v10/techniques/T1547/001/
https://attack.mitre.org/versions/v10/techniques/T1564/001/
https://cta.eu.amp.cisco.com/ui/threats/62197242-437e-4a8f-8f4e-1778c1827775
https://cta.eu.amp.cisco.com/ui/threats/62197242-437e-4a8f-8f4e-1778c1827775
https://attack.mitre.org/versions/v10/techniques/T1005/
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Raccoon ¥, ZDO~NL U =T HERNOLEZR S TWAINA—FICLoTHE—I Xy N T+ —TF
LATHGES N, bk, F—n o BIXOT YT ELZ—F v et iHur 7ol N—FI2Lo
THEE SN TWET, Tor (S0183) Z/ LCT7 7 BAMRE/AR 2 b —/L 33 )L GBI
TXF9, Raccoon iE, ffifA v 7 TANT I F¥BARELTNDI NG, wIRX LT
T (7270, Xy hENLTA VA =L END) T4 v ko TRAMEND
TENELSDHBYET,

BV OEREE T Raccoon 23 H S E ) WA MERET HI21E, [RaccoonZ B D FEAH  (Raccoon

Threat Detail) | %27 U v 27 LC, Za— \VEET 77— b Citfliz &R LET,
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Raccoon

Information stealer malware that can exfiltrate data from the victim device, including personal information and crypto currency wallets

High Severity ~ Confirmed 100+ affected assets in 10+ companies

Raccoon, also known as Mohazo or Racealer is an information stealer malware that is active since 2019 April. It is sold on darknet forums by the group which is named
after malware itself. It is capable of stealing various data (T1005) from browser to bitcoin wallets. It is easy to use and offers a control panel that is accessible through
Tor (S0183). It is often distributed through malvertising (installed through exploit kits) and phishing due to a lack of distribution infrastructure. It is operated by a Russian

Group and often targeting North America, Europe, and Asia. It possesses a threat to both personal and business assets. After its execution, it exfiltrates data from a
victim device, which later can be sold to other malicious actors for various uses.

Category: Malware - trojan

TrickBot

TrickBot (S0266) (% Trickster & & FEXAIL, FFE DO RFEB OMEERAIZN & T 5 F
TR e A ORETT, 2OV y=T X, BEOHDLANLF v o _X— 2l U CHEEICE
FINET, INHLDOF ¥ o X—rDELX, VBAZ VT "l BADLDICF T a—
A —%EFHLTHET,

BHEVOBREE T TrickBot MR H S 4727 E 9 I E R 3 HI2IE, [TrickBotZ B DO FEM  (TrickBot
Threat Detail) | %27 U v 27 LC, Za— V&7 77— N CitflizRRLET,
X 75:

Trickbot

Infection with exfiltration capability that targets banking credentials

Critical Severity ~ Confirmed 30+ affected assets in 10+ companies

Threat related to the Trickbot (S0266) (aka Trickster) banking Trojan targeting sensitive information for select financial institutions. This malware is frequently distributed
through malicious spam campaigns. Many of these campaigns rely on downloaders for distribution, such as VB Scripts.

Category: Malware - trojan
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https://attack.mitre.org/versions/v10/software/S0183/
https://cta.eu.amp.cisco.com/ui/threats/ee51100d-1cac-4a47-8213-874e32a8922b
https://cta.eu.amp.cisco.com/ui/threats/ee51100d-1cac-4a47-8213-874e32a8922b
https://attack.mitre.org/versions/v10/software/S0266/
https://cta.eu.amp.cisco.com/ui/threats/c425678a-4f7f-4902-ad95-e9d311906bcd
https://cta.eu.amp.cisco.com/ui/threats/c425678a-4f7f-4902-ad95-e9d311906bcd
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X 76 :

Ilclllsléloll Global Threat Alerts Dashboard  Confrmed  Detected

A The classic interface will soon be removed. The Alerts interface will become the only interface and provides you a better view of your threats.

Learn more about the switchover.

HWERDA o H—T oA ATFELEEIN, HILWT IT— R M v H—T = A ANME—DA L H—
T A RAIRY Xy NT—27 FOEBOVEFRRAREE L F7,

AFro IOy ESNE-REOLEDHE

BRI OE WS T2, 7 u—rVERT 77— M, KEAXy VBEICE> TR H—
INHEHEEHREEMH CTE L2100 L, F, BBROPHEETcTax L crrn vy
SNTBEOBBERHENHI T L TEET,

lr—ADWREACZSEFET A7, BEBRT KRS FTE L., 77 D2 RiBED—E
Nnraxy (FHMoO7 T MU R e R) (ko TT7 a7 ENTWaAEHES. 7
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ZoFTIE, (FaADOKRBIEEL TWDLZERNbNhoTWS) RAMEBELLY ET5
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O, BFELLWERLREIND LA LET,
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Trojan.Patchbrowse

Software that a user may consider as unwanted for
compromise privacy or system security

1 Y N
[ | Known malicious hostnames e .—-1\L epicunitscan.info B —
Communication attempt with hostname
epicunitscan.info , known to be indicative of
Trojan.Patchbrowse, was blocked by sensor

network. proxy
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s HEME Y R — NHDOHF LUV RESTAPL (117 ~2—3)
« Secure Endpoint FA DO EH (117 <—2)
« STIX/TAXII API ® &3 (119 ~<—°)

BEfbYR— FFADFT L L REST API

Ta—rNVEERT 7 — NDX v 2R — RIZFERINDTXTOT —H M, H LV REST API
EAHALTHEATEE 2 ELE, ZnEHFEHLT, B—07 79— hONEFEX T a—
KLY, 9 _COTT7—baFy "= NOH— KX3—F 4 SIEMIZA U — 795
ZET, TANET a e ALK EAEMELIED T AL TEET,

APLIZFRAE D B TIXARWE=D, Za—NLERT 79— "B OREZLE T, &
ZIE, BERT vy NN —TOREDE YR AMIMEE &S0 . BEIZE D Y THRZEKR
EEEELZY TEET,

API OBEREIZ DU TI, https://api.cta.eu.amp.cisco.com Z &M L T 72 &V, API OHERER LV
RIS R T AR RG], SBINOFEDTDDY T NA T )T N EERTH LN TE
i‘a‘o

1 LU REST API OFERIIZ DU TiL,  [global threat alerts REST API is now released!| [$:E] %
ZRLTLEEN,
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Ta—r VT 7 — N b ORRHNA % Secure Endpoint TR T 2 HIENEH S E Lz,
BAE, BEHAAIZ 2 Y= A R b ELTEREN, TI— M ¥ —7 = A AICHEHEY
YIENTWET, ZOME, TI— MU H—T A ATOEBOERENEFEIND &
ZTOEENINLDA Ry N TRINET,
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https://community.cisco.com/t5/security-blogs/global-threat-alerts-rest-api-is-now-released/ba-p/4425461#M2193
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78: 7 O—NIVEET 57— FOBRHBRREL. Secure Endpoint 1> ) —)LTARY FELTREREINDESIZHRYELE,

¥ Global threat alerts Sality = file inf: ) communicating from 10.147.149.85 up Cognitive Incident 2021-07-01 03:01:21 UTC
L . i
Y Sality (Malware - file infector)
Comments Threat detection

Open alert detail in global threat alens &
Category Malware

First seen: 2021-07-01 02:51:59 UTC
Last seen: 2021-07-01 02:51:59 UTC

Y demo_maria.summer

Username
Open asset detall in global threat alerts &

Local IP Addresses
Remote IP Addresses T 193.166.255.171

Known malicious hostnames

Security Events
Communicaticn with hostname edimelinet known to be indicative of Sality

‘We were not able to find a computer with connector installed for this event. Please <a href="/install_packages’><strong>install a connector</strong></a=.

Ta—NNWVEERT 77— AV H =T 2 A ATT 77— OREETIZV AT BNEFIND E, +
DIEF A Secure Endpoint =22 Y — /L DT 7 — h OWE TR S E T,

& 79
Secure Endpoint it
Stk A B 9O L. |dsECURE
Dashboard Analysis ~ Outbreak Control ~  Management~  Accounts Search Q
Dashboard
Dashboard Inbax Overview Events I0S Clarity

Connect SecureX

oo [T

Refresh All O Auto-Refresh | - New Filter 30 days -~ || 2021-06-02 12:56  2021-07-02 12:56 |UTC

58 70/ - Inbox Status Global threat alerts
. ) ‘comeromeed © 27 Require Attention  © Oln Progress @ 0 Resoived m m

alaln
c‘,,clo Global Threat Alerts Alens  Threats  Asset (= IF W
O We're integrati sco SecureX! This replaces integration with Cisco Threat Response.
T ntage of the new features and continue using the casebook app, please authorize Cisco SecureX integration in Application Settings.
Alerts

Alerts pointing to risks on your network

High Risk

3 alerts

HENEOMEZERET 5720, kDA v Z—T7 =4 2T bR EILENnET, oo,
WRDA B —T 2 A ANPSET FT— B —T oA AUV B2 A L 2BEID LET, 7
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O—NNVEET 7 — "y af— KT, [TT7—r U ¥—7xA AZY Y E % (Switch to
Alerts interface) | R¥ %227 Vw7 LET,
80:

'|c|!i5'::1cl}- Global Threat Alerts Dashboard Confirmed Detected e - T §

The classic interface will soon be removed. The Alerts interface will become the only interface and provides you a better view of your threats.

Learn more about the switchover

STIX/TAXII APl O 5 $i

STIX/TAXII API 7 4 — RiZ L o CHeflt S U v 7 E&BICBET 2 HREN, e —/ L
BT T — " 2R —RDT T — b v X =T 2 A AL HHEEZRFES L DR L1,
[ 81:

Ty
.eu.amp.

-1n ae =]
<inc:Titles>nj ¢</inc:Title>
¢inc:Vietim»
¢sc:Name»demo_sook . putnam</sc:Name>
¢finc:Vietims
¢inc:Impact_Assessment>
¢inc:Impact_Qualification>Catastrophic«¢/inc:Impact_Qualification»

¢«/inc:Impact_Assessment>
¢inc:Related_Indicators:
<inc:Related_Indicator>»
¢<sc:Indicator xsi:type="ind
id="cta:indicato
<ind:0Observable>
<c:0Observable_Composition operator=
<c:0Observable>
<c:0bject>

BT ARBESENLEEINT-7-O, STIXITAXITAPLIZ L » TRt s Yy — b
SIEM T, FEHHMEDBECIRFEBMROMHAEN 2 W iR T 5 Z L 2 BEIO L £,
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« SecureX U AR DY R—F (121 =)
cHHSNIHARVA—FETFA—L (124 ~—2)

SecureX ) R DHHR— k

SecureX %, TREHM T V=1L Th D ERFIC, THREEOHES. BEMLORER, 25
Y hRUET—7 7 a—oudit, BT 4 T OREEIT ) —HEOSHEETHLH D F
T, ZNEDOSEHREEEIL, SecureX VAR TT 7V A—2a U BLIOY —LOBRTHEREN
F7,

SecureX UV RV N_R—T FEIZH D 70—V EBT 7 — N ChEATEL L o120, B
WOX v afh—Rethox=o )7 ®MEME2BEIL CHRFINET, i, FHEL
AT ERERREEBEEMT ORI ET,
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. SecureX ') /R DHHR—

82: R—TDTEIZH D SecureX') K>

',LI,:‘;!DI' CUQ{‘IitiUE Int-:—'-,llige nce Alerts Threats Asset Groups @ oL

@ We're integrating with Cisco Securex! This replaces integration with Cisco Threat Response.

T take advantage of the naw features and continue using the casabdook app, please authorize Cisco SecureX mMeagration in Applicaton SE“il'IQS-.

Alerts
Alerts pointing to risks on your network

Critical Risk High Risk Madium Risk
6 alerts

»{ SecureX Ribbon = Applications Ly Account
>’ SecureX | Laumch | 4 demo
= ] | adrmin
Casebook Incicents Orbital Settings AMP far Endnaints [ Laumet
m pal [ | 4 erod test intagration

Logged in with Cisco Account

m Security Services Exchange | Launch |
_—

E Threat Grid Lawnch

n Threat Response | Launch

© 2021 Cisco and/or its affiliates. All rights resensad,

URZER LT, FHE, &E, BLOZOMOT TV r— a7 78 ATEEY, £
oo AT U Mefml, BRMREZBRREL T ) vy F AL MEBMNT5Z8HTEE
hj‘O
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83:45 : SecureX) R HFERLTHEHRRICTIERT B

cisea  cOgnitive Intelligence Alens | Theeats | Asset Groups
Threats
Threats that we detected on your network
Critical Severity
Gamarue Confirmed Alers: 1 Assets:

Infection that can downlead sddtional mahvane Such 3% dropears

span; 22 days ago

Category: Malware - dropper

Critical Severity -

Ciasas W Mow Case = B connecled ba kg

L= » W Overview

> Owned By M (23) Details

» Ownad By Othars (988) B cannacted to hitpl

May 19, 2031, 2:25:24 AM

Linkid Incidants

= Cloud 104 Event
[ConnacionToSuspciouaDemainioc) (B

ooml
H_

SecureX ') /R DHHR— .

QuasarfAT

Malicious softwane for remote control of a system

Confirmed Alerls: 1 Assels

Last seen: 22 days ago

L-ategary

Malware - remote access trojan

Critical Sewverity -

.

Imvestigaie in Thread Response Link to lncidan

~ Observables (2 3 + 64 @ a4« 1110 g HNaoes
5 G 1 AMP GUID
0¥ 0@ o= 10
3 @3 56 Domains
1+ 458 oo 30
~ L 1 Hostrame
0+ 0@ oo 10
BAS-FTDZ ~
3 = 36 P Addresses
o+ 148 oo 20
w 511 MAC Address
o+ 0o 0= 10
» B 2 SHA2S6
2+ 0 o< 0@
» O 125 URLs
0¥ 4@ 4= 7O

ZOBREEZANNIT AL, 2—F N SecureX 7T H U hEEL, T r—2 g VERETHR

BEARTORENRDY £,
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84:[7 F) r—< 3 ERE (Application Settings) ]IZF8E1 L. SecureX & DHEZERBELET,

| . A

Ernail Motifications
CTA STIXTAXI AP

Device Accounts

Clsco SecureX Integration : L z N\
Application Settings )

To enable Cizco SecureX integration, choose your Cisco SecureX account region, click the “Authorize™ button and log into your Cisco Securell
BoCount. “—Releass Notes

Choose region... .

BHFEINF-BRLKR—FEFA—I

WA A— /BRI —EAREH SN, TI— My vaR— REEREOHD 2T Y 13
FA=IVTEEEND LIV ELE, ARLVA—=FDOEFA—LTIE, 77— FOBED R
TR AL WEINTZT T — M ORTEOZB LB EINET,
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85:45 : BFHEINI-BRLAR—LDEFA—IL

Cisco Global Threat Alerts - Daily Report - Inbox

Message
Il B B&IE Bum 9 Q[ S EE- M-
Delete Archive Reply Reply Forward @7 aprachment ova Junk Rules Mwatu Read/Unread Categorise Follow Send to
to All Othar Up OnaNote
Cisco Global Threat Alerts - Daily Report
Today at

Global Threat Alerts

Today's alert status and count changes since the last email:

2 CRITICAL RISK (+ 1)
4 HIGH RISK (- 5)

& MEDIUM RISK

0 LOW RISK

Top three:

1) CRITICAL RISK
When: Thursday, June 5th
Duration: 5 days
Affected Assets: 2
Threats:
* WannaCry
* Emotet

Asset Groups:
* Catch All

More: https:/fcta.eu.amp cisco.com/ui/alents/2{6b3 1 af-ch90-46c¢T7-8293-dR2067d173 1 | Tsource=email

2) CRITICAL RISK
When: Toeedaw Anril 7Tth

OV —EREADITHIZE, Fa—VLEEA = a—nD [EFA—/LVi#H (Email
Notifications) ] ZEIR L, ARLA—F2ZETLEFA—NLT FLAEZ A LET,
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« LUV DGA 2.0 0¥ (127 ~2—)

¢« 7T — hOHBHTH LW MITER ~DF K (128 =—)

27 L UYDGA 2.0 2 %5F

RAALHERTNVTY XL (DGA) X, HEBBENFA N ET VA LIERLT, 7ryX
THEER A T2 X 2 VT A B E AL RATHEOIEHEINET, ZnHo7rT) XA
I, —RICAR Yy bRy b7 Ry =7 O@EREIEAESNE T, IRSIFEBNICERS DT
B, FRBLN—AD T + v F VA NMURGET D, KRB L T vy 7358 E K- 313T
DX T 4 BLPARA RAESRTLENET,

X 8:4 : Ty H—%#FILT D-DICDGAIZE > TEREINESVELXFEF RAS Y

Domain generation algorithms

Random-string domain names used as obfuscation technique

| DGA hostnames @-——- bftrhesrifipcom  [v] o—o BE 89.187.177.16 [v] e p—
B I . s Datacamp Limited |~]
Communication with hostname www.xqzlgbbe.com pam——
created by a domain generation algorithm (DGA)

]
ly

s xqgzlgbbe.com (v] e—- 156.146.36.23 [v] o

70— VT T — T 2015 4E0 5 DGA R A A O E Y R— b L TCWE$72, DGA
20 3BT, HWT U X AT A VA RTIERLS,, =a— M7 Xy FU—7 (TF A MLE
DIV ) a—va ) RCHERERINEZHFLVET L TT, ZOT7—%7 7 F ¥ OFH & H
LB SNz Fb—=07F1y MZLV | BBREAD72< 720 mEE (BEEOR) 235
MLELE,

ZhUE, [7T— bk (Alert) 1> [75— bEEH (Alertdetail) 1>[EF 2T 142 b (Security
events) ] THER TE £,
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87:151 : WannaCry DERBARN®D 4 D0 MITERSEE ¥ (S0366. T1018, T1210, T1486)

WannaCry

Disk encrypting malware contains worm-like features to spread itself using the SMBv1 exploit EternalBlue

Critical Severity + | Confirmed 100+ affected assets in 10+ companies Last seen: 8 days ago

Threat indicators related to a variant of WannaCry (S0366) or WCry, a ransomware with worm capabilities which has observed in large scale attack across the world. WannaCry
spreads as a worm through TCP port 445 (SMB) (T1018), exploiting the ETERNALBLUE SMB vulnerability (MS17-010) (T1210). After compromising the endpoint, the malware will
encrypt the files on the host demanding a ransom in order regain access (T1486). Threat will attempt to contact a specific host on the internet, if the connection is successful, the
threat will stop its execution. Threat can also leverage another vulnerability known as DOUBLEPULSAR, a persistent backdoor, to access and execute code on previously
compromised systems.

Category: Malware - ransomware

77— MRZOUMICET DEEMERZ MY 2B E, IDFSZEZ Y v LET,
[ 88: 15| : S0366 D> MITERATT&CK Ly O R—XA~DIBHIAHY) Y

WannaCry
Disk encrypting malware containasssiiiaiiitekiinietaidar -2 itself using the SMBv1 exploit EternalBlue
MITRE ATT&CK knowledge base
e — Software:
Critical Severity -./ Confirm @t companies Last seen: 8 days ago

Threat indicators related to a variant of WannaCry (S0366) or WCry, a ransomware with worm capabilities which has observed in large scale attack across the world. WannaCry
spreads as a worm through TCP port 445 (SMB) (T1018), exploiting the ETERNALBLUE SMB vulnerability (MS17-010) (T1210). After compromising the endpoint, the malware will
encrypt the files on the host demanding a ransom in order regain access (T1486). Threat will attempt to contact a specific host on the internet, if the connection is successful, the
threat will stop its execution. Threat can also leverage another vulnerability known as DOUBLEPULSAR, a persistent backdoor, to access and execute code on previously
compromised systems.

Category: Malware - ransomware

LHLWT S U HPR— U0 X . MITRE ATT&CK O F L v P_— R L B E OB BT A 5
MERNAFRRENET,
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89:50366 |~ ¥ SRR E RS MITERATI&CK DR—

C @ attackmitre.org/software/50366/ T

Matrices Tactics ~ Techniques ~ Mitigations ~ Groups Software Resources ~ Blog & Contribute

MITRE ' ATT&CK' |

Search Q_ ‘

Home = Software > WannaCry

WannaCry

WannaCry is ransomware that was first seen in a global attack during May 2017, which

affected more than 150 countries. It contains worm-like features to spread itself across a ID: 50366

computer network using the SMBv1 exploit EternalBlue. 211214 (D Associated Software: WanaCry,
WanaCrypt, WanaCryptOr, WCry

(@ Type: MALWARE
(D Platforms: Windows

Contributors: Jan Miller,
CrowdStrike

Version: 1.1
Created: 25 March 2019
Last Modified: 13 May 2020
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| Typosquatted hostnames ~ ) —+ amazonlaws.com W e — E 199.34.228.100
Communication with typosquatted hostname persistent
www.amazonlaws,.com ~ abusing legitimate domain
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Armazon Notorious Markets - A Cornpany That Facilitates lllegal and
CEQ Jeff Beros testifies under oath to United States Congress that they sell
Is Amazon Noterious Markets a Conspiracy in !
You Can't Fight Gravity!

Did Jeff Bezos, the founder and CEOQ of Amazon,
lie under oath to the United States Congress? Let’s find outl

@ Watch Congress hit Bezos hard on Amazon selling stolen goods
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Pattern similar to known malicious host E ~ @ —e jamsoulsfriday.com Voo

HTTPS request to URL htips://jamsoulsiriday.com with TLS encryption pattern similar

to known indicators of Malware distribution

ZHUE, [7I—F (Alert) 1> [7 35— bEH# (Alertdetail) 1>[EFa VT4 4> kb (Security
events) ] THER CE £,

Secure Endpoint 05 0—/\LBET7S—~ ]




yy—=z2/s—+ |
B soonscs—nmr

[ Secure Endpoint 50—/ \LBET 5— b+



30

i

20214 3 A LLAI

« 202143 A LA (135 =)

20214 3 A LLAI

22143 4 KV AENCY V=27 v 77— hME, Y A3a3a=740tFa )T 470
7 C Cognitive Intelligence 7 ~/L & cognitive-release-notes % 7'+ & T7 — WA 7 I T\ E
R

Secure Endpoint 05 0—/\LBET7S—~ ]


https://community.cisco.com/t5/custom/page/page-id/customFilteredByMultiLabel?board=4561-blogs-security&labels=cognitive%20intelligence
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