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RDR Settings
Transaction Lsage RORS | LogRDRs Real-Time Subscriber RORs F.eal-Time Signaling RORs
Usage RDRS Transaction RDRs [ Quota RDRs

Link |Usage RORs

Link IUsage RDRs are generated at Fixed intervals, They report the total usage of a particular service counter For the

entire link,
Generate Link Usage RDRs once every g minutes, for each service

Package Usage RDRs

Package Usage RDRs are generated at fixed intervals. They repart the total usage of a particular service counter,
generated by all subscribers in a group of packages.

Generate Package Usage RDRs once every 5 . minutes, for each service

Subscriber Usage RDRs

Subscriber Usage RORs are generated at fixed intervals, They report the amount of usage consumed by an
individual subscriber for each service counter,

Generate Subscriber Usage RDRs once every | 5 minutes, for each service

Limit the total rate of Subscriber Usage RDRs to [10 |rORs per second

“irtual Links Usage RDRs

Virtual Links Usage RORs are generated at fixed intervals, They report the total usage of a particular service
counter, generated by all subscribers in a group of virbual links,

[[] Generate virkual Links Usage RORs ance every .. [ minutes, for each service

O ] ’ Cancel
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BIRL7=Z A 7D Usage RDR DA E A X—T/WIZT HITIE, %475 Generate Usage RDRs
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Ty IRy I AL T7IZLET,

BN L 7= ¥ A 7D Usage RDR DA LFIRAE LT 5121%, 3% %7 5 Generate Usage RDRs 7  — /L
iz, ZD & A 7D Usage RDR DAERKMEAE SEA TAN LET,

Subscriber Usage RDR DA% L — R~ Z#ilfR 95 1Z1%. Limit the Total Rate of Subscriber Usage RDRs
74—V Rz, 1 RICA R S 415 Subscriber Usage RDR O KEZE A LE T,

OK%7Uv7 LET,

RDR Settings A 70 7R v 7 ARHAL E£7,
Usage RDR £ D 72 8 DF L WEREDRATF SALE T,
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F 7 40 F T, 1 BRI K 100 @ Transaction RDR 2MERESNE T, POV —ERIZHRIL T =
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RDR Settings

Transaction Usage RDRs | ,LQQ_RDR:&, Real-Time Subscriber RDR,s : ReaI—Timé signaling RORs
Lsage RDRs i Transackion RORs Quota RDRs

Transaction RDRs

Transaction RDRs represent single network transactions. They can be used to generate statistical histograms that
help understand what kind of traffic is traversing the netwark,

Generate Transaction RORs

Limit the total rate of Transaction RORs ko | 100 | RORs per second

The relative weight of Transaction ROR rate, for a certain service, determines the relative number of RDRs per
second that will be generated For this service, compared with other services,

i Enabled = Service Relative Weight

| [#] |Default Service 10) A |

[ ¥ |eeneric 10 |

| [¥] |Generic TCP 1af—|

| [¥] |Genetic UDP 10

| L] [E-mail 10

| [¥]  maEcP 10

| [¥] |GenericIP 10

| [¥]  |Browsing 1l |
[P IMesnrnnns 4 AN 1'_|

Reset All Weights

2
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I
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3
=
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AT w74 Transaction RDR O KA L — h & ZE 8§ %(21%, Limit the Total Rate of Transaction RDRs 7 o —
JVRIZEHOL— 2 AT LET,

ATy F5 BRLEZY—EAD Transaction RDR &5 £ —7 /L2 521, P —E AL DEIZH D Enabled
Frov IRy I RAEFT7IZLET,

ATFvF6 BRLIZYV—ERAOHMY = A FEEET HITIL, Relative Weight 77 7 ANDOEE T H LV E X T
N7 Y7 LT, BOD A REATILET,

AFwTT OK%7 VU v/ LET,

RDR Settings ¥ 7 0 7R v 7 AREAL E7,
Transaction RDR £ D728 D L WERENRFEINE T,
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Remaining Quota RDR — 77 A4 — % OYEEIFICAERK S E A3, BRI Remaining Quota RDR 73

RS IVTEARIZ ATy F OAREEDNZEAL LI G720 T,

Quota Threshold RDR — /7y kDI Y 7 4 —Z N L ZWMEZE TRl EGEICER S VE T 5

MY AT ATIZIDORDR 7 4+ — 2B RE LTRIEL, N7y NBKEBT DRI 7 27 74

ANITBINY +— 2 B fETEET,

Quota State Restore RDR — 7 X7 T A4 NPREASILfc & ZTAERINET, T T A7 T AN

N rs 7o NT5HE KD DY +—F D Cisco Service Control Management Suite (SCMS)

Subscriber Manager (SM) IZHEMMSNE T, T A7 FARNPHEe A THE, 207 +—

AW SM b IETTENET,

%% Quota RDR DA E A X —T7NFEIXT 4 B—7 ML, TN 5O RDR DALV — R & EZH
TEET,

Remaining Quota RDRs TliE, AR Z#EL., El L — hEHIRTEET (BT RA7TAN
WS DGEIZFARETT ),
Quota Threshold RDRs Tix, LEVWMEZRETX ET,

57 4/ FTiX, QuotaRDR IZT_TT 4 &—T LT,

ATwF1 Console A > *A==—75, Configuration > RDR Settings % 3R L ¥ 9,

RDR Settings A 7 02 7R v 7 ARFRSINET,

XTFv T2 QuotaRDRs ¥ 7% 7V v LET,

Quota RDRs # 7 NFE /R &N FE T,

Cisco Service Control Application for Broadband 11— 541 F

OL-7205-05-3 |



| 8% Service Configuration Editor DML : bS5 749 9DT7hovT145E LKR—b

ATv76

ATFyFS7
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8-3
RDR Settings
Transaction Usage RDRs Log RDR.s _ Real-Time Subscriber RDRSs Il Real-Time Signaling RORs
IUsage RDRs I Transaction RDRs Quota RDRs
Quota Breach RDRs

[] Generate Guata Breach RORs

Rernaining Guoka RDRs
|:| Generate Remaining Quata RDRS every ' - minukes
Limit the total rate of Remaining Quoka RDRs to RDRs per second

Quota Threshold RODRs

[] Generate Quata Threshold RDRs when remaining quota is less than MEytes

Quoka Stake Restore RORs

|:| Generate Quoka Stake Restore RDRs

K ] [ Cancel

1558930

Quota Breach RDR DA% % A 1 —7 /L1295 IZ1d, Generate Quota Breach RDRs T » 7 7R v 7 A
EAUCLET,

Remaining Quota RDR DA% A £ — 7 /WIZF 51Z1X, Generate Remaining Quota RDRs 7 = > 7/
Ry 7 AeAd A LET,

Remaining Quota RDR D ZEfKkE@ %288 95 121X, Generate Remaining Quota RDRs 7 4 —/L KiZ,
RDR DA fkHb@E 2 0 AL TATI L E T,

Remaining Quota RDR D KAk L — bk % HlIFR 9~ % (214, Limit the Total Rate of Remaining Quota RDRs
74— Rz, 1 I A R S 415 Remaining Quota RDR D& KIEA A L E T,

Quota Threshold RDR DA% % A F—7 /W2 T 5I21%,. Generate Quota Threshold RDRs 5 = » 7
Ry 7 AEF AT LET,

Quota Threshold RDR @ L & \ M % 28 ¥ 9~ 5 1214, Generate Quota Threshold RDRs 7 .t — /L F{Z, Quota
Threshold RDR 234k S5 L WMEEZ AT LET,

Quota State Restore RDR DAL % A £ — 7 /LIZT 51213, Generate Quota State Restore RDRs & =
IRy I A A T LET,
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RDR Settings 44 702 7Ry 7 ARALCET,
Quota RDR KD 72D DF LW ENRIESNE T,

Transaction Usage RDR D& &

Transaction Usage RDR |d, IR L7z r—VDFTXTO RN TF oW rvay, i3y r—o7
EIZER LI — B ROV TARK SLE T, % Transaction Usage RDR (Z1%, 1 [HDOFR v kT —2
NI H 7 v a AcBT 57 =2 BEMSES. 2O RDR 2T, FEOT—EARY
TAY TANOFEMER 2 72 ER LT R T Y7 v a b R=2A0 @ EICFIHTE ET,
N7 aZTLEDRDR DERRINELIT) & N7+ —~v VAR T T L2 LBHY £7,
Transaction Usage RDR DL, €= # RMliHA SRy —ERAB L Oy 7 —PIZRE L TIT
£ TLIEEN,
Transaction Usage RDR # 4T 5 /3y 7 —V B LU —ERAZFINTEET, ZOL IRy r—
PEBLOH—ERIZONTIE, RO RDR bAERSLET,

e HTTP Transaction Usage RDR

e RTSP Transaction Usage RDR

¢ VoIP Transaction Usage RDR

77 # /L N ClX, Transaction Usage RDR (XK S EH A,

(3¥) Media Flow RDR %, ##i¥y—bE 2 a7 X2 lb—var 7Y arDfRE] (p.10-44) TA
F—=TMILET, A Fx—=T T DL, SIPEBLU Skype AT 4 7 7 1 —DHEH%IZ Media Flow
RDR BERSNET, ZNEITIC, SIPEFR2a—/LEET 4 a— L EXHITEET,)

AFwF1 Console A1 A==—7/5, Configuration > RDR Settings %33R L £,
RDR Settings A 7 02 7R v 7 ARFRINET,
ZXFw 72 Transaction Usage RDRs ¥ 7% 27V v 7 L£7,

Transaction Usage RDRs % 7 ¥R /R SIVFE T,
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Transaction Usage RDR )& n

8-4
RDR Settings
Usage RDRs ) Transaction RDRs Quota RDRs
Transaction Usage RORs LogRORs || Real-Time Subscriber RDRs | Real-Time Signaling RORs

Transaction Usage RDRs

Transaction Usage RORs represent single network transactions, They can be used to generate detailed usage logs
for specific services and subscribers of specific packages.

Packages and services For which Transaction Usage RDRs should be generated:
-|:| 5 | SelectDeselect Al -
| -] ) Default Package

| @ <[] Unknown Subscriber Traffic

Transaction Usage RDRs can be fitered according to the session's volume

[] Generate TUR: only for sessions exceeding | Bytes

Transaction Usage RDRs can be generated at fixed intervals, during long Fows

[ Enable Interim TUR to be generated every | Mirutes {From 5 minutes up to 2830 minutes)

K ] [ Cancel

158936

B L7273y 7 — 3 D Transaction Usage RDR DN E A X —T7 W THI21E, RNy br—Y YU —
DR Ir—=PHDBRICH DT =y IRy 7 A A N LET,

NRolr—UNREHEINT, Ror—Y0FT_RTCOaryR—3%2 b —EZAR, T TOP—E RN
BINSNRETEREINET,

N lr— Y OFR L 72— B A @ Transaction Usage RDR DA E A X — 7 M L E T,

a. HHORRyr—T0 /7 —REREBELET,

b. A7 % Transaction Usage RDR DX Y —EADH —EALDOEICH DT = v IRy 7 A%d
“ZLET,

& v ¥ 3 YA X C Transaction Usage RDR DAL A IR L £ 9,

a. Generate TUR only for sessions exceeding = v 7 R v 7 A& A+ N2 LET,
Bytes 7 4 —/L R A F—T W27 0 £,

b. &I = IZkT % Transaction Usage RDR ED LEVMEEL 725 By v a Y ORKT A X%
NA MBEATATILET,
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ATy T

Transaction Usage RDR |7 0 — D& TIFICOAERINET, RV r—07Ho, BINo

B FE /72 Transaction Usage RDR DAL A A L — 7 /WZT BT, IROFNEEFATLET,

a. Enable Interim TUR to be generated every 7= > 7 ;R v 7 A% A N2 LET,

Minutes 7 A —/L K3 A R2—7 W22 0 £,
b. &7 w1 —®D7=»? Transaction Usage RDR DAL % DB TAN L ET,

OK%7Uv7 LET,

RDR Settings A 7 0 7R v 7 AREAL E7,
Transaction Usage RDR AR D72 D DOFF LW EDREF SN E T,
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LogRDR 0EE W

Log RDR D&

Log RDR &, Y AT A A X2 MIBTAEHREZRIELET, HEOT 7 v a v ETREOE(L
WS U TARRENE T, LogRDRIZITKRD 2 FHENH Y £,

e BlockingRDR — N7 > W7 varvmryuy 7 Sns-NcAEkEnE1,
e BreachRDR — 7 v "R 7 a0 — L LEVWEERBZ LD T-ONICAER SN ET,

1 BIICAER S h D Log RDR D RM % #7E T& %97, Blocking RDR & 4T 5 /8 77— &
U —ERLBRTE £,

T HVFREFRD EBY TY,

e Blocking RDR (X XTI — V2t RICARINET,
*  Breach RDR IIFFICEMREINET,

GE) 1 RNC AR ATHEZR Log RDR D K¥E 20 T,

AFwF1 Console A1 A==—7/5, Configuration > RDR Settings %33R L £,
RDR Settings A 7 02 7R v 7 ARFRSINET,
AF9 T2 LogRDRs ¥ 7% 7V v LET,

Log RDRs # 7 3 FR S E T,
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8-5

RDR Settings

 UsageRDRs | TranssctinRDRs | GQuotaRDRs
Transaction Usage RDRs | g RDRs | Real-Time Subscriber RORs | Real-Time Signaling RORs

Log RDRs

Log RORs are generated in response to specific application actions or state changes, Log RORs inchude Blocking
RDRs and Breach RDRs,

Limit the tokal rate of Log RDRs ko | 20 | RDRs per second

EBlocking RDRs' |

Packages and services For which Blocking RDRs should be generated:

[]'°4 Select/Deselect Al

E|_| Default Package
[H-[#] ") Unknawsn Subscriber Traffic

K ] [ Cancel

158929

AT9F3 Log RDR O KA L — & A3 521%, Limit the Total Rate of Log RDRs 7 « —/L RKIZ HID
L— b2 AN LETS,

ATFvF4 BRLIZy 7 —TD Blocking RDR DA E A F—TMZT HI2E, RNy r—2 VU —Ds3y
TV OIS LT =y IRy I AR F T LET,

NRolr—UNERHENT, RoFr—Y0F_RCOayR—322 F b—EZAR, FXTOPF—E AN
BRI NTZRECTERREINET,

= ot

RATFYT5 Ny r—TOREK L7 —E 20D Blocking RDR DL % A X — 7 MZ$ 51213, RO FNEA FAT
LET,

a. BRIy r—Y0 ) —FZERLET,
b. BERBEY—ERADY—ERALZDOKICHIET v IRy 7 A F I LET,

AFwT6 OKEZ7VvrLET,

RDR Settings 1 727 ARy 7 ARALET,
Log RDR KD 728 DF LWEREDNRAF S IV E T,
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Real-Time Subscriber Usage RDR () &2 n

Real-Time Subscriber Usage RDR D&

Real-Time Subscriber Usage RDR (%, #7227 7 A4 \fHEH &% LA — F925 RDR TF, HEIN~
IR C, AV — X ZLIlx DY T X7 FANZOWTAERSNET, T4 5D RDR 2 H
THE, MBEIEUT, BIRSNTEV T AT T4 "L VFEMICE=X TEET,

FoARBOY T AT T A NERIRT D5 HECONTIE, TV TP A LATHEREZE=4T25Y
TAYTANOFR] (p.13-13) 2R LTI IZEN,

%< DY T A T A /3T Real-Time Subscriber Usage RDR DAL L OUEEITH & /T +—~<
APME T 52 &2 Y £F, Real-Time Subscriber Usage RDR DAL, E=4 T H2HEDOH HH
TAYTANZIRELTA F—T I L TLIEEN,

Real-Time Subscriber Usage RDR DA% A R —7 NV E1XT 4 B—7 /112 L, RDR O
REL, | PEICERESNIERBERETEET,
Real-Time Subscriber Usage RDR DT 7 4 /L FEXEITIRD L B0 TT,

e A RX—T (BIRINTHTRT T A NIZRE)

o BT RITANTLIT 1 HNT 1 RIER

« 1 #f RDR A H 2 100 (ZHIBR

ZAFwF1 Console A A *==—75, Configuration > RDR Settings % &R L %79,
RDR Settings ¥ 7 0 7R v 7 AREREINET,
AT w72 Real-Time Subscriber RDRs ¥ 7% 7 U v 7 LE7,
Real-Time Subscriber RDRs % 7 3 FE RSN E T,
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RDR Settings
Usage RORs ) Tr.ansacﬁon.RDRs. Il Quoka RDRs
Transaction Usage RDRs | Log RORs Real-Time Subscriber RORs Real-Time Signaling RORs

Feal-Time Subscriber Lisage RDRs

Rzal-Time Subscriber Usage RDRs are generated at fixed intervals, They report the amount of usage consumed by
an individual subscriber for each service (which was actually used), to allow more granular monitoring of selected
subscribers,

Generate Real-Time Subscriber Usage RDRs once every 1 : minutes, For each service

Lirnit the total rate of Real-Time Subscriber Usage RDRs to 'I-DD 9 ' RDRs per second

K ] [ Cancel

158934

AFwF3 Real-Time Subscriber Usage RDR DA% A F—7 /W2 521X, Generate Real-Time Subscriber
Usage RDRs = v 7 7R v 7 A% A2 LET,

AT 9w F4 Real-Time Subscriber Usage RDR DA kMf@% 288 9~ 5 121X, Generate Real-Time Subscriber Usage
RDRs 7 4 —/V Ki{Z, RDR OAELEIEZ B TAS LET,

AT w75 Real-Time Subscriber Usage RDR DA% L— k& flfR9-5 21X, Limit the Total Rate of Real-Time
Subscriber Usage RDRs 7 ¢ —/L RIZ, 1 fPIZ L S 415 Real-Time Subscriber Usage RDR O i X fE
EATTLET,

AFwF6e OKE7Vv/LET,

RDR Settings ¥ 7 0 7R v 7 AREL E£7,

Real-Time Subscriber Usage RDR £ D 72 D LW R EBMRTE SV E T,

Cisco Service Control Application for Broadband 11— 541 F
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Real-Time Signaling RDR O &
Real-Time Signaling RDR |7 = — D Btale & & THRE, 7 v —Bitatk O E MR, B L% > b
U — 7 BWEEDRMR; & TRHICAER S NET, ZORDR M+ 25&, SCE7 T v h 74+ —AT
B ENIA Ry ML TOMNBY AT M@ L, Xy NT—F7 2K TY T X A JMIRHET D
ZEMFRRICZR Y £,
Real-Time Signaling RDR (21, (RO 22D T NV—T013H 1D £7,

¢ Flow Signaling RDR :
— Flow Start Signaling RDR
— Flow Stop Signaling RDR
— Flow Interim Signaling RDR
e Attack Signaling RDR :
— Attack Start Signaling RDR
— Attack Stop Signaling RDR
BIRLIANw = 3Ny =V T EICER L7 —E A1Z%f LT, Flow Signaling RDR @
e A X —7 NV LT T =7 Z L7 TEX £ 9, Flow Interim Signaling RDR DA f% [ &
HERETEE T, Z D RDR I, Flow Start and Flow Stop Signaling RDR 234 R —7 /LI > T\ 5
GElZOBAERSIVET,
IR U728y &7 — (2% LT Attack Signaling RDR DA DA F—T VLT 4 v —T %Y 0 Bz
LT ENTEET,

(GX)  Malicious Traffic Periodic RDR (. [FEflih—bE X a7 4 Xal—Tar A7V a Ok
(p.10-44) TA RX—T NV EREEITNET,

7 7 4V hTClX. Real-Time Signaling RDR T4 K S L EH A,

ZAFwF1 Console A A *==—75, Configuration > RDR Settings % &R L %79,
RDR Settings ¥ 7 0 7R v 7 ARELREINET,
AT 972 Real-Time Signaling RDRs % 7' % 412 L £ 7,

Real-Time Signaling RDRs % 7 RNFE /R XN ET,

Cisco Service Control Application for Broadband 1—4 541 F
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ATv74

&

8-7
RDR Settings
lUsage RORs ) Transaction RDRs COuoks FDRs
Transaction Usage RDRs | LogRDRs | Real-Time Subscriber RDRs _ Real-Time Signaling RCRs

Feal-Time Signaling

R.zal-Time Signaling RORs are generated at the beginning and end of a Fow, at specified intervals during the Flow's
life cycle, or at the beginning and end of a network attack.

These RDRs signal events detected by the SCE to external systems (such as PCMM compliant systems), ko enable
real-time actions across the network,

| Flow Signaling | attack Signaling |

["1Enable Flaw Start and Flow Stap Signaling RORS

Packages and services For which to generate Realtime Signaling RDRs:
] 4 Select/Desslect Al

| -] Default Package

[E--[C] ) Unknown Subscriber Traffic

K ] [ Cancel

158932

Flow Start and Flow Stop Signaling RDR O£ % A r—7 /L2 F %1Z1%, Enable Flow Start and Flow
Stop Signaling RDRs F = v /Ry 7 A% A I LET,

Flow Start and Flow Stop Signaling RDR DERKIL, FEXFL—T 4 > V5 8EE— RTIEIFAR—hSh
FHAIERIN—T 4 T HERE— RBA R —T )WIZ72 > T 5 & & |Z Enable Flow Start and Flow
Stop Signaling RDRs F = v 7 /R v 7 A% #2123 % & RDR Settings Error A v — U NERINE
T, OK&x 27 Vv L, A7 v 7 8ITHEL LT,

Enable Flow Interim Signaling RDRs = v 7 R v 7 AR A X —T7 W72 0 £7,

Flow Interim Signaling RDR D4k % A % —7 /L4 521X, Enable Flow Interim Signaling RDRs
Frv IRy 7 A% A LET,

Enable Flow Interim Signaling RDRs 7 f —/L K3 A 32— T )WZ 720 97,

Flow Interim Signaling RDR M=%l % 28 % 9~ % |Z1X. Enable Flow Interim Signaling RDRs 7 f —/L
NIZ, RDR OARLRIIEZ S AL TAT L E T,

Cisco Service Control Application for Broadband 11— 541 F
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Real-Time Signaling RDR 0&%Z W

AFwT6 BERLE/NY 7 —TO Flow Interim Signaling RDR DA% A % —7 WM 5(2id, Ry r—v v
V=D r—=VHDBRICH DT =y IRy 7 A% F NI LET,

NRolr—UNREHEINT, Ror—Y0FT_RCOayR—3%2 b —EZAR, T TOP—E RN
BRI NT-REE TR RSINET,

ATFwF 7T R —TVOER L7 — A D Flow Interim Signaling RDR DAk % A 1 — 7 /W2 T B IZiE, kD
FlEEFITLET,

a. ARy r—T0 ) — RERERLET,
b. BML AKXV —EROY—ERALDOBIIHDITF =y /Ry I A F N LET,

ATwF8 Attack Signaling RDR DA% A 1 —7 /T T 5121, ROFINEEZFATLET,

a. Real-Time Signaling RDRs # 7 D77 ¢ T, Attack Signaling ¥ 7% 7 UV v 7 LE7,

8-8

| Flot_-\l Siglj:aling__:
[] Enable Attack Start and Attack Stop Signaling RDRs
Packages For which ko generate Attack Signaling RDRs:

[[] efault Package
[ Unknown Subscriber Traffic

158933

b. Enable Attack Start and Attack Stop Signaling RDRs & = v 7/ R > 7 A% F I LET,

AFwF 9 GBIRL /Ny 7 — 0 Attack Signaling RDR DA% A 2 —T /T BITiE, Sy 7r—Y URX O
Rolr—=VHOBICHDT =y IRy 7 A% F I LET,

ATF9F10 OKEZ2 Vw7 LET,

RDR Settings ¥ 70 7R v 7 AREAL E7,
Real-Time Signaling RDR £ D7 D DH LWV ENRT S NE T,

Cisco Service Control Application for Broadband 1—4 541 F
[ 0L-7205-05-1



% 8%  Service Configuration Editor DERE : FS 249 I9DF7hI> T4 5& LR—+ |

W Real-Time Signaling RDR ) &8

Cisco Service Control Application for Broadband 11— 541 F
0L-7205-05-J |



	Service Configuration Editor の使用法：ト ラフィックのアカウンティングと レポート
	使用カウンタの管理
	RDR 設定の管理
	RDR Settings ダイアログボックス

	NetFlow Export の管理
	Usage RDR の管理
	Transaction RDR の管理
	Quota RDR の管理
	Transaction Usage RDR の管理
	Log RDR の管理
	Real-Time Subscriber Usage RDR の管理
	Real-Time Signaling RDR の管理

