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AF9F1 V=t x ¥X2VUT 4 ¥y aR— KD Anomaly Based Detection of Malicious Traffic ~2A > T
Configure 7 U v 7 L ¥,

Anomaly Detection Settings # 1 7 12 77K w7 ANREREINET,
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TATIE IV =NEAT R TRy 7 ZAOLEMEBICFIR S v, ARSEEIEZE R Y £,

10-2

Add, remove and set the order of the detectors,
Detectors are checked from the bottom up and
the first match triggers detection.

The Default Detector is checked last.

&

B
¥ ScanjSweep Default Detector
=1-M§ Dos
¥y DoS Default Detector
=-M§ DDoS
¥ DDoS Default Detector
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Mame: | SMTP Servers |

Apply this detector to the following IP addressesfranges {enter up to 100 comma-separated IP ranges)
[ 10.99.99.1/32 |

[ apply this detector to the following TCP ports {enter up to 15 comma-separated port numbers)

[ Apply this detector to the following UDP parts {(enter up to 15 comma-separated port numbers)
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FUAT I RDEFBEHRRBELA TI1T, FRNTA—FDEE L BITEAT TRy 7 ZADF FOREE
WU A MERENET, ROMIE, AFXF YU BIOAT 4 —TDF T AV N T 4TI EDT T 4 )b
F XTA—=HfEERLTWET,

10-4
B |-
Initiating Side Session Rate | Suspected Session Rate | Suspected Session Ratio | Alert User | Motify Subscriber ] Block Attack | # |
[=]- Network
TCP 1000 500 50 Disable Disable Disable
TCP Specific Ports 1000 500 50 Disable Dizable Dizable
uDp 1000 500 50 Disable Disable Disable
UDP Specific Ports 1000 500 50 Disable Dizable Dizable
ICMP 500 250 50 Disable Disable Disable
i Other 500 250 50 Disable Disable Disable
[=]- Subscriber
TCP 1000 500 50 Disable Disable Disable
TCP Specific Ports 1000 500 50 Disable Disable Disable =
uDp 1000 500 50 Disable Disable Disable
‘-~ UDP Specific Ports 1000 500 50 Disable Disable Disable w
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TAT I EER LD, OREZ A T2BMTEES (TRET 477 ZOfF%E] [p10-11] =
S,

AT9F1 V=t R X2V F 4 ¥y aBR— KD Anomaly Based Detection of Malicious Traffic ~2A >
Configure #7 V v 7 LET,

Anomaly Detection Settings %1 7 2 7R v 7 ANRFRINET,
ATFYT2 TUTIEYV—=TT 4TI 5 hTTVERRLET,
RAF9F3 T EIUYILET,

Anomaly Detector Creation ¥/ ¢ H'— K2337R S 41, Malicious Traffic Detector i 23Bf & &£ 37,

10-5

3 Anomaly Detector Creation Wizard

Malicious Traffic Detector
€3 Detector Detector 1 has no lists set

Name: | Detector 1 |

[ Apply this detector to the following IP addresses/ranges {enter up to 100 comma-separated IP ranges)

[ apply this detector to the following TCP ports {enter up to 15 comma-separated port numbers)

[ apply this detector to the following UDP ports (enter up to 15 comma-separated port numbers)

Cancel
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ATFvT4 FT4TF I EOPLIYRTVAETE Name 74—V RIZAS LET,
ATFYTs5 129U EOF 2yl Ry 7 RA&2F T LT, T4 T 27 Z0#HEEHIBELET,

BT ¢ — /L RREZNZ2 0 £97,
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IP7 RLARSHR—F DY A NEEET 4 — /L FIZATILET,
Next #7 U v 27 LET,

Anomaly Detector Creation 7  #"— K ® Malicious Traffic Characteristics for a WORM attack [ 73 [ &
i TO

10-6

3 Anomaly Detector Creation Wizard

Malicious Traffic Characteristics for a WORM attack
Define the type of attadk you wish to create

Malicious Traffic Originator
(%) Subscriber () Metwork

Malicious Traffic Transport
@®T1CP () TCP-Spedific Ports () UDP () UDP-Specific Ports () ICMP () Other

< Back “ Next > H Finish ][ Cancel

158755

A2Fx ¥ rBIOAT 40— F 4TI EZEIT DS TAT 7 4 HEHRLTWAEAIT. EZLTWD
DRE A TOREMERR L ET,

DDoS T4 T 7 4 % EFRLTWAEAIL., ERXLTWDIRE XA TDX—4y MUIAEERLET,

EFRLTCWBREZALTDORNT U AR— Z AT EERLUFET,

AFwT10 Next #27 V) v 7 LET,

Anomaly Detector Creation 7 ¢ ¥"— K@ Anomaly Detection Thresholds [H i 238 & £ 9,
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3£ Anomaly Detector Creation Wizard

Anomaly Detection Thresholds

Define attack detection threshalds, or use the Default Detector's
values

Malicious Traffic Detection Thresholds
[JUse the Default Detector's settings

An anomaly will be detected once flow rate exceeds this threshold,

Flow Cpen Rate (flows/sec) ! 50 !

An anomaly will be detected once suspected flow rate exceeds threshald AND
suspected flows ratio exceeds threshold,

Suspected Flows Rate (lows zec) | 50 !

Ratio of Suspected Flow Rate (%6) | 50 !

= Back “ Mext = H Finish H Cancel

158756

ATy T11 RO BT EEITLET,

o ZDWERATIZT T AN TA4T I HOEREEMBHTHITIL, Use the Default Detector’s
settings 7= v 7 Ry 7 AEF N LET,

e Flow Open Rate 7 .t —/L ' Suspected Flows Rate 7 .t —/L K Ratio of Suspected Flow Rate 7 -1 —
NV RICEEZ AL LT,

AFwT12 Next#27 V) v 7 LET,

Anomaly Detector Creation 7 ¢ ¥*— K@ Anomaly Detection Action Settings B[ 2308 & £ 97,
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3£ Anomaly Detector Creation Wizard

Anomaly Detection Action Settings

Choose the actions to perform upon detecting malidous
attack

Block
Block malidious traffic

() Use the Default Detector's settings (JEnable () Disable

Alert

Generate an SNMP trap

() Use the Default Detector's settings () Enable () Disable

Motify Subscriber

Motify the subscriber through browser redirect

(%) Use the Default Detector's settings () Enable () Disable

Einish l [ Cancel

158757

AT w713 Block, Alert, Notify Subscriber D7 7 > = > &R L E T,
AFwF14 Finishz27 Vw27 LET,

Anomaly Detector Creation 7 « ¥ — K2 U E 7,

HLWF 4 F 7 EART 4778 Y —3BMENET,

AT 15 BIOREHATHT 4T 7 ZIBMTEET (BT 7 7 X ORE] [p.10-111 25H),

BET1TIU20EE

A—WPERRET 47 7 X TIE, ROWMFEZFEITTEET,

o TUATUH INT A=K DORE

o B XA TOME

o HEHXATDIEM

o BE XA TOHIBR

s TATIE VIV —IIBTELT ATV XDIBFOEE
TATIHE BT IVIEIL, TATIXET AT 72 VU=V ANESHTWBIERTEFD
b ERICHEREN, 774NV T 477 ZIIRBICHERBRSNET,

3ODT T AN T 4TI HTIRRELA ToemETEET,
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TATIR IRFZ A2 DORE

AFwF1 V—v 2 ¥X2VUTFT 4 ¥y aBR— KD Anomaly Based Detection of Malicious Traffic ~2A > T
Configure =7 U v 7 L ¥ 7,

Anomaly Detection Settings Z A 7 12 7R v 7 ANFRENET,
ATFYFT2 TUTIEYV—TT 4TI A ERRLET,

TATIEDNG A= RLAT 0 TRy 7 A0 EOFIBICERSNET,
ARTYT3 T4 T ZOH LWARTE Name 7 4 —/L RIZATJLE T,
ATy T4 IPT RLAFHBLOR - OF = v 7 Ry 7 ADF L EIEA 7 HTVET,
ATF9FS5S IPTRLARK— DY A NDOANEIIEEEZEET — L RTITWET,
2TF9F6 OK%#Z7VUv7LET,

Anomaly Detection Settings % 7 12 7R > 7 ANRA L E T,
EENRIFESNET,

RES 1 TORE

AT9F1 V=t R X2V F 4 ¥y aBR— KD Anomaly Based Detection of Malicious Traffic ~2A > T
Configure =7 U v 7 L ¥ 7,

Anomaly Detection Settings %1 7 2 7R v 7 ANRFRINET,
ARF9T2 TaAT I V=TT 4T ZEBRLET,

BRI A TICEATDERBRLA T IRy 7 ADOE FICFERINET,
AT F3 BEIATELZTNI ) v LET,

Anomaly Detector Creation 7 « ' — F733 K S 41, Anomaly Detection Thresholds i 73 B & £ 9~ ([ 52
WA T OB [p.10-13] #EH),

ATy T4 KOIBLWTNEFATLET,
o ZOHFHEATIIT T ANE T 4TI XOREEMEMT SHITIL, Use the Default Detector’s
settings F— > 7 RNy 7 RE A AT LET,
* Flow Open Rate 7 .t —/L R Suspected Flows Rate 7 .t —/L K Ratio of Suspected Flow Rate 7 1 —
NV ROMEEETE L ET,
AFYyF5 NextzzUv7 LET,

Anomaly Detector Creation 7 « ¥*— K¢ Anomaly Detection Action Settings [ i /3B & F 7,
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ATy F7

ATvT8

ATvF9

ATvF1

ATwF2

ATvT3

ATv74
AFvFs

ATv7e6

ATy F7

Y—ER X2 Tq Fyvadk—F N

Block. Alert, Notify Subscriber D7 7 > a V& F LF 1,
Finish 227 U v 7 L &4,

Anomaly Detector Creation 7  #— K23 U EF,
BFE 2 A TREFERTEHFINET,

ATy T 3~T, FTFIAT v T2 ~T 2 ZDMOREZ A T THRYIKRLET,
OK%Z7 Uy LEY,

Anomaly Detection Settings %1 7 2 7K 7 ABALET,

RES2 4 JoEm

P—bA X2V 7 ¢ ¥ v 2R — FO Anomaly Based Detection of Malicious Traffic X4 > C
Configure =7 U v 7 L ¥ 7,

Anomaly Detection Settings %1 7 2 7R v 7 ANRFRINET,
TATIE V) =TT AT 72 2@RLET,
B HAA TINFAT O TRy 7 ADE FOMBERICY 2 M FERENET,
“* (Create New Detector Item Under Detector Items Feature) %7 U > 7 LE£7,

Anomaly Detector Creation 7 ¢ ' — K337~ Z 41, Malicious Traffic Characteristics for a WORM attack
BEAME £ (RET 1727 20BN [p.10-8] ZZH).,

ERLTWDLRFEZ A TOREILERIRL 7,
ERLTCWDRFEHATD T U AR— N Z 4 THBIRLET,
Next #7 U > 7 L7,
Anomaly Detector Creation ™7 f #"— K Anomaly Detection Thresholds [ 35 & £ 7,
WD HLWTNEFIATLET,
o ZOHRFHEATIT T HNE T4 T 7 XOREEMLEMT SITIL, Use the Default Detector’s
settings 7= > 7 RNy 7 REA AT LET,
e Flow Open Rate 7 .t —/L K Suspected Flows Rate 7 .t — /L K| Ratio of Suspected Flow Rate 7 -1 —
NV RIZEZ AT LET,
Next #7 U > 27 L%,

Anomaly Detector Creation 7  #'— K@ Anomaly Detection Action Settings B[ /3B & £ 7,

Block, Alert, Notify Subscriber O7 7 > = V& B4R L 77,
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ATy 710

ATy 711

AFyvT12

2FyvF1

ATFvF2

ATFvT3

ATvT4

ATYF5

&l

2FyvF1

ATFyF2

Finish #7 V v 7 L¥7,

Anomaly Detector Creation 7 « %' — KA U £ 9,
HLWRE XA TPRREZ AT )X MTBIMENET,

AT T3 ~10, E/TAT v 72~ 102 FDOMDOEE X 4 7 THRYVIKL £,
OK%7VUvy7 LET,

Anomaly Detection Settings % 1 7 12 7 7R v 7 ANRA L E T,

RES2 1 TOHIR

P—b R EX=2 T4 ¥ v =R — KO Anomaly Based Detection of Malicious Traffic ~2A > C
Configure 7 U v 7 L ¥,

Anomaly Detection Settings # 1 7 12 77K v 7 ANREREINET,

TATIE V=TT 4T 7 ZE2RINLET,
BEAATNEAT O TRy 7 A FOFERICY A MFERELET,
REZAT VA NCTREZA T ZBIRLET,

REzrsVyrLET,

BIRLTERE XA TREEZ AT VA IO LHIBRISNET,

ATy T3 ~4, FIFIAT v T2 ~45ZOMORFE XA T THRYIRLET,
OK%7VUvy7 LET,

Anomaly Detection Settings 4 4 7 12 7 7R v 7 ANRA L E T,

TATIEHERENDIEFDEE

P—b R X2V T7 ¢ ¥y 2R — KO Anomaly Based Detection of Malicious Traffic <2+ > T
Configure 7 U v 7 L ¥,

Anomaly Detection Settings %1 7 12 77K v 7 ANREREINET,
TATIHE VYV =TT 4TI X ERINLET,

VI—IZBTF DT 4T 7 ZOMEIZLY, ERANTRI, £E20OWGRENIRY 7,
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10-9

Add, remove and set the order of the detectors.
Detectors are checked from the bottom up and
the first match triggers detection.

The Default Detectar is checked last.

it & K

= Eﬂ Scan/Sweep
: !ﬂ Scan/Sweep Default Detector
=4 Dos
My DoS Default Detector
=-#J DDos
¥l DDoS Default Detector
¥ Dns Servers

158753

ATy T3 ZoFrs—varREHEHEAL, ABOMNEICT 4T 27 2 2BHLET,
ATFYT4 ATy TF2~3EFZOMDOT 4T 7 ZITHERVIRLET,
AFwTs5 OK%#7Vvr LET,

Anomaly Detection Settings & 7 12 7R > 7 ANRA L E 9,
EEPRFEINET,

BRET14 TV 2D
FEEOL—PEZRT AT 7 X LRI TR TCO—FERT 4 T 7 X 2R TEET,
3ODT T HN T 4TI XIFHIBRTEERA,

AF9F1 V=t R X2V T 4 ¥y aR— KD Anomaly Based Detection of Malicious Traffic ~2A > T
Configure 7 V) v 7 LE7,

Anomaly Detection Settings % 7 12 7R > 7 ANRREINET,
2ATF9F2 T4TIE VYV —TIOULO2—WERT 477 X EBIRLE T,
AFwF3 REsVorLET,

Confirm Delete X v —U RN FRENFT T,

10-10

3€ Confirm Delete

€  Are you sure you want to delete Detector "SMTP Servers™?

OK, | ’ Cancel

158788
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ATv74

& A

OK%7 Vv LET,
BT A T 7 2BHIBREN, T4 T 278 V) —IifkRranln 7,
OK%7VUvy7 LET,

Anomaly Detection Settings % 7 12 7R > 7 ANRA L E T,

ANLIBHDERE

ATvF1

ATFyF2

ATvT3

P—bA X2V T ¢ ¥ v 2R — FO Spam Zombies and Email Viruses Detection <X >

Configure #7 V v 7 LE T,

Spam Setting 4 4 7 2 Z R v 7 ANFRINET,

10-11

3£ Spam Setting @

Spam Detection
This Wizard helps you configure detection and mitigation settings for Spam zombies and email based viruses
activity.
Enable Spam detection

Spam is detected bazed on exceeding & predefined quota of sessions for SMTP.

Service to monitor for Spam: SI'~J'I'I'I-'-| W |

Define Spam as | 10 | sessions over | 30 | seconds,

Select the action to take upon detection of Spam Zombie [ email virus activity.

Action upon detection |Ignore w |

Subscriber Motification | De

For best accuracy, detect Spamjemail virus activity on a service that includes "outbound SMTP™ or "outbound off-net SMTP",

FEinish l [ Cancel

210012

Enable Spam detection 7= > 7 Ry 7 A% 4712 LET, ANXLRHPERIC/R 3,

FOMTRXTOT 4 —/L FLEHIZR2 0 9,

AT w7 TIZHATLIZE,

Service to monitor for Spam Fr v 77X 7 U A b —EREZ R L E T,

Jll Cisco Service Control Application for Broadband a—4 HA4F
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A

G¥)

ATv74

ATvF5

ATv76

G¥)

ATy 7

Y—ER X2 Tq Fyvadk—F N

(%5 SMTP] X° [+ 7 x> b SMTP] 72 EOREM Y —EREZERL TWAIHAEERNT, &
B —E 2 (SMTP) OF 7 4V MEAZZEE LARNWTL EEW,

HEBEDETFA— L Eyiary L— DO LEWVERZTERZLET,

BET VT 4 €T 4 OMHIFIZIAITT S LB % Action upon detection K2 v 7 Z 7 U A Rk
RUETF,

o Ignore (fEfR)

e Block (7 m>7)

o Notify (G@%n)

 Block and notify (7= v 7 35 KX ON@E%N)

Notify % 721% Block and notify % 38495 &, Subscriber Notification K1 v 7% 7> U X M BRH I
RVET, YT AT TANEMERINL TS EE0,

WY RS T AT TANBHEEZRT DL, T A7 T A4 RBHMOER (p.10-27) 5L TL
7ZE0,

Finish 27V v 7 L¥ 4,

Spam Setting % 4 7 a2 7R v 7 ANRA L E T,

BEBIFS 749 TICEETALER— FORTRIZDOLNTOER

« BRI T4 v 7T L LR FOEFE (p.10-17)
o H—bEZbX2lUF 1 LE—FDOFEL (p.lO-lS)

BEEHNS 749 YICBATBLER—FDORT

BHEEIN T 7 0 v 7 BEIZET 2 1E#HIT Collection Manager (CM) 7 — % X— R |ZRTEF S NV E
T, ZOFERIE. Xy NT—7 OFEMPFHE, FHLOVEEOBRE, BEARA MELEY T AT TA4N
DBRIEHTE £,

Reporter V' —/LCix, BE N7 7 4 v 7T HEDLFR— N E2FRARTEET,
o Ju— L LAR— |k
— Global Scan/Attack Rate
— Global DoS Rate
— Infected Subscribers
— DoS Attacked Subscribers
— Top Scanned/Attacked ports

[ oL-7205-05-J
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M 44— texayFs FyLaf—F

o BV T AT TANELITHAA D LAR— b
Top Scanning/Attacking hosts

— Top DoS Attacked hosts

— Top DoS Attacked Subscribers

Top Scanning/Attacking Subscribers

H—EX ¥a1) T4 LKR—FORT

ATy Tl V=2 X2V T 4 Xy vaR— ROMENAS T ViewReport 27 UV v 7 LET,
Choose areport A 7 1 AR > 7 ANF RS 4L, BELR—FOY V—=NFRENET,

ATF9F2 LE=FOYV Y —=nE LR FEBRLET,

ATFvF3 OKEZ7 VI LET,

Choose areport A 7 7Ry 7 ANALET,
Reporter > —/L7% Console THAE | R L7 LAR— FRERRINET,

AFw T4 LER— hOBIELTER I OMRAEFEICOWTIE, [Cisco Service Control Application Reporter User
Guidell ® T[Working with Reports] OFEA S L T 7ZE 0,
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FS5T74v5 so—n74 08y A

cSTO4vd J—OT740ILERY DY

G¥)

TANEHANTY— R a7 4 Falb—2a 0T, 74 VEZHAITE, 77— LA
37aNRNTARBLNLA Y4 T 0T L ICESNWT—F o7 e — ¥4 TEREL, 7n—%2ALFHE
FNZHRET D K 51T, Service Control Engine (SCE) 77 v b7 4 — AIZH/RTE £,

N7 4227 7—=WNSCE77 Y N7 4 —AIZERETDHE, SCET Ty b7 4 —LIFZD 70—
W7 4 VR EERT 50 E D hERLET,

DI T4y Tu—Z7 4 VEHAIEEHT 556, SCE7 7y b7+ —LIZ T 7 47
T —%EEXF 22— LET, RDR DEMRELIIY—ER a7 ¢ X o b— a3 OEITIT
PhEFAL, Zo7e—iF, STRAICAERINS L a— RIZBRT, 7774 7Ry —ER av
T4F¥2l—va VB THANC Lo THI S EE A,

SCE7 7 v N7 4 —AZi@iE+250SS e bz (DHCP 2 ¥). BXUOL—F 47 7u bajin
(BGP 72 &) 127 4 WA BT AZ L2 HERLET, 2oL 57 e Fhaid—ENicRY
—DFEMNSEELZTT. R 2 — NP RNO T, LR— M AUNEEITIHEVH Y T AL

FTRTOF LW —E R a7 Fab— a3 0003, 2< 07 4 VEAHRBIDBHASAENE T,

T 7 4 NOBEF, TRTTIE L, —HOEREHL T A VARBT 77 4 712> TWET,

BEOZa balor7a——TClE, 7a—0 LAY 7TORMICE > TH 7 4 VXN X ET (158
MY —E R ary Xalb—ary 72 a OFH] [p10-40] #BR), 1E0D T 4 L F LS
N7 —0BAERRIC, LAY TICED 7 0 VARBNREN 7 a—%, 08, #E, LR—
RBMTORES A, 7 A VFRARER T 0 h 2L D7 0 —F—RIICELS . 2EORY 2 — A
METEXET, LEN-T, ZhbDFua bharz 7 4 Z )7 L THRy b U — 7 #liE &
SCABB LAR— FDREIZIZE A EHEE 52 FH A,

NYr—oM7 4 LA RADFKTE

P—bER a7 4 Fal—ra VHBRAENLTHE 7 4 VA FHAIOY R M EFRTEET,

T4 NABRAITE DU X M2E, RRAIOAR AT —2 X, SRR (AT LERK) BNEF
NET,

7 4 VA HAOZEIE R A FRT D121, EditFilter Rule ¥ A4 7 7Ry 7 2 &+ (17 41
ZHHAIORE ] [p.10-25] &),

AT v 71 Network Traffic # 7 T Filtered Traffic / — FZ& IR L £,
TRTOT 4 VFHAO Y 2 FBEOHAANA AAFRRINET,
Cisco Service Control Application for Broadband 1—4 541 F
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10-12

ﬁ |§ Service Configuration Editor |ﬁ Metwork Navigator

f.«'- *gsool.pgh X

(& Metvork Traffic EI Services |
* 4+ XN\

CMP Filker

Active Surmnmary

By Service Security

&% Unknown Subscriber Traffic .
: glx controlled Traffic DS (ko nekwark) appliss to.UDP pa;kets,
2 £33 Default Packa network-side port is equal to 53,
B@ Gl ALk Ackane packets bypass the policy engine and are mapped to CoS BE
El@ Basic Package

ngine and are mapped ko CoS BE

. : DS (o subscriber) Applies to UDP packets, g
e @ Basic plus PZP subscriber-side part is equal ba 53,
Silver Package packets bypass the policy enging and are mapped to Cos BE
[y Gold Package niet-bios (to netwark) applies ko UDP packets,
network-side port is equal to 137,

packets bypass the policy engine and are mapped to CoS BE
net-bios (ko subscriber) Applies to UDP packets,

subscriber-side port is equal to 137,

packets bypass the policy engine and are mapped to CoS BE
eDonkey UDP (ko netwark) applies to UDP packets,

network-side ports in the range 4661 - 4665,

packets bypass the policy engine and are mapped to Cos BE
eDonkey UDP (ko subscriber) Applies to UDP packets,

subscriber-side parts in the range 4661 - 4665,

packets bypass the policy engine and are mapped ko CoS BE | o

&

&

&

158524

7«4 )LFRAIDEM

AddFilter Rule 7 o V'— FiX, 74 V2 HAIOBEMT 2 2 &2k L £,

AT w1 Network Traffic #Z 7 T Filtered Traffic / — FZERN L F1,
ATy T2 HOHAISA T ¥ (AddRules) 27V v 7 LET,

Add Filter Rule 7 4 ¥'— RBEREN £ T,

10-13

Add Filter Rule

Constructing a Filker Rule consists of defining the parameters of packets and the actions that wil
be applied on packets with matching parameters,

The system will apply the configuered actions on packets that match one of the Filker Rules
definitions, Mote that Filker Rules only apply to packets that do not have an open Flow context,

s}
o
b
z
2]
=
I
e
I
o
a=]
158736
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XFv T3 Nextx7 Vw27 LET,

ATvT4

FS5T74v5 so—n74 08y A

Add Filter Rule 7 ¢ #'— K@ Transport Type and Direction i 233 & &£ 37,

10-14

Add Filter Rule

Apply to packets where the transport type is: !(F\ny)

]

Apply to packets that arrive fram:
() the netwark side

() the subscriber side

(#) either side

Make: In most cases, 'sither side’ should be selected. When filkering one side only, a response
packet arriving from the opposite side will nok match the rule, hence a Flow context would be

created for it, and all consecutive flow packets will be processed normaly and the configuered
actions won't be applied on them,

[ Close ]

[ < Back H Mext = J

156737

FTURAR= XA TBIOMBMEZERL, NextZ#27 U v 7 LET,

Add Filter Rule 7 ¢ ¥*— K ® Subscriber-Side IP Address [Hj & 73 & £ 97,

10-15

Add Filter Rule

Apply to packets where the subscriber-side IP address is:

(&) Any IP address

QOEqualte  |0.0.00 |

() Cther than |___ 10,0 |

() In the range of [ooo |- oo

() Mok in the range of | 0.0 | =@

[ Close ] [ < Back H ek =

156738

AFYTS5 VTAIITANMUDIP T RLAZEHRZL, Next #7 U v 7 LET,
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10-16

Add Filter Rule

Apply to packets where the network-side IP address is:
(&) Any IP address

O Equalte [0.0.0.0 i

(O Other than | 0.0.0.0 |

() In the range of | 0.0.0.0 |- {0000 |

() Mot in the range of | 0. |- n i |

[ Close ] [ < Back ][ Mest = Firish

158739

AFvT6 Fy  NU—ZJfIOIPT RLAZEFRZL, NextZ 27V v 7 LET,
2T T4 TERLE N T U AR— b XA 75 TCP > UDP T2 W4 1%, Add Filter Rule 7 o ' —
KD ToS BHimMAHE £, AT v 7 9 ICHA T TEIN,

AT T4 TEIR LI N T AR— |k ZA 773 TCP 7> UDP T 533413, Add Filter Rule 7 1 ¥—
K @ Subscriber-Side Port i 23 BH = £,

10-17

Add Filter Rule

Apply to packets where the subscriber-side paort is:
(&) Any port

O Equalte [0 i

() Cther than |_ |

() In the range of | D |-{0o |

() Mot in the rangs of | |- |

[ Close ] [ < Back H Mesxt = Firish

158740

RTFYTT VTR TAMOR— 5 EHKL, Next &7 U v 7 LET,

Add Filter Rule 7 ¢ ¥"— K ® Network-Side Port [ 2350 & £ 97,
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10-18

Add Filter Rule

Apply to packets where the network-side port is:
(&) Any port

O Equalte [0 |

() Cther than |_ |

() In the range of [0 [= 0 |

() Mot in the range of | [ |

[ Close ] [ < Back ] [ Mesxt = Firish g
ATFYF8 Xy hNIT—JMOR— 2EFZL, Next 27V v 7 LET,
Add Filter Rule 7 o #°— R ToS A3 B & £,
10-19
apply o packets where the TS is:
(%) Any walue
O Equalte [0 |
() Cther than |_ |
() In the range of [o |-|0 |
() Mot in the range of | =] |
[ Close ] [ < Back ] [ ek = Finish §

AFwT9 ToSHEFHL. Next#27 v 7 LET,

~

GE)  ToSICHRETEZMHIZ0~ 63 TY,

Add Filter Rule 7 ¢ #"— K@ Action and Class-of-Service [ 235 & £ 97,
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10-20

Add Filter Rule

Select the action to apply on packets with properties matching this filker's definitions,

Brvpass - Packets bypass the SCABE application,

Quick Forward - Packets are forwarded bo the Tx gueue in parallel to being processed
([ affline

The system maps the filtered packets to a certain Class-of-Service,

Select the CoS to use:  |BE vi

[ Close ] [ < Back H Mesxt = Firish

158743

e Bypass — ZD 7 4 VFHBANZ—FHT 537 v MESCABB IZESNLEE A,

e Quick Forward — SCE 77 v F 7+ —ATlE, ZO7 4 VX BANZ—ET 537 v FOIRIBIE
PRFESNFET (BIEICEEBINRT W I r—IfER), 7y MIER I, SCABBIZEX

TR S E T,

» Bypass and Quick Forward — SCE 7' 7 v b 7 4 —LATIX, 2D 7 4 VX HANZ—ET 537 v
FORBIEARFES NV E T BIEICEBEINLT W T v —(2EM) . /37~ ME SCA BB 12

SNEHA,

AFYFT10 VERT 7 aDF £ A T ETO, =R 7T AEEZRBINL T Next 27 U v 27 LET,

Add Filter Rule 7 ¢ #*— K ® Finish B 2380 & £ 7,

10-21

Add Filter Rule

Applies ko TCP packets,
packets bypass the policy engine,
Co3 is sef to 'BE'

Rule MName

______

| Filter Rule 1
[] Activate this Rule

155744

2Ty 11 HLWT 4 L ZRAIO—FE D4 % Rule Name 7 4 —/L RIZAA L ET,
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S

G¥)

FS5T74v5 so—n74 08y A

TANEHANT 740 A EERTEET, DR TOARTOA T ZHRE L £,

AT 12 74 NEZHANET 7T 4 72T HITIE, Activate thisrule F= v 7 Ry 7 2% F i LEd, T

T4 T DT 4NE) U TRRMELIRDOE, T 7T 4 7 HRANET T,

AFYF13 Finish 7V v 7 LE,

Add Filter Rule 7 « " — R L F 9,

7 4V EZHBIN BN E #u, Filter Rule 77— 7 MIZERENE T,

PEQIZE: U0} kS

T ANEHRAONRT A —F 2 RRBIORETE ET,

AT w71 Network Traffic #Z 7 T Filtered Traffic / — RZEIR L F7°,
TRTCOT 4 NVFHADOY A NBAEORAIARLS ANz REINET,
AT w2 Filter Rule 77— 7 /L CHEAIZ IR L £9°,
ATFvF3  (EditRule) 27V v 27 LET,
Edit Filter Rule 7 ¢ ¥"— K ® Introduction BN FR SN E T,
Edit Filter Rule 7 ¢ #'— RI% Add Filter Rule 7 4 ¥'— F &R LT,
RFvT4 (74 FZHAOEM] (p.10-20) DAT v 7 4~ 11 OFMEIENET,
ATFwF5 Finishz2s Vs LET,
T 4 VAR EE S, BIEZE HNZR A Filter Rule 7 — 7 /VIZE RSN E T,
7 1 L2 BB DHIER
T4 VERAIEEIRTCEE T, YT RITTANIP T FLAZ LILEESNEZSRANIHKE- T, IP
T RLABLOZEDT b Ea— OB EFRT I HAREICT V2R EZHIERT 5 & EF]
b(‘\—a*o
AFw 71 Network Traffic %# 7 C Filtered Traffic / — FZ3®IR L £,
TRTOT7 4 NVZHRAUDO Y 2 MBEDOHAAAL AR RSNET,
AFw 72 Filter Rule 7—7 /L CHHAIZ®IN L ¥,
Cisco Service Control Application for Broadband 1—4 541 F
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27w 73 % (DeleteRule) 27V v 7 LET,

T A NEBAIOEGE X v —VRFREINET,

10-22

3 Filter Rule Warning

\3{) Are you sure you want to remove Filter Rule “ICMP Filter™?
-

158825

AFw T4 Yesm7Uvw7 LET,

7 4 VEZHBINHIBR & #u, Filter Rule 77— 7 MIZERENR L 0 £,

714 L2 BRBDESIE EFHRE
7 ANV ZHANOBEMEE T ITEN TN O THIITTEE T, 7 4V ZHAOEILIZIET 4 V42
HAIOBIBR LR U ENH Y £, RTA—F T —E R a7 1 Falb— g RSN,
HETT A NFRAEFBOENCTHZ N TEET,

279 F1 Network Traffic # 7 C Filtered Traffic / — K% &R L £,
TRTOT 4 VFZHAO Y 2 SHBEOHAANA AAFRRINET,

ZXF w72 Filter Rule 7— 7 /L CHEIZ R LET,

ATy T3 HAIZAEHZT HITIE, Active TV Ry 7 A4 LET,

2Ty 74 HAZEDCTHITIE, Active Fx v 7 Ry 2%+ 712 LET,

ATFYTS5 AT 9T 3~4EZOMOBANTKEY KL ET,
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$IR51v@mneE B

YBITRISA4ANBHDOEE

G¥)

YT R T A NEEEEETIL, VT AT T ANHTTP b7 7 4 w7 NEE Web _X—12 ) & A L
J RENT, Web XR—=ADRA v —VUNHT AT FTANRENET, TNHD Web X—TI2I,
7 x— At 0@mmin L, YT AT T A NICEETHERBEFENTWET, HTTP DU XA L7
vaid, YT RITGANBHBT 7T 4 T B LR L, VTR T A NEEMERRS D &
BTLET,

YT AT TANERNL, HERFEN—T 4 7 E— FTIYAR—FShEdA,

Cisco Service Control Application for Broadband (SCA BB) TiX, ¥ 7 4/ BB LRy hTU—
JWEBIN B E D TRK 3 OV T A7 T A N8R R— kS ET,

o YT RIZANEHST A= (p.10-27)

o v NU—7 WERIIZOWTONEHR (p.10-29)

o YT RITANEHOETR (p.10-30)

o YT RIZANEHMOEM (p.10-31)

. 4}7}&7@@%@{%% (p.10-32)

o BT RITANEAOHIER (p.10-33)

B TR SAINBEHINT A —4

YT 27T A N@ENTIRONT A —Z TEFZLET,
e Name — KV T AT T A NWHNIL—BEDOLT AT HMLERH Y £9°,

N
GE) T 7N bEMERERY N HBEMOLRIEEETLZ LIITEEEA,
— Destination URL — U 5/1' LI varERMNILEEHE TYH T A7 T A 3O HTTP 7 v —)3
VXAV S5, REWEERSESE URL, Z D Web ~— 21X, @F., 72774
/\L:Eéﬁ“éuz\%j%é% vE—=UNEENTNET,
— BT A—H — UEA VLT g VATV g E LGEITE 585 URL 7 =
U —R4S,
%65 URL \SBIIESND B ANT A—F D7 r—~<v ML, RO LEY TY,
® ?n=<notification-ID>&s=<subscriber-ID>
<notification-ID> (XY T A7 T A N2 XA L7 N ZNT28EN O ID, <subscriber-1D> (L4 7 A
7T A4RNHTT,
>
GE) [y b= HEEM AT A =4 (p.10-29) X7+ —~y "RERDZLONRH Y 7,
o S Web b—NTIEIDONRNTRA—FEHEHAL BROSHDA -T2V TRAI T4 NITIEZ
HZEMWTEET,
o Dismissal method — BEVKAEZ 7SR GET 77 4 7) 123 AMi2EE L £3, Z ORI
IFRDOWNFT T,
Cisco Service Control Application for Broadband 1—4 541 F
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—  Subscriber browses to destination URL (77 4 /L k) — BT X7 F A4 \1X, %65 URL 27 5
T RTHETITEMI N & B S AL, BARIENMEERIC 2 £7,

e ZiE, 74— F BB LGS, VYT AT TARBEH URL 27 70 XT5 L2725

WHUREPIMER S, TR T A NIC@MSNET (BT R T A \R5| & ERRET

b EBIRKTT),

— The condition that activated the notification no longer holds — JBENIKBEEDRERIZ. T A7 T A
NTERLSFHDOREICL>TREY £7,

T ziX, 74— 2 %2BBLEHEA, BERENERINDIDIL, Y TR IFTARNPAHFD

I —F&V Ty adTHFREELET L &IET T,

~

GE) Xy MN—JHBERMTIIZOAT v a rEFATEEYA, TR T A 3B BHIIHE L TH
O, BHEERTOILEND Y £7,

Subscriber browses to dismissal URL — 7 A7 Z A /3735655 URL 75 BIIO A #& URL (Z#ETe £
T, EERRRITERR S L A
YT RT T A NDBREER URL \IZT 7 B A L CEHANFRISNDE T, $3TO HITP 7 7 —(Z
UZA V7 bSET, 7740 P TIE, 5856 URL 3B URL ThdH o720, B0 ) & A
L7 va s PRET DL BHBMRIRSNE T, 72720, ¥ TR TA PR E HERISET
5 & 91, BIOMEER URL 2 ERTE £7,
T z2IE, 7 r—F 2Bl LSS, 55 URLICHD Web X—T T, AvkE—UEERLE
& L1 Acknowledge R ¥ T L HIC, YT A7 TANZHERTH I ENTEET, MERG
% URL (3f#FR URL & L CER S, LIBRO@ERITIET 77 4 71200 £,
fi#b% URL 1Z, URL A A b4, URL 82, b ZKEZan T SNES, 74—~ v
MIRDEFBY TH,

® [*]<hostname>:<paths>[*]
— <hostname> DHFNIZTV AV FH—F (*) LT, FCH7 1 v 27 ZefFoF N ToOR

ARNGE—BIFDLIENTEET,
— RRERT, W T/ THBET2LERDHY £,
— <path> OH LIZT ANV RI—REMMLT, HBOT VT 4 v 7 ABFFOTXTDO/RA L
—HEHLLNTEET,

o Tl X MOLEIATLET,

® *_gome-isp.net:/redirect/*
ZOHHITROT R TOURL & —HLET,
— www.some-isp.net/redirect/index.html
— support.some-isp.net/redirect/info/warning.asp
— noquota.some-isp.net/redirect/acknowledge.aspx?ie=UTF-8

e List of Allowed URLs — U XA L7 a U NETH, 7Juv 7 U XA L7 R3MTbhbiun
URL DU A I,
VEA VI varvwET V747 Lizdh T, 5658 URL B L OMERR URL ~O 7 1 —%FR< 9
NRTOHITP 7u—iZ7 vy 7 &N T, 568 URLICY XA L7 FENET, 5L, 7%
TIANIZBMURL Yy h~DOT 78 AEFHFATHZENTEES, 22 7275
ANV AR— MEBRIZT 7 BATED LT 2881, ZUBMER]TT,
#F7] URL OFAUIMERR URL & [F LT,

INHDORTA=FE, HILWY TR TN @MEENLEEICERSNET (7227
A SHEHOEN] [p10-31] ZBHR), TG A—ZDOEEZTNSTHLTEXET ([T 227 F A @k
DR [p.10-32] 25,
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2y FIT—OHEFEMIZONTOER
o Xy hNU—JKBEHA (p.10-29)
o Fv NU—JZWEEAM/NT A—H (p.10-29)
e HHT—ZET URL O (p.10-30)

Ry FI—O BEEM

YT AT FANBATIE, YTRIZTANIY BTSN P T KU RIS 5 BUEDO K
WZOWT, TR FA NI T LA LATEMSNET (ZDOEME AT D HIEE,
—bt 2 X2l T 4 Xy aR—F] [pl02] #8B LT ZEW), SCABBIX, #7275
ANINBIRESNIHTTP 7 v —% WRICHT 2R RET 20—~ X/ L7 P LT, K
BIZOWTH TR FA N ZBHLET,

YT RTTGANBHD 1 DTHDHF Y T —7 BRI ZOBAMERATHY, HIFRTEEEA,
I NU— 7 WESRENIBBR O R THRRSNT, YT A7 T4 NSETLHILERH D £7°,

No74y 70Ty JERZY XA VLT v aEfFRT A2, 1 DOFETCP A—k (F 7 4L
FCIEAR— bk 80) ZBVTEBL L2V AT LAEZRELE T, M —bE 2 av 7 XFa L —
Var ATy a v OFHE] [p10-40] EBRLTLEEW,

G¥) INETHONR—T 3 DSCABB T, CLIa~ > REERAL TRy N — 7 WEBEAMAZREL T
WE L7, CLIa~Y FEZOBMIZEHT L 2XLEIZR< 20 £ L,

Y b= BERBH/INS A—4
Ty U= HERBRE IS L BT AT T A 30 HTTP 7 2 — R E ATRE/R%65E URL (2 U &
ALV7 FENET, TD Web X—=U Tk, YT A7 TANIBET HUHERD HLEERRREN
iﬁ—o
584 URL (I, @RI T A—=F 2507 ) —naaHd 2 &b T&ET, st Web ¥ —T
XZDONRTA=ZEFHL, BT AT TAN~DRFEDEEZFRTEET,
5656 URL @27 =Y — 5y OERITRD L0 TT,
?ip=<ip>&side=<side>&dir=<dir>&prot=<protocol>&no=<open-
flows>&nd=<suspected-flows>&to=<open-flows-

threshold>&td=<suspected-flows-
threshold>&ac=<action>&nh=>handled-flows>

WDOFINZ, T—NVNDEKT 4 —)V RKOEWERLET,
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& 10-1
J4—ILF EL & % T RE 7 B
ip Mt Sn=1P 7 KL &
side o s—HTRITFAN
e n— xRy hI—7
dir e s—XET
e d—%ilt
protocol e TCP
« UDP
e ICMP
¢ OTHER
open-flows =7 Tu—¥
suspected flows WEEZ TN DH D7 o —4K
open-flows-threshold F—7 7ua—0 L XVME
suspected-flows-threshold | A2 52 | F -5\ DO HDH 7 a—D
L& U MHE
action e R— LAE—F}
s B—7nyZBIUOLA—-F}
handled-flows BEBMRLIBR I SN 7 a—
%
(BERE LUK BEORE TIEE
2 LISt)

BT —ILZEE URL Ol

http://www.some-isp.net/warning?ip=80.178.113.222&side=s&proto=TCP&no=3
4&nd=4&to=34&td=10&ac=B&nh=100

YIRS /NBEHNDERTR

ATFwF1 Console A *==—7»5, Configuration > Subscriber Notifications % R L £,

Subscriber Notifications Settings 41 7 17 77K v 7 ANERINET,
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10-23
Subscriber Notification Settings
Matifications | Motification Parameters |

a X Marme: |'=:' Sulk Matification |

IE’ Metwork Attack Motification
"J vefaulk Mokification

- Destination -

Destination LRL: i htkp: Sy, mywebserver, comfindes. html

append notification parameters ko URL

i Dismissal Method
Matification is dismissed when:
(&) Subscriber browses to the destination URL
() The condition that activated the natification no longer holds
() Subscriber brawses to the dismissal URL

The dismissal URL should be in the Format *host-suffixc: path-prefixc* (for example *.my-host, com: fredir™)

hAllowed URLs-
List of allowed URLs:

The dismissal URLs should be in the Format *host-suffic:path-prefiz* (for example *.my-host. com: fredir*),
Tvpe one URL per line .

*  mywebserver .com: /path/ *

Close

210022

FTRTOYT A7 Z A @EO Y A |78 Notifications ¥ 7 ICFE R SNET,
RATFY T2 RIA—BEFRRTHEI TR TA@EMEV AN v 7 LET,

YT R TA @D T A —H ) Notification Parameters & 7 I FK R SNE T,
RATFYFT3 Close 7 Vw7 LET,

Subscriber Notifications Settings 21 7 12 7R » 7 AR U E 7,

B IR S 4 /GERMDEN

BR2ODOYTRITA /80— PR a7 4 X¥al—1 g GBEBINTEET,

GE) VTR ITANEMEERLTH, TR T A N@EREITENNCRY A, T AT T AN
WHEEZELEDL, BEDORyr—JIH L TT 7T 4 7T A0ERBY 3 ([HAIOZHD
HERAEL R T A — X DIFE] [p.9-56] & R),
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ATwF1 Console A > *==—7»5, Configuration > Subscriber Notifications % &R L £,
Subscriber Notifications Settings 41 7 12 7R v 7 ANEREINET,
AF9F2  T(Add) 27V v I LET,

ATF9T3 LW TR T A N@HO—FED4HTE Name 7 4 —/L RIZAN LET,

GE) YT7RAIITANBMIT 74NV MAEHEHTEES, bR TWAROANZHEEL £,

RF w74 Destination URL 7 4 —/L RIZ%E5C URL # ASJ LET,

ATFYFS5 GEHMNT A—Z &5 URL IZAHT 25415, Append notification parameters to URL = > 7 7R »
I AA T LET,

RFw 76 Dismissal Method 7> 5 > REZ L OWTINERBINLF9,

* Subscriber browses to the destination URL
¢ The condition that activated the notification no longer holds

¢ Subscriber browses to the dismissal URL

ATy F7 AT > 7 6 T Subscriber browses to the dismissal URL &R L 72 35&8 1%, ToRrEND 7 ¢ —/L RIZfiR
FRURLAA YT 4 v 7V ABLONRNAT LT 4o 7 A ATTLET,

ATy T8 AllowedURL T F X h Ry 7 R, HFAURL Z 11712 1 >FHO AN LET,
ATFYT9 Close #27 Y v 7 LET,

Subscriber Notifications Settings 41 7 12 7R » 7 ARA U E 7,

IR SA/BHIDOEE

Z2FwF1 Console A A *==—75, Configuration > Subscriber Notifications % ER L £,
Subscriber Notifications Settings 41 7 12 7 7R > 7 ANERINET,

AT w72 Notifications ¥ 7 CTHT A7 FAN@HE T Vw7 LET, RTA—ERFRINET,

RTF9 T3 YT RITANEHD/RT A —H % Notification Parameters % 7 Tt L £ 7,

ATF9 T4 Close V> LET,

Subscriber Notifications Settings %1 7 7 7R v 7 ANRFAL £,
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Y TR 54 /ERDHEIER

YT R FA NEHITNOTHHEIBRTE £,
T 74V NBHEIIR Y N — 7 WEEMAHIRT 5 Z LIETEEREA,

AF9F1 Console A1 A==—7/5, Configuration > Subscriber Notifications % R L £ 4,
Subscriber Notifications Settings 41 7 12 77K v 7 ANERINET,

AFwF2 Notifications ¥ 7 TH T A7 T4 @z 2s Y v 7 LET,

ATvT73 X (Delete) %27V v 7 LET,

ATFwT4 YeskHI U v LET,

RATFYF5 Close 7 Vw7 LET,

Subscriber Notifications Settings 21 7 12 7R » 7 AR U E 7,
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VATLEBREDERE
Console TiZ, U TZHHITE2IEIERV AT L NRT A= BHFITEET,
o VAT AOBEREE
o IEXIFIN—T 4 VT REE— ROA X—T M ET 4 E—T ML
s VXA VIVavEYR—FTHTR hanrol A4 173 URL
o BW#EEIEE— F (IBW FHMELNEN T — FORE] [p.9-45] S M)
e FEMiY—ERarvaFal—arFSvar

VARATLE—FOREICOVTOER
o VAT LOEEE—F (p.10-34)
o FERBEIN—T 4 T EHE— R (p.10-34)

SRATLOEEE—F
Console TiX, AT LADEHWEE— REZBRIRTEXE T, ZOMETIE, VAT 208Xy hU—7 |k
T4V BT B EETERLET,

GE) AHANIME oEfET—F (KRB 2ZbVEd, TRV AT L T—FERRDIGE, 2 OO
E—RDOL FL] OF— FB3EHAEINET, =& 20X, HADBEHT, VAT L E— KR
Report-only D354, HHNIL RDR ORI T 21TV ET,

3OOEEE— RIFKRD LIBY TT,
e Full Functionality — Y AT NMEIT 77 4 77BAlExy hI—27 "I 7 4w 7 TEML, L
A— MEEZFEITLET (OFED, RDRZAKLET),

e Report Only — ¥ A7 AIZRDR DERDHEITWET, Xy NT—2 bFT7 4w 7%, 77
7T TRHAEAIIIATINER A,

e Transparent — ¥ A7 AL RDR ZEKET, Xy FU—2 T 7 4 w7127 77 4 7HAIZ#E
HLEEA,

ERFRIL—T 1« VI REE—F
Console 2B IEXMMN—T 4 VI BHE—RE2A XTI LED T o8—T VI LY TEE
T —HHO7a— L— hREWERRIZSCE 77 v h 7 4+ — ARREI N TV EHA. Z0E—
RaA 2= T 5 ENHEOBELZ RIBICH LSS ENTEET, 2L, ZOEF—FEA
Fo—T I L2 A 121%. SCA BB DR DEERENME TE £ A
¢ Flavors
o MY x—H TubrVa=r
o YT R A @A
« UXALIT gy
¢ Flow Signaling RDR
o« TLTUY T4NEY LT
e« VAS NI T 4w T T—FT 47
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vzaFagenez W

o HEWME GERBAL—T 4 VN HEE—RTH—ER ar 74 Xal—TarEERLES
H. T RTCORET 4TIV ZOREEYyYay L—heEyiary L—WRRICICEESN
FT (TRERHEEDET] [p.10-6]) ZZ5M) , T L BERAIXEENICT 1 8—7 1
2720 9,

XTI —T 4 > T HEET — RBA F—T VDA Service Configuration Editor |2 1% (Problems View

HEIZ)F—ER a7 4 Fal—ar b l0F— RTHR— FINAEER T A0 E I 0

BRRINET,

WOREREIZ Y —E R a0 7 4 X2l —2arO—ETIEb Y EHAN., IFdHL—T 4 7458

F— RBA R =T NVOBREICEBEEZITET,

« BTRITANT YT B— FRFF— P ShEEA,

o PETVu—A—T U T— REAF—TNVIZTHERLERNLD 9,

FREOREDIREN N —T ¢ VT — FOREE —BT 20 E I IR RINER A,

Ja kaLsHEE

RN —T 4 T — FRA R—T N> TWAES. 7 u a5 BITE—F o UDP
Ta—%RWTCREOFIETEITINET, H—FHM UDP 7 —0O% — &5 Z L IERAFE
72D T, SCABB (IHA/ N v OSSR —MEFEH LT e harzpELET, 22— T
DHLONROMNLRTIE, BHETR—-FEFEHL T e haropEERAE T,

ERHBIL—T 1« VTP EE—FADYYEZ

ST — R T —ER ar7 4 Xab— g Z2ER L IEFRL—T 4 v 7 58T — NICH 0 &
25D E. IWOIREEIZ 2D 97,

o SHEIZTZL—NIIERAEINERA,

o THIMp 3y —HFEHE— NN FEHINET,

o IERFIN—T 4 VT BEHE— RICUV R THLT =X IZRONEEAN, FHR— b I
BETRTYH—ER ar7 X2l —2ar»bilRTb5FETILSCE 77 v b 74— A
P—bER a7 4 Fal— g EEATEEYA,

EHTFIL—T « VIR E—FDOLDYYER

I —7T 4 T HE-RTH—E R a7 Fab—va a2 ERT 2 L ROIREIZRY
E35

s TRCORET 4T 7 4OFELyvary b—blkyvary b— MIRACIKRESNET,

o FIFNLEN B—FR a7 4 X2 lb— a7 L= NIERENT. P REREITEE
Shi7 L —R_"ZELEEA,

o I x—ZREHE— N, BRORRMA 1A 1 RIOEHE— IR £7,

o XMRE— RNIZEI D B2 THIERFINL—T 4 73T — ROFIRIZRFEFE SN E T, FHIREZEH
FTAHICIE, =R ar 74 Xal—a VERETALERH D F7°,

SRATLOEBEE—FE FROS T— FORE

Console A A ¥ A== —7/5, Configuration > System Settings % 3R L ¥ 7,

System Settings A 7 0 7R v 7 ARERSINET,

[ oL-7205-05-J
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10-24

System Mode Redirection URLs || B I\’ianagement || Advanced Options |

Syskem Operational Mode

Select the system's operational mode For handling the network kraffic:
() Transparent
(%) Report Cinly

) Full Functionality

Fouting Classification Made

Enable Asymmetric Routing Classification Mode in topologies with high
rate of unidirectional Flows, In this mode, the system is better kuned Far
classifying kraffic according to just one side of the Aow, but some control
capabilities are disabled,

[ Enable the Asymmetric Routing Classification Mode

O ] ’ Cancel

210814

ZXFw 72 System Operational Mode 47" 5 RZ L DOWTHNEBERL £,

¢ Transparent
* Report only

¢ Full functionality

ATFYF3 —TF 4 7T — RAZE 3 5213, Enable the Asymmetric Routing Classification Mode 7 =
IRy I A F U ERITATICLET,

AFwT4 OK%HZVvI LET,

System Settings & 4 7 12 7R v 7 ANRA LT ET,
HLWS AT L E— FREPRFESNET,

JEL LIS IV INSA—EDHETE

Rolr—VOHANC L > T, BIR LT 2 hal~DT7 7 EABNESEENLZERHY T, Ry
=DV T AT TANN, TayZ7EZ3NTnWb7a halilrs7vALLEY 58 (& 201F
(=L R $TRTTAROBPERFRER S —E R [T —] T RT TANBT 7R
LEo2ETBE), NI T740v 7 Ta—idh—NiZV XA L7 NEh, VA L7 v a ORI
DNTZED Web X—V THBHENET, ZTD Web =22k, RNobr—2%7 v 77 L— K9
LS ET A TNt cE 4, B2 ERT OIS, EHTV XA L7y ar kY b
xETEET (HAOZO»DT7a—4LDT7 7 a v OERE] [p9-15] ZBM),
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G¥)
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UEA VLT v a it IEEFHL—T 4 7T — KB =T NV OHEIE R — &N EE A,

Console DY X A4 L7 g UHRETIE, IRO3 DD a haLOBZrRPR—KENET,

e HTTP Browsing

e HTTP Streaming

e RTSP Streaming

VEA LV vay By M, 2603 207 e harilzhEnsis Lz X4 v o v a v
AT arP1IOTOEENTVWET, VAT AEIT 74V DOV XA V7 a2y el
FTNR. CAUTHIRCTE S A, RATAODI XA LI ar By FEBINTEET,

KUV HA Vv ay URLICIE, ROT7 +—~ v O URLIEESA, 7 A7 T4 3ID, BLOY—
EAIDBEENTHET,

<URL>?n=<subscriber-ID>&s=<service-ID>

JEAL L4932 URLEY FDIEM

ATwF1

ATwF2

BRTHODI XA LI ary Yy NEBINTEXET,

Console A A > A== —/5, Configuration > System Settings % 5 L £,
System Settings # A 7 2 VR v 7 ANFKREINET,
Redirection URLs ¥ 7% 7 U v 7 L&,

Redirection URL # 7 23BH & £,

10-25
System Settings
,"Sysi:em Mod i direction LR : Ménagemeﬁt' Advanced (f)|;t.i'on's.

Transactions of specific protocols can be blocked by rules and redirected to a
predefined LIRL.,

Specify URL sets to be used in rules to redirect blocked transations:

Mame Redirection LRL

..... HTTP Browsing hktp: fhvawvs, my-http-server, comfredirect cgi
..... HTTP Streaming hktp: ffvaws, my-streaming-server, comfredirect, cgi
..... RTSP Streaming rtsp: v, ry-streaming-server  com/redirect rm

oK ] [ Cancel

210026

[ oL-7205-05-J
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RFwF3  F(Add) 22V v LET,
FIFNLIFDYVEALA L7 a URLEZEZDHLWIE AL ary By ", UEA LI gy

ty b VA MIBMESNET,

10-26

System Settings

| Syskem Mode |; Redirection LR i BYW Management | Advanced Options |

Transactions of specific protocols can be blocked by rules and redirected to a
predefined LIRL.,

Specify URL sets to be used in rules to redirect blocked transations:

Mame Redirection LRL

..... HTTP Browsing hktp: fhvawvs, my-http-server, comfredirect cgi

..... HTTP Streaming hktp: ffvaws, my-streaming-server, comfredirect, cgi
..... RTSP Streaming rtsp v, ry-streaming-server  com/redirect rm
[=J--Redirection Setl
..... HTTP Browsing htkp: f v, my-hkEp-server, com/redirect .cgi

..... HTTP Streaming hktp: f v, my-streaming-server, comfredirect, ogi
----- RTSP Streaniing rtspi v, my-streaming-server . com/redirect rm

oK ] [ Cancel

210027

ATFyT4 HLWIEA LI gy By hO—EDOL4THTZ Name 7 4 —/V RIZAH LET,

G¥) VEA VI ary &y MIT 740 FOARIZHEHATE LT, DT WARTO AT & #ELE
Lij—‘o

RAFYT5 HLWI KA LT a2 &y hO Redirection URL BE/LIZH LVWMEZ A S LET,
AFwT6 OK#%#7 VU v/ LET,

System Settings % 4 7 2 7R v 7 ARA LT ET,
VEAL VI ay =R EAL Vo ary vy b UANMGBIMENET,
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JEALY a2 IRTA—2DEE

Z2FwF1 Console A A *==—7/5, Configuration > System Settings % 2R L £,
System Settings % 4 7 2 7R v 7 ANFRINET,

AF9 72 Redirection URLs ¥ 7% 7 U v 7 LE7,
Redirection URL % 7' 23BH & £ 7,

AFvF3 Redirection URL 7 7 LD URL %7 Y v 7 LET,

AT97F4 FHLOWURLZATLET,

ATYyFS5 OKZZUv7 LET,

System Settings % 1 7 2 7R v 7 ARA T ET,
UEA VI v a VRENPRIFESIVET,

J&AL L% 3> URL v FDHIBR

AFwF1 Console A1 A==—7/5, Configuration > System Settings % R L £ 7,
System Settings A 7 & 7R v 7 ARERINET,

AT Y972 Redirection URLs ¥ 7% 7 U v 7 LET,
Redirection URL # 7 23 & £ 97,

AF9T3 UFA LI vary by b OLRTIEZ Y v LET,

AFwT4  E(Delete) #7V v 7 LET,

Redirection Warning A » & — U NRRFINET,

10-27

3 Redirection Warning

€  Are you sure you want to remove Redirection Set "Redirection Set1™?
-

158939
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[ 0L-7205-05-3



Service Configuration Editor DERL : TOMOF T3> |

N o x57iBFoER

2AFYTS5 YesHZ7 Vw2 LET,

UVEA L7 v aryty MRHIBRSIET,

XFvT6 OK%27VUv 2 LET,

System Settings % 4 7 12 7R v 7 ANRA LT ET,
VEA VI v a VREPRMEINET,

Y —ERX O 74 FXal—YavFIoarvoneEs
MY —E R a7 4 Fal—rary A arTiE, BETHOEVEELRW S RT ARMSY
HEILES, ZOF T a 3 EFE LRI 2R L £9,

DX T a AoV T, ROKRTHHALET,

£102 HWEY—CERavI4sF¥al—ay FanFg

Ja/8F7«

T4 ME

B8

Classification

Classification based on recent classification
history enabled

TRUE

BRI FEA =L THY | LARID k
T4y 7 HRECE > T T =TS
TEOITHEMLET,

ZDAJ =X L TIL, Warez, Skype, Winny2 @
Tu—DRENREINET,

Guruguru detailed inspection mode enabled

FALSE

Guruguru 7' 2 f abid, HARATEERELTWAS
Guruguru 7 7 A VIHFT 7Y o — 2 O H
SHET, SCABB TiE, 2071 ha/Ld55E
I, RO 2 OOEE— FRREENET,

e Default — Guruguru 7 7 1 v 7 BN
ERTFREINDRY NU—2ZIZH L TWE
T BARUSNOT X TOETIRH I BN
<75,

e Detailed — Guruguru ~ 7 7 1 v 7 B—HY
WD enTRENLIRY FT =710
LTWET, HEORY T —27 DHT—HE
T,

Kuro detailed inspection mode enabled

FALSE

Kuro 7' v ks a/uid, BARTHE K L TW5S Kuro
TrANEET T r—varTHEASRET,
SCABB Tix. 27 a2 ha /Loy, kD 2
OOMREET— KRS ET,

e Default —Kuro N7 7 4 v 73D &R
FHENLI Ky FT—ZICELTWET, A
AL DT RTOETIZZ BN K TY,

e Detailed — Kuro 7 7 4 v 7 BR—EMIZ 7
HZEMTRINARXYy NUY—ZIZHE LT
WET, HROFR Yy U —7 OB TR T
T

Jll Cisco Service Control Application for Broadband a—4 HA4F
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HEY—ERavI74Xal—Yay FanRTa EEF)

vzaFagenez W

Jn/RF«

FI74I ME

A

Soribada detailed inspection mode enabled

FALSE

Soribada 7'm k= /LiE, HATEKLLTWD
Soribada 7 7 A WILET TV rr—va U TEH
SN ET, SCABB Tlid, D71 ha/LdO5HH
\Z, RD 2 ODOMREE— Rt E T,

e Default — Soribada ~7 7 4 v 7 BVl Z
ENRTFTHINDEX Y PT—Z L TWE
T, BARUAND TR TOETILZZ N A
/C\“jAO

* Detailed — Soribada F 7 7 1 v 7 BN—ZAIIZ
RAHBIENTRINA XY NTU—Z 20 L
TWET, HEDOR Yy T —27 OB TR
-C\\TO

TCP destination port signatures

1720:H323

ELWSHEHIZAR—F eV MRV ETHLV T =
F ¥ ® TCP 5856 — F &5
BRI EE. o~ TR - 7=HHE T, %EA

IZ <port-number>:<signature-name> & \» 9 I iZ

Liﬁ—o

1 FTRE 72 o 7 = F ¥ 44 1%, H323, Radius Access,
Radius Accounting, DHCP T,

UDP destination port signatures

67:DHCP,
1812:Radius Access.
1645:Radius Access.

1813:Radius Accounting,
1646:Radius Accounting

ELWSHEHIZAR—=F eV "RMRETHHV I =
F ¢ @ UDP %6~ — F &=,
FENMEIX, B~ TCRY-7-IEE T, £HEH

1% <port-number>:<signature-name> & V> 9 I

Li‘g—o

T H FTRE7R v 7 =T v 4 1% H323. Radius Access.
Radius Accounting, DHCP T,

UDP ports for which flow should be opened on
first packet

5060, 5061, 67, 69, 1812,
1813, 1645, 1646, 2427,
27217, 9201, 9200, 123,
1900, 5190, 10000

g7 u—A—72 F— NI E UDP R— T
M2 0, 7 a—DREE Ny Mt 724038
MWA[REIC 72 D £,

UDP source port signatures

1812:Radius Access.
1645:Radius Access.

1813:Radius Accounting,
1646:Radius Accounting

ELWHHEIZAR—F BV MRMNETHLHY T =
F % @ UDP iXELHh— F &5,

BRI, B~ TRE - 72HE T, FHHAE
I% <port-number>:<signature-name> & \» 9 T

Liﬁ—o

i A FTREZR 7 = F v 4 1% H323. Radius Access.

Radius Accounting, DHCP T3,

[ oL-7205-05-J
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#1022 BAY—ERarI74FalL—>ar FanFs =)

pA=VAC P T4 ME A

V-Share detailed inspection mode enabled FALSE V-Share 7 m2 k3L, AARTEKXRLTWD
V-Share 7 7 A WVILET 7V r—3 g T &
NET, SCABB Tid, 2O 7' 1 b /L5,
WD 2 OOEE— R RSN ET,

e Default — V-Share N7 7 ¢ v 7 B2
ENRTHRINDIF Y FT—ZIZEH L TWE
T, BRSO TR TOETIEZ A —EH
<,

* Detailed — V-Share F 7 7 ¢ v 7 B3 —EHIZ
RHTENTREINDLI Ry N =W L
TWES, BROR Y b U =7 DB TN
<7,

Winny detailed inspection mode enabled FALSE Winny P2P 7'u f auik, HATEHE L L TWD

Winny 7 7 A VIEFT 7V r—3 g VA S

ALET, SCABB Tlk, 2071 kL4,

WD 2 S>OEET— KRRt E 9,

e Default — Winny 7 7 4 v 7 372 &
NTFHRINDZRy NT—Z7Z# L THVET,
HARUADO TN TOETE I NN AT
7T

» Detailed — Winny 7 7 ¢ v 7 B3—%B9IZ 72
LHTERTFREINDGFY NT—7 20 LT
WET, BAROR Y NT—7 DIHT—RIUT

7
L7 Filtered Traffic
DHT filter enabled TRUE DHT 7u—%, 7a—®O LAY 78Kk Sn
THRIEB IO 7 AV Z Y o TT 50089 hais
ELET,
Gnutella 2 Networking filter enabled TRUE Gnutella 2 Networking 7 2 —%, 72 —@O LA ¥

7 RHEICESWTHRERS IO T o Z2 ) T
BEMEIMEIRELET,

Gnutella filter enabled TRUE Gnutella 7u—%, 7a—»D LA ¥ 7HMHIZES
WTHREBIO 74 AZ ) TT0E > %
HELET,

L7 filtering enabled TRUE L7 Filtered Traffic #REZ 1 X — 7 MIZT 20 E D
MNEBELET,

LAY T 74 VA S e 7 v —(3 SCA 7
7y b7 d = DTESNROOT, L I,
LAR—=FOWFR BT EE A,

Warez filter enabled TRUE Warez 72 —% . 702 —O LA ¥ 7 HPEIZES
THRHEBIORTZ 4N E ) o TTE50E I ets
EFELET,
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#1022 BHEY—EXRa0T7sF¥alL—Yar TonFs HF)

pA=PA P T4 ME A

Malicious Traffic

Malicious Traffic RDRs enabled TRUE BHE T 747 RDR ZAERT 5008 5 &R
ELET,

Number of seconds between Malicious Traffic |60 WERHRHENSE, BE N7 47 RDR D

RDRs on the same attack EREnET, BENT 7 v 7 RDR IF, WE
< [, 2 —0RE L= RkE CEYININ ERL
SNET,

TCP port that should remain open for 80 BEEINTEZRY NV — I HEBO—THDH T

Subscriber Notification 0—D7 0y 7 ZEINTEETR, ZhicL-T
BEDYT 2T T A NBHANESNDZ LN
HYET,
f8E TCP AR— MI 7wy 7 ST, KE@EMZ
YITATTANTERFETELL IR £,

Policy Check

Ongoing policy check mode enabled TRUE FTTIHWNWTWE 70 —IZR Y o —DEFENE
BFoENEIDERELET,

Time to bypass between policy checks 30 TTIHWNWTWE 70 —IZR Y o —DEFENE
3 2 a3 2 R (PELAD

Quota Management

Grace period before first breach 2 7 F— A HIRER DT & BB % FEAT
T HANCFFES DR (R EAD) o
AU — P —N"TIIZOfMEFEHL, v A
VLYV TRITANIZ I AR TRV
=>7LET,

Length of the time frame for quota replenish |0 T 7 +—F A2 T 2 F LTI 5 e

scatter (minutes) DR,

Time to bypass between policy checks for |30 TTITHWWTWD 7 a0 —I2 7  — X B INE

quota limited flows T DRI 2 R R (AL,

Volume to bypass between policy checks for |0 TTICEWTWA 78 —|2 7 +— X BRI EE

quota limited flows THORNEE T DR KT — R 2—L (A
~HAL)
EEEricTd L, R =— 2 EHIPRICER L
ESrR

Reporting

Media Flow RDRs enabled TRUE AT 47 7a—RDREZAERT D08 5 DT
LET,

Subscriber Accounting RDR enabled FALSE BT AY T A NF4E RDR AT D0 E D 0%

BELET,

Y7 A2 T A @4 RDR (£, SM-ISG A48
FALE9, #EIZ2 W T, [Cisco Service Control
Engine (SCE) Sofiware Configuration Guidel] @
[Managing the SCMP | D& I|Z & % ISG XEE W
LTL7IEEN,

[ oL-7205-05-J
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o MV —E R a7 4 Xal—ar AT a O (p.10-44)
s VAS hNT7 74 w0 T4 T—FT 4V ITREDER (p.10-45)

o VAS ¥ — R F)—TD4FIZEHE (p.10-47)

e VAS bTI 7 4w 0 T T—FT 4T T—TNDFEmR (p.10-48)

e VAS NI 74w TxT—FT 47 T—7/LOHIER (p.10-49)

e VAS bT 7 4wl T T—FT 4T T—TNDENM (p.10-50)

o VAS T—7 L RF A=K DB (p.10-51)

HlY—EXavI74FaL—arvATLaroEE
FIEOH
AF9F1 Console A1 A==—7/5, Configuration > System Settings % #E{ L £ 7,
System Settings % 1 7 1 VR v 7 ANFIORENET,

AFw 72 Advanced Options % 7% 27 U v 7 LE7,

Advanced Options ¥ 7 3B & £97,

10-28

System Mode | Redirection URLs | Bw I\’ianagemen

Advanced service configuration options control the more sophisticated and less
frequently changed attributes of the system,

advanced Service Configuration Options ...

oK ] ’ Cancel

210023

AT w73 Advanced Service Configuration Options %7 V) v 7 L £,

Advanced Service Configuration Options %1 7 2 7' 7R » 7 AR Z £,
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10-29
3¢ Advanced Service Configuration Options x|
Advanced Service Configuration Options
Yiew & edit advanced options
Propert Walue -
=
Classification based on recent classification histary enabled true
Gurugury detailed inspection mode enabled false
Kuro detailed inspection mode enabled false
Soribada detailed inspection mode enabled false
TCP destination port signatures 17200H323
UDF destination port signatures 67:DHCF,1812:R...
UDP ports For which Flow should be opened on first packet 5060,5061,67,6...
UDP source port signatures 1812:Radius Acc, .,
\-Share detailed inspection mode enabled false
‘Winny detailed inspection mode enabled false 1e]
=l L7 Filkered Traffic
DHT filker enabled true
Grutella 2 Metworking filker enabled true
Gnutela filker enabled true
L7 filkering enabled true
Warez filter enabled true
[ Malicious Traffic
Malicious Traffic RDRs enabled true -
< ILI_I
i
N

ATFvT4 BRELS SV arELEELET,
ATFvyTFs5 OK%7VUv2r LET,

Advanced Service Configuration Options %A 7 2 7R > 7 AR LT,
AT a Y ORENRIFENET,

VAS bS5 2499 24T—T4VIHRENER

Value Added Service (VAS) Hh—_~D T 7 4 v T3 T—T 4 V7T, BARESLYT T A7

FGANRDALT Y TANE Y TR EDFEMNT 7 4 7 UBIZANT =% A/— F AT A

(VAS #—) ZEHTEET, 7o —3ABE%ZIZSCE 77 v M7+ —AIZEV SN, SCE 7

Ty b7 —AFT7a—% TOsEICEELET,

TAT—T 4 r7E3nb70—F VTR TAR R r—UBIOT7a— X477 (IP Vv b2

NV EA TR ISR — FER) ISV GRIRENE T,

VAS T 7 4 w7 THT—T 4 TIZIIROHIRZH Y F9°,

e SCE20004xGBE 75 v 7+ —LDHMNVAS NFT7 4 vV T+ T—F 4 T hHFR—FLFE
‘j‘o

e 1ODSCET T v h74—ALT8ETHOVAS Y —_EVR—hrTExET,

o —bER a7 4F¥al—va it KRKRADNT T4 I T V=T 47 T—T %
GODHENTEET,
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e NITUVITHI=T 4T T=TMIE, 64 ETOT =TI NIGA=ZEEHDH T LN

TEET,
© VAS NIT 4w THT—=T 4 7R MM —T 4 T FTEY A - FEnE
A,
S,
GE) VAS NI T4 v T F V=T 4 IHERRITEMEIR DT, VAS T u—(3 7 v — U RHSIE S 5
BINFEHA,
VAS NI 7 4 v I 74 V=T 4 v T EERTHIZIE, SCE 7T v b7 4 — LT VAS h—E A%
ETHMELHY 9, FEIZ D\ TIX, [Cisco Service Control Engine (SCE) Software Configuration
Guidell ® [Value Added Services (VAS) Traffic Forwarding] OF 4B L T 72X,
VAS F374 99 TAT—FT 4T DEHIEL
TI7FNEDOGE. VAS T 7 4 v T4 T —F 4 73 ERHIT>oTWET, VAS M T 74 v
I 7F V=T 4 TIENODTHEENCTHZ LN TEET,
~

GE) VAS NI 74w 0 73 T—FT 4 70F, R —T 4 T HEEE— R CIIAR—bESnEHA,

VAS bS5 2499 T+x7—T 4 VT DERE

ATwF1 Console A A *==—7n5, Configuration > VAS Settings % 3R L £,
VAS Settings %1 7 2 7R v 7 ANFRINET,

A7 w72 Enable Traffic Forwarding to VAS Servers == v 7 Ry 7 A% A N2 LE T,

GE) VAS FI T4 w7 THU=T 4 TE RN —T 4 7T FTIEYA— hEhEt i,
FEXHN—T 4 T 5T — KB A £ — 7 /)LD & X T Enable Traffic Forwarding to VAS Servers
Fxv IRy I AEA AT LE D & LIESEAIX. VASError A vE—UREREINET,

OK%27 Vw7 L, AFv 73 IR ET,

Package Settings % 7 1 778 v 7 2D Advanced % 7 @ VAS Traffic Forwarding Table K v 7% 7
Y URARNBEIRDET (IEERyr—U 473 VORE] [p9-7 #5H),

AFwT3 Clsez7 Vw27 LET,

VAS Settings # A4 7 R 7Ry 7 ANALET,
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VAS bS5 2499 247 —T 1 2T DEMIE

ATFwF1 Console A A *==—7»5, Configuration > VAS Settings % 7R L £,

VAS Settings #4470 7R v 7 ANRFRENET,

10-30

VAS Settings

WAS Server Groups | Traffic #orward-i.ng -T;E-Ih.|85;

~Traffic Forwarding -

[] Enable Traffic Formarding to YAS Servers

Server Groups Table-

The Server Groups Table lists the names of WAS server groups. These names are used in
WS traffic forwarding tables, & WAS server group is a collection of physical WAS servers
that provides the same service as configured in the SCE,

Server Group ID Server Group Mame
Server Group O A
Server Group 1
Servet Group 2
Servet Group 3
Servet Group 4
Servet Group S
Server Group &
Server Group 7

e B O VR G R

<

Close

210051

A5 w72 Enable Traffic Forwarding to VAS Servers = v 7 Ry 7 A% 472 LET,
VAS N7 7 4 v 7 Tx V=T 4 T RENIIRY £,
ATF9F3 Close 27V 7 LET,

VAS Settings # A4 70 7R v 7 ANRELET,

VAS =N T —TDRHEE

SCE 77 v h 74 —ALTlE, 8 ETDVAS ¥ —R 7N —F27n—%RETEET, 77401
DOHh. 8 DDOY—N Z—7 120, [Server Groupn] (n %0~ 7 OfE) & W I ARIBTE ET,
W= TN =IO T WARTETIT T ZE W, T 724001, Package Settings % A 7 7 7
Ry Z AD Advanced ¥ 7D Ra vy X0y URA RN EERR Y —U 77 a3 U Of%E] [p.9-7]
W)  BIXOK NI T4 v T T =T AT T NMCEIN LT =T NT A= D
Server Group 7 4 —/V K (IVAS 7 —7 )L /XT XA —XZ DEFH ] [p.10-51] #5M) ICFEREINET,

AFwF1 Console A A *==—75, Configuration > VAS Settings % 2R L £,

VAS Settings # 4 7 2 7Ry 7 ANRFRINET,
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RAFwF2  Server Groups Table fEHIi DT — 7L T, =N I N—TF L EGevNE2 LTV ) v LET,
ATFwFT3 bR TWVLARTIZEVIZATILET,

AFw T4 LRIEEFETLIZOMDY—R T L—TI1C, 2T v 7 2BL03 2R LET,

10-31

VAS Settings

WAS Server Groups | Traffic Forward-i.ng T;E‘Ih‘|85;

~Traffic Forwarding -

[] Enable Traffic Formarding to YAS Servers

Server Groups Table-

The Server Groups Table lists the names of WAS server groups. These names are used in
WS traffic forwarding tables, & WAS server group is a collection of physical WAS servers
that provides the same service as configured in the SCE,

Server Group ID Server Group Mame
0 |HTTP content Filkering | A
1 Server Group 1 E

MTF filter
Servet Group 3
Servet Group 4
Servet Group S
Server Group &
|Server Group 7 W

e R R

Close

2100449

AFw TS5 Clse 27 Vw27 LET,

VAS Settings A 72 7Ry 7 ANRELET,

VAS b5 2499 2479—T 425 T—TILOERT
SCABB %, SCE 7T v b7 4 —A2%ZBilAT 25 70 —% VAS —/X J)L—FITHRET D008 9 »
ENT T4 I T FT—F 4 TF—T N ESWTHILES, NI T4 v I T T—F 4T
FT—=TNDET N (T—TNRTGA—=E) T, BET7a—% D VAS — 7 )L— 7|z
ETHPNERINET,

AFwF1 Console A1 A==—7/5, Configuration > VAS Settings % ZiR L £ 3,
VAS Settings # 4 7 2 7Ry 7 ANFRINET,
RXFw 72 Traffic Forwarding Tables ¥ 7% 27 U v 7 L£7,

Traffic Forwarding Tables & 7 23 & £ 97,

TRXCDNT T4 I THT—F 47 T—T /DU A L, Traffic Forwarding Tables fEIIZ /R
INET,
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ATFvF3

|"\}}.;§'§ewer"&§5p; Traffic Forwarding Tables_l

vzaFagenez W

NoGT 4T =T 47 T—=TNDIVANDT—TNE I VT L, T—TN RTA—H
ERALET,

NGTA4 I T T =T 4T T—=TNMIERINLTODLTRTOT—T )N RXTA—=ZDY A |k
3. Table Parameters % 7 (ZF RS E T,

10-32

Traffic Forwarding Tables | | Table Parameters |

LT 4 Ikerm Mame: |Gold

L0 Default Table

5 X
L0 Silver
1P Protocal TCPIUDP Port Server Group
TCP Part a0 [HTTP content k...
Al LDF ! [P2F cache

Close

210050

AFY T4 Close z7 Vv LET,

VAS Settings ¥ A 7B 7Ry 7 ANRHFALET,

VAS bS5 7499 24T7—FT 1225 T—TILDOEIK

~
GE)

ATwF1

2—PIMER LT TR TDONTFT T4 v I T T —F 4 F—TAEYIERTEET, 741k
NG T4 T T —F 4 v T T—TNLNEHIET L EITTEERA,

NRolr—VIEHELTWA N T 74w I 753V —T 4 7 T—TNVEHIET A2 LT TEEEA,

Console A A > A== —/5, Configuration > VAS Settings % %R L £,

VAS Settings #4472 7R v 7 ANRF/REINET,

AT w72 Traffic Forwarding Tables ¥ 7% 27 U v 7 L¥7,

Traffic Forwarding Tables # 7 25BH & $£ 47,

[ oL-7205-05-J
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AT 9w F3  Traffic Forwarding Tables Sl D N7 7 4 v 7 74 U —F 4 V7 T—=T VDU A KNP DHLT—T V%5
RLET,

ATy T4 X (Delete) #7 V v LET,

VAS Warning A v —URNERENET,

10-33

3£ VAS Warning

<P Are you sure you want to remove Traffic Forwarding Table "Gold™?

210054

AFYT5 Yesm7Uvwr LET,

BIRLT-T—TADHIBREN., N T 74w 7 75T —F 47 T—TNADY A RNMIERINDRL A
Dij_o

AFwT6 Close 7 Vv LET,

VAS Settings # A4 70 7R v 7 ANELET,

VAS bS5 2499 247—T 1429 T—TILDEM
P—bER AT 4 Fa2lb— a3 NET IFNDN VT T4 I T HT—T 4 T T—T VLA
RENTWET, RRKBDNT T4 v I T3 T —=F 400 T—=T N EEBIZBML, SE&FEh
NoGT7 4750 —=FT 4T T—=TNENERDNRr—DIZE )Y TAHZ ENTEET,

AFwF1 Console A *==—7»5, Configuration > VAS Settings % R L £,
VAS Settings ¥ A 7 BT Ry I ANRFRINET,

AT wF2 Traffic Forwarding Tables ¥ 7% 7 U v 7 L¥1,
Traffic Forwarding Tables ~# 7 23BH & $£ 97,

AT w73 Traffic Forwarding Tables 83T + (Add) %27V v 7 LET,

[Table (n)] (n i1~ 63 DfE) W5 LETOH L7 —T L33, Traffic Forwarding Tables fEIl D k
T4y I TH T =T 4T T—=7NADY R MIBMINET,

T — 7 V4 1%. Table Parameters % 7 @ Item Name 8 v 7 AT b ER S NE T,
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RFYT4 " NTT 40 ITFT—F 4T T—TINDO—EThIYRLTWAET%E Ttem Name 7 4 —/V RIZA
jjl_/i‘a_o

LW T T 4w I T T —F 4 T—TNET —T N RNF A—F&2BINTEET ( [VAS
T—=T ) NT X=X DB [p.10-51] ZEH),

VAS T—TIL NS A—S DER
TN RNTA—=2F PV a b3 XA B TCP/UDP R— b (Y9 554). VAS —
NITN—TFELIP 7 KL ADOHPH T,

NG 74w 7T —F 4 F—TWEEET— T N5 A — X DELSTT,

NoGT 407 T7F T =T 4T T—=TMTE, 64 ETOT—T N NI RA—=REEDHLILNTE
i‘a‘o

VAS F—TIL 185 A —4 DEM

WK 64 DT =T NINTA=B B T T4 I TH T =T 4T T=TMIBMTEET,
ATYF1 Console A A A==—/»5, Configuration > VAS Settings % 3R L 5,

VAS Settings # 4 7R 7Ry 7 ANRKRRFINET,
AT w72 Traffic Forwarding Tables ¥ 7% 7 U v 7 L ¥,

Traffic Forwarding Tables % 7 3B & £,

AT w73 Traffic Forwarding Tables fHID N7 7 4 v 7 74 UV —FT 4 > 7 T—TNADU R NS T—T V&
WLES,

AFw T4 Traffic Parameters ¥ 7 C. * (Add) 27 U v 27 LT,

Table Parameters ¥ 7 DT — T )L )XT7 A —H D) A MI B LWT—T )L RT A= NBINESE7,

GE) FhFROFLWT—T I 8T XA—F 2L, ROT 7V MENEGENET,

IP v k=L =TCP R— k
TCP/UDP R — |k =80
H—3 7 )L—7 = Server Group 0

WKDEZ g TATHEIC, FILWTF—T N NG RA—F 57 Z THRETEXET,
ATFY TS5 Closez27 Y v 7 LET,

VAS Settings A 7B Ry 7 ANRHFALET,
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ATwF1

ATwF2

ATwT3

ATv7T4

~
GE

VAS T—TIL IS A — S DiRE

Console A A > A== —/5, Configuration > VAS Settings %8R L £,

VAS Settings # 4 7 2 7R v 7 ANRFRENET,

Traffic Forwarding Tables ¥ 7% 7 U v 7 L £,

Traffic Forwarding Tables # 7 25BH & $£ 47,

Traffic Forwarding Tables fE D N T 7 4 v 7 T4V —FT 4 T T—T VDY R "D T —T V% i

RLET,

Table Parameters # 7 D7 — 7 /L TRD L D IZEEL 4,

1. IP Protocol T DN E 7V v I L, FRENDKuyFXZ o UXRMGIP 7v hajn

AT BIRLET,

10-34

Table Parameters |

Ttem Mame: | Gold

v XK
| IP Protocal TCPIUDP Port Server Group
|TCP Port HTTP content Filk...

PZF cache

All on TCPIUDP
TCP Port

LIDP Pork

210052

2. All, AllTCP. AllUDP, AllNon TCP/UDP ® 9 HWNTNZ BRI LTZBA1E, T —7 /L DRD
B ZHE) L7 & &, TCP/UDP Port E/LIZ INJA] L FRENET,

3. TCP Port & 721X UDP Port #i®RIR L 7235A1d, TCP/UDP Port 1 7 20BN EX TN Y v 7 L,

N— b ESZANLET,

AN— bk O#i[f| % TCP/UDP Port Z/VIZ AN THZ LT TEEFA, R—FZTEIZHDOT—T L RF

A—=Z BN DR0ERHY 7,

4. ServerGroup # 7 LDENLE 7 Vw7 L, KmaNLd Ky TH T URA b —nN 7 )L—

TeBRLET,
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10-35

Table Parameters |

Item Marme: | Gold |

& K
IF Protacal TCPJUDP Port Server Group
TCP Port 30 HTTP conkert Filt...
Al LUDP MfA HTTP conten.., s

HTTP content filkerir

210053

AFwT5 Clse z27 Vw27 LET,

VAS Settings # A4 70 7R v 7 ANRELET,

VAS TF—TIL 185 A —45 OHIk

ATFwF1 Console A A > *==—7»5, Configuration > VAS Settings % R L £,
VAS Settings #4472 7R v 7 ANRFRENET,

AT w72 Traffic Forwarding Tables ¥ 7% 7 U v 7 L ¥,
Traffic Forwarding Tables »# 7 25BH & $£ 47,

ATwF3  Traffic Forwarding Tables Sk D N7 7 4 v 7 74 U —F 4 L 7 T—T VDU A WL T —T L%k
RLUET,

AT w4 Table Parameters & 7 DT — T )L /XT A—=H DY A RNLT —T )V RT 2A—REFIR L ET,
ATFvFT5 K (Delete) 27V v LET,

BN LT — TN T A= RHIBRES, T—T N T A—=Z DY A MIEREN2L R0 T,
ATF9F6 Close 7V 7 LET,

VAS Settings # A4 70 7R v 7 ANRELET,
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