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8-1 [RDR Settings]
3£ RDR Settings (%]
Transackion Usage RORs Log RDRs Real-Time Subscriber RORs Real-Time Signaling RORs
Usage RDRs Transaction RORs Quokta RDRs

Link Usage RDRs

Link Usage RDRs are generated at fixed inkervals. They report the total usage of a particular service counter
For the entire link.

Generate Link Usage RDRs once every |5 minutes, for each service

Package Jsage RDRs

Package Usage RDRs are generated at fixed inkervals. They repart the total usage of a particular service
counter, generated by all subscribers in a group of packages.

Generate Package Usage RDRs once every |5 minutes, for each service

Subscriber Usage RORs

Subscriber Usage RDRs are generated at fixed intervals. They repart the amount of usage consumed by an
indiwidual subscriber For each service counter,

Generakte Subscriber Usage RDRs once every |10 minutes, for each service

Limit the total rate of Subscriber Usage RDRs to (200 RLOAs per second

Wirtual Links Usage RDRs

wirtual Links Usage RDRs are generated at fixed inkervals, They report the total usage of a particular service
counker, generated by all subscribers in a group of wirtual links,

Generate Virtual Links Usage RDRs once every |5 minutes, for each service

Limit the total rate of Virkual Links Jsage RDRs to |100 RORs per second

@ I a4 H Cancel l
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AFwvF 2 ERLEHXA 7D Usage RDR DR A A X — 7 M T HI121E, %27 5 [Generate Usage RDRs]
Frv IRy AEF T LET,

BIR L7 # A 7 ® Usage RDR Ok %E T « B— 723 5121, #%% 9 % [Generate Usage RDRs]
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FiZ, Z® %A 7® Usage RDR DRI % 5y AL TA S LET,

ATy 4 Subscriber Usage RDR D4k L — k& #3512 1%, [Limit the Total Rate of Subscriber Usage RDRs]
74—V Rz, 1 BRI &5 Subscriber Usage RDR O f K x A L £,

ZF9F 5 [OK]| %2V vs LET,
[RDR Settings] # 4 7 a7 Ry 7 ZARMALET,
Usage RDR £ D7D DH LW EDRIFESNET,
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8-2 [Transaction RDRs] 4 7'
RDR Settings
Log RORs ; Reeal-Time Subscriber RORs Real-fime Signaling RCRs
Usage RDRs Transaction RDRs QuotaRDRs | Transaction Usage RDRs

Transaction RORs

Transaction RDRs represent single network transactions, They can be used to generate statiskical
histograms that help understand what kind of traffic is traversing the network,

Generate Transaction RCRs

Limit the tokal rate of Transaction RDRs to | 100 | RDRs per second

The relative weight of Transaction RDR. rate, for a certain service, determines the relative number
of RDRs per second that will be generated For this service, compared with other services,

| Ensbled = Service Relative Weight

| [  |pefault Service 10]Alf
[#]  |=eneric 10 —|
[¥]  |eneric TCP 10
[#]  |Generic LDP 10
[#]  [E-mai 10
[v]  |mGCP 10
[v]  |Generic IP 10
[v¥]  |Browsing 10} _|
el Inewsaronns. : nl ¥

(o4 ] [ Cancel ]
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e Quota Threshold RDR : /X7 v h DY 7 3 —F N LEVWEE Flal> 2 GAICAER SN ET, S
VAT LTIORDR 227 —XERELTUIL, N7y SBMBT RIS T A7 T4 NT5E
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A SM NHEITLINET,

£-FE Quota RDR DAL A A F—TIVEIIT 4 E—7 ML, ZiILHD RDR DAL — &2 FERTEET,
* Remaining Quota RDR Ti%, £EHREZHREL, ARl — FEHIRTEXET (T A7 T4 0
L DOLGEITARETY),
* Quota Threshold RDR Ti%, LEVWEZRETEET,
77 4 hTlE, Quota RDRIZTRCT 4 & —7 1T,

RDR O AW, 77 4V b Dgide, a7 Y ERa Yy 7 47 74— RIZOW T, [Cisco Service
Control Application for Broadband Reference Guide] DIRDE 7 v a LV E SR LT IZE W,
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e [Remaining Quota RDR |
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ATvF 1 1 O [Classification] ¥ 7 ¢, [Configuration] > [RDR Settings] PIAIZER L E T,
[RDR Settings] ¥4 7 a2 /R v 7 ANREKRINET,

AT7v7 2 [QuotaRDRs]| #7 %7 VUv7 LET,
[Quota RDRs] # 7 3B x £7 (K 8-3),

8-3 [Quota RDRs] # 7
3£ RDR Settings X
Transackion Usage RORs Log RDRs Real-Time Subscriber RORs Real-Time Sionaling RORs
Usage RDRs Transaction RDRs CQuota RDRs

Quota Breach RORs

[] Generate Quata Breach RDRs

Remaining Quota RDRs

|:| Generate Remaining Quata RDRs every minutes

Limnik the kokal rate of Remaining Guota RDRs to RLOAs per second

Quata Threshold RDRs

[] Generate Quata Threshald RDRs when remaining quota is less than KEytes

Quoka Skate Restore RDRs

[]=enerate Guota State Restore RORs

@ I a4 H Cancel l
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AT97 3 Quota Breach RDR D% A X —7 /W F 5121%, [Generate Quota Breach RDRs] 7= v 7 Ry 7 X
EACLET,

AFw7 4 Remaining Quota RDR DA% A F— 7 /1T F 5 I2i%, [Generate Remaining Quota RDRs] F = v 7
Ry I Aed T LET,

AFv7 5 Remaining Quota RDR DA k@4 2 %3 % (21X, [Generate Remaining Quota RDRs] 7 1 —/L KT,
RDR DAk Z 3 AL TAD LET,

X797 6 Remaining Quota RDR D KA M L — b & HIRJ % 121%, [Limit the Total Rate of Remaining Quota
RDRs] 7« —/V RiZ, 1 BIIZA L S 415 Remaining Quota RDR O KfEE AN LET,
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Quota Threshold RDR D% % A x—7 /W23 51Z1%, [Generate Quota Threshold RDRs] F = v 7
Ry 7 A F AT LET,

Quota Threshold RDR ® L W\ Mg % A ¥ 9 %121%, [Generate Quota Threshold RDRs] 7+ — /L RiZ,
Quota Threshold RDR KI5 LEWMEE AN LET,

Quota State Restore RDR D% A x—7 /W23 % 121%, [Generate Quota State Restore RDRs]
Frv IRy AEF N LET,

[OK] %7 U v 7 LET,
[RDR Settings] ¥4 7 a /Ry 7 ANRFALET,
Quota RDR £ D72 DHF LWEREPRIEINE T,

Transaction Usage RDR O E®E A%

8-8

Transaction Usage RDR (%, R L= r—VDOFT_XRCONT oW T gy, v r—vlt
WCBRIR L7 —E RO TAERESIE T, 4 Transaction Usage RDR 121, 1 BlOF v hT—2 +F
YW a  CET AT AR EMENET, 2O RDR #EHTHIE, BEOYH—ERARH TR T
ANOFHEMER R 7 EZER LT R ar_XR—20@&2 EICAATEET,

GE)

N oH 7 a8 D RDR OERRLIWEEZTT) &, AT =< ABRRTTHIL0HY 7,
Transaction Usage RDR DOAEfT, E=FCHIERMLER P — AR LUy F— IR E L TT
FE L TLEZN,

Transaction Usage RDR 24§ 53y /r—VBL UMY —EREZERTEEST, 20Xy r—V
BLOY—ERZO0TE, kD RDR bER S ET,

e HTTP Transaction Usage RDR
¢ RTSP Transaction Usage RDR
*  VoIP Transaction Usage RDR

7 7 4V h Tl&. Transaction Usage RDR 1T S IVEH A,

Media Flow RDR & x—7 /U biZ, [ —ER a7 4 Falb—v gy 77V a VORE]
(P.10-49) THTWET (A F3—TMIZT D&, SIP BLV Skype AT 4+ 7 71 —Dxt4Z Media Flow
RDR BNAEMINET, hzmil, SIPFFa— Lt beT4 a— i EXBTEET),

RDR O HI), T 74/ bOgEsE, av 7y AlnYy s #7 74—L K220 T, [Cisco
Service Control Application for Broadband Reference Guide] DIRDE 7 > a H SR L TLIEI 0,

e [Transaction Usage RDR/

e [HTTP Transaction Usage RDR
o [RTSP Transaction Usage RDR |
* [VoIP Transaction Usage RDR |
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A1 > ® [Classification] ¥ 7 T, [Configuration] > [RDR Settings] ONEIZEIN L F 7,
[RDR Settings] ¥4 7 a2 /R v 7 ANREKRINET,

[Transaction Usage RDRs] # 7% 27V v 7 LET,

[Transaction Usage RDRs] # 7 3B & £4 (X 8-4),

8-4 [Transaction Usage RDRs] 2 7
3 RDR Settings g|
Usane RDRs Transackion RORs Quota RDRs
Transaction Usage RDRs Log RDRs Real-Time Subscriber RDRs Real-Time Signaling RDRs

Transaction lsage RDRs

Transaction Usage RDRs represent single network transactions, They can be used ko generate detailed usage logs
for specific services and subscribers of specific packages,

Generate the Following bypes of Transaction Usage RDRs (TURs):
Generic TUR

[] Pratacoal specific TURs (include protacal specific infarmation)

[] Extended TURs (include extended protocal specific information)

Packages and services for which Transaction Usage RDRs should be generated:

[ Select{Deselect Al
-] Default Package
+-[]IC5) Unknown Subscriber Package

Transaction Usage RDRs can be filkered according to the session's volume

[[] Generate TUR only For sessions exceeding Bytes

Transaction Usage RDRs can be generated at fixed intervals, during long Flows

[[] Enable Interim TUR to be generated every Minutes (from 5 minutes up ko 2880 minutes)

[:‘:7:] [ OF H Cancel ]

158036

RO & A 7D Transaction Usage RDR % 1 DLl LA IZ L THEKRLET,
¢ [Generic TUR]
e [Protocol Specific TURs (include protocol specific information)]

¢ [Extended TURs (include extended protocol specific information)]

[Extended TURs] #4239 % &, [Anonymize - Encrypt Personally Identifiable Information] ¥ =
IRy I APAFR—=T NI ES, T=F2BEACTDITE, ZOF = /Ry 7 Aed I LET,
(E8) @®IR L7287/ — O Transaction Usage RDR O /EK % A F—T /T BI2iE, Ny Fr—v Y
V=R r =V DRI S DT = IRy 7 A4 LET,

Ny r—=UPRERENT, Ryr—Y0F_XTOaryR—xr b —ERAR, §ITOH—E RANE
RENRETERRSNET,
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ATvF 5 Ny —UOER L7 — B A Transaction Usage RDR DA% A X —7 WM LET,
a. MOy r—v0/—RERELET,

b. /57 % Transaction Usage RDR OFH —EADH —E AL DKICHDF = v 7 Ry 7 Ak I
LET,

AFw7T 6 ({£&) Transaction Usage RDR Ozt v a v A XTHIBL £,
a. [Generate TUR only for sessions exceeding] &= v 7R v 7 A& A2 LET,
[Bytes] 7 4 — /v R A X —T W27 ) £7,

b. & v a3 iZxtd % Transaction Usage RDR B D L EVMEL 725, v v a VORIKT A &N
A NEALTANLET,

ATF9FT T (LR BEVwr7e—0kHo, 8O ER 7 Transaction Usage RDR DR %E A 7 — T /T BITIE,
WO TFIEEFEITLET, #@H . Transaction Usage RDR (X7 1 — D& TR T AR SN E T,

a. [Enable Interim TUR to be generated every] = > 7R v 7 A& A NI LET,
[Minutes] 7 o« —/V RI¥A R —T W72 0 £797,
b. %7 o —T#E/ Transaction Usage RDR DA ERIMEZ 23 BAL CAD LET,
ZFyF 8 [OK| %7V v7 LET,
[RDR Settings] #4 7 a7 Ry 7 ZARALET,
Transaction Usage RDR 24k D728 O F L OB ENRTEINE T,

Log RDR OEEAX
Log RDR [, ¥ AT A A~y MIET 2R ERI L £, FEDT 7 v a  ERIXREOZLITIE
CCARIILET. Log RDRIZITKRD 2 BERH Y £7,
e BlockingRDR : hF v ¥ 7 v arvinruy s &hbicicEmEanEd,
e BreachRDR : N7 v MR m— L LEWVMEZBZ D NTAERINET,

| BRI/ &% Log RDR O k¥ % 7E % £, Blocking RDR &/EMT % /< v 7 — 8 L8
PR BRI T £,

F 7 x I MREITERD EBY TT,
e Blocking RDR (ZTRTO/ oy r— TG AERSNET,
e Breach RDR IZHIZAEMR I E T,

GE) 1 BRICARKTHEZ: Log RDR Dt KEE 20 T,

RDR OHW), 774N bOFESE, a7y ElRnY vy 27 74— RO TR, [Cisco
Service Control Application for Broadband Reference Guidel] DIRDE 7 v a 2SR LT E I,

e [Blocking RDR |
* [Quota Breach RDR |

ATy F 1 A O [Classification] # 7 C, [Configuration] > [RDR Settings] PINEIZER L E T,
[RDR Settings] ¥4 7 a2 7Ry 7 ANREKRINET,
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ATYvF 2 [LogRDRs]|#7 %27 Uv7 LET,
[Log RDRs] # 7 3= £4 (X 8-5),

8-5 [Log RDRs] % 7
RDR Settings
|.MsaneRDRs |  TransactonRDRs | QuotaRDRs | Transaction Usage RDRs
. logRORs | Real-Time Subscriber RDRs Real-Time Signaling RDRs
Log RDRs

Log RDRs are generated in response ko specific application actions or state changes. Log RORs
include Blocking RDRs and Breach RORs.

o (>0 |
Lirnit the tatal rate of Log RDRS ko | 20 ! RORs pet second

“Blocking RDRs |

Packages and services For which Blacking RDRs should be generated:

_|:| 4 SelectiDeselect Al
#-[#] 1 Default Package
(- [#]_ 1 Unknown Subscriber Traffic

’ oF ” Cancel ]

274106

ATYv7 3 LogRDR O KAEM L — N & EHE T %I21%, [Limit the Total Rate of Log RDRs] 7 ¢ —/L RIZHHD
V—hEANLET,

ATFyFT 4 BRL7/Ny 7 —U 0 Blocking RDR DA E A 2 —T M TBIZIE, Ny r—Y YU =D~y r—
CHEOBIIHDTF v IRy I ARF I LET,

Royr—=URERSNT, Ryr—Y0FRTOI VR R—F2 b h—EAR, TITOH— b A5
REINTRETERRSINET,

AFyT 5 RNy r—VO#RLI-Y— 2D Blocking RDR D4 ka4 F—7 Vi LET,

a. HOARy r—vo /7 —FaRFALET,

b. BEMNERAET —ERADH —ERADBIIHLT v I/ ARy 7 AE2F I LET,
AFyF 6 [OK]ZEZ7VUvrLET,

[RDR Settings] ¥4 7 a2/ Ry 7 AREALET,

Log RDR D72 DH LWBREDBIRIFSINET,
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Real-Time Subscriber Usage RDR O &4k

Real-Time Subscriber Usage RDR %, 7 27 7 A N &% LR — ~9 5 RDR T, & 3= M
BT, EHP—EAZLILlr DY T AT TANIZOWTEKRENET, b RDR #HT 2
L MBS U T, BIRSNEY T A7 T4 NN ELVFEMIcE=4 CXE7,

F=ARGDY T AT FANEFRT L FEICONTUL, [VTAE A LA THEAREZE=XT5HT A
7T A NDER] (P.13-14) 2B LTSN,

FE £< DY T AF F 43T Real-Time Subscriber Usage RDR DA L NNEEZITH &, T+ —~
VAMETFTHZ E8HY £9, Real-Time Subscriber Usage RDR DAL, £E=4 T2 0EDH
DY T AT TANIREL TA X =T T LT EEN,

Real-Time Subscriber Usage RDR D4Rk % A R —7 NV F 72137 4 &—7 /i L, RDR OAERRINE %%
EL, 1 BEICER SN D RKRBERETEET,

Real-Time Subscriber Usage RDR 5 7 4 /b bR EIIR D £ BV TT,
o ARX—TN (BRENIY TR T A NIZRE)
o BT RITANTLIT AT 1 EERL
o 1 Mo RDR R4 100 (B

RDR O HI, Z7 4/ bOsESE, a7y Efnyy s 27 74—/ FIZOWTIE,
[Cisco Service Control Application for Broadband Reference Guidel @ TReal-Time Subscriber Usage
RDRJ ZZML TS 7ZE0,

ATvF 1 1 O [Classification] # 7 T, [Configuration] > [RDR Settings] PIAIZER L E T,
[RDR Settings] # 4 70 7Ry 7 ARFREINET,

AT7wF 2 [Real-Time Subscriber RDRs] # 7% 7 U v 7 LE T,
[Real-Time Subscriber RDRs] # 7' 230 & 9~ (X 8-6).
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8-6 [Real_Time Subscriber RDRs] 4 7
RDR Settings
Usage RCRs |l Transaction RORs | Cwgka RDRs Transaction Usage RDRs
Log RDRs Real-Time Subscriber RORs Real-Time Signaling RORs

Real-Time Subscriber Usage RORs

Rezal-Time Subscriber Usage RDRs are generated at fixed intervals, They report the amount of
usage consumed by an individual subscriber For each service (which was actually used), to allow
more granular monitoting of selected subscribers.

Generate Real-Time Subscriber Usage RDRs once every .-1 ' minutes, For each service

Limit the kotal rate of Real-Time Subscriber Lisage RDRs ko | 100 RDRs per second

[ oK ” Cancel ]

8
8

AF79 7 3 Real-Time Subscriber Usage RDR DA% A F—7 /W27 5121%, [Generate Real-Time Subscriber
Usage RDRs] F= v 7/ Ry 7 A& F N LET,

ATv7 4 Real-Time Subscriber Usage RDR O /ERL[HIEZ 2 8 9~ %121, [Generate Real-Time Subscriber Usage
RDRs] 7 1+ —/L Fic. RDR O EMERE 5 TAS LET,

AFw 7 5 Real-Time Subscriber Usage RDR O 4% L— b+ ZH#lfE3 % 121%, [Limit the total rate of Real-Time
Subscriber Usage RDRs] 7 1 —/L NIz, 1 BICA K S 415 Real-Time Subscriber Usage RDR D fx K
EEATILET,

Z2FyF 6 [OK| %7V w7 LET,
[RDR Settings] ¥4 7 a2 Ry 7 AREALET,
Real-Time Subscriber Usage RDR £ D72 DOH LWERENRTEINE T,

Real-Time Signaling RDR O E&®E A%

Real-Time Signaling RDR (37 2 — DRI & & TR, 7 r —BHH OB EMBERE., BEIO0xRy hU—
7 BBEORRAARE L KT RHCAR S ET, ZORDR i+ 5&, SCE 77 v 74— A THRIEESH
TeA Ry ML UMY AT AIC@E L, Ry NT—ZBIETY TAZ A JIXHET D 2 &R AERIC
R0 ET,

Real-Time Signaling RDR (ZiX, KD 2 DD NV—T3H Y £7,

Cisco Service Control Application for Broadband 1—4* i1 F
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¢ Flow Signaling RDR :
— Flow Start Signaling RDR
— Flow Stop Signaling RDR
— Flow Interim Signaling RDR
e Attack Signaling RDR :
— Attack Start Signaling RDR
— Attack Stop Signaling RDR
BIRLIERy = 3Ry =V T EITER L2 — A2kt LT, Flow Signaling RDR D4
REA F—T NI LD T 4 B—7 M2 LY T& £ 7, Flow Interim Signaling RDR 4 il [ % 5%

FETZF7, Z® RDR (%, Flow Start and Flow Stop Signaling RDR 23 A X —7 /Ll > TV HHEIT
RTAERINET,

BN L7z 7 — 2% LT Attack Signaling RDR DA OD A F—T NV T 4w —T N EYVEZD
TERTEET,

GE) Malicious Traffic Periodic RDR @A x—7 )V LR EE, BV —E A a7 4 FXFalb—var 47
va roOfE] (P.10-49) TITWET,

RDR O HI, T7 4/ bOsse, av 7> Elnyy s, 27 74—/ FIZOWTHE,
[Cisco Service Control Application for Broadband Reference Guidel ODIRDOt 7 > a v & B LT
S,

» [Flow Start RDR
e [Flow End RDR |
e [Ongoing Flow RDR |
» [Attack Start RDR
» [Attack End RDR
77 # /v h ClE, Real-Time Signaling RDR 13 SN EH A,

ATYvF 1 1 O [Classification] # 7 T, [Configuration] > [RDR Settings] PINEIZEIR L E T,
[RDR Settings] # 4 70 7R v 7 ARERINET,

X797 2 [Real-Time Signaling RDRs] # 7 &4 12 LET,
[Real-Time Signaling RDRs] # 7 3B & £3 (X 8-7).
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8-7 [Real-Time Signaling RDRs] %# 7
RDR Settings
Usage RCRs Transaction RORs CQuotaRDRs | Transaction Usage RDRs
LogRORs || Real-Time Subscriber RORs Real-Time Signaling RCRs

Real-Time Signaling

Rezal-Time Signaling RORs are generated at the beginning and end of a flow, at specified intervals
during the flow's life cycle, or at the beginning and end of a network, attack,

These RDRs signal events detected by the SCE to external systems (such as PCMM compliant
systems), to enable real-time actions across the nebwork,

Flaws Signaling | attack Signaling |

[] Enable Flow Start and Flaw Stop Signaling RDR S

Packages and services For which to generate Realtime Signaling RDRs:
[] 4 selectjDeselect Al

| [ Defaul: Package

B[] ) Unknown Subscriber Traffic

[ oK ” Cancel ]

274108

Flow Start and Flow Stop Signaling RDR D4k % A *— 7 /L2 7 5121k, [Enable Flow Start and Flow
Stop Signaling RDRs] F= v 7Ry 7 A% A I LET,

B N A8 72 > T\ 534 Flow Start and Flow Stop Signaling RDR O AERIZH AR — k &4
TR A, HFRSERENT/R > T 5 & &2 [Enable Flow Start and Flow Stop Signaling RDRs]
Fxv IRy AEAF AL LD L35 L, [RDR Settings Error] A v —URERINFET,

[OK]Z7 Vv 27 L, AT v 7 8IZHEATITESV,

[Enable Flow Interim Signaling RDRs] = v 7 7R v 7 ANA x—T W20 £3,

Flow Interim Signaling RDR ®/Efk % A r—7 /W23 % 121%, [Enable Flow Interim Signaling RDRs]
Frv IRy AEF T LET,

[Enable Flow Interim Signaling RDRs] 7 4 —/L R A 2 —T /Ul 0 £,

Flow Interim Signaling RDR D4 LI Z 2 ® 4 2 121%, [Enable Flow Interim Signaling RDRs]

7 4 —/L FIiZ, RDR OERMIEZ S HEATAS LET,

BR L7278y 77— ® Flow Interim Signaling RDR Ok % A 2 —T7 WM T D12, Ny r—v Y
V=D r =V ORI H DT =y IRy 7 A d A LET,

Ny —IUNREHENT, NoFr—Y0FT_RTOayR—Rr b —ERAR, TXTOY—E AN %
REINTRETRRINET,

| oL-21064-01-J
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ATYF T Ny —UOER LY — B AD Flow Interim Signaling RDR DAk % A X — 7 /W T HIiE, KD
FIEZETLET,

a. HHORyr—yo /) — REREHLET,
b. HWERDFY—EADI—EALDRIIDH LT = v IRy 7 A4 I LET,
ATw7 8 Attack Signaling RDR DA l%E A 2 —T7 M DIT1E, ROFIEEZFETLET,

a. [Real-Time Signaling RDRs] # 7 M A7 ¢ T, [Attack Signaling] #7427 U v 27 LE ¢
(14 8-8),

8-8 [Attack Signaling] 4 7'

| Flot_f-.l Sigl_ﬂfaling_
[ Enable Attack Start and Attack Stop Signaling RDRs
Packages for which to generate Attack Signaling RDRs:

[ efault Package
[ Urknown Subscriber Traffic

158933

b. [Enable Attack Start and Attack Stop Signaling RDRs] ¥ = v 7R v 7 A& A T LET,

ATwFT 9 BRL7Z/Ny 7 —T 0 Attack Signaling RDR DA E A F—7 W T DI2iE, Ny r—Y UA D
Ry =V ORI HLTF =y 7Ry I AeF NI LET,

A7TvF 10 [OK] %7V v/ LET,
[RDR Settings] A4 7 a2 Ry 7 ANREALET,
Real-Time Signaling RDR £ D72 O LW EDNRIEINE T,
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