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# Anomaly Detection Settings @

Create and edit malicious traffic profiles using the anomaly detection module

The Scan/Sweep detection module detects anomalies in connections generated by a single IP (o
either a single or many IPs).

Add, remove and set the order of the detectors.
Detectors are checked from the bottom up and
the first match triggers detection.

The Default Detector is checked last.

ELJ Scan/Sweep Default Detector
- M4 Dos
¥4 Dos Default Detector

- ¥J DDos |

¥ DDoS Default Detector

=]

Cancel |
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s T 4T U XD (p3-3)

o MHLIWEDORE (p3-4)

o XHITIEDRRE (p.3-5)

e TIANNDT 4T 74 (p.3-6)
o« BMOT 4775 (p3-6)
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TATIEBERBOE 1 LSVE, T T AT TANRERY NKTU—T D200V T HT7IYRHY F
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TCP A— k23, 25, 110 (BEXWMEEDHEINZTCP FA—F) TEDOHRA MEHEHOBER L —
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3 Anomaly Detection Settings

Create and edit malicious traffic profiles using the anomaly detection module
The Scan/Sweep detection module detects anomalies in connections generated by a single IP {to either a single or many IPs).
Such an anomaly typically indicates an IP sweep (typical worm behavior) a port scan (hacker activity) or partidpation in a DoS attack.
Add, remove and set the order of the detectors,
Detectors are checked from the bottom up and
the first match triggers detection.
The Default Detector is checked last.
4
Mame: |
= M4 Scan/Sweep
'LJ ScanfSweep Default Detector
=M DoS r
¥§ Dos Default Detector [
- ¥ DDos
¥ DDoS Default Detector
-
|
-
|
[=]
Initiating Side Session Rate | Suspected Se... | Suspected Se... | Alert User | Motify Subscriber | Block Attack |
=] Netwark
TCP 1000 250 50 Disable Disable Disable
TCP Specific Ports 1000 250 50 Disable Disable Disable
uopP 1000 250 50 Disable Disable Disable
UDP Specific Ports 1000 250 50 Disable Disable Disable
ICMP 500 125 50 Disable Disable Disable
Other 500 125 50 Disable Disable Disable
-] Subscriber
TCP 1000 250 50 Disable Disable Disable
TCP Specific Ports 1000 250 50 Disable Dizable Disable
upp 1000 250 50 Disable Disable Disable
UDP Specific Ports 1000 250 50 Disable Disable Disable
ICMP 500 125 50 Disable Cisable Disable b
o
OK. | Cancel | %
I3t}
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722X, TCPEFEDOE Yy a2 L—FELTHE 1000 2% ET DL, (EEOFR—F ET) &
AN BH1000TCP v a v /oL — s mHESNEEAIC, BER N T—3nET,

e RFEEvIaryl—h—FFkEyviary L—rLEXWMHE (REEYa v /) 25R0LE
T, TOLEIWMEZBXD &, BEEBMEANS N V—3nE T,
REEv Yy a0, WMUICHS SR> TCP v ar, ST
(UDP/ICMP/ = Dfh) ¥t v > a v T1,
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72E 2. TCP BEDOARFEE v a v/ e LTHE 1000 2R ETH L, (EEOR— K LET)
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NHYFET,
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# Anomaly Detector Creation Wizard

Anomaly Detection Thresholds

Define attack detection thresholds, or use the Default Detector's
values

Malicious Traffic Detection Thresholds
[ Use the Default Detector's settings

An anomaly will be detected once flow rate exceeds this threshold.

Flow Open Rate (flows/fsec) | 1000

An anomaly will be detected once suspected flow rate exceeds threshold AND
suspected flows ratio exceeds threshold.

Suspected Flows Rate (flowsfzec) | 500

Ratio of Suspected Flaw Rate (%) | 50

< Back Next > | Einish | Cancel
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JNIBENEFRET HIZ1X, Configuration A = = —7>5 Subscriber Notifications Z 3R L, & 5T
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# Anomaly Detector Creation Wizard

Anomaly Detection Action Settings

Choose the actions to perform upon detecting malicdous
attack

Block
Block malidous traffic

7 Use the Default Detector's settings ¢ Enable (% Disable
Alert

Generate an SNMP trap

" Use the Default Detector's settings { Enable * Disable
Motify Subscriber

Motify the subscriber through browser redirect

™ Use the Default Detector's settings

< Back | Einish | Cancel
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2 Anomaly Detector Creation Wizard

Anomaly Detection Thresholds

Define attack detection thresholds, or use the Default Detector's
values

Malicious Traffic Detection Thresholds
[« ise the Default Detector's settings:

An anomaly will be detected once flow rate exceeds this threshold.

Flow Open Rate (flows/fsec) |

An anomaly will be detected once suspected flow rate exceeds threshold AND
suspected flows ratio exceeds threshold.

Suspected Flows Rate (flowsfzec) |

Ratio of Suspected Flow Rate (%) |

< Back Next > | Einish | Cancel
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2UCH an anomaly INdIcaces nac an LF 1= under an a0

Add, remove and set the order of the detectars,
Detectors are checked from the bottom up and
the first match triggers detection.

The Default Detector is checked last,

4 e K

=B ScaniSweep
- ¥4 ScanjSweep Default Detactor
=-Mg Dos
- DoS Defaulk Detector
=¥y DDos
- Bd DDos Defaulk Detector
E[J DhS Servers

SMTP Servers

210230
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3 Anomaly Detection Settings

Create and edit malicious traffic profiles using the anomaly detection module
The Scan/Sweep detection module detects anomalies in connections generated by a single IP {to either a single or many IPs).
Such an anomaly typically indicates an IP sweep (typical worm behavior) a port scan (hacker activity) or partidpation in a DoS attack.
Add, remove and set the order of the detectors,
Detectors are checked from the bottom up and
the first match triggers detection.
The Default Detector is checked last.
4
Mame: |
= M4 Scan/Sweep
5
- Mg Dos
+- My Dos Default Detector |
- ¥l DDos
+- My DDoS Default Detector
H DNS Servers [
¥ SMTP Servers |
-
|
[=]
Initiating Side Session Rate | Suspected Se,.. | Suspected Se,,, | Alert User | Motify Subscriber | Block Attack |
=] Netwark
TCP 1000 250 50 Disable Disable Disable
TCP Specific Ports 1000 250 50 Disable Disable Disable
uopP 1000 250 50 Disable Disable Disable
UDP Specific Ports 1000 250 50 Disable Disable Disable
ICMP 500 125 50 Disable Disable Disable
Other 500 125 50 Disable Disable Disable
-] Subscriber
TCP 1000 250 50 Disable Disable Disable
TCP Specific Ports 1000 250 50 Disable Disable Disable
UDP 1000 250 50 Disable Disable Disable T
UDP Spedific Ports 1000 250 50 Disable Disable Disable
ICMP 500 125 50 Disable Disable Cisable b
=
OK. | Cancel | %
I3t}
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Ni-REERLET,
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ZIE, BR— k23, 25, 80, 110, BELYEE D TCP R— MIxt+ 2EMFF L — NI, 20
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o TCPEAH —HED TCP R —F FOFRA Mkt 286 L — FORTE AR LET, 7-& 2
1L, R—F 80 EDFRA MIKkT 284l — MIZDONL— LD~ v F oI5ty Rk,
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ZOMOE % D UDP R— bk EDORA MIxtT 58k — b~y F o IR0 9,
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Create and edit malicious traffic profiles using the anomaly detection module
The DDoS detection module detects anomalies in connections targeted at a single IP (and generated by either a single or multiple IPs).
Such an anomaly indicates that an IP is under an attack.
Add, remove and set the order of the detectors,
Detectors are checked from the bottom up and
the first match triggers detection.
The Default Detector is checked last.
4
Mame: |
= M4 Scan/Sweep
¥ EIJ Scan/Sweep Default Detector
- Mg Dos
+- My Dos Default Detector |
- ¥ DDos
o
H DNS Servers [
¥ SMTP Servers |
-
|
=]
Attacked Side Session Rate | Suspected Se... | Suspected Se... | AlertUser | Notify Subscriber | Block Attack |
=] Netwaork
TCP 1000 250 50 Disable Disable Disable
TCP Specific Ports 1000 250 50 Disable Disable Disable
uopP 1000 250 50 Disable Disable Disable
UDP Specific Ports 1000 250 50 Disable Disable Disable
ICMP 500 125 50 Disable Disable Disable
Other 500 125 50 Disable Disable Disable
-] Subscriber
TCP 1000 250 50 Disable Disable Disable
TCP Specific Ports 1000 250 50 Disable Dizable Disable
UDP 1000 250 50 Disable Disable Disable T
UDP Spedific Ports 1000 250 50 Disable Disable Disable
ICMP 500 125 50 Disable Cisable Disable b
B
OK. | Cancel | %
I3t}
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IHlz, Ry vary Lb— EREL MATREEGILRENHWGAIT, —HFOR A MR E %
WL TWLZ 2 L VHMBIIRL TWET,

IDFEVa—VE, 1 #HOFA MEHOERL— 2T =X LET, E=XHRITIT, DoS K L
DDoS WEBNREENFT, 72770, HEOFRRA FPSEFA NEHEL TWALEARHY ., ZDF
D a—/UEFED L S REEAPRMICHEE L2V 2, DoS B & DDoS WEIZXK A K EH A

TAT I EBEDOE L L-IUE, YT AT TANRNER Y NT—=I D20 THT AV RHY %
Fo YTRATTANRYTATIAVIE, YT AT TA N K= MUZHD IP 7 FLApLRHS
BBZ2RLET, Xy U= 707 3VE, Xy V=27 K= MUZH D IP T LA
ez L E£7,

INOOHT AT AV B LT, AN —FETH TR TA MUETZIZFR Yy BT — 27 65
TORFEITHLTE T,

F_RL—ZF, O LWKENSY TR T A RNER#ETHZ EERFdT 507, 2y hU—27 1l
DT IV TAET LIZONWTEIINZEBELRZ2WEERH Y 9, Ziud, KEZZ T T0HELT
o THHEEINTZT T AT A NRNOIEROT 77 4 BT 4121, WBOEBEN NS TT,

BT HFITVIE, ILIZKRO 45OV T HF IV ICHMEISET,

o TCP— 3T _XTDTCPSEER—F LD 1HOKRZ FEOEMEF L — FORELZRLUET, R—
k23, 25, 80. 110, BIOZFDMDOTNTD TCP R— bk LD 1 fHOFR A MOER R L —
MI, ZONL—NDO~vF U ITRGE LR FT,

o TCPHA —HED TCP 5% R— bk LD I OB A MO L — FOREZRLES, 2L
ZIE, A—1 80 Lo 1 flOFA FHOERL — MIZDONL—ND~ T TRtR L7720 [H
BEIZ, ZDOMOE %2 D TCP A — F EO 1 {HOF A MHOBSFEL — b~y F o IRtz F
j—o

o UDP — 4 _XT® UDP %6%eR— bk LD 1 fHOKR A MEHOEEFEL — FORFEZRLUET,
AR— k53, 445, BLOZEDOMDTRTO UDP F— k LD 1 fHOF A M OELHEEL — K
. ZON—NDvyTF L TxtGlien £,

o UDP[EA — ¥ED UDP 5% R— k LD 1 EOFR A MO L — FORFEARLET, I2&
ZIE. R—F53 EO1THOFX NEOBGEL — MIZONL—LO~yF o Ixtgln ., [
EIC, 2Ol 2@ UDP A—k FED 1 fOFRZ MEOEEFEL — b~ v F o %5027
i ﬁ—o

DoS #HIZIZ, ICMP # T TV BLOZOMO LT TV ILH Y FHA, ZHiE, ZNT57a b
NEMBHT S L EOKRA MO ZHEICXTE 2005 TT,
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3 Anomaly Detection Settings

Create and edit malicious traffic profiles using the anomaly detection module
The DoS detection module detects anomalies in connections between two IPs,
Such an anomaly typically indicates that one IP is generating a DoS attack on the other one.
Add, remove and set the order of the detectors,
Detectors are checked from the bottom up and
the first match triggers detection.
The Default Detector is checked last.
4
Mame: |
= M4 Scan/Sweep
¥ E;J Scan/Sweep Default Detector
- Mg Dos
™00 pefotDetector |
- ¥l DDos
+- My DDoS Default Detector
H DNS Servers [
¥ SMTP Servers |
-
|
=
Initiating Side Session Rate | Suspected Se... | Suspected Se... | Alert User | Motify Subscriber | Block Attack
=] Netwark
TCP 100 50 50 Digable Dizable Disable
TCP Spedific Ports 100 50 50 Disable Disable Disable
uop 100 50 50 Disable Disable Disable
UDP Specific Ports 100 50 50 Disable Disable Disable
-] Subscriber
TCP 100 50 50 Disable Disable Disable
TCP Specific Ports 100 50 50 Disable Disable Disable
upp 100 50 50 Disable Disable Disable
UDP Spedific Ports 100 50 50 Disable Disable Disable
o
oK | Cancel | %
o
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— _— -
BEFIJavIODEZ=ZRYVY

AX X | AL —TEBLODDoS FY a—VEFEH L TRINSNIZ NT 7 0 v 7 BEICET 2%
I%. SCE Raw Data Record (RDR) %1 L Ti%{g &41, Collection Manager Database (ZF&#H S AL E T,
ZOHREMBEHLT, *y NU—7BROMEE, FrLWEBOBRE, B3 XOBERFRA MELITY
TR TANOBHEFITTEET,
BRI, By ar b= R LEWVEDBERIZEDSNTND 72D, FHERRICT — X2 _N— R TR &
ATWAERIT, BHELEVVEDOE Y MZXoTHRARD £7°,
7o X, LEVWED 100 By v ay / BICREISNIE VAT ACOWTERINTZAF v/ A
A—F LAR—FE, LEVWEN 1000 Ty gy / BICHRESNTZY AT IOV TERENT L
A=t EOMTIEBEZEREN (AR RN R B) BRAONLZERHVET (T T 4 >
7 RE— AW T DY AT ATR—TH D Z LA,
BELNT 747 2 W->TNDLR— MIZEH Y £7,
AR MEM) AR TLAR— b

* Top Scanned or Attacked ports

* Global Scan or Attack Rate

¢ Global DoS Rate

¢ Infected Sbscribers

¢ DoS Attacked Subscribers
BBNOYH T 27 T A4 NREFFARAR PO LFR— b

* Top Scanning or Aattacking hosts

* Top Scanning or Attacking Subscribers
* Top Attacked hosts

* Top Attacked Subscribers

Cisco SCE 75 v b I+ —LEFRALEY—FER X2 YT 4IZBATET7IVr—a>y /—F
m. OL-10610-02-J |



| £3& EREAR—IDO#EH

EZrSTqvonE=4y>y A

Top Scanned or Attacked Ports

Top Scanned or Attacked ports L'A"— ~E, SCE 77 » N7 4+ —AIC Ko TREDHR— L TR S
NHOAA =T |HET 7T 4 T 42T DL a— RESHTHET,

LR— NI, S TD27 774 ET A BPREENTER— DB, 7774 T 4 BOZW ELO
R—hE2RLET, ZHIE, V=2, Ry b, BEONY I —ORBIRE 2> TODBIED T
5] A= bFERTERONAS V=X R0 ET,

LRy hT—27 U—LARNMRAT DL, B, FFER— hOAA —TENEMNT 5 L5 BN
BRonEdT, COVR— 2L TRy NUV—2 %L CE=F 5221280, AL —X
ER— N EOBEERT 7 F 4 EF 4 OBEOENMIZESWNT, HTLn gy NU— 7 EBOREE R
TEET,

3-10 Top Scanned or Attacked Ports L'/R—

Top Scanned or Attacked ports
Time Span: 2006-04-06 16:05:31 - 2006-04-09 16:05:31

1,800,000

1,600,000

1,400,000

1,200,000

1,000,000

800,000

Malicious_sessions

600,000

400,000

200,000

1]

H 6348
O 6346
O sso1
O 27303
O 32901
E 28293
@ 7366
O 61645
O 11469
O 59395
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Global Scan/Attack Rate

Global Scan or Attack Rate 'R — M, SCE 7T v N7 4 —AIZ L TR EN A A A —7 | BT
ITAET AT AL a—RIZESWTEY, BFEDR— MIRESNEEA,

LaR— NI, BRI r— L 2%y | WL — 270 FarjlicsE L ORLET, L
R—MI, ZAFY L DFANRY TR FA M0, £y hT—I oD LTI 4V E
TEFET,

Iy N —27 U—LANEETHE, B, AXY L TI7T4ET A DRMPERONEST, ZDOL
A— MIZORBIESL B E T,

311  Global Scan or Attack Rate L#R— k

Global Scan or Attack Rate
Time Span: 2006-04-06 16:04:39 - 2006-04-09 16:04:39

1,600

— TCP

— uDp
1,400 —

IcCHMP

1,200 —

1,000 -

800 —

Sessions per Sec

600 —

400 —

200 4
N

hl.ﬂmu.':l.'.u-u'. Al | ||‘|||l. l. LY L | | |

07-04-2006 04:00 08-04-2006 04:00 09-04-2006 04:00
Date and Time
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Global DoS Rate

Global DoS Rate L' R— MFE.SCE 7T v N 74— AL 5 THREENS DDoS 77 7 4 5 41T
THLa— RZESNTEY, BEDOKR— MIRESNERTA,

ZOLAR—MI, BREHIZZ o — L DoS L— &7 ha Bl sEL ORLET, LAR—F
1. BEEEO TN Y T AT T A NN D> THNDD, £y hT—Z 12> TWnENT L -
TT7A4NETEET,

312 Global DoS Rate L#R— k

Global DoS Rate
Time Span: 2006-04-06 16:04:44 - 2006-04-09 16:04:44
4,500
E upp
1 B 1cp
4,000
1 O 1cMp
3,500 —
3,000 —
. =}
W 2,500
5 ]
g ]
2,000
& ]
2 e R, O, ol VATV AT e VT TV T T e %
07-04-2006 000 08-04-2006 04:00 09-04-2006 04:00 o
Date and Time by
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Infected Subscribers

Infected Subscribers L' " — MME.SCE 7T v F 74— Al Lo THHEINDI A YV /| HET 7T 4
ET 42T AL a— RIZESHTEY, FFEOR— MIBEEINEE A,

LaR— Mi&, R (1 BFEEALD) o s & BIERE LT T A7 T4 N0 ERMb Y £3, &
OIE, HBORRHNICEE T 7 0 v 7 2R LT E RSN TR T4 Ro¥ER LE
. TERY) 13, FTRAIFTA N KA LOBEET—Y 2 MokoThT 7 4 v 7 RERENS

ZEMHHEE 2o TWVET,

FHLWT—LMZATHE, BH., R LT TR TARNEOAHN N F—SnEd, D7
D, TOLER—NMNI. ZOT VT4 T4 2 ET=F Y TR ELEFRE L THEHATEET,

3-13 Infected Subscribers L'7R— b

Infected Subscribers
Time Span: 2006-04-06 16:05:09 - 2006-04-09 16:05:09
40
— Infected_Subscriber
4 '\'1
35 1)
I
] I
30 7 [ |
|
o B !
A f |
g {1
£ ] /1 N [t
7 20+ 1 A f= 1
= f [ N A '
M ! 'Yy [} | A |
2 11 [ ] il i |
TR ol | S | il | A |
S I BT I\ [ |
Al [ | [ II [ | | | I."lI | II |
| { | | I T |I | [
A A . 'Y /
10 — |I IIIII | 'I i | 1 I'|I|I .II fl ,-"I
1) 1l | Fd
WA A I | A | . |4 =
gl | £l i ) I\ WA yi
| / ! B Lo
! — _\\_/\, v '\_/
1] T T T %
07-04-2006 04:00 08-04-2006 04:00 09-04-2006 04:00 g
Date and Time bt
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Top Scanning or Attacking Hosts

Top Scanning or Attacking hosts L'"— MMI,SCE 77 v b7 4 — AL L > THRHSND A F v > /K
BT 7T 4T 4IClT L a— RIZEDSNTEY, FFEDOR— MIBRBEINEE A,

UAR— ME, FBE L7HIRIO TopN DAF v =2 7 R A METITHERA MR L, YT RAT T4
NEFFRy N3], BIOTa ha ey 4 v TEET,

3-14 Top Scanning or Attacking Hosts L'7R—

Top Scanning or Attacking hosts
Time Span: 2006-04-06 16:04:57 - 2006-04-09 16:04:57

= 208112

Jagn.oa0 I fe208.112

e, 1.34
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3,000,000 e
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N 723121
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Top Scanning/Attacking Subscrivers

Top Scanning or Attacking Subscribers L' 7R — ~E, SCE 7'Z v R 7 #—AlIZ Lo THHI SN A XA ¥ ¥
VIBBT VT4 BT 4T AL a— RICESWTED, FEOFR— MIREINERA,

ZOVR—MI FBESNZHBEO TopN DAF vy =0 7 BT R FA NERFHES T 27 T4
NRERL, 7a barjlicrz o w2 cEEd,

I, ZOXI VLR = MIREND NA T A7 T A%, 4RifT& ) BT A7 T4 020%
BT EEITEETIP T FLADAF =7 f Y 7IRINT B AF v v (BN T T 4 v 7 OEF
"C“‘g—o

3-15 Top Scanning or Attacking Subscribers L7/R— k

Top Scanning or Attacking Subscribers
Time Span: 2006-04-06 16:05:25 - 2006-04-09 16:05:25
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Top DoS Attacked Hosts

Top DoS Attacked hosts L' A" — hE, SCE 77 v b7 4 —AIZ XL > THRIHE# % DDoS 727 7 4 &
TAIETHLa— RICESNWTED | FFEOR— MIREINEE A,

ZOVLAR—ME, HBELEZHMO TopN OB NTHRA MERL, YT A7 T4 FFTRy B
T—7R]l, BIOTa ha BT 4 V2 TEET,

3-16 Top DoS Attacked Hosts L/ R— k

Top DoS Attacked hosts
Time Span: 2006-04-06 16:05:02 - 2006-04-09 16:05:03

= #50.35.194
= .1.119
71754796

5150.112.103
(sl 550.33.248
= =50.146.32
= %,0.169
15481

& 50.24.85

omoem 72,35

DEEECEOCOES|

Malicious_sessions

210242

Hosts

Cisco SCE 75 v b I+ —LZEMALIHY—ER X YT« ICEATE7FYr—a> /—+
I oL-10610-02-J .m



$F3F BEER-R0#H |

N =5rS5osv90E=2Y>Y

Top DoS Attacked Subscribers

Top DoS Attacked Subscribers L'7"— NME.SCE 77 v b 7+ — LI Lo TR ES415 DDoS 7 7 7
BT AT v a— FIZESNTEY  FFEDOR— MIRESNLEE A,

ZOLAR— ME, R (1 FFEEBALD) ORIBIZHEWEBINTET T A7 A N0 ERLET, =
DL, M RO B 2 Z 7= RSNy T R T4 O EFRLET, LiR— M,
e a4 NE TR L TXET,

317 Top DoS Attacked Subscribers L7 R— k

Top DoS Attacked Subscribers
Time Span: 2006-04-06 16:05:20 - 2006-04-09 16:05:20

W ow E9.35.194@24
500,000 B = = 1.119@24

| R EY KT
|E I e 11210324
— B & wow.33.248@24
EH pwem,146.32@29
O w= = p.169@24
Opp™ee1E24
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