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_L!lswnecb’_w.-.lspend R
[] Atz Liprdale [ User Comitrofabie

R, Saoure 10 Inbegration [ sar Coraroluble

|
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|

2

:
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W AnyConnect 754 7> F 70774 LOER

AnyConnect 7 547>k 7R 774 )LD ER

AnyConnect
e ASA AnyConnect

P.2-6
p.2-7

ASA ™ i5®M AnyConnect 7 547> b 7R 71 ILOERH

ATFyvFT 1

ATFvFT 2

AFvT 3

ATFvT 6
AFvF 7

V& D]
2AFyvFT9

AnyConnect ASA
AnyConnect AnyConnect
P.2-3

ASDM

. 3 VPN

A
(G¥) GUI
VPN ASA
ASA
P.3-54

. 4

. 6 Web

. 7 WSA AnyConnect

ASDM [ Configuration ]

> VPN Remote Access VPN 1> [

Network (Client) Access ] > [AnyConnect AnyConnect Client Profile
]

[ Change
Group Policy ]
[ < > Change Group Policy for Profile policy
name ] [ Available Group Policies ]
[ Selected Group
Policies ]
[OK]
[AnyConnect AnyConnect Client Profile ] [ Apply ]
[ Save ]
[OK]
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AnyConnect % Web EB7 2 ASA oz B

AR R7AY A7 7A4IV IT 42 THERBRLEE9S4F7 7274
LD R

AnyConnect P.2-32
AnyConnect
AnyConnect P.2-44

AnyConnect % Web B9 5 ASA DEE

e ASA AnyConnect P.2-7

¢ AnyConnect P.2-7

e AnyConnect ASA p.2-18
. P.2-23

ASA ERAE® AnyConnect 774 JL I\ ir—

2-1 ASA AnyConnect AnyConnect
& 241 ASA BERA® AnyConnect /13w —< 7744
oS ASA [2A— F&h 3 AnyConnect 3.0 Web BB/ v —S4
Windows anyconnect-win-(ver)-k9.pkg
Mac anyconnect-macosx-i386-(ver)-k9.pkg
Linux anyconnect-linux-(ver)-k9.pkg

AnyConnect DIEEA VX F—ILDHER

AnyConnect Secure Mobility Client

. P.2-8

e AnyConnect Cisco Security Agent P.2-8

e Internet Explorer ASA Vista Windows 7
P.2-9

. P.2-9

. AnyConnect p.2-11

¢ AnyConnect NAT P.2-11

. DES-only SSL ASA P.2-17

e« 3G pP.2-17
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W AnyConnect % Web EBi7 % ASA D%

IfAEICEET A2 —Y oV EB/RIZT S

AnyConnect
PC ASA
— ASA Certificate Authority CA,;
CA
— ASA
— VPN
— ASA Common Name CN; AnyConnect
ASA CN IP
AnyConnect DNS ASA CN
SAN Subject Alternate Name [ Subject
] CN [SAN] [DNS DNS Name ]
ASA SAN ASA
SAN
DNS Name=hostname.domain.com
IP ASA SAN ASA IP
SAN DNS Name=209.165.200.254

AnyConnect A Cisco Security Agent JL.—LD{ERX

A7y 2

AnyConnect

CSA
5.0

Cisco Secure Tunneling Client Module

Cisco Security Agent

AnyConnect

CSA

CSA

FACL

Priority Allow, no Log, Description: "Cisco Secure Tunneling Browsers, read/write

vpnweb .ocx™

Applications in the following class: "Cisco Secure Tunneling Client - Controlled Web

Browsers"
Attempt: Read Ffile, Write File

@SYSTEM\vpnweb.ocx

Cisco Secure Tunneling Client - Installation Applications

**\vpndownloader .exe

@program_files\**\Cisco\Cisco AnyConnect Secure Mobility Client\vpndownloader.exe
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Internet Explorer DEEFEA Y41 b UX FMIxd % ASA DiEM (Vista & & U Windows

7)
Microsoft Internet Explorer MSIE ASA Java
ActiveX
Windows
XP SP2
Vista Windows 7 AnyConnect ASA
WebLaunch

Microsoft Internet Explorer

ASA
Y
GE) Windows Vista Windows 7 WebLaunch
AFvF1 | Tools 1> Internet Options ] [
Internet Options ]
AFwFT 2 | Security ]
ATF9FT 3 | Trusted Sites ]
AFvT 4 | Sites ] [ Trusted Sites ]
AFvF 5 ASA IP
https://*.yourcompany.com yourcompany.com
ASA 5500
AFvT 6 [ Add ]
ATvF 7 [OK] [ Trusted Sites ]
AT9FT 8 | Internet Options ] [OK]

TS50V DEEI4 VR IICHET 5EF2 ) T4 BAZDEM

Microsoft Internet Explorer @ [2% 2115« 75—k (Security Alert) 17«1 > Fo~DOX S
Microsoft Internet Explorer [ Security Alert ]

Microsoft Internet Explorer
ASA [ Security Alert ]

Information you exchange with this site cannot be viewed or changed by others.However,
there is a problem with the site"s security certificate.The security certificate was
issued by a company you have not chosen to trust.View the certificate to determine
whether you want to trust the certifying authority.

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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ATvT1 | Security Alert ] [ View Certificate ]
[ Certificate ]
ATFvF 2 | Install Certificate ] [
Certificate Import Wizard Welcome ]
ATvFT 3 | Next ] [ - Certificate Import
Wizard - Certificate Store ]
ATvFT 4 | Place all certificates in the following store ]
ATFyF 5 | Browse ] [ Select Certificate Store ]
ATvT 6 [ Trusted Root Certification Authorities ]
2-3
2-3 EEFAE DA iR— bk
3
Certificate Store
Certificate stores are system areas where certificates are kept,
indows can automatically select a certificate store, or vou can specify a location For
the certificate,
€ aukomatically select the certificate store based on the bype of certificate
+ Place all certificates in the Following store
Certificate store:
| Browse. .. I
x
Select the certificate store you want to use,
-1__| Personal -
Trusted Foot Certification Authorities
Enterprise Trusk
Intermediate Certification Authorities
Trusted Publishers
| Intriisted Certificates Z
| I_>I_I
I show physical stores S5 it bl |
(a]4 I Cancel | ,%8
g
(=]
ATF9F T | Next ] [ - Certificate Import Wizard -
Completing ]
AFv7T 8 | Finish ] [ Security Warning ]
Do you want to install this certificate?
ATFvF 9 | Yes ] [ Certificate Import Wizard ]
25797 10 [OK]
A7Tv7 11 [0K] [ Certificate ]
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ATvF 12 | Yes ] [ Security Alert ]
ASA

Netscape. Mozilla. F7-[& Firefox O [FEALEEERIC & Y EEEFEH (Certified by an
Unknown Authority) 177« >~ Ro~AOX G
[ Web Web Site Certified by an Unknown
Authority ]
Netscape Mozilla Firefox
ASA

Unable to verify the identity of <Hostname_or_IP_address> as a trusted site.

ATy 1 | Web Web Site Certified by an Unknown Authority ]
[ Examine Certificate ] [ Certificate
Viewer ]
AFvT 2 | Accept this certificate permanently ]
A7y F 3 [OK] ASA

FEH D AnyConnect 1 A —C % 0— KT 3158 DEGEBOERS %

AnyConnect ASA

AnyConnect

AnyConnect k374 Y7295y bT—0 7 FLRZE# (NAT) ORER

NAT ASA AnyConnect
AnyConnect DMz
AnyConnect AnyConnect
NAT NAT
NAT NAT 2
2

NAT Engineering VPN Sales
VPN DMZ

NAT NAT 1
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W AnyConnect % Web EBi7 % ASA D%

® 2-2

VPN I SAF U rDFATUT4T4 NAT 2BRETHRY bI9—9 PRLR FFLY YUY

Ry b= FIE7 FLR
T—n

Ry FI—=DRBFEIXT FLR
=4

7 FLA&EH

inside-network

10.50.50.0 - 10.50.50.255

Engineering VPN

Engineering-VPN

10.60.60.1 - 10.60.60.254

Sales VPN Sales-VPN 10.70.70.1 - 10.70.70.254
DMZ DMZ-network 192.168.1.0 - 192.168.1.255
ASDM [ Configuration ]>[ Firewall ]>[NAT
NAT Rules ]
Engineering VPN Sales VPN
NAT ASA  Unified NAT
[NAT NAT Rules ] [ Add ]1>[ NAT
NAT Add NAT Rule Before "Network Object" NAT rules ]
[NAT Add NAT rule ] 2-4 P.2-12
N
(i¥) ASA 8.3 NAT
NAT
ASA  NAT NAT Unified NAT
NAT

X 2-4 [NAT JL—/L?D;EfR (Add NAT Rule) ] #4705 Ry R

6% Add NAT Rule

Match Criteria: Criginal Packet

Source Interface: | SR

Destination Interface; |-- Any -- b
Source Address;  |Engineering-YPH E] Destination Address;  |Sales-vPM E]
SErvice: any E]
&ction: Translabed Packet
Source NAT Type: | Skakic b
Source Address: |- Original -- E] Destination Address: |- Original -- E]
Service: -- Criginal -- E]
Optians
Enable rule
Direction! | Both v
Description:
o
K l [ Cancel ] [ Help ] &
[a¥ ]
a. [ Match criteria: Original Packet
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AnyConnect % Web EB7 2 ASA oz B

- [ Source Interface: ] Any
- [ Destination Interface: ] Any
- [ Source Address: ][ Source Address ]
Engineering VPN
2-5
- [ Destination Address: ][ Destination Address ]
Sales VPN
B 2-5 VPN 7 FLR =IOy bIT—9 TP FOER
B Add Network Object
Mame: Engineering-YFM
Type: Range L3
Statt Addre... [10.60.60.1
End Address: | 10.60.60,254
Description:  |Engineering YPN address pool
NAT D
[] Add Automatic Address Translation Rules
(o] 4 ] [ Cancel ] [ Help ] §
b. [ Action Translated Packet ]
- [ NAT Source NAT Type: ] Static
- Source Address: ] Original
- Destination Address: ] Original
- [ Service: ] Original
c. [ Options ]
- [ Enable rule ]
- [ DNS Translate DNS replies that match this rule ]
- Direction: ] Both
- [ Description: ]
d. [OK]
e. [ Apply ] 2-7 P.2-17 NAT
1
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ATy 4

CLli
nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

f. [ Send ]

ASA NAT VPN 2

VPN

Enable traffic between two or more hosts
connected to the same interface ]

ASDM [ Configuration ]>[ Device Setup 1>
Interfaces ] [ Interface ] [
Enable traffic between two or more hosts
connected to the same interface ] [ Apply ]
CLI
same-security-traffic permit inter-interface
Engineering VPN Engineering VPN
NAT 2
[ Match criteria: Original Packet ] Engineering VPN
Engineering VPN NAT
[NAT NAT Rules ] [
Add 1> NAT NAT Add NAT Rule
Before "Network Object™ NAT rules ]
a. [ Match criteria: Original Packet ]
- Source Interface: ] Any
- [ Destination Interface: ] Any
- Source Address: ][ Source Address ]
- [ Destination Address: ][ Destination Address ]

Engineering VPN

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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AnyConnect % Web EB7 2 ASA oz B

2-6 inside-network 7  FDiBIN
% Add Network Object
Mame: inside-network
Type: Metwork w

IP Address: 10.50,50.0
Metmask: 255.255,255.0 v

Description:  |inside network.

%

INAT

[] Add Automatic Address Translation Rules

oK ][ Cancel ][ Help ] é
b. [ Action Translated Packet ]
- [ NAT Source NAT Type: ] Static
- [ Source Address: ] Original
- Destination Address: ] Original
- [ Service: ] Original
c. [ Options ]
- [ Enable rule ]
- [ DNS Translate DNS replies that match this rule ]
- [ Direction: ] Both
- [ Description: ]
d. [OK]
e. [ Apply ] 2-7 P.2-17 NAT
2
cLli

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN
ATv7T 6 5 Engineering VPN DMZ
NAT DMz
Engineering VPN
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ATF9FT 7T NAT Engineering VPN
NAT
a. [NAT NAT Rules ] [ Add
1>1[ NAT NAT Add NAT Rule Before
"Network Object" NAT rules ]
b. | Match criteria: Original Packet ]
- [ Source Interface: ] Any
- [ Destination Interface: ] Any [
Action: Translated Packet ] [ Source Address ] [
outside ] outside
- [ Source Address: ][ Source Address ]
Engineering VPN
- Destination Address: ] Any
c. [ Action Translated Packet ]
- [ NAT Source NAT Type: ] Dynamic PAT (Hide)
- [ Source Address: ][ Source Address ]
outside
- Destination Address: ] Original
- [ Service: ] Original
d [ Options ]
- Enable rule ]
- [ DNS Translate DNS replies that match this rule ]
- [ Direction: ] Both
- Description: ]
e. [OK]
f [ Apply 1] 2-7 P.2-17 NAT
5
CLI

nat (any,outside) source dynamic Engineering-VPN interface
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AnyConnect % Web EB7 2 ASA oz B

2-7 e Shiz-NAT T—T L
Fis Waw [ock ‘Woak Window el Lk P |I|I|I[h
{35 v 2 cortiprn| [ ] et | sove Qe ot (et ) 7 e l cI1sco
Frewall [ . _uhuzm:m-!w (=]
E"“m“"““ S e Mo # & 45 G e B g O Fadst o
v oy Eube Palab L riteria: Dragryal Packe] Aot Trarmbal od Packel
A Baley Serceid  Deio Seue Ceitratn Serves  Sewee Destnater -
&:.'&R:.m 1 Ay A o ey in gl Sales oy @ —Orgral - — Cwigrad - — Crignal —
¥4 i Fikerrg e Ery Ay o Saes B o Ergresirg FH 8 ey Crggrel Tmgrel gl
Thres Detoctem I sy Ay o brgresng VPR gl Drgresrng VPR 8wy gl Graral =1 ]
& B Crects - Aoy A R Ergreerng PN g Ergreerr PN @ ety —Omgral-  — Ongral - ~ il -
3 By A o et er o Ergresirg WH & any el gl Cxiggnal
;&.E"‘“W e A SR rgresrng PN ol rederetvort G sy el ol Orignal
s PR Tomer B oo P
Finaks Rcoeis VPN |otsacie = Ergressing 0 |* oy * g
= “mtweort Obisct” MAT (Fuls §
_@— it b maragpaenl ol B asdn o @y o) B 225 = Ongral il
m ks L5 5 R 12}}} {2l ] gl 8 wain_oava gl
@Mw . - »
= L ;‘:
Corier abey chasge barved sy, [, T Lt EEA 9] [ &0 semanim use. kA
AFw7 8 Engineering VPN Sales VPN DMZ
Engineering VPN Sales
VPN NAT
Sales VPN Sales VPN
DMZ
ATF9vF 9 ASA [ File ] [ Save
Running Configuration to Flash ] NAT
JEHE$R ) DES-only SSL FES1L A ASA 5%X5E
Windows Vista Windows 7 DES SSL ASA
DES-only AnyConnect
DES ASA DES SSL
3G h— K & D
3G AnyConnect Verizon
Access Manager 3
¢ modem manually connect
e modem auto connect except when roaming
¢ lan adapter auto connect
[lan adapter auto connect] NDIS NDIS
VZAccess Manager VZAccess Manager
AnyConnect LAN
AnyConnect 3G
AnyConnect
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W AnyConnect % Web EBi7 % ASA D%

> ) =L ==
AnyConnect 40— F$ 516D ASA DEETE
AnyConnect  Web ASA
ATvFT A1 AnyConnect P.2-7
AFwF 2 Cisco AnyConnect Software Download  Web Cisco AnyConnect Secure Mobility
Client AnyConnect
ASA AnyConnect p.2-7
AFwF 3 Cisco AnyConnect Secure Mobility Client
[ Configuration 1> [ VPN Remote Access VPN 1> [
Network (Client) Access ] > [AnyConnect
AnyConnect Client Settings ] AnyConnect
[AnyConnect AnyConnect Client Settings ]
2-8 ASA
AT7w7 4 AnyConnect [AnyConnect AnyConnect Client
Images ] [ Add ]
« ASA AnyConnect [ Browse
Flash ]
) AnyConnect [
Upload ]
ATFvF 5 [OK] [ Upload ]
AFv7T 6 | Apply ]
2-8 AnyConnect £ A —SDIEE
wmm a 2 o
¥ Irbrochaction e
37 Wetwork (Chert) Sscess deCiorrace Chirst Inagons
Elmtmf"“f“"_ e A Tornest Chent padkanes can be dewnioaded from the Cisoe
fiafrrConnect Qe Settings | o connaction
My Oy Accss s B e e e e
aroup Pobcess kst

D] 1Py IKEw1 ) Confmcton Profie
B3 Secure Mobilly Sohution

Bl The Cisca AsryConnect 2.5 Clhenl can be downlosded

.- - frgems this ik after bog on te CC0; TR
‘i‘wm 1 @Ir. [ | * +
&W | I Regulsr sxpressonbam, .,
ﬁﬁ!ﬂutmmm
G se-tose von
&Eﬁ'ﬁw = | & hdd AnyConnect Client Image
:E:%: o | AripConnect Image: det:famyconnect-wine3. 0,055k phy
« Upiosd...
Regulsr expression to match uer-sgent ¥
D £61.0 B mative doe 15 oy
(o J[ comce J[ neb ] =
=
AT T
DHCP IP
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ATFv7T 8

AnyConnect % Web EB7 2 ASA oz B

[ Configuration ]>[ VPN Remote Access VPN 1>
Network (Client) Access ]>[ Address Assignment ] > [
Address Pools ] 2-9 [IP Add IP Pool ]
29 [IP 7—/LDs&Em (Add IP Pool) ] ¥4 70%5
Remote Access WPH & & x| Configuration - Kemote Auoess YPN G Setweork (Clsenl) Acoess > Address Assigranent, = o
7 Ineroduction | | Asdrces Pools
= D] Matwak (Ol Accmid
B arvpConrect Connedion Proties Crardigurs narmod IF Addreris Ponti. The [P Addbeis Panks can B wried in elther & VPN Paeg Conteclion
# T AnyCanreat Custons stonLocsls Brofies, ArvConnest Confchion Profiles or Group Policies onfiguration.

LBl AimyConendt Chend Profis
AryConresct Chent Settings
Dyruaes Sucemid Pl

BE Group Podoes

| [Pgas Condaction Profiles

T Sevarr Mabilly Sohiion

= [y Audcress Assigroment

i st (5 €t ] Dot

arting Adklreris

Erulrg Addreiiomber of Addrerises  Sulated, Mk Profic Lergth

Aesicywrend Pokcy
& Add IF Poal
- T Audvanced
o) [ el S50 VPN Bccmi a P teamny
e » Sharting P Addvers: | 209. 1652011 B
é)mm Endeg 1P Address:  [206. 16520130 [-]
ggw Subnet Mask: 205, 255255 204 w
S ——| .
@mm
@mw
. = : oo ] e
e 15 170 (] ([ =tz7i10 10:04:52 Am e §
AnyConnect
[ Configuration 1> [ VPN Remote Access VPN 1> [
Network (Client) Access ] > [AnyConnect AnyConnect
Connection Profiles ] 2-10 AnyConnect

Cisco AnyConnect Secure Mobility Client E2&744/ F



% 2E AnyConnect Secure Mobility Client D& |

W AnyConnect % Web EBi7 % ASA D%

2-10 AnyConnect D& >A— KD A +—T Lt
Remcty Ak g 8 R hecess VPN [Chesw) Aeeass = S5 WPH Conneenon Profies a
5 B fr— Thes ity ieplirits sttmstat ally digitert thas Dottt AfCortat VIR Chant or bty 50 VPN Clafi B rsiniths
e o= S askerd upon cofnsdten. The il dent deplnyment regunes efdbuier sderslstive rights. The Chcs AnCafned
h‘.- WP Chant puppeorts. thas MTTPRTOR (RRL ) and Dadagram Trarsport Lagwe Seourity [DTLE) bunvalng options.
1 tFusc Zorracton Profies
] oo Pl
o e More chent relsted paraveters, mch i dient mages and cisnt profiles, can be found of Clert Seftings )
Hiskle s Sty
& B devetorract Cutomcstoni ol
v ot Cheer Profis Inkpaiases
Wrpl o (et Sal¥en it Aereirancl WA Chod o by S50 VPR Ol e i o e e koo o B bl Lok
o At bt
& D ddvancad Ittt Ao ALOSEL [pguing Chist Cartificabs Lrakls DLS
= [ Setien 8, von Aoikss wakpde ] O
o g AR L e = 0 =
Sins Dadddng Mahuger gl [m] 0 O
= L ot Marae e (m] (m] O
Lo Lo alratnen
EHCF S
(1] hocess Port: | #43 DILS Fort: | 443
pl ok harn o hgsion Cersficate tn ltesface.
st i Profiles
A B ) bl badows ronbsra recorsh hat deteerane convecton polloss. & record sderifer
éwm el g pobey for the 4 SE——— P
E ! : B A 2
Ve Aubiies S5 v Cherie Protodsl g ok
ﬁbﬂﬂﬂ'ﬂl o e P A Engtied R piiy

FRGpPoley

v Hion Profile: Ergineering

Cantiga b charges siwed sud bl Dbt Addddress Rsshgrenent Pubey
B 4 Thie pusey afficts ol stk {CRenE) Accest conructions. Tha Follwing and triad in ordes urtl an
P
- [ b msthanitication sanvee

Baphorizabon wa

BT

S5V [¥] s mdcress gl

[ Al b s o s P et mrubes ot | B elesssd
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[ Configuration ]>[

VPN

Network (Client) Access ]>[

AnyConnect % Web EB7 2 ASA oz B

SSL VPN

VPN Remote Access VPN ]>[

Group Policies ]

[ Group Policies ] 2-11
SSL VPN
2-11 FoRY2G FaFa)ELTD SSL VPN DIEE
Remote Access VPN @ B x| Configestion : Bemote Access YEN G Network (Chenol) Access. = Gros Polcies. o

Y Introdutton
= ) Netweork, { Chert) Accrss
B
Anylonnact Chent Frofils
Access Poboes
oot

| s Condection Prafilss

] AnwConnect Conneton Profibss
EerrDomreil CustimizalioniLigels:

AerpTonel Cherdl Dol

-

To erforce sutheggetio

Tyee
el greag Py trdernal

DR GrpPolcy (Syite m Dedmalt)

PSS VM Grous Dobe A VPN Groug i B colliton of widy-orisnted suthora st sttribaba vishes
pairs that mayy ke stored internaly on the devics of ectesmaly on & RADTLGLDAF server. The group
ke informalion i eof ererged by WP connection prolies and user acoounts.

attrkates From an LOWE server vou mist ue an | Dif girbate mapn,

Tunneling Protocel

Brhrit el

Trdmrral [P, L TP S welrepr

AAE Server GRog
]

= e Oftapdey
E caal | " Pe—

@—ﬁm e s

J@E Moee Dutions %

@ eal Turaedrng Pristisgoh: ) it 5L foos ven Chere] 7] 1Poee [ LTRYIR0me
T it Nene . w| [ Manage..

| e o .
e = .
Bccess s = Ursestricted - w| [ Manage..
Sk e Logis 3
PRastrict sooess to YLAN: — Unnestrictsd — P
Cianeaction Prols (Tunesd Groap) Lotk: | — Nane — -
Masirvan Convesct Trve: ] it
Bes Tirresdut: [unkekad |30 [T
0wl card refidal: (%) Discomnect () Enep the connection

Fird: ] =]
[ = [ coca |[ pem E
>
1) E— b 2—%~® AnyConnect ¥ > O0— FDEXR
ASA  AnyConnect
[Start
AnyConnect Client] AnyConnect
AnyConnect

ASA

ASA

AnyConnect
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ATFvF 1 | Configuration ]>[ VPN Remote Access VPN >

Network (Client) Access 1> [ Group Policies ]

[ Edit ] [
Edit Internal Group Policy ] 2-12

AFTyF 2 [ Advanced ] >[AnyConnect AnyConnect Client ]

> Login Settings ] [ Post Login settings ]

[ Inherit ] [
Login setting ]

[Default Post Login Selection]

2-12 AJA VEREDERE

Remele Access VPN ' B ¥ | Confiquration > Remobe Access YN > betwork (Client) Access > Group Poliies O

D Tnkroxution ~
e 4 Marage VEN group pobcies & VPN grous i & cobaction of usar-oriented suthorization
5 ] Hatwcrk. (Clerk) Access ttributavsiue pairs that may be stoned intermaly on the devics o axternaly oh &
] AnyConnect Connection Prafies RADILS/LOAE sarver. The group poky information b refarended by YEM connection
b Psec Correction Profles profles and Lar Soc0uRES.

l!-rmmm;:hu\a\ Tir drfones suthorization sttribaties from an LDWP server you must use &0 LDAP stirbuge
- T8 ArvrConnect Customization M
,u,.&mnmnwpm e &l
¥ r
Mo Type Turwwslrg Pro, ., AAR Seervwer Grougp
Eiternal v, PRed el = WA =

Irtandl | $oc, ol wid. = P =

i e ——— Gmtoor After saccesshuly nggng in, user can have the choios to dosnload the chent software, of oo
Tarvere bo chentinss S50 VoM portal page. The Following settings decides what wil happen.

v Marnaggens idvarced
L - Sl Tinneing Pent Lixgin Selbing
IE Browrser Proey {2 et promes user bo choose
IS5 PN Chert

.ogn Zettng) () Prampt user b dhoope
Ky Reegersration
Dmad Peer Datectic Liser b | 15 wncinch R chioos, or Def il Poct Login Selection bk i Laken.
Lotz atenn
& TP Chend

Dt Fost Logn Selection
()G bo Chentess $51 VP portal

¥| (%) Downioad S5 WPt Chent

o J[coma [ 1w |

|

ATvF 3 [OK]

Post

T2

2-13 [Prompt user to choose]  [SSL VPN Download SSL VPN

Client ]
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213

\%‘3 AnyConnect will siart in 24 secends.

250085

BINEEETHERTIE S 2—ILOA R—TILiE

AnyConnect % Web EB7 2 ASA oz B

JE—F A—HFIZRFTIhZOQ5008F00T

AnyConnect VPN
AnyConnect
ASA
AFyvT 1 [ Configuration ]>[ VPN Remote Access VPN 1>
Network (Client) Access 1> [ Group Policies ]
[ Edit ] [
Edit Internal Group Policy ] 2-14
ART9T 2 [ Advanced ] > [AnyConnect AnyConnect Client ]
[ Optional Client Module to
Download ]
e AnyConnect DART DART AnyConnect
¢ AnyConnect 2
e AnyConnect SBL Start Before Logon SBL Windows
AnyConnect Windows
SBL
Start Before Logon P.3-7
¢ AnyConnect Web Web HTTP ScanSafe
ScanSafe Web
¢ AnyConnect
Cisco IronPort Web WSA Web

¢ AnyConnect
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ATFyT 2 VPN [ Server List ]
[ Configuration ]>[ VPN Remote Access VPN ]>[
Network (Client) Access ] > [AnyConnect
AnyConnect Client Profile ] 2-16
2-16 AnyConnect 754 7> b 7R 74 JLTD IKEV2 DIEE
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VPN [ Configuration ]>][
VPN Remote Access VPN ]>[ Network
(Client) Access 1> Group Policies ]
[ Advanced ] > [AnyConnect AnyConnect Client ]
2-17
217 FaarqanETN—F R S—OBEERIT
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IKEv2-enabled 754 7>k 7O 74 IILOERIEH

ATFvFT1
ATFvF 2

IKEv2-enabled

Winzip 7-zip IS0

anyconnect-win-3.0.0xxx-pre-deploy-k9\Profiles\vpn

ASDM
IKEv2/IPSec VPN
Setup.exe [ Selectall ] [AnyConnect
VPN AnyConnect VPN Module ]

RECDIYIVEYI LI TFIZEDBISA4FTUF 7O 74 IILOERER
SlySoft PowerlSO CD

CD 1SO
2-3
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GE)

= 2-3 547> FOBRRK/ISR
os T4LY MY RR
Windows 7 Vista C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility

Client\Profile\

Windows XP C:\Document and Settings\All Users\Application

Client\Profile

Data\Cisco\Cisco AnyConnect Secure Mobility

Mac OS X Linux /opt/cisco/anyconnect/profile/
AnyConnect AnyConnect /opt/cisco/vpn
AnyConnect /opt/cisco/anyconnect

BRiRFAICET 20D E>
MSI MSI

2 547> k® Weblaunch

AnyConnect Weblaunch ASA URL
AnyConnect

https://<asa>

Profiles@@pl\vpn

Altiris SMS

AnyConnect 7 5472 FELKUFTar EDa—ILD

FHI &

AnyConnect Secure Mobility Client

AnyConnect
. P.2-29
e Windows P.2-29
e Linux Mac OS X P.2-36
e Firefox P.2-39
¢ AnyConnect P.2-39
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FRRENY7T—T 77 1 ILIFHR

AnyConnect VPN SBL AnyConnect
AnyConnect Diagnostic Reporting Tool
AnyConnect 3.0 Windows
ISO *.iso
AnyConnect 2.5
2-4 AnyConnect 0OS
* 24 EHIRBET % AnyConnect /18y 45— 774 ILDERT
0os AnyConnect 3.0 BRIBR/ v 7r—C4
Windows anyconnect-win-<version>-k9.iso
Mac OS X anyconnect-macosx-i386-<version>-k9.dmg
Linux anyconnect-linux-<version>-k9.tar.gz

Windows O E1—4 A~DEHER

Windows AnyConnect 3.0
ISO ISO
AnyConnect
MSI
Windows
« 1ISO P.2-30
. P.2-30
¢ Windows AnyConnect
P.2-31
. AnyConnect P.2-32
. Web
p.2-34

. MSI P.2-35
. P.2-36
. P.2-36
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ISO 7 7 1 LD EF

MSI
ISO ISO
setup.exe
AnyConnect
GUI
I1ISO
Windows  AnyConnect
2-5 ISO
& 2-5 HHEEA 1ISO 77 1 LOAE
Z7ANL B#
GUl.ico AnyConnect
Setup.exe setup.hta
anyconnect-dart-win-<version>-k9.msi DART MSI
anyconnect-gina-win-<version>-pre-deploy-k9.msi SBL MSI
anyconnect-nam-win-<version>.msi
MSI
anyconnect-posture-win-<version>-pre-deploy-k9.msi MSI
anyconnect-telemetry-win-<version>-pre-deploy-k9.msi MSI
anyconnect-websecurity-win-<version>-pre-deploy-k9.msi |Web MSI
anyconnect-win-<version>-pre-deploy-k9.msi AnyConnect MSI
autorun.inf setup.exe
cues_bg.jpg GUI
setup.hta HTML
HTA

update.txt AnyConnect

AVARAM=IL =T 4 ) T4 DA—F~ADER

Install ] [Selections To Install]
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1ISO setup.hta
HTML HTA
2-18 GUI
2-18 ARV =T 1) T 12D GUI

& Cisco AnyConnect Secure Mobility Client Install Selector [ |53 [5%)

Select the Ttems yon

&l AnyConnect VPN Modile

B AnyConnect Diagnostic And Reporting Tool

B AnyConnect Network Access Manager Module
B AnyConnect Posture Module

B AnyConnect Telemetry Module

B AnyConnect Web Security Modules

B Select All

B Lockdown Component Services

Iresi bl Bl lied

Windows i AnyConnect €V 1—)ILTWHELENBA VA P—LFEERTUOA VX =L
[[:152

ISO
.iso
MSI VPN
AnyConnect 3.0
4 VR b—IVIEF
AnyConnect
1. AnyConnect GUI

VPN SSL IPsec
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2. AnyConnect Diagnostic and Reporting Tool DART
AnyConnect

3. SBL Web

() VPN

FoA4 R F—LIER

2, Web SBL

3. AnyConnect
4, DART DART

ERiIER S Nh1=- AnyConnect EZ1—/LDA VR F—JL

AnyConnect
)
GE) [Hide icon and notifications]
Windows Microsoft [ Network ]
AnyConnect

e AnyConnect VPN
¢ AnyConnect
¢ AnyConnect
¢ AnyConnect Web
AnyConnect
e AnyConnect VPN Start Before Login
e AnyConnect Diagnostic and Reporting Tool
¢ AnyConnect

Windows  AnyConnect
P.2-31
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AnyConnect 754 7> F&&ULF T ay ECa—noznEn N

VPN AnyConnect

AT7w7 1 anyconnect-win-<version>-pre-deploy-k9.iso  cisco.com

ATwvF 2  Winzip 7-zip .iso
ATFvF 3 ASDM
« 3 VPN
. 4
. 6 Web
. 7 WSA AnyConnect
ATFvT 4 .iso

e Profiles\vpn

e Profiles\nam

¢ Profiles\websecurity
¢ Profiles\telemetry

AT7w7 5 AnyConnect 2-5 ISO
AFv7 6
Profiles
ATYT T MSI P.2-35
Windows  AnyConnect
P.2-31 AnyConnect
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F2YRIT—=Y FOERRAIX—CvELUWebtXal)T4Z2RE 7R 7TV ir—2 3
ELTA VR P—LT B =001 —HFETR

AnyConnect Web

AnyConnect AnyConnect Web

Cisco AnyConnect VPN

VPN Web
VPN
MSI
PRE_DEPLOY_DISABLE_VPN=1 SMS
VPN

msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive
PRE_DEPLOY_DISABLE_VPN=1 /lvx*

MSI MSI VPNDisable_ServiceProfile.xml
VPN
2-15
N
G¥) VPN
<ServiceDisable>  true VPN
VPN
AnyConnect GUI
[Install Selected]
ATvT1 Web
ARTF9T 2 [OK] PRE_DEPLOY_DISABLE_VPN=1
AnyConnect 3.0

ATFvT 3 VPN

VPNDisable_ServiceProfile.xml
ATvT 4

Web
ATy7T 5 AnyConnect 3.0 Web
VPN
Y
(GE)
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IVE—TSAXVIMIzT7ERRAVATLEAMSI 274Dy 5—T4E

MSI
AnyConnect

« MSI P.2-35

e AnyConnect P.2-42

. Web

P.2-36

¢ AnyConnect MSI P.2-36

MSI A YR b=LDaT Y K54 UFUHL
2-6 AnyConnect MSI

* 26 MSI 4 YR F—ADIAR Y FIA VBUHLELVERSNZAT 771
AR M—LENBE
Ya— AR EEIUTOYT I
VPN AnyConnect |msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive

PRE_DEPLOY_DISABLE_VPN=1 /lvx*

anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

Web

VPN AnyConnect |msiexec /package anyconnect-win-ver-pre-deploy-k9.msi /norestart /passive /Ivx*
anyconnect-win-<version>-pre-deploy-k9-install-datetimestamp.log

Diagnostic and Reporting |msiexec /package anyconnect-dart-win-ver-k9.msi /norestart /passive /lvx*

Tool DART anyconnect-dart-<version>-pre-deploy-k9-install-datetimestamp.log

SBL msiexec /package anyconnect-gina-win-ver-k9.msi /norestart /passive /lvx*

anyconnect-gina-<version>-pre-deploy-k9-install-datetimestamp.log

msiexec /package anyconnect-nam-win-ver-k9.msi /norestart /passive /lvx*

anyconnect-nam-<version>-pre-deploy-k9-install-datetimestamp.log

Web msiexec /package anyconnect-websecurity-win-ver-pre-deploy-k9.msi /norestart/passive /lvx*
anyconnect-websecurity-<version>-pre-deploy-k9-install-datetimestamp.log
msiexec /package anyconnect-posture-win-ver-pre-deploy-k9.msi /norestart/passive /lvx*

anyconnect-posture-<version>-pre-deploy-k9-install-datetimestamp.log
msiexec /package anyconnect-telemetry-win-ver-pre-deploy-k9.msi /norestart /passive /lvx*

anyconnect-telemetry-<version>-pre-deploy-k9-install-datetimestamp.log
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RV ER7AY F7FIYE—230ELTRRY R I—9Y PORRA IA—TrFEEEWeb EX2UTFoDAI VX =L
Web VPN

msiexec /package anyconnect-win-ver-pre-deloy-k9.msi /norestart /passive
PRE_DEPLOY_DISABLE_VPN=1

MSI
VPNDisable_ServiceProfile.xml

VPN AnyConnect GUI

AnyConnect #7055 LDEMEHIERD X FHSFERTRICT S MSIaTUF

Windows
AnyConnect ARPSYSTEMCOMPONENT=1
Windows
MSI
LAS— 0347 bE&UVFToay E2a2—LOT7vTIL—F
AnyConnect Secure Mobility Client 3.0
. VPN
e Cisco SSC 5.x
SSC SSC 5.x
e Cisco
AnyConnect 3.0
¢ Cisco IPsec VPN
AnyConnect 3.0 IPsec VPN
e ScanSafe Web
AnyWhere+
LA M=5DHREIIAXEA—HF(4 X
Windows  AnyConnect
AnyConnect

11
AnyConnect

Linux 8&U Mac OS X a v E 12— 4 ~DERIERH

Linux Mac OS X
e Linux MAC OS X
P.2-37
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e Ubuntu 9.x 64 AnyConnect p.2-37

e MacOS X Java P.2-38
. p.2-38

e Firefox P.2-39

Linux BEU MACOS X HED a—IILDFEDHRINDZA VA P—ILFELEFT7 VA4V R
c—ILDIERF

Linux Mac
tar.gz .dmg
1. AnyConnect GUI
VPN SSL  IPsec
2. DART AnyConnect
3.

AnyConnect E21—)LDF7 VA4 VX =)L

1.
2. AnyConnect
3. DART DART

Ubuntu9.x64 Evw FZ2EIT LTS3V E1—4DBE®D AnyConnect E¢4

Ubuntu 9.x 64 Cisco AnyConnect Secure Mobility Client
AnyConnect
e 32
¢ Ubuntu 9.x 32 NSS {usr/local/firefox
e Firefox .mozilla/firefox
ATvTA1 32
administrator@ubuntu-904-64:/usr/local$ sudo apt-get install ia32-libs lib32nss-mdns
ATFvFS 2 32 FireFox  http://www.mozilla.com {usr/local/firefox
AnyConnect NSS
ATFvF 3 Firefox
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administrator@ubuntu-904-64:/usr/local$ sudo tar -C /usr/local -xvjf
~/Desktop/firefox-version.tar.bz2

AT7wv7 4 AnyConnect 1 Firefox
AnyConnect  Firefox .mozilla/firefox

AFwv7F 5 Standalone AnyConnect

Mac OS X TJava 1 YR F—SBRKBLEBEDOFEA VA =L AT a3V DER

Mac WebLaunch AnyConnect Java
[ Manual Install ]
AFvT1 | Manual Install ] vpnsetup.sh
AFTvF 2 vpnsetup.sh Mac
ATvT 3 CD
ATv7 4
sudo /bin/sh vpnsetup.sh
vpnsetup AnyConnect
AFyF 5 [ Applications ] > [Cisco] > [Cisco AnyConnect Secure Mobility
Client] AnyConnect

SRATLTOT7 TV r—2a vOHIR

Mac OS X 10.8

e Mac App Store
¢ Mac App Store and identified developers

Mac App Store and identified developers
AnyConnect Anywhere
Mac App Store AnyConnect Ctrl

http://www.apple.com/macosx/mountain-lion/security.html

a~

G¥) Web (ON]
10.7 10.8
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Firefox |2 & 549 —/\SIBAEDIREE

AnyConnect  Linux AnyConnect
Firefox AnyConnect Firefox
Firefox
Firefox Firefox
PEM

AnyConnect 7 7 1 JL1ER

AnyConnect
. P.2-39
. P.2-43
e AnyConnect P.2-42

IVRERAV M AVELA— S LEDED2A—ILDIT7ALIE

2-7 ASA
AnyConnect
*® 2-7 ASA REF-(ISWRMAD AnyConnect 27 774 L4
Web-Deploy f Y X t—35 (FH>rO—
AnyConnect 3.0 37 F) EHIEASI R =5
Windows anyconnect-win-(ver)-web-deploy-k9.exe anyconnect-win-(ver)-pre-deploy-k9.msi
Mac anyconnectsetup.dmg anyconnect-macosx-i386-(ver)-k9.dmg
Linux anyconnectsetup.sh anyconnect-linux-(ver)-k9.tar.gz
2-8 ASA
DART 3.0.3050
DART Web dmg .sh .msi
3.0.3050 DART .pkg
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& 2-8 ASA REZF-(ISHREAAD DART /8945 —2 J74)L4&
Web-Deploy 77 1 L& E LUy r—
DART T (Foro—1K) Pre-Deploy 1 Y X b—5
Windows 3.0.3050
anyconnect-win-(ver)-k9.pkg anyconnect-win-(ver)-pre-deploy-k9.iso
3.0.3050
anyconnect-dart-win-(ver)-k9.msi* anyconnect-dart-win-(ver)-k9.msi*
Mac 3.0.3050
anyconnect-macosx-i386-(ver)-k9.pkg anyconnect-macosx-i386-(ver)-k9.dmg
3.0.3.050
anyconnect-dartsetup.dmg anyconnect-dart-macosx-i386-(ver)-k9.dmg
Linux 3.0.3050
anyconnect-linux-(ver)-k9.pkg anyconnect-predeploy-linux-(ver)-k9.tar.gz
3.0.3050
anyconnect-dartsetup.sh anyconnect-dart-linux-(ver)-k9.tar.gz
* Web ISO *.is0 ISO
MSI
2-9 Windows ASA
SBL
& 29 ASA ERZE=XERERAD Start Before Logon /3y 45— 77 (L4
SBL (Gina) Web-Deploy 1 X F—35 (¥9o0—F) Pre-Deploy 1 VX F—5
Windows anyconnect-gina-win-(ver)-web-deploy-k9.exe anyconnect-gina-win-(ver)-pre-deploy-k9.msi
2-10 Windows ASA
® 2-10 ASA ERFEIEMBRAAORY FO—9 FOEX IRX—Sv J7M)4
Network Access
Manager Web-Deploy 1 YA b—35 (#9>A—F) |Pre-Deploy 1 YR k—5
Windows anyconnect-nam-win-(ver)-k9.msi anyconnect-nam-win-(ver)-k9.msi
2-11 ASA
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® 2-11 ASA ERFEEIEMBRAAORIF Y E2a—IL I7M1L4A
Posture Web-Deploy 1 ¥ X b—35 (£9>0—FK) Pre-Deploy 1 ¥R b—5
Windows anyconnect-posture-win-(ver)-web-deploy-k9.msi anyconnect-posture-win-(ver)-pre-deploy-k9.msi
Mac anyconnect-posturesetup.dmg anyconnect-posture-macosx-i386-(ver)-k9.dmg
Linux anyconnect-posturesetup.sh anyconnect-posture-linux-(ver)-k9.tar.gz
2-12 ASA
Windows
#* 212 ASA ERFEEMEAADTLA ) 77142
Telemetry |Web-Deploy 1 ¥ X b—35 (£9>a—FR) Pre-Deploy 1 YR k—5
Windows anyconnect-telemetry-win-(ver)-web-deploy-k9.exe.  |anyconnect-telemetry-win-(ver)-pre-deploy-k9.msi.
Dependent upon installation of Dependent upon installation of
anyconnect-posture-win-(ver)-web-deploy-k9.msi anyconnect-posture-win-(ver)-pre-deploy-k9.msi.
2-13 ASA

Windows  Web

® 2-13 ASA REE-[IHRARBEAD Web X2 UT« 77114

Web

Security |Web-Deploy 1 ¥ X k—35 (#>0—F) HHRBEAA VA F—5

Windows |anyconnect-websecurity-win-(ver)-web-deploy-k9.exe |anyconnect-websecurity-win-(ver)-pre-deploy-k9.msi
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AnyConnect 707 7 1 LD EBEIHFT

2-14 AnyConnect

® 214 IVRRAVFEDTOTF7ALIL 7L

274N

A

anyfilename.xml

AnyConnect

AnyConnectProfile.tmpl | AnyConnect

AnyConnectProfile.xsd | XML AnyConnect
2-15 AnyConnect
£ 215 FTRTDARL—FT 42 F SRTFALIZHT R TA I 74 ILDFH

FRU—Fa 2T
VAT L

EPa—) BH5—vay

Windows XP

VPN %ALLUSERSPROFILE%\Application Data\Cisco\
Cisco AnyConnect Secure Mobility Client\Profile

%ALLUSERSPROFILE%\Application Data\Cisco\
Cisco AnyConnect Secure Mobility Client\NetworkAccessManager\newConfigFiles

%ALLUSERSPROFILE%\Application Data\Cisco\
Cisco AnyConnect Secure Mobility Client\Telemetry

Web %ALLUSERSPROFILE%\Application Data\Cisco\
Cisco AnyConnect Secure Mobility Client\Web Security
Windows Vista VPN %ProgramData%\Cisco\Cisco AnyConnect Secure Mobility Client\Profile

%ProgramData%\Cisco\
Cisco AnyConnect Secure Mobility Client\NetworkAccessManager\newConfigFiles

%ProgramData%\Cisco\
Cisco AnyConnect Secure Mobility Client\Telemetry

Web %ProgramData%\Cisco\
Cisco AnyConnect Secure Mobility Client\Web Security
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£ 215 FTRTCDARL—=T 4 2T SRTLIZHTZTOIT7 4L DB

ARV—=TFTa 2T

VAT L EYa—)L OF—3av

Windows 7 VPN %ProgramData%\Cisco\Cisco AnyConnect Secure Mobility Client\Profile

%ProgramData%\Cisco\
Cisco AnyConnect Secure Mobility Client\NetworkAccessManager\newConfigFiles

%ProgramData%\Cisco\
Cisco AnyConnect Secure Mobility Client\Telemetry

Web %ProgramData%\Cisco\
Cisco AnyConnect Secure Mobility Client\Web Security
Mac OS X /opt/cisco/anyconnect/profile
Linux /opt/cisco/anyconnect/profile

A—AJJ aAYEa1a—RIZ4A VA M—=bahFa—YF TYI7rL 2R

GUI [ Preferences ]

Start Before Logon

2-16
& 2-16 A—4 TYITFPLYR FPALELVAL VR F—IL 18R
ARL—T«
VY VRTFL (84T | TFALELTIRR
Windows Vista C:\Users\username\AppData\Local\Cisco\
Windows 7 Cisco AnyConnect Secure Mobility Client\preferences.xml

C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\
preferences_global.xml

Windows XP C:\Documents and Settings\username\Local Settings\ApplicationData\
Cisco\Cisco AnyConnect Secure Mobility Client\preferences.xml

C:\Documents and Settings\AllUsers\Application Data\Cisco\
Cisco AnyConnect Secure Mobility Client\preferences_global.xml

Mac OS X /Users/username/.anyconnect

/opt/cisco/anyconnect/.anyconnect_global

Cisco AnyConnect Secure Mobility Client E2&744/ F



% 2E AnyConnect Secure Mobility Client D& |

W x%>F70> AnyConnect 7077 AL I5 1 5 DR

FRL—F <«
VG ORTFL (4T | TFALEXITIRR
Linux /home/username/.anyconnect

/opt/cisco/anyconnect/.anyconnect_global

AR > F7OY AnyConnect 77 74J)L TT 4 A DFER

AnyConnect VPN
AnyConnect Secure Mobility Client Web
VPN
Web

A R7OY JAIPZPAIL I T4 2DV RTLENR

YR—FSNBIFRL—FT1 2T SATLA

Windows XP Windows 7 MSI Windows
Java E#

JRE 1.6 MSI
TS50V EH

Firefox Internet Explorer
WEGN—F FSA4T8E
Cisco AnyConnect 5 MB
JRE 1.6 100 MB

A4 Y K70y AnyConnect 7A77AIIL ITTF48DA VR k=L

AnyConnect AnyConnect I1SO .pkg
Windows .exe
anyconnect-profileeditor-win-<version>-k9.exe

AF7v7F 1 Cisco.com anyconnect-profileeditor-win-<version>-k9.exe
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4> E70OY AnyConnect 70774 L TF«2nEA M

AT7wF 2 anyconnect-profileeditor-win-<version>-k9.exe

ATvF 3 | Welcome ] [ Next ]

2-19 RAVF7AY FAIFANIT42D[&£5 % (Welcome) ] E®
'@ Cisco AnyConnect Profile Editor Setup ['5__<|

Welcome to the Cisco
AnyConnect Profile Editor
Setup Wizard

The Setup Wizard will install Cisco AnyConnect Profile Editor
on your computer, Click "Next" ko continue or "Cancel” to
exit the Setup Wizard,

<Back | Mext> | [ Cancel ] E
ATFvFT 4 | Choose Setup Type ]
[ Next ]

e [ Typical ]

e [ Custom ] Web
VPN

e [ Complete ] Web
VPN
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W x%>F70> AnyConnect 7077 AL I5 1 5 DR

B 2-20 R4V F7AY FATFANIT14DEy b7y T 44 TDER
“® Cisco AnyConnect Profile Editor Setup g|
Choose Setup Type | I Il I I
Choose the setup type that best suits vour needs C I s c o
Typical
Installs the most common program Features. Recommended For
mask users.,
o Custom
g =] Allows users to choose which program Features will be installed
=
&3 and where they will be installed. Recommended for advanced

USErs,

Complete

5 Izzl' All program Features will be installed. {Requires most disk,
a space)
:
AFvT 5 [ Typical ] [ Complete ] 6
[ Custom ]
[
Will be installed on local hard drive ] [
Entire Feature will be unavailable ]
[ Next ]
B 2-21 RV RE7OY FOIF7ANITFAEDHREL Y Py T
“® Cisco AnyConnect Profile Editor Setup g|
Custom Setup ' ' I l ' l I | '
Select the way vou want features to be installed, c I s c o

Click or the icons in the ktree below to change the way Features will be installed.

(i~ Web Security Profile Editor

Pl VFH Profile Editor
‘Will be installed on local hard drive requires OKE on your
Entire feature will be installed an local hard drive

i~ MAM Profilz Editar ‘ YN Profils Editar

Feature will be installed when required

v Entire feature will be unavailable

[ Reset ][ Disk Usage ] [ < Back ][ Mext = ] [ Cancel ] %
AFvT 6 | Ready to Install ] [ Install ]
[Cisco AnyConnect Installing Cisco AnyConnect Profile
Editor ]
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4> E70OY AnyConnect 70774 L TF«2nEA M

2-22 R4V F7AY FOAITFAN IT4 DA VR F—VERET
“® Cisco AnyConnect Profile Editor Setup [‘S__<|
Ready to Install il I 1l I [

The Setup Wizard is ready to begin the Cisco AnyConnect Profile Editor installﬁi s c o

Click "Install" to begin the installation. IF vou want ko review of change any of wour
installation settings, dlick "Back". Click "Cancel” ko exit the wizard.

< Back ” Install ] [ Cancel ] %
AT7wF 7 [Cisco AnyConnect Completing the Cisco
AnyConnect Profile Editor Setup Wizard ] [ Finish ]
2-23 RAVF7AY FAIZ7AIN ITAEDA VR M—)LRTET

"o Cisco AnyConnect Profile Editor Setup

Completing the Cisco
AnyConnect Profile Editor
Setup Wizard

Click the "Finish" bukton to exit the Setup \Wizard,

Wi readme File

< Back. Cancel E
. AnyConnect C:\Program Files\Cisco\Cisco
AnyConnect Profile Editor
| Start ]1>[ All Programs ] > [Cisco] > [Cisco AnyConnect
Profile Editor]
VPN Web
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W x%>F70> AnyConnect 7077 AL I5 1 5 DR

AR F7AY AnyConnect 777 I)L T4 43 41 VR F—ILDIEIE

VPN Web
Cisco AnyConnect

ATv7 1  Windows [ Add or Remove Programs ]
AFwF 2 [Cisco AnyConnect Profile Editor] [ Change ]

ATFvFT 3 | Next ]

ATv7T 4 | Modify ]

AFvT 5 [ Next ]

AFv7T 6 | Install ]

AFvT T | Finish ]

AZ 2 E7AY AnyConnect A7 7L I T4 3DTF VA4 VR =)L

ATv7 1  Windows [ Add or Remove Programs ]
AFwF 2 Cisco AnyConnect [ Remove ]
ATF9FT 3 | Yes ] Cisco AnyConnect

S

GE) JRE 1.6

ARV R7AY A7 7AIV IT 42 EERALIE9S5472 7774
JLDYERL

Z27v7 1 VPN Web
[ Start 1>
All Programs ] > [Cisco] > [Cisco AnyConnect Profile Editor]
VPN Web

ATyT 2 AnyConnect Administrator Guide

. 3 VPN
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AnyConnect Secure Mobility YU 2—3 3 >0 WSA 24— 5360 ASA oz Nl

. 6 Web
AFvT 3 | File 1> Save |

ARV R7RY A 7AILVIT«4 2 #FERALE95470 7O 74
ILORE

AFv71 VPN Web
[ Start 1>
All Programs ] > [Cisco] > [Cisco AnyConnect Profile Editor]
VPN Web
ATFvF 2 | File 1> Open ] XML
)
G¥) Web VPN
Schema Validation failed
AT97 3 [ File 1>[ Save ]
Y
GE) 2

AnyConnect Secure Mobility V1) 21— 3 >M WSA %
7|_\ I‘Téf"&)o) ASA @uﬁE
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AnyConnect Secure Mobility Client D& |

W AnyConnect Secure Mobility Y1) 2—< 3 >0 WSA £9H— 3 31D ASA DRE

AnyConnect Secure Mobility
Web
Cisco AnyConnect Secure Mobility

Web

AnyConnect Secure Mobility
e Cisco IronPort Web
e Cisco ASA 5500
e Cisco AnyConnect
Cisco AnyConnect Secure Mobility

Cisco AnyConnect AnyConnect Secure Mobility

WSA

ASA

Cisco AnyConnect

Cisco AnyConnect

. Web
Web
AnyConnect Web
[ Secure Mobility Solution ]
ASA AnyConnect Secure Mobility Cisco IronPort S

Web Cisco AnyConnect

Cisco IronPort S Web

ASA ASDM
VPN Remote Access VPN >
(Client) Access 1> [

2-24 [

WSA

1>

Network

[ Configuration

Secure Mobility Solution ]
Help ]
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AnyConnect Secure Mobility V) 12— 3 >0 WSA £4H— +§ 376D ASA oz B

2-24 AnyConnect Secure Mobility 21 > F
Y
(GE) . Cisco AnyConnect AnyConnect Secure
Mobility Cisco IronPort Web
AnyConnect Secure Mobility AnyConnect
. SSL IPsec IKEv2 AnyConnect
ATvTA1 WSA
- IP Web
IP
VPN IP
Web IP
Web
e Cisco ASA Web 1
Web
IP Web
Web IP
IP
Web
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W AnyConnect Secure Mobility ¥ 1y 21— 3 > @ WSA 4K — k3 31-8HD ASA OFFE

- [ Add ] Web
[ Add Access Control
Configuration ]
- Edit ] [ Edit Access Control
Configuration ]
- [ Delete ]
VPN
Web
HTTPS Web
ASA
Web
IP WSA disabled
1 65535 WSA
11999
WSA Web
Web
Web
[WSA WSA Access Password ] ASA WSA
[WSA Show WSA Sessions ] ASA WSA
WSA IP

IVRRAVEDDOWSAIZRS T4 v FYSEALY FTHTO0XD

H—/NDEE

AFvFT 1

A7y 2
AFvT 3

ATv7 4

ASA ASDM

Web vpn

[

[

Advanced ]

Web WSA Web
WCCP
[ VPN Remote Access VPN ]>[
Network (Client) Access 1> [ Group Policies ]
[ Edit ]

Edit Internal Group Policy ] [
[ Browser Proxy ]

Proxy Server Policy ] [ Inherit ]
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AnyConnect Secure Mobility V) 12— 3 >0 WSA £4H— +§ 376D ASA oz B

AT 5 | Select proxy server settings from the following ]
[ Use proxy server settings given below ]
AT9FT 6 | Proxy Server Settings | [
Server Addressand Port ] [ Inherit ] WSA IP
ATF9F T | Bypass server for local addresses ] [
Inherit ] [ Yes ]
ATvT 8 [ Exception
list 1 | Inherit ] IP [
Exception list ] IP
ATv7 9 [OK]
ATFv7 10 [ Apply ]
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W AnyConnect Secure Mobility ¥ 1y 21— 3 > @ WSA 4K — k3 31-8HD ASA OFFE
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£3% VPNZ7I/EROBZE |
W AnyConnect 7077 1 LOBTE Lk
AnyConnect 7A 7 7 1 JLDERTE L iwmE
Cisco AnyConnect Secure Mobility Client 2.5
ASA AnyConnect SSL VPN
ASDM
AnyConnect AnyConnect
AnyConnect
N
(¥) VPN ASA
ASA
AnyConnect
ASA
ASDM
ATvTA1 AnyConnect AnyConnect
ATFvF 2 | Configuration ]>[ VPN Remote Access VPN ][>
Network (Client) Access ] > [AnyConnect

AnyConnect Client Profile ] [AnyConnect AnyConnect

Client Profile ]
ATFvFT 3 | Add ]
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AnyConnect 7077/ LoiesRE W

341 AnyConnect 7077 1 JLMD;BHN
ATy 4 [ Profile Location ]
ASDM XML ASA
Y
(E) xml example.xml
ASDM xml
example.xml.xml ASA | Profile
Location ] example.xml
AnyConnect example.xml.xml xml
AnyConnect IKEv2
ATvT 5 ASA
AnyConnect
ATv7 6 [OK] ASDM
ARTF9T 7T [ Edit ]
AnyConnect
ART9T 8 [OK]
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W AnyConnect 7077 1 LOBTE Lk

3-2

o771 ILORE

(Hemote Access VPN o B R
5_ Trraduction

i mstweark (here) docess

B8] ArrrConnect Corrmsction Profies

B

Dy Aooess Policies

{5 Secure Moy Schition

= Any_pnnect DustormaationLoc sl

k AurnriConnecl Clenl Profie

prows——————

It Address Desoninent
=) Fubraned

i Chentless 551 WPN Access

+ AnaLocsl sers

+ Segure Desblop Hlansgsr

+- Y Cerlifate Management
&3 Lanquage Lecalization

This panel s used b manage AnpConnect Clent Profiles and perfioem group assigrment
For ArreConrech wersion 2.5 or Isber, Yiou can sebech & prolile Lo edl, changs groug o be
Jelete, Tow Can selack the "Add’ button B0 &30 & rew profile, Fresang the [ngort o
Ewpert hutton b for upload and dovnload of chent profiles hebween local machine: and

denvice.

T Profile Lesgs Field i ntroduced By the Sacure Mokdty Sobution, This k] will Be
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Fuburs ArrrConnecl versions,

28 L cad
' cHoe
[+ 3 .
* Adesrced | Profie; Remole_Sses Leam
< FE% AriConnack Cherk Frofile |
Preleerce:
5%; kA PreferercesiCont)
| Dk Servens

Ceriilicale Malchig

= Crrtificabe Enroliment

LB Mobds Pobey
ol Server List

[Tz Start Defore Logon
[ | Shoss Pre-Connect Message
Cerliicate Sle

a 5
[ ] Certificate: Storn Crenrvids
[5] Ao Commmesck Cmn Stk
[&] Miramize On Connect
[ | Local Lan Arcess

Ptz Rescionmmch
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_L!lswnecb’_w.-.lspend V_

[] Auskix Uil

S0 Saound 10 Inkegration

|

[#] sar Corarolabls

[#] User Comirolabis
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|w] Liser Comitrndabie:

[ User Comirolabis
[ sar Corarolabs

[ User Comirolabis
[ sar Corarolabs

|

Cad

|

2485
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AnyConnect 70774 LoEl W

AnyConnect 7B 7 7 1 JLDER

ASDM ASA
N
GE) GUI VPN
ASA ASA FQDN
ASA
P.3-54
AnyConnect ASA
AFvTA1 AnyConnect
[ Configuration ]>[ VPN Remote Access VPN 1>
Network (Client) Access 1> [ Advanced ]>][ Client
Settings ]
AFwvF 2 [SSL VPN SSL VPN Client Profiles ] [ Add ]
3-3 AnyConnect 707 7 1 JLD;EMN
AFv7 3
[ Browse Flash ]
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W AnyConnect 70771 LOER

3-4 [75vy>1mB8E (Browse Flash) | ¥4 705Ky H R

ATFv7 4 [ File Name ]
A7v7 5 [OK] [SSL VPN Add

SSL VPN Client Profiles ] [SSL VPN

Edit SSL VPN Client Profiles ] [ Profile Package

]

A7Tv7 6 [SSL VPN Add SSL VPN Client Profiles ] [SSL VPN
Edit SSL VPN Client Profiles ] [OK]

AnyConnect
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Start Before Logon 0% W

ATF9FT 7T [ Configuration 1>
VPN Remote Access VPN ][> Network (Client) Access
1>1 Group Policies 1> Add ] [ Edit 1>
Advanced ]>[SSL VPN SSL VPN Client ]
B 3-5 TIL—TF RYS—ICERTHTO I 7M1 ILOIEE
AFv7T 8 | Inherit ] AnyConnect
ATv7T 9 [OK]

Start Before Logon DE&5E

Start Before Logon SBL Windows
AnyConnect Windows VPN
ASA Windows
SBL  Windows

(;¥)  AnyConnect Windows XP x64 64 Edition SBL

SBL
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W Start Before Logon D%

NAP/CS NAC

SBL
AnyConnect

SBL

SBL
SBL

SBL

4
AnyConnect

»  Start Before Logon

« Windows 7
P.3-12

Active Directory

Microsoft Active Directory

MS
AnyConnect ASA SBL
Microsoft Active Directory
LAN
Active Directory
SBL
SBL
Windows p.3-8

Windows Vista Start Before Logon PLAP

Start Before Logon 2 i R—3 > kD4 VX F—JL (Windows D#)

Start Before Logon
2.5

Start Before Logon

Start Before Logon 2.5

MSI AnyConnect
Altiris Active Directory SMS

Il Cisco AnyConnect Secure Mobility Client &E&# 4 F
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Start Before Logon 0% W

Web Web AnyConnect

N

(3¥)  AnyConnect Start Before Logon

Windows D/3\—2 3 V:EUL\Z & % Start Before Logon =R

Windows 7 Vista SBL Vista
VPNGINA virtual private network graphical identification and authentication
SBL Windows 7 Vista
SBL PLAP
AnyConnect Windows 7 Vista SBL Pre-Login Access Provider PLAP
Windows 7 Windows Vista  SBL PLAP
PLAP vpnplap.dll 32 vpnplap64.dll
64 PLAP Windows
7 Vista  x86 x64
Y
() VPNGINA Vista Start Before Logon
PLAP  Windows 7 Vista Start Before Logon
GINA Ctrl Alt Del PLAP
Ctrl Alt Del
[ Network Connect ]

PLAP

VPNGINA  PLAP SBL Windows 7

Windows Vista SBL PLAP

Windows 7 Windows Vista Start Before Logon
PLAP P.12
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W Start Before Logon D%

AnyConnect 7O 774 JLTDH SBL D1 *—T Lk

AnyConnect SBL
A7v7 1 ASDM AnyConnect P.3-2

ATvF 2 | Preferences ] [ Use Start Before
Logon ]

AFvT 3 SBL [ User
Controllable ]

S
(B SBL

t¥a)T4 7T547XTH SBL DEHE

AnyConnect
ASA SBL ASA
SBL
ATvF 1 | Configuration ]>[ VPN Remote Access VPN ]>[
Network (Client) Access 1> [ Group Policies ]
AFvT 2 [ Edit ] [
Edit Internal Group Policy ]
ATvT 3 [ Advanced ]>[SSL VPN SSL VPN Client ]
SSL VPN
ATyFT 4 | Optional Client Module for Download ]
[ Inherit ]
AFvT 5 [ Start Before Logon ]
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Start Before Logon 0% W

3-6 90— FK$3 SBLES1—ILDEE

SBLICEET A 5TV a—TFT14vT

SBL
ATv7 1 AnyConnect ASA
ATFyF 2 * xml
A7TwvF 3  Windows | / Add/Remove Programs ] SBL
ATy 4 AnyConnect
ATvF 5  Web AnyConnect
ATFvT 6 [ Start Before Logon ]
ATF9F 7T .evt
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¥3% VPN7YEROBRE |
W Start Before Logon D%

ATy7 8 AnyConnect
Description: Unable to parse the profile C:\Documents and Settings\All
Users\Application Data\Cisco\Cisco AnyConnect Secure Mobility
Client\Profile\VABaseProfile.xml. Host data not available.

A7TvF 9 .tmpl xml

XML

Windows 7 X T L HE LT Windows Vista & X 7L T Start Before
Logon (PLAP) D&%

Windows

Start Before Logon SBL
Windows VPN

Microsoft ~ Windows 7
Windows Vista Windows XP

Windows 7
Windows Vista  SBL
SBL AnyConnect Pre-Login Access Provider PLAP
Windows 7 Windows Vista  SBL PLAP PLAP
vpnplap.dll 32 vpnplap64.dll 64
PLAP x86 x64
Y
(i) VPNGINA  Windows XP  Start Before Logon PLAP  Windows 7
Windows Vista  Start Before Logon
PLAP A4 >R F—J)L
vpnplap.dll vpnplap64.dll GINA
SBL
PLAP
DLL Windows 7 Windows Vista
32 vpngina.dll
Windows 7 Vista Windows Server 2008
32 64
PLAP
N
(GE)  VPNGINA PLAP AnyConnect
VPNGINA PLAP

PLAP SBL
<profile.xml> Windows 7
Windows Vista Start Before Logon PLAP P.3-12
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Start Before Logon 0% W

[ Switch User ] [
Network Connect ] Network Connect

() Alt+Tab

PLAP %{#A L 1= Windows 7 E£71-I% Windows Vista PC ~OO%45 1 >

PLAP Windows 7 Windows Vista
Microsoft Windows Vista
AFv7 1  Windows Ctrl+Alt+Delete
X 3-7 [y F7—5#$ (Network Connect) ] RZUHRRFENI=-ATA1> v1 2 FoOf
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W Start Before Logon D%

[ Switch User ] Vista
B 3-8 [1—HDRA v F (Switch User) ] R UbRRShi-AT1> Y12 Eo0f
ATFvF 2 | Switch User ] Vista
3-8 [
Network Login ]
Y
(G¥)  AnyConnect [ Switch User ]
VPN [ Network Connect ]
VPN [ Cancel ] VPN
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Start Before Logon 0% W

39 2y FO—O 8K 12 Fonkl
AT9T 3 [ Network Connect ]
AnyConnect AnyConnect
ATv7 4 GUI
Y
(GE) AnyConnect 1
1
AFwT 5 Vista
Microsoft [ Disconnect ]
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W Start Before Logon D%

3-10 BERERY <~ Foosl

[VistaAdmin]

VPN
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Trusted Network Detection

PLAP #{#H L = AnyConnect h 5 DIERAER

VPN PLAP
[ Disconnect ] 3-10
[ Disconnect ] VPN
[ Disconnect ]
. PLAP PC [ Cancel ]
. PC
Windows Vista PLAP AnyConnect

Trusted Network Detection

Trusted Network Detection TND

AnyConnect VPN
VPN
VPN
AnyConnect  Start Before Logon SBL
SBL
TND VPN
VPN TND VPN
VPN VPN TND
TND AnyConnect  GUI GUI
GUI TND VPN
TND  AnyConnect VPN Client ASA
Trusted Network Detection DE#
TND Microsoft Windows 7 Vista XP Mac OS X 10.5 10.6 10.7
H 1
Trusted Network Detection D& 5E
TND
A7v7 1 ASDM AnyConnect P.3-2
AFvF 2 | Part2  Preferences (Part2) ]
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Bl Trusted Network Detection

Automatic VPN Policy ]

GB) [ VPN Automatic VPN Policy ] VPN
AFv7 4
e [ Disconnect ] VPN
e [ Connect ] VPN
e [ Do Nothing ] [
Trusted Network Policy ] [
Untrusted Network Policy ] [ Do Nothing ] Trusted
Network Detection TND
e [ Pause ] VPN
AnyConnect VPN
AnyConnect
VPN
AFwT 5
e [ Connect ] VPN
e [ Do Nothing ] VPN
VPN [
Trusted Network Policy ] [
Untrusted Network Policy ] [ Do Nothing ] Trusted
Network Detection
ATv7T 6
DNS DNS
DNS DNS
3-1
AnyConnect DNS
. DNS
. DNS
DNS
TCP/IP
ARTF9T 7T DNS
DNS
161.44.124.*  64.102.6.247 DNS
*
Y
(G¥) TND DNS TrustedDNSDomains
TrustedDNSServers
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wesiEi VPN

= 341 DNS 47 1 v XD—H Dl

B&E&TBDNSHIT4vI R TrustedDNSDomains 23 51
cisco.com *cisco.com

cisco.com *.cisco.com

anyconnect.cisco.com cisco.com anyconnect.cisco.com
asa.cisco.com *.cisco.com

anyconnect.cisco.com asa.cisco.com anyconnect.cisco.com
DNS *

TND LEHO 7O 7/ ILTEEDEXLY T4 7TSA T URIZESET
51—+

TND
TND
TND
TND
TND GUI
TND
TND TND
ASA TND
TND TND
TND
. ASA TND
. ASA 1
ASA
. ASA
ASA
i %=
=g VPN
VPN AnyConnect
VPN
AnyConnect  ASA ASA
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W zesiEs VPN

AnyConnect
VPN
Y
GE) AnyConnect VPN
AnyConnect VPN
VPN
AR VPN
AnyConnect VPN
AnyConnect ASA
VPN
. VPN ASA
. PC
VPN
VPN
¢ Windows
— Windows XP C:\Document and Settings\All Users
— Windows Vista Windows 7 C:\ProgramData
AnyConnect
¢ Windows GPO
GUI Mac OS
s &=
H i VPN OEH
VPN 1
¢ AnyConnect Premium SSL VPN Edition
e Cisco AnyConnect
Cisco AnyConnect AnyConnect Essentials
AnyConnect Premium VPN
. VPN ASA
VPN
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wesiEi VPN

VPN
VPN Microsoft Windows 7 Vista XP Mac OS X 10.5 10.6 10.7
VPN VPN
AnyConnect
CA
)
GE)
ASDM ASA [ Identity
Certificates ] [ Configuration ]>[ VPN Remote Access VPN ]
>[ Certificate Management > [ Identity Certificates ]
[ASA SSL VPN  Entrust Enroll ASA SSL VPN with
Entrust ] [ Add ]
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W zesiEs VPN

3-11 ABIEREOBE (BT ASDM 6.3)
~
(E)
ASDM [ Help ] ASDM
CLI
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wesiEi VPN

[ Advanced ] outside
IP
B 3-12 BECEAAHRB/OLER (EEL ASDM 6.3)
outside [
Configuration 1> VPN Remote Access VPN ]>[ Advanced ]>[SSL
SSL Settings ] [ Certificates ] outside
[ Primary Enrolled Certificate ]
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W zesiEs VPN

3-13 outside £ V2 —J x4 AADIEAEDNE Y X T (EmIL ASDM 6.3)

outside

H—IN YR MADAOA—RNSOOVGT NI TIT OSRE A IN—D

=yl

VPN AnyConnect VPN

VPN
VPN
AFv7 1 ASDM AnyConnect
ATvT 2 | Server List ]

ASDM

p.3-2
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wesiEi VPN

A7Fv7 3 [ Edit ]
ATy 4 FQDN IP
s &= ]
HERFiES VPN OERE
VPN
AnyConnect
ATyFT1 Trusted Network Detection P.3-17 Trusted Network Detection
AT7wvF 2 [Always On]
iy %= ~ ° S, =1
EEFES VPN Do 11— 2RV T R O—DERE
VPN
VPN
VPN
VPN
AnyConnect VPN
VPN
AAA
ATvT1 | Configuration ]>[ VPN Remote Access VPN 1> [
Network (Client) Access 1> Dynamic
Access Policies 1> Add ] [ Edit ]
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W zesiEs VPN

3-14 HEFER VPN D501 —Y0R4S

ATy 2 VPN [ Selection Criteria ]
ID AAA
ATvFT 3 | Add Dynamic Access Policy ] [
Edit Dynamic Access Policy ]

[AnyConnect]

AFwv7 4 [AnyConnect VPN Always-On VPN for AnyConnect client ] [
Disable ]
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]
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Ryo7vFH—nuzrome B

e. [ Match Domain or Host ] [
On Demand Action ] [ Add ]

ATvF 4 [OK]
& P.3-54 8

NV Ty T H—iN YR FDERTE

AnyConnect [ Backup
Servers ]
A7v7 1 ASDM AnyConnect P.3-2
ATvF 2 | Backup Servers ]

Connect On Start-up D&E

Connect on Start-up VPN

VPN
Connect on Start-up AnyConnect
GUI GUI [
Connectto ] [
Connect ]
AnyConnect AnyConnect VPN
VPN Connect on Start-up

Connect on Start-up Trusted Network Detection

Trusted Network Detection TND
AnyConnect VPN
VPN
VPN
Trusted Network Detection Trusted
Network Detection  P.3-17

Connect on Start-up
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N ssEgsEoReE

A7v7 1 ASDM AnyConnect P.3-2
AFTyF 2 [ Preferences ]
ATvFT 3 | Connect On Start-up ]
c =
BEIFEHRORTE
IPsec VPN AnyConnect VPN
3G
VPN
Windows Mac
0S Linux
)
(G¥)  AnyConnect 2.3 VPN
VPN
[ Reconnect After Resume
]
[ Auto Reconnect ]

A7Tv7 1 ASDM AnyConnect P.3-2
A7y 2 [ Preferences ]
AFvT 3 | Auto Reconnect ]

A

Gx) [ Auto Reconnect ]
ATv7 4 Linux

e [ Disconnect On Suspend ] AnyConnect

VPN
e [ Reconnect After Resume ]
VPN
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O—AJ)L TaxEek

AnyConnect PC
VPN

e Kaspersky

O—h)L 70X JEGICET 5EH

AnyConnect Microsoft OS
e Windows 7 32 64
¢ Windows Vista 32 64 SP2 KB952876
1
¢ Windows XP SP2 SP3

AnyConnect Essentials
SSL VPN Edition

O—AJL FOXEHZEORTE

AnyConnect VPN

o—anL FoxiEg N

Vista Service Pack

AnyConnect Premium

AnyConnect
AFv7 1 ASDM AnyConnect P.3-2
A7y 2 [ Part 2  Preferences (Part2) ]
AT97 3 [ Allow Local Proxy Connections ]
B= ¢ » Y
RET— x4 ER
OGS
OGS AnyConnect
OGS
4
20 %
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B 2&55— Y/ ER

OGS
/
RTT
RTT 4
OGS RTT
OGS AnyConnect OGS DNS
DNS IP RTT
OGS 14 AC
RTT
RRT 14
AC RTT
1.
OGS
AnyConnect [
Backup Servers ] P.3-81
=K W »; —
RiET— b/ BRICEAT H2EH
AnyConnect oS VPN
e Windows 7 Vista XP
¢ Mac OS X 10.5 Mac OS X 10.6
=K - - N —
RiET— b A RIROKTE
OGS /
AnyConnect
OGS
A7v7 1 ASDM AnyConnect P.3-2
ATvF 2 | Enable Optimal Gateway Selection ]
OGS
AFvT 3 | User Controllable ] GUI
OGS
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ATFvT 4

AFvFT 1
A7y 2
AFyvFT 3

BES— oz =R A

A
() OGS OGS
AnyConnect
VPN
[ Suspension Time Threshold ]
4
N
(¥)
Performance Improvement Threshold
[ Performance Improvement
Threshold ] 20 %
)
GE)
GUI OGS [VPN
VPN: Ready to connect ] [ Connect ] [ Automatic
Selection ] 0GS
[ Select ]
[ Disconnect ]
[ Advanced ]
[ Preferences ] [ Enable Optimal

Gateway Selection ]

N

GE)

AAA
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W x5y 7r0ERBEVEM

OGS &RY—T £—F

AnyConnect
ASDM [ Configuration ]>[
VPN Remote Access VPN 1> Network
(Client) Access ] > [AnyConnect AnyConnect Client Profile ]

AutoReconnect ReconnectAfterResume

AnyConnect Secure Mobility Client [
Preferences ]

AC OGS

OGS & Jnx Ui

0GS PAC
A9 )T FOERE &LV ER
AnyConnect
. VPN
OnConnect
. VPN
OnDisconnect
Trusted Network Detection VPN
OnConnect
VPN OnConnect
« VPN
e VPN
e VPN

AnyConnect WebLaunch

N

(3¥)  AnyConnect
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. P.3-65

. AnyConnect

A9 ) T+ DEH LHIR

YR—FEhBRI )T O
AnyConnect 1 OnConnect

2714ILER

AnyConnect
OnConnect

RYYTERE

OnConnect

2oy T roERssvEE B

P.3-66
P.3-67
P.3-68

1 OnDisconnect

onDisconnect
OnDisconnect

VBS Perl Bash

Windows X2 ) T+ BRIC&K DX ) T LOHFIR

Microsoft Windows AnyConnect

AnyConnect

Windows

Windows VPN

CMD

.bat

RV T DA F—T i

EnableScripting

93472 F GUI O#¥T
GUI

AnyConnect

VPN OnDisconnect

64 £ k Windows TDX %) 7 FD=EST

AnyConnect 32
Vista SP2 x64

32

64

Windows 7 x64 Windows

Windows
cmd.exe
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W x5y 7r0ERBEVEM

32 cmd.exe 64 cmd.exe
64
cmd.exe msg 32 Windows 7
%WINDIR%\SysWOW64
32 cmd.exe
A2 YT DER. TR BEUVER
AnyConnect
A7w7 1 AnyConnect
Y
(¥)  Microsoft Windows Mac OS
Linux
AnyConnect
A7y 2
« ASDM ASA [
Network (Client) Access ] > [AnyConnect
/ AnyConnect Customization/Localization ]>[ Script
]
ASDM 6.3 ASA
scripts_ OnConnect OnDisconnect
scripts_ OnConnect OnDisconnect
myscript.bat
scripts_OnConnect_myscript.bat
OnConnect_myscript.bat
6.3 ASDM
— scripts_OnConnect
— scripts_OnDisconnect
ASA
ASA
. VPN

— OnConnect
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2oy T roERssvEE B

— OnDisconnect

3-8
& 3-8 29T FOBTED R
oS Fa4LY Y
Microsoft Windows 7 %ALLUSERSPROFILE%\Cisco\Cisco AnyConnect Secure Mobility Client\Script
Microsoft Vista
Microsoft Windows XP %ALLUSERSPROFILE%\Application Data\Cisco\
Cisco AnyConnect Secure Mobility Client\Script
Linux /opt/cisco/anyconnect/script
Linux User Group
Other
Mac OS X /opt/cisco/anyconnect/script

A9 1) 7 FZBE8Y 5 AnyConnect 7O 774 )LD

gl‘!ll
Al

AFvyF 1 ASDM AnyConnect P.3-2
A7y 2 [ Part 2 Preferences (Part2) ]
ATvT 3 | Enable Scripting ] VPN
ATFvFT 4 | User Controllable ] On Connect OnDisconnect
AT 5 | Terminate Script On Next Event ]
VPN
On Connect AnyConnect VPN
OnDisconnect Microsoft Windows OnConnect
OnDisconnect
Mac OS Linux OnConnect
OnDisconnect
AFw7 6 [Post SBL OnConnect Enable Post SBL On Connect Script ]
SBL VPN OnConnect
Y
() ASA VPN
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W BaEs/4L79Fa3>ra—n

R9VT DS TNoa—T42T

Zv_"yj 1 OnConnect OnDisconnect
3-8
ATFyT 2
AFv7 3 VPN OnConnect OnDisconnect
1 ASA  OnConnect
ASA OnConnect
OnConnect OnDisconnect
ASA VPN
OnConnect OnDisconnect
AnyConnect
VPN
ATFvF 4 Linux
AFvT 5
=FK = A
et 2 M L7 a2 bA—)L
AnyConnect
12
PREAALTO a2y FrO—LICEAT REH
AnyConnect AnyConnect 0S
AnyConnect Essentials AnyConnect Premium
SSL VPN Edition
=x = I —]
FARE R 1 LT ) FDERTE
AnyConnect
A7Tv7 1 ASDM AnyConnect P.3-2
ARTF9T 2 [ Part 2  Preferences (Part 2) ]

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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Joxs 4H—+ A

ATvFT 3 | Authentication Timeout Values ] 10 120

JAaxy YR— bk

I30F0TOXVREERRTE-ODI 47 FDERTE

AnyConnect PC Microsoft Internet Explorer

Y
(GE)
AnyConnect  Internet Explorer
AFv7 1 ASDM AnyConnect P.3-2
ATvT 2 | Part 2  Preferences (Part2) ]
ATF9FT 3 | Proxy Settings ] [ Ignore Proxy ]
[ Ignore Proxy ]
ASA
Y
()  AnyConnect [ Override ]

To54R—F JOFXS

VPN
T34 R—F TOXL0EH
AnyConnect Essentials ASA
AnyConnect
e Windows Internet Explorer

¢ Mac OS Safari
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W Joxs 4R—*

GU—FRY)—ZBELTTSAR—F FOoxPEFHon0—FK

ASDM [
Configuration > VPN Remote Access VPN 1>
Network (Client) Access ]>[ Group Policies 1> Add ]

[ Edit 1> Advanced ]>[ Browser Proxy ]

6.3(1) ASDM [1IE IE Browser
Proxy ] AnyConnect ASDM

Internet Explorer

N
() Mac VPN ASA

scutil --proxy

Internet Explorer @ [## (Connections) ]2 70Oy %

AnyConnect Internet Explorer [ Tools 1>
Internet Options ] > [ Connections ]
e ASA [ Connections ]
e ASA
e Windows [ Connections ]
no lockdown ASA
ASA
ASDM
AFvF1 | Configuration ]>[ VPN Remote Access VPN ][>
Network (Client) Access 1> Group Policies ]
ARTF9T 2 [ Edit ] [
Edit Internal Group Policy ]
ATv7 3 [ Advanced ]>[ Browser Proxy ]
[ Proxy Server Policy ]
ATwF 4 [Proxy Lockdown]
ATvT 5 AnyConnect Internet Explorer [
Connections ] [ Inherit ] [ Yes ]
AnyConnect
Internet Explorer [ Connections ] [ No ]

ATv7 6 [OK]
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Windows RDP v 3>(c&3d VPN £y L avoies B

ATF9F T | Apply ]

D347 LR YR—FDEHOTOXFLEHBRET 71 IILDERK

ASA AnyConnect
AnyConnect
AnyConnect PAC
AnyConnect ASA

Windows RDP v <3 >I[Z&% VPN v a VDiEE)

Windows RDP Cisco AnyConnect Secure
Mobility Client RDP
VPN
VPN
VPN VPN VPN
VPN

N
() AnyConnect VPN

VPN

VPN
[Windows Windows Logon Enforcement ]
e [ Single Local Logon ] VPN
1 1
PC VPN VPN
VPN PC
VPN
VPN
SingleLocalLogin VPN
e [SingleLogon] VPN 1 1
VPN
2 VPN
Y
(3¥)  SingleLogon VPN VPN
[Windows VPN Windows VPN Establishment ]
AnyConnect VPN
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W L2TP %12 PPTP %4t L#= AnyConnect

e [ Local Users Only ] VPN
AnyConnect 2.3
e [ Allow Remote Users ] VPN
VPN
VPN
VPN RDP VPN
90
N
() Vista Start Before Logon SBL [Windows VPN Windows VPN
Establishment ] AnyConnect VPN
[Windows VPN
Windows VPN Establishment ] [ Local Users Only ]
SBL VPN
Windows RDP AnyConnect
A7v7 1 ASDM AnyConnect P.3-2
AFvF 2 | Preferences |
A7v7 3  Windows
o [ Single Local Logon ] VPN
1
e [ Single Logon ] VPN 1
ATyT 4 VPN Windows
e [ Local Users Only ] VPN
e [ Allow Remote Users ] VPN
Y
GE) Vista Start Before Logon SBL [Windows VPN

Windows VPN Establishment ]

L2TP F7=(& PPTP 4 L 7= AnyConnect

ISP L2TP PPTP

PPP AnyConnect
PPP VPN
ASA
ASA
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L2TP %7-1% PPTP %4t L1= AnyConnect N

AnyConnect [PPP Exclusion]
AnyConnect GUI [ Route
Details ]
PPP
e L2TP PPTP AnyConnect P.3-73
. PPP P.3-73

L2TP %£1=I& PPTP %4 L 7= AnyConnect D&&7E

[PPP PPP Exclusion ] PPP
A7Tv7 1 ASDM AnyConnect P.3-2
ATFvF 2 | Part 2  Preferences (Part 2) ]
ATvF 3 [PPP PPP Exclusion ] [ User
Controllable ]
e [ Automatic ] PPP AnyConnect PPP IP
IP
e [ Override ] PPP PPP IP
PPPExclusion  UserControllable true
e [ Disabled ] PPP
AFv7T 4 [PPP IP PPP Exclusion Server IP ] PPP
IP [ User Controllable ]

IP

a1—HI2k % PPP RO LEE

PPP
AnyConnect

ATvTA1 XML

e Windows %LOCAL_APPDATA%\Cisco\Cisco AnyConnect Secure Mobility
Client\preferences.xml

— Windows Vista C:\Users\username\AppData\Local\Cisco\Cisco AnyConnect Secure Mobility
Client\preferences.xml
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W AnyConnect 7O 774 /L IF« &M VPN /35 *—4 (<BIT 58

— Windows XP C:\Documents and Settings\username\Local Settings\Application
Data\Cisco\Cisco AnyConnect Secure Mobility Client\preferences.xml

¢ Mac OS X /Users/username/.anyconnect
e Linux /home/username/.anyconnect

AFw7 2 PPPExclusion <ControllablePreferences> Override PPP IP
IPv4

<AnyConnectPreferences>

<ControllablePreferences>

<PPPExclusion>0verride
<PPPExclusionServerl1P>192.168.22.44</PPPExclusionServerIP></PPPExclusion>
</ControllablePreferences>

</AnyConnectPreferences>

ATvT 3
AFw7F 4 AnyConnect

AnyConnect 7R 77A4)JL TT443®D VPN /A5 A—=4|C
B9 45+

AnyConnect 7R 774 I TT4R. TVI7LUR (I8\—F 1)

[ Use Start Before Logon ] Windows Windows
AnyConnect Windows
VPN
SBL
[ Show Pre-connect Message |
AnyConnect P.11-20
[ Certificate Store ] AnyConnect
Windows
All

o All ]

e [ Machine ]

e [ User ]

Il Cisco AnyConnect Secure Mobility Client &E&# 4 F



| $3% VPNT7YEROBE

AnyConnect 7RI 7L TF 44 M VPN /85 x—% @i 25tm W

[ Certificate Store Override ] Windows
AnyConnect
[ Auto Connect on Start ] AnyConnect AnyConnect
VPN
[ Minimize On Connect ] VPN AnyConnect GUI
[ LAN Local LAN Access ] ASA VPN
LAN
S
Gx) [ LAN Local LAN Access ]
8.3(1)
AnyConnect SSL
[ VPN Always-on VPN ] [Apply last local VPN resource rules]
[ Auto Reconnect ] AnyConnect VPN
[ Auto Reconnect ]
e [DisconnectOnSuspend] AnyConnect VPN
¢ [ReconnectAfterResume] AnyConnect VPN
N
(3¥) AnyConnect 2.3
VPN VPN
ReconnectAfterResume
[ Auto Update ]
[RSA ID RSA Secure ID Integration ] Windows RSA
AnyConnect RSA
e [ Automatic ]
e [ Software Token ]
e [ Hardware Token ]
[Windows Windows Logon Enforcement ]
RDP VPN VPN
VPN AnyConnect VPN
VPN
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W AnyConnect 7O 774 /L IF« &M VPN /35 *—4 (<BIT 58

e [ Single Local Logon ] VPN
1 PC
VPN
e [ Single Logon ] VPN 1
VPN
VPN 2 VPN
VPN VPN
[Windows VPN Windows VPN Establishment ] PC
VPN AnyConnect
e [ Local Users Only ] VPN
AnyConnect
e [ Allow Remote Users ] VPN
VPN
PC VPN
VPN VPN
90
A
(GE) Vista Start Before Logon SBL [Windows VPN
Windows VPN Establishment ] AnyConnect
VPN
[Windows VPN Windows VPN Establishment ] [
Local Users Only ] SBL VPN
Start Before Logon  Start Before Logon P.3-7
P.3-45
P.3-60
Windows Windows RDP VPN
— (]
AnyConnect A7 7 I ITT44%, FYVIT7LUR (18— 2)
[ Disable Certificate Selection ]
[ Allow Local Proxy Connections ] Windows
AnyConnect PC
VPN

Il Cisco AnyConnect Secure Mobility Client &E&# 4 F



| $3% VPNT7YEROBE

AnyConnect 7RI 7L TF 44 M VPN /85 x—% @i 25tm W

[ Proxy Settings ] Microsoft Internet Explorer
Mac Safari AnyConnect
ASA
| Native ]
Internet Explorer 0S
Windows  MSIE
e [ Ignore Proxy ] Microsoft Internet Explorer
Mac Safari ASA
e [ Override ]
[ Enable Optimal Gateway Selection ] AnyConnect
RTT
GUlI [ Connection ] [
Connect To ] [ Automatic Selection ]
e [ Suspension Time Threshold ]
e [ Performance Improvement Threshold ] %
20 %
A
GE)  AAA
[ VPN Automatic VPN Policy ] Windows Mac
VPN
VPN
N
GE) VPN Automatic VPN Policy ] VPN
e [ Trusted Network Policy ]
AnyConnect VPN
[ Disconnect ] VPN
[ Connect ] VPN
[ Do Nothing ] [
Trusted Network Policy ] [
Untrusted Network Policy ] [ Do Nothing ] Trusted
Network Detection
[ Pause ] VPN
AnyConnect VPN
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W AnyConnect 7O 774 /L IF« &M VPN /35 *—4 (<BIT 58

AnyConnect
VPN
e [ Untrusted Network Policy ]
AnyConnect VPN
VPN
- [ Connect ] VPN
- [ Do Nothing ] VPN
VPN [
Trusted Network Policy ] [
Untrusted Network Policy ] [ Do Nothing ] Trusted
Network Detection
e [ DNS Trusted DNS Domains ]
DNS
*.cisco.com DNS
*
e [ DNS Trusted DNS Servers ]
DNS
161.44.124.*  64.102.6.247 DNS
*
e [Always On] Windows 7 Windows Vista Windows XP Mac OS X 10.5 Mac OS X
10.6 VPN AnyConnect
VPN
AnyConnect VPN
VPN
« [VPN Allow VPN Disconnect ] AnyConnect VPN
[ Disconnect ]
VPN [ Disconnect ]
- VPN
— VPN
EFE O Disconnect ]
VPN
[
Disconnect ] VPN
VPN [ Disconnect ] P.3-26
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AnyConnect 7RI 7L TF 44 M VPN /85 x—% @i 25tm W

¢ [Connect Failure Policy ] AnyConnect VPN
ASA
VPN
&  AnyConnect VPN
AnyConnect
P.3-29
- [ Closed ] VPN
- [ Open ] VPN
- [ Allow Captive Portal Remediation ]
AnyConnect
VPN
- [ Remediation Timeout ] Number of minutes AnyConnect
[
Allow Captive Portal Remediation ]
5
- [ VPN Apply Last VPN Local Resource Rules ]
VPN ASA
LAN
ACL
[PPP PPP Exclusion ] PPP VPN
AnyConnect GUI [ Route Details ]
PPP
e [ Automatic ] PPP AnyConnect PPP IP
IP
e [ Disabled ] PPP
e [ Override ] PPP PPP IP
PPP
PPP P.3-73
[PPP IP PPP Exclusion Server IP ] PPP

IP
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W AnyConnect 7O 774 /L IF« &M VPN /35 *—4 (<BIT 58

[ Enable Scripting ] OnConnect OnDisconnect
e [ Terminate Script On Next Event ]
VPN AnyConnect OnConnect
VPN OnDisconnect
Microsoft Windows OnConnect OnDisconnect
Mac OS Linux OnConnect OnDisconnect

e [Post SBL OnConnect

Enable Post SBL On Connect Script ] SBL

VPN OnConnect
VPN Microsoft Windows 7 Windows XP Windows Vista
[ VPN Retain VPN On Logoff ] Windows OS
VPN
e [ User Enforcement ] VPN
[ VPN
Retain VPN On Logoff ] VPN
Windows
[ Authentication Timeout Values ] AnyConnect
12
10 120
P.3-61
P.3-61
P.3-62
VPN Trusted Network Trusted Network Detection p.3-17
Detection
VPN VPN P.3-25
P.3-29
p.3-31
PPP L2TP PPTP AnyConnect
p.3-72
P.3-68
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AnyConnect 7R I77A4I TT 143D [/\v O 7 v 7 H—/\ (Backup
Servers) ]

[ Host Address ] IP
FQDN
[ Add ]
[ Move Up ]
[ Move Down ]
[ Delete ]
P.3-59
— [ . gum
AnyConnect 7R 774 )L T T4 2O [iIAERE (Certificate
Matching) ]
[ Key Usage ]
e Decipher_Only Key_Agreement
e Encipher_Only Key_Agreement
e CRL_Sign CRL CA
e Key_Cert_Sign CA
e Key_Agreement
e Data_Encipherment Key_Encipherment
e Key_Encipherment
e Non_Repudiation Key_Cert_sign CRL_Sign
< Digital_Signature Non_Repudiation Key_Cert_Sign CRL_Sign
[ Extended Key Usage ] OoID

e ServerAuth 1.3.6.1.5.5.7.3.1
e ClientAuth 1.3.6.1.5.5.7.3.2
e CodeSign 1.3.6.1.5.5.7.3.3
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W AnyConnect 7O 774 /L IF« &M VPN /35 *—4 (<BIT 58

e EmailProtect 1.3.6.1.5.5.7.3.4

e IPsecEndSystem 1.3.6.1.5.5.7.3.5
e |IPsecTunnel 1.3.6.1.5.5.7.3.6

e IPsecUser 1.3.6.1.5.5.7.3.7

e TimeStamp 1.3.6.1.5.5.7.3.8

e« OCSPSign 1.3.6.1.5.5.7.3.9

« DVCS 1.3.6.1.55.7.3.10

[ 10 Custom Extended Match Key (Max 10) ]
10
OID 1.3.6.1.55.7.3.11

[ 10 Distinguished Name (Max 10) ]
DN

[ Name ] DN
« CN
« C

« DNQ DN

* GENQ GEN

* [SSUER-CN

* [SSUER-DC

e |ISSUER-SN

e |ISSUER-GN

¢ [ISSUER-N

* [SSUER-I

* [ISSUER-GENQ GEN
* [SSUER-DNQ DN

e ISSUER-C
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e ISSUER-L
e |ISSUER-SP
e |ISSUER-ST
e ISSUER-O
e ISSUER-OU
e ISSUER-T
e ISSUER-EA
[ Pattern ]
abc.cisco.com cisco.com
cisco.com
[ Wildcard ]
[ Operator ]
e [ Equal ] ==
| Not Equal ] I=
[ Match Case ]

P.3-49

AnyConnect 7R7 74 )L T T4 20 [FIAZ D& (Certificate
Enroliment) ]

[ Certificate Enrollment ] AnyConnect
Simple Certificate Enrollment Protocol SCEP
CA

)
(G¥) SCEP

CA
[ Certificate Expiration Threshold ] AnyConnect

SCEP
0 0 180
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W AnyConnect 7O 774 /L IF« &M VPN /35 *—4 (<BIT 58

[ SCEP Automatic SCEP Host ] SCEP

ASA

ASA FQODN

asa.cisco.com

scep_eng

[CA URL] SCEPCA
http://ca0l.cisco.com

PW

CA

°
[
1

Thumbprint ] CA

N

FQDN

IP

Prompt For Challenge PW ]

Get Certificate]

SHA1l MD5

(G¥) CAURL

fingerprint

CA
thumbprint

[ Certificate Contents ]
* Name (CN)
e Department (OU)
e Company (O)
e State (ST)
e State (SP)
e Country (C)

e Email (EA)
%USER%

e Domain (DC)

ID

ASA

e SurName (SN)

¢ GivenName (GN)
e UnstructName (N)
e Initials (1)

e Qualifier (GEN)

e Qualifier (DN)
e City (L)

e Title (T)

e CA Domain SCEP CA
e Key size RSA

[ Display Get Cert Button ]
Get Certificate]

Jr. 1l.
DN

ID

Ms.

Mrs.  Mr.

Enroll ] AnyConnect

[Email (EA)]

%USER%@cisco.com

[Domain (DC)] cisco.com

AnyConnect GUI [
[

[ Get Certificate ]

AnyConnect
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Y
(GE) [
Display Get Cert Button ]
VPN
[ Certificate Enrollment ] SCEP

P.3-39

AnyConnect 7RI 74 )L TT 42 ® [T/ 1)L 7R > — (Mobile
Policy) ]

Windows Mobile AnyConnect
Y
(3¥)  AnyConnect 3.0 Windows Mobile Windows
Mobile Cisco AnyConnect Secure Mobility Client
2.5
| Device Lock Required ] VPN Windows Mobile
PIN
Microsoft Local Authentication Plug-ins LAPS Windows Mobile
e [ Maximum Timeout Minutes ]
e [ Minimum Password Length ] PIN
e [ Password Complexity ]
e [ alpha ]
o [PIN] PIN
e [ strong ] 7 3

AnyConnect 70774 J)L TT4 2@ [H—/N )R+ (Server List) ]

GUI VPN
[ Server List ]
e [ Hostname ] IP FQDN
e [ Host Address ] IP FQDN
e [ User Group ] [ Host Address ]
URL
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W AnyConnect 7O 774 /L IF« &M VPN /35 *—4 (<BIT 58

e [ SCEP Automatic SCEP Host ]
Simple Certificate Enrollment Protocol
e« [CA URL] CA URL
[ / Add/Edit ] [ Server List
Entry ]
[ Delete ]
[ Details ] CA URL

AnyConnect 7AJ7A4I)L TT7 4480 [Y—/\ JX FDiEM/$EEK (Add/Edit Server List)
]

[ Hostname ] IP FQDN
[ Host Address ] IP FQDN
Y
(GE) o [ Host Address ] IP FODN [
Host Name ] AnyConnect Client
e [ Hostname ] FQDN [ Host Address ]
IP [ Hostname ] FQDN
DNS
[ User Group ]
URL
Y
(G¥) IPsec
SSL
group-url group-alias

[ Backup Server List ]

e [ Host Address ] IP

FQDN

o [ Add ]

e [ Move Up ]

o [ Move Down ]

o [ Delete ]
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AnyConnect 751 7> FE#s 1 L7 Foke W

[ Load Balancing Server List ]

e [ Host Address ]

IP FQDN

e [ Add ]

e [ Delete ]
[ Primary Protocol ] ASA SSL IKEvV2

IPsec SSL

[ Standard Authentication Only ] AnyConnect

AnyConnect EAP

N
GE) AnyConnect EAP ASA
DNS MSIE
[IKE ID IKE Identity ] EAP
ID_GROUP IDi
*$AnyConnectClient$*
[CAURL] SCEPCA URL FQDN IP
http://ca0l.cisco.com
e [ PW Prompt For Challenge PW ]
[ Get Certificate ]
1
e [ Thumbprint ] CA SHA1 MD5
Y
(3¥) CAURL CA
fingerprint thumbprint

P.3-54

AnyConnect 7 547> FMEHA A LT FOEKRTE

AnyConnect VPN
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W AnyConnect 754 7> MERS A LT Y FDRE

ASA AnyConnect VPN
VPN
+
AnyConnect EHDKRT
AnyConnect
VPN
VPN
e Default Idle Timeout
30
default-idle-timeout webvpn CLli
1800 default-idle-timeout Cisco ASA
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AnyConnect ASA
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AnyConnect Secure Mobility Client p.2-1
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[ Authentication ]
—d
JAJ7AIL I T 44
AnyConnect ASDM
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ATvF 5 | Add ] [AnyConnect Add AnyConnect
Client Profile ] 4-1
B 41 [AnyConnect 2 547> + FA7 74 JLMEM (Add AnyConnect Client Profile) ] 71 >
(N
ATv7T 6
N
(GE)
[ Profile Name ]

configuration.xml
newConfigFiles

[system

AFvT T | Profile Usage ] [

Network Access Manager ] [OK]
ATvT 8 [ Profile Location ] XML
ATv7 9 AnyConnect

25797 10 [OK]
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4-2
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- [ Service Operation ]
— FIPS FIPS 104-2
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40
- Before User Logon ] Windows

Windows Kerberos GPO

GPO

- [ Time to Wait Before Allowing User to Logon ]

Windows 5

)

GE)

30
DHCP IP
2 2
- After User Logon ] Windows
e [ Media ]
— [Wi-Fi Manage Wi-Fi (wireless) Media ] WiFi
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IEEE 802.11i EAPOL
RSN IE /
RSN IE
WPA/WPA2
WPA/WPA2

A

(GE) RSN IE
- IEEE 802.3 Manage Wired (IEEE 802.3) Media ]

e [ End-user Control ]
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« EAP type
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Y
(GE) Cisco Secure Services Client

SSID

SSID
[

Network Groups ] [ Create networks ]

globalNetworks
Y
GE) globalNetworks

globalNetworks
1
ul
[ Network Groups ]
[ Create networks ]
N
G¥)
[ Network Repair ]
[ Network Access Manager ] [
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SSID
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5

AT 5 | Common Settings ]
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A
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[ Connection Timeout ]
AF9FT T | Next ]

2y bIT—=9 X2 T4 LRNILDESR

[
Security Level ]
. WiFi
RALARRY FO—O DEA
IEEE 802.1X
ATvF 1 | Authenticating Network ]
~
GB) [ Network Media Type ] [ 802.3
Wired (802.3) Network ] 4-5
AFvT 2 IEEE 802.1X
e [ authPeriod(sec.) ]
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o maxStart ] EAPoL-Start
(8
[ startPeriod ] [ maxStart ]
[ startPeriod
1x[ maxStart ] <
[ startPeriod ] x|
maxStart ] DHCP
[
startPeriod ] [ maxStart ]
[ startPeriod ]x[
maxStart ] >
ATv7 3
e [ Key Management ]
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MACsec MAC Layer Security MAC
MACsec MAC
MACsec Key Agreement MKA
N
(3¥) MACsec Key Agreement IEEE-802.1X-Rev
MACsec IEEE
802.1AE-2006
MACsec
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e [ Allow data traffic before authentication ]
e [ Allow data traffic after authentication even if ]
— [EAP EAP Fails ]
— [EAP EAP succeeds but key management fails ]
Y
(3¥) MACsec ACS 5.1 MACsec ACS

Catalyst 3750-X and 3560-X Switch Software Configuration
Guide
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=
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username ]

Fy k=5 sLFvoenoes B

[1—% LT >Y vl (User Credentials) ] /33U

Protected Identity Pattern ]

username@domain

[ domain ]

username ] [
X509

=cisco.com
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e SubjectAlternativeName: UPN = userA@cisco.com

e Subject = .../CN=userA@cisco.com/...
e Subject = userA@cisco.com

e Subject = .../CN=userA/DC=cisco.com/...
e Subject = userA (no domain)

— SubjectAlternativeName: DNS = hostA.cisco.com
— Subject = .../DC=hostA.cisco.com/...
— Subject = .../CN=hostA.cisco.com/...

— Subject = hostA.cisco.com

e anonymous@[ domain ]
e [ username @[ domain ]

Y

GE)

TLS
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userlD
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password ] X509
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hostA.cisco.com =hostA =cisco.com

e SubjectAlternativeName: UPN = userA@cisco.com

e Subject = .../CN=userA@cisco.com/...
» Subject = userA@cisco.com

e Subject = .../CN=userA/DC=cisco.com/...
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— SubjectAlternativeName: DNS = hostA.cisco.com
— Subject = .../DC=hostA.cisco.com/...
— Subject = .../CN=hostA.cisco.com/...
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A

AR AnyConnect Secure Mobility Client 3.0.x
AnyConnect Secure Mobility Client

Cisco Secure Desktop CSD 3.5 ASA
AnyConnect Secure Mobility Client 3.0.x

VPN
ASA ASA

AnyConnect
3.0.x

AnyConnect 2.5.3005 Host Scan
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Advanced Endpoint Assessment

Advanced Endpoint Assessment

ASDM
AFvF1 | Configuration ]>[ Device Management ]> [ Licensing 1>
Activation Key ]
ATvF 2 | New Activation Key ]
ATF9FT 3 | Update Activation Key ]
ATFyFT 4 | File 1> Save Running
Configuration to Flash ]
Advanced Endpoint Assessment [ Configuration ]>[
VPN Remote Access VPN ] > [Secure Desktop Manager] > [ Host Scan ]
[ Host Scan Extensions ] [ Configure ]
[ Host Scan ] CSD

RA R RF¥vYo Nyo5—o

ASA
e hostscan-version-k9.pkg
e anyconnect-win-version-k9.pkg AnyeConnct Secure Mobility

e csd_version-k9.pkg Cisco Secure Desktop
& 5-1 ASA [2A—F¥3HKRR b+ RFv > Rufy—o
274 48

hostscan-version-k9.pkg

anyconnect-win-version-k9.pkg hostscan-version-k9.pkg
Cisco AnyConnect Secure Mobility

Client
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Cisco Secure Desktop ASA
ASA ASA
1
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P.5-16
ASA
ASA
e ASA
CSD/hostscan ASA
e ASA
ASA CSD CSD/hostscan
ASA
e ASA ASA
CsD CSD/hostscan
ASA
e ASA  AnyConnect Secure Mobility Client
ASA
e ASA  AnyConnect Secure Mobility Client
ASA AnyConnect
ASA
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AnyConnect
ASA ASA
Web-Deployment. Web ASA ASA
AnyConnect
ASA
ASA
Norton
Norton
ASA
DAP ASA
DAP
ASA
Web 1
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ASA Advanced Endpoint Assessment
o A Vs
AnyConnect RRF ¥ €Y a—ILDEHIER
AnyConnect ASA
AnyConnect Secure Mobility Client
Web AnyConnect
Secure Mobility Client 2
AnyConnect Secure Mobility Client
5-2
& 5-2 RRF+ L a1—)LD Pre-Deployment ¥+ k
Z7ANL BREA
Windows anyconnect-posture-win-version-pre-deploy-k9.msi
Linux anyconnect-linux-version-posture-k9.tar.gz
Mac OS X anyconnect-macosx-posture-i386-version-i386-k9.dmg
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ASA

« ASA

« AnyConnect

BHORA N AXvY T VEHFOSHYA—FR

ATFvF 2
ATFvFT 3
ATv7 4

ATvT 5
ATv7T 6
ATvT 7T
ATv7 8

Cisco Cisco.com

Cisco VPN Client

http://www.cisco.com/cisco/software/release.html?mdfid=282414594&flowid=4470&softwareid=2823
64364&release=Engine%20Updates&relind=AVAILABLE&rellifecycle=&reltype=latest

[ Latest Releases ]
[ Engine Updates ]
hostscan_3.0.xxxx-k9.pkg [ Download

Now ]
cisco.com [ Login ]
[ Proceed with Download ]

[ Agree ]

[ download ]
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ASA
AnyConnect
Cisco Secure Desktop CSD
AnyConnect Secure Mobility Client 3.0
CsD ASA
CsSD
Adaptive Security Device Manager ASDM Secure Desktop Manager
ASDM
Y
(GE) AnyConnect Secure Mohility Client Premium
ATvTA1 P.5-15
Y
(GE) Cisco.com
AFvF 2 ASDM [ Configuration ]>[ VPN Remote Access VPN >
Host Scan Image ] ASDM |
Host Scan Image ] 5-3
% 5-3 RRAFRFvD S A= KR
AFvT 3 | Upload ]
ASA
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AFvT 6

ATy 7T
V& D]

ATv7 9

AFvF 10

27y 7 11

ASA TOHRR b REv DA VR b= LU x—T i B

[ Upload Image ] [
Browse Local Files ]

1 hostscan_version.pkg anyconnect-win-version-k9.pkg
[ Select ]
Local File Path ] [
Flash File System Path ]

ASA [

System Path ]

[ Upload File ] ASDM

[ Information ]

File has been uploaded to flash successfully.

[OK]

[ Use Uploaded Image ] [OK]
[ /CSD Enable Host Scan/CSD ]

[ Apply ]

N

(GE) ASA AnyConnect Essentials
CSD  AnyConnect Essentials
AnyConnect Essentials

[ Save ]

ASA TOHRRA M Ax YDA R2—TILE=IFTsE—TILiE

AFvFT 1

ATFvF 2

AFv7 3
ATv7 4

ASDM
ASA
P.5-15
ASDM
ASDM [ Configuration ]>[ VPN Remote Access VPN 1>
Host Scan Image ] ASDM [

Host Scan Image ] 5-3
[ /ICSD Enable Host Scan/CSD ]

[ /CSD Enable Host Scan/CSD ]
[ Apply ]
[ Save ]
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ASA LT®H CSD OAEMILE-IZERE

Cisco Secure Desktop CSD CSD data.xml
CsD
CsD
ASDM CSD
ATvT1 | Configuration ]>[ VPN Remote Access VPN ] > [Secure Desktop
Manager] > [ Setup ]
ASDM [ Setup ] 5-3
A
(3¥)  [Secure Desktop Secure Desktop Image ]
[Secure Desktop Enable Secure
Desktop ] CsD
ATwF 2 [Secure Desktop Enable Secure Desktop ] CsD
[Secure Desktop Enable Secure Desktop ] CsD

ZFv7 3 [ASDM]

The configuration has been modified. Do you want to save the running configuration to
flash memory?

ATvFT 4 | Save ] ASDM

RAR RF Y UBLUCSDDTYFTHTL—FEXHLY
L—F

ASA
AnyConnect Secure Mobility Client Cisco Secure Desktop

ASA TA R—TNIZEh=FKRA M XX v 41 A—=DDHRF

ASDM [ Configuration 1> VPN Remote Access VPN 1> [
Host Scan Image ]

[ Host Scan Image ]
[ /CSD Enable HostScan/CSD ]
ASA
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[ Host Scan Image ] [ /CSD
Enable HostScan/CSD ] [ Configuration ]>[
VPN Remote Access VPN ] > [Secure Desktop Manager] [Secure Desktop
Secure Desktop Image Location ] CSD ASA

RAMRXXY D74 2R =)L

RAMREXY O NYGT—DDT AR =)L

ASDM
CsD ASA
A7v7 1 ASDM [ Configuration ]>[ VPN Remote Access VPN 1>
Host Scan Image ]
ATvF 2 | Host Scan Image ] [ Uninstall ]
ASDM [ Location ]
AFvT 3 | Save ]
ASA MDD CSD D714V AR =)L
Cisco Secure Desktop CSD
CSD data.xml
CsD
CsD
A7Tv7 1 ASDM [ Configuration ]>[ VPN Remote Access VPN ] >
[Secure Desktop Manager] > [ Setup ]
ASDM [ Setup ] 5-3
AFvT 2 | Uninstall ]

Do you want to delete diskO:/csd_<n>.<n>_.*_.pkg and all CSD data files?

ATFvF 3 | Yes ]

ASDM [ Location ] [
Setup ] [Secure Desktop Manager]

Z7v7 4 [ASDM]
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The configuration has been modified. Do you want to save the running configuration to
flash memory?

AT 5 | Save ] ASDM

AnyConnect RAF ¥ EVa—ILDTIN—TF K O—~DEY LT

A7Tv7 1 ASDM [ Configuration 1> [ VPN Remote Access VPN ]>[
Network (Client) Access 1> Group
Policies ]
ATvF 2 | Group Policies ] [ Add ]
[
Edit ]
ATvFT 3 | Edit Internal Group Policy ] [
Advanced ] [AnyConnect AnyConnect Client ]
AFvT 4 | Optional Client Modules to Download ]
[ Inherit ]
ATF9FT 5 | Optional Client Modules to Download ]
[AnyConnect Posture AnyConnect Posture Module ]
[OK]

ATv7 6 [OK]

KA M RX¥y AXDT

Windows Windows
syslog
Cisco AnyConnect Secure Mobility Client Posture

FTARTORAF ¥ EDa—)L avik—Rv roaxo4yg L
RILDERTE

Error

cscan.log
cscan.log VPN ASA
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A7Fvy7F 1 ASDM [ Configuration ]>[ VPN Remote Access
VPN ] > [Secure Desktop Manager] > [ Global Settings ] [
Global Settings ]
ATvT 2 [ Logging Level Definitions ] [
Logging Level ]
ATv7 3 [ Apply All ]
A
GE)
o o » B =
RRAF¥ EVa—ILOAYT T74ILEBFR
Web AnyConnect 3

e cstub.log AnyConnect Web

« libcsd.log API AnyConnect

e cscan.log cscan.exe

VPN
Cisco Technical Assistant Center TAC
Cisco TAC
DART
DART AnyConnect
TAC
DART DART
P.12-4
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DAP BIOS ASA VPN
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ASDM | Edit Dynamic Access Policy ] [
Advanced ] Lua
endpoint.device.id=BlOSSerialNumber
B10OSSerialNumber ASA BIOS

(ON

DAP T FR4A4 2 FEEE LTH BIOS DiERE

ATv7 1 ASDM

ATvF 2 | Configuration 1> [ VPN Remote Access VPN ]>[
Network (Client) Access ] [ SSL VPN
Clientless SSL VPN Access 1> [ Dynamic Access Policies ]
AFvT 3 | Configure Dynamic Access Policies ] [
Add ] [ Edit ] BIOS DAP
ATvT 4 ID [ Add ]
AT 5 | Endpoint Attribute Type ] [ Device ]
A7Tv7 6 [BIOS BIOS Serial Number ] [=]
[1=] [BIOS BIOS Serial Number ] BIOS
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ATFvF T [OK] [ Endpoint Attribute ]

A7v7 8 [OK] [ Edit Dynamic Access Policy ]
ATFv7 9 | Apply ]

ATv7 10 | Save ]

BIOS L 7 LB SOREHE
BIOS
e Windows http://support.microsoft.com/kb/558124
¢ Mac OS X http://support.apple.com/kb/ht1529

¢ Linux

/usr/bin/hal-get-property --udi /org/freedesktop/Hal/devices/computer --key
system.hardware.serial

TOMDEELEH

Lua

e Cisco Secure Desktop Configuration Guides

e Cisco Adaptive Security Device Manager Configuration Guides
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e Cisco AnyConnect Web
AnyConnect Web

VAT LEH
AnyConnect Web

e AnyConnect Web
« ASA ASDM

AnyConnect Web £¥al)54 €E2a—L

Web
e Windows XP SP3 x86 32
e Windows Vista x86 32 x64 64
e Windows 7 x86 32 x64 64
e OSXv10.5x86 32
e Mac OS X v10.6 x86 32 x64 64
e Mac OS X v10.7 x86 32 x64 64
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AnyConnect Secure Mobility Client  Web
ASA
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AnyConnect Web

Il Cisco AnyConnect Secure Mobility Client &E&# 4 F



| E6% Webt¥alTs0BE

sqtozzx N

E—ay —n\0EH#

¢ Windows Server 2003 R1 x86 32 X64 64
¢ Windows Server 2003 R2 x86 32 x64 64
¢ Windows Server 2008 R1 x86 32 x64 64

¢ Windows Server 2008 R2 x64 64

2 AT LOHIR

Web Anywhere Plus Web
Anywhere Plus

T4 REH

AnyConnect Web

. Web P.6-3
e AnyConnect Web P.6-3

A2 F7AY AVR—RMELTEASAT=Web X2l T4

Web ASA AnyConnect Secure Mobility
Client VPN ScanSafe Web
ScanSafe Web ScanSafe Web Filtering
ScanSafe Malware Scanning Secure Mobility for ScanSafe

N

(GE)  Web AnyConnect Secure Mobility Client
AnyConnect Essentials AnyConnect Premium

AnyConnect DaViR—RY & LTEASKT- Web X2 T+«

AnyConnect 1> X

Web AnyConnect Web
AnyConnect Essentials AnyConnect Premium

ScanCenter 514t X

ScanSafe Web ScanSafe Web Filtering
ScanSafe Malware Scanning Secure Mobility for ScanSafe
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IPv6 Web DNS
URL IPv4
IPv4 IPv4
IPv6
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ASA L EHIZERT 58D AnyConnect Web % 1)
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Web AnyConnect
AFvTA1 AnyConnect Web P.6-8 Web
A7Tv7T 2 Web Web

2 AnyConnect Secure Mobility Client

ASA % L TERAYT 5160 AnyConnect Web £+ 1)
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Web AnyConnect VPN
ASA ScanSafe ScanCenter
¢ AnyConnect Windows OS Web
¢ AnyConnect Mac OS X Web
A
()  Windows AnyConnect ID IP
ID enterprise_domains
ScanCenter
IP
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Mac OS X

Web

Mac Web

Mac IP

AnyConnect 1 X b—35 ZfERA L= Windows OS ~MD Web %11
T4 ED2—ILDA VA=)

AFvFT 1

A7y 2
AFvT 3

AFvF 5

AFvT 6

ScanSafe
Client Web

Windows OS  Cisco AnyConnect Secure Mobility

1. Cisco AnyConnect Secure Mobility Client ISO

2. 1SO

3.
Web
Web

4, Web

ScanSafe

ScanCenter

Winzip  7-Zip

N

Web
1ISO

Windows OS  Cisco AnyConnect Secure Mobility Client Web

Cisco.com Cisco AnyConnect Secure Mobility Client

ISO

(i) Web

AnyConnect
AnyConnect

P.2-44

() Web

AnyConnect Web

P.6-8 Web

WebSecurity_ServiceProfile.xml

Web

WebSecurity_ServiceProfile.wso
WebSecurity_ServiceProfile.xml
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AFw 7T T WebSecurity_ServiceProfile.wso Web
3 Profiles\websecurity

AT7v7 8 Setup.exe

AT7w7 9 [Cisco AnyConnect Secure Mobility Client Cisco AnyConnect Secure Mobility
Client Install Selector ]
¢ [AnyConnect Web AnyConnect Web Security Module ]
* [Cisco AnyConnect VPN Cisco AnyConnect VPN Module ]
VPN
Web VPN
. [ Lock Down Component Services ]
Windows
Web
AFvF7 10 [ Install Selected ] [OK]

[Cisco AnyConnect Secure Mobility Client]

AnyConnect 1 X b—5%#EHL=MacOS X ~DWebt+xal) 74
ED2A—-ILDAL R =)L

Web
Web DMG
Web
A7w7 1 ScanCenter Cisco.com Cisco AnyConnect Secure
Mobility Client DMG
AFvT 2 6-1
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AFvT 3

ATv7 4

AFvF 7

ATFvF9

2Fv7 10

ASA = LCHAT 57-HD AnyConnect Web %2115« EZa—LO > X F—1 M

6-1 AnyConnect f VR b—5 £ A=

Hdiutil convert <source dmg> -format UDRW -o <output dmg>

Windows AnyConnect
AnyConnect
P.2-44
Y
(G¥) Web
AnyConnect Web P.6-8 Web

WebSecurity_ServiceProfile.xml

Web WebSecurity_ServiceProfile.wso
WebSecurity_ServiceProfile.xml

WebSecurity_ServiceProfile.wso Windows AnyConnect
3.0.5074/Profiles/websecurity Mac OS X

Copy WebSecurity_ServiceProfile.wso
cp <path to the wso> \Volumes\"AnyConnect <VERSION>"\Profiles\websecurity\

Mac OS X AnyConnect 3.0.5074/Profiles TextEdit
ACTransforms.xml VPN
<DisableVPN> True
<ACTransforms>
<DisableVPN>True</DisableVPN>
</ACTransforms>

Cisco.com  AnyConnect Secure Mobility Client 3.0.4235
VPNDisable_ServiceProfile.xml AnyConnect Web

VPNDisable_ServiceProfile.xml AnyConnect AnyConnect
3.0.5074/profiles/vpn
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A
(G¥)  AnyConnect 3.0.4235 Web Mac OS X
AnyConnect
AnyConnect Web
9 10
AnyConnect
ATv7 1 AnyConnect DMG

ARSI A AR M=I)LEERALT=- Windows OS ~D Web ¥+
T4 EDaA—ILDA R =)L

Web
ZAFv7 1 AnyConnect Windows OS Web
1 6
A7v7F 2 VPN AnyConnect Secure Mobility Client VPN

msiexec /package anyconnect-win-<version >-pre-deploy-k9.msi /norestart /passive
PRE_DEPLOY_DISABLE_VPN=1 /lvx* c:\test.log
ATvF 3  Web

msiexec /package anyconnect-websecurity-win-<version >-pre-deploy-k9.msi /norestart
/passive /lvx* c:\test.log

ATy 4 DART
misexec /package annyconnect-dart-win-<version >-k9.msi /norestart /passive /lvx*
c:\test.log
ATvF 5 Web 2-15 P.2-42
Windows
ATFvT 6 Cisco AnyConnect Web P.6-42
Cisco AnyConnect Web Windows
N
() Systems Management Server SMS

AnyConnect Web a7« 935472078274
ILDYERL

AnyConnect Web
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AnyConnect Web %254 4547+ 7oz 00tk N

ATyFT1 Web
e ASDM ASDM Configuration ]>[ VPN Remote
Access VPN 1> Network (Client) Accessess ] >
[AnyConnect AnyConnect Client Profile ]
¢ Windows OS [ Start 1> Programs ]>
[Cisco] > [Cisco AnyConnect Cisco AnyConnect Profile Editor ] > [Web
Web Security Profile Editor ]
AFwFT 2 | Add ]
AFv7 3
ATvT 4 | Profile Usage ] [Web Web
Security ]
A7FyFT 5 [ Browse ]
ATv7T 6 [ Group Policy ]
<Unassigned>
AFw 7 7 AnyConnect Web
AnyConnect Web
. ScanSafe P.6-9
e Web P.6-13
. P.6-16
e Detect-On-LAN P.6-18
. ScanSafe
P.6-31
AnyConnect Web ASDM
XML 2 1 1
Web
P.6-36

DS5A4F72 bk AT 7A4ILTHD ScanSafe Axv =249 TOXLNDHRTE

ScanSafe Web Web
ScanSafe Web Web
ScanSafe AnyConnect Web [
Scanning Proxy ] AnyConnect Web Web
ScanSafe
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6-2 Web 2%aUT 4 954720 7A774L0D [RF+ > FOFXY (Scanning Proxy) ] /%
HRIL
AnyConnect Web ScanSafe
¢ AnyConnect Web P.6-8
. P.6-11
. P.6-12
e HTTP S P.6-13

Axy=oF F7OoxY YR COEH

Web
ScanCenter Web

Web
ScanCenter Web

AnyConnect Web
ScanSafe ScanSafe Web

Scanning Proxy list is out of date [ Update

List ]
ScanSafe [ Update List ]

[ Update List ]

ScanSafe
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AnyConnect Web %254 4547+ 7oz 00tk N

Web tXal)T4 954720 TOT7AILTDTIAHILMDRXY =05 TOX VBT

ScanSafe
. ScanSafe
Display
P.6-11
. ScanSafe ScanSafe
P.6-12
e AnyConnect Web Security HTTP
HTTP S
P.6-13
AX v =07 TAFX SO 1—FAORTEITERT
ASA VPN ASA
AnyConnect Web
ScanSafe
AnyConnect Web
Display
e ScanSafe Cisco AnyConnect Secure Mobility Client
[Web Web Security ] [ Advanced ]
¢ AnyConnect Web
Display ScanSafe
. ScanSafe
e AnyConnect Web
Hide ScanSafe
Hide
N
GE) ScanSafe
ScanSafe
A7Tv7 1 ASDM [ Configuration ]>[ VPN Remote Access VPN > [
Network (Client) Accessess ] > [AnyConnect
AnyConnect Client Profile ]
A7y 2 AnyConnect Web [ Edit ]
Web [ Scanning
Proxy ] 6-2
AT7w7 3 ScanSafe
. [
Hide ]
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Display ] ScanSafe

AT7wv7 4 AnyConnect Web

TIAILEDRAXTY =25 TOXPDRER

ScanSafe

AFvy7 1 ASDM [ Configuration ]>[

VPN Remote Access VPN ]> [

Network (Client) Accessess ] > [AnyConnect

AnyConnect Client Profile ]

ART9T 2 AnyConnect Web
Web
Proxy ] 6-2
AFvT 3 | Default Scanning Proxy ]

X797 4 AnyConnect Web

A—HRRFr V5 TOXVICERT I

1.

AnyConnect Web

AnyConnect Secure Mobility Client Web

[ Edit ]
Scanning
Cisco
[ Settings ]

- [ Automatic Scanning Proxy
Selection ] AnyConnect Web
- [
Automatic Scanning Proxy Selection ] AnyConnect Web
[ Automatic Scanning Proxy Selection ]

AnyConnect Web
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AnyConnect Web %254 4547+ 7oz 00tk N

AnyConnect Web Windows AnyConnect
AnyConnect GUI [ Advanced Settings ] [ Advanced
Statistics ]

HTTP (8) r3 74 w9 VRZVT R— bORE

Scan Safe Web HTTP Web HTTPS
Web Web
Web
A7Tv7 1 ASDM [ Configuration ]1>[ VPN Remote Access VPN >

Network (Client) Access ] > [AnyConnect
AnyConnect Client Profile ]

AFvT 2 AnyConnect Web [Edit]

Web [ Scanning Proxy ]
6-2

ATvT 3 | Traffic Listen Port ] Web
HTTP HTTPS

ATv7T 4 Web

Web XX =2 H—EXANSDIVRRSA b 5T 499 DS

IP ScanSafe Web

Web [ Exceptions ]
6-3
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6-3 Web £%a )74 FAIZ74) T7 440 [R5 (Exceptions) ] /83U
R kst
[ Host Exceptions ] ScanSafe Web
Web [ Exceptions ]
6-3
192.0.2.0/8
Web

update.microsoft.com
*_salesforce.com
* _mycompanydomain.com

Web
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AnyConnect Web %254 4547+ 7oz 00tk N

RFC 1918 IP

IPv4 IPv6 80.254.145.118
2001:0000:0234:C1AB:0000:00A0:AABC:003F

Classless Inter-Domain Routing CIDR 10.0.0.0/8
2001:DB8::/48

windowsupdate.microsoft.com

ipv6.google.com

Gx)
example.com
IP 127.0.0.*
*.cisco.com
AR *.cisco.*
FE
pA=E )
[ Proxy Exceptions ] IP
192.168.2.250 [ Exceptions ] 6-3
IPv4 IPv6
CIDR IP
IP ScanSafe Web Web
SSL
ScanSafe Web SSL
Web SSL
ScanSafe Web
AR 73515
ScanSafe Web IP
IP Classless Inter-Domain Routing CIDR
VPN IP 6-3

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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WM AnyConnect Web #%1UF+4 45472 F 7a77 4 LOKR

CIDR IPv4 IPv6
IP
10.10.10.5
192.0.2.0/24
N
G¥) SSL VPN IP

IPv6 Web 5274 v VI8 51— HA KSA Y

IPv6
IPv6 Web
URL IPv4
IPv4
IPv6
IPv6 ::/0

Web X ¥ ¥ =25 H—FER FYIT7 LU ADHRE

e Detect-On-LAN P.6-18

A—HHEOBRES L URVBVRF Y=V F TOXVRERBOHE

ScanSafe

DNS

IPv4

IPv6

IPv6 Web

P.6-16

A7Tv7 1 ASDM [ Configuration ]>[ VPN Remote Access VPN > [
Network (Client) Access ] > [AnyConnect
AnyConnect Client Profile ]
AFvT 2 Web [ Edit ]
ATvT 3 | Preferences ]
6-4
ATFvFT 4 | User Controllable ] [
User Controllable ] AnyConnect [ Automatic
Tower Selection ] [ Order Scanning Proxies by
Response Time ]
A7Fvy7 5 Web [
Automatic Scanning Proxy Selection ] [
Order Scanning Proxies by Response Time ]
o Automatic Scanning Proxy Selection ] Web
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AnyConnect Web %254 4547+ 7oz 00tk N

e [ Automatic Scanning Proxy Selection ]
[ Order Scanning Proxies by Response Time ]
N
(6= NN | Automatic Scanning Proxy Selection ]
AFvT 6 | Order Scanning Proxies by Response Time ]
o [ Test Interval ]
e [ Test Inactivity Timeout ] Web
Web

Y

G [ Order Scanning Proxies by Response Time ]
e Detect-On-LAN LAN
« Web
. [ Test

Inactivity Timeout ]

AFv7T 7 Web
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WM AnyConnect Web #%1UF+4 45472 F 7a77 4 LOKR

6-4 A—PHHE L CHERMHEICE SR Xy =2y TOF P OIEFT T

Detect-On-LAN D E—a > —N\EHRDETE

Detect-On-LAN LAN VPN
Detect-On-LAN
LAN ScanSafe
ScanSafe Web
LAN Detect-On-LAN
P.6-40
/ Cisco
ScanSafe Web ScanSafe
/
Y
() ScanSafe Connector
Exceptions ]
P.6-15

Web

A7v7 1 ASDM [ Configuration 1> [ VPN Remote Access VPN ]>[
Network (Client) Access ] > [AnyConnect
AnyConnect Client Profile ]
ATvT 2 Web [ Edit ]
ATF9FT 3 | Preferences ] [ Preferences ]
6-5
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AnyConnect Web %254 4547+ 7oz 00tk N

ATy 4 Web
[ Beacon Check ]
ATF9FT 5 | Public Key File ] [ Browse |
RSA /
512 1,024
AFvT 6 | New Beacon Address ]
IP
IPv4 10.10.10.123

beaconserver.cisco.com

GE)
cisco.com
ATvT 7T
e [ Beacon Port ] TCP/IP
6001
websecurity.config
e [ Beacon Check Interval ] Web
LAN
« [DNS DNS Lookup Timeout ] <Beacons>
DNS

e [ Port Connection Timeout ]

AFv7 8 Web
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6-5 F—av 34— FzvIDEHE

E—a>y 34—\ 2R =)L
DOLprv.pem BeaconServer.msi

P.6-41 BeaconServer.config

P.6-27
P.6-23
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AFw 7 1 BeaconServer.msi

ATvF 2 | Next ] [ License Agreement ]
2797 3 [
I accept the license agreement ] [ Next ] [
Destination Folder ] [
Cancel ]
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| "=



E6E Webt*aiUT(ORE |
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AFvT 4 | Next ] [
Browse ] [ Next ] [
Ready to Install the Application ]

AF9F 5 | Install ]
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AnyConnect Web %254 4547+ 7oz 00tk N

N

GE) msiexec /i
<path>/BeaconServer.msi /I*vx install.log install.log

AL AR =)L
MSI

msiexec /i <path>/BeaconServer.msi /1*vx install.log /qgn
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C:\temp \\server\share

E—a Y H—/\DHIk

msiexec /x <path>BeaconServer.msi /I*vx uninstall.log /gn

AFwv7 1 BeaconServer.msi

ATFvF 2 | Remove ] [ Next ] [
Beacon Server Uninstall ]
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ATF9FT 3 | Next ] [ Cancel ]
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ATvT 5 | Finish ]
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AnyConnect Web %254 4547+ 7oz 00tk N

E—aY 34—\

gﬂg

5E

BeaconServer.config XML
C:\Program Files\Anywhere+ Beacon
Server\
<DetectOnLANServer>
<ConfigurationParameters>

<I-- Beacon Port, default 6001 -->
<BeaconPort>6001</BeaconPort>

<I-- Connection Timeout in secs, default 10 -->
<ConnectionTimeout>10</ConnectionTimeout>

<I-- Disallowed Source IP addresses ";" separated -->
<Disal lowedSourcelP></Disal lowedSourcelP>

<Logging>

<debug_level>00000107</debug_level>
<I-- Log file size in kilobytes (KB) -->
<LogFileSize>1000</LogFileSize>

<!-- Number of log files to retain -->
<NumLogFi lesToRetain>10</NumLogFilesToRetain>
<I-- This setting specifies the time for which a log file can be retained

before being deleted -->
<LogFileRetentionTime>
<Days>7</Days>
<Hours>0</Hours>
<Minutes>0</Minutes>
</LogFileRetentionTime>

</Logging>
</ConfigurationParameters>
</DetectOnLANServer>
BeaconPort TCP/IP
6001
Admin.cfg
ConnectionTimeout
DisallowedSourcelP AnyConnect
IP
IP ; 1
Logging
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debug_level
LogFileSize 100 10,000
100 KB
NumLogFilesToRetain 10
LogFileRetentionTime
e Days
* Hours
e Minutes
. —
VATL LA T4y
[ Start Beacon Server ]
[ Stop Beacon Server ]
ATyFT1 [ Preferences | [

Beacon Configuration ]
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A7FwvF 2 [TCP Listening TCP port ] TCP/IP
ATFvFT 3 | Errant connections cleanup timeout (secs) ]
AFwFT 4 | IP Disallowed IP Addresses (semi-colon separated) ]
AnyConnect IP ;
AFvF 5 [OK] BeaconServer.config [
Cancel ]
[GUI

Terminate GUI ]

<BeaconServerlInstal IFolder>\BeaconServer -BD

Detect-On-LAN DX E

Detect-On-LAN

ATvTA1 1
P.6-20
A
GE) LAN Web
VPN Web
AFw7F 2  AnyConnect Web P.6-8 Web
AnyConnect
ATwv7 3  Detect-On-LAN P.6-18 Web
[ Preferences ]
e [ Beacon Check ]
e [ Public Key File ] /
DOLpub.pem
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. IP [ New Beacon
Address ]
ATvFT 4 Web
ATwF 5 Detect-On-LAN Web
ASA VPN AnyConnect Secure Mobility Client  [VPN]
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D EZRES LU ScanSafe X ¥+ =

oy TMEE

AnyConnect Web %254 4547+ 7oz 00tk N

20 FaxADTIV—T A iN—

ATvTA1 Web
e ASDM ASDM [ Configuration ]>[ VPN Remote
Access VPN 1> Network (Client) Access ]>
[AnyConnect AnyConnect Client Profile ]
¢ Windows OS [ Start 1> Programs ]>
[Cisco] > [Cisco AnyConnect Cisco AnyConnect Profile Editor ] > [Web
Web Security Profile Editor ]
AFvT 2 Web [ Edit ]
AFvT 3 | Authentication ] 6-6
AT7w7 4 [Proxy Authentication License Key] ScanCenter
ScanCenter Active Directory
Web
ATwF 5 [Service Password] Web websecurity
a z
A Z 0 9 Windows
XML
Web
Web
Web [ Authentication ]
P.6-42
AFv7 6 HTTP ScanSafe Active Directory
Y
G¥)
Active Directory 7
e [ Use Enterprise Domains ]
NetBIOS example.cisco.com  NetBIOS
cisco DNS abc.def.com
[ Enterprise Domain name ]
ScanCenter Active Directory

Active Directory
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- % Windows  Mac OS X
*
ScanSafe
— Mac OS X Active Directory IP
e ScanSafe HTTP [
Group Include List 7 [ Use Group Exclude
List ]
[ Group Include List ] [ Group Include List ]
HTTP ScanSafe ScanSafe
Active Directory [ Group Include List ]
HTTP
HTTP
[ Group Exclude List ] [ Group Exclude List ]
HTTP ScanSafe ScanSafe
Active Directory [ Group Exclude List ]
[ Group Exclude List ]
HTTP
Active Directory ScanSafe
ATYT T [ /
Use Authenticated User/Group ]
e [ Authenticated User ]
IP
IP
HTTP ScanCenter
e [ Authentication Group ] 256
HTTP
HTTP
HTTP
HTTP

ATv7T 8 Web
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6-6 ScanSafe A¥ v =245 F7OoXxLRHADHRE

Web %2V 7 1 OFHERE

Web [ Advanced ]
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E6E Webt*aiUT(ORE |
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6-7 Web 2%aUT 4 954728 7O774)0 [## (Advanced) ]/3RJL
[ Advanced ]

« KDF P.6-34

. P.6-35

. P.6-35

e DNS P.6-35

. P.6-36

KDF YR=>% R— FDEE

Kernel Driver Framework KDF 1
KDF Web
KDF

AFvy7F7 1 ASDM [ Configuration 1> VPN Remote Access VPN 1> [
Network (Client) Access ] > [AnyConnect
AnyConnect Client Profile ]

ATvT 2 Web [ Edit ]
[Web Web Security ] [ Advanced ] Web
[ Advanced ] 6-7
A7v7 3 [KDF KDF Listen Port ] KDF

AFv7T 4 Web

Cisco AnyConnect Secure Mobility Client §E&H 1 F
| 634 | I



| E6% Webt¥alTs0BE

AnyConnect Web %254 4547+ 7oz 00tk N

Y—ERBER— FDERTE

Web AnyConnect GUI

A7Tv7 1 ASDM [ Configuration ]>[ VPN Remote Access VPN ]>[
Network (Client) Access ] > [AnyConnect
AnyConnect Client Profile ]

AFvT 2 Web [ Edit ]
[Web Web Security ] [ Advanced ] Web
[ Advanced ] 6-7

ATvT 3 | Service Communication Port ]
ATv7T 4 Web

BRI A LT FORE

Web
4
[ Connection Timeout ]
A7Tv7 1 ASDM [ Configuration 1> [ VPN Remote Access VPN ]>[

Network (Client) Access ] > [AnyConnect
AnyConnect Client Profile ]

ATvT 2 Web [ Edit ]
[Web Web Security ] [ Advanced ] Web
[ Advanced ] 6-7

ATF9FT 3 | Connection Timeout ]
ATvFT 4 Web

DNS v v aEELY I 7Y TDRE

[ Advanced ]
DNS
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TINY T DERTE

[ Debug Level ]

Web X574 BX2S

Windows OS
Web Windows Event Viewer
(Local)\Cisco AnyConect Web Security Module Web
Cisco Technical Assistance Center
Mac OS X
Web syslog
Web X2 T4 954720 TAT7A4IL 7740
AnyConnect Web
XML 2
1 filename.wso 1
filename.wsp
Web
filename.xml filename.wso
2
. Web ASA
. Web
AnyConnect Web
Web

TL—Y TFFAMDODWeb X2 UTF4 9534720 TAT7AIL T7AILDIY AR—F

AFvy7F7 1 ASDM [ Configuration ]1>[ VPN Remote Access VPN >
Network (Client) Access ] > [AnyConnect

AnyConnect Client Profile ]
AFyT 2 Web [

Export ]

AT97 3 [ Local Path ]

Web
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AnyConnect Web %254 4547+ 7oz 00tk N

ATvF 4 | Export ] ASDM Web
filename.wsp

DART XY FILDTL—2 THX LD Web X)) T4 V5470 TAIT7AIL T 74
LDITYRAR—h

Diagnostic AnyConnect Reporting Tool DART

Web

filename.wsp filename.xml  DART

ASDM Web
Web
2 Web
1 filename.wso
1 filename.xml
filename.xml
DART Web
DART

TL—Y TFAMDWeb X)) T4 V95472 TAT7AIL T7MILDRMEEELY
ASDM h 54 VfR— k

Web
XML
IFE Web
A7v7 1 ASDM [ Configuration 1> [ VPN Remote Access VPN ]>[
Network (Client) Access ] > [AnyConnect
AnyConnect Client Profile ]

ATFTyT 2 Web [ Export ]
ATwF 3 filename.wsp [AnyConnect AnyConnect Client

Profile ]
ATFyFT 4 | Import ]
ATvT 5 Web [

Import ]
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W X2 F70>Web %2054 95472k FAT7AADS VR F—L

#E2{Web EX1UT41 954720 7OT7A4IL T7L4ILDITH RTKR— b

ATv71 ASDM [ Tools 1> File Management ]
ATFvF 2 | File Management ] [ File Transfer ]1>[ PC
Between Local PC and Flash ] [ File Transfer ]

filename.wso

AR EF7AUWeb X T4 954720702774
IWDA 2R =L

ASA Web
ATvT1 | Start 1> All Programs ] > [Cisco] > [Cisco AnyConnect
Cisco AnyConnect Profile Editor ] > [Web
Web Security Profile Editor ] Web
A7wF 2  AnyConnect Web P.6-8 Web
ATFvFT 3 | File 1> Save ] Web
XML 2 1
filename.wso 1

filename.xml ASDM wsp

ATFvT 4 WebSecurity_ServiceProfile.wso filename.wso

e Windows XP
%ALLUSERSPROFILE%\Application Data\Cisco\Cisco AnyConnect Secure Mobility
Client\Web Security

¢ Windows Vista Windows 7
%ALLUSERSPROFILE%\Cisco\Cisco AnyConnect Secure Mobility Client\Web Security

* Mac
/opt/cisco/anyconnect/websecurity

AFwF 5  Cisco AnyConnect Web P.6-42
Cisco AnyConnect Web Windows
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Web t¥XalT4 F3T74vI9DRTYy b)Y
DERTE

ScanSafe Web
ScanSafe IP

http://80.254.145.118/websecurity-config-v2ip.xml

Detect-On-LAN Web VPN
VPN
LAN Web

Web £xa)T4 954720787714 1L0D
ScanCenter RKXFYy F avJ4¥XalL—ay HhR—Fk
DEXTE

AnyConnect 3.04 Web
ScanCenter Web

Web

ScanCenter Web

Web
Web
XML ScanCenter
XML ScanSafe
8
ScanCenter
Web
Web
Web
Web
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E6HE Webt*ayTsORE |

Detect-On-LAN

~
GE) ScanSafe
Web
AFv7rT 1 Web Web
ScanSafe
ScanCenter Administration Guide,
Release 5.1
XML
ScanCenter
Web ScanSafe
ScanCenter Administration Guide, Release 5.1
ScanCenter
1 1
1
1
AFyvFT 2
. Web
N
GE) Web

Detect-On-LAN

Detect-On-LAN
LAN

LAN

LAN
Detect-On-LAN
ScanSafe
ScanSafe Web

VPN
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http://www.cisco.com/en/US/docs/security/web_security/scancenter/sc5126/Administration.html#wp1067211
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Detect-On-LAN H

Web
/
/
/ ScanCenter
ScanSafe Connector
[ Exceptions ]
P.6-15
DLP
Detect-On-LAN Web
MEX—B L UVLHAF—DER
RSA / 512
1,024
DOLprv.pem DOLpub.pem
RSA Microsoft Certificate Services Windows Server
OpenSSL  http://www.openssl.org/
Microsoft Certificate Services
OpenSSL # A L -f&ZEXF—D4ER
openssl.exe
openssl genrsa -out DOLprv.pem 1024
DOLprv.pem BeaconServer.msi
DOLprv.pem
OpenSSL #fEM L= 2AF—DAERK
DOLprv.pem openssl.exe

openssl rsa -in DOLprv.pem -out DOLpub.pem -outform PEM -pubout

DOLpub.pem AnyConnect Web

A

ZF%&  AnyConnect Web
AnyConnect
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W Cisco AnyConnect Web €15+« I—Sz v bOFst—T LB EUS F—T 1L

Cisco AnyConnect Web a2 )74 T—xz 2 D
T4 E—TIEELUA R—TILiE

Web Cisco AnyConnect Web

Windows #ERA L= 4L 2DT 4 —TILIEEEIUVUAL R—TIL{E

Web [
Authentication ]
ATvTA1
ATv7 2 %PROGRAMFILES%\Cisco\Cisco AnyConnect Secure Mobility Client
ATv7 3
. acwebsecagent.exe -enablesvc
. acwebsecagent.exe -disablesvc -servicepassword

Mac OS X #ERLE=74 L2 5DT4—TNEBELUVSL R—TIL
=

Web [
Authentication ]
ATvTA1
ATwF 2 Jopt/cisco/anyconnect/bin
ATv7 3
. acwebsecagent -enablesvc
. acwebsecagent -disablesvc -servicepassword
Windows OB Y %o T ay
AnyConnect Secure Mobility
Windows
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Cisco AnyConnect Web %1 U T+ I—Uxz > FOF s t— TNt EUSF—Tie W

MSI LOCKDOWN
Windows

MSI

1 lockdown

(i) Mac OS X
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CHAPTER

VEVSA (23195 AnyConnect 7L £ 1) D&%

AnyConnect Secure Mobility Client AnyConnect

Cisco IronPort Web WSA Web
Web
Web URL Web
URL
AnyConnect
. Threat Operations Center
e 24 ASA

¢ AnyConnect
¢ AnyConnect

VAT LEH

AnyConnect

AnyConnect Secure Mobility Client
e Windows 7 x86 32 x64 64
e SP2 Windows Vista x86 32 x64 64
e Windows XP SP3 x86 32 x64 64
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$7%F WSAIZx7T % AnyConnect T LA FUYDEEE |

DT TN
Internet Explorer 7 Internet Explorer 8 wininit.dll
URL Firefox Chrome wininit.dll
URL
AnyConnect
Y
(3¥)  AnyConnect CSD

AnyConnect CSD

ASA & ASDM ICEE9 2 EH

AnyConnect Secure Mobility Client
ASA

« ASA 84
« ASDM 6.3.1

AnyConnect Secure Mobility Client €2 a1 —/LICET 54

AnyConnect Secure Mobility Client

1. AnyConnect VPN
2. AnyConnect
3. AnyConnect

Cisco lronPort Web X2 ') 574 FISA 7 ADOEEERMEICET S

=2
Cisco IronPort Web WSA

AnyConnect

WSA WSA

WSA 7.1

AnyConnect

AnyConnect Secure Mobility
WSA ASA P.2-49 WSA
ASA

Cisco lIronPort Web %2 !) 54 775472 AXALT®D SenderBase M1 r—JJLit

Threat Operations Center
WSA
WSA SenderBase
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| £7% WSA <39 % AnyConnect TL * k1) DEEE

AnyConnect 7L A FJ EXa—nof o2 k—n M

SenderBase SenderBase
WSA
1. Web WSA GUI
2. | Security Services ] > [SenderBase]
3. SenderBase [ Enable ] [

Edit Global Settings ]

N
G¥) IronPort AsyncOS for Web
User Guide

AnyConnect 7L A R EDVa—ILDA VR =)L

AnyConnect Secure Mobility

Client AnyConnect Web
2
AnyConnect Secure Mobility Client
AnyConnect
Windows explorer.exe
Y
(G¥)
— o~ —r
AnyConnect 7L A F) EVa—ILOEEER
AnyConnect
AnyConnect VPN
AnyConnect
A7wvF 1 Cisco.com AnyConnect Windows
anyconnect-win-<version>-k9.pkg
AFwF 2  AnyConnect Windows ASA
a. ASDM [ Configuration ]>][ VPN Remote Access VPN ]
> Network (Client) Access ] > [AnyConnect

AnyConnect Client Profile ]
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W AnyConnect FL A FJ EZa— DAL VR =)L

ATv7 4

AFwT 5

b. [ Add ]
c. AnyConnect Windows ASDM
AnyConnect [OK]
d. [OK] [ Apply ]
e. ASDM
AnyConnect
a. ASDM [ Configuration ]>[ VPN Remote Access VPN ]>[
Host Scan Image ]
b. [ Browse Flash ]
anyconnect-win-<version>-k9.pkg
c. [ /ICSD Enable Host Scan/CSD ]
d. [ Apply ]
e. ASDM
)
GE) SSL VPN
a. ASDM [ Configuration ]>[ VPN Remote Access VPN ]>[
Network (Client) Access ]> [ Group
Policies ] [ Edit ]
b. [ Advanced ] > [AnyConnect AnyConnect Client ]
c. [ Optional Client Modules to Download
] [ Inherit ]
[AnyConnect AnyConnect Telemetry ] [AnyConnect
AnyConnect Posture ]
d. [OK] [ Apply ] [ Save ]
a. ASDM [ Configuration ]>[ VPN Remote Access VPN >
Network (Client) Access ] > [AnyConnect
AnyConnect Client Profile ]
[ Edit ] [Basic]
b. [ Default Group Policy ]
c. [OK] [ Apply ] [ Save ]
a. ASDM [ Configuration ]>[ VPN Remote Access VPN ]>[

Network (Client) Access ] > [AnyConnect
AnyConnect Client Profile ]
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| £7% WSA <39 % AnyConnect TL * k1) DEEE

AnyConnect 7L 4 hJ ECa—noREERE W

b. [ Add ]
[ Profile Usage ] [ Telemetry ]
c. [ Group Policy ]
[OK]
d. [ Profile Names ]
[Edit]
e. [ Telemetry Policy ] [ Enable Service ]
f. [OK] [ Apply ] [ Save ]
ATvT 7T
a. ASDM [ Configuration ]>[ VPN Remote Access VPN ]>[

Network (Client) Access ]>[
Secure Mobility Solution ]

b. | Service Setup ] [
Enable Mobile User Security Service ]

[ Apply ] [ Save |

o

AnyConnect 7L 4 ) ED 2 —)LOEEER %

AnyConnect Secure Mobility Client

e AnyConnect VPN
* AnyConnect

AnyConnect VPN € a1—)L

AnyConnect VPN
e AnyConnect VPN

¢ AnyConnect VPN
AnyConnect Secure Mobility ACSM

¢ AnyConnect VPN WSA WSA
XML

VPN VPN
VPN

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
| g s |



$7%F WSAIZx7T % AnyConnect T LA FUYDEEE |

M FLAr) 7OF4ETFAREUARSHY

AnyConnect RAF ¥ EVa—I)L

AnyConect

AnyConnect

24 ASA
ASA

YB—RKN—T A H-lTFOFIDALMILA VI b7

AnyConnect

TLAN) POT4ETABEVRD MY

%ALLUSERSPROFILE%\Application Data\Cisco\Cisco AnyConnect Secure Mobility
Client\Telemetry\data\

API
Internet Explorer iexplorer.exe URL
Windows explorer.exe
activity.dat
activity.dat
activity.dat 1 MB
20110114111312430.dat activity.dat

activity.dat

[Maximum History Log]

[Maximum History (Days)]
P.7-10
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| £7% WSA <39 % AnyConnect TL * k1) DEEE

FLArYoLKR—r N

~
(G¥) winnit.dll  Kerel32.dll Windows
Firefox Chrome
N
() URL
URL URL
P.7-9
— o]
TLAR)DLKR— b
WSA
WSA Cisco Threat Operations Center TOC TOC
URL
WSA
1 1
ASA
ASA WSA WSA
VPN ASA

%ALLUSERSPROFILE%\Application Data\Cisco\Cisco AnyConnect Secure Mobility
Client\Telemetry\reports\

YYYYMMDDHHSSmmm.trt

N

GE) URL
URL URL

P.7-9

TLAR) ED2—LIZKSEANRROBD AT

ID Jonathan Doe malware.txt
C:\Documents and Settings\jdoe\Local

Settings\Temp\Cookies\jdoe@malware[1].txt
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WM FLArYDOLR—F

N

GE)

http://www.cisco.com/web/siteassets/legal/privacy.html

TLARN)DD—2 70—

WSA
1. Web http://www.unabashedevil.com myriad_evils.zip
activity.dat
2. evil_virus.exe
activity.dat
3. evil_virus.exe
4. activity.dat
evil_virus.exe
activity.dat
evil_virus.exe  myriad_evils.zip
http://www.unabashedevil.com
1

5. WSA

. ASA

WSA
. VPN ASA
WSA

6. SenderBase WSA Threat Operations Center

WSA URL Web

WSA
http://www.unabashedevil.com myriad_evils.zip
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| £7% WSA <39 % AnyConnect TL * k1) DEEE

URL DEEE1E

FLArYoLKR—r N

URL
URL
URL URL
URL
URL
SenderBase WSA
IP URL
IP Senderbase
URL
URL WSA
URL
URL AES
URL URL AES
AES VPN
URL AES AES
URL
[ Custom Certificates ] PEM
X.509
URL AES
AES AES URL
1
ASDM ASA
URL URL
Cisco Threat Operations Center URL
URL
WSA  SenderBase URL
o [ Standard ] URL
| Limited ] URL URI URL

URL https://www.internetdocs.example.com/Doc?docid=alb2c3d4e5f6g7h8=en

https://www.internetdocs.example.

Operations Center URL

Doc?docid=alb2c3d4e5f6g7h8=en

URL
com/93a68d78c787d8f6sa7d09s1455623

Threat
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WM FLARY 5547V FATFALOBE

TLA MY LR—FDOESIE

WSA
ASA WSA
HTTP POST WSA
WSA SenderBase Threat
Operations Center POST

TFLARM) OSAT7F TAT7PALILDETE

AFv7 1 ASDM [ Configuration 1> [ VPN Remote Access VPN 1>
Configuration ]>][ Network (Client) Access ]>
[AnyConnect AnyConnect Client Profile ]
ATFTvT 2 | Add ]
ATv7 3
ATvFT 4 | Profile Usage ] [ Telemetry ]
AFvT 5 [ Browse ]
AFv7 6 [ Group Policy ]
<Unassigned>
AFwF 7 [AnyConnect AnyConnect Client Profile ]
[ Edit ]
ATv7 8 [ Enable Service ]
ATF9FT 9 | MB  Maximum History Log (MB) ]
. 2 1,000 MB
. 100 MB
ATv7T 10 [ Maximum History (Days) ]
. 1 1,000
. 180
ATv7 11 | Antivirus Check Interval (secs) ]
. 5 300
. 60
ATFvF 12 | Retry Send Attempts ]
WSA
. 0 10
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| £7% WSA <39 % AnyConnect TL * k1) DEEE

gE7oTr/orE B

. 2
ATvF 13 | Administrator Defined Exceptions ]
2
o Administrator Defined Exceptions ]
[ Add ]
trusted.exe
C:\Program Files\trusted.exe
e [ Browse ]
[ Administrator Defined Exceptions ]
ATvT 14 | Custom Certificate Select from file ] [
Browse ] XML

.pem
A7TvF 15 [OK]
ATvF 16 [ Apply ]

BRETOT7AILDERE
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¥ WSAITHT S AnyConnect TL A FDRE |

B s 077/ 0ER

® 71 FLAMY 9SAF7VFTATFAIL T7AN

27414

Oy—<3y

SRS & UMBSEIRGL

actsettings.xml

%ALLUSERSPROFILE%\Application Data

\Cisco\Cisco AnyConnect Secure Mobility Client
\Telemetry

telemetry_profile.tsp ASA
ASA
ASA [ Configuration ]>]
VPN Remote Access VPN >
Network (Client) actsettings.xml
Access ] > [AnyConnect
AnyConnect Client Profile ]
WSA WSA XML
WSA XML

telemetry_profile.tsp
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FIPS £ EBINEXa) T14DA4 32— UL

Cisco AnyConnect Secure Mobility Client VPN

FIPS 140-2 1 FIPS 140-2
FIPS ASA AnyConnect
FIPS
¢ AnyConnect VPN FIPS
FIPS
XML ASA
ASA FIPS
e AnyConnect Windows XP
AnyConnect
FIPS
3e Technologies International 3eTI FIPS Cryptographic
Kernel Library CKL AIR-SSCFIPS-DRV
FIPS 3eTI CKL CD
AnyConnect

Release Notes for 3eTIl Cryptographic Client Software Model 3e-010F-3-1A

e AnyConnect VPN FIPS P.8-2
. P.8-7

e AnyConnect P.8-13

. FIPS P.8-18
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W AnyConnect 37 VPN 754 7> FDO1=6H® FIPS O #— T Lt

AnyConnect 37 VPN V5472 D=6 D FIPS O A
*—7 I

AnyConnect FIPS
XML
ASA
ASA FIPS
AnyConnect AnyConnectLocalPolicy.xml XML
ASA
AnyConnect
ASA SSL FIPS
DTLS
AnyConnect VPN FIPS
e Windows MST FIPS P.8-2
. MST FIPS
P.8-3
e Enable FIPS Tool FIPS p.8-3
. pP.8-4
e ASA FIPS SSL P.8-6
e AnyConnect FIPS P.8-6
e AnyConnect P.8-13

Windows 7 547> FTOMST 274 ILEFERALEFIPS DA *—T )L
it

Windows MST MSI
AnyConnect FIPS MST  FIPS
FIPS
AnyConnect
MST FIPS
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AnyConnect 27 VPN 54 7> D60 FIPS O *—J i N

WEDO MST 274 IILZFEALI-FIPS B&LUVFDOO—HIL R o —
NG A= DA F—T It

MST
MST AnyConnect
AnyConnectLocalPolicy.xml
8-9

+ LOCAL_POLICY_BYPASS_DOWNLOADER

« LOCAL_POLICY_FIPS_MODE

« LOCAL_POLICY_RESTRICT_PREFERENCE_CACHING
« LOCAL_POLICY_RESTRICT_TUNNEL_PROTOCOLS
« LOCAL_POLICY_RESTRICT _WEB_LAUNCH

« LOCAL_POLICY_STRICT_CERTIFICATE_TRUST

N

(3¥)  AnyConnect

Enable FIPS Tool ZRA L= FIPS &K UV FDM/ASA—2D A4 r—T)L

Enable FIPS FIPS
AnyConnect Enable FIPS
Windows Linux Mac root
Enable FIPS FIPS
8-1 8-9
AnyConnect
Enable FIPS EnableFIPS <arguments>
Enable FIPS
. FIPS vpnagent
Windows vpnagent Mac Linux
Windows Enable FIPS

EnableFIPS rwl=false sct=true bd=true fm=false

Linux Mac
./EnableFIPS rwl=False sct=true bd=true fm=false

8-1 Enable FIPS
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H8E

W AnyConnect 37 VPN 754 7> FDO1=6H® FIPS O #— T Lt

® 8-1

K1) L —E&E & Enable FIPS Y—ILD351#

RY—&E BI¥EB &L UHEX
FIPS fm=[true | false]
bd=[true | false]
WebLaunch rwi=[true | false]
sct=[true | false]
rpc=[Credentials | Thumbprints | CredentialsAndThumbprints | All | false]
Firefox NSS efn=[true | false]
Linux Mac
PEM epf=[true | false]
Linux Mac
Mac emn=[true | false]
Mac

O—AJIL AR)—ARADOA—AIL R O— IS A—2DFHLER

2AFvF 1

A7y 2

AnyConnect

AnyConnect

AnyConnectLocalPolicy.xml

8-2

® 8-2

*FRL—F 425 YXFLE AnyConnect B—HIL RYS— TP ILDA VR F—JL 18R

ARV—TFTa 2T
DRT L

AR =L SR

Windows 7 C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client
Windows Vista C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client
Windows XP C:\Documents and Settings\All Users\Application Data\Cisco\Cisco AnyConnect

Secure Mobility Client

Windows Mobile

%PROGRAMFILES%\Cisco AnyConnect VPN Client!

Linux

/opt/cisco/anyconnect

Mac OS X

/opt/cisco/anyconnect

1. AnyConnect 3.0

Windows Mobile AnyConnect 2.5

Windows  AnyConnect

<?xml version="1.0" encoding="UTF-8"?>

<AnyConnectLocalPolicy acversion="2.4_140"
xmlns=http://schemas.xmlsoap.org/encoding/
xmIns:xsi=http://www.w3.0rg/2001/XMLSchema-instance

Xxsi:schemalLocation="http://schemas.xmlsoap.org/encoding/ AnyConnectLocalPolicy.xsd">
<FipsMode>false</FipsMode>
<BypassDownloader>false</BypassDownloader>
<RestrictWebLaunch>false</RestrictWebLaunch>

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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AnyConnect 27 VPN 54 7> D60 FIPS O *—J i N

<StrictCertificateTrust>false</StrictCertificateTrust>

<RestrictPreferenceCaching>false</RestrictPreferenceCaching>

<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
</AnyConnectLocalPolicy>

ATvT 3 AnyConnectLocalPolicy.xml
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W AnyConnect 37 VPN 754 7> FDO1=6H® FIPS O #— T Lt

ASA T FIPS ##l0 SSL BES{L = AT 2= DEE

ASA AnyConnect  SSL
DTLS

ASA SSL

ASA SSL
* RC4-SHA1l
» AES128-SHA1 FIPS
* AES256-SHA1 FIPS
 3DES-SHA1l FIPS

ASA FIPS RC4-SHA1
FIPS FIPS SSL
DTLS
FIPS
SSL ASDM [ Configuration ]>[ VPN
Remote Access VPN > [ Advanced ]>[SSL SSL Settings ] [
Encryption ] FIPS
CLlI ssl encryption

AnyConnect FIPS DL R FEEIZKDT Y FRA > BT SHHRE

AnyConnect FIPS
AnyConnect Windows
AnyConnect  FIPS
RDP
FIPS Microsoft Terminal Services
RDP
[ FIPS
Use FIPS compliant algorithms for encryption, hashing, and signing 1 [ Disabled
] [Windows Windows Local System Cryptography
1 FIPS
8-3 AnyConnect Windows
® 8-3 AnyConnect T FIPS #4 R—J)LICL1=& EIZETEh S Windows LR M) X—DEE
Windows ®/N\—23>y |[LPX Y F— Thhd7o>ay
Windows XP HKLM\System\CurrentControlSet\Control\Lsa |FIPSAlgorithmPolicy 0 1

Cisco AnyConnect Secure Mobility Client §E&H 1 F



| $8% FIPS L@tFaUF1DfF—T ik

YIr9r7 OvsBLUTaIr4 L avsn4x—Tnie A

Windows MO/8\—2 3> |[LPR R F— Thhd7ovay
Windows Vista HKLM\System\CurrentControlSet\Control\Lsa\ |Enabled 0 1
FIPSAlgorithmPolicy
HKCU\Software\Microsoft\Windows\ 0x080 or
CurrentVersion\Internet Settings [SecureProtocols]
TLSV1
HKLM\Software\Policies\Microsoft\Windows\C 0x080 or
urrentVersion\Internet [SecureProtocols]
TLSV1
1
TLSv1

Vb7 Ay ELVTAITIFAIL BYIDA R—T
UE

ASA
AnyConnect
ASA
ASA
VPN
Web ASA
ASA
ASA
VPN
ASA
ASA
. . DNS
. . DNS
. LAN .
« Start Before Logon .
* PPP . VPN
. VPN .
AnyConnect D7 v 75 L—F
ASA AnyConnect
ASA
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WM Uoryz709968&0T07740 OvI DL R—T UL

ASA ASA
VPN
VPN ASA
ASA
VPN

ASA VPN
VPN
N
G¥) ASA Web

ASA

HRI SN TULVEL ASA ~DEH

ASA
VPNmanifest.dat
ASA
ASA ASA
ASA
~
(i¥) 1 ASA ASA
ASA
VPN VPN
VPN

BEBZED2—IBALR—TNIZESNTWBRER—/IN\—D 3>

ASA
ASA VPN

ASA
ASA

ASA
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YIr9r7 OvsBLUTaIr4 L avsn4x—Tnie A

A7 VPN ISA72 DT A4 A =)L

VPN Windows [
Add or Remove Programs ] VPN

FIHILEDHFRREAL Y

ASA
ASA
ASA
ASA  vpn.newyork.example.com
<DefaultDomain>example.com</DefaultDomain>
ASA
TAI77A4L AV IRFTIDLEZDHASHTIVEL ASA ~DHEFE
ASA
VPN
ASA
axyy
UpdateHistory.log
ASA
%AllUsers%\Application Data\Cisco\Cisco AnyConnect Secure Mobility Client\Logs
V72,7 AvIELVTRIZ7AL AV IDI=6HD XML 25
XML UpdatePolicy
<AuthorizedServerList> FQDN IP
1
newyork.example.com *.example.com 1.2.3.*
Y
GE) IP IP
IP

FQDN
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WM Uoryz709968&0T07740 OvI DL R—T UL

seattle.example.com newyork.example.com FQDN

<?xml version="1.0" encoding="UTF-8"?>
<AnyConnectLocalPolicy acversion="2.4_140"
xmlns=http://schemas.xmlsoap.org/encoding/
xmIns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
Xsi:schemalLocation="http://schemas.xmlsoap.org/encoding/ AnyConnectlLocalPolicy.xsd">
<FipsMode>false</FipsMode>
<BypassDownloader>false</BypassDownloader>
<RestrictWeblLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>
<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
<UpdatePolicy>
<AllowSoftwareUpdatesFromAnyServer>true</Al lowSoftwareUpdatesFromAnyServer>
<AllowVPNProfileUpdatesFromAnyServer>true</Al lowVPNProfileUpdatesFromAnyServer>
<AuthorizedServerList>
<ServerName>seattle._example.com</ServerName>
<ServerName>newyork.example.com</ServerName>
</AuthorizedServerList>
</UpdatePolicy>
</AnyConnectLocalPolicy>

V2 b7 Oy OERAH

8-4 8-5 8-6 8-7

ASA
% 8-4 LUy AnyConnect ISy 7r—L %A VX =)L LT, BFAT&hi= ASA ~DEH
RISA VR b—
LERTWNBYS
A7 EPa2— E¥a—J)LA.B.C.DMNA EPa—JLA. B. X. YA |[EPa—I)LA. BRALIR—TILD
L *2—TILD ASA *2—TILD ASA ASA
A B C A B C ASA A B ASA A B ASA
C
ASA ASA
D X Y
C
A B C A B C A B A B
C X Y C
c D
C
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& 8-5 F LUy AnyConnect 1Sy r—S %A VR F—JL LTz, AT ShTULVEL ASA ~DHEH
BAICA VR =L E
hTWd954F72 0 | EPa—ILA.B.C. DR [EVa—ILA.B. X. YL |EPa—ILA. BHRA41R—TILD
EDa2— 14 2—TILD ASA *—TJILD ASA ASA
A B C A B C ASA |A B ASA A B ASA
ASA
D ASA C
C
X Y
A B C A B ASA A B ASA A B ASA
C C
C C
A B C
A B C
C
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WM Uoryz709968&0T07740 OvI DL R—T UL

% 8-6 RLC/IS—23VTEDa—ILORYS AnyConnect /18y r—I% 4 VA =)L LT=, B &h ASA ~D#EHH
BMICA R =L E
hTWB39S5472 0 | EPa—ILA. B.C. DR |[EPa—ILA, B.DHRSR— [EPa—IL A, BBRAR—TILD
EVa—L 4 x—TNLD ASA TILD ASA ASA
A B C D D
A B C D C A B C
A B C D
1
A B C D D
C A B D A B D A B
C C
C
2
1. C [Disable Servicel VPN
2. C AnyConnect C
& 8-7 RALC/IS—2 a3 vTEDa—ILANRE D AnyConnect Ry 7r—TF A4 VR =L LT, RIS TLVEL ASA ~DHEHE

BAICA VR F—LEHN

TWBIS54FV k€
Ca—IiL

EPa—I/ILA.B.C. DA
4 2—TJILD ASA

EPa—ILA, B, DHAFR—
TILdD ASA

EVa—-ILA BHRLAR—TIL
M ASA

A B C
A B C A B C
A B C
VI Loz T7ELUVTATI7AILOB Y OF
PC ASA AnyConnect

AnyConnect

8-8 3 ASA
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AnyConnect —A)L KU L—ni852—4s &g W

% 8-8 ASA & U AnyConnect ¥ 54 7> FOHIIZEET 518k
O— F3hTL % AnyConnect
ASA NRylr—o Aooo—F¥dEYa—0
seattle.example.com 3.0.0350 VPN
Web

newyork.example.com 3.0.0351 VPN

raleigh.example.com 3.0.0352 VPN

XML

<UpdatePolicy>
<AllowSoftwareUpdatesFromAnyServer>true</Al lowSoftwareUpdatesFromAnyServer>
<AllowVPNProfileUpdatesFromAnyServer>false</Al lowVPNProfileUpdatesFromAnyServer>
<AuthorizedServerList>
<ServerName>seattle.example.com</ServerName>
<ServerName>newyork.example.com</ServerName>
</AuthorizedServerList>
</UpdatePolicy>

VPN
AnyConnect seattle.example.com VPN
Web 3.0.0350
newyork.example.com
3.0.0351 ASA ASA
VPN 3.0.0351
Web 3.0.0350

raleigh.example.com
VPN 3.0.0352
Web 3.0.0350

VPN VPN
raleigh-example.com

AnyConnect A—HJL R O—DINF A —4 LB
\,

(F)
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W AnyConnect B—AJL KU S —D/85 *—4 E{E

8-9 AnyConnect
% 8-9 AnyConnect DA—HJL K o— T 7ML ETDIE
RTA—2 B & UEHHA EB L VEDER
acversion acversion="<version number>"
AnyConnect
xmlns URL
XML xmlns=http://schemas.xmlsoap.org/encoding/
xsi:schemal.ocation URL
XML xsi:schemaL ocation="http://schemas.xmlsoap.org/
encoding/AnyConnectLocalPolicy.xsd">
xmlns:xsi URL
XML xmins:xsi=http://www.w3.0rg/2001/
XMLSchema-instance
FipsMode true FIPS
FIPS false FIPS
FIPS
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AnyConnect —A)L KU L—ni852—4s &g W

% 8-9 AnyConnect DA—AJL KUY S— T7(ILEEDE (HEE)
NI A= ELUVEHHA EH L TEOHRX
BypassDownloader true
ASA
VPND | .
ownloader.exe VPN ASA
false ASA
ASA
ASA VPN
VPN
ASA AnyConnect
VPN
BypassDownloader  true
VPN
VPN
« ASA VPN
ASA VPN
« ASA VPN
VPN
VPN
GE) ASA
BypassDownloader  true ASA
BypassDownloader true ASA
RestrictWebLaunch true WebLaunch
WebLaunch AnyConnect
FIPS false WebLaunch AnyConnect 2.3
FIPS
AnyConnect

Cisco AnyConnect Secure Mobility Client E2&744/ F
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W AnyConnect B—AJL KU S —D/85 *—4 E{E

% 8-9 AnyConnect DA—AJL KUY S— T7LILEEDE (HEE)
NFTA—E B LVHHA EH L TEOHRX
StrictCertificateTrust true
AnyConnect Local policy prohibits the acceptance of untrusted
server certificates. A connection will not be
established.
false
AnyConnect 2.3
GX) AnyConnect
AnyConnect
RestrictPreferenceCaching Credentials 2
AnyConnect
Thumbprints
AnyConnect
CredentialsAndThumbprints
All
false
AnyConnect 2.3
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AnyConnect A—AJL R S—DIRSA—42 L{E

% 8-9 AnyConnect DA—AJL KUY S— T7(ILEEDE (HEE)
NT A=A B XUV EHLVEOHR
RestrictTunnelProtocols TLS IKEv2 ESP
ASA
S TLS/DTLS
IPSec TLS/DTLS
false
G¥) TLS
Secure Desktop
ExcludeFirefoxNSSCertStore Linux Mac true Firefox NSS
Firefox NSS false Firefox NSS
ExcludePemFileCertStore Linux Mac true PEM
PEM false PEM
FIPS OpenSSL
PEM
FIPS
ExcludeMacNativeCertStore Mac true Mac
Mac false Mac
ExcludeWinNativeCertStore true  Windows Internet Explorer
Windows false Windows Internet Explorer
Windows Internet Explorer
AllowSoftwareUpdateFromAnyServer true ASA AnyConnect
ASA
ASA false AuthorizedServerList ASA
AnyConnect
AllowVPNPolicyUpdateFromAnyServer true ASA AnyConnect VPN
ASA VPN
false AuthorizedServerList ASA
ASA AnyConnect VPN
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W xybr7—5 752R 25— ¥IxT 3 FIPS O *2—T )Lk

% 8-9 AnyConnect DA—AJL KUY S— T7LILEEDE (HEE)

RT A= B & VEHA EsLVEOHER

AuthorizedServerList ServerName

AnyConnect VPN

ServerName AnyConnect VPN
ServerName FQDN IP

AO—AIL RYS— T7A4ILDOH

AnyConnect

<?xml version="1.0" encoding="UTF-8"?>
<AnyConnectLocalPolicy acversion="2.4_140"
xmlns=http://schemas.xmlsoap.org/encoding/
xmIns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
Xxsi:schemalLocation="http://schemas.xmlsoap.org/encoding/ AnyConnectLocalPolicy.xsd">
<FipsMode>false</FipsMode>
<BypassDownloader>false</BypassDownloader>
<RestrictWebLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>
<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
</AnyConnectLocalPolicy>

2YRT—D9 POER IR2—D%I|2xT S FIPS DA R+—
JILiE

FIPS Windows XP
AnyConnect FIPS
FIPS 3eTI FIPS Certified Crypto

Kernel Library CKL

FIPS FIPS

FIPS
3eTl FIPS CKL AnyConnect GUI [
Network Access Manager ] FIPS
FIPSAlgorithmPolicy
FIPS

. FIPS P.8-19
¢ AnyConnect GUI FIPS P.8-19
e 3eTl P.8-20
e 3eTl P.8-33
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FYbT—5 FHOER TR—S v i B FIPS 01 =*—Tnie W

(G¥) FIPS Windows XP

XY ET—D FOER IA—T¥TO FIPS T— FDiEH

AnyConnect
FIPS
FIPS WPA2 WPA2-PSK  WPA2
802.1X FIPS AES
FIPS EAP EAP-TLS EAP-TTLS
EAP-PEAP EAP-FAST
FIPS WLAN
VPN Wi-Fi
FIPS
FIPS 3
. NIC 3eTI FIPS Crypto Kernel Library
CKL
e FIPS
FIPS
P.4-5

AnyConnect GUI #fEfA L1 FIPS X 7—42 X LiR— kDA *—TJL{E

AnyConnect GUI [ Network Access Manager ]
FIPS FIPS

HKLM\System\CurrentControlSet\Control\Lsa\FIPSAlgorithmPolicy

FIPS #t&

FIPS FIPS EAP WPA2
AES WPA2

Log Packager 3eTl

3eTICKL FS AN A VR =3

3eTI FIPS CKL 3eTl
P.8-20
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3eTl FSA4/\DA VX k=L

FIPS
3eTI FIPS Cryptographic Kernel Library
CKL

FE

i
lﬂ_lLllll

1. 3eTI CKL 1 1 3eTl

2. 3eTl
CKL 3eTlI OEM NIC

3eTICKL FSA/NN A VR F—5SDIRE

3eTl CKL
e .exe NIC PC

.exe

* FIPS NIC 3eTI CKL
e 3eTlI CKL NIC

. NIC PC

FIPS NIC

The installer cannot
auto-detect a NIC chipset to provide FIPS support. To enforce a pre-installation, you are required to

run the installer using the command line.For instructions or further assistance, please contact your
network administrator.

~

GE)
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AR =5 a9 FELVTaTUR

A4 F7

3

FYbT—5 FHOER TR—S v i B FIPS 01 =*—Tnie W

v

3eTI-drv-installer.exe -s -auto Type= XXXX

-s
-auto
PC NIC
Type=XXXX NIC
NIC PC
NIC
XXXX D& HL
Intel3945 Intel3945
Centrino Intel 2100 12200 2915
Broadcom Broadcom
Atheros Atheros 5001 5004 5005 AR5211 AR5212
Cisco Atheros Cisco AIR-CB21
~
GE)  -s -auto Type=XXXX -auto
Type=XXXX
e -auto
- NIC
- NIC
e auto  Type=XXXX
— Type=XXXX NIC
- NIC
NIC
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WM Ry r7—9 79€X T3—CrIonT 3 FIPS OA 2— Tk

e 3eTl-drv-installer.exe Type=Intel3945 -auto -s

- Intel3945
— Intel3945 NIC
NIC
- NIC
e 3eTI-drv-installer.exe Type=Intel3945 -s
- Intel3945

- NIC

ARV RIA U FToavEFERLENS YR =5 DFEFT

NIC PC

2AFvF 1
a. Windows PC 3eTI-drv-installer.exe
b. [ Start 1> Run ]

path / 3eTI-drv-installer.exe

path
[ Driver Welcome ] 8-1

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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FYbT—5 FHOER TR—S v i B FIPS 01 =*—Tnie W

8-1 [FS4/13~&5 2% (Driver Welcome) ] ™21 > F™

ATFvF 2 | Next ] 8-2
8-2 S4 o RE2HE (License Agreement)

ATv7 3 [ Next ] 8-3

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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WM Ry r7—9 79€X T3—CrIonT 3 FIPS OA 2— Tk

8-3 [1 R =% DiBAT (Destination Location) ] 7«1 > K™
ATFv7 4 [ Browse ]
AF9F 5 | Next ] 8-4
8-4 [1 R =L DOERTT (Readytolnstall) ]V« > K
AT9FT 6 | Install ]
8-5

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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FYbT—5 FHOER TR—S v i B FIPS 01 =*—Tnie W

8-5 [94¥—F®D5ET (Wizard Complete) 171> K™

ATF9F T | Finish ]

LEID 3eTl KSANNYI I TFDT7 A VAR =)L

3eTlI

ATvF A1 3eTI [ Start 1>

Settings 1> Control Panel ]>[ Add or Remove

Programs ]
ATFvF 2 3e-010F-3 3eTlI [ Remove ]

8-6

X 8-6 [FS418—= VYT Oz T7D7 >4 VX =)L (Uninstall Driver Software) ] Ry 77 v 7

ATvF 3 [Yes] 8-7

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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WM Ry r7—9 79€X T3—CrIonT 3 FIPS OA 2— Tk

8-7 [$F<CaVEa—42—%FEET 5 (Restart Computer Now) ] V1 > K

AFvT 4 [ Yes ]
ATvF 5 | Finish ] PC

TEICBT3BERTO RKSAN\DYA LML VR ML

path / 3eTI-drv-installer.exe -s Type=XXXX

path
-S

Type= XXXX Centrino Intel3945 Cisco
P.8-21

Cisco AnyConnect Secure Mobility Client §E&H 1 F



| $8% FIPS L@tFaUF1DfF—T ik

FYbT—5 FHOER TR—S v i B FIPS 01 =*—Tnie W

BRI Y TRy b= FETAQLEVERSA1OL VR =)L

NIC PC 3eTI

ATvF 1 | Start 1> Run ]

path / 3eTI-drv-installer.exe Type = XXXX

path
Type= XXXX Centrino Intel3945 Cisco
P.8-21
8-1
ATvT 2 P.8-22 2 7
AFv7 3 NIC PC
3eTl FSANRN VI Oz T7DFEHT7Y FIL—F
Windows 3eTl
AFvTA1 [ My Computer ] [
Properties ]
ATvT 2 | System Properties ] [ Hardware ]
[ Device Manager ] 8-8

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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WM Ry r7—9 79€X T3—CrIonT 3 FIPS OA 2— Tk

8-8 Windows @ [ F/34 R ¥3— ¥ — (Device Manager) ] V1 >~ F™
ATv7 3
[ Other devices ]
[
Network Controller Properties ] [
Network Controller Properties ] 8-9

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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8-9 [Ry bP—% ar bA—=5DFO/8T 1+ (Network Controller Properties) ] ™71 > K™
ATvT 4 | Driver ]>[ Update Driver ] 8-10

8-10 Windows @ [/\— K = 7DEH ™ « ¥— F (Hardware Update Wizard) ] V1 >~ K™
A7Twv7 5  Windows [ No ] [ Next

] 8-11
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WM Ry r7—9 79€X T3—CrIonT 3 FIPS OA 2— Tk

8-11 [1 YR =L CD F1=l&7A Yy E— T4 XY 7> 3> (Installation CD or Floppy Disk
Option) 121> K™

ATF9FT 6 | ( ) Install from a list or specific location ]
[ Next ] 8-12
8-12 [BRFEEA VR P—=ILDFTFL 3> (Search and Installation Options) ] 71 > R
ATvF T | Don't search. | will choose the driver to instal
] [ Next ] 8-13
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8-13 Windows @ [/\— K = 7 D&% (Hardware Type) 10«1 > K™

AT9FT 8 | Network adapter ] [ Next ] 8-14
8-14 [Ry bT—9 7HTH2—D:EIR (Select Network Adapter) ] 71> K™

AFyF 9 3Tl [ Next ] 8-15

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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8-15 [1 R F—=ILDET (Installation Complete) ] 7«1 > K
ATv7 10 [ Finish ] [
Device Manager ] 8-16
8-16 B EShi=. Windows O [ T/3f R TRr— +— (Device Manager) 1 ™71 > K
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ATy 1 3eTlI
[ Properties ] [
Device status ] This device is working properly

3eTl FSANA VA —=F VI FITTDAF
FIPS 3eTI CKL Cisco Software Center

AIR-SSCFIPS-DRV
3eTI CKL Cbh
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CHAPTER 9

Z Dt AnyConnect DEBEEHNOER

. P.9-1
e Microsoft Active Directory Internet Explorer
P.9-2

e AnyConnect Cisco Secure Desktop  CSA P.9-3

¢ AnyConnect VPN P.9-4

. P.9-5
BEZERL-EERY 47 > FOHIR

VPN

ASA ACL

BRIEEY
Advanced Endpoint Assessment AnyConnect Premium
Advanced Endpoint
Assessment

Advanced Endpoint Assessment  Cisco Secure Desktop

AnyConnect AnyConnect 0S
ASA 83 1 AnyConnect GUI
Quarantined - Remediation Required To attempt a

normal connection, please reconnect
ASA
ASA
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W Microsoft Active Directory AL T. F*4 >~ 1—40 Internet Explorer DIEEFHH4 YR kIt

ASA ASDM
6.3 1
AnyConnect AnyConnect oS
Windows 7 Vista XP Mac OS  Linux
=L
REDERTE
ATvF 1 | Configuration ]>[ VPN Remote Access VPN ] > [Secure Desktop
Manager] > [ Host Scan ] > [Advanced Endpoint Assessment]
Host Scan
ATvF 2 | VPN Remote Access VPN ]>[
Network (Client) Access ]>[ Dynamic Access Policies ]
[ Add ]
DAP [ Action ] [ Quarantine ]
AFv7 3
ASDM

Microsoft Active Directory R L T. FAS Y 21—H
® Internet Explorer QEEEFAHY 4 ~ VX MZEFa Y
T4 FTTS53AT7VREBMT B5%

Active Directory Internet
Explorer
Windows Internet Explorer
IP URL
Y
(3¥)  Windows Vista Windows 7 WebLaunch

Internet Explorer

Active Directory Internet
Explorer
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ATv7 4
AFvF 5
2AF97T 6

AFyvFT 7

ATFv7T 8

AFvF9

2Fv7 10

ATFv7T 1

ATFyvF 12
AFv7 13
AFv7 14

AnyConnect % & U Cisco Secure Desktop % CSA EHREERT 3-Hn&EsE M

Domain Admins

[Active Directory Active Directory Users and Computers ] MMC
[
Properties ]
[ Group Policy ] [ New ]
Enter
[
Properties ] [ Security ]
[ Allow ] [ Read ]
[ Apply Group Policy ]
[OK]
[ Edit ] [ User Configuration ] > [Windows
Windows Settings ] > [Internet Explorer Internet Explorer Maintenance ]>[
Security ]

[ Security Zones and Content
Ratings ] [ Properties ]
[ Import the current security
zones and privacy settings ] [ Continue ]
[ Modify Settings ] [ Trusted Sites ] [

Sites ]
URL [ Add ]
https://vpn.mycompany.com IP https://192.168.1.100

https://vpn.mycompany.com
https://*.mycompany.com

[ Close ] [OK]

[ Internet Options ] [OK]

AnyConnect & & U Cisco Secure Desktop * CSA &3
HERY 5-ODERERE

Cisco Security Agent CSA AnyConnect
Cisco Secure Desktop ~ ASA CSA
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W AnyConnect 8&ULHL— VPN 754 7> +FDH— HMER

A7v7 1 AnyConnect Cisco Secure Desktop
« ASA CD
e ASA 5500

CSA

http://www.cisco.com/cgi-bin/tablebuild.pl/asa

AnyConnect-CSA.zip

CSD-for-CSA-updates.zip

AFvF 2 zip .export
ATvT 3 .export CSA 5.2
5.2 CSA 5.0 5.1 5.x
AT7w7 4 CSA Management Center [ Maintenance ]>[ /
Export/Import ]
ATv7 5 VPN

CSA

Using Management Center for Cisco Security Agents 5.2
Exporting and Importing Configurations

AnyConnect 5&ULHL—VPN IS4 72 bDR— MiE

w

9-1 9-2 Cisco VPN Cisco AnyConnect Secure Mobility
Client
& 941 AnyConnect Client ICkK Y RSN ZHR—
Zakran Cisco AnyConnect Client R—
TLS SSL TCP 443
SSL TCP 80
DTLS UDP 443
IPsec/IKEv2 UDP 500 UDP 4500
= 9-2 Cisco VPN (IPsec) Client IZ& YERShBHKR—F
Jakan Cisco VPN Client (IPsec) K— bk
IPsec/NATT UDP 500 UDP 4500
IPsec/NATT UDP 500 UDP 4500
IPsec/TCP TCP
IPsec/UDP UDP 500 UDP X
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$TRY FATD RS T 9IDISLFU R ZAF Yk Fokyviaenzn B

IRy CMATORI T4 vIDIZAT7R ATy R
foR U TENMEDE

AnyConnect Cisco VPN IPsec/IKEv1l ASA
IP
AnyConnect
ASA IP
ASA IP
10.1.1.1 255.0.0.0
10.0.0.0/8
Cisco VPN
IP
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WM 4JxyrRTO RS T4 9I9DISA7oF AT Yk FoRU D TBEDEL
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CHAPTER

Cisco AnyConnect Secure Mobility Client VPN
. Server Certificate Verification P.10-1
. P.10-2
e AnyConnect P.10-3
e SHA2 P.10-3
e SDI SoftID P.10-4
. SDI RADIUS sDI P.10-5
e« SDI P.10-6
« RADIUS/SDI AnyConnect P.10-10

H—/\SEBRE DR (Server Certificate Verification)

- FQDN FQDN
AnyConnect SSL IPSec
FQDN IP
¢ AnyConnect SSL IPSec
Key Usage
¢ AnyConnect SSL
Enhanced Key Usage
¢ AnyConnect IPsec
IKE Enhanced Key Usage
A
(G¥)  Key Usage Key Usage

Enhanced Key Usage

Enhanced Key Usage

¢ AnyConnect
IPsec

AnyConnect

IPSec SSL
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N SrEoa0BAOETE

— Subject Alternative Name Subject
Alternative Name DNS
Name IP IP

— Subject Alternative Name

Subject Common Name
H =5 5
REBAE DA DRI DERTE
AAA
ID
AFvT1 | Configuration ]>[ VPN Remote Access VPN 1> [
Network (Client) Access ] > [AnyConnect AnyConnect

Connection Profiles ] [ Edit ]

[AnyConnect Edit AnyConnect Connection Profile ]
ATyF 2 [ Basic ]

[ Authentication ] [

Certificate ]
A7v7 3 [OK]
ATv7 4 SSL

[ Configuration ]>[ VPN Remote Access VPN ] >
[AnyConnect AnyConnect Connection Profiles ] [
Access Interfaces ]
[ Device Certificate ]

AFvT 5 | Specify Device Certificate ] [ Device

Certificate ]

[ Manage ]
A7y 7 6 [OK]
Y
GE) « AnyConnect
P.3-45 Linux Mac OS X
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AnyConnect DX<7—k Ai—F ##—F M

CA

AnyConnect DAY —+ A1— K HR—k

AnyConnect
e Windows XP 7 Vista Microsoft CAPI 1.0 CAPI 2.0
e MacOSX 104
~
(3¥)  AnyConnect Linux PKCS #11

SHA 2 FEEAEREE T 5 — o [o) 8

AnyConnect IPsec/IKEv2 VPN IKEv2
Windows Cryptographic Service Provider CSP CSP
SHA 2 ASA PRF SHA256 SHA384
SHA512 tunnel-group AAA
Certificate Validation Failure
SHA 2 CSP Windows
oS
ASA IKEvV2 PRF md>5 sha SHA1
CSP CSP
e Windows XP Microsoft Enhanced RSA AES Cryptographic Provider Prototype
* Windows 7 Vista Microsoft Enhanced RSA AES Cryptographic Provider
AE SmartCards CSP
SmartCard SHA 2
CSP
AR
Microsoft Certutil.exe CSP Certutil
Windows CA Microsoft Windows Server 2003
Administration Tools Pack Tools Pack URL

http://lwww.microsoft.com/downloads/en/details.aspx?FamilylD=c16ae515-c8f4-47ef-ale4-a8dchacff8
e3&displaylang=en
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$10% VPNZEOEE |

W sDI F—% > (SoftiD) D&

Certutil.exe CSP
ATv7 A1
ATy 2 CSP
certutil -store -user My
Certificate O
Serial Number: 3b3be91200020000854b
Issuer: CN=cert-issuer, OU=Boston Sales, O=Example Company, L=San Jose,
S=CA, C=US, E=csmith@example.com
NotBefore: 2/16/2011 10:18 AM
NotAfter: 5/20/2024 8:34 AM
Subject: CN=Carol Smith, OU=Sales Department, O=Example Company, L=San Jose, S=C
A, C=US, E=csmith@example.com
Non-root Certificate
Template:
Cert Hash(shal): 86 27 37 1b e6 77 5F aa 8e ad e6 20 a3 14 73 b4 ee 7f 89 26
Key Container = {F62E9BE8-B32F-4700-9199-67CCC86455FB}
Unique container name: 46ab1403b52c6305cb226edd5276360F_c50140b9-ffef-4600-ada
6-d09eb97a30f1
Provider = Microsoft Enhanced RSA and AES Cryptographic Provider
Signature test passed
ATv7 3 <CN> CN  Carol Smith
ATy 4 CSP <CN>
Windows Vista Windows 7
certutil -csp "Microsoft Enhanced RSA and AES Cryptographic Provider" -f -repairstore
-user My <CN> carol smith
Windows XP
certutil -csp "Microsoft Enhanced RSA and AES Cryptographic Provider (Prototype)" -f
-repairstore -user My <CN> carol smith
ATFyT 5 2 CSP

SDI k—% > (SoftID) D&

AnyConnect Windows 7 x86 32 x64 64 Vista x86  x64 XP
x86 RSA SecurlD 1.1
RSA SecurlD
RSA SecurlD Software Token 1
60 SDI  Security Dynamics
1
RSASecurelDintegration 3
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#4547 SDI & RADIUS SDI otz W

e [ Automatic ] 1
HardwareToken
PIN SoftwareToken
SDI
SDI
N
(3¥) SDI
SKI HardwareToken
» SoftwareToken PIN
[PIN PIN: ]
e HardwareToken
[ Passcode: ]
N
(3¥)  AnyConnect RSA Software Token
RSA SecurlD
Software Token GUI
— N\
>
4 T4 7 SDI & RADIUS SDI D LLE
SDI
. SDI  SDI SDI
 RADIUS SDI RADIUS SDI SDI SDI
2.1 SDI  RADIUS SDI
SDI SDI ASA
P.10-13 SDI
AnyConnect
RADIUS SDI SDI
SDI
SDI
RADIUS SDI AnyConnect ASA RSA SecurlD
ASA RADIUS SDI
AnyConnect ASA RADIUS/SDI
AnyConnect P.10-10
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N spi2E0%A

SDI FERED & A

[AnyConnect]
AnyConnect
/ 10-1

B 10-1 A—HEINRRIT—FEANTHRAAAT AV F47RTRY I R
SDI AnyConnect PIN

RSA SecurlD

RSA Authentication Manager
RSA SecurlD
PIN PIN

PIN AnyConnect 10-2
10-3 10-4

10-2 RRaA—FFEEPINAL47RITRY IR
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spIziEoxER B

10-3 PIN#47RJKRy IR
10-4 NRRA—F FL4F7OTRY I R

URL
URL URL/
[
Network (Client) Access ] [AnyConnect
AnyConnect Connection Profiles ] [ Allow user to select
connection ]

URL

SDI
[ Passcode ]
NTLM [ Password ]
2.1

RSA SecurlD Software Token  PIN
RSA SecurlD Software Token
SDI [ Passcode ]

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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N spi2E0%A

Enter a username and passcode or software token PIN PIN
[PIN]
PIN RSA SecurlD Software Token DLL
AnyConnect SDI [PIN]
[ Passcode ]

SDI FZREnHh T3
SDI
. SDI

. PIN
 PIN

WED SDI 325

)
HFI_II|
O
3
A
\O

SDI
PIN PIN

SDI
RADIUS SDI

SDI
SDI Next Passcode Next
Token Code P.10-10

FRA—Y E—F, PINYY7 T—F, 8&UHHEPIN E—F

PIN SDI

PIN PIN AnyConnect next passcode
PIN PIN

PIN

PIN
SDI PIN
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spIziEoxER B

PIN PIN
PIN PIN
RSA 8
PIN 00000000 SDI PIN
SDI PIN
PIN SDI PIN
RSA
SDI PIN
FLLPIN DAF
PIN SDI
. PIN
. PIN
. PIN
PIN
PIN SDI
PIN
#32 PIN D1ERL
PIN [ Continue ] 10-5
AnyConnect PIN 10-6 PIN 4
8
10-5 3—HH PIN OERL%:EIR
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W RADIUS/SDI 7O & AnyConnect & DEBIEDER

10-6 i3 PIN OER
PIN PIN [ Continue ]
PIN
RADIUS PIN
PIN
next passcode
PIN SDI
PIN
[ Continue ] PIN

next passcode

PIN

Next Passcode] & U Next Token Codel F¥ L >

next passcode PIN
PIN RSA SecurlD Software Token DLL
next Token Code RSA SecurlD Software Token DLL

RADIUS/SDI 7O &< & AnyConnect & QOB #EDRFF

AnyConnect RSA SecurelD 1 SDI
RADIUS

e AnyConnect RADIUS/SDI
« RADIUS/SDI
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AnyConnect & RADIUS/SDI 4—/\DA 3593y

AnyConnect ASA RSA SecurlD
ASA RADIUS SDI
RADIUS ASA
SDI
ASA  SDI RADIUS
AnyConnect SDI
ASA RADIUS
SDI SDI ASA
SDI
AnyConnect

RADIUS/SDI * yt&— %Y R— b9 500X ) T4 7TS5ATY
ADELTE

SDI RADIUS AnyConnect
ASA
RADIUS SDI
SDI
AFvT1 | Configuration ]>[ VPN Remote Access VPN 1>
Network (Client) Access ] > [AnyConnect AnyConnect

Connection Profiles ]

AFwF 2 SDI RADIUS [
Edit ]
A7w7 3 [EAnyConnect Edit AnyConnect Connection Profile ]
[ Advanced ] [ /
URL Group Alias/Group URL ]

ATvFT 4 | SecurlD Enable the display of SecurlD messages

on the login screen ]
ATFvF 5 [OK]

ATvT 6 | Configuration ]>[ VPN Remote Access VPN ] > [AAA/
AAA/Local Users ]>[AAA AAA Server Groups ]
ATvT T | Add ] AAA
ATv7 8 [AAA Edit AAA Server Group ] AAA
[OK]
ATv7 9 [AAA AAA Server Groups ] AAA [
Servers in the Selected Group ] [ Add ]
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A7v7 10 [SDI SDI Messages ] [ Message Table ]
RADIUS
RADIUS
ASA
A7Tv7 11 [0K] [ Apply ] [ Save ]
B 10-7 [AnyConnect TR 7 7 1 JLDBMN/#EE (Add/Edit AnyConnect Connection Profile)
1 EEm

Cisco Secure Access Control Server ACS
ASACisco Secure ACS
ASA

10-1 RADIUS

new PIN new-pin-sup  next-ccode-and-reauth
new-pin-sup new PIN
RADIUS new PIN with the next card code
next-ccode-and-reauth new-pin-sup
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% 101 SDI#EEa—F. T4k AvE—2 TFX L, B&UA vE— DR
AvytE—2 a— |TI7+I) D RADIUS
F BEAYE—D TXX b+ |H#iEE
next-code Enter Next PASSCODE PIN
new-pin-sup Please remember your PIN
new PIN PIN
new-pin-meth Do you want to enter your PIN PIN
own pin
new-pin-req Enter your new PIN
Alpha-Numerical PIN
new-pin-reenter |Reenter PIN: PIN ASA
PIN
new-pin-sys-ok |New PIN Accepted PIN
next-ccode-and- |new PIN with the next PIN
reauth card code PIN
ready-for-sys- ACCEPT A SYSTEM PIN
pin GENERATED PIN ASA
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AnyConnect 75472V bEA VR —5D
HREAIAXEOQA—HDTA4 X

Cisco AnyConnect Secure Mobility Client Windows Linux Mac OS X
VPN
¢ AnyConnect P.11-1
. AnyConnect P.11-20
¢ AnyConnect GUI P.11-22

AnyConnect 75472 bFDHRETAX

AnyConnect Windows Linux Mac OS X
3
- GUI ASA
- GUI CLI AnyConnect API
Windows Linux
)
(GE) Web AnyConnect API
Web
AnyConnect
- Windows
ASA
¢ AnyConnect 3.0 P.11-2
. GUI P.11-2
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. API P.11-4
. GUI P.11-5
. P.11-7

AnyConnect 3.0 LIEDHER A A — 5K

AnyConnect 3.0 62 x 33
PNG

* PNG

* PNG

e AnyConnect 3.0 GUI [ Advanced ]

BRID GUI aVvR—R U MEAREL OAVR—RV FDBEZEHZ

AnyConnect 11-2
11-3 11-4 GUI

AF9T1 | Configuration ]>[ VPN Remote Access VPN ]>[
Network (Client) Access ] > [AnyConnect /
AnyConnect Customization/Localization ]>[ Resources ]

[ Import ] [AnyConnect
Import AnyConnect Customization Object ] 11-1
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11-1 AREIAE—2a> AT ) bDAL UKR—F

ART9T 2 GUI
11-2 11-3 11-4
Y
() AnyConnect GUI
Mac Linux
Windows
company_logo.png
AnyConnect
GUI

AT97 3 [ Import

Now ] 11-2
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11-2 T—INICRFTENA Vi R— FEADT 7L
Y
GE) company_logo.bmp
AnyConnect
company_logo.bmp
292472k APl Z2ERTEHSRTI7MIILORER
Windows Linux Mac AnyConnect API
ul
AnyConnect GUI AnyConnect CLI
ul AnyConnect
AnyConnect AnyConnect Ul
e ASA AnyConnect ASA  AnyConnect
ul
AnyConnect
AnyConnect ASDM | Configuration ]>[
VPN Remote Access VPN 1> Network (Client)
Access ] > [AnyConnect / AnyConnect
Customization/Localization ]>[ Binary ]
. Web [Web Web Security ]
[ Network Access Manager ] Cisco

AnyConnect Secure Mobility Client GUI
| Start Before Logon ]
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* 1141 DIA4FPY METI7ANDT 74 ILAR
934F72k 9347k CL
0s 95347V FGUI 7ML TJ7AIL
Windows vpnui.exe vpncli.exe
Linux vpnui vpn
Mac 1 vpn
1. ASA Altiris Agent
GUI Mac
ASA
11-1 GUI

FSURTA—LZEFERALI-GUIDOAREZTA X

AnyConnect GUI Windows
ASA

MSI Microsoft Orca

Orca Microsoft Windows Installer
Software Development Kit SDK Microsoft Windows SDK
Orca

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/orca_exe.asp

SDK Orca MSI
C:\Program Files\Microsoft SDK SP1\Microsoft Platform SDK\Bin\Orca.msi

Orca [ Start ]>[ All
Programs ] Orca

ATvT1 | Configuration ]>[ VPN Remote Access VPN 1> [
Network (Client) Access ] > [AnyConnect /
AnyConnect Customization/Localization >
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Customized Installer Transforms ] [ Import ]
[AnyConnect Import AnyConnect
Customization Objects ] 11-3
B 11-3 HRERAXALSI VR ITA—LDA VR—
A7y 2
ASA
AT97 3 [ Import
Now ] 11-4
Y
GE) Windows
11-4 TF—INICRFEINHREIAXAD SR T+ —L
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SR T H—LDH

company_logo.bmp
MyProfile.xml

DATA CHANGE - Component Component Componentld
+ MyProfile.xml {39057042-16A2-4034-87C0-8330104D8180}

Directory_ Attributes Condition KeyPath
Profile_DIR 0 MyProfile.xml

DATA CHANGE - FeatureComponents Feature_ Component_
+ MainFeature MyProfile.xml

DATA CHANGE - File File Component_ FileName FileSize Version Language Attributes Sequence
+ MyProfile.xml MyProfile.xml MyProf~1._.xml|MyProfile.xml 601 8192 35
<> company_logo.bmp 37302{39430} 8192{0}

DATA CHANGE - Media Diskld LastSequence DiskPrompt Cabinet VolumelLabel Source
+ 2 35

DRARRALTF7AAEELVCATDERIZDINT

AnyConnect

Cisco

Windows D&
Windows

%PROGRAMFILES%\Cisco\Cisco AnyConnect Secure Mobility Client\res\

N

(i¥) %PROGRAMFILES% Windows
C:\Program Files
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11-2 GUI
* 11-2 AnyConnect for Windows : 742> 774l
A A=Y
14X (EY
L, RS
xBS) &
Windows 1 VX FL—2 3 VT I 7M1 IILEE L UEHHA LUBA47
about.png 24 x 24
[ Advanced ] [ About ] PNG
about_hover.png 24 x 24
[ Advanced ] [ About ] PNG
ArrowDown.png 16 x 22
[ PNG
Advanced ] [ Configuration ] [
Networks ]
ArrowDownDisabled.png 16 x 22
PNG
[ Advanced ] [ Configuration ]
[ Networks ]
ArrowUp.png 16 x 22
[ PNG
Advanced ] [ Configuration ] [
Networks ]
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® 11-2 AnyConnect for Windows : 743> 774JL (&)
A A=Y
14X (EY
L, RS
xBd) &
Windows 1 VX bL—23 v TOI7AIILAE L VEHA &UVBA4F
ArrowUpDisabled.png 16 x 22
PNG
[ Advanced ] [ Configuration ]
[ Networks ]
company_logo.png 97 x 58
[ Advanced ] [
About ] PNG
97 x 58
97 x 58
attention.ico 16 x 16
ICO
error.ico 16 x 16
1 ICO
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A A= Y
14X (EY
I, RS
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Windows 1 YA FL—2 3V TOIT 74 ILEE L VEBH KUEa4F
neutral.ico 16 x 16
ICO
vpn_connected.ico 16 x 16
VPN ICO
cues_bg.jpg 1260 x 1024
[ Advanced ] [ JPEG
About ]
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gradient.png 1x38

[ Advanced ] PNG

GUL.tif

mftogglebtn.png 300 x 40

[ Advanced ] PNG

AnyConnect

Web GUI [

Advanced ]

mftogglebtn-down.png 300 x 40

[ Advanced ] [ Status Overview ] PNG

AnyConnect

Web GUI [
Advanced ]
[ Advanced ]
[ Status Overview ]
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14X (EY
I, RS
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mftogglebtn-down-solid.png 300 x 40

[ Status Overview ] [ Advanced [PNG

]

AnyConnect

Web GUI [
Advanced ]
[ Status Overview ]

minimize.png 16 x 16
PNG

minimize-hover.png 16 x 16
PNG

pinned.png 38 x 30
PNG
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® 11-2 AnyConnect for Windows : 743> 774JL (&)
A A= Y
14X (EY
L, RS
xBd) &
Windows 1 YA FL—2 3V TOI 7ML EELVEBH KUEa4F
pinned_button.png 38 x 30
PNG
status_ico_attention.png 16 x 16
[ Advanced ] [ PNG
Status Overview ] [
Attention ]
status_ico_error.png 16 x 16
[ Advanced ] [ PNG
Status Overview ] [
Error ]
status_ico_good.png 16 x 16
[ Advanced ] [ PNG
Status Overview ] [ Good
]
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® 11-2 AnyConnect for Windows : 743> 774JL (&)
A A=Y
14X (EY
I, RS
xBd) &
Windows 1 YA FL—2 3V TOIT 74 ILEE L VEBH &UVBA4F
status_ico_neutral.png 16 x 16
[ Advanced ] [ PNG
Status Overview ] [ Neutral
]
status_ico_transition.png 16 x 16
[ Advanced ] [ PNG
Status Overview ] [
Transition ]
status_ico_trusted.png 16 x 16
[ Advanced ] [ PNG
Status Overview ] [
Trusted ]
Trusted Network Detection TND
transition_1l.ico 16 x 16
transition_2.ico transition_3.ico PNG
1
VPN 3
1
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® 11-2 AnyConnect for Windows : 743> 774JL (&)
A A= Y
14X (EY
L, RS
xBd) &

Windows 1 YA FL—2 3V TOI 7ML EELVEBH KUEa4F

transition_2.ico 16 x 16

transition_1.ico transition_3.ico PNG

1
VPN 3
1
transition_3.ico 16 x 16
transition_1.ico transition_2.ico PNG
1
VPN 3
1

unpinned.png 38 x 30
PNG

unpinned_button.png 38 x 30
PNG
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Linux D&
Linux

/opt/cisco/anyconnect/pixmaps/

11-3 GUI

#* 11-3 Linux Al AnyConnect: 74> 274
A A=Y
14X (EY
L, kS
x\s) b

Linux 1 VX FL—23 0 TOIT 74 LA S UEA 3R

company-logo.png 142 x 92
PNG

AnyConnect 3.0 62 x 33 PNG

cvc-about.png 16 x 16

[ About ] PNG

cvc-connect.png 16 x 16

[ Connect ] [ Connection ] PNG

cvc-disconnect.png 16 x 16

[ Disconnect ] PNG

cvc-info.png 16 x 16

[ Statistics ] PNG
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systray_connected.png 16 x 16
PNG
systray_notconnected.png 16 x 16
PNG
systray_disconnecting.png 16 x 16
PNG
systray_quarantined.png 16 x 16
PNG
systray_reconnecting.png 16 x 16
PNG
vpnui48.png 48 x 48
PNG
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W AnyConnect 754 7> FOHRETA X

Mac OS X D54
OS X

/Applications/Cisco AnyConnect Secure Mobility Client/Contents/Resources

Y
()  Resources [ Applications ] > [Cisco] [Cisco AnyConnect
Secure Mobility Client] [ Show Package Contents ]
11-4 GUI
= 114 Mac OS X f§ AnyConnect: 743> 7274l
A A= YA
X (EvENL
H.ExE
MacOSX A VA L—23VTDOI7MIL%E )
bubble.png 142 x 92
PNG
connected.png 32 x32
PNG
logo.png 50 x 33
PNG
menu_connected.png 16 x 16
PNG
menu_error.png 16 x 16
PNG
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* 114 Mac OS X f AnyConnect: P> 274
A A= YA
X (EZ2E0L
HOM\ExE
Mac OSX A X hL—232TOI74MIL% <)
menu_idle.png 16 x 16
PNG
menu_quarantined.png 16 x 16
PNG
menu_reconnecting.png 16 x 16
PNG
warning.png 40 x 40
/ PNG
vpngui.icns 128 x 128
Dock Sheets Finder Mac OS X |PNG

Cisco AnyConnect Secure Mobility Client E2&744/ F



F1ME AnyConnect 75347V bEA VR F—FDHREI(XEO—HF4X |

W F51)L+® AnyConnect DEEX vy E—SOER

T 74 )L @D AnyConnect DEFEA v E—DDERE

ASDM
AnyConnect GUI
ATvF 1 | Configuration ]>[ VPN Remote Access VPN ][>
Network (Client) Access ] > [AnyConnect /
AnyConnect Customization/Localization ] > [GUI GUI
Text and Messages ] [ Add ] [
Add Language Localization Entry ] 11-5
B 11-5 EEEHRT—IILOEN
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FJ7+I) +® AnyConnect DEE* vE—SnEzE M

ATvF 2 | Language ] [ en English (en) ]
ATvF 3 | Edit ] [
Edit Language Localization Entry ] 11-6  msgid
msgstr msgid
msgstr

Call your network administrator at 800-553-2447

11-6 Fyt—Y TEXMOTE
A7y F 4 [OK] [GUI GUI Text and Messages ] [
Apply ]
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AnyConnect 75472 DO GUI EAM VR =50 AO—7
4 X

VPN VPN

~

(¥)  Altiris Agent IT AnyConnect

ASA

e AnyConnect GUI P.11-22

¢ AnyConnect P.11-30

. P.11-32
. P.11-33

AnyConnect GUI dO—hH 54 X

AnyConnect
Windows  AnyConnect AnyConnect

ASA

ASA

ASA

Windows URL

http://www.microsoft.com/windowsxp/using/setup/winxp/yourlanguage.mspx
http://www.microsoft.com/globaldev/reference/win2k/setup/changeUl.mspx

Y
(GE) ASA Altiris Agent
Gettext AnyConnect
anyconnect.po .mo .mo
P.11-32
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GUI 2
e ASDM P.11-23
. P.11-27

ASDM ZE#T—TIL TT 1 2 #HHA LR

ASDM AnyConnect GUI

AFvT1 | Configuration ]>[ VPN Remote Access VPN 1>
Language Localization ] [ Add ] [
Add Language Localization Entry ] 11-7

11-7 [EEEDO—Hh 514X (Language Localization) ] R4 >
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ATvF 2 | Translation Domain ] [AnyConnect]
11-8 AnyConnect GUI
B 11-8 TREALY
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AFvT 3 11-9 ASDM Windows
es

= 11-9 SEOER
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ATv7 4 es
[ Edit ] [
Edit Language Localization Entry ]
11-10
msgstr
Connectado Connected

[OK] [ Language Localization ] [ Apply
]

1110 TR T—IJILORE
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AnyConnect 9 A7V FEA VR P—FDHRETA4XEA—HTF4X

EMT—TNVDIY AR— b EREICTK HFR

AnyConnect 754 7> D GUI &1 VR F—SOO0—A54X M

AnyConnect
Gettext Poedit
GNU Gettext Windows
GNU  Web gnu.org Poedit
Gettext GUI
poedit.net
AFw7F 1 AnyConnect
[ Configuration ]>[ VPN Remote Access VPN 1> [
Language Localization ] [ Language Localization ]
11-11 | Templates ]
[AnyConnect] [
Export ] [ Export Language Localization
]
111 BRTYIL— DY RKR—
ATy 2 11-11

AnyConnect_translation_table
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ATv7 3
AnyConnect
Connected ID msgid msgstr
VPN AnyConnect GUI
# SOME DESCRIPTIVE TITLE.
# Copyright (C) YEAR THE PACKAGE"S COPYRIGHT HOLDER
# This Tile is distributed under the same license as the PACKAGE package.
# FIRST AUTHOR <EMAIL@ADDRESS>, YEAR.
#
#, fuzzy
msgid """
msgstr "
"Project-1d-Version: PACKAGE VERSION\n"
""Report-Msgid-Bugs-To: \n"
"POT-Creation-Date: 2006-11-01 16:39-0700\n""
""PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\N"
"Last-Translator: FULL NAME <EMAIL@ADDRESS>\n"'
"Language-Team: LANGUAGE <LL@li.org>\n"
“"MIME-Version: 1.0\n"
"Content-Type: text/plain; charset=CHARSET\n"
"Content-Transfer-Encoding: 8bit\n"
msgid ""Connected"”
msgstr "
msgid msgid msgstr
msgstr
"Connected"
msgid "Connected"
msgstr '‘Conectado™
ATvT 4
[ Configuration ]>[ VPN Remote Access VPN ][>
Language Localization ] [ Language Localization ]
11-12 [ Import ] [
Import Language Localization ]
ATvF 5 | Language ]
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ATv7T 6 Translation Domain ] AnyConnect
[ Import Now ]

Spanish(es) 1

AnyConnect_translation_table 11-13 AnyConnect

FLWERT—TILELTORRTTIL— DA vR—F
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11-13 BET—INLIRRSNIHFLOES

AnyConnect f VX F—SEHEOMDAO—HAF4 X

AnyConnect GUI VPN
ASA
MSI
GUI
A
(3¥) AnyConnect
AnyConnect
ASA
AnyConnect
CCO
Orca
ASA
30
cisco.com  AnyConnect .Zip
anyconnect-win-<VERSION>-web-deploy-k9-lang.zip
<VERSION> AnyConnect 2.2.103
.mst
30
ASA Microsoft
Orca Orca
Microsoft Windows Installer Software Development Kit SDK Microsoft Windows SDK

Orca
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/msi/setup/orca_exe.asp

SDK Orca MSI
C:\Program Files\Microsoft SDK SP1\Microsoft Platform SDK\Bin\Orca.msi
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AnyConnect 754 7> D GUI &1 VR F—SOO0—A54X M

ASDM ASA
[ Configuration ]>[ VPN Remote

Access VPN 1> Network (Client) Access ]>
[AnyConnect / AnyConnect Customization/Localization
1>1 Localized Installer Transforms ]

[ Import ] [MST Import
MST Language Localization ] 11-14
E 11-14 AVARA =35 FRISLEBRTD S VR T+ —LDA vR—F
[ Language ]
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ATvFT 3 | Import Now ]
[ Apply ]
11-14 Spanish (es) 11-15 AnyConnect
B 11-15 T—INICERFTENF A VR— FEAD S VR T+ —L

Y—IVEFERALEHRERERA vE&—2 h 2 07 DER

ASA Altiris Agent
Gettext AnyConnect
.po .mo

Gettext GNU
GNU  Web gnu.org Poedit Gettext
GUI poedit.net

AnyConnect X yt&—2 FoFL—bDTa LY LY

AnyConnect
~
GE)  \l1on
| 10 n
Windows 7 Windows Vista

<DriveLetter>:\Program Data\Cisco\Cisco AnyConnect Secure Mobility
Client\110n\<LANGUAGE-CODE>\LC_MESSAGES

<DrivelLetter>:\Program Data\Cisco\Cisco AnyConnect Secure Mobility
Client\110n\en-us\LC_MESSAGES

Windows XP

%ALLUSERSPROFILE%\Application Data\Cisco\Cisco AnyConnect Secure
Mobility Client\l110n\<LANGUAGE-CODE>\LC_MESSAGES
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AnyConnect 754 7> D GUI &1 VR F—SOO0—A54X M

Mac OS X Linux
/opt/cisco/anyconnect/110n/<LANGUAGE-CODE>/LC_MESSAGES

Ayt—2 AT OERK

Gettext
ATvFT 1 Gettext http://www.gnu.org/software/gettext/
ATwv7 2 AnyConnect AnyConnect
AnyConnect.po
ATvT 3 AnyConnect.po notepad.exe
ATvF 4  Gettext .po .mo

msgfmt -0 AnyConnect.mo AnyConnect.po

ATvT 5 .mo
AnyConnect

HLUWEERT I L— R EEBRT—TILOKE

AnyConnect

GNU Gettext
Windows GNU  Web
gnu.org Poedit Gettext GUI
poedit.net
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ATvT1 | VPN Remote Access VPN ]>[ Language Localization ]
> Templates ] AnyConnect
AnyConnect.pot
msgmerge.exe

GE) AnyConnect ASA

AT7w7 2 AnyConnect

Windows Gettext
AnyConnect .po
.pot AnyConnect_merged.po

msgmerge -0 AnyConnect_merged.po AnyConnect.po AnyConnect.pot

C:\Program Files\GnuWin32\bin> msgmerge -o AnyConnect_merged.po AnyConnect.po
AnyConnect.pot

....................................... done
Poedit AnyConnect.po [
File 1> Open ] > <AnyConnect.po>
[ Catalog ]>[POT <AnyConnect.pot> Update from POT
file <AnyConnect.pot> ]
[ Update Summary ]
AFvT 3 | VPN Remote Access VPN ]>[ Language Localization ]
[ Import ]

AnyConnect
AnyConnect_merged.po
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CHAPTER 12

AnyConnect v a v DEE, E=4Y Y
J. BLU S TLYa—FT4 Y

. VPN P.12-1

. VPN P.12-2

. p.12-2

« VPN p.12-2

« DART P.12-4
e AnyConnect P.12-10

. P.12-10

¢ AnyConnect P.12-12
. P.12-13

¢ AnyConnect P.12-14

* VPN P.12-15

e« PC P.12-16

. P.12-16

TARTH VPN v 3 o DiEGERER

SSL VPN
Cisco AnyConnect Secure Mobility Client vpn-sessiondb logoff svc

vpn-sessiondb logoff svc

VPN
Enter y

SSL VPN

hostname# vpn-sessiondb logoff svc

INFO: Number of sessions of type "svc' logged off : 1
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions logged off : 6

hostname#

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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B  ®E&0 VPN v 3> EkER

E4<®D VPN v > 3 > OEkRER

name index

vpn-sessiondb logoff name name
vpn-sessiondb logoff index index

tester

hostname# vpn-sessiondb logoff name tester
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name "tester' logged off : 1

hostname#
show
vpn-sessiondb svc
vpn-sessiondb logoff name
hostname# vpn-sessiondb logoff name testuser
INFO: Number of sessions with name "testuser' logged off : 1
= ~ = —
sF SRR AT IFERD R
AnyConnect GUI [ Details ]
[ Statistics Details ] [
Statistics ]
PC
[ (Not Installed) ]
e [ Reset ] AnyConnect
e [ ... Export Stats... ]
| ... Troubleshoot... ] AnyConnect Diagnostics and
Reporting Tool DART
DART

DART P.12-4

VPN D EREDHFR

VPN
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VPN ##omEom: N

MTU Y4 XD

IP UDP
DTLS UDP
MTU MTU
ASA VPN
Microsoft Outlook
MTU

AnyConnect SSL VPN 256 1406
A7Fvy7F 1 ASDM [ Configuration ]>[ VPN Remote Access

VPN 1>] Network (Client) Access ]>[

Group Policies 1> Add ] [ Edit ]

[ Edit Internal Group Policy ]
ATvF 2 | Advanced ]>[SSL VPN SSL VPN Client ]
ATF9FT 3 | Inherit ] MTU

1406 MTU
MTU IP/UDP/DTLS
SSL AnyConnect DTLS SSL
AnyConnect
&iE MTU (OMTU)
MTU OMTU DTLS
MTU MTU DPD
OMTU MTU
MTU
MTU
Y
(x) OMTU DPD
ASA DPD DPD

IPsec
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B  DART ZBEALERSTLL1—T 1 VI BEBONE

DART 2L bS5 TN a—T 1 Y TRROIE

DART  AnyConnect Diagnostics and Reporting Tool AnyConnect
DART Windows 7
Windows Vista Windows XP Mac 10.5 10.6 Linux Redhat
DART AnyConnect DART
Cisco Technical Assistance Center TAC
DART
DART AnyConnect AnyConnect
AnyConnect
DART
AnyConnect
PC [ Start ]
Cisco DART
DART VI +FrOx7DAF
Web AnyConnect DART
DART AnyConnect
12-1 Web DART
AnyConnect 3.0.3050
DART Web dmg .sh .msi
3.0.3050 DART .pkg
= 121 ASA F1-1% Pre-Deployment AA® DART 27 A LFERENYT—2 T7M4IL%
Web-Deploy 7 71 L& E LU/
DART = (Fva—K) Pre-Deploy 1 ¥ X b—5
Windows 3.0.3050
anyconnect-win-(ver)-k9.pkg anyconnect-win-(ver)-pre-deploy-k9.iso
3.0.3050
anyconnect-dart-win-(ver)-k9.msi* anyconnect-dart-win-(ver)-k9.msi*
Mac 3.0.3050
anyconnect-macosx-i386-(ver)-k9.pkg |anyconnect-macosx-i386-(ver)-k9.dmg
3.0.3050
anyconnect-dartsetup.dmg anyconnect-dart-macosx-i386-(ver)-k9.dmg
Linux 3.0.3050
anyconnect-linux-(ver)-k9.pkg anyconnect-predeploy-linux-(ver)-k9.tar.gz
3.0.3050
anyconnect-dartsetup.sh anyconnect-dart-linux-(ver)-k9.tar.gz
Linux-64 3.0.3050
anyconnect-linux-64-(ver)-k9.pkg anyconnect-predeploy-linux-64-(ver)-k9.tar.gz
3.0.3050
anyconnect-dartsetup.sh anyconnect-dart-linux-64-(ver)-k9.tar.gz
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DART £FALEFS TN a—Fq¢ v iERoRE B

*Web I1ISO *.is0 ISO
MSI
.iso
P.2-29
DART A4 A F—JL
DART  AnyConnect
AnyConnect  AnyConnect PC DART
DART AnyConnect
DART
A
GE) svc modules ASDM dart
DART AnyConnect DART
AnyConnect #fR L7~ DART D41 > X k—JL
DART
ATyFT1 DART AnyConnect ASA
ATw9F 2 DART AnyConnect  .pkg
AnyConnect DART DART
ASDM CLI
ASDM
a. [ Configuration ] VPN Remote Access VPN ]
> Network (Client) Access ]>[
Group Policy ]
b.
[ Advanced ] [SSL VPN SSL
VPN Client ]
c. [SSL VPN SSL VPN Client ] [
Optional Client Modules to Download ] [
Inherit ] dart
d. ASDM DART
dart DART  Start Before Logon
dart vpngina
[OK] [ Apply ]
CLI svc modules value dart
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B DART #fALE RS TN a—T 1 VT BREORE

~
GE) svc modules none [
Optional Client Modules to Download ] DART DART
DART
DART Windows [
/ Add/Remove Programs ] DART
AnyConnect
DART AnyConnect ASA
DART
DART Windows DART P.12-7

Windows T/31 X~® DART OFEi4 X F—JL

Windows DART

Z2Fwv7 1  anyconnect-dart-win-(ver)-k9.msi 3.0.3050
DART anyconnect-win-(ver)-k9.pkg
AFwF 2 anyconnect-dart-win-(ver)-k9.msi DART
ATv7 3 [ Next ]
ATvF 4 | | accept the terms in the License Agreement ]
[ Next ]

ATvT 5 | Install ] DART

DartOffline.exe  <System Drive>:\Program Files\Cisco\Cisco DART

AFvT 6 | Finish ]

DART Windows DART p.12-7

Linux 7/31 X~® DART OF &4/ VX b—JL

Linux DART
AFwF 1 anyconnect-dart-linux-(ver)-k9.tar.gz 3.0.3050
DART anyconnect-linux-(ver)-k9.pkg
A7y 2 tar -zxvf <path to tar.gz file including the file name> tar.gz
AT97 3 sudo ./dart_install.sh dart_install.sh
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DART 2Rl F5 TN a—TF v iRORE B

N

(3¥) DART /opt/cisco/anyconnect/dart/dart_uninstall.sh

Mac 7/314 A~® DART OF 81 VR F—JL

Mac DART
ZAT7w7 1 anyconnect-dart-macosx-i386-(ver)-k0.dmg 3.0.3050
DART anyconnect-macosx-i386-(ver)-k9.pkg
AFyT 2 dmg DART
.dmg
dart.pkg
This package will run a program to determine if the software can be
installed
AFvT 3 | Continue ]
ATvT 4 | Continue ] [ Accept ]
ATyFT 5 [ Continue ]
ATy 6
[ Continue ]
ARTF9T 7T [ Cancel ]
Y
(3¥) DART /opt/cisco/anyconnect/bin/dart_uninstall.sh

Windows T® DART DE1T

Windows DART DART
A7Tv7 1  Windows AnyConnect GUI
ATvF 2 | Statistics ] [ Details ]
[ Statistics Details ]
ATF9FT 3 | Statistics Details ] [ Troubleshoot ]
ATFv7 4 [ Next ] [ Bundle Creation Option
]
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B  DART ZBEALERSTLL1—T 1 VI BEBONE

AT 5 | Bundle Creation Option ] [ Default ]

Custom ]

e [ Default ]
AnyConnect Cisco Secure Desktop
DART

[ Default ] [ Next ]
DART DARTBundle.zip
e [ Custom ] [ Next ] DART

= | Custom ]
2797 6 DART [ Encryption Option ] [
Enable Bundle Encryption ] [
Encryption Password ] [
Mask Password ] [ Encryption Password ]
Reenter Password ] *
ATvF T | Next ] [ Default ] DART
[ Custom ]
AT9FT 8 | Log File Selection ]
Web DART
[ Restore Default ] [
Next ]
AFv7T9 | Diagnostic Information Selection ]
DART [
Restore Default ] [ Next ]
ATFvF7 10 [ Comments and Target Bundle Location ]
e [ Comments ] DART
comments.txt
e [ Target Bundle Location ]
[ Next ]
ATFyF 11 | Summary ] [ Next ]
[ Back ]
X797 12 DART [ Finish ]
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DART 2Rl F5 TN a—TF v RORE B

©

= DART
[ Cancel ]
DART
- < ﬁ,—
Linux E£7z[& Mac T® DART D=E1T
Linux Mac DART DART
A7Tv7 1 Linux [ Applications ]>] Internet ] > [Cisco
DART] /opt/cisco/anyconnect/dart/dartui DART
Mac [ Applications ] > [Cisco] > [Cisco DART] DART
AFvT 2 | Statistics ] [ Details ]
[ Statistics Details ]
ATF9FT 3 | Bundle Creation Option ] [ Default ] [
Custom ]
e [ Default ]
AnyConnect Cisco Secure Desktop
DART
[ Default ] [ Next ]
DART DARTBundle.zip
A
(¥) MAC
e [ Custom ] [ Next ] DART
(8 [ Custom ]
ATFyFT 4 | Next ] [ Default ] DART
[ Custom ]
AT 5 | Log File Selection ]
Web DART
[ Restore Default ] [
Next ]
ATF9FT 6 | Diagnostic Information Selection ]
DART [
Restore Default ] [ Next ]
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W AnyConnect 75472 FDA VR F—)L

ATvF T | Comments and Target Bundle Location ]

e [ Comments ] DART

comments.txt
e [ Target Bundle Location ]
[ Next ]
A7v7 8 DART [ Encryption Option ] [
Enable Bundle Encryption ] [
Encryption Password ] [
Mask Password ] [ Encryption Password ] [

Reenter Password ]

Y
GE) MAC
ATv7 9 | Finish ]
S DART

[ Cancel ]
DART

AnyConnect 7 547> FDA A =L

svc image xyz AnyConnect svc enable

AnyConnect
show webvpn svc AnyConnect SSL VPN
client is not enabled

0y 274ILDA VX =)L

e \Windows\setupapi.log Windows XP Windows 2000
¢ \Windows\Infisetupapi.app.log Windows Vista
¢ \Windows\Inf\setupapi.dev.log Windows Vista

N

(G¥) Vista

setupapi.log Windows XP
Windows XP
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o7 774001 xk—1 M

A
GE)
AFvF1 | Start 1> Run ]
ATvF 2 | Open ] regedit [OK]
AFw7F 3 HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Setup
LogLevel
AFv7 4 [DWORD Edit DWORD Value ] [ Base ] [16
Hexadecimal ]
AFyF 5 [ Value ] 0x2000FFFF
A7y 7 6 [OK]
A
GE) Setupapi.log 4MB
5 DWORD
0
Y
AY 274D Web 1 >R k=)L
Web temp
% TEMP%\anyconnect-win-2.X.xxxx-k9-install-yyyyyyyyyyyyyy.log
%WINDIRY%\TEMP\anyconnect-win-2.X.xxxx-k9-install-yyyyyyyyyyyyyy.log
XXX
YYYYYYYYYYYYYY
» >
AT J7A4ILDREZ KPR AR =)L
MSI
MSIExec.exe/i anyconnect-win-2.X.xxxx-pre-deploy-k9.msi/lvx* c:\AnyConnect.log
anyconnect-win-2.X.xxxx-pre-deplay-k9.msi msi
« \Documents and Settings\<username>\Local Settings\Temp Windows XP Windows 2000

e \Users\<username>\AppData\Local\Temp Vista
¢ \Windows\Temp
ActiveX
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W AnyConnect QSR F 1 (X MM OREL BT RS

A
GE) Windows
Cisco AnyConnect VPN Error 1722
« MSI ActiveX

NOINSTALLACTIVEX=1
MISExec /i anyconnect-win-x.X.xxxx-pre-deploy-k9.msi NOINSTALLACTIVEX=1

. Quiet Install
msiexec /quiet /i “anyconnect-gina-x.x.xxxx-pre-deploy-k9.msi”” REBOOT=Real lySuppress
msiexec /quiet /norestart /i “anyconnect-gina-x.Xx.xxxx-pre-deploy-k9._msi

. Quiet Uninstall

msiexec /quiet /x “anyconnect-gina-x.Xx.xxxx-pre-deploy-k9.msi” REBOOT=ReallySuppress

N,

GE)  XXXxX

AnyConnect DE#fER FE = (X HHAEHOMILIZEET SR

8
i}
AnyConnect
1. ASA
— ASA write net x.X.x.x:ASA-Config.txt X.X.X.X
TFTP IP
— ASA show running-config
2. ASA
a. ASA ssl  webvpn svc auth

config terminal

logging enable

logging timestamp

logging class auth console debugging
logging class webvpn console debugging
logging class ssl console debugging
logging class svc console debugging

b. AnyConnect

c. no logging enable

3. PC  Windows Cisco AnyConnect VPN

a. [ Start 1> Run ] eventvwr.msc /s
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FSocvoegTEomE B

b. Windows Vista Windows 7 Cisco
AnyConnect VPN Client [ ... Save Log File
As.. ]
c. AnyConnectClientLog.evt .evt
4. AnyConnect GUI vpnagent.exe
Windows WinDbg

5. IPv6/IPv4 IP
PC
AnyConnect

Function: CRouteMgr:modifyRoutingTable Return code: OXFEO6000E File: _\VpnMgr.cpp
Line:1122

Description: ROUTEMGR_ERROR_ROUTE_TABLE_VERIFICATION_FAILED.

Termination reason code 27: Unable to successfully verify all routing table
modifications are correct.

Function: CChangeRouteTable::VerifyRouteTable Return code: OxFE070007
File: _\RouteMgr.cpp Line: 615 Description: ROUTETABLE_ERROR_NOT_INITIALIZED

VPN Windows Mac
Linux 1 1
2
Windows C:\Windows\Temp Mac
Linux tmp 2 debug_routechangesv4.txt4

debug_routechangesv6.txt

37409 ERIROREE

AnyConnect

1. show vpn-sessiondb detail svc filter name <username>

XXXXX show access-list XXXXX
ACL
2. [AnyConnect VPN AnyConnect VPN Client 1> [ Statistics ]>[
Details 1> Export ] DART

AnyConnect-ExportedStats.txt

3. ASA NAT NAT

AnyConnect IP NAT

access-list in_natO_out extended permit ip any 10.136.246.0 255.255.255.0
ip local pool 1PPooll 10.136.246.1-10.136.246.254 mask 255.252.0.0
nat (inside) 0 access-list in_natO_out

route outside 0.0.83.145.50.1
route inside 0 0 10.0.4.2 tunneled
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W AnyConnect 095 v 2 IcBAT 3/
VPN VPN
VPN
IPsec SSL VPN
VPN 10.0.4.2
83.145.50.1
5. AnyConnect ipconfig /all route print
6. ASA
Y
GE) Microsoft Outlook
ping ping
-| 500, ping -| 1000, ping -| 1500, and ping -| 2000
ping ping
svemtu 1200
IPsec Set MTU.exe
MTU 1300

AnyConnect DV 5 v > aI<EY SRIE

Ul %temp%
C:\DOCUME~1\jsmith\LOCALS~1\Temp
recovered from a serious error

The System has

C:\Documents and Settings\All

Users\Application Data\Microsoft\Dr Watson Jdog
.dmp
ATvF 1 | Start ]>[ Run ] Drwtsn32.exe Microsoft
ART9T 2 [OK]

Number of Instructions : 25

Number of Errors to Save : 25
Crash Dump Type : Mini

Dump Symbol Table : Checked

Dump All Thread Contexts : Checked

Append to Existing Log File : Checked
Visual Notification : Checked
Create Crash Dump File : Checked
ATFvT 3 PC [ Start 1> Run ]
Windows Cisco AnyConnect VPN

eventvwr.msc /s
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AnyConnect vy a>DEE, E=4ULY. B&UFSTLYa—TF1VY

VPN 4—Ex~Q##IcE¥ smE M

ATy 4 Windows Vista Windows 7 [ Applications and Services
Logs ] Cisco AnyConnect VPN Client [ Save
Log File As.. ] AnyConnectClientLog.evt .evt
ATvT 5 VPNVA sys Cisco VPNVA
AFv7 6 vpnagent.exe vpnagent.exe Windows
a. c:\vpnagent
[ Process ] vpnagent.exe PID
c.
Windows C:\Program Files\Debugging Tools
d. cscript vpnagent4.vbs -crash -p PID -o c:\vpnagent -nodumponfirst PID
b
e. c:\vpnagent zip
f. lanalyze -v crashdmp

VPN Y —EZX~DE#GIZEEY S [ERE

Unable to Proceed, Cannot Connect to the VPN Service

AnyConnect VPN
ZA7v7 1  Windows
AT7wF 2 Cisco AnyConnect VPN
AT9T 3 AnyConnect
2
ATv7 4
ATwT 5

MSI

VPN

Cisco AnyConnect VPN

VPN

AnyConnect
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B  PC 0L AT LIERONME

. vpnagent
HIDS

[ Services ] VPN HIDS
spybot
VPN

PC O X T LiEHROEE

e winmsd /nfo c:\msinfo.nfo Windows XP Windows 2000
* msinfo32 /nfo c:\msinfo.nfo Windows Vista

Systeminfo 7 7 1)L # 2 7 OE%

Windows XP Vista Systeminfo

systeminfo >> c:\sysinfo.txt

LR M) 774 ILDFERR

SetupAPI

E122 Device install failed. Error 2: The system cannot find the file specified.
E154 Class installer failed. Error 2: The system cannot fine the file specified.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
inf

Y—RFN—TFT4 BT T 75— 3 LDFHEE
AnyConnect

DART DART P.12-4

Adobe # & U Apple : Bonjour Printing Service

* Adobe Creative Suite 3

« BonJour Print Service
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Y—FR—TF1B/7 TV r—2 3V LOREE

e iTunes
ER P
EZZ5h3RA  AnyConnect IP

Destination 169.254.0.0
Netmask 255.255.0.0
Gateway 10.64.128.162
Interface 10.64.128.162

Metric 29
HRWLE net stop ""bonjour service" Bonjour Print Service
mDNSResponder 1.0.5.11 Apple
Bonjour iTunes
Apple  Web

AT&T Communications Manager /\—2 3> 6.2 & U 6.7

fER PC  AT&T Sierra Wireless 875
6.2 6.7 AnyConnect
EZZo0h3RHA CSTP AnyConnect
HRELE
1. Aircard
2. [ Tools ]1>] Settings 1> Acceleration ]>[
Startup ] AT&T Communications Manager
3. manual
4. | Stop ]

AT&T Global Dialer

fER

EZbhBRE AT&T Dialer

NIC
Broadcom

HRME  AT&T Global Network Client 7.6.2
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B 44— F—F(RH7TUr—av Ol

Citrix Advanced Gateway Client /x\—> 3> 2.2.1

fEK  AnyConnect

VPN Agent Service has encountered a problem and needs to close. We are sorry for

the inconvenience.

ZZ0h3RA Winsock Citrix CtxLsp.dll
#EBME  CtxLsp.dll Citrix Advanced Gateway Client

T7ATIA—ILEDERE

ASA
Juniper Odyssey Client
fER
EZZ250h3BRA  Odyssey Client
HRELE Odyssey Client
1. [ Network Connections ]
2. HKEY_LOCAL_MACHINE\SOFTWARE\Funk Software,
Inc.\odyssey\client\configuration\options\adapterType\virtual
3. virtual
MSI
Kaspersky AV Workstation 6.x
fER  Kaspersky 6.0.3 CSTP state =
CONNECTED ASA AnyConnect

SVC message: t/s=3/16: Failed to fully establish a connection to the secure
gateway (proxy authentication, handshake, bad cert, etc.).
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Y—FR—TF1B/7 TV r—2 3V LOREE

EZZbhBBRRA  Kaspersky AV Workstation 6.x ~ AnyConnect

HRUME  Kaspersky Kaspersky

McAfee Firewall 5

#EK  UDPDTLS

E#ZLNBRE McAfee Firewall IP
DTLS
#RME  McAfee Firewall [ Advanced Tasks ]>[
Advanced options and Logging ] McAfee Firewall

[Block incoming fragments automatically]

Microsoft Internet Explorer 8

fEK  Internet Explorer 8  Windows XP SP3 AnyConnect  WebVPN
EAohbRE
#ERME  Microsoft MSIVM Microsoft
KB826878

Microsoft Routing and Remote Access Server

fERk AnyConnect

Termination reason code 29 [Routing and Remote Access service is running]
The Windows service “Routing and Remote Access” is incompatible with the Cisco
AnyConnect VPN Client.

EZZ0h3RA RRAS  AnyConnect RRAS
PC AnyConnect
AnyConnect
2
HEME RRAS
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B 44— F—F(RH7TUr—av Ol

Microsoft Windows OE#H OS5 5 A

EHR VPN

The VPN client driver has encountered an error.

EAONDREA certclass.inf Microsoft
C:\WINDOWS\setupapi.log

#W239 The driver signing class list “C:\WINDOWS\INF\certclass.inf” was missing or
invalid. Error Oxfffffbf8: Unknown Error. Assuming all device classes are subject
to driver signing policy.

HRWLE C:\>systeminfo
C:\WINDOWS\WindowsUpdate.log

net stop CryptSvc

3. esentutl /g
%systemroot%\System32\catroot2\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\catdb

%/WINDIR%\system32\catroot2 catroot2_old
4, [OK]

Microsoft

Windows XP (Service Pack 3)

fEK  AnyConnect

This application has failed to start because dot3api.dll was not found.
Re-installing the application may fix this problem.

EZZA6h3RE  dot3api.dll

#RME  regsvr32 dot3api.dll
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OpenVPN 7 S54 7> b+

fER TUN AnyConnect
EZZ5h3RE MAC OS X Shimo VPN Client
HAZME  Viscosity OpenVPN Client
A—k NS UY
fER
EAbhBRE DNS
DNS X.4
DNS x.15 PF
DNS X.15
HENE ASA
ASA VPN
ASA
Ubuntu 8.04 i386
fERK  Ubuntu 8.04 AnyConnect ASA
VPN SSL
EZZoh3RA 7.04 8.04 NSS
AnyConnect Network Security Service
HERLE NSS

#1/bin/sh

if [ “id | sed -e “s/(.*//> “ 1= “uid=0" ]; then
echo “Sorry, you need super user privileges to run this script.
exit 1

fi

echo Creating Firefox NSS compatible symlinks...

In -s Zusr/lib/libnspr4.so.0d Zusr/lib/libnspr4d._.so || exit 1

In -s /usr/lib/libnss3.so.1d Zusr/lib/libnss3.so || exit 1

In -s /usr/lib/libplc4.so0.0d Zusr/lib/libplc4d.so || exit 1

In -s Zusr/lib/libsmime3/so/1d /usr/lib/libsmime3.so || exit 1
echo ““Success!”

AnyConnect  Ubuntu 64 Ubuntu

Cisco AnyConnect Secure Mobility Client E2&744/ F



%12E% AnyConnectty>avOEE, T4 Y &ULSTLYa—F12T |
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Wave EMBASSY Trust Suite

fEK  AnyConnect

“Cisco AnyConnect VPN Client Downloader has encountered a problem and needs to
close.”

EZZ0h3KEA mdmp mdmp
dll

HENE  dl 1.2.1.38

Layered Service Provider (LSP) ¥ 21—/l & U NOD32 AV

fEIX  AnyConnect SSL
AnyConnect vpndownloader
EZO0h3BRA LSP imon.dll
#®IE ESET NOD32 AV 2.7 Internet Monitor
3.0

LSP OfERK 2 : &

fEIK LSP Winsock
EZZ0h3RERA  impbw.dll Intel LSP Intel
HEZNE LSP

—_— . K3 . X
LSP O7—4% X)—TFy METEK 3 : H&E

EHK  NOD32 V4.0
EZAbhBRA Windows 7 Cisco AnyConnect NOD32 4.0.468
x64
HELE | Protocol Filtering 1> [ Advanced Setup ]
[SSL] SSL [Web
Web access protectio ] > [HTTP, HTTPS] [HTTPS

Do not use HTTPS protocol checking ] [

Protocol filtering ] > [SSL] [SSL
SSL protocol scanning ]
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| £$12% AnyConnecttv L avDEER, E=42Y2Y, 8LV TNVa—F10T

Y—F—F4 87 Tyr—savenms A

EVDO 74 ¥ L XA—FHE XU Venturi K514/

fER
%ASA-5-722037: Group <Group-Name> User <User-Name> IP <IP-Address> SVC closing
connection: DPD failure.
ZZ0h3RA AnyConnect
NIC
HAEME  Venturi AT&T Communications
Manager 6.7 [ Use Rules Engine ]
> NS ~ -
DSL L—aMRrITLT—2 3 VIZKRKT S
fERK DTLS DTLS
ZZoh3BRA DSL DTLS
DTLS
HROE Linksys DTLS
ping DTLS

FryIRA2 b (LU Kaspersky L EDDY— F/x—F 4 HY D
box7)

fERk  AnyConnect

EAohbRE
NETINTERFACE_ERROR_INTERFACE_NOT_AVAILABLE
SSL PC
HRNE AnyConnect
TCP/IP SmartDefense
TCP/IP
API
AV FW AS
AnyConnect 1
1 AnyConnect 5
AnyConnect

[Cisco AnyConnect VPN Client
Connection]
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%12E% AnyConnectty>avOEE, T4 Y &ULSTLYa—F12T |

B 44— F—F(RH7TUr—av Ol

Virtual Machine Network Service K5 A4 /\TD/IN\NT7+—T 2 X[8I7E

fER PC  AnyConnect
EZAONBRE
Cisco AnyConnect VPN
SSL_write ()
#2IE  AnyConnect IM

dsagent.exe C:\Windows\System\dgagent
TCPview sysinternals
AnyConnect

Kaspersky AntiVirus X UTLA Y EDa—)L

fER AnyConnect  Kaspersky AntiVirus 8
avp.exe
ZZ56h3KEA AnyConnect 3.0.5080 64 Windows 7
Kaspersky AV 8
HEZALE
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CHAPTER 13

E/NA )L T34 X[EIT AnyConnect D EHE

AnyConnect 3.0

e AppleiOS

e Android

e AnyConnect
¢ AnyConnect

¢ AnyConnect

« URI

Apple iOS Android
AnyConnect P.13-1
AnyConnect P.13-7
P.13-17
P.13-20
P.13-24
P.13-29
AnyConnect P.13-31
P.13-40

Apple i0OS 7/314 X® AnyConnect

HiR— bk Ehd Apple iOS T/314 R

FINA R

WEL Apple iOS 1
IJ —X

iPad 2

6.0

iPad 3

6.0

iPad 4

6.0

iPad mini

6.0

iPhone 3GS

6.0

iPhone 4

6.0

iPhone 4S

6.0

iPhone 5

6.0

iPhone 5C

7.0

iPhone 5S

7.0
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F13E

E/3MJL F7/34 AR+ AnyConnect DEE |

W Apple i0S F/54 2®D AnyConnect

WEE Apple iOS 1
TINA R J—2
iPod Touch 4 6.0
iPod Touch 5 6.0
~
(3¥)  AnyConnect iPhone iPod Touch

iPhone User Guide for Cisco AnyConnect Secure Mobility Client

Apple iOS 7/84 X THHR— F T TLVS AnyConnect #&E

AnyConnect Apple i0S AnyConnect 3.0.x

e SSL

Cisco SSL Tunneling Protocol CSTP

Cisco DTLS Tunneling Protocol CDTP
IPsec IKEv2

AES256-SHA
AES128-SHA
DES-CBC3
RC4-SHA
RC4-MD5
DES-CBC-SHA

DTLS

AES256-SHA

— AES128-SHA

DES-CBC3
DES-CBC-SHA

Suite B IPSec
FIPS 140-2 1

AnyConnect Mobile VPN

— Tunnel All
— Split Include

— Split Exclude

WiFi

Il Cisco AnyConnect Secure Mobility Client &E&# 4 F
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Apple i0S 7734 Z® AnyConnect M

e TLS
* Cisco

¢ |Pv6 over IPv4

« DNS

. Statistics

Certificate Enrollment Protocol SCEP
e SCEP
Certificate Management

- URI

. Apple iOS Connect

Apple iOS 77314 XM AnyConnect DA VA F—ILEXUVT Vv TH L—
2

Apple App Store

iPad iPhone iPod touch Apple i0S AnyConnect
AnyConnect
iPhone iPad
AnyConnect

Apple iOS T/34 XM AnyConnect Ul

AnyConnect
iPhone iPad  AnyConnect
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F13E  E/AML F/3M RXMIT AnyConnect DEFE |

W Apple i0S F/54 2®D AnyConnect

Apple iOS BIFDETEEH

Apple i0S AnyConnect
. SCEP Apple iOS SCEP AnyConnect SCEP
e AppleiOS VPN
AnyConnect
ActiveSync

Connect On Demand #geD # 8

Apple iOS Connect On Demand
VPN
internal.example.com *.example.com  Always Connect
VPN

Apple i0OS6  Connect On Demand Trusted Network Detection TND

. Connect on Demand

e Wi-Fi
Demand VPN TND

. Connect On Demand

iOS6  Connect on Demand Trusted Network Detection

Connect on

(¥) i0S6

Connect on Demand QR EICET 5 XEFIE

. Connect on Demand
60 vpn-idle-timeout

Apple VPN
60

. [ Connect if Needed ]
Connect if Needed DNS
VPN DNS
DNS

e AppleiOS7 [ Always Connect ]
AnyConnect [ Always Connect ]
[ Connect if Needed ]

Apple iOS Connect On Demand

VPN

Apple iOS 7

Il Cisco AnyConnect Secure Mobility Client &E&# 4 F
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E/NA )L T34 AA T AnyConnect DEE

Apple i0S 7734 Z® AnyConnect M

ATy b FoRIVIZEBRTY v + DNS fEROENME

ASA VPN
DNS
VPN DNS DNS DNS
DNS
Apple i0S AnyConnect split-dns DNS
VPN
split-dns VPN

hostname(config-group-policy)# split-dns {value domain-namel [domain-name2
domain-nameN ] | none}

split-dns

split-dns none
Apple i0S AnyConnect

e split-dns DNS AnyConnect
DNS DNS DNS
AnyConnect
examplel.com example2.com  DNS

hostname(config-group-policy)# split-dns value examplel.com example2.com

e default-domain DNS split-dns
none default-domain AnyConnect
DNS DNS DNS
AnyConnect

examplel.com DNS

hostname(config-group-policy)# split-dns none
hostname(config-group-policy)# default-domain value examplel.com

Apple iPhone Configuration Utility

. DNS split-dns none
default-domain none
AnyConnect DNS
DNS

Apple for Windows Mac OS X iPhone Configuration Utility IPCU

Apple iOS
AnyConnect XML
Apple IPCU GUI AnyConnect IPsec [ Server
] RFC 2996 URI IPCU

AnyConnect GUI  IPsec VPN
[ipsec://]1[<AUTHENTICATION>[*:"<IKE-IDENTITY>“@"]] <HOST>[*:"<PORT>][“/”’<GROUP-URL>]

SSL VPN

Cisco AnyConnect Secure Mobility Client E2&744/ F
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F13E  E/AML F/3M RXMIT AnyConnect DEFE |

W Apple i0S F/54 2®D AnyConnect

]

ipsec://EAP-AnyConnect@asa-gateway.example.com
ipsec://asa-gateway.example.com

ipsec://eap-md5:<identity>

ipsec IPSec
AUTHENTICATION IPSec

IKE-IDENTITY AUTHENTICATION
IKE ID

EAP-AnyConnect
EAP-GTC
EAP-MD5
EAP-MSCHAPv2
IKE-RSA

HOST
PORT
GROUP-URL

Cisco 10S

SSL
EAP-AnyConnect

EAP-GTC EAP-MD5 EAP-MSCHAPvV2

@ios-gateway.example.com
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Android ¥/34 XM AnyConnect M

Android 7/3\1 XM AnyConnect

HR— kEh3 Android 7/31 X

AnyConnect

e Samsung

« HTC

« Kindle

Android AnyConnect
e Android 4.0 ICS+ AnyConnect
e root AnyConnect
A
GE) Lenovo Motorola AnyConnect
Android 4.0 Ice Cream Sandwich
Lenovo Motorola AnyConnect ICS+
AnyConnect 3.0 AnyConnect
— >
Samsung T/\ 1 X
Samsung AnyConnect Release 3.0.x Samsung AnyConnect 3.0.x
Samsung Samsung
Android

AnyConnect

8 ETIVES

ACE+ GT-S7500 GT-S7500 GT-S7500W

ACE 11 GT-18160

Conquer 4G SPH-D600

Galaxy Appeal SGH-1827

Galaxy Beam GT-18530

Galaxy Exhilarate SGH-I577

Galaxy Mini

GT-S5570 GT-S5570B GT-S5570BD1  GT-S5570L GT-S5578
SCH-1559 SGH-T499 SGH-T499V SGH-T499Y

Galaxy Note

GT-19220 GT-N7000 GT-N7000B SHV-E160K SHV-E160S
SHV-E160L SCH-1889 SCH-1717M SCH-I717R SCH-1717D
SGH-NO54 SCH-I717

Galaxy Note 10.1

GT-N8000 GT-N8005 SHW-M480S SHW-M480K GT-N8010
GT-N8013 SHW-M480W

Galaxy Rush

SPH-M830
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F13E  E/AML F/3M RXMIT AnyConnect DEFE |

W Android ¥/54 2® AnyConnect

) ETILES

Galaxy S GT-19000 GT-19000B GT-19000L GT-19000LD1 GT-19000M
GT-19000T GT-19001 GT-19003 GT-19003B GT-19003L GT-19008
GT-19008L GT-19018 GT-19070 GT-19070P GT-19088 SC-02B
SCH-1400 SCH-1405 SCH-1500 SCH-1809 SCH-1909 SGH-1896
SGH-1897 SGH-1927 SGH-1997R SGH-N013 SGH-T699
SGH-T759 SGH-T769 SGH-T959 SGH-T959D SGH-T959P
SGH-T959V SGH-T959W SHW-M100S SHW-M110S
SHW-M130L SHW-M190S SHW-M220L SHW-M340K
SHW-M340L SHW-M340S SPH-D720

Galaxy S 1 GT-19100 GT-19100G GT-19100M GT-19100T GT-19100P GT-19103
GT-19108 GT-19210 GT-19210T SC-02C SC-O3D SCH-1510
SCH-1919 SCH-1919U SCH-1929 SCH-J001 SCH-W999
SGH-1727 SGH-1727R SGH-1757M SGH-N033 SGH-N034
SGH-T989 SCH-T989D SHV-E110S SHV-E120K SHV-E120L
SHV-E120S SHW-M250K SHW-M250L SHW-M250S SPH-D170

Galaxy S 11l GT-19300 SCH-1535 SGH-1747 SGH-T999 SHV-E210K
SHV-E210L SHV-E210S SPH-L710

Galaxy S 4 GT-19500 GT-19505 SCH-1545 SGH-1337

Galaxy Stellar SCH-1200

Galaxy Tab 7 WiFi GT-P1000 GT-P1000L GT-P1000M GT-P1000N GT-P1000R
! GT-P1000T GT-P1010 SC-01C SCH-1800 SGH-1849 SGH-1987
SHW-M180L SHW-M180S

Galaxy Tab 7.0 Plus & |GT-P6200 GT-P6201 GT-P6210 GT-P6211 GT-P6800 GT-P6801

7.7 GT-P6810 GT-P6811 SCH-1815 SGH-N024 SGH-T869
SHV-E150S SHW-M430W
Galaxy Tab 8.9 GT-P7300 GT-P7300B GT-P7310 GT-P7320 GT-P7320T

SCH-P739 SGH-1957 SGH-1957TM SGH-1957R SHV-E140K
SHV-E140L SHV-E140S SHW-M300S SHW-M300W SHW-M305W

Galaxy Tab 10.1 GT-P7500 GT-P7500D GT-P7500M GT-P7500R GT-P7500V
GT-P7501 GT-P7503 GT-P7510 GT-P7511 SC-01D SCH-1905
SGH-T859 SHW-M380K SHW-M380S SHW-M380W

Galaxy Tab 2 7.0 GT-P3100 GT-P3110 GT-P3113 SCH-1705
Galaxy Tab 2 10.1 GT-P5100 GT-P5110 GT-P5113
Galaxy W GT-18150 SGH-T679

Galaxy Xcover GT-S5690

Galaxy Y Pro GT-B5510B  GT-B5510L

Ilusion SCH-1110

Infuse SCH-1997

Rugby SGH-1847

Stratosphere SCH-1405

Stratosphere 11 SCH-1415

Transform Ultra SPH-M930

1. Samsung Galaxy Tab 7 Sprint
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Android ¥/34 XM AnyConnect M

N

(G¥)  Samsung

HTC T/8 (4 R

HTC AnyConnect Release 3.0.x
3.0 Android

http://www.htcpro.com/enterprise/VPN HTC

2.1 Honeycomb Eclair

[ Settings
Software information ]> [

1>1 About phone

Software number ]

1>

AnyConnect ICS+ Release 3.0.x Android 4.0 Ice Cream Sandwich
Android 4.0 Ice Cream Sandwich
HTC AnyConnect

HTC AnyConnect

HTC
HTC

AnyConnect ICS+
e HTC Rhyme S510b
e HTC ADR6330VW
e HTC Vivid
e HTC EVO Design 4G
e HTC ThunderBolt ADR6400L
e HTC Sensation XE
e HTC Sensation
e HTC Amaze 4G

+ Beats Audio HTC Sensation XL

« HTCEVO 3D
e HTC EVO 3D X515m

e HTC X515d
e HTC ADR6425LVW
HTC Holiday HTC Raider Cisco AnyConnect HTC
Android HTC AnyConnect HTC
Kindle 7/ X
Kindle Fire HD Kindle Fire Cisco AnyConnect Kindle Tablet Edition
Release 3.0.x  Amazon Anyconnect for Kindle  Android VPN Framework

AnyConnect ICS+
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F13E  E/AML F/3M RXMIT AnyConnect DEFE |

W Android ¥/54 2® AnyConnect

Android 4.0 LD T /314 X (ICS+) FH® AnyConnect

AnyConnect ICS+ Release 3.0.x Android 4.0 Ice Cream Sandwich Android VPN
AVF VPN ICS
Android
AVF VPN VPN AnyConnect
AVF VPN
N
()  Android 4.0 AnyConnect AVF
Android
AnyConnect

root it Ehf=7/34 XM I+ AnyConnect

Android 2.1 root Android
Rooted AnyConnect 3.0.x
2.1
root
android-mobile-feedback@cisco.com
tun.ko iptables VPN
AnyConnect tun.ko
/data/local/kernel_modules/
AE root root
root

Android 7/3f X THHR— k= b AnyConnect H#EE

Android 73 >~ FEH® AnyConnect

Samsung HTC  Motorola Android
VPN AnyConnect
AnyConnect
AnyConnect

Android AnyConnect Plus

Motorola 2012 5
VPN
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| E13%

E/NA )L T34 AA T AnyConnect DEE

Android ¥/34 XM AnyConnect M

Android VPN 7 L—L7—% ® AnyConnect

AnyConnect AnyConnect Plus Android
Android Android 4.0
Ice Cream Sandwich Android VPN Framework AVF VPN
AnyConnect AVF VPN
VPN AnyConnect AVF
VPN Kinde

Android #/L—* &9 % AnyConnect

Android
AnyConnect Android 2.1
root AnyConnect
root AnyConnect  root
% 1341 AnyConnect Android ##E
Android 75> F®
HER. Android VPN
Anyconnect Plus. |IL—LTJ—% &
HE U root {tEchf- |Kindle
AnyConnect /v |AnyConnect /3y
AnyConnect #8E B8 r—o r—
TLS/DTLS Yes Yes
IPsec IKEv2 Yes Yes
IKEV2 - NAT-T Yes Yes
IKEV2 - raw ESP Yes Yes
Suite B Yes IPsec Yes IPsec
TLS Yes Yes
Yes Yes
Yes Yes
No No
VPN Yes Yes
Yes Yes
Yes Yes
URI Yes Yes
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F13E  E/AML F/3M RXMIT AnyConnect DEFE |

W Android ¥/54 2® AnyConnect

£ 131 AnyConnect Android ##E
Android 75> F®D
k. Android VPN
Anyconnect Plus. |JL—LT—% &
H & U root {tEht- |Kindle
AnyConnect /8v  |AnyConnect /8y
AnyConnect #8E | FI#aE r—o r—o
Yes Yes
Yes Yes
LAN Yes No
Split-DNS Yes
No No
Yes
3G  WiFi
AnyConnect Mobile VPN
VPN No No
VPN No No
Trusted Network Detection Yes No
TND
Yes Yes
ASA Yes Yes
I1Pv4 Yes Yes
IPv6 No No
IPv4 over IPv4 Yes Yes
IPv6 over IPv4 Yes Yes
Yes Yes
DNS Yes Yes
No No VPN
WiFi
Yes Yes
Yes Yes
No No
VPN Yes Yes

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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Android ¥/34 XM AnyConnect M

& 1341 AnyConnect Android ##E
Android 75> F®D
HH. Android VPN
Anyconnect Plus. |JL—LT—% &
H & U root {tEht- |Kindle
AnyConnect /8v  |AnyConnect /8w
AnyConnect ##E |BlI#aE r—o r—o
Yes Yes
/ No No
No No
Yes No
iptables
Yes Yes
SCEP Yes Yes
SCEP Yes Yes
Yes Yes
Yes Yes
No No
Yes Yes
/ Yes Yes
Yes Yes
Yes Yes
Yes Yes
No No

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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F13E  E/AML F/3M RXMIT AnyConnect DEFE |

W Android ¥/54 2® AnyConnect

£ 131 AnyConnect Android ##E
Android 75> F®D
Hx. Android VPN
Anyconnect Plus. |JL—LT—% &
H & U root {tEht- |Kindle
AnyConnect /v |AnyConnect /{v
AnyConnect ##E |BlI#aE r—o r—o
GUI Yes Yes
0S GUI No No
CLI No No
API Yes Java C++ Yes Java C++
Ul Yes Yes
ul Yes Yes
Yes Yes
Yes Yes
VPN Yes Yes
TND Yes Yes
AnyConnect Yes Yes
Yes Yes
AnyConnect Yes Yes
Yes Yes
Yes Yes
Yes Yes
WebLaunch No No
No No
No No
OEM No No
ASA No No
Android Market Yes Yes
Yes Yes
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Android ¥/34 XM AnyConnect M

£ 131 AnyConnect Android ##E
Android 75> F®D
H&. Android VPN
Anyconnect Plus. |JL—LT—% &
H & U root {tEht- |Kindle
AnyConnect /8v  |AnyConnect /8w
AnyConnect #8E | FI#aE r—o b=
XML Yes Yes
XML Yes Yes
URI
Yes Yes
No No
No No
ID No No
Yes Yes
URI Yes Yes
VPN Yes Yes
Yes Yes
VPN Yes Yes
Yes Yes
Yes Yes
XML Yes Yes
URI Yes Yes
Statistics Yes Yes
Yes Yes
Yes Yes
Yes Yes
DART No No
FIPS 140-2 1 Yes Yes
No No
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F13E  E/AML F/3M RXMIT AnyConnect DEFE |

W Android ¥/54 2® AnyConnect

AnyConnect ® Android T/3f AADA VX b—ILELXVT7TY TIL—
N

Android AnyConnect Android Market AnyConnect
ASA Android AnyConnect
Cisco AnyConnect Android

Android 7/314 X® AnyConnect Ul

AnyConnect
Cisco AnyConnect Android

Android EIENEEEIE

Android E/A 1)L IRRAF ¥ T/ XD ID &£/

Y
()  Android ID AnyConnect 3.0
AnyConnect ID DAP
ID
AnyConnect 3.0 40 ID
ID Android ID

« MEID/IMEI Mobile Equipment Identifier/International Mobile Equipment Identity
¢ MAC-ADDRESS MAC
ID

device-1D = bytesToHexString(SHA1(Android-ID + MEID/IMEI +
MAC-ADDRESS))

MEID/IMEI device-1D = bytesToHexString(SHA1(Android-1D + MEID/IMEL))

MAC-ADDRESS device-1D = bytesToHexString(SHA1(Android-ID +
MAC-ADDRESS))

e Android ID
Android-1D = Secure.getString(context.getContentResolver(), Secure.ANDROID_ID)

. bytesToHexString

String bytesToHexString(byte[] shalrawbytes)

{
String hashHex = null;
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AnyConnect OBifE& £ U4 73> M

if (shalrawbytes != null)

{
StringBuffer sb = new StringBuffer(shalrawbytes.length * 2);
for (int i = 0; 1 < shalrawbytes.length; i++)
{
String s = Integer.toHexString(OxFF & shalrawbytes[i]) -toUpperCase();
if (s-length() < 2)
sb._append(*'0™);
}
sb.append(s);
}
hashHex = sb.toString(Q);
}
return hashHex;
}
Y
(GE) MEID/IMEI MAC-ADDRESS
ID Android-I1D
ID AnyConnect [ Diagnostics ]>[

Logging and System Information ]>] System 1> Device
Identifiers ] device_identifiers.txt AnyConnect AnyConnect
AnyConnect 2.5 MEID/IMEI ID MEID/IMEI

AnyConnect MAC-ADDRESS
AnyConnect

AnyConnect DEIMEE L UF T a3 >

VPN ##t
VPN

URL IP

AnyConnect VPN
VPN

* Anyconnect VPN

AnyConnect VPN XML
VPN

AnyConnect
AnyConnect

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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W AnyConnect DEIMEB L UF T3>

URI VPN
VPN
AnyConnect
. AAA
24
VPN
95472 MEAE
URI
e SCEP Cisco AnyConnect Secure Mobility Client
3.0 VPN SCEP
H—/\GEEAE
VPN
AnyConnect
VPN
[ Block Untrusted Servers ]
AnyConnect
ON OFF OFF

AnyConnect

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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| E13%

E/NA )L T34 AA T AnyConnect DEE

AnyConnect DEI{EHS L UVF T3>

[ Block Untrusted Servers ] ON
VPN
e [ Keep Me Safe ]
o Block Untrusted Servers ] OFF
VPN
[ Block Untrusted Servers ] OFF
VPN
- AnyConnect [
Import and Continue ] AnyConnect
- [ Cancel ] [ Continue ]
Cancel ] [ Continue ]
[ Block Untrusted Servers ] ON
Keep Me Safe ] VPN
AnyConnect 70774 JLDER
VPN
* VPN ASA
ASA
Cisco AnyConnect Secure Mobility Client VPN
AnyConnect
. AnyConnect URI
VPN URI

AnyConnect
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F13E  E/AML F/3M RXMIT AnyConnect DEFE |

W AnyConnect 7077 4 LERETE/A L F/i4( AEHORE

AnyConnect 1 VPN

. VPN

AnyConnect A7 7 4 LERFE TE/NA L T/ REEHwD
X TE

ATvT1 VPN

A= @N-t] Hist

AnyConnect
Mobile ReconnectAfterResume

A7y 2

AnyConnect 7R77A4 I TT 142D FHvA—F

VPN
AnyConnect 3.0.1047
A7v7F 1  www.cisco.com [AnyConnect AnyConnect Secure Mobility
Client ] [ Download Software ]
ATvF 2 | 3.0 All Releasesand 3.0 ] AnyConnect  3.0.1047
AT9T 3 anyconnect-profileeditor-win-<version>-k9.exe
AnyConnect 3.0.1047 AnyConnect
anyconnect-profileeditor-win-3.0.1047-k9.exe

ATFyFT 4 | Download now ]
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AnyConnect 70774 LBETE/NM L Fiq 2gHoz: M

Mobile-Specific D&%

SERERIL

. AnyConnect
VPN
VPN
. AnyConnect Android
AnyConnect
— AnyConnect VPN
AnyConnect
AnyConnect
A R—brTODT7I 7171
VPN
1
Apple iOS v D —H A—= 4
Apple iOS
[ Network Roaming ] [3G/Wifi
Reconnect when roaming between 3G/Wifi networks ]
AnyConnect EDGE
2G  IxRTT 2G 3G Wi-Fi
[ Network Roaming ] AnyConnect
20
VPN
Y
G¥)
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W AnyConnect 7077 4 LERETE/A L F/i4( AEHORE
Apple iOS Connect On Demand
Apple iOS
Apple iOS Connect On Demand Safari VPN
Apple iOS
iOS  Connect on Demand VPN i0S
Apple VPN On Demand
Apple iOS
e [ Never Connect ] AppleiOS
Apple
i0S
Web VPN
www . example.com
~
()  Connect On Demand AnyConnect VPN
Never Connect
VPN
Connect on Demand
o Always Connect ] AppleiOS
Apple iOS
VPN
email._example.com
(3¥) AppleiOS7 [ Always Connect ] Apple i0OS 7
AnyConnect [ Always Connect ]
[ Connect if Needed ]
e [ Connect if Needed ] AppleiOS DNS
Apple i0OS VPN
LAN
intranet.example.com
Apple i0S VPN
« VPN

Apple iOS Connect on Demand

. Connect on Demand

e AppleiOS [ Never Connect ]

Il Cisco AnyConnect Secure Mobility Client &E&# 4 F
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E/NA )L T34 AA T AnyConnect DEE

AnyConnect 70774 LBETE/NM L Fiq 2gHoz: M

— AppleiOS [ Always Connect ]
— DNS Apple i0S Connect if Needed
Connect On Demand IP
Y
(GE) Apple iOS IPsec AnyConnect Demand Apple
iOS VPN
iPad iPhone Connect-On-Demand
URI VPN
&> Y =
ENSILVEFREEDRTE
A7v7 1 VPN [ Server List ]
AFvT 2 [ Add ]
[ Entry ] [ Edit
]
ATvT 3 | Server List Entry ] [
Additional mobile-only settings ] [ Edit ]
AT7wvF 4 [AppleiOS/ Android Apple iOS / Android Settings ] Apple i0S Android
[
Make this Server List Entry active when profile is imported ]
ATv7F 5 [AppleiOS Apple iOS Only Settings ] Apple i0OS
a. [3G/Wifi Reconnect when
roaming between 3G/Wifi networks ]
b. [ Connect on Demand ]
[ Connect on Demand ] [ Certificate Authentication ]
[ Certificate
Authentication ] [ Disabled ]
[ Match Domain or Host ]
[ On Demand Action ] Connect on
Demand

Cisco AnyConnect Secure Mobility Client E2&744/ F
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F13E

E/3MJL F7/34 AR+ AnyConnect DEE |

W %®Ev2 ASAEE

Connect On Demand

Web
VPN
c. [ Match Domain or Host ] Connect on Demand
host.example.com .example.com
.internal.example.com IP
10.125.84.1
d [ On Demand Action ]
1 [
Always connect ] [ Connect if needed ] [

Never connect ]
e. [ Add ]

2797 6 [OK]

#2595 ASA BE

ATvTA1
Cisco ASA Series VPN ASDM Configuration Guide General VPN Setup
B ASDM o4 —< 3> 15+
URL [ Configuration 1> AnyConnect Mobile
VPN Remote Access URL
VPN 1>
Network Client
Access 1>
Group Policies 1>
Addor Edit 1>
Advanced ] > [AnyConnect
AnyConnect Client ]>[
Customization ]
AnyConnect [ Configuration ]>[ AnyConnect
VPN Remote Access
VPN ]>] [
Network (Client) Name ] [
Access ] > [AnyConnect Aliases ]
AnyConnect Connection
Profiles 1>[ Add ]
Connect attempt
ATvF 2
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| £13% E/34J)L T34 XA+ AnyConnect DEE

¥ET3 AsAme H

. P.13-25
. P.13-25
. P.13-25

Ty K E7REDERTE

gl‘-l_:

VPN
— > o
X—TT7547T AvtE—CDEME
Keepalive Messages ASDM [ Configuration ]>[
VPN Remote Access VPN >
Network (Client) Access ]>[ Group Policies 1> Add ] [
Edit 1>] Advanced ] > [AnyConnect AnyConnect Client ]
N (] =)
TSIV RRAF v DHRTE
Release 8.2 5+ 8.4 2 ASA AnyConnect
AnyConnect Premium  AnyConnect
DAP
. AnyConnect
. Android Apple iOS
e Platform Version
e Device Type iPad Samsung GT-19000
e Device Unique ID ID Android ID
Android ID
Cisco 5500 Series Configuration Guide using ASDM, 6.4 Adding
Mobile Posture Attributes to a DAP Cisco Security Appliance Configuration
Guide using ASDM, 6.2 Add/Edit Endpoint Attributes
VPN BEEDOREIIN 5T/ IL T34 ADFIR
AnyConnect Mobile ASA
AnyConnect Mobile ASA VPN

AnyConnect
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W %®Ev2 ASAEE

ASA ASA
¢ Release 8.2 5+ 8.4 2 ASA AnyConnect
. ASA 8.0 4 82 4 84 1 DAP
Cisco Secure Desktop AnyConnect Premium
VPN ASA

ENMIN RRAF v %#ERTH-HDOFIE

ATvy71 ASA ASDM

ATvF 2 | Configuration 1> VPN Remote Access VPN ][>
Network (Client) Access 1> Dynamic
Access Policies 1> Add ] [ Edit ]
AT9T 3 [ Add ]
ATy 4 AnyConnect
AFwT 5 Android Apple iOS
ATvT 6 | Device Type ]
ASDM
ATvT 7T 1 DAP
AT9FT 8 | Add 1 [ Edit 1 [ Dynamic Access Policies ]
/ Android

LIFI®D ASA V) ) —XADFIR

ATvy71 ASA ASDM

ATvF 2 | Configuration ]>[ VPN Remote Access VPN >
Network (Client) Access ]>[ Dynamic
Access Policies 1> Add ]
ATFvF 3 Apple i0S Android
ATvT 4 | Advanced ]
AT 5 | Expressions ]

EVAL(endpoint.os.version, "EQ", "Apple Plugin™, "string")

EVAL(endpoint.os.version, "EQ", "Android", ''string'™)

AFvT 6 | Add 1 [ Edit 1 [ Dynamic Access Policies ]
/ Android

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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¥ET3 AsAme H

AFvF 7 [OK] [ Apply ]

FIPS & & U Suite B OEEE1E

AnyConnect 3.0 Cisco Common Cryptographic Module C3M

NGE FIPS 140-2
NSA Suite B Cisco SSL
AnyConnect 3.0 Suite B IPSec VPN
FIPS IPSec SSL VPN
VPN
FIPS Suite B
AnyConnect FIPS NGE
AnyConnect FIPS
AnyConnect VPN FIPS
AnyConnect 3.0 Suite B
. AES-GCM 128 192 256
— IKEV2 AES-GCM
— ESP
. SHA-2 256/384/512 SHA
— IKEv2
— ESP
. ECDH
- 19 20 21  IKEv2 IKEv2 PFS
. ECDSA 256 384 512
— IKEv2
— IKEv2 Diffie-Hellman Groups 14 24
— DTLS IKEv2 4096 RSA
=2
e FIPS Suite B ASA
9.0 Suite B ASA 8.4.1 FIPS
e ASA FIPS Suite B AnyConnect Premium
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W %®Ev2 ASAEE

N

GE) . AnyConnect 3.0 Apple i0OS  ECDSA
Apple

Apple i0S 5.0 Suite B Suite B ECDSA
Apple iOS

e Android 4.0 Ice Cream Sandwich Suite B SuiteB
ECDSA Android

« VPN Key Usage Enhanced
Key Usage IPsec  IKE

EEFRHLGIHEER

e Suite B IKEv2/IPsec
FIPS

SCEP

e SHA-2 EAP TLS EAP
SHA-2

« ECDSA
EC-384 SHA2-384

* VPN

— Subject Alternative Name Subject
Alternative Name DNS Name
IP IP

— Subject Alternative Name
Subject Common Name
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AnyConnect 1 ¥4 — 74 RB&UAvt—Snao—n54X M

AnyConnect f V23— Jx /A AELVAvE—PDO—7H
4R
2.5 Android Apple iOS  AnyConnect
AnyConnect

Nylr—=ofeshf-0—h)E—-3>

AnyConnect
. Ccs-cz
. de-de
. es-co
. fr-ca
. ja-jp
. ko-kr
. pl-pl
. zh-cn
AnyConnect
AnyConnect
fr-ch
fr-ca AnyConnect Ul AnyConnect
N > N ~
gova—kEhk-0—AhyE—3 >
AnyConnect AnyConnect VPN
ASA ASA
Localizing the AnyConnect GUI ASA
AnyConnect
AnyConnect anyconnect.po
Cisco.com AnyConnect anyconnect.po
ASA
AnyConnect anyconnect.po ASA
AnyConnect
ASA AnyConnect
ASA

AnyConnect  anyconnect.po
AnyConnect

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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W AnyConnect 1 V82— 71 RBLUA v E—SDA—HSA X

ASA AnyConnect
FIR
ATvF 1 | Select a Product ]
ATvF 2 | Products ]>[ Security 1> VPN  Virtual
Private Networks (VPN) 1>[ VPN Cisco VPN Clients ]>[
AnyConnect Cisco AnyConnect Secure Mobility Client ]
ATFvT 3 3.0

AnyConnect 3.0

ATyT 4 anyconnect.po [
Download Now ]

Bmoo—hy)¥E—3y

AnyConnect URI

anyconnect://import?type=localization&host=asa.example.com&lang=ja-jp

URI AnyConnect Ul

A—4¥ a0—AhAyYyE—L a3 nEHE

1SO 639-1
en-US fr-CA ar-1Q

. AnyConnect

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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URI N> FS%ERLT AnyConnect 77 L3 vnEgic M

URI/\> FS%{ERLT AnyConnect 72 ¥ a DO EEIME

AnyConnect URI Universal Resource Identifiers URI
AnyConnect AnyConnect
URI  Web
URI

« VPN

« VPN VPN

. AnyConnect

AnyConnect URI

AnyConnect Application Preference External Control
URI
URI [ Prompt ]
URI
URI URL
Y
(3¥)  Android Web URI Web
URI
O — - >

URINY FSZEALE VPNERIY Y OER

AnyConnect URI create AnyConnect

AnyConnect URI
anyconnect:[//]create[/]?name=Description = &host=ServerAddress [&Parameterl =Value &Parameter2 =
Value ... ]

anyconnect://create/?name=SimpleExample&host=vpn.example.com

anyconnect:create?name=SimpleExample&host=vpn.example.com

%20 Example Connection 1
Example%20Connection%201

host
AnyConnect name  host

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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W URIN> FS%EERLT AnyConnect 74 & 3 O EEIE
name AnyConnect AnyConnect [
Description ] AnyConnect
24
host ASA IP URL
AnyConnect AnyConnect [ Server
Address ]
protocol SSL VPN
— SSL
— IPsec

anyconnect:create?name=ExamplelPsec&host=vpn.company.com&protocol=1Psec

authentication
EAP-AnyConnect IPsec VPN

— EAP-AnyConnect
— EAP-GTC
— EAP-MD5
— EAP-MSCHAPvV2
— IKE-RSA

IPsec

EAP-GTC EAP-MD5 EAP-MSCAPv2
EAP-GTC EAP-MD5 EAP-MSCHAPv2

e ike-identity authentication
AUTHENTICATION
IKE ID
anyconnect:create?name=Description&host=vpn.company.com&protocol=1Psec&authentication=
eap-md5&ike-identity=012A4F8B29A9BCD

e netroam EDGE 3G

Wi-Fi

anyconnect:create?name=Example%201&host=vpn.example.com&netroam=true

N
()

Apple i0S

— true VPN
ON  AnyConnect [

AnyConnect

AnyConnect
Network Roaming ]

VPN
AnyConnect

— false AnyConnect
AnyConnect [ Network Roaming ]
OFF AnyConnect 20

VPN

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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URI N> FS%ERLT AnyConnect 77 L3 vnEgic M

e usecert VPN

anyconnect:create?name=Example%201&host=vpn.example.com&usecert=true

— true VPN
[ Certificate ] certcommonname
usecert true AnyConnect
— false
e certcommonname usecert
Common Name CN; AnyConnect
AnyConnect [ Certificate ]
[ Diagnostics 1> [
Certificates ]
host
¢ useondemand Apple iOS usecert certcommonname
Safari VPN
— true Apple iOS VPN useondemand
true AnyConnect ON  AnyConnect [
Connect on Demand ]
— false VPN
DNS VPN
AnyConnect AnyConnect Connect on Demand OFF

anyconnect:create?name=Example%20with%20certificate&host=vpn._example.com&netroam=true&
usecert=true&certcommonname=examp le-ID&useondemand=true&domainlistalways=email .example
-com, pay .examplecloud.com&domainlistnever=www.example.com&domainlistifneeded=intranet.
example.com

¢ domainlistnever useondemand=true Connect on Demand
AnyConnect
AnyConnect AnyConnect [

Never Connect ]
Web VPN

www . example.com

e domainlistalways useondemand=true domainlistalways domainlistifneeded
Connect on Demand
AnyConnect 2

VPN Apple iOS VPN
AnyConnect AnyConnect [ Always Connect ]
email_example.com,pay.examplecloud.com
¢ domainlistifneeded useondemand=true domainlistalways domainlistifneeded
DNS AnyConnect
Apple
iOS VPN AnyConnect AnyConnect [

Cisco AnyConnect Secure Mobility Client §E& 4 1 F
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W URIN> FS%EERLT AnyConnect 74 & 3 O EEIE

Connect if Needed ]
LAN

intranet.example.com

Connect-on-Demand IP
AnyConnect
—¥ B R UL —¥9 5% —H LG
email.example.com |email.example.com www.example.com

email.lexample.com
email.examplel.com

email.example.org

.example.org anytext.example.org anytext.example.com
anytext.lexample.org

*example.com anytext.examplel.org

notexample.com

example.net anytext.anytext-example.net |anytext.examplel.net

anytext.example.net anytext.example.com

URI /N> 5 ZERA L= VPN ORI

URI VPN URI
URI
e URI
e URI
Connect
~
GE) URI VPN OTP

URI TO#EKEB K UVERR FEDIEE

connect name host

anyconnect: [//]connect[/]?[name=Description = |host=ServerAddress ]
anyconnect: [//]connect[/]?name=Description = &host=ServerAddress

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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URI N> FS%ERLT AnyConnect 77 L3 vnEgic M

5th L 1= URI )l

anyconnect://connect/?name=Example
anyconnect:connect?host=hr._.example.com
anyconnect:connect?name=Example&host=hr.example.com

Connect

B FEEIEKRRIZHT ST S a3 v DiEE

connect URL onsuccess onerror

anyconnect: [//]connect[/]?[name=Description = |host=ServerAddress ]
[&onsuccess=URL&onerror=URL]

anyconnect: [//]connect[/]?name=Description = &host=ServerAddress [&onsuccess=URL&onerror=URL]

#l

anyconnect://connect?host=vpn.company . com&onsuccess=http%3A%2F%2Fwww.cisco.com
anyconnect://connect?host=vpn.company .com&onerror=http%3A%2F%2Fwww.cisco.com¥%2Ffailure._htm
1&onsuccess=http%3A%2F%2Fwww.cisco.com

onsuccess onerror anyconnect://close
AnyConnect GUI

anyconnect://connect?host=vpn.company .com&onsuccess=anyconnect%3A%2F%2Fclose

Connect

URI TOEBRIBEBROEES L VL—FLENRT— FOBEAN

connect

anyconnect: [//]connect[/]?[name=Description|host=ServerAddress]&prefill_username=username&
prefill_password=password

anyconnect: [//]connect[/]?name=Description&host=ServerAddress&prefill_username=username&pr
efill_password=password

5th L 7= URI )%l

anyconnect://connect/?name=Example&host=hr.example.com&prefill_username=userl&prefill_pass
word=passwordl

anyconnect:connect?name=Example&host=hr_example.com&prefill_username=userl&prefill_passwor
d=passwordl

Connect
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W URIN> FS%EERLT AnyConnect 74 & 3 O EEIE

—EZRRO-ODOERFBROEES I UVL—HFRENRNRT—FOBEBAN

HERAROEE.
D&%

Connect /A5 *

connect
name  host
anyconnect: [//]connect[/]?[name=Description|host=ServerAddress]&prefill_username=username&

prefill_password=password&prefill_secondary_username=username2&prefill_secondary_ password=
password2

anyconnect: [// ]connect [/] ?name=Description&host= ServerAddress &prefill_username=username &
prefill_password=password &prefill_secondary_ username =username2 &prefill_secondary_passwor
d=password2

5ER L71= URI %

anyconnect://connect/?name =Example &host= hr.example.com &prefill_username= userl &prefill_pass

word =passwordl &prefill_secondary_username =user2 &prefill_secondary_password= password2

anyconnect:connect?name= Example &host= hr.example.com  &prefill_username= userl &prefill_passwor

d=passwordl &prefill_secondary_username =user2 &prefill_secondary_password= password2
Connect

A—HEELIUNRRT—FOEBAA, BLUVEHE A 774 IA VTR

connect name host
URI

anyconnect: [//]connect[/]?[name=Description = |host=ServerAddress J&prefill_username=username &
prefill_password=password &prefill_group_list=10.%20Single%20Authentication

anyconnect: [//]connect[/]?name=Description = &host=ServerAddress &prefill_username=username &pr
efill_password=password &prefill_group_list=10.%20Single%20Authentication

5k L7= URI Ol
anyconnect://connect/?name=Example&host=hr.example.com&prefill_username=userl&prefill_pass
word=passwordl&prefill_group_list=10.%20Single%20Authentication

anyconnect:connect?name=Example&host=hr.example.com&prefill_username=userl&prefill_passwor
d=passwordl&prefill_group_list=10.%20Single%20Authentication

Connect
— 2 B X VEXDEHRHA
connect name host
AnyConnect
AnyConnect
name
VPN
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URI N> FS%ERLT AnyConnect 77 L3 vnEgic M

connect
e name AnyConnect
AnyConnect AnyConnect [ Description ]
Apple iOS name
AnyConnect
e host AnyConnect [ Server Address ]
ASA IP URL
host
e onsuccess anyconnect:close
AnyConnect GUI URL
e onerror anyconnect:close
AnyConnect GUI URL

e prefill_username connect URI
e prefill_password connect URI

N
(G¥)  prefill_password

e prefill_secondary_username

connect URI

o prefill_secondary_password
connect URI

e prefill_group_list [ Configuration ]>[ VPN Remote
Access VPN 1> Network (Client) Access ] >
[AnyConnect AnyConnect Connection Profiles ]>[ Advanced ]>[

/ URL Group Alias/Group URL 1> Connection

Aliases ] ASDM

URI /\> F5ZERA LT VPN » o DY

disconnect
anyconnect:[//]disconnect[/]

anyconnect:disconnect

disconnect
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W URIN> FS%EERLT AnyConnect 74 & 3 O EEIE

URI /Y FS%#ERLT- AnyConnect Ul &V AvE—DDRA—HF4
%

N

()  AnyConnect Ul URI Apple iOS
Apple i0OS 5

URI  import
anyconnect: [//]import[/]?type=localization&lang=LanguageCode &host=ServerAddress

anyconnect: import?type=localization&lang=fr&host=asa.example.com

type lang
host

e type

e lang anyconnect.po 2 4
French fr  Canadian French fr-ca

e host AnyConnect [ Server Address ]
ASA IP

BEREZ A VAR— b9 5EHIC. URINY FSEER

AnyConnect PKCS12
ASA URI import PKCS12

PKCS12 URL
anyconnect://import/?type=pkcs12&uri=http%3A%2F%2Fexample.com®%2FCertName.pl2

anyconnect: import?type=pkcs12&uri=http%3A%2F%2Fexample.com%2FCertName.pl2

URI

%020 Example Connection 1

Example%20Connection%6201

URI %3A URI %2F
http://example.cisco.com/CertName.p12
hitp %3A%2F%2Fexample.cisco.com  %2FCertName.p12

e type PKCS12

e ur URL ID http https ftp
URI %3A D %2F !/ %40 @
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URI N> FS%ERLT AnyConnect 77 L3 vnEgic M

HTML /N1 /38— > 5 DBl

URI  HTML URI [HTML]
URI URI

HTTP 0%l

<p>

<a href="anyconnect: import?type=pkcsl12&uri=http%3A%2F%2Fexample.com®%2FCertName.pl2>
click here to import certificate using http</a>
</p>

FTP Ol
<p><ahref="anyconnect://import?type=pkcsl2
&ur i=Ftph3A%2F%2FAdministrator%3Apassword%40192.168.10.20%2Fcerts%2FCertName .pfx''>

ftp </a>
</p>

Secure Digital (SD) h— KDl

<p><a href="anyconnect://import?type=pkcs12

&uri=file%3A%2F%2F%2Fsdcard%2CertName.pfx > SD
</a>

</p>

VPN ISAF7o b 7O72740LEFA 0 R— T B=HIZURINV FS %
5

AnyConnect URI

URI  import

anyconnect: [//]import[/]?type=profile&uri=Filename.xml

anyconnect: import?type=profile&uri=File%3A%2F%2Fsdcard%2Fprofile._xml

uri
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W rsoLva—F424

kSIS a—Fa 25

e iPhone Cisco AnyConnect 3.0.x
e iPad Cisco AnyConnect 3.0.x
e Android Cisco AnyConnect 3.0.x
¢ AnyConnect Mobile ASA
Extended Key Usage Client Authentication
AnyConnect
ASA
ASA
. URL
ASA

Apple iIOSEE®D S TN a—Fa 25

. VPN [
Network Roaming ]

. Apple iOS Connect On Demand
AnyConnect Apple i0S
URL URL
Connect on Demand
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(F)

APF’ENDIX‘ \

VPNXML Vo7 L2RA

ASDM 63 1

AnyConnect 2.5 AnyConnect
ASDM 6.3(1)
AnyConnect Windows
AnyConnect
ASDM
AnyConnect 2.5 ASDM 6.3 1 ASA
ASA 8.0 2
ASAB83 1
AnyConnect 3 AnyConnect
XML
AnyConnect

XML
XML

IPsec IPSec
. P.A-2
e Optimal Gateway Selection OGS P.A-2
e Trusted Network Detection  P.A-3
. VPN P.A-4
. VPN P.A-6
* AnyConnect P.A-8
e Windows P.A-10
. P.A-10
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VPNXML Y27L>R |

WM o—»L 7o+ 86

. SCEP P.A-11
. P.A-17

. P.A-17

¢ Windows Mobile P.A-17

. P.A-20

. P.A-22

. P.A-23

e Windows RDP AnyConnect

e L2TP PPTP AnyConnect P.A-24

. AnyConnect P.A-25

O—AJ) TOx s

P.A-23

A-1
& A1 A—AL ToFLEGEORE
XML 254 = BL
AllowLocalProxyConnections true
false

Bl : O—Hh) TOXPEROTE—TNL
AnyConnect

<ClientlInitialization>

<AllowLocalProxyConnections>false</Al lowLocalProxyConnections>

</ClientlInitialization>

Optimal Gateway Selection

(OGS)

A-2 OGS

=& A-2 OGS ¥&5E
XML 254 AFvay HL]
EnableAutomaticServerSelection true OGS

false OGS
EnableAutomaticServerSelection true OGS
UserControllable

false

Il Cisco AnyConnect Secure Mobility Client &E&# 1 F
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Trusted Network Detection

* A-2 OGS &E
XML 45 & r*Fvay B L]
AutoServerSelectionlmprovement 20
%

AutoServerSelectionSuspendTime 4

*0GS

fil : OGS

OGS

<ClientlInitialization>
<EnableAutomaticServerSelection UserControllable="true">
true
<AutoServerSelectionlmprovement>20</AutoServerSelectionlmprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>
</Clientlnitialization>

Trusted Network Detection

A-3 Trusted Network Detection

& A-3 Trusted Network Detection D&%E
XML 45 & 7o ar @A
AutomaticVPNPolicy true TND TrustedNetworkPolicy
UntrustedNetworkPolicy VPN
false TND VPN
TrustedNetworkPolicy Disconnect VPN
Connect VPN VPN
DoNothing
Pause VPN
VPN
AnyConnect
VPN
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VPNXML Y27L>R |

W =E55ES VPN & & UTAee

£ A-3 Trusted Network Detection DEXE (&)
XML 254 *Fay B
UntrustedNetworkPolicy |Connect VPN
DoNothing VPN
VPN [ Trusted
Network Policy ] [ Untrusted
Network Policy ] [ Do Nothing ] Trusted
Network Detection
TrustedDNSDomains String
DNS
TrustedDNSDomain
*.cisco.com
DNS *
TrustedDNSServers String
DNS
TrustedDNSServers

DNS

161.44.124.*,64.102.6.247

5l : Trusted Network Detection

Trusted Network Detection

VPN

<AutomaticVPNPolicy>true

VPN

<TrustedDNSDomains>*_cisco.com</TrustedDNSDomains>
<TrustedDNSServers>161.44_.124.*,64.102.6.247</TrustedDNSServers>
<TrustedNetworkPolicy>Disconnect</TrustedNetworkPolicy>
<UntrustedNetworkPol icy>Connect</UntrustedNetworkPolicy>
</AutomaticVPNPolicy>

HBEHER VPN & X U T Aiae

VPN
A-4 VPN

= A-4 HEEH VPN 8B5E

73
XML %54 b Bl
AutomaticVPNPolicy true VPN

false VPN
TrustedDNSDomains string

DNS
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RS VPN 5&UT e W

® A4 HEFER VPN 8&E (%)
A7 3
XML 45 & b BTLL]
TrustedDNSServers string
DNS
TrustedNetworkPolicy disconnect VPN
connect VPN
donothing VPN VPN
UntrustedNetworkPolicy connect VPN
disconnect VPN
donothing VPN VPN
AlwaysOn true VPN
false VPN
ConnectFailurePolicy open AnyConnect VPN
closed VPN
AllowCaptivePortalRemediation true
CaptivePortalRemediationTimeout
false AnyConnect
CaptivePortalRemediationTimeout | Integer AnyConnect
ApplyLastVPNLocalResourceRules |true
LAN ACL
false
AllowVPNDisconnect true [ Disconnect ] VPN
false [ Disconnect ]
AnyConnect GUI VPN
%  AnyConnect VPN
ACL

Cisco AnyConnect Secure Mobility Client EE&44/4 F i
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W 00— F ASoPUTEmA - REEES VPN

VPN
AnyConnect
P.3-30
VPN AnyConnect
VPN
VPN XML
6.3 1 ASDM AnyConnect XML
VPN
e [ Disconnect ] AllowVPNDisconnect VPN
. closed
. 5
. VPN ACL

<Clientlnitialization>
<AutomaticVPNPolicy>true
<TrustedDNSDomains>example.com</TrustedDNSDomains>
<TrustedDNSServers>1.1.1.1</TrustedDNSServers>
<TrustedNetworkPolicy>Disconnect</TrustedNetworkPolicy>
<UntrustedNetworkPol icy>Connect</UntrustedNetworkPolicy>
<AlwaysOn>true
<Al lowVPNDisconnect>true</Al lowVPNDisconnect>
<ConnectFailurePolicy>Closed
<AllowCaptivePortalRemediation>true
<CaptivePortalRemediationTimeout>5</CaptivePortalRemediationTimeout>
</AllowCaptivePortalRemediation>
<ApplyLastVPNLocalResourceRules>true</ApplyLastVPNLocalResourceRules>
</ConnectFailurePolicy>
</AlwaysOn>
</AutomaticVPNPolicy>
</ClientlInitialization>

O—F NS0T 2RA-ERERR VPN

A-5 VPN

Cisco AnyConnect Secure Mobility Client §E&H 1 F
| A6 | I



| 48 A VPNXMLYZ7L>R

Start Before Logon M

®& A5 A—F RSOV TREE EHITHERER VPN 26£R7 5
XML 2 5% *7vay B
LoadBalancingServerList |FQDN P
VPN AnyConnect

#Bl: O—F RS20 T2 RA-BEER VPN
<ServerList>

<l--

This is the data needed to attempt a connection to a specific
host.
—_—>
<HostEntry>
<HostName>ASA</HostName>
<HostAddress>10.86.95.249</HostAddress>
<LoadBalancingServerList>
i
Can be a FQDN or IP address.

—
<HostAddress>loadbalancingl.domain.com</HostAddress>
<HostAddress>loadbalancing2.domain.com</HostAddress>
<HostAddress>11.24_116.172</HostAddress>

</LoadBalancingServerList>
</HostEntry>
</ServerList>

Start Before Logon

A-6 Start Before Logon

& A-6 Start Before Logon D&

*7
XML 25 & ar |EH
UseStartBeforeLogon true Start Before Logon

false  |Start Before Logon
UseStartBeforeLogon UserControllable |true SBL

false
SBL

f5] : Start Before Logon
SBL
<ClientlInitialization>

<UseStartBeforelLogon>true</UseStartBeforelLogon>
</Clientlnitialization>

Cisco AnyConnect Secure Mobility Client §E&#H 41 F
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W AnyConnect B—HL KUS— T7 A LDRFA—45 LIE

AnyConnect O—AhJL R o —

TJ7ALILDINSGA—4 LB

A-7
& A-7 AnyConnect O—#)JL R O—BE
XML 45 & r*Fvay B L]
acversion="<version number>"
AnyConnect
xmlns=http://schemas.xmlsoap.org/encoding/ XML
xsi:schemaLocation="http://schemas.xmlsoap.org XML
/
encoding/AnyConnectLocalPolicy.xsd">
xmins:xsi=http://www.w3.0rg/2001/ XML
XMLSchema-instance
FipsMode true FIPS
FIPS

false FIPS
BypassDownloader true ASA

false ASA
RestrictWebLaunch true WebLaunch

false WebLaunch

AnyConnect 2.3

Il Cisco AnyConnect Secure Mobility Client &E&# 1 F
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AnyConnect A—hIL RUS— T7 LD A—F EE

® A7 AnyConnect O—#JL KUY —BE (=)
XML 45 & rFoay Bk
StrictCertificateTrust true
false
AnyConnect 2.3
RestrictPreferenceCaching Credentials 2
Thumbprints
CredentialsAndThumbprints
All
false
AnyConnect 2.3
RestrictTunnelProtocols TLS IKEV2 ESP
TLS/DTLS
IPSec
TLS/DTLS
false
ExcludeFirefoxNSSCertStore Linux true Firefox NSS
Mac false Firefox NSS
ExcludePemFileCertStore Linux Mac true PEM
false PEM
ExcludeMacNativeCertStore Mac true Mac
false Mac
ExcludeWinNativeCertStore Windows true Windows Internet Explorer
false Windows Internet Explorer

Cisco AnyConnect Secure Mobility Client EE&44/4 F i
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W Windows OEEHEX ~7

N

GE)

il : AnyConnect A—AJL K1) o—
AnyConnect

<?xml version="1.0" encoding=""UTF-8"?>
<AnyConnectLocalPolicy acversion="2.4_140"
xmIns=http://schemas.xmlsoap.org/encoding/
xmIns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
Xxsi:schemalLocation="http://schemas.xmlsoap.org/encoding/ AnyConnectLocalPolicy.xsd">
<FipsMode>false</FipsMode>
<BypassDownloader>false</BypassDownloader>
<RestrictWebLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>
<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
</AnyConnectLocalPolicy>

Windows DiERAEX 7

A-8
= A-8 BEHAER R 7 DERE
*7
XML 27 4& Yayv |B#
CertificateStore |All AnyConnect
Machine |Windows AnyConnect
User AnyConnect

fll : IR b7

<CertificateStore>Machine</CertificateStore>

REBAZER 7 DERADHIR

A-9
* A9 SEEAER b7 DHEIBORKTE
*7
XML 254 ay |8
ExcludeFirefoxNSSCertStore Linux true Firefox NSS
Mac false  |Firefox NSS

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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WEDNIOES 3= L EH%ETS SCEP 7oran M

& A9 HEHER 7 DOFHEIBROKE

*r7
XML 254 Y3y |§#A
ExcludePemFileCertStore Linux true PEM
Mac false PEM
ExcludeMacNativeCertStore Mac true Mac

false Mac
ExcludeWinNativeCertStore true Windows Internet Explorer

Windows false  |Windows Internet Explorer

REBAED 7OEY 3=V LEHZEITS SCEP 7O ka

A-10 SCEP

& A-10 SCEP 7O ko L8

XML #45'4 AFvay Bl
CertificateEnrollment

CertificateExpirationThreshold [number of days AnyConnect

AutomaticSCEPHost ASA/group-alias ASA SCEP

ASA/group-alias  IP

CAURL

CA IP

CertificateSCEP
CADomain
Name_CN
Department_OU
Company_O
State_ST ID
Country C ID
Email_EA
Domain_DC
Surname SN
GivenName GN
UnstructName N

Initials 1
Qualifier GEN Jr. Il.

Cisco AnyConnect Secure Mobility Client §E&#H 41 F
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W ZE\Eo/nrsa=oJLEH%ETS5 SCEP FO0 kan

* A-10 SCEP 70O FaLRE (#%E)
Qualifier DN DN
City L ID
Title T Ms. Mrs. Mr.
CA Domain SCEP CA
RSA
DisplayGetCertButton true
VPN
false
ServerList
AnyConnect
ASA
HostEntry ASA
HostName ASA
HostAddress ASA

il : SCEP 7B k)L
SCEP

<AnyConnectProfile>
<ClientlInitialization>
<CertificateEnrollment>
<CertificateExpirationThreshold>14</CertificateExpirationThreshold>
<AutomaticSCEPHost>asa.cisco.com/scep_eng</AutomaticSCEPHost>
<CAURL PromptForChallengePW=""true"
Thumbprint=""8475B661202E3414D4BB223A464E6AAB8CA123AB " >http://call.cisco.com</CAURL>
<CertificateSCEP>
<CADomain>cisco.com</CADomain>
<Name_CN>%USER%</Name_CN>
<Department_OU>Engineering</Department_O0U>
<Company_0>Cisco Systems</Company_ 0>
<State_ST>Colorado</State_ST>
<Country_C>US</Country_C>
<Email_EA>%USER%@cisco.com</Email_EA>
<Domain_DC>cisco.com</Domain_DC>
<DisplayGetCertButton>false</DisplayGetCertButton>
</CertificateSCEP>
</CertificateEnrol Iment>
</ClientlInitialization>
<ServerList>
<HostEntry>
<HostName>ABC-ASA</HostName>
<HostAddress>ABC-asa-cluster.cisco.com</HostAddress>
</HostEntry>
<HostEntry>
<HostName>Certificate Enroll</HostName>
<HostAddress>ourasa.cisco.com</HostAddress>
<AutomaticSCEPHost>ourasa.cisco.com/scep_eng</AutomaticSCEPHost>
<CAURL PromptForChallengePW="false"
Thumbprint=""8475B655202E3414D4BB223A464E6AAB8CA123AB " >http://ca02.cisco.com</CAURL>

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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</HostEntry>
</ServerList>
</AnyConnectProfile>

REBAERE

VAMNY
N
(GE) AnyConnect
. Digital_Signature
. Client Auth
A-11
* A-11 SEAERE
XML 254 = Bl
CertificateExpirationThreshold
CertificateMatch n/a
CertificateMatch KeyUsage
ExtendedKeyUsage DistinguishedName
KeyUsage n/a ID CertificateMatch
MatchKey Decipher_Only KeyUsage MatchKey
Encipher_Only 1
CRL_Sign 1
Key_Cert_Sign
Key_Agreement
Data_Encipherment
Key_Encipherment
Non_Repudiation
Digital_Signature
ExtendedKeyUsage n/a ID CertificateMatch

Cisco AnyConnect Secure Mobility Client §E&#H 41 F
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N ansEe
& A-11 EAEREE (&E)
XML 45 & rFvay BT
ExtendedMatchKey ClientAuth ExtendedKeyUsage ExtendedMatchKey
ServerAuth 0
CodeSign
EmailProtect
IPSecEndSystem
IPSecUsers
Timestamp
OCSPSigns
DVCS
CustomExtendedMatchKey MIB OID ExtendedKeyUsage 0
1.3.6.1.5.5.7.3.11
oID

1.3.6.1.5.5.7.3.11

DistinguishedName

n/a

ID DistinguishedName

DistinguishedNameDefinition

¢ Wildcard:
"Enabled"
"Disabled"

e Operator:
"Equal™ (==)
"NotEqual”
(1==

¢ MatchCase:
"Enabled"
"Disabled"

DistinguishedNameDefinition

Operator
MatchCase

Il Cisco AnyConnect Secure Mobility Client &E&# 1 F
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® A-11 EHERES (|E)

XML 25 & b Bl

Name CN DistinguishedName 10
DC
SN
GN
N

I
GENQ

DNQ

C

L

SP

ST

0

ou

T

EA
ISSUER-CN
ISSUER-DC
ISSUER-SN
ISSUER-GN
ISSUER-N
ISSUER-I
ISSUER-GENQ
ISSUER-DNQ
ISSUER-C
ISSUER-L
ISSUER-SP
ISSUER-ST
ISSUER-O
ISSUER-OU
ISSUER-T
ISSUER-EA
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| g s |



i A VPNXML Y27L>R |

W amEEs
® A-11 [EFAEEE (FE)
XML #4544 AFvay Bl
Pattern
1 30
ﬂm 1§EEH%§..E
S
(GE) KeyUsage ExtendedKeyUsage DistinguishedName
CertificateMatch
<CertificateMatch>
<1--

Specifies Certificate Key attributes that can be used for choosing
acceptable client certificates.
-——>
<KeyUsage>
<MatchKey>Non_Repudiation</MatchKey>
<MatchKey>Digital_Signature</MatchKey>
</KeyUsage>
<l--
Specifies Certificate Extended Key attributes that can be used for
choosing acceptable client certificates.
—_—>
<ExtendedKeyUsage>
<ExtendedMatchKey>ClientAuth</ExtendedMatchKey>
<ExtendedMatchKey>ServerAuth</ExtendedMatchKey>
<CustomExtendedMatchKey>1.3.6.1.5.5.7.3.11</CustomExtendedMatchKey>
</ExtendedKeyUsage>
<l--
Certificate Distinguished Name matching allows for exact
match criteria in the choosing of acceptable client
certificates.
-—>
<DistinguishedName>
<DistinguishedNameDefinition Operator="Equal"™ Wildcard="Enabled">
<Name>CN</Name>
<Pattern>ASASecurity</Pattern>
</DistinguishedNameDefinition>
<DistinguishedNameDefinition Operator="Equal® Wildcard="Disabled">
<Name>L</Name>
<Pattern>Boulder</Pattern>
</DistinguishedNameDefinition>
</DistinguishedName>
</CertificateMatch>
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B E)REBEER

EELE S L

A-12

® A-12 BB ERROBE
+7

XML 4 5 4 ay |BHA

AutomaticCertSelection |true

AnyConnect

false

5l : AutomaticCertSelection

AutomaticCertSelection

<AnyConnectProfile>

<ClientlInitialization>

<AutomaticCertSelection>false</AutomaticCertSelection>

</ClientInitialization>

</AnyConnectProfile>

INYD Ty TH— )N YR R INTGA—4

A-13
= A-13 N7y T H—nR YR FOBE
XML 254 AFvay L]

BackupServerList |n/a

HostAddress

IP

FQDN

Bl:vh 7T H—IS YRk

<BackupServerList>

<HostAddress>bos</HostAddress>
<HostAddress>bos.example.com</HostAddress>

</BackupServerList>

Windows Mobile 7/K1) & —

A-14 Windows Mobile

N

GE) .

Cisco AnyConnect Secure Mobility Client EE&44/4 F i
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Bl Windows Mobile R > —

¢ AnyConnect 3.0 Windows Mobile
Windows Mobile Cisco AnyConnect Secure Mobility Client
2.5
=& A14 Windows Mobile K1) & —
XML 27 & FFray BieA
MobilePolicy n/a ID
DeviceLockRequired n/a ID MobilePolicy
DeviceLockRequired VPN
PIN Windows Mobile
Microsoft
LAP Windows Mobile
(G£)  AnyConnect Windows Mobile
5.0 WM5AKU2+ Windows Mobile 6.0

Windows Mobile 6.1

MaximumTimeoutMinutes DeviceLockRequired
MinimumPasswordLength DeviceLockRequired
PIN
Exchange
WM5AKU2+
PasswordComplexity [ alpha ]
[PIN] PIN Exchange
stron Microsoft
[ 9] WMSAKU2+
7
3

5 : Windows Mobile &) < —
XML Windows Mobile

<MobilePolicy>

<DevicelLockRequired>
MaximumTimeoutMinutes="60"
MinimumPasswordLength=""4"
PasswordComplexity="pin”

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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esrgsEs B

</DeviceLockRequired>
</MobilePolicy>

B B Bhise

A-15
& A-15 ESFEHERORE
*7
XML 254 ay |5
AutoConnectOnStart true
false

AutoConnectOnStart UserControllable |true

false

Bl - KRB B BhiESE

<AutoConnectOnStart>
true
</AutoConnectOnStart>

SEIEERE 30

A-16
& A16 BENEEROHRE
XML 87 & FFray L]
AutoReconnect true VPN
false VPN
AutoReconnectBehavior |DisconnectOnSuspend | AnyConnect VPN
ReconnectAfterResume VPN

5l . BEIEES
AnyConnect VPN

Cisco AnyConnect Secure Mobility Client §E&#H 41 F
| "=



i A VPNXML Y27L>R |

W y—xyxtr

<AutoReconnect UserControllable="true”>true

<AutoReconnectBehavior
UserControllable=""true”>ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>

H—/\N YR b

A-17
® A-17 H—i% U R FOBE
XML 45 & rFvay B
ServerList n/a ID
HostEntry n/a ID ServerList
HostName HostEntry HostName
FQDN IP
FQDN

IP HostAddress

HostAddress ID CertificateMatch
IP
FQDN  HostName

FQDN IP

HostAddress
PrimaryProtocol SSL IPsec VPN SSL

IPsec IKEv2
IPsec
AnyConnect EAP
StandardAuthenticationOnly n/a StandardAuthenticationOnly
AnyConnect EAP
DNS MSIE
ASA

AuthMethodDuringlKENegotiation |[|[KE-RSA EAP-MD5

EAP-MSCHAPvV2 EAP-GTC

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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4—ixyzr N

# A7 Y—N X FDEE
XML 45 & rFvay BTLL]
IKEIdentity EAP
ID
ID_GROUP IDi
*$AnyConnectClient$*
null
CR
UserGroup HostAddress
URL
IPsec
SSL
group-url group-alias
(E) URL
ASA 8.0.3

5l B—N YR B

<ServerList>
<HostEntry>

<HostName>ASA-01</HostName>
<HostAddress>cvc-asall.cisco.com
</HostAddress>
</HostEntry>
<HostEntry>
<HostName>ASA-02</HostName>
<HostAddress>cvc-asa02.cisco.com
</HostAddress>
<UserGroup>StandardUser</UserGroup>
<BackupServerList>
<HostAddress>cvc-asa03.cisco.com
</HostAddress>
</BackupServerList>
</HostEntry>
</ServerList>

Cisco AnyConnect Secure Mobility Client EE&44/4 F i
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W z5y7rie

A1) T ME

A-18

£ A-18 25U T hOBE

*7
XML 454 vayv |BH
EnableScripting true OnConnect OnDisconnect

false
UserControllable true OnConnect OnDisconnect

false
TerminateScriptOnNextEvent true

VPN
AnyConnect OnConnect AnyConnect
VPN OnDisconnect
Microsoft Windows AnyConnect  OnConnect
OnDisconnect
Mac OS Linux AnyConnect
OnConnect OnDisconnect

false
EnablePostSBLONnConnectScript |true SBL VPN OnConnect

false SBL VPN OnConnect

OnConnect
il : RV 1) FHE

<ClientInitialization>

<EnableScripting>true</EnableScripting>

</ClientInitialization>

<ClientInitialization>

<EnableScripting UserControllable="true">true
<TerminateScriptOnNextEvent>true</TerminateScriptOnNextEvent>
<EnablePostSBLOnConnectScript>false</EnablePostSBLOnConnectScript>

</EnableScripting>

</ClientlInitialization>

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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BiaqL79ravka— A

BEEAAM L7 bA—)L

AnyConnect
12
A-19
& A-19 BERE2A L7 v bO—)L
XML 45 & 7 ay B L]

AuthenticationTimeout |10 120

Bl BEEFA LTI OV bO—)L
20

<ClientlInitialization>
<AuthenticationTimeout>20</AuthenticationTimeout>
</ClientlInitialization>

7ax o NER

& A-20 TOX L ORBMOHE

XML 8454 |#Fvar |##E
ProxySettings |lIgnoreProxy

native

override

Bl Tox>nEE

<ProxySettings>lgnoreProxy</ProxySettings>

Windows 1—H5®D71-6MD,. RDP vy a hicd
AnyConnect zv ¥ 3 > DEFH

A-21 RDP

Cisco AnyConnect Secure Mobility Client §E&#H 41 F
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VPNXML Y27L>R |

W L2TP %12 PPTP %4t L#= AnyConnect

* A-21 RDP v a>ihs® AnyConnect v &3 VDA
XML 45 & ATvay BT
WindowsLogonEnforcement |SingleLocalLogon |VPN 1
PC
VPN VPN
VPN
PC
VPN
VPN SingleLocalLogin
VPN
SingleLogon VPN 1 VPN
VPN
VPN
WindowsVPNEstablishment |LocalUsersOnly VPN
AnyConnect
AllowRemoteUsers VPN VPN
PC VPN
5l : Windows 21— ®D7=$®. RDP v 3 »Hh5® AnyConnect v 3 O
RDP AnyConnect
<WindowsLogonEnforcement>SingleLocalLogon</WindowsLogonEnforcement>
<WindowsVPNEstabl ishment>LocalUsersOnly</WindowsVPNEstabl ishment>
L2TP F7=(& PPTP # 4 L 7= AnyConnect
A-22 L2TP PPTP AnyConnect
& A-22 L2TP #7=(& PPTP %4 L 1= AnyConnect
73
XML 27 & v 2L
PPPExclusion automatic |PPP AnyConnect PPP IP
IP
override PPP PPP IP
PPPExclusion UserControllable true
PPP P.3-73
disabled |pPP

Il Cisco AnyConnect Secure Mobility Client &E&# 1 F
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Z0Otd AnyConnect 7R 77 LEE M

& A-22 L2TP %17=(X PPTP %4 L7= AnyConnect
A7 3

XML 254 b H L)

PPPExclusionServerlP true PPP IP
false PPP IP

PPPExclusion UserControllable= |true PPP
false PPP

il : AnyConnect over L2TP F7=I& PPTP
AnyConnect over L2TP PPTP

<ClientlInitialization>
<PPPExclusion UserControllable="true'">Automatic
<PPPExclusionServerlP UserControllable="true>127.0.0.1</PPPExclusionServerIP>
</PPPExclusion>
</ClientlInitialization>
<ServerList>
<HostEntry>
<HostName>DomainNameofASA</HostName>
<HostAddress>IPaddressOfASA </HostAddress>
</HostEntry>
</ServerlList>
</AnyConnectProfile>

Z D@ AnyConnect 7R 7 7 A JLEETE

A-23 Clientlnitialization

& A-23 Z0 D AnyConnect 707 7 A LETE
XML %454 AT ay HL
CertificateStoreOverride |true Windows
AnyConnect
Windows 7 VISTA
Windows 7 VISTA
false AnyConnect  Windows

ShowPreConnectMessage |true

AnyConnect

false

Cisco AnyConnect Secure Mobility Client §E&#H 41 F
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W zo#d AnyConnect 707 7 1 LEE

& A-23 Z0 D AnyConnect 707 7 A LETE
XML 254 FFoay HL)]
MinimizeOnConnect true VPN AnyConnect GUI
VPN
GUI

false AnyConnect GUI

LocalLanAccess true LAN
LAN

false LAN
AutoUpdate true

false
RSASecurlDIntegration  |automatic RSA

AnyConnect RSA
RSA

software token

hardware token
RetainVPNOnNLogoff true Windows VPN

false Windows

VPN
UserEnforcement AnyUser VPN
RetainVPNPnLogoff  true VPN
Windows
SameUserOnly VPN

Il Cisco AnyConnect Secure Mobility Client &E&# 1 F
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TLARIXML Y7L 2R

XML
ASDM 6.4(1)
AnyConnect
ASDM 6.4(1) XML
AnyConnect AnyConnect
AnyConnect
AnyConnect
WSA AnyConnect P.7-1 B-1
AnyConnect XML
AnyConnect
actsettings.xml
telemetry_profile.tsp actsettings.xml
telemetry_profile.tsp
P.7-10
WSA
telemetry_profile.tsp
WSA
WAS
VPN
Y
G¥) WSA WSA 7.1
=Y 3

XML
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|
% B-1 XMLEBEI7AILTERSNDITLA MY NFTA—4
Joor4a
VIF48
E3rS
ASDM Ti5
BERA BieA #E T4 ME iE WSA THE
ServiceDisable false false Yes No
true
MaxHistLog 2 1000 100 Yes No
MB
MaxHistDays 1 1000 180 Yes No
AvChecklnterval 5 300 60 Yes No
PostRetries 0 10 2 Yes No
NewKeylInterval AES 0 24 0 Yes No
0
ExemptFromHooking Yes No
<AppName>
AppName 256 No
<ExemptFromHooking>
CiscoCert AES 4 No No
KB

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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||
pi=b
VWITF143
EFS
ASDM Ti5
BEXR4 B #EEE T4 ME E WSA THE
CustCert AES 4 Yes No
AES KB
PEM
MaxPayLoad 1024 10240 KB No Yes
65535 KB
ServiceHost AnyConnect Secure Mobility 1 mus.cisco.com No No
KB
ServiceProxy 1 No No
proxy:port KB
Optin AnyConnect Secure Mobility  |Yes No No Yes
Telemetry No
ServiceName AnyConnect Secure Mobility 1 TelemetryReport No No
KB
RelativeURL 1 TelemetryReport No Yes
AnyConnect Secure Mobility KB
URL
DetailLevel URL Standard Limited No Yes
Standard URL Limited
Limited
ExcludedDoamin URL No Yes
<Domain>
Domain 1 No Yes
. URL KB
cisco.com
<ExcludedDomain>
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|
Fao7A
VWITF1%
Fr(E
ASDM Ti5
BERA B #EEE T4 ME E WSA THE
DebugLevel 0 5 1 No No
0
1
2
3
4
5
ACTuserDebugLevel DLL 0o 1 0 No no
actuser.dll
0
1

fil : AnyConnect 7L A K) 45472 FAT7AIL
Refer to the following example to configure AnyConnect Telemetry:
<?xml version="1.0" encoding="UTF-8"?>
<Telemetry>
<ServiceDisable>false</ServiceDisable>
<MaxHistLog>100</MaxHistLog>
<MaxHistDays>180</MaxHistDays>
<AvChecklInterval>60</AvChecklInterval>
<PostRetries>2</PostRetries>
<ExemptFromHooking>
<AppName>C:\Program Files\Cisco\CSAgent\bin\okclient.exe</AppName>
</ExemptFromHooking>
<CustCert>

MIT1CXQIBAAKBIQDOSBLINIFNvuctLkunNI 1 INNgB8AYW2X1CQ2UBdOIFIVjquf22
p1UoOUMPx1KgA2zWdqgfuzVUquQUCdZuVw+kWkXOMLVz7 INLpEjmU1PAOogLeqoUe
NY31zKInvL1zUQA600b8kvCP IN7n7mvjqCéwwvajJaQCUYbL2/c/4qb1KQIDAQAB
Aol AqIQTjqgc7MIgqv2222dOEpQoYtax8ywlqV/q3XQ4U2pOm7wUuLgLx 1U+y 1 1j/dx
qT6ZIESOJLINUI2W7n1/7vCty IElIqzxKIwJAI0ZF+g58KotInzPy 1 YITAAYU27TT
qno1COolwZY iDeXUCA7CWIXLm270DgF501 I+1ImaUleqyOUc8cZoUUUXt1QJBAM2J
WIDVI2mxxi 1 fFq2ZtbUdpJzbgtwmEmPENBEN8PqkgZndY1xdWw3J lual 17qQww0O2 1
cDbUyM/mtVNvdMDKC jmCQQDTaJUkvBOLED51J103KmUSL 1Qg+4Mamej+qFI1ZVYiy
CFKFI1+UOwqFlo4LI1LzP780W4E20meaWgmza7VLC4aUUF

</CustCert>
</Telemetry>
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1—4 HA ESAoDPY LY

VPN
e Apple MobileMe  AnyConnect P.C-1
e Mac OS X 10.5 TUN/TAP P.C-1
. 64 Internet Explorer  P.C-2
e Wireless Hosted Network P.C-2
e  Start Before Logon DART P.C-3
. P.C-3
e AnyConnect CLI P.C-3
. Lock P.C-7
¢ Windows Remote Desktop P.C-7
e Microsoft Vista Win 7 P.C-10
e Windows XP Internet Explorer P.C-13

Apple MobileMe & AnyConnect & D#&

MobileMe Back to my Mac AnyConnect
AnyConnect  MobileME utun0
MobileMe AnyConnect utun0
Cisco AnyConnect
utunl
Mac AnyConnect VPN Back to my Mac
VPN Back to my Mac

Mac OS X 10.5 T®D TUN/TAP T5— A vtE—I D3t

Mac OS X 10.5 AnyConnect

Cisco AnyConnect Secure Mobility Client §E&H 1 F
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W k3% 64 E v MR Internet Explorer

A version of the TUN virtual network driver is already installed on this system that is
incompatible with the AnyConnect client. This is a known issue with OS X version 10.5 and
prior, and has been resolved in 10.6. Please uninstall any VPN client, speak with your
System Administrator, or reference the AnyConnect Release Notes for assistance in
resolving this issue.

Mac OS X 10.6 AnyConnect TUN/TAP
10.6 Mac OS X TUN/TAP
AnyConnect
Parallels
VPN TUN/TAP AnyConnect
AnyConnect
AnyConnect TUN/TAP

(3¥) TUN/TAP

TUN/TAP

sudo rm -rf /Library/Extensions/tap.kext
sudo rm -rf /Library/Extensions/tun.kext
sudo rm -rf /Library/Startupltems/tap
sudo rm -rf /Library/Startupltems/tun
sudo rm -rf /System/Library/Extensions/tun.kext
sudo rm -rf /System/Library/Extensions/tap.kext
sudo rm -rf /System/Library/Startupltems/tap
sudo rm -rf /System/Library/Startupltems/tun
Mac OS AnyConnect

FxIt 64 £ kiR Internet Explorer

WebLaunch AnyConnect 64 Internet Explorer
Windows on x64 64 32 Internet Explorer
Firefox WebLaunch Firefox 32

Wireless Hosted Network @ [a]:5

Windows 7 Wireless Hosted Network AnyConnect
AnyConnect
Connectify  Virtual Router
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Start Before Logon & & U DART O 2 +—)L N

Start Before Logon 8 & U DART 1 VX F—JL

Start Before Logon AnyConnect

SBL DART

BRIEARNEA D2 i

AnyConnect [ Connection ] [ Quarantined ]
ACL
[ Reconnect ]
AnyConnect CLI <> F&4R L&
Cisco AnyConnect VPN Client
CLI
CLI CLI
CLI P.C-3
CLI P.C-3
ASA Windows P.C-5

92472k CLIFAYT FDiEED

CLI

Windows Windows C:\Program Files\Cisco\Cisco AnyConnect VPN Client
vpncli.exe vpncli.exe

Linux Mac OS X /opt/cisco/anyconnect/bin/ vpn

vpn

9247 cCLIOTY FOER

CLI
3-1 CLI
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W AnyConnect CLI 3= > FZ&A L1- 5

£ 341 AnyConnect V547> kCLIaT Y F
avwU R Toay

connect |P address or alias ASA
disconnect

stats

quit CLI

exit CLI

Windows

connect 209.165.200.224
209.165.200.224.
AnyConnect

VPN> connect 209.165.200.224
>>contacting host (209.165.200.224) for login information...
>>Please enter your username and password.

Group: testgroup

Username: testuser

Password: ***kkik
>>notice: Please respond to banner.

VPN>

STOP! Please read. Scheduled system maintenance will occur tonight from 1:00-2:00 AM for

one hour. The system will not be available during that time.

accept? [y/n] y
>> notice: Authentication succeeded. Checking for updates...
>> state: Connecting
>> notice: Establishing connection to 209.165.200.224.
>> State: Connected
>> notice: VPN session established.
VPN>

stats

VPN> stats
[ Tunnel Information ]

Time Connected:01:17:33
Client Address:192.168.23.45
Server Address:209.165.200.224

[ Tunnel Details ]
Tunneling Mode:All Traffic
Protocol: DTLS
Protocol Cipher: RSA_AES_256_SHA1l
Protocol Compression: None

[ Data Transfer ]

Bytes (sent/received): 1950410/23861719
Packets (sent/received): 18346/28851
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AnyConnect CLIa< > F&EAL-&H M

Bypassed (outbound/inbound): 0/0
Discarded (outbound/inbound): 0/0

[ Secure Routes ]

Network Subnet
0.0.0.0 0.0.0.0
VPN>

disconnect

VPN> disconnect

>> state: Disconnecting

>> state: Disconnected

>> notice: VPN session ended.
VPN>

CLI

quit
goodbye
>>state: Disconnected

Linux £7=(& Mac OS X
/opt/cisco/anyconnect/bin/vpn connect 1.2.3.4

1.2.34 ASA

/opt/cisco/anyconnect/bin/vpn connect some_asa_alias
some_asa_alias ASA

/opt/cisco/anyconnect/bin/vpn stats

VPN

/opt/cisco/anyconnect/bin/vpn disconnect

VPN

ASA IZ&BEYvLa VDB THEIZ Windows Ry T7 v AvtE—%

Br <

ASA session reset AnyConnect Windows

The secure gateway has terminated the vpn connection. The following message was
received for the gateway: Administrator Reset

CLI
VPN CLI
CLI

C:\Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client>vpncli
Cisco AnyConnect Secure Mobility Client (version 3.0.1).
Copyright (c) 2004 - 2011 Cisco Systems, Inc.
All Rights Reserved.
>> state: Connected
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>> state: Connected

>> notice: Connected to asa.cisco.com.

>> notice: Connected to asa.cisco.com.

>> registered with local VPN subsystem.

>> state: Connected

>> notice: Connected to asa.cisco.com.

>> state: Disconnecting

>> notice: Disconnect in progress, please wait...

>> state: Disconnected

>> notice: On a trusted network.

>> error: The secure gateway has terminated the VPN connection.
The following message was received from the secure gateway: Administrator Reset

VPN>
Windows
SuppressModalDialogs 32
e 64 Windows

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Cisco\
Cisco AnyConnect Secure Mobility Client

e 32 Windows
HKEY_LOCAL_MACHINE\SOFTWARE\Cisco\Cisco AnyConnect Secure Mobility Client
C-1 64 Windows
c-1 Windows Ry 797 A v &—S# T H-0DL SR MY JE
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t*217#& (Lock) 74avoxx A

X a7#HEE (Lock) 743V DRE

Lock Windows XP
Windows XP
ATvF 1 <
AFwFT 2 | ... Customize Notifications... ]
ZAFwF 3 [Cisco Systems AnyConnect VPN Client] [ Always Show ]

Internet Explorer @ [###% (Connections) ] # 7% ¥%
~(Z9 % AnyConnect

Internet Explorer [ Tools ] [ Internet
Options ] [ Connections ]
e ASA [ Connections ]
e ASA
e Windows [ Connections ]

no lockdown ASA

Windows Remote Desktop D {#F

3

IOVDHDRIAEFERALI-RY =9 JAT7AIL

P.4-19
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Bl Windows Remote Desktop DR

TOUBEUVA—YRREFEALERY FO—9 TJOTF AL

P.4-19
Vista Windows 7
~
(GE) AnyConnect GUI
Windows XP 1
~
GE)
VLAN VLAN VLAN
VLAN
VLAN
VLAN VLAN IP
A—HOADEHMEFAL-RY 77— TOI274)L
P.4-19

extendUserConnectionBeyondLogoff C-2
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Windows Remote Desktop ##fA M

Cc-2 [T 73 21—YOEFKEET I T+ FTEFEFIZT S (Extend User Connection Beyond
Logoff) ] /85 x—4& M GUI DR

Vista Windows 7
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W Microsoft Vista 8&UWin 7 D7 LF oL vl FORS 51—

~

GE) AnyConnect GUI

Windows XP 1

VLAN VLAN VLAN

VLAN
VLAN VLAN

VLAN IP

Microsoft Vista E LU WINn7 Do LT>ov)L F7ANA

Microsoft Vista Windows 7 Windows
SSO
CP
Windows
AnyConnect 3.0 CP
CP
Microsoft
CP
CP
CP
Windows
C-3 CP CP
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Microsoft Vista 8& U Win 7 d5 L7 v 7ass 54— N

C-3 #A—i"—L A% L®D AnyConnect 7>

2
1. CP

AnyConnect AnyConnect
AnyConnect Anyconnect
AnyConnect
CcP
CP AnyConnect
AnyConnect

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authenticati

on\Credential Providers\
{B12744B8-5BB7-463a-B85E-BB7627E73002}\Overlaylcon]

OverLaylcon REG_DWORD 0 1
1 AnyConnect
CP 1
Windows [other users]
CP
CP
CP CP
.bmp
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W Microsoft Vista 8&UWin 7 D7 LF oL vl FORS 51—

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authenticati
on\Credential Providers\
{B12744B8-5BB7-463a-B85E-BB7627E73002}\OverlayEmptyTile]

OverlayEmptyTile REG_SZ
C:\users\jsmith\Pictures\MyEmptyTile.omp

A
GE) Windows .bmp
overlayicon
OverlayEmptyTile
OverlayEmptyTile
AnyConnect
C-4 CP CP
AnyConnect
CP
C-4 #*—n"—L A %#FEAL Anyconnect 74>

CpP

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authenticati
on\Credential Providers\ {B12744B8-5BB7-463a-B85E-BB7627E73002}\Filters]

Filters
GUID

N

(GE)  Filters Anyconnect
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Windows XP T Internet Explorer 22179 2E2n=# M

GPO A SSO [ZX L TERESNA T HIHES

GPO SSO winlogon
CP
L2NA 2
GPO SSO
Microsoft CP CP

SmartCard CP

Microsoft Smartcard Credential Provider CP
AnyConnect 3.0 XP

F2YRT—Y FORRIRZ—DY CPOTIATA Y RT—RRADERTR

[Before User Logon]
CpP
CP
[Time to Wait Before Allowing User to Logon]

Windows XP T Internet Explorer =179 55 DEH

Windows XP Internet Explorer AES RC4 3DES
SSL RC4 3DES
AnyConnect Internet Explorer AnyConnect
IE SSL AES
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Bl Windows XP T Internet Explorer 22177 3lES0E#
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