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AnyConnect Secure Mobility Client

e Windows 7 IEEE 802.3 IEEE 802.11
3G Release
Notes for Cisco AnyConnect Secure Mobility Client, Release 3.1

e Windows

¢ Windows

. IEEE 802.1X
* TEEE MACsec
« EAP
— EAP-FAST PEAP EAP-TTLS EAP-TLS LEAP IEEE 802.3
EAP-MD5 EAP-GTC EAP-MSCHAPv2
. EAP
— PEAP—EAP-GTC EAP-MSCHAPv2 EAP-TLS
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— EAP-TTLS—EAP-MD5 EAP-MSCHAPv2 PAP CHAP
MSCHAP MSCHAPv2
— EAP-FAST—GTC EAP-MSCHAPv2 EAP-TLS
- WEP WEP TKIP AES
— WPA WPA2/802.11i CCKM IEEE 802.11 NIC
~
CCKM Cisco CB21AG on Windows XP
. AnyConnect
— Windows XP 7 Vista Microsoft CAPI 1.0 CAPI 2.0 CNG
— Windows ECDSA
SSO ECDSA
~
MAC Linux
Suite B FIPS
FIPS
* ACS ISE  SuiteB FreeRADIUS 2.x + OpenSSL 1.x
Microsoft NPS 2008  Suite-B NPS RSA
* 802.1X/EAP RFC5430 Suite B
TLS 1.2
e MACsec Windows 7 FIPS
e Windows 7 XP  Elliptic Curve Diffie-Hellman ECDH
e ECDSA Windows 7 Vista
e OS ECDSA CA Windows 7 Vista
e« PEM ECDSA CA Windows XP/7/Vista
o ECDSA Windows XP/7/Vista
Microsoft Windows XP  Windows 7 Vista
AnyConnect 1
AnyConnect
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Windows
¢ Windows
. RDP
me/mydomain  me@mydomain.com
. PIN
Window
EnforceSingleLogon
Windows XP Windows
EnforceSingleLogon Overlaylcon 1
0

e ASDM 6.8

S

AnyConnect AnyConnect

— Windows 7 x86 32 x64 64

— Windows Vista SP2 x86 32 x64 64

— Windows XP SP3 x86 32

— Windows Server 2003 SP2 x86 32 IPv6 Suite-B

— Windows Server 2008 R2

LAN RADIUS
AnyConnect
AnyConnect Essentials Premium
SmartNet
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AnyConnect AnyConnect
AnyConnect
Secure Mobility Client P.2-1
AnyConnnect
1
AnyConnect ASDM
Windows
2 AnyConnect Secure Mobility Client
>
ASDM
ASA
1 ASDM [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect
Client Profile]
[Add]
3 [Add AnyConnect Client Profile] 4-1
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41 [Add AnyConnect Client Profile]
K - - - - -
Add AnyCannect Client Profile S
Profile: Marne
Profile Usage jNetwork Access Manager i

| Enter a device File path For an xml File, ie. disk:fac_prafile, The File will be
autornatically created if it does not exisk,

Profile Location | disk:/.nsp Browse Flash, .

i I
Group Policy j::Unassigned:= -
Enable ‘always on YPH' For selected group
a4 ] [ Cancel ] [ Help g

~ -
5 [Profile Usage] [Network Access Manager]
6 [Profile Location] [Browse Flash] ASA XML
7

[Upload]
AnyConnect
9 [OK]
ASDM Windows
[Client Policy]
[Client Policy]
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4-2 [Client Policy]
[*& AnyConnect Profile Editor - Network Access Manager [=]=] =
File Help
] gﬁe}tworl: Access Manager Client Policy
Chent Policy - 2
‘Authentication Py Profile: Untitled
Wiy Networks
2 e p Connection Settings
Default Connection Timeout (sec.) 40
Connection Attempt:
() Before user logon
Time to wait before allowing user to logon (sec.) 40)
@ After user logon
Media

[ Manage WiFi (wireless) Media
[¥] Enable validation of WPA/WPAZ handshake
Default Assodation Taneout (sec.) |5
[#] Manage Wired (802.3) Media
] Manage Mobile Broadband (3G) Media
Enable Data Roaming
End-user Control

Allow end-user to:

[7] Disabie Client

/] Display user groups

[~ Spedify & saript or application to run when connected

[7] Auto-connect.

Administrative Status
Service Operation FIPS Mode
@) Enable 7 Disable 7 Enable @ Disable
Drep | %
4
* [Connection Settings]
— [Default Connection Timeout]
40
— [Before User Logon]
Kerberos GPO
GPO
[Before User Logon] [Time to Wait Before Allowing a User to Logon]

[Time to Wait Before Allowing User to Logon]

Windows
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>
[Time to wait before allowing user to logon] 30
DHCP 1P
2
2
— [After User Logon] Windows
[Media]

— [Manage Wi-Fi (wireless) Media] WiFi WPA/WPA2

IEEE 802.11i

IEEE 801.X EAPOL Key
RSN IE Robust Secure Network Information Exchange
/ RSN IE
WPA/WPA2
WPA/WPA2
>
RSN IE

— [Manage Wired (IEEE 802.3) Media]
— [Manage Mobile Broadband (3G) Media] Windows 7

S

Cisco TAC

[End-user Control]
— [Disable Client] AnyConnect Ul

— [Display User Groups]
CSSC 5.x

— [Specify a Script or Application To Run When Connected]
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.€X¢

GUI

.bat .cmd

— [Auto-connect]

¢ Administrative Status

— [Service Operation]

2
— [FIPS Mode] FIPS 140-2 Level 1
FIPS
9 NGE FIPS
FIPS MACsec
Wifi
4-1 FIPS
/
Windows XP/2003 Windows 7/Vista
MACsec FIPS Intel HW MACsec NIC
MACsec
FIPS
Wifi 3eti FIPS
FIPS
[Authentication Policy]
[Authentication Policy]
wi-fi
[Select All]

[Allowed Authentication Modes]

LAN

3.1
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EAP
« PEAP
- EAP-MSCHAPv2 EAP-GTC
- EAP-GTC
- EAP-TLS
« EAP-FAST
- EAP-MSCHAPv2 EAP-GTC
- EAP-GTC
- EAP-TLS
« EAP-TTLS

- EAP-MSCHAPv2 EAP-MD5 PAP L CHAP L
MSCHAP L MSCHAP-v2

- PAP /
NAM PAP
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4-3 [Authentication Policy]
File Help
. Network Access Manager || Authentication Policy
o3 Client Policy - 2
o Pk Profile: Untitled _
i fhp Networks Allow Assodation Modes Allowed Authentication Modes =
F Network Groups 7] Select All (Persanal) 7] Select Al Outer
|¥] Open (no encryption) || EAP-FAST
2 EAP-GTC
[#] Open (Static WEP) D
[ Shared (WEP) [¥] EAP-TLS
[¥#] WA Personal TKIP [¥| EAP-TLS
[¥] WPA Personal AES EAP-TTLS
[ EAPMDS V] EAP-MSCHAPvV2
/] wPA2 Personal TKIP
PAP (legacy)  [[] CHAP (egacy)
[#] WiPAZ Personal AES [ MSCHAP Qlegacy)
[ MSCHAPY2 (legacy) 3
|| LEAP
| Select All (Enterprise)
¥ { ic (802. 1X) WEP) [pear
[¥] Open (Dynamic (802. 1X) WEP' 7 EapGTC
/] WPA Enterprise TKIP [¥] EAP-MSCHAPV2
[V EAP-TLS
[¥] WPA Enterprise AES =
Allowed Wired Seaurity
[] WPA2 Enterprise TKIP ——
[V WPA2 Enterprise AES (0% O s ey
[¥#] CCKM Enterprise TKIP i 0 Dy
/] CCKM Enterprise AES = ;
[#] 802. 1x with MacSec
w©
-| B4
{ v | g
[Networks]
[Networks]
[Next]
__Va )
Cisco Secure Services Client
SSID
SSID
[Network Groups]

[Create networks]
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globalNetworks

Ul

[Network Groups] [Create networks]

~

[Network Repair]

[Network Access Manager] [Networks]
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4-4 [Networks]
o oy ot e s g S el
File Help
K {b;wrkmss Manager Networks
Client Policy .
i spas I Profile: Untitled
o Networks -
2 Network Groups Network :
Name Media Type Group™
T =
* A network in group 'Global is a member of afgroups.
. [Add]

[Networks] - [Media Type]
. [Edit]
. [Delete]

[Networks] - [Media Type]
[Networks] [Media Type]

4-5 Wi-Fi
Wi-Fi

254758
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4-5

[Media Type]

Metwork Access Manager E Networks

{8} Chent Policy
Authentication Policy

iy Networks

2 Network Groups

Profile: Untitled

Name:
Group Membership

@ In group: :I.n-cal networks -

In 2l groups (Global)
Choose Your Metwork Media
Wired (802. 3) Metwork
Select a wired network if the endstations will be connecting to the network with a traditional
ethernet cable.
@ Wi-Fi (wireless) Network
Select a WiFi network if the endstations will be connecting to the network via a wireless
radio connection to an Access Point.
SSID (max 32 chars):
[7] Hidden Network
[ Carporate Netwark

Assodation Timeout (sec) 5

Common Settings

ESaipt or application on each user's machine to run when connected.

Browse Local Machine

Connection Tmeout (sec.) |40

Media Type

Security Level |

4
e [Group Membership]
e [Name]
¢ [Network Media] [Wired] [Wi-Fi (wireless)] [Wi-Fi]

— SSID SSID Service Set Identifier

- SSID

[Hidden Network]
- Corporate
[Corporate Network]
SSID NAM
SSID

— [Association Timeout]

Cisco AnyConnect Secure Mobility Client
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¢ [Common Settings]

— [Secript or application]

.exe .bat .cmd

— [Connection Timeout]

S
60
[Connection Timeout]
Windows 7 SSID
SSID
SSID
1 SSID
1
[Next] [Networks] [Security Level]
[Networks] - [Security Level]
[Networks] [Security Level] [Open Network] [Authentication Network]

[Shared Key Network]
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¢ [Authenticating Network]

[Authenticating Network]

[Security Level] [Authenticating Network]
[Next] [Connection
Type] [Network Connection Type]
[802.1X Settings]
IEEE 802.1X

¢ [authPeriod(sec.)]

e [heldPeriod(sec.)]

e [startPeriod(sec)] EAPOL-Start
EAPOL-Start

e [maxStart] IEEE 801.X
EAPOL Key EAPoL-Start

o

[startPeriod] [maxStart]
[startPeriod] x [maxStart] <

[startPeriod] x [maxStart]
DHCP

startPeriod max Start
[start Period x maxStart] > [Network Connection Timer]

[Security]

[Security]
¢ [Key Management] MACsec

— [None]
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— [MKA] MACsec
MACsec MAC MAC
MACsec MAC
MACsec Key Agreement MKA
A
MACsec Key Agreement IEEE-802.1X-Rev
MACsec IEEE

802.1AE-2006

MACsec

http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6638/deploy g

uide_c17-663760.html

e Encryption
— [None]
— [MACsec: AES-GCM-128]
ES-GCM-128

[Port Authentication Exception Policy]

[Port Authentication Exception Policy]

maxStarts

¢ [Allow data traffic before authentication]
¢ [Allow data traffic after authentication even if]

— [EAP Fails] EAP

— [EAP succeeds but key management fails]

S

MKA

IEEE 802.1x

EAP

MACsec ACS 5.1

MACsec ACS

Catalyst 3750-X and 3560-X Switch Software Configuration

Guide
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» WEP

e  WAP Enterprise (TKIP)

*  WPA Enterprise (AES)

e WPA 2 Enterprise (TKIP)

e WPA 2 Enterprise (AES)

e [CCKM (TKIP)] Cisco CB21AG
e [CCKM (AES)] Cisco CB21AG

NIC
NIC

[Security Level] [Open Network]

[Next]
[Networks] - [Network Connection Type]
[Next] [Connection Type] [Network Connection Type]
Wi-Fi
WPA WPA2
Personal Medium
S,
[Shared Key Network]
[Shared Key Network]
[Security Level] [Next]
[User Connection] [Machine Connection] [Networks] -

[Network Connection Type] P.4-19
[Next] [Shared Key]
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4-6 [Shared Key]
= SRR X
[ File Help —
| QN‘etwurk nctgss Marager : Networks
ok coiy | Profile: Untitled
Hetworks Shared Key Media Type * ||
' Network Groups ) Security Leve |
Shared Key Type: WEP - Connection Ty|
. Sharechy;
Shared Key:
|
|
il
Done Cancel | =
0 Help %
5 [Shared Key Type]
e [WEP] WEP 1IEEE 802.11
¢ [Shared] WEP IEEE 802.11
* [WPA/WPA2-Personal] PSK Wi-Fi
6 IEEE 802.11 WEP 40 64 104
128 40 64 WEP 5 ASCII 10
16 104 128 WEP 13 ASCII 26
16
7 WPA WPA2 Personal TKIP/AES
8 63 ASCII 64 16
ASCII [ASCII]
64 16 [Hexadecimal]
3.1
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8 [Done] [OK]

[Networks] - [Network Connection Type]

[Networks] [Network Connection Type]
4-7
e [Machine Connection] Windows Active Directory 1D
GPO

VPN start before login SBL
[Before user logon]

VPN SBL

¢ [User Connection]

[Client Policy] [Before user logon] Windows
Windows Windows
[Client Policy] [After user logon] Windows
NAM
¢ [Machine and User Connection] [Security Level] [Authenticating
Network] ID
PC 2
[Machine Connection] [User
Connection] PC
EAP-FAST EAP EAP

Bring Your Own Device
BYOD;

[Network Connection Type] [Networks]
[Network Connection Type] EAP

Cisco AnyConnect Secure Mobility Client 3.1
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4-7 [Network Connection Type]
%, AnyConnect Profile Editor - Network Access Manager - - — et I&IE&
File Help
Q{Nﬁtmr& fecessManager | Networks
o Clierit Palicy & -
Authertication Policy | Frefils: Untitled : -
' Metworks Network Connection Type Media Type =
21 Network Groups 5 i v | Security Leve

5 Connection Ty
This should be used  the end station shauld log anko the netwark befare the user logs in.

This is typically used For connecting to domains, to get GPO's and other updates from the
network before the user has access.

User Cannéction

The user connection should be used when a machine connection is not necessary, A user

canneckion will make the network available after the user has logged on,

Done [ Cancel ]

208958

O Heb

[Networks] - [User Authentication] [Machine Authentication]

[Network Connection Type]

Using a Windows
Remote Desktop

4-8  [EAP Methods]
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4-8 [User Authentication]

~

MACsec PEAP EAP-TLS EAP-FAST MSK
EAP
EAP

e EAP-GTC EAP-GTC P.4-22

e EAP-TLS EAP-TLS P.4-23

e EAP-TTLS EAP-TTLS P.4-23

« PEAP PEAP P.4-25

e EAP-FAST EAP-FAST P.4-26

 LEAP LEAP P.4-28
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EAP

EAP
IETF RFC
IEEE 802.1X UDP RADIUS EAP

EAP 4
* EAP type
EAP
EAP EAP

e EAP
EAP EAP EAP
NAK

e EAP
e EAP

EAP  IEEE 802.11X EAP

EAP AAA AAA

EAP-GTC

EAP-GTC EAP /

EAP EAP OTP

EAP-GTC
EAP-GTC
EAP

EAP-GTC MACsec
EAP-GTC
EAP EAP

e [Authenticate using a Password]

* [Authenticate using a Token] 10
OTP

Il Cisco AnyConnect Secure Mobility Client 3.1



||
~
EAP-GTC
EAP-TLS
EAP-Transport Layer Security EAP-TLS TLS RFC 2246 IEEE 802.1X
EAP TLS X.509
EAP-TLS
EAP-TLS
EAP-TLS 2
e [Validate Server Certificate]
e [Enable Fast Reconnect] TLS TLS
TLS
~
[Disable when using a Smart Card]
EAP-TTLS
EAP-Tunneled Transport Layer Security EAP-TTLS EAP-TLS 2
1 TLS 2
2
EAP-TTLS
EAP-FAST
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* PAP
ID/
EAP-TTLS

EAP-TTLS PAP OTP

EAP-TTLS

¢ MS-CHAP Microsoft CHAP
EAP-TTLS 1

NT-hash /

NT-hash
¢ MS-CHAPv2

EAP-TTLS 1

NT-hash /
NT-hash

EAP-TTLS SNMP Configuration

e EAP EAP

— EAP-MDS5 EAP-Message Digest 5
CHAP /

— EAP-MSCHAPv2
EAP-TTLS
NT-hash

NT-hash

e« EAP-TTLS
— [Validate Server Identity]

— [Enable Fast Reconnect]
TLS

~

[Disable when using a Smart Card]

3.1
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PEAP

[Inner Methods] TLS

Protected EAP PEAP TLS EAP

TLS

PEAP EAP

PEAP

EAP TLS

— EAP-MSCHAPv2

NT-hash

NT-hash

— EAP-GTC EAP Generic Token Card
PEAP

EAP-TLS
— EAP-TLS EAP

PEAP EAP-TLS EAP-TLS

EAP-TLS

PEAP-EAP
— [Validate Server Identity]
— [Enable Fast Reconnect] TLS

— [Disable when using a Smart Card]

Cisco AnyConnect Secure Mobility Client
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|
— [Authenticate using a Token and EAP GTC]
— [Authenticate using a password] EAP-MSCHAPv2 EAP-GTC
— [Authenticate using a Certificate] EAP-TLS
— [Authenticate using a Token and EAP-GTC]
>
Windows Vista Windows 7
EAP-FAST
EAP-FAST IEEE 802.1X EAP-FAST
EAP-FAST IEEE 802.1X EAP
AnyConnect 3.1 EAP
Bring Your Own
Device BYOD; EAP RFC
3748
EAP-FAST TLS EAP 3
1. Authenticated Diffie-Hellman Protocol ADHP Protected Access Credential PAC
2. PAC
/
2 EAP EAP-FAST
EAP-FAST
e EAP-FAST
— [Validate Server Identity]
2
[Certificate]
— [Enable Fast Reconnect] EAP-FAST
2 PAC
TLS TLS [Enable Fast
Reconnect]
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PAC TLS
PAC /

[Disable when using a Smart Card]

¢ [Inner methods based on Credentials Source]

— [Authenticate using a password] [EAP-MSCHAPv2] [EAP-GTC] EAP-MSCHAPv2
EAP-FAST
NT-hash /
EAP-MSCHAPv2
NT-hash
EAP-GTC
PAC
— [Authenticate using a certificate]
EAP-TLS
— Authenticate Using a Token and EAP-GTC
¢ [Use PACs] EAP-FAST PAC PAC
>
EAP-FAST PAC PAC
EAP-FAST PAC
PAC
1 PAC [PAC Files]
[Add] PAC PAC
[Remove]
[Password protected] PAC [Password
Protected] PAC
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]
LEAP
LEAP Lightweight EAP
EAP WEP
~
LEAP
EAP-FAST PEAP
EAP-TLS LEAP

http://www.cisco.com/en/US/tech/tk722/tk809/technologies_security notice09186a00801aa80f.html

LEAP

e [Extend user connection beyond log off]

[Networks] > [Credentials]

[Credentials] 4-9
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EAP-TLS [User Credentials]

[Protected Identity Pattern]

¢ [username] username@domain
e [raw]
¢ [domain] PC

[username] [domain]

domain\username

[username]  [password]

X509

userA@cisco.com

=userA =cisco.com
=hostA =cisco.com

SubjectAlternativeName: UPN = userA@cisco.com

Cisco AnyConnect Secure Mobility Client
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e Subject = .../CN=userA@cisco.com/...
¢ Subject = userA@cisco.com
e Subject = .../CN=userA/DC=cisco/DC=com/...

¢ Subject = userA (no domain)

— SubjectAlternativeName: DNS = hostA.cisco.com
— Subject = .../DC=hostA.cisco.com/...
— Subject = .../CN=hostA.cisco.com/...

— Subject = hostA.cisco.com

e anonymous@[domain]

e [username]@[domain]

~

TLS
ID EAP
userID
¢ [username]@[domain]
EAP EAP
nouser@cisco.com cisco.com EAP

TLS
johndoe@cisco.com

¢ [Use Single Sign On Credentials]

GUI

Il Cisco AnyConnect Secure Mobility Client 3.1



e [Use Static Credentials]

e [Prompt for Credentials]

— [Remember Forever]

— [Remember while User is Logged on]

— [Never Remember]

* [Smart Card or OS certificates]
* [Smart Card certificates only]

[Remember Smart Card Pin]
PIN
2

~

AnyConnect GUI

(ON

PIN

Cryptographic Service Provider CSP

Key Storage Provider KSP

[Credentials]

Cisco AnyConnect Secure Mobility Client
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4-10

1  [Protected Identity Pattern]

¢ [username] username@domain domain\username
e [raw]
* [domain] PC
[username] [domain]
. [username] [password]
X509
userA@cisco.com
=userA =cisco.com hostA.cisco.com
=hostA =cisco.com

Il Cisco AnyConnect Secure Mobility Client 3.1



¢ SubjectAlternativeName: UPN = userA(@cisco.com

¢ Subject = .../CN=userA@cisco.com/...

e Subject = userA@cisco.com

¢ Subject = .../CN=userA/DC=cisco.com/...

e Subject = userA (no domain)

— SubjectAlternativeName: DNS = hostA.cisco.com
— Subject = .../DC=hostA.cisco.com/...
— Subject = .../CN=hostA.cisco.com/...

— Subject = hostA.cisco.com

[username]

¢ host/anonymous@[domain]

userID

* host/[username]@[domain]

EAP EAP
nouser@cisco.com cisco.com EAP

TLS
johndoe@cisco.com

¢ [Use Machine Credentials]
¢ [Use Static Credentials]

[Validate Server Identity] [EAP] [Certificate]

Cisco AnyConnect Secure Mobility Client 31 W



|
1 [Certificate Field] [Match]
2 [Value]
[Add]
4  [Certificate Trusted Authority]
* [Trust any Root Certificate Authority (CA) Installed on the OS]
¢ Include Root Certificate Authority (CA) Certificates
S,
[Include Root Certificate Authority (CA) Certificates] [Add]
CA
[Network Groups]
[Network Groups] 4-11
[Global
Networks]
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N

4-11

[Network Groups]

[Group]

[Create networks]

[See scan list]

~

AnyConnect GUI

[>]

[<] [Group]

[>]
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5 [Up] [Down]

3.1
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