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1. enable
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8. tunnel source interface
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10. tunnel protection IPsec profile profile-name [shared]
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AF7971 enable
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Router> enable
AFY7 2 configure terminal
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AF97 3 crypto IPsec profile profile-name
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Router (config) # interface tunnel0
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255.255.255.0
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tunnel mode ipsec ipv4
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tunnel source interface

Al -

Router (config-if)# tunnel source loopbackO
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tunnel destination ip-address
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Router (config-if) # tunnel destination
172.16.1.1

Mo XD HRDIP 7 KL AERELET,

tunnel protection IPsec profile profile-name
[shared]

Al -

Router (config-if)# tunnel protection IPsec
profile PROF

Mo A H—T x4 A% IPsec 027 7 A NVZBESS
JET

LTI v IPsec RERRIL AV E—T A ADHRTE

FIEDHE

enable
configure terminal

crypto IPsec profile profile-name

A w dh =

tunnel mode mode

exit

o © ® N o @

set transform-set transform-set-name

interface virtual-template number

crypto isakamp profile profile-name

0. virtual-template template-number

tunnel protection IPsec profile profile-name [shared]
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Router# configure terminal
AFw7 3 crypto IPsec profile profile-name 2 S® [Psec /b —# 2B 5 [Psec KAk D 7= DI A
End IPsec NT A—XEEFRLET,
5 -
Router (config)# crypto IPsec profile PROF
Z'T"yj 4 set transform-set transform-set-name JUT KN~ y7° == NN} “({ﬁ)ﬂ Ejg‘éfoc AV sV
[transform-set-namelZ. ..transform-set-nameé6] vy FEAEELET
5 -
Router (config) # set transform-set tset
AFY7 5 interface virtual-template number BT 7T —h ho RNV A B —T 2 A AZTEHRL.
Ao B =Tz R AT 4 Fal—ary T— Rtk
- LET,
Router (config) # interface virtual-template 2
AFw7 6 tunnel mode ipsec ipv4 o NLVDE—REEHRLET,
il
Router (config-if)# tunnel mode ipsec ipv4
AF97 7 tunnel protection IPsec profile profile-name Fo R A B —TxA A% IPsec 70 7 7 A JL\Z B
[shared] U.i.a—
il :
Router (config-if)# tunnel protection IPsec
profile PROF
ATy7T 8 exit AV HF—T AR AT 4 Fal—ay T— REKT
LET,
il :
Router (config-if)# exit
2797 9 crypto isakamp profile profile-name KT L — NAICER NS ISAKAMP a7 7 A /L
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Router (config)# crypto isakamp profile red
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AFY7 10 virtual-template template-number

i

Router (config) # virtual-template 1
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5 IPsec M L= VTI

10.0.35.21 10.0.149.203 10.0.149.217 10.0.36.21
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H U() VPN F %L ()~ |

#—,31 C7206-3 C1750-17  +—,5 2

FoRILO0 bURILHBTRYBF FURILO
10.0.51.0

127943

C7206 L— 3 E&TE

version 12.3

service timestamps debug datetime

service timestamps log datetime
hostname 7200-3

no aaa new-model

ip subnet-zero

ip cef

controller ISA 6/1

crypto isakmp policy 1
encr 3des

authentication pre-share

group 2

crypto isakmp key Ciscol2345 address 0.0.0.0 0.0.0.0
crypto IPsec transform-set Tl esp-3des esp-sha-hmac
crypto IPsec profile P1

set transform-set T1
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interface TunnelO

ip address 10.0.51.203 255.255.255.0

ip ospf mtu-ignore

load-interval 30

tunnel source 10.0.149.203

tunnel destination 10.0.149.217

tunnel mode IPsec ipv4

tunnel protection IPsec profile P1

|
interface Ethernet3/0

ip address 10.0.149.203 255.255.255.0
duplex full

|

interface Ethernet3/3

ip address 10.0.35.203 255.255.255.0
duplex full

|

ip classless

ip route 10.0.36.0 255.255.255.0 TunnelO
line con O
line aux 0
line vty 0 4
end

C1750 L— A2 BE

version 12.3

hostname c1750-17

no aaa new-model

ip subnet-zero

ip cef

crypto isakmp policy 1
encr 3des

authentication pre-share
group 2

crypto isakmp key Ciscol2345 address 0.0.0.0 0.0.0.0
crypto IPsec transform-set Tl esp-3des esp-sha-hmac
crypto IPsec profile P1
set transform-set T1

|
interface TunnelO

ip address 10.0.51.217 255.255.255.0
ip ospf mtu-ignore

tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipvi4

tunnel protection ipsec profile P1

|

interface FastEthernet0/0

ip address 10.0.149.217 255.255.255.0
speed 100

full-duplex

|

interface Ethernetl/0

ip address 10.0.36.217 255.255.255.0
load-interval 30

full-duplex
|

ip classless
ip route 10.0.35.0 255.255.255.0 TunnelO
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line con 0
line aux 0
line vty 0 4
end

IPsec A2 TAVIRBLF O RIL AV EB—T 24 ADOFEROREE : 4l

ZITHE, RENELLEFEL TV 20 R 5 5 2 CHIHAMREREHRAZ R LET, ZOFRRFTIE,
Tunnel 0 28 Tup) T, ERET 2 F AR Tupl 22> TWET, BT 7 2428 Tdown| DHFA,
tyva BT T 47T,

C7206 R 7—% ADFER

Router# show interface tunnel 0

TunnelO is up, line protocol is up

Hardware is Tunnel

Internet address is 10.0.51.203/24

MTU 1514 bytes, BW 9 Kbit, DLY 500000 usec,

reliability 255/255, txload 103/255, rxload 110/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 10.0.149.203, destination 10.0.149.217

Tunnel protocol/transport IPsec/IP, key disabled, sequencing disabled
Tunnel TTL 255

Checksumming of packets disabled, fast tunneling enabled
Tunnel transmit bandwidth 8000 (kbps)

Tunnel receive bandwidth 8000 (kbps)

Tunnel protection via IPsec (profile "P1")

Last input never, output never, output hang never

Last clearing of "show interface" counters never

Input queue: 1/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo

Output queue: 0/0 (size/max)

30 second input rate 13000 bits/sec, 34 packets/sec

30 second output rate 36000 bits/sec, 34 packets/sec

191320 packets input, 30129126 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored, 0 abort
59968 packets output, 15369696 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 output buffer failures, 0 output buffers swapped out

Router# show crypto session

Crypto session current status

Interface: TunnelO

Session status: UP-ACTIVE

Peer: 10.0.149.217 port 500

IKE SA: local 10.0.149.203/500 remote 10.0.149.217/500 Active
IPsec FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

Active SAs: 4, origin: crypto map

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
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o - ODR, P - periodic downloaded static route
Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
C 10.0.35.0/24 is directly connected, Ethernet3/3

S 10.0.36.0/24 is directly connected, TunnelO

C 10.0.51.0/24 is directly connected, TunnelO

C 10.0.149.0/24 is directly connected, Ethernet3/0

VRF BHEERAETAvIHEREBEF RV A 2E3—T 4 X : i

VRF #2474 v 27 VTII OFNZEMNT 21213, ROBITRT L DI, ipvrf 2~ FEB I Cip vrf
forwarding =~ > REZRTEILEHEDE T,

C7206 L— 3 E&E

hostname c7206

ip vrf sample-vtil
rd 1:1
route-target export 1:1

route-target import 1:1
!

interface TunnelO

ip vrf forwarding sample-vtil

ip address 10.0.51.217 255.255.255.0
tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipv4

tunnel protection ipsec profile P1

end

QoS ZHALEAETAvIRBI AL AE—DTz4 R :

h RV A B —T 2 A4 ADFIT service-policy LEIHETHZ LI2Lo>T, QoS AV ¥—% b x
VY RBRAV MCEATEET, RIZ, bRV A E—T oA RHDRY T vTT 4T D
iz~ LET,

C7206 L— 3 E&E

hostname c7206

class—-map match-all VTI
match any
|
policy-map VTI
class VTI
police cir 2000000
conform-action transmit
exceed-action drop
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interface TunnelO

ip address 10.0.51.217 255.255.255.0
tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipv4

tunnel protection ipsec profile P1
service-policy output VTI

end

BREI7AT7 oA=LV EFEFRALERAIT4vIRBIRIL A VE—Dx
14X : #l
W7 747 74 —% SVTI b XNVIZHEHTHZEI2L T, AR—I DD NT T 4T &, N

TEBBISETA U F—Fy MIEETEET, B 618, BET 74T U+ — M Lo TREMIZHE
HEINTWDHBAR—T ZMFH L SVIL 2R LET,

6 FERI7AT7I+r—IVEERLERAST 490 VT
2
I7ATIH=N Web

TSAR—F Ry kT—H

10.0.51.203 T ¢c1750
10.0.51.217

170138

SVTI DEARREIL, A7 7 AT U —VEREGLLICEFINTNET,

C7206 L— 3 E&E

hostname c7206

ip inspect max-incomplete high 1000000

ip inspect max-incomplete low 800000

ip inspect one-minute high 1000000

ip inspect one-minute low 800000

ip inspect tcp synwait-time 60

ip inspect tcp max-incomplete host 100000 block-time 2
ip inspect name IOSFWl tcp timeout 300

ip inspect name IOSFWl udp

interface GigabitEthernet0/1
description Internet Connection
ip address 172.18.143.246 255.255.255.0
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ip access-group 100 in

ip nat outside

interface TunnelO
ip address 10.0.51.217 255.255.255.0
ip nat inside
ip inspect IOSFW1 in
tunnel source 10.0.149.217

tunnel destination 10.0.149.203

tunnel mode ipsec ipv4

tunnel protection ipsec profile P1

ip classless
route 0.0.0.0 0.0.0.0 172.18.143.1

ip
!

ip
ip
ip
ip
ip
|

nat
nat
nat
nat
nat

translation timeout 120

translation finrst-timeout 2
translation max-entries 300000
pool testl 10.2.100.1 10.2.100.50 netmask 255.255.255.0
inside source list 110 pool testl vrf test-vtil overload

access-1list 100
access-list 100
access-list 100
access-1list 100
access-list 110
access-list 110
access-1list 110
access-list 110

end

permit
permit
permit
permit
deny
deny
permit
deny

esp any any
udp any eq isakmp any

udp any eq non500-isakmp any
icmp any any

esp any any

udp any eq isakmp any

ip any any

udp any eq non500-isakmp any

FLFIVvIFERBr ORIV LB —T 24 X Easy VPN H#—/\ : 5l

RIZ, DVTI Easy VPN — 2562~ LET,
VF—21ZiVET, 2747 F%&, Cisco VPN 7 54 7 b3

-
—

O =%, IPsec VE—F TR T
FEITENDHHE—b 2—PFIZLT7=D,

Easy VPN 7 74 7 b & L TREINT= Cisco IOS V—HIZL72 Y TEE T,

C7206 L— 3 E&E

hostname c7206

!
aaa
aaa
aaa

aaa
|

new-model

authentication login local list local
authorization network local list local
session-id common

ip subnet-zero

ip
I

cef

username cisco password 0 ciscol23

controller ISA 1/1

crypto isakmp policy 1
encr 3des
authentication pre-share
group 2

crypto isakmp client configuration group groupl
key ciscol23
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pool grouplpool
save-password
|
crypto isakmp profile vpnl-ra
match identity group groupl
client authentication list local list
isakmp authorization list local list
client configuration address respond
virtual-template 1
|
crypto ipsec transform-set VTI-TS esp-3des esp-sha-hmac
|
crypto ipsec profile test-vtil
set transform-set VTI-TS
|
interface GigabitEthernet0/1
description Internet Connection
ip address 172.18.143.246 255.255.255.0
|
interface GigabitEthernet0/2
description Internal Network
ip address 10.2.1.1 255.255.255.0
|
interface Virtual-Templatel type tunnel
ip unnumbered GigabitEthernet0/1
ip virtual-reassembly
tunnel mode ipsec ipvi4
tunnel protection ipsec profile test-vtil
|
ip local pool grouplpool 192.168.1.1 192.168.1.4
ip classless
ip route 0.0.0.0 0.0.0.0 172.18.143.1
|

end

FL4FIvIRBFORIL A2 —T 4 X Easy VPN H—/\D#EEDHER : 4

Wiz, DVTI 23, Easy VPN %— ~ICHES TV A HERLET,

Router# show running-config interface Virtual-Access2
Building configuration...

Current configuration : 250 bytes
|
interface Virtual-Access2
ip unnumbered GigabitEthernet0/1
ip virtual-reassembly
tunnel source 172.18.143.246
tunnel destination 172.18.143.208
tunnel mode ipsec ipv4
tunnel protection ipsec profile test-vtil
no tunnel protection ipsec initiate
end

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

| .-_
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o - ODR, P - periodic downloaded static route
Gateway of last resort is 10.2.1.10 to network 0.0.0.0

172.18.0.0/24 is subnetted, 1 subnets

C 172.18.143.0 is directly connected, GigabitEthernet0/1
192.168.1.0/32 is subnetted, 1 subnets

S 192.168.1.1 [1/0] via 0.0.0.0, Virtual-Access2
10.0.0.0/24 is subnetted, 1 subnets

C 10.2.1.0 is directly connected, GigabitEthernet0/2

S* 0.0.0.0/0 [1/0] via 172.18.143.1

BALFIvORBRURIL A2 F—T L X Easy VPN 25472 b : 4l

Wiz, W—%% BEasy VPN 7 7 A4 7> b & LTRET HHEOFERLET, ZOHITIE, #kd s
PC 2"HRITTE % Easy VPN 7 4 7 b &, EANICFRUB Z MRS TWET, FEBE, Easy
VPN #—ROFEIL, Y7 =T 7547 hE721E Cisco10S 7 74 7 > FRICEMEL £,

hostname c1841
!
no aaa new-model
I
ip cef
|
username cisco password 0 ciscol23
!
crypto ipsec client ezvpn CLIENT
connect manual
group groupl key ciscol23
mode client
peer 172.18.143.246
virtual-interface 1
username cisco password ciscol23
xauth userid mode local
!
interface Loopback0
ip address 10.1.1.1 255.255.255.255
!
interface FastEthernet0/0
description Internet Connection
ip address 172.18.143.208 255.255.255.0
crypto ipsec client ezvpn CLIENT
|
interface FastEthernet0/1
ip address 10.1.1.252 255.255.255.0
crypto ipsec client ezvpn CLIENT inside
!
interface Virtual-Templatel type tunnel
ip unnumbered Loopback0
!

ip route 0.0.0.0 0.0.0.0 172.18.143.1 254
!

end

TIAT v NERIL, SEIERFIETHRETEET, connect 2~ N T, T— FEHEh~v=a7
JMTHRETEET, Bt — Re~=a T VIHE LSS, =—V 2 IPsec b 3% FEITHLAT
LRENDHY ET,

mode 2=~ RIZHERLTL XY, T—RE, 7947 b, Xy MU—ZPER, F7213% v b
U— YRS TR TEET, Z0NE, 77947 8 F—FKERLTWET, 2FV, 77347
MZFHLTH =MD TTARX—F T RLAREZLNET, *v NU—JHERE—RNIZ, 754
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T BN LT, TR T TAN—F TRy hEfRETDHRT, 7747 F F— KL

TRV EST, E—NZXoT, WEONLV—T 4 7 T—TANREFRRZVET, FHEELEZE— FIZ

b B IPSec b v FLDIEABEILF U T,

FALFEZYIORBrFORILA2VA—T LA R Easy VPN V547> FOEROHEE : 4
WOHBITIE, DVTI O 2T — 5 2% £F7T 57 DAMAEE R LET,

Router# show running-config interface Virtual-Access2

Building configuration...

Current configuration : 148 bytes

interface Virtual-Access2

ip unnumbered Loopbackl

tunnel source FastEthernet0/0
tunnel destination 172.18.143.246
tunnel mode ipsec ipv4

end

Router# show running-config interface Loopbackl

Building configuration...

Current configuration : 65 bytes

interface Loopbackl
ip address 192.168.1.1 255.255.255.255

end

Router# show ip route

Codes:

C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 172.18.143.1 to network 0.0.0.0

10.0.0.0/32 is subnetted, 1 subnets

C

10.1.1.1 is directly connected, LoopbackO

172.18.0.0/24 is subnetted, 1 subnets

C

172.18.143.0 is directly connected, FastEthernet0/0

192.168.1.0/32 is subnetted, 1 subnets

C

192.168.1.1 is directly connected, Loopbackl

S* 0.0.0.0/0 [1/0] via 0.0.0.0, Virtual-Access2

Router# show crypto ipsec client ezvpn

Easy VPN Remote Phase: 6

Tunnel name : CLIENT

Inside interface list: FastEthernet0/1

Outside interface: Virtual-Access2 (bound to FastEthernet0/0)
Current State: IPSEC ACTIVE

Last Event: SOCKET_UP

Address: 192.168.1.1

Mask:

255.255.255.255
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Save Password: Allowed
Current EzVPN Peer: 172.18.143.246

S4F=2wv9 VTl Z#ERALT=- VRF 25 IPsec : fi

ZofITIX, DVTI #FH+ % 7-%® VRF &% [Psec DR EHFEEZRLET,

hostname c7206

ip vrf test-vtil
rd 1:1
route-target export 1:1

route-target import 1:1
!

interface Virtual-Templatel type tunnel

ip vrf forwarding test-vtil

ip unnumbered Loopback0

ip virtual-reassembly

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil

end

REIDF7AT70A—ILVEFERALEEFAFTFIVIRBIN O RIILA22—T T
14X :

DVTI Easy VPN % —\&, A7 74 7 U+ — )L OERITHRETE £9, Behind-the-firewall 3 E &
FERTE, =2—FIExy NT—ZICANETH, Xy NUV—2 77 AT U4 —VIFIRIET 7 &AM

LIRESNET, BT 747 v+ —/LTliE., Context-Based Access Control (CBAC; =7 F A b

NR—=2DT 7R A &, A F—Fy b A F =T 2 ABIEET > 7 L— MK LT A

Ehs NAT BfEH SN ET,

hostname c7206

ip inspect max-incomplete high 1000000

ip inspect max-incomplete low 800000

ip inspect one-minute high 1000000

ip inspect one-minute low 800000

ip inspect tcp synwait-time 60

ip inspect tcp max-incomplete host 100000 block-time 2
ip inspect name IOSFWl tcp timeout 300

ip inspect name IOSFW1 udp

interface GigabitEthernet0/1

description Internet Connection

ip address 172.18.143.246 255.255.255.0
ip access-group 100 in

ip nat outside
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interface GigabitEthernet0/2
description Internal Network
ip address 10.2.1.1 255.255.255.0

interface Virtual-Templatel type tunnel
ip unnumbered Loopback0

ip nat inside
ip inspect IOSFW1l in

tunnel mode ipsec
tunnel protection

ip classless
ip route 0.0.0.0 O.

ipv4
ipsec profile test-vtil

0.0.

0 172.18.143.1

ip
ip
ip

nat
nat
nat

translation
translation
translation

timeout 120
finrst-timeout 2
max-entries 300000

ip nat pool testl 10.2.100.1 10.2.100.50 netmask 255.255.255.0
ip nat inside source list 110 pool testl vrf test-vtil overload

|
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

100
100
100
100
110
110
110
110

permit
permit
permit
permit
deny
deny
permit
deny

esp any any
udp any eq isakmp any

udp any eq non500-isakmp any
icmp any any

esp any any

udp any eq isakmp any

ip any any

udp any eq non500-isakmp any

end

QoS ZHALEFAFTIVvIRBI RILAE—T 4R : il

Y=t A R V=% RET 7L — MIEMATSZE12L->T, QoS # DVTI b R/VTIBIITE £
T BT VA A B =T =2 AEERTIHEDICT T —Ra—anhs &, =R R
VeREZTHEAINET, WIZ, QoS MBI NI DVTI AR EZ OFIZRLET,

hostname c7206

class-map match-all VTI
match any

policy-map VTI
class VTI
police cir 2000000

conform-action transmit

exceed-action drop

interface Virtual-Templatel type tunnel

ip vrf forwarding test-vtil

ip unnumbered LoopbackO

ip virtual-reassembly

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil
service-policy output VTI
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L WIRL7-7F7y b7 x—2A4, CiscolOS Y7 hou=T7 VU —2_ B
FOHEE v PO MIB 2B L CH v u— KT 55481, kO

URL 2% % Cisco MIB Locator #{#H L £,

http://www.cisco.com/go/mibs

RFC

RFC 24 RV

RFC 2401 ['Security Architecture for the Internet Protocol]

RFC 2408 [Internet Security Association and Key Management Protocol]
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