
 

Cisco Security Manager 4.3 インストレーション ガ
イド 
2012 年 6 月 14 日

Text Part Number: OL-26559-01-J 



【注意】シスコ製品をご使用になる前に、安全上の注意
（www.cisco.com/jp/go/safety_warning/）をご確認ください。

本書は、米国シスコ発行ドキュメントの参考和訳です。リンク情報
につきましては、日本語版掲載時点で、英語版にアップデートがあ
り、リンク先のページが移動 / 変更されている場合がありますこと
をご了承ください。
あくまでも参考和訳となりますので、正式な内容については米国サ
イトのドキュメントを参照ください。

また、契約等の記述については、弊社販売パートナー、または、弊
社担当者にご確認ください。

�G�b�Ð�½�×�”�Ý�_0°3U�I�€�Z�8�•�Ù�]�>�|�g0����_6õ�M�•�_���c�
�£�Ì�^�K�_�š�f�I�€�•�G�\�@�6�~�r�M���G�b�Ð�½�×�”�Ý�_0°3U�I�€�Z�8�• /²#'�
�_���
�>�|�g�N�á�¦8o
�c�
�M�m�Z�G&��[�6�•�\*ƒ�<�Z�8�r�M�@�
�Â&g$×�[�6�€;ò&g$×�[�6�€�
�M�)�b�–0É�b2��õ�†2��ƒ�^�8�v�b�\�K�r�M���G�b�Ð�½�×�”�Ý�_0°3U�I �€�Z�8�•0����b�Q#Ý�c�
�M�m
�Z�Ø�î�¨
��b2��õ�_�^�~�r�M��

�P1ß0����b�¯�Ç�º�˜�™�”  �Û�–�­�å�«�>�|�g7H���–0É�c�
 0����_�ç�Ü�I�€�S �� Information Packet���_0°3U�I�€�Z�8�r�M�� �ç�Ü�I�€�Z�8�^�8���œ�_�c�
 �æ#.�Ñ�_�H4�)!�C�T�I�8��

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public
domain version of the UNIX operating system.All rights reserved.Copyright © 1981, Regents of the University of California.

�G�G�_0°3U�I�€�Z�8�•�Ú�b�8�?�^�•�–0É�_�v�|�}�N�
�›&k�b�M�m�Z�b�Ð�½�×�”�Ý�>�|�g�¯�Ç�º�˜�™�”�c�
7€���v�µ�u�Z��#'"g�b�r�r���\�K�Z �f�j�I�€�r�M���©�«�¥�>�|�g
�G�€�}�›&k�c�
�_���ö�b�–0É�
"I��% $×�l�b =�Ð�b�–0É�
�>�|�g�’�<�†�u���K�^�8�G�\�_6õ�M�•�–0É�
�6�•�8�c�v�,4#&ì�
�Q#Ý�
�v�,�Ð/œ�_ �|�W�Z$Î#Õ�M�•�–0É�†�c�L�u
�\�M�•�
�Â&g�I�€�S�r�S�c;ò&g�I�€�S�M�)�b�–0É�b2��õ�†2��ƒ�^�8�v�b�\�K�r�M��

�8�?�^�•���œ�_�>�8�Z�v�
�©�«�¥�>�|�g�Q�b�j)%*…�c�
�G�b�Ð�½�×�”�Ý�b�Q#Ý�r�S�c�Q#Ý�[�A�^�8�G�\�_�|�W�Z$Î#Õ�M�•�<%��b�†�»�x�¹�î�± �b�†
/�†�c�L�u�\�M�•�
6ë�K
$×�
�t#Õ$×�

�$Î$×�
�6�•�8�c"I�f�^�†���_�X�8�Z�
�6�}�z�•�•+��ö�@�©�«�¥�r�S�c�Q�b�j)%*…�_%±�}�I�€�Z�8�Z�v�
�Q�€�}�_�P�M�•2��õ�† �M�)2��ƒ�^�8�v�b�\�K�r�M��

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this
URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1110R)

�G�b�Ð�½�×�”�Ý�[�Q#Ý�K�Z�8�•  IP �”�»�Þ�«�c�
��7•�b�”�»�Þ�«�†&g�M�v�b�[�c�6�~�r�O�‡���Ð�½�×�”�Ý
Æ�b�[�
�¥�Ð�å�»���Š�
�>�|�g�W�c�
1��Â�b�s�†% $×�\�K�Z�Q#Ý
�I�€�Z�8�r�M��1��Â�b�p�_��7•�b�”�»�Þ�«�@�Q#Ý�I�€�Z�8�S�\�K�Z�v�
�Q�€�c�–�W$×�^�v�b�[�c�^�C�

�!›�b�M+´�_�|�•�v�b�[�M��

Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»
© 2005-2012 Cisco Systems, Inc. 
All rights reserved.

Copyright © 2005–2012, �©�«�¥�©�«�¸�Ò�¬�œ� �
&k .
All rights reserved.

www.cisco.com/jp/go/safety_warning/
http://www.cisco.com/go/trademarks


 

OL-26559-01-J
C O N T E N T S
はじめに xi

対象読者 xi

表記法 xii

製品マニュアル xii

Security Manager および Auto Update Server のマニュアル xiii

関連資料 xiii

マニュアルの入手方法およびテクニカル サポート xiii

C H A P T E R  1 概要 1-1

コンポーネント アプリケーションの概要 1-1

Common Services 1-1

Security Manager 1-2

Auto Update Server 1-2

Performance Monitor 1-3

Resource Manager Essentials 1-3

関連アプリケーションの概要 1-3

イベント管理のイネーブル化の影響 1-4

C H A P T E R  2 ライセンス 2-1

Security Manager 4.3 をインストールおよび使用するために必要なライセンスの決定 2-1

Security Manager 4.3 の新規インストール 2-1

Security Manager 4.0、4.0.1、4.1、または 4.2 からのアップグレード 2-1

Security Manager 3.3 または 3.3.1 からのアップグレード 2-2

Security Manager 3.2、3.2.1、または 3.2.2 からのアップグレード 2-2

Security Manager のライセンスの説明 2-2

Standard および Professional 2-2

90 日間の評価ライセンス 2-3

Standard から Professional へのアップグレード ライセンス 2-4

バージョン アップグレード ライセンス 2-4

差分（「追加」）ライセンス 2-4

アクティブ サーバとスタンバイ サーバ 2-4

コンポーネント アプリケーションに対するライセンス 2-4

デバイス数 2-5
iii
Cisco Security Manager 4.3 インストレーション ガイド



 

Contents
ASA-5500 シリーズと IPS 4300 シリーズのデバイス数 2-5

IPS 4300 シリーズ センサーのデバイス数 2-6

ASA-5500 シリーズ ASA のデバイス数 2-6

ASA-5500 シリーズ IPS SSP のデバイス数 2-6

デバイス数の例 2-7

Security Manager またはコンポーネント アプリケーションに対するライセンスのインス
トール 2-8

Security Manager またはコンポーネント アプリケーションに対するライセンスの更新 2-8

ライセンスに関するその他のマニュアル 2-8

API ライセンス 2-8

ライセンスに関する支援 2-8

C H A P T E R  3 要件と依存関係 3-1

必要なサービスとポート 3-1

サーバの要件および推奨事項 3-3

地域と言語のオプションと関連設定について 3-6

SAN ストレージの使用 3-7

iSCSI ボリュームの要件 3-7

クライアントの要件 3-8

C H A P T E R  4 サーバのインストール準備 4-1

サーバのパフォーマンスとセキュリティを向上させるためのベスト プラクティス 4-1

インストール準備状況チェックリスト 4-3

C H A P T E R  5 サーバ アプリケーションのインストールとアップグレード 5-1

必要なサーバ ユーザ アカウントについて 5-1

Remote Desktop Connection または VNC を使用したサーバ アプリケーションのインス
トール 5-2

Security Manager サーバ、Common Services、および AUS のインストール 5-2

サーバ アプリケーションのアップグレード 5-5

Security Manager の保留データが送信および承認されることの確認 5-8

プロパティ ファイルに対する変更の復元 5-9

リモート アップグレード時のデータベースのバックアップ 5-9

CLI を使用したサーバ データベースのバックアップ 5-10

サーバ データベースの復元 5-12

アップグレード後の必要な変更の実施 5-13

新しいコンピュータまたはオペレーティング システムへの Security Manager の移行 5-13

Security Manager の更新 5-15
iv
Cisco Security Manager 4.3 インストレーション ガイド

OL-26559-01-J



 

Contents
サービス パックとポイント パッチの入手 5-16

サーバ アプリケーションのアンインストール 5-16

サーバ アプリケーションのダウングレード 5-17

C H A P T E R  6 クライアントのインストールと設定 6-1

Web ブラウザ クライアントの設定 6-1

HTTP/HTTPS プロキシ例外 6-1

Internet Explorer の設定 6-2

Firefox の設定 6-3

プリファレンス ファイルの編集 6-3

ディスク キャッシュのサイズの編集 6-4

ポップアップ ブロックのディセーブル化またはホワイト リストの作成 6-4

JavaScript のイネーブル化 6-5

最新ウィンドウ内の新しいタブ上でのオンライン ヘルプの表示と以降の要求に対す
る既存のウィンドウの再利用 6-5

サードパーティ製ツールでの例外のイネーブル化と設定 6-5

Security Manager クライアントのインストールに関するヒント 6-6

Security Manager クライアントのインストール 6-6

インストールを阻止するセキュリティ設定の処理 6-9

非デフォルト HTTP または HTTPS ポートの設定 6-10

以前のバージョンのクライアントからアップグレードできない 6-10

クライアントのパッチング 6-11

アプリケーションへのログイン 6-11

Security Manager クライアントを使用した Security Manager へのログイン 6-11

Web ブラウザを使用したサーバ アプリケーションへのログイン 6-13

Security Manager クライアントのアンインストール 6-14

C H A P T E R  7 インストール後のサーバ タスク 7-1

すぐに実行すべきサーバ タスク 7-1

必要なプロセスが動作しているかどうかの確認 7-2

MRF を使用した Security Manager プロセスのヒープ サイズの設定 7-2

デフォルト設定 7-3

コンフィギュレーション コマンド 7-4

プロセスに対するヒープ サイズの設定 7-4

1. 既存の設定の保存 7-4

2. 既存の設定の読み取り 7-5

3. 設定の変更 7-5

プロセスに対するヒープ サイズの設定の要約 7-6

ユーザがヒープ サイズの再設定を必要とする一般的なシナリオ 7-6
v
Cisco Security Manager 4.3 インストレーション ガイド

OL-26559-01-J



 

Contents
シナリオ 1 7-6

シナリオ 2 7-6

シナリオ 3 7-7

シナリオ 4 7-7

現行のサーバ セキュリティに関するベスト プラクティス 7-7

インストールまたはアップグレードの確認 7-7

関連情報 7-8

C H A P T E R  8 ユーザ アカウントの管理 8-1

アカウントの作成 8-1

ローカル アカウント 8-1

ACS アカウント 8-2

非 ACS アカウント 8-2

ユーザの権限 8-3

Security Manager ACS 権限 8-4

CiscoWorks ロールについて 8-6

CiscoWorks Common Services デフォルト ロール 8-6

認可タイプの選択および Common Services 内のユーザへのロールの割り当て 8-7

Cisco Secure ACS ロールについて 8-9

Cisco Secure ACS デフォルト ロール 8-10

Cisco Secure ACS ロールのカスタマイズ 8-11

Security Manager 内の権限とロールのデフォルトの関連付け 8-11

Security Manager と Cisco Secure ACS の統合 8-12

ACS 統合要件 8-13

初期 Cisco Secure ACS セットアップ手順の概要 8-14

Cisco Secure ACS で実行する統合手順 8-15

Cisco Secure ACS でのユーザとユーザ グループの定義 8-15

Cisco Secure ACS での管理対象デバイスの AAA クライアントとしての追加 8-17

Cisco Secure ACS での管理制御ユーザの作成 8-21

CiscoWorks で実行する統合手順 8-21

CiscoWorks でのローカル ユーザの作成 8-22

システム識別ユーザの定義 8-22

CiscoWorks での AAA セットアップ モードの設定 8-23

ACS ステータス通知用の SMTP サーバとシステム管理者の電子メール アドレスの
設定 8-25

Daemon Manager の再起動 8-25

Cisco Secure ACS でのユーザ グループへのロール割り当て 8-26

NDG を使用しないユーザ グループへのロールの割り当て 8-26

NDG とロールのユーザ グループへの関連付け 8-27
vi
Cisco Security Manager 4.3 インストレーション ガイド

OL-26559-01-J



 

Contents
Security Manager と ACS の相互作用のトラブルシューティング 8-29

複数のバージョンの Security Manager と 1 つの ACS の使用 8-29

ACS モードで認証に失敗する 8-29

読み取り専用アクセスが付与されたシステム管理者 8-30

ACS の変更が Security Manager に表示されない 8-30

ACS で設定されたデバイスが Security Manager に表示されない 8-31

Cisco Secure ACS が到達不能になった後の Security Manager での作業 8-31

Cisco Secure ACS へのアクセスの復元 8-31

マルチホーム デバイスに伴う認証の問題 8-32

NAT 境界の背後に設置されたデバイスに伴う認証の問題 8-32

Common Services 4.0 を使用したローカル RBAC 8-32

認証モードの設定 8-33

ユーザ管理 8-33

グループ管理 8-34

ロール管理 8-34

A P P E N D I X  A トラブルシューティング A-1

Cisco Security Manager サービスの起動要件 A-1

必要な TCP ポートと UDP ポートの包括的リスト A-1

Security Manager サーバのトラブルシューティング A-3

インストール中のサーバ障害 A-3

インストール後のサーバ障害 A-5

アンインストール中のサーバ障害 A-8

Security Manager クライアントのトラブルシューティング A-10

インストール中のクライアント障害 A-10

インストール後のクライアント障害 A-13

サーバ セルフテストの実行 A-16

サーバ トラブルシューティング情報の収集 A-17

サーバ プロセス ステータスの表示と変更 A-18

サーバ上の全プロセスの再起動 A-18

サーバ インストール ログ ファイルの確認 A-18

A P P E N D I X  B Cisco Security Manager に関するオープン ソース ライセンス通知 B-1

通告 B-1

OpenSSL/Open SSL Project B-3

License Issues B-3

Axis B-4

License B-5
vii
Cisco Security Manager 4.3 インストレーション ガイド

OL-26559-01-J



 

Contents
Castor B-7

License B-8

cglib B-10

License B-10

Velocity B-13

License B-13

Apache Commons B-16

Components B-16

License B-16

ODMG B-19

Availability B-19

License B-19

log4j B-20

License B-20

jdt-compiler-3.1.1.jar B-22

License B-23

jta-1.1.jar B-26

License B-26

slf4j-api-1.5.2.jar B-28

License B-29

Quartz 1.8.0 B-29

License B-29

Java(TM) Platform, Standard Edition Runtime Environment Version 6 (Java SE 6 
Update 30 or JRE 1.6u30) B-32

Lucene B-38

License B-38

Google Protocol Buffers B-41

License B-41

Innovation HTTPClient B-42

License B-42

Jakarta-ORO B-42

License B-42

java-diff B-45

License B-45

javabi-sizeof B-46

License B-46

JFreeChart B-46

License B-46

JGoodies Forms B-46

License B-46
viii
Cisco Security Manager 4.3 インストレーション ガイド

OL-26559-01-J



 

Contents
JiBX B-47

License B-47

jNetStream B-48

License B-48

Restlet B-48

License B-48

Spring B-48

License B-48

A P P E N D I X  C Image Manager の権限マトリクス C-1

I N D E X
ix
Cisco Security Manager 4.3 インストレーション ガイド

OL-26559-01-J



 

Contents
x
Cisco Security Manager 4.3 インストレーション ガイド

OL-26559-01-J



 

�c�L�u�_

Cisco Security Manager>&Security Manager>'�†�Q#Ý�M�€�d�
�±0d�•�?�}�`0d�•�r�[�b�¿�µ�º�á�î�¡�_
4Ä*(�I�€�S�©�«�¥  �¹�Â�–�«�V�[�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�†'ö#.�[�A�r�M���r�S�
 Security Manager �V�[

¹�w�•+��^�œ�È�ª�™�¡�º�\�Ï�Ü�©�î�†�Q#Ý�K�Z�
�X�Ž�b�¹�Â�–�«�?�}�1���Ž�v�b�¹�Â�–�«�r�[�†'ö#.�[
�A�r�M���I�}�_�
 Security Manager �c�
�Ø�î�«�£�î�«�_�œ�ƒ�O�Z�q4:�ì�I�€�S0
�X�b0¿���Å�×�î�†�§
�Ï�î�º�K�S�~�
0
�X�b�É�Û�µ�º�Ç�›�î�Ò�[�w0¿���b�É�ß�Å�ª�Ù�½�å�¢�†�§�Ï�î�º�K�S�~�
�¹�Â�–�«�(8®
�µ+��†�f�j�K�S�~�K�r�M��

>&�@>' Cisco Security Management Suite �_�c�
 Security Manager �b�Ú�_�
�¿�µ�º�á�î�¡�V�b�­�Ÿ�×�Ü�¸�•+#
�>�b�Ô�½�±�Ü�å�¢�
1‘�9�
�(7³�
�>�|�g!“� �ì�†�•+��_�M�•�”�É�Û�–�”�å�«0����b  Cisco Security 
Monitoring, Analysis, and Response System �@�Ü�“�K�Z�8�r�M��
http://www.cisco.com/en/US/products/ps6241/index.html �†�g!·�K�Z�C�T�I�8��

�G�b�Ð�½�×�”�Ý�b% $×�c���b�\�>�~�[�M��

• Security Manager �\6õ4��”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�_6õ�M�•�Á�î�»�˜�™�”0[�ó�\�¯�Ç�º�˜�™
�”0[�ó�†�4�ò�K�r�M��

• �–�å�«�º�î�Ý�P1ß�b�¯�Ç�º�˜�™�”  �”�É�Ü�£�î�©�Ù�å�\�Q�€�}�b�–�å�«�º�î�Ý#”�C�_6õ�M�•5�0[�^
�+�Õ�_�X�8�Z1��Â�K�r�M��

• Security Manager �§�î�Â�>�|�g  Auto Update Server �b�–�å�«�º�î�Ý�m8p�\  Security Manager �b�S
#Ý�¡�Û�–�”�å�º  �¯�Ç�º�˜�™�”�b�–�å�«�º�î�Ý�m8p�†&g�K�r�M��

• �–�å�«�º�î�Ý�‹�_�
�‚�K�C�–�å�«�º�î�Ý�I�€�S�”�É�Ü�£�î�©�Ù�å�†�G�K�C�Q#Ý�M�•�S�u�_�²0[�^�8
���_�X�8�Z1��Â�K�r�M��

• �–�å�«�º�î�Ý�p�r�S�c�–�å�«�º�î�Ý�‹�_$Î#Õ�M�•�•+��ö�b�6�•�e8Ÿ�b#.0Ž�\�º�Û�È�Ý�©�×�î�¸�•�å
�¢�†�-�|�K�r�M��

>&�@>' �”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�M�•�S�_�
 Cisco.com �V�[�
�–�å�«�º�î�Ý�M�•��7•�b�¯�Ç�º�˜�™�”  
�¥�å�Ï�î�¿�å�º�_�q4:�^�Ü�Ü�î�«  �À�î�º >& �q�‚�_���\�K�Z>' �†1��t�G�\�†�N�á�K�r�M���Ü�Ü�î�«  �À�î�º
�_�c�
�G�b�Ð�½�×�”�Ý�_�P�M�•�Ÿ�G�x3ã�•�
�r�S�c�
0£#ì�
 =
��
�–�å�«�º�î�Ý�
�r�S�c�Ž6ä�_�s8j�†
�Z�<�•�Q�b�Ú�b�_���@�µ�r�€�Z�8�•���œ�@�6�~�r�M�� ��0����Ð�½�×�”�Ý�� >&P.xii>' �†�g!·�K�Z�C�T�I�8��

�P1ß1�*…
�G�b�Ð�½�×�”�Ý�c�
�­�Ÿ�×�Ü�¸�•  �–�å�Ç�Û�«�º�Û�¡�³�Õ�†�–�å�«�º�î�Ý�
0¿���
�Ž6ä�
�>�|�g'ö#.�M
�•�¿�µ�º�á�î�¡�¸�\*…�>�|�g�­�Ÿ�×�Ü�¸�•�¸�\*…�†�P1ß�\�K�r�M��
xi
Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»

OL-26559-01-J



 

�c�L�u�_
    
/²0°�2
�G�b�Ð�½�×�”�Ý�[�c�
���b/²0°�2�†�Q#Ý�K�Z�8�r�M��

>&�@>' �� �@5����[�M���z'g�X�_���x�
�G�b�Ð�½�×�”�Ý�è�¥�b�g!·2(�q�^�]�†)��Ó�K�Z�8�r�M��

�@�– �� 0[�@�–���b�–�á�[�M���µ�þ�b�†
/�r�S�c�¹�î�±�†�»�†�£75�M�•�S�u�b�@�–�¦8o�@0°3Ù�I�€�Z�8�r
�M��

�Ä�å�º �� �e8Ÿ0Ž�ô�_�z'g�X�_�� ���[�M���Ä�å�º�_�c�
�º�Û�È�Ý�©�×�î�¸�•�å�¢�x�ï�8�‰�2�[�c�^�C�
�á�å�Ï�–
�å�º�”�»�Â�–�«�\� �]�_%±�W�Z�>�C�\�z'g�X�_���@0°3Ù�I�€�•���œ�v�6�~�r�M��

0����Ð�½�×�”�Ý
�©�«�¥�b�Ð�½�×�”�Ý�>�|�g�Q�b�Ú�b2(�q�c�
 Cisco.com �V�[
°�m�[�A�r�M���G�b8o�[�c�
�©�«�¥�@�f�j
�K�Z�8�•0����Ð�½�×�”�Ý  �Ü�¯�î�«�_�X�8�Z1��Â�K�r�M��

• �� Security Manager �>�|�g  Auto Update Server �b�Ð�½�×�”�Ý�� >&P.xiii>'

• ��6õ4�2(�q�� >&P.xiii>'

8o% /²0°�2

�¥�Ð�å�»�>�|�g�Ÿ�î�á�î�» boldface �Ç�›�å�º

�Ø�î�¨�@�Í�†�æ���M�•�š�X italic �Ç�›�å�º

�­�µ�©�Ù�å�_���>�|�g�©�«�¸�Ò�_���b/²&g
���Š

screen font

�Ø�î�¨�@
°�Š�M�•�_�� boldface screen  font

�Ø�î�¨�@
°�Š�M�•�š�X italic screen font

�•�e�p�b�Ó�½�×�î8o% �b4E�¥ [Option] > [Network Preferences]

/²�p�b�Ó�½�×�î8o% �b4E�¥ [Option] > [Network Preferences]
xii
Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»

OL-26559-01-J



 

�c�L�u�_
Security Manager �>�|�g  Auto Update Server �b�Ð�½�×�”�Ý
/² 1 �_�
 Cisco Security Manager �>�|�g  Auto Update Server �_6õ�M�•
°�m�•+��^�Ð�½�×�”�Ý�†�
 1��t8p
$��_&g�K�r�M��

6õ4�2(�q
/² 2 �_�
 Common Services 4.0 �_6õ�M�•5�0[�^�Ð�½�×�”�Ý�†&g�K�r�M��

�Ð�½�×�”�Ý�b
°�m�‰�2�>�|�g�¸�¡�½�•�Ý  �§�Ï�î�º
�Ð�½�×�”�Ý�b
°�m�‰�2�
�¸�¡�½�•�Ý  �§�Ï�î�º�
�Q�b�Ú�b�w#Ý�^�_���_�X�8�Z�
���b  URL �[�
�–�v�f�‚
�I�€�•�� What's New in Cisco Product Documentation���†�g!·�K�Z�C�T�I�8���©�«�¥�b�‚0d�>�|�g�50ž
"'�b�•/¡�Ð�½�×�”�Ý�b�Ü�«�º�v�V3U�I�€�Z�8�r�M��

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

�� What's New in Cisco Product Documentation���c  RSS �Ç�•�î�»�\�K�Z2N1��[�A�r�M���r�S�
�Ü�î�²�î  
�”�É�Ü�£�î�©�Ù�å�†�Q#Ý�K�Z�¥�å�¸�å�¶�@�¹�«�¡�º�µ�É�_%$�K4Ä�™�I�€�•�|�:�_0¿���M�•�G�\�v�[�A�r
�M�� RSS �Ç�•�î�»�c!“�q�b�§�î�Å�«�[�M���©�«�¥�c#'�~�
 RSS �Â�î�ª�Ù�å  2.0 �†�§�Ï�î�º�K�Z�8�r�M��

/² 1 Security Manager �b�Ð�½�×�”�Ý

�Ð�½�×�”�Ý  �±�–�º�Ý �H�<#Ý�g�'

�� Release Notes for Cisco Security Manager��

Auto Update Server �_6õ�M�•�_���v0°3U�I�€�Z
�8�r�M��

http://www.cisco.com/en/US/products/ps6498/prod_release_notes_list.h
tml

�� Supported Devices and Software Versions for 
Cisco Security Manager��

Auto Update Server �_6õ�M�•�§�Ï�î�º�_���@0°
3U�I�€�Z�8�r�M��

http://www.cisco.com/en/US/products/ps6498/products_device_support
_tables_list.html

�� Cisco Security Manager �–�å�«�º�Þ�î�©�Ù�å  �ž
�–�»��

>&�G�b�Ð�½�×�”�Ý>'

http://www.cisco.com/en/US/products/ps6498/prod_installation_guides_
list.html

�� User Guide for Cisco Security Manager�� http://www.cisco.com/en/US/products/ps6498/products_user_guide_list.
html

�� User Guide for Auto Update Server�� http://www.cisco.com/en/US/products/ps6498/products_user_guide_list.
html

�e+&�k�Ñ�œ�å�Û�–�å  �Ê�Ý�É GUI �[�œ�É�©�Ù�å�†4E�¥�K�Z�
 [Help] �†�¡�Ü�µ�¡�K�r�M��

/² 2 6õ4�0����b�Ð�½�×�”�Ý

�Ð�½�×�”�Ý  �±�–�º�Ý Cisco.com URL

Common Services �b�Ð�½�×�”�Ý

�� Release Notes for CiscoWorks Common 
Services 4.0��

http://www.cisco.com/en/US/products/sw/cscowork/ps3996/prod_releas
e_notes_list.html

�� User Guide for CiscoWorks Common Services 
4.0��

http://www.cisco.com/en/US/products/sw/cscowork/ps3996/products_us
er_guide_list.html
xiii
Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»

OL-26559-01-J



 

�c�L�u�_
    
xiv
Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»

OL-26559-01-J



 

Cisco Se
OL-26559-01-J
C H A P T E R 1

�+0[

�G�b'v�c�
���b
Æ���[�S�B�I�€�Z�8�r�M��

• ���¥�å�Ï�î�¿�å�º  �”�É�Ü�£�î�©�Ù�å�b�+0[�� >&P.1-1>'

• ��6õ4��”�É�Ü�£�î�©�Ù�å�b�+0[�� >&P.1-3>'

�¥�å�Ï�î�¿�å�º  �”�É�Ü�£�î�©�Ù�å�b�+0[
Security Manager �–�å�«�º�î�Û�†�Q#Ý�M�€�d�
"I���b�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�[�A�r�M���Q
�b���œ�c�
�Ú�b�”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�@0[�Ó�I�€�r�M���G�b8o�[�c�
���b�”�É�Ü�£�î�©�Ù�å
�\�Q�b%&�«�k�Ñ�ö�_�X�8�Z1��Â�K�r�M��

• �� Common Services��>&P.1-1>'

• �� Security Manager��>&P.1-2>'

• �� Auto Update Server��>&P.1-2>'

Common Services

CiscoWorks Common Services 4.0>&Common Services>'�c�
 Security Manager 4.3 �>�|�g  Auto Update 
Server 4.3 �@�·�8�M�•�S�u�_�²0[�[�M�� Security Manager �c�
 Common Services �@�M�[�_�©�«�¸�Ò�_
�–�å�«�º�î�Ý�I�€�Z�8�•���œ�
�r�S�c�
 Security Manager �\�M)t�_  Common Services �b�–�å�«�º�î�Ý
�v4E�¥�K�S���œ�_�b�s�–�å�«�º�î�Ý�[�A�r�M��

Common Services �c�
�¹�î�±�–�Ñ�
�ß�¢�–�å�
�Ø�î�¨  �ß�î�Ý��*O�
�”�¡�­�«"I�’�
�­�Ÿ�×�Ü�¸�•  �É�ß
�º�¥�Ý�
�>�|�g�¼�Å�¤�î�©�Ù�å#Ý�b�Ç�Þ�î�Ò�á�î�¡�†�f�j�K�r�M���r�S�
�–�å�«�º�î�Ý�
�¹�î�±'ö#.�

�–�Ë�å�º�>�|�g�Ó�µ�­�î�ª��#.�
�>�|�g�ª�Ù�È�>�|�g�É�ß�­�«'ö#.#Ý�b�Ç�Þ�î�Ò�á�î�¡�v�f�j�K�r�M��
Common Services �@ Security Manager �_�j)%�M�•�²8r�§�î�Â
��¥�å�Ï�î�¿�å�º�c���b�\�>�~�[�M��

• SSL �Û�–�È�Û�Ü

• )��s3¸�s�º  SQL �¹�î�±�Ë�î�«

• Apache Web �§�î�Â

• Tomcat �§�î�È�Þ�µ�º  �š�å�ª�å

• CiscoWorks �Í�î�Ò�Ì�î�ª

• �Â�µ�¡�”�µ�É / �Ÿ
–�µ+�
1-1
curity Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»



 

'¨  1 'v       �+0[
    �¥�å�Ï�î�¿�å�º  �”�É�Ü�£�î�©�Ù�å�b�+0[

 

0ò(ý�_�X�8�Z�c�

http://www.cisco.com/en/US/products/sw/cscowork/ps3996/products_eol_versions_and_options.html 
�_�6�•  Common Services �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

Security Manager

Cisco Security Manager �c�
�©�«�¥�b�¿�µ�º�á�î�¡  �¹�Â�–�«�\�­�Ÿ�×�Ü�¸�•  �¹�Â�–�«�V�[�Ç�“�–�”
�˜�›�î�Ý�
 VPN�
�>�|�g  Intrusion Prevention System>&IPS; �u
°75�š�©�«�¸�Ò>'�­�Ÿ�×�Ü�¸�•  �§�î�Å
�«�†0¿���M�•�S�u�_0¿0£�I�€�S�š�å�±�î�É�Û�–�¬�¡�Û�«�b'ö#.�”�É�Ü�£�î�©�Ù�å�[�M���r�S�
 Cisco 
Security Manager �c�
�Ï�Ü�©�î�Ë�î�«�b'ö#.�¸�¡�½�µ�¡�†�Q#Ý�M�•�G�\�_�|�W�Z�
�M�m�Z�b0d�•�b
�¿�µ�º�á�î�¡>&�`0d�•�¿�µ�º�á�î�¡�?�}�1���v�b�¹�Â�–�«�[�S�B�I�€�S�±0d�•�¿�µ�º�á�î�¡�r�[>'�[�Q
#Ý�[�A�r�M���I�}�_�
 Cisco Security Manager �c�
 Cisco Security Monitoring, Analysis, and Response
System>&MARS>'�\4��·�K�r�M���G�b  2 �X�b0����†)��s�œ�ƒ�O�Z�Q#Ý�M�•�G�\�_�|�W�Z�
0¿��'ö#.�

�­�Ÿ�×�Ü�¸�•  �Ô�½�±�Ü�å�¢�
�(�Ò�
�>�|�g&ã/œ�†��#.�M�•�ß�Ó$×�^�­�Ÿ�×�Ü�¸�•'ö#.�¯�Ü�×�î�©�Ù�å
�@��#'�K�r�M��

>&�@>' Security Manager �b0ò(ý�_�X�8�Z�c�
 http://www.cisco.com/go/csmanager �_�”�¡�­�«�K�Z�C�T
�I�8�� Cisco Security MARS �b0ò(ý�_�X�8�Z�c�
 http://www.cisco.com/go/mars �_�”�¡�­�«�K
�Z�C�T�I�8��

Security Manager �†�Q#Ý�M�•�_�c�
�§�î�Â  �¯�Ç�º�˜�™�” �\ �¡�Û�–�”�å�º  �¯�Ç�º�˜�™�”�†�–�å�«�º�î�Ý
�M�•�²0[�@�6�~�r�M��

Security Manager �@�f�j�M�•�µ+��c���b�\�>�~�[�M��

• 1 �X�b�¹�«�¡�º�µ�É�?�}�b  VPN�
�Ç�“�–�”�˜�›�î�Ý�
�>�|�g�u
°75�š�©�«�¸�Ò�b�§�î�Å�«�Þ�Ë�Ý
�>�|�g�¹�Â�–�«�Þ�Ë�Ý�b�É�ß�Å�ª�Ù�½�å�¢

• �¹�Â�–�«0¿���b�ß�î�Ý�Â�µ�¡

• �º�Ï�ß�ª  �Ð�µ�É�g�'�[�b�¿�µ�º�á�î�¡�b�•0i�ì

• �á�î�¡�Ç�ß�î  �Ô�î�»

• �¦�S��*O�>�|�g�Ø�î�¨��*O�b  FlexConfig �§�î�Å�«  �¸�å�É�Þ�î�º

• )+�œ�–�å�Ë�å�º�Ü�
2(�A�_���
�(8®�
�>�|�g
¹�w�Ï�Ü�©�î  �œ�È�ª�™�¡�º

• 6õ4��”�É�Ü�£�î�©�Ù�å�_�P�M�•�}�<�^%&�«2s�·�”�¡�­�«

– �§�î�Â  �¯�Ç�º�˜�™�”�†�–�å�«�º�î�Ý�M�•�\�
 Adaptive Security Device Manager>&ASDM>'�

PIX Device Manager>&PDM>'�
 Security Device Manager>&SDM>'�
�>�|�g  IPS Device 
Manager>&IDM >'�b�›�¹�Â�–�«  �Ð�¿�î�ª�Õ�b1��s�v�~�S#Ý�Â�î�ª�Ù�å�v�–�å�«�º�î�Ý�I�€�r
�M��

– ASA �¹�Â�–�«�\  PIX �¹�Â�–�«�†  Security Manager �?�}  Auto Update Server>&AUS>'�_3ã�•�[
�A�r�M��

• ASA �¹�Â�–�«�\  IPS �¹�Â�–�«�_�|�W�Z#Õ�B�I�€�S�–�Ë�å�º�b)+�œ�Ô�½�±�Ü�å�¢�� Event Viewer �µ
+��†�Q#Ý�M�•�G�\�_�|�W�Z�
 ASA �¹�Â�–�«�\  IPS �¹�Â�–�«�?�}�b�–�Ë�å�º�†4E�¥$×�_�Ô�½�±�
/²
&g�
�>�|�g�è���[�A�r�M��

Auto Update Server

AUS �b�–�å�«�º�î�Ý�†4E�¥�K�S���œ�c�
�Q�€�†  Security Manager �@�–�å�«�º�î�Ý�I�€�S�§�î�Â�r�S�c
�9�b�§�î�Â>& DMZ 
Æ�b�§�î�Â�^�]>'�_�–�å�«�º�î�Ý�[�A�r�M�� AUS �\  Security Manager �c�
�¹�Â�–
�«  �–�å�Ë�å�º�Ü�_���\�Q�b�Ú�b�¹�î�±�†
¹�w�[�A�r�M�� AUS �c�
�È�Û�˜�¨�Ë�î�«�b�Ø�î�¨  �–�å�±�î
�Ç�™�–�«�†�Q#Ý�M�•�S�u�
 Common Services �@�²0[�[�M��
1-2
Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»  

OL-26559-01-J



 

'¨  1 'v       �+0[
    6õ4��”�É�Ü�£�î�©�Ù�å�b�+0[
AUS �†�Q#Ý�M�€�d�
+¬�·�”�µ�É�¹�î�º�µ+��†�Q#Ý�M�•  PIX Security Appliance>&PIX>'�¹�Â�–�«�\  
Adaptive Security Appliance>&ASA>'�¹�Â�–�«�V�b�¹�Â�–�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�\�¯�Ç
�º�˜�™�”  �–�Ó�î�ª�†�”�µ�É�¢�Þ�î�»�[�A�r�M�� AUS �c�
�¹�Â�–�«0¿���
0¿���”�µ�É�¹�î�º�
�¹�Â�–�«  
OS �”�µ�É�¹�î�º�
�>�|�g���‡0¿��&�1��_�Q#Ý�•+��^0¿���b�É�Ý  �Ô�¹�Ý�†�§�Ï�î�º�K�r�M���•�<�Z�
+¬
�·�”�µ�É�¹�î�º�µ+��\)��s�œ�ƒ�O�Z�·$×  IP �”�»�Þ�«�†�Q#Ý�M�•�§�Ï�î�º�P1ß�¹�Â�–�«�c�
 AUS �†�Q#Ý
�K�Z�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �Ç�“�–�Ý�†�”�µ�É�¢�Þ�î�»�K�S�~�
�¹�Â�–�«�_���\�«�¸�î�±�«�_���†�û
�K�S�~�[�A�r�M��

AUS �c�
�Ü�Ô�î�º  �­�Ÿ�×�Ü�¸�•  �¿�µ�º�á�î�¡�b�«�£�î�Û�Å�Ü�¸�•�†�¥�V�I�O�
�Ü�Ô�î�º  �­�Ÿ�×�Ü
�¸�•  �¿�µ�º�á�î�¡�b)T�â�¥�«�º�†�P�ö�K�
�”�»�Þ�«�æ���I�€�S�Ü�Ô�î�º  �Ç�“�–�”�˜�›�î�Ý�†�·$×�_'ö
#.�[�A�•�|�:�_�K�r�M��

AUS �b0ò(ý�_�X�8�Z�c�
 Security Manager �§�–�º�b  http://www.cisco.com/go/csmanager �_�6�•  AUS 
�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

Performance Monitor

�Â�î�ª�Ù�å  4.3 �?�}�
 Cisco Security Manager �_�c�
�¥�å�Ã�½�œ�å  �”�É�Ü�£�î�©�Ù�å�b  Performance 
Monitor �c�Ü�“�K�Z�8�r�O�‡��

Resource Manager Essentials

�Â�î�ª�Ù�å  4.3 �?�}�
 Cisco Security Manager �_�c�
�¥�å�Ã�½�œ�å  �”�É�Ü�£�î�©�Ù�å�b  CiscoWorks 
Resource Manager Essentials>&RME>'�c�Ü�“�K�Z�8�r�O�‡��

6õ4��”�É�Ü�£�î�©�Ù�å�b�+0[
Security Manager �_)+�œ�K�Z3ã�•�b�µ+��\�Ó�Ü�µ�º�†�f�j�M�•�Q�b�Ú�b�”�É�Ü�£�î�©�Ù�å�@�©�«�¥�?
�}�f�j�I�€�Z�8�r�M��

• Cisco Security Monitoring Analysis and Response System>&MARS>'>8Security Manager �c�

MARS �†�Q#Ý�K�Z�Ç�“�–�”�˜�›�î�Ý�\  IPS �_6õ�M�•�Ï�Ü�©�î�\�–�Ë�å�º6ë�b%&�«�Ü�å�¡�†�§�Ï�î
�º�K�r�M�� Security Manager �¡�Û�–�”�å�º�†�Q#Ý�K�Z�
"I���b�Ç�“�–�”�˜�›�î�Ý  �Ý�î�Ý�r�S�c  IPS 
*+�¡�†�I1*/²&g�K�
�Q�€�}�b�Ý�î�Ý�r�S�c*+�¡�_6õ�M�•�–�Ë�å�º�b/²&g�†0[�Ó�K�r�M�� MARS �†
�Q#Ý�M�€�d�
 Security Manager �[�
�Ç�“�–�”�˜�›�î�Ý  �–�Ë�å�º�r�S�c  IPS �–�Ë�å�º�†4E�¥�K�Z�

�M+´�M�•�Ý�î�Ý�r�S�c*+�¡�b/²&g�†0[�Ó�[�A�r�M���G�b�|�:�^�Ï�Ü�©�î / �–�Ë�å�º%&�«�Ü�å�¡�c�

"I�_�
�¿�µ�º�á�î�¡�K)F�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�
�•�Q#Ý�Ý�î�Ý�b"I���
�>�|�g*+�¡1*�Z�q�·�_
�z'g�U�r�M���Ï�Ü�©�î / �–�Ë�å�º%&�«�Ü�å�¡�µ+��b0ò(ý�@�
 �� User Guide for Cisco Security 
Manager���_0°3U�I�€�Z�8�r�M�� MARS �b0ò(ý�_�X�8�Z�c�
 http://www.cisco.com/go/mars �_�”
�¡�­�«�K�Z�C�T�I�8��

• Cisco Secure Access Control System>&ACS>'>8�œ�É�©�Ù�å�[�
 Security Manager �Ø�î�¨�b1�0É�\
1��•�_  ACS �†�Q#Ý�M�•�|�:�_  Security Manager �†0¿���[�A�r�M�� ACS �c�
�A�u(ý�?�^�ß�î�Ý  
�Ë�î�«�b1��•�D�š�_6õ�M�•�•�«�±�Ò  �Ø�î�¨  �É�ß�Ç�“�–�Ý�b��*O�\�
"I���b�¹�Â�–�«  �­�µ�º�_�Ø�î
�¨�†�D7H�M�•�µ+��†�§�Ï�î�º�K�r�M�� Security Manager �\  ACS �b)+�œ�b0¿���‰�2�_�X�8�Z�c�


�� Security Manager �\  Cisco Secure ACS �b)+�œ��>&P.8-12>' �†�g!·�K�Z�C�T�I�8�� ACS �b0ò(ý�_�X
�8�Z�c�
 http://www.cisco.com/go/acs �_�”�¡�­�«�K�Z�C�T�I�8��

• Cisco Configuration Engine>8Security Manager �c�
�¹�Â�–�«0¿���b�Ž6ä�Ó�•�½�¬�Ò�\�K�Z�b  
Cisco Configuration Engine �b�Q#Ý�†�§�Ï�î�º�K�r�M�� Security Manager �c�
�j�(�¥�å�Ç�•� �×
�Þ�î�©�Ù�å  �Ç�“�–�Ý�†  Cisco Configuration Engine �_�û�K�Z�
�–�Ñ�†�k8—�K�
�¹�Â�–�«�?�}1��s�v
�€�•�|�:�_�K�r�M�� Cisco IOS �Ý�î�±�
 PIX �Ç�“�–�”�˜�›�î�Ý�
 ASA �¹�Â�–�«�^�]�b  Dynamic 
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    �–�Ë�å�º'ö#.�b�–�¿�î�È�Ý�ì�b�s8j
Host Configuration Protocol>&DHCP>'�§�î�Â�†�Q#Ý�M�•�¹�Â�–�«�c�
 Cisco Configuration Engine 
�_0¿��>&�>�|�g�–�Ó�î�ª>'�b�”�µ�É�¹�î�º�†�k8—�K�r�M�� Security Manager �\  Configuration 
Engine �†�Q#Ý�M�€�d�
7ü$×  IP �”�»�Þ�«�†�â�X�¹�Â�–�«�†'ö#.�M�•�G�\�v�[�A�r�M��7ü$×  IP �”�»
�Þ�«�†�Q#Ý�K�Z�8�•���œ�c�
�¿�µ�º�á�î�¡�V�[�¹�Â�–�«�†"I���K�Z�
 Configuration Engine )�#ä�[
0¿���†�Ž6ä�[�A�r�M�� Security Manager �\�M)t�_�Q#Ý�•+��^  Configuration Engine �Ü�Ü�î�«�_�X�8
�Z�c�
 http://www.cisco.com/en/US/products/ps6498/prod_release_notes_list.html �[�G�b0����Â�î
�ª�Ù�å�_6õ�M�•�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8�� Configuration Engine �b0ò(ý�_�X�8�Z�c�

http://www.cisco.com/en/US/products/sw/netmgtsw/ps4617/index.html �_�”�¡�­�«�K�Z�C�T�I�8��

�–�Ë�å�º'ö#.�b�–�¿�î�È�Ý�ì�b�s8j
Security Manager �§�î�Â�V�[�–�Ë�å�º'ö#.�†�–�¿�î�È�Ý�_�K�S���œ�c�
�Q�b�§�î�Â�†���b�§�î�Å�«�_
�Q#Ý�[�A�r�O�‡��

• CiscoWorks Common Services �V�b  Syslog 

Security Manager �b�–�å�«�º�î�Ý�r�S�c�”�µ�É�¢�Þ�î�»�ì�_�
 Common Services syslog �§�î�Å�«  �Ï�î
�º�@ 514 �?�}  49514 �_�š�f�I�€�r�M���6�\�[  Security Manager �@�”�å�–�å�«�º�î�Ý�I�€�S���œ�
�Ï�î
�º�c  514 �_�`�I�€�r�O�‡���Ï�î�º�_6õ�M�•3ã�•�_���c�
 /² 3-1>&P.3-2>' �\ /² A-1>&P.A-2>' �[
°�m�[�A�r
�M��

�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�[�Q#Ý�[�A�•  RAM �b��5��@�Y2Š�K�Z�8�•���œ�c�
 Event Viewer �@�¹�•
�­�î�È�Ý�_�I�€�r�M>& /² 3-3>&P.3-4>' �[0ò(ý�†�g!·>' ���S�T�K�
 Common Services syslog �§�î�Å�«  �Ï�î
�º�c�š�f�I�€�r�M��
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�Û�–�­�å�«

�G�b'v�b�_���†�Q#Ý�K�Z�
 Cisco Security Manager 4.3 �†�–�å�«�º�î�Ý�>�|�g�Q#Ý�M�•�S�u�_�²0[�^�Û
�–�­�å�«�†�ô���[�A�r�M���I�}�_�G�b'v�[�c�
�«�±�å�²�î�»"'�
�É�ß�Ç�™�µ�©�Ù�¼�Ý"'�
0Û�o"'�^�]�


°�m�•+��^�›'��Û�–�­�å�«�_�X�8�Z�v1��Â�K�Z�8�r�M��

�8�C�X�?�b�@5��†7V�A�
�G�b'v�[�c�Û�–�­�å�«  �–�å�«�º�î�Ý�_�X�8�Z1��Â�K�r�O�‡�� '¨ 5 'v���§�î�Â  
�”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»�� �†�g!·�K�Z�C�T�I�8��

�G�b'v�b  Cisco ASA-5500 �©�Ü�î�¬�>�|�g  IPS 4300 �©�Ü�î�¬�_6õ�M�•"I�9�^8o�[�c�
�¹�Â�–�«�X�_�X
�8�Z1��Â�K�r�M��

�G�b'v�b�q�‹�_�c�
 Cisco Security Manager API �†�Q#Ý�M�•�©�«�¥  �Ã�î�º�¼�î�b  API �Û�–�­�å�«�_6õ
�M�•�_���†&g�K�r�M��

Security Manager 4.3 �†�–�å�«�º�î�Ý�>�|�g�Q#Ý�M�•�S�u
�_�²0[�^�Û�–�­�å�«�b�ô��

�²0[�^�Û�–�­�å�«�c�
�‚0d�_�–�å�«�º�î�Ý�M�•�b�?�
�S�b�Â�î�ª�Ù�å�?�}�”�µ�É�¢�Þ�î�»�M�•�b�?�_
�|�W�Z$��^�~�r�M��

• �� Security Manager 4.3 �b�‚0d�–�å�«�º�î�Ý�� >&P.2-1>'

• �� Security Manager 4.0�
 4.0.1�
 4.1�
�r�S�c  4.2 �?�}�b�”�µ�É�¢�Þ�î�»�� >&P.2-1>'

• �� Security Manager 3.3 �r�S�c  3.3.1 �?�}�b�”�µ�É�¢�Þ�î�»�� >&P.2-2>'

• �� Security Manager 3.2�
 3.2.1�
�r�S�c  3.2.2 �?�}�b�”�µ�É�¢�Þ�î�»�� >&P.2-2>'

Security Manager 4.3 �b�‚0d�–�å�«�º�î�Ý  
Cisco Security Manager 4.3 �†�‚0d�[�–�å�«�º�î�Ý�M�•�_�c�
0ñ�\�M�•  Cisco Security Manager 4.3 �Û
�–�­�å�«�†2N
°�M�•�²0[�@�6�~�r�M�� Cisco Security Manager �Û�–�­�å�«�b0ò(ý�_�X�8�Z�c�

http://www.cisco.com/en/US/products/ps6498/prod_bulletins_list.html �_�6�•0���3ÿ���†�g!·�K�Z�C�T
�I�8��

Security Manager 4.0 �
 4.0.1�
 4.1�
�r�S�c  4.2 �?�}�b�”�µ�É�¢�Þ�î�»  
Security Manager 4.0�
 4.0.1�
 4.1�
�r�S�c  4.2 �?�}�b�”�µ�É�¢�Þ�î�»�b���œ�
�Û�–�­�å�«�†4:#Ý�M�•�²
0[�c�6�~�r�O�‡���¤�Ñ�b�Û�–�­�å�«�@�w� �[�M��
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'¨  2 'v       �Û�–�­�å�«
    Security Manager �b�Û�–�­�å�«�b1��Â
Security Manager 3.3 �r�S�c  3.3.1 �?�}�b�”�µ�É�¢�Þ�î�»

Cisco Security Manager 3.3 �r�S�c  3.3.1 �?�}�”�µ�É�¢�Þ�î�»�M�•�>���]�c�
0ñ�\�M�•  Cisco Security 
Manager 4.3 �Û�–�­�å�«�r�S�c�Â�î�ª�Ù�å  �”�µ�É�¢�Þ�î�»  �Û�–�­�å�«�†2N
°�M�•�²0[�@�6�~�r�M��
Cisco Security Manager �Û�–�­�å�«�b0ò(ý�_�X�8�Z�c�

http://www.cisco.com/en/US/products/ps6498/prod_bulletins_list.html �_�6�•0���3ÿ���†�g!·�K�Z�C�T
�I�8��

Security Manager 3.2 �
 3.2.1�
�r�S�c  3.2.2 �?�}�b�”�µ�É�¢�Þ�î�»

Cisco Security Manager 3.2�
 3.2.1�
�r�S�c  3.2.2 �?�}�”�µ�É�¢�Þ�î�»�M�•�>���]�c�
0ñ�\�M�•  Cisco 
Security Manager 4.3 �Û�–�­�å�«�r�S�c�Â�î�ª�Ù�å  �”�µ�É�¢�Þ�î�»  �Û�–�­�å�«�†2N
°�M�•�²0[�@�6�~
�r�M�� Cisco Security Manager �Û�–�­�å�«�b0ò(ý�_�X�8�Z�c�

http://www.cisco.com/en/US/products/ps6498/prod_bulletins_list.html �_�6�•0���3ÿ���†�g!·�K�Z�C�T
�I�8��

Security Manager �b�Û�–�­�å�«�b1��Â
�ö�•�Û�–�­�å�«�\�K�Z  Standard �\  Professional �b  2 '�8®�@�f�j�I�€�Z�>�~�
 !“�q�b  90 �¥6ë0Û�o�Û�–�­
�å�«�v�6�~�r�M��

Standard �>�|�g  Professional
Cisco Security Manager 4.3 �_�P�K�Z�Q#Ý�•+��^�ö�•�Û�–�­�å�«�b�Ü�«�º�_�X�8�Z�c�
 /² 2-1 �†�g!·�K
�Z�C�T�I�8��

/² 2-1 �Q#Ý�•+��^�ö�•�Û�–�­�å�«�b�Ü�«�º

�Û�–�­�å�«�¡ �Û�–�­�å�«�b$�&à
'ö#.�•+��^�¹�Â�–�«�b�Ž�X>& ���¹
�Â�–�«�X�� >&P.2-5>' �†�g!·>'

Standard-5 ST5 5

Standard-10 ST10 10

Standard-25 ST25 25

Professional-50 PRO50 50

Professional-100 PRO100 100

Professional-250 PRO250 250
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'¨  2 'v       �Û�–�­�å�«
    Security Manager �b�Û�–�­�å�«�b1��Â
Professional �ö�•�Â�î�ª�Ù�å�\  Standard �ö�•�Â�î�ª�Ù�å�b�š3Q�_�X�8�Z�c�
 /² 2-2 �†�g!·�K�Z�C�T�I
�8��

�ö�•�Û�–�­�å�«�†�v�“�M�•�_�c�
 Cisco.com �b�Ø�î�¨  ID �†�–�w>&�r�S�c�v�“>'�K�Z�8�•�²0[�@�6�~�

Cisco.com �V�[�¯�Ç�º�˜�™�”�b�¥�Æ�î�†$Ï6��M�•�²0[�@�6�~�r�M��$Ï6��ì�_�
2N
°�K�S�¯�Ç�º�˜�™�”  
�Ã�µ�£�î�ª
Æ4Š�b  Software License Claim Certificate �_2��}�€�Z�8�•  Product Authorization Key

>&PAK; 0���1�0É�Ÿ�î>'�†
°�Š�M�•�²0[�@�6�~�r�M��

• Cisco.com �b$Ï6��Ø�î�¨�b���œ�c�
 http://www.cisco.com/go/license  �?�}���u�Z�C�T�I�8��

• Cisco.com �b$Ï6��Ø�î�¨�[�^�8���œ�c�
 http://tools.cisco.com/RPF/register/register.do  �?�}���u�Z
�C�T�I�8��

�Q#Ý6ä���?�}  90 �¥�è
Æ�b�[�A�•�T�E�©�8�ì�‡�_�
0����b4�)F�Q#Ý�†�–0É�M�•�S�u�_�²0[�^�¹�Â�–�«�b
�Ž�X�(�b  Security Manager �†$Ï6��M�•�²0[�@�6�~�r�M���”�É�Ü�£�î�©�Ù�å�†2s�·�M�•�S�g�_�
0Û�o�Û
�–�­�å�«�b�g�~�b�¥�X�@/²&g�I�€�
0Û�o�‡6ë�p�b�”�µ�É�¢�Þ�î�»�@�•�I�€�r�M��0Û�o�‡6ë�@)
�¢�M�•
�\�
�Û�–�­�å�«�†�”�µ�É�¢�Þ�î�»�M�•�r�[�ß�¢�–�å�[�A�^�C�^�~�r�M��

$Ï6��‹�_�
�ö�•�¯�Ç�º�˜�™�”  �Û�–�­�å�«�@�
�æ���K�S7Á�Ê�Ó�î�Ý  �”�»�Þ�«�_3æ�}�€�Z�A�r�M���Û�–�­
�å�«�c�ó
²�^���d�_�–'ö�K�Z�C�T�I�8��

90 �¥6ë�b0Û�o�Û�–�­�å�«  
�–�å�«�º�î�Ý�ì�_�Û�–�­�å�«�†
°�Š�K�^�8�\�
�Q�b�–�å�«�º�î�Ý�c0Û�o"'�_�^�~�r�M���r�S�
�–�å�«
�º�î�Ý�ì�_  [Evaluation Only] �†4E�¥�M�•�G�\�v�[�A�r�M�� �� Security Manager �§�î�Â�
 Common 
Services�
�>�|�g  AUS �b�–�å�«�º�î�Ý�� >&P.5-2>' �†�g!·�K�Z�C�T�I�8��

0Û�o�Û�–�­�å�«�[�c�
�Q#Ý�•+��^�¹�Â�–�«�@  50 �Ž�r�[�_�D7H�I�€�r�M��

0Û�o�Û�–�­�å�«�[�c�
 Professional "'�Û�–�­�å�«�\� �L�’7H�@�Z�<�}�€�r�M���S�T�K�
�j�(�Û�–�­�å�«
�†0Û�o"'�_4:#Ý�M�•�G�\�c�[�A�r�O�‡��

/² 2-2 Professional �ö�•�Â�î�ª�Ù�å�\  Standard �ö�•�Â�î�ª�Ù�å�b�š3Q

�µ+�
Professional �[�§�Ï�î�º�I�€
�•�? Standard �[�§�Ï�î�º�I�€�•�?

50�
 100�
�>�|�g  250 �Ž�"�)�[
�¹�Â�–�«�X�†3ã�•�M�•�j�(>& ��3ã
�•�� >'�¹�Â�–�«  �Û�–�­�å�«  �Ã�µ
�£�î�ª�b�§�Ï�î�º

Yes No

Cisco Catalyst 6500 �>�|�g  7600 
�©�Ü�î�¬  �«�–�µ�³�\6õ4��§�î�Å
�«  �Ô�ª�×�î�Ý�b'ö#.�_�P�M�•�§
�Ï�î�º

Yes No

�Ç�“�–�”�˜�›�î�Ý  �§�î�Å�«  �Ô
�ª�×�î�Ý�b'ö#.�_�P�M�•�§�Ï�î
�º

Yes No

�M�ì�Û�–�­�å�«>&�w� �‡7H�Ü�A
�b�Û�–�­�å�«>'�_�P�M�•�§�Ï�î
�º

Yes No>&�Ì�‚�Û�–�­�å�«�b�s�§�Ï�î
�º>'
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'¨  2 'v       �Û�–�­�å�«
    Standard �?�}  Professional �l�b�”�µ�É�¢�Þ�î�»  �Û�–�­�å�«
Standard �?�}  Professional �l�b�”�µ�É�¢�Þ�î�»  �Û�–�­�å
�«  

Standard �?�}  Professional �l�b�”�µ�É�¢�Þ�î�»  �Û�–�­�å�«�†�Q#Ý�[�A�r�M���ö�•�Û�–�­�å�«�@  
Standard-25>&�� ST25��>'�b���œ�_�b�s4:#Ý�[�A�r�M��

�Â�î�ª�Ù�å  �”�µ�É�¢�Þ�î�»  �Û�–�­�å�«  
3.3 �^�]�b�è�S�b�Ó�ª�Õ�î  �Â�î�ª�Ù�å�?�}  Security Manager 4.3 �_�”�µ�É�¢�Þ�î�»�M�•�²0[�@�6�•���œ
�c�
�Â�î�ª�Ù�å  �”�µ�É�¢�Þ�î�»  �Û�–�­�å�«�†2N
°�[�A�r�M��

�Â�î�ª�Ù�å  �”�µ�É�¢�Þ�î�»  �Û�–�­�å�«�c0
�X'�8®�6�~�r�M���›�Û�–�­�å�«�c�
�è�S�b�Â�î�ª�Ù�å�b"I
���b�ö�•�Û�–�­�å�«�\�P�Â�K�r�M��"I���b�”�µ�É�¢�Þ�î�»  �Û�–�­�å�«>&�S�\�<�d  PRO50U>'�c�
�Q�€
�_�P�Â�M�•�ö�•�Û�–�­�å�«>&�S�\�<�d  PRO50>'�†�è�S�b�Â�î�ª�Ù�å�b  Security Manager �_4:#Ý�K�Z�8
�S���œ�_�b�s�Q#Ý�[�A�r�M���Q�€�è�¥�b�”�µ�É�¢�Þ�î�»  �Û�–�­�å�«�c�w�E
°�€�}�€�r�O�‡��

�j�(>& ��3ã�•�� >'�Û�–�­�å�«  
�H�Q#Ý�b�ö�•�Û�–�­�å�«�@>& Standard "'�x0Û�o"'�[�c�^�C>' Professional "'�b���œ�
�j�(>& ��3ã�•�� >'�Û
�–�­�å�«�†2N
°�K�Z�
'ö#.�•+��^�¹�Â�–�«�b�Ž�X�†�Q�x�M�G�\�@�[�A�r�M���j�(�Û�–�­�å�«�c�
�²0[�^
�X�T�E2N
°�[�A�r�M��

�è�S�b�Â�î�ª�Ù�å�_�P�M�•�j�(>& ��3ã�•�� >'�Û�–�­�å�«�c�
#'�~�b�Â�î�ª�Ù�å�_�P�K�Z�v�w� �[�M���S�\
�<�d�
 Security Manager 4.3 �_�P�M�•  Professional-50 �Û�–�­�å�«�†�–�w�K�Z�8�•���œ�
 4.2 �b�j�(�¹�Â
�–�«  �Û�–�­�å�«�†�Q#Ý�[�A�r�M��

�j�(�Û�–�­�å�«�c�
 50�
 100�
�>�|�g  250 �Ž�"�)�[�¹�Â�–�«�X�†3ã�•�[�A�r�M��

�”�¡�¸�•�È  �§�î�Â�\�«�±�å�Â�–  �§�î�Â
Cisco Security Manager �Û�–�­�å�«�[�c�
 Cisco Security Manager �b�Q#Ý�c  1 �Ž�b�§�î�Â�V�[�b�s0Á�•
�I�€�r�M���–�_  1 �Ž�b�§�î�Â�b�s�@�”�¡�¸�•�È�_�^�•���œ�c�
�«�±�å�Â�–�b  Cisco Security Manager 
�§�î�Â>&�Á�–  �”�Ë�–�Û�Å�Ü�¸�•0¿���x�¹�•�¨�«�±  �Ü�•�Â�Ü0¿���^�]�[�Q#Ý�I�€�•>'�_�9�¶�b�Û�–�­�å
�«�†#Ý�–�M�•�²0[�c�6�~�r�O�‡���G�€�c�
�Á�–  �”�Ë�–�Û�Å�Ü�¸�•>& HA>'�@�Q#Ý�I�€�Z�8�•���œ�_�v�\
�Z�c�r�~�r�M��

>&�@>' �«�±�å�Â�–  �§�î�Â�†�Q#Ý�M�•�Ø�î�¨�c�
���‡$×�_�”�¡�¸�•�È  �§�î�Â�?�}�¹�î�±�Ë�î�«�†�m�·�[
�Ÿ
–�M�•�²0[�@�6�~�r�M��

�¥�å�Ï�î�¿�å�º  �”�É�Ü�£�î�©�Ù�å�_�P�M�•�Û�–�­�å�«
�M4Š�b�¥�å�Ï�î�¿�å�º  �”�É�Ü�£�î�©�Ù�å�_�c�
�Û�–�­�å�«  �Ç�“�–�Ý�c�²0[�6�~�r�O�‡��

• Common Services �_�c�Û�–�­�å�«  �Ç�“�–�Ý�@�²0[�6�~�r�O�‡��

• Auto Update Server �_�Û�–�­�å�«  �Ç�“�–�Ý�c�²0[�6�~�r�O�‡��
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    �¹�Â�–�«�X
�¹�Â�–�«�X
Security Manager �[�c�
���b�8�N�€�?�†�¹�Â�–�«  �–�å�Ë�å�º�Ü�_3ã�•�M�•�\�
 >&�Û�–�­�å�«�[0Á�•�I�€
�•�Ž�X�?�}>'�¹�Â�–�«�X�@  1 �X�˜2��I�€�r�M��

• "@#.�¹�Â�–�«

• �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º

• �ì�•�­�å�§�î

Advanced Inspection and Prevention Security Services Module>&AIP-SSM>'�
 IDS Network Module�

IPS Advanced Integration Module>&IPS AIM>'�
 �>�|�g�Í�«�º  �¹�Â�–�«�_�–�å�«�º�î�Ý�I�€�S  AIP-SSC 
5 �>�|�g  Catalyst 6500 �r�S�c  7600 �è�¥�b�¹�Â�–�«�_�P�K�Z�§�Ï�î�º�I�€�•�Q�b�Ú�b�Ô�ª�×�î�Ý�c�
 �Û
�–�­�å�«�†�˜2��K�r�O�‡���S�T�K�
3ã�•�b�ì�•�­�å�§�î>&�q�6�b�­�å�§�î�b�‹�_3ã�•�I�€�S�­�å�§�î>'
�c�Û�–�­�å�«�†�˜2��K�r�M��

Firewall Services Module>&FWSM>'�r�S�c  ASA �¹�Â�–�«�b���œ�c�
�Ô�ª�×�î�Ý+¬�/�@�¹�Â�–�«�X�†
�˜2��K�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�@3ã�•�I�€�•�S�g�_3ã�•�b�¹�Â�–�«�X�†�˜2��K�r�M���S�\�<�d�
 2 
�X�b�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†�µ�t  FWSM �c�
�Ô�ª�×�î�Ý#Ý�
'ö#.�¥�å�¸�Ÿ�«�º#Ý�
 2 �X�u�b�­
�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º#Ý�b  3 �X�b�¹�Â�–�«�X�†�˜2��K�r�M��

"I�f�^�£�î�«�\�K�Z�
'ö#.�P1ß�¥�¹�Â�–�«�@�6�~�r�M�� Security Manager �[�c�
'ö#.�P1ß�¥�¹�Â�–�«
�†�¹�Â�–�«  �–�å�Ë�å�º�Ü�_3ã�•�M�•�G�\�@�[�A�r�M��'ö#.�P1ß�¥�¹�Â�–�«�\�c�
�¹�Â�–�«  �É�ß�Ã�¸�•

Æ�[  [Manage in Cisco Security Manager] �†4E�¥0Ž7V�K�S�¹�Â�–�«�b�G�\�[�M��'ö#.�P1ß�¥�¹�Â�–�«�c
�Û�–�­�å�«�†�˜2��K�r�O�‡��

�9�b�¡�Û�«�b'ö#.�P1ß�¥�¹�Â�–�«�c�
�º�Ï�ß�ª  �Ð�µ�É�_3ã�•�I�€�S�œ�È�ª�™�¡�º�[�M�� [Map] > [Add 
Map Object] �¥�Ð�å�»�†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡  �¡�Û�˜�»�
�Ç�“�–�”�˜�›�î�Ý�
�Í�«�º�
�¿�µ�º�á�î
�¡�
�Ý�î�±�^�]�b�I�r�J�r�^�±�–�É�b�œ�È�ª�™�¡�º�†�Ð�µ�É�_3ã�•�[�A�r�M���G�b�|�:�^�œ�È�ª�™�¡�º
�c�
�¹�Â�–�«  �–�å�Ë�å�º�Ü�_�µ�r�€�^�8�S�u�
�¹�Â�–�«  �Û�–�­�å�«�†�˜2��K�r�O�‡��

ASA-5500 �©�Ü�î�¬�\  IPS 4300 �©�Ü�î�¬�b�¹�Â�–�«�X  
�Â�î�ª�Ù�å  4.3 �?�}�
 Security Manager �c  Cisco ASA-5500 �©�Ü�î�¬�\  Cisco IPS 4300 �©�Ü�î�¬�

½
�/$×�_�c /² 2-3 �_&g�I�€�Z�8�•�¹�Â�–�«  �Ô�¹�Ý�†�§�Ï�î�º�M�•�|�:�_�^�~�r�K�S��

�G�G�[�c�
�G�€�}�b�¹�Â�–�«  �Ô�¹�Ý�b�¹�Â�–�«�X>&�Û�–�­�å�«�[0Á�•�I�€�•�Ž�X>'�_�X�8�Z1��Â�K�r
�M���8�C�X�?�[�†&g�K�r�M��

/² 2-3 Cisco ASA-5500 �©�Ü�î�¬�\  IPS 4300 �©�Ü�î�¬�b�§�Ï�î�º�P1ß�¹�Â�–�«  �Ô�¹�Ý

�©�Ü�î�¬ �§�Ï�î�º�P1ß�¹�Â�–�«  �Ô�¹�Ý

4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�>�|�g�Ç�“�–�”�˜�›�î�Ý

Cisco ASA-5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

>&ASA �Â�î�ª�Ù�å  8.6.1 �b�§�Ï�î�º>'

• 5512-X

• 5515-X

• 5525-X

• 5545-X

• 5555-X

IPS �­�å�§�î

Cisco IPS 4300 �©�Ü�î�¬  �­�å�§�î

>&IPS �Â�î�ª�Ù�å  7.1(3) �è7F>'

• 4355

• 4360
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    �¹�Â�–�«�X
IPS 4300 �©�Ü�î�¬  �­�å�§�î�b�¹�Â�–�«�X

Security Manager �c�
 IPS 4300 �©�Ü�î�¬  �­�å�§�î>& IPS 4355 �r�S�c  IPS 4360>'�@3ã�•�I�€�•�S�g�_  2 
�X�b�¹�Â�–�«�X�†�˜2��K�r�M��

• 1 �X�c�
"@#.�¹�Â�–�«�b�¹�Â�–�«�X�[�M>& IPS 4355 �>�|�g  IPS 4360 �c�«�±�å�»�”�ß�å  �­�å�§�î>' ��

• �v�:  1 �X�c�
�¹�Ç�›�Ý�º�[�Ñ�~�M�•�q�6�b�ì�•�­�å�§�î>& vs0>'�b�¹�Â�–�«�X�[�M��

�ì�•�­�å�±�î>&�S�\�<�d�
 vs1>'�†3ã�•�M�•�H�\�_�
 Security Manager �c3ã�•�b�¹�Â�–�«�X�†�˜2��K�r
�M��

ASA-5500 �©�Ü�î�¬  ASA �b�¹�Â�–�«�X

Security Manager �c�
 Cisco ASA-5500 �©�Ü�î�¬4:�Â�º�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«>& ASA 5512-X �^
�]>'�@3ã�•�I�€�•�S�g�_  2 �X�b�¹�Â�–�«�X�†�˜2��K�r�M��

• 1 �X�c�
"@#.�¹�Â�–�«>& ASA +¬�/>'�b�¹�Â�–�«�X�[�M��

• �v�:  1 �X�c�
'ö#.�¥�å�¸�Ÿ�«�º#Ý�b�¹�Â�–�«�X�[�M��

�¥�å�¸�Ÿ�«�º�†3ã�•�M�•�H�\�_�
 Security Manager �c3ã�•�b�¹�Â�–�«�X�†�˜2��K�r�M���G�b3ã�•�¥�å
�¸�Ÿ�«�º�c�
 ASA �b�Ç�“�–�”�˜�›�î�Ý  �¥�å�¸�Ÿ�«�º�_�^�•�S�u�
�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�_�^�~�r
�M��

>&�@>' �M�Ø�_�”�¡�¸�•�È�_�^�•�b�@�«�±�å�Â�–  �§�î�Â�b�s�r�S�c�”�¡�¸�•�È  �§�î�Â�b�s�b���œ�c�
 Security 
Manager �c�«�±�å�Â�–  �§�î�Â�_3ã�•�I�€�•  ASA �_�P�K�Z3ã�•�b�Û�–�­�å�«�X�†�˜2��K�r�O�‡��

ASA-5500 �©�Ü�î�¬  IPS SSP �b�¹�Â�–�«�X

Security Manager �c�
 Cisco ASA 5500 �©�Ü�î�¬  IPS �­�Ÿ�×�Ü�¸�•  �§�î�Å�«  �É�ß�­�µ�§>& SSP>'�@3ã�•
�I�€�•�S�g�_  2 �X�b�¹�Â�–�«�X�†�˜2��K�r�M��

• 1 �X�c�
 ASA �_�–�å�«�º�î�Ý�I�€�Z�8�•"@#.�¹�Â�–�«>& SSP>'�b�¹�Â�–�«�X�[�M��

• �v�:  1 �X�c�
�¹�Ç�›�Ý�º�[�Ñ�~�M�•�q�6�b�ì�•�­�å�§�î>& vs0>'�b�¹�Â�–�«�X�[�M��

�ì�•�­�å�±�î>&�S�\�<�d�
 vs1>'�†3ã�•�M�•�H�\�_�
 Security Manager �c3ã�•�b�¹�Â�–�«�X�†�˜2��K�r
�M��

>&�@>' �S3Ù�b�|�:�_�
 Security Manager �c�
�«�±�å�Â�–  �§�î�Â�
�>�|�g�Á�–  �”�Ë�–�Û�Å�Ü�¸�•�S�B�b�”�¡
�¸�•�È  �§�î�Â�H�\�_�Û�–�­�å�«�X�†�˜2��K�r�M���G�€�c�
 IPS �_�c�Á�–  �”�Ë�–�Û�Å�Ü�¸�•  �Ô�î�»�@�^
�8�S�u�[�M��

Cisco ASA 5500 �©�Ü�î�¬  IPS �­�Ÿ�×�Ü�¸�•  �§�î�Å�«  �É�ß�­�µ
�§

>&IPS �Â�î�ª�Ù�å  7.1(3) �è7F>'

• 5512-X

• 5515-X

• 5525-X

• 5545-X

• 5555-X

/² 2-3 Cisco ASA-5500 �©�Ü�î�¬�\  IPS 4300 �©�Ü�î�¬�b�§�Ï�î�º�P1ß�¹�Â�–�«  �Ô�¹�Ý  >&)F�A>'

�©�Ü�î�¬ �§�Ï�î�º�P1ß�¹�Â�–�«  �Ô�¹�Ý
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    �¹�Â�–�«�X
�¹�Â�–�«�X�b�[

�[  1��

�G�b�[�[�c�
 5525-X ASA �†  Security Manager �_3ã�•�K�r�M�� ASA �_�c�
'ö#.�¥�å�¸�Ÿ�«�º�\�­�Ÿ�×
�Ü�¸�•>&�Ç�“�–�”�˜�›�î�Ý>'�¥�å�¸�Ÿ�«�º�@�6�~�r�M��

Security Manager �c�
���b  3 �X�b�Û�–�­�å�«�†�˜2��K�r�M��

• "@#.�¹�Â�–�«>& ASA +¬�/>'#Ý  X 1

• 'ö#.�¥�å�¸�Ÿ�«�º#Ý  X 1

• �­�Ÿ�×�Ü�¸�•>&�Ç�“�–�”�˜�›�î�Ý>'�¥�å�¸�Ÿ�«�º#Ý  X 1

�[  2��

�G�b�[�[�c�
�[  1 �[�Q#Ý�K�S�b�\� �L�¹�Â�–�«�†3ã�•�K�r�M�@�
�«�±�å�Â�–  �§�î�Â�_�v3ã�•�K�r�M��
�«�±�å�Â�–  �§�î�Â�c�
�”�¡�¸�•�È  �§�î�Â�\� �ì�_�c�”�¡�¸�•�È�_�^�~�r�O�‡��

Security Manager �c�
�[  1 �\� �X�b  3 �X�b�Û�–�­�å�«�†�˜2��K�r�M���M�Ø�_�”�¡�¸�•�È�_�^�•�b�@�«�±
�å�Â�–  �§�î�Â�b�s�r�S�c�”�¡�¸�•�È  �§�î�Â�b�s�b���œ�c�
�«�±�å�Â�–  �§�î�Â�_3ã�•�I�€�•  ASA �_�P
�K�Z3ã�•�b�Û�–�­�å�«�X�c�˜2��I�€�r�O�‡��

�[  3��

�G�b�[�[�c�
�[  1 �[�Q#Ý�K�S�b�\� �L�¹�Â�–�«�†3ã�•�K�r�M�@�
 5525-X IPS �­�Ÿ�×�Ü�¸�•  �§�î�Å�«  �É
�ß�­�µ�§�v3ã�•�K�r�M��

Security Manager �c�
���b  5 �X�b�Û�–�­�å�«�†�˜2��K�r�M��

• "@#. ASA �¹�Â�–�«#Ý  X 1

• ASA �b'ö#.�¥�å�¸�Ÿ�«�º#Ý  X 1

• ASA �b�­�Ÿ�×�Ü�¸�•>&�Ç�“�–�”�˜�›�î�Ý>'�¥�å�¸�Ÿ�«�º#Ý  X 1

• "@#. IPS SSP �¹�Â�–�«#Ý  X 1

• �¹�Ç�›�Ý�º�[�Ñ�~�M�•�q�6�b�ì�•�­�å�§�î>& vs0>'#Ý X 1

�[  4��

�G�b�[�[�c�
�[  3 �[�Q#Ý�K�S�b�\� �L�¹�Â�–�«�†3ã�•�K�r�M�@�
�«�±�å�Â�–  �§�î�Â�_�v3ã�•�K�r�M��
�«�±�å�Â�–  �§�î�Â�c�
�”�¡�¸�•�È  �§�î�Â�\� �ì�_�c�”�¡�¸�•�È�_�^�~�r�O�‡��

Security Manager �c�
���b  7 �X�b�Û�–�­�å�«�†�˜2��K�r�M��

• �”�¡�¸�•�È  �§�î�Â�V�b"@#.  ASA �¹�Â�–�«#Ý  X 1

– �«�±�å�Â�–  �§�î�Â�V�b"@#.  ASA �¹�Â�–�«�_�c�^�K

• �”�¡�¸�•�È  �§�î�Â�V�b  ASA �b'ö#.�¥�å�¸�Ÿ�«�º#Ý  X 1

– �«�±�å�Â�–  �§�î�Â�V�b  ASA �b'ö#.�¥�å�¸�Ÿ�«�º�_�c�^�K

• �”�¡�¸�•�È  �§�î�Â�V�b  ASA �b�­�Ÿ�×�Ü�¸�•>&�Ç�“�–�”�˜�›�î�Ý>'�¥�å�¸�Ÿ�«�º#Ý  X 1

– �«�±�å�Â�–  �§�î�Â�V�b  ASA �b'ö#.�¥�å�¸�Ÿ�«�º�_�c�^�K

• �”�¡�¸�•�È  �§�î�Â�V�b"@#.  IPS SSP �¹�Â�–�«#Ý  X 1

• �«�±�å�Â�–  �§�î�Â�V�b"@#.  IPS SSP �¹�Â�–�«#Ý  X 1

• �”�¡�¸�•�È  �§�î�Â�V�_�¹�Ç�›�Ý�º�[�Ñ�~�M�•�q�6�b�ì�•�­�å�§�î>& vs0>'#Ý X 1

• �«�±�å�Â�–  �§�î�Â�V�_�¹�Ç�›�Ý�º�[�Ñ�~�M�•�q�6�b�ì�•�­�å�§�î>& vs0>'#Ý X 1
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'¨  2 'v       �Û�–�­�å�«
    Security Manager �r�S�c�¥�å�Ï�î�¿�å�º  �”�É�Ü�£�î�©�Ù�å�_�P�M�•�Û�–�­�å�«�b�–�å�«�º�î�Ý
Security Manager �r�S�c�¥�å�Ï�î�¿�å�º  �”�É�Ü�£�î�©�Ù
�å�_�P�M�•�Û�–�­�å�«�b�–�å�«�º�î�Ý

Security Manager �b�–�å�«�º�î�Ý�p�_�
�Û�–�­�å�«�_���b
°�Š�†�Ó�u�}�€�r�M�� �� Security Manager 
�§�î�Â�
 Common Services�
�>�|�g  AUS �b�–�å�«�º�î�Ý�� >&P.5-2>' �†�g!·�K�Z�C�T�I�8��

Common Services �>�|�g  AUS �b�–�å�«�º�î�Ý�p�_�
�Û�–�­�å�«�_���b
°�Š�†�Ó�u�}�€�•�G�\�c�6�~�r
�O�‡�� Common Services �_�c�Û�–�­�å�«  �Ç�“�–�Ý�@�²0[�6�~�r�O�‡�� Auto Update Server �_�Û�–�­�å
�«  �Ç�“�–�Ý�c�²0[�6�~�r�O�‡��

Security Manager �r�S�c�¥�å�Ï�î�¿�å�º  �”�É�Ü�£�î�©�Ù
�å�_�P�M�•�Û�–�­�å�«�b�f�‚

Security Manager �r�S�c�¥�å�Ï�î�¿�å�º  �”�É�Ü�£�î�©�Ù�å�_�P�M�•�Û�–�­�å�«  �Ç�“�–�Ý�b�f�‚�‰�2�_
�X�8�Z�c�
 �� Security Manager �b�f�‚�� >&P.5-15>' �†�g!·�K�Z�C�T�I�8��

�Û�–�­�å�«�_6õ�M�•�Q�b�Ú�b�Ð�½�×�”�Ý
�Q#Ý�•+��^�Û�–�­�å�«�b'�8®�x�§�Ï�î�º�I�€�Z�8�•�”�µ�É�¢�Þ�î�»  �Ã�«�_6õ�M�•0ò(ý�b�Ú�
2N
°�•+�
�^  Cisco Software Application Support �§�î�Å�«�Î(Ù�_�X�8�Z�c�

http://www.cisco.com/en/US/products/ps6498/prod_bulletins_list.html �[  Security Manager �b�q�‚�Ó
�ª�Õ�î  �Ü�Ü�î�«�b0���3ÿ���†�g!·�K�Z�C�T�I�8��

API �Û�–�­�å�«
API �†�Q#Ý�M�•�©�«�¥  �Ã�î�º�¼�î�c�
 API �Û�–�­�å�«�†�–�w�K�Z�8�•�²0[�@�6�~�r�M�� API �Û�–�­�å
�«�_�c�
���b  2 '�8®�@�6�~�r�M��

• 6ä$Î*…�Û�–�­�å�«���G�€�c�
6ä$Î*…�@�Q�€�R�€�b0����†  Security Manager �\)+�œ�M�•�S�u�_�Q#Ý
�[�A�•  90 �¥6ë�b�Û�–�­�å�«�[�M��

• 0����Û�–�­�å�«���G�€�c�
"I���b�§�î�»�Ã�î�¸�•0����†�Q#Ý�M�•�š�å�»  �•�«�±�Ð�î�_�²0[�^�Û�–
�­�å�«�[�M��

>&�@>' API �b0Û�o�Û�–�­�å�«�c�6�~�r�O�‡��6ä$Î*…�Û�–�­�å�«�\0����Û�–�­�å�«�c�8�N�€�v�
 API �†�Q#Ý�M�•
�©�«�¥  �Ã�î�º�¼�î�@�Â&g$×�_�@�e�M�•�²0[�@�6�~�r�M��

�Û�–�­�å�«�_6õ�M�•�-�|
Security Manager �b�Û�–�­�å�«�_6õ�M�•�e8Ÿ�_�X�8�Z�c�
 Cisco Technical Assistance Center>&TAC>'
�b  Licensing Department �_�>�e�8�œ�ƒ�O�C�T�I�8��

• 7Á0ð>8+1>&800>' 553-2447 

• 7Á�Ê�Ó�î�Ý>8 licensing@cisco.com 
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OL-26559-01-J
C H A P T E R 3

0[�ó�\�k�Ñ6õ�€

Security Manager �c�
�«�±�å�»�”�ß�å0����\�K�Z�
�6�•�8�c�
 Security Manager �–�å�«�º�î�Û�[4E�¥
�•+��^�
�r�S�c  Cisco.com �?�}�²�˜�å�ß�î�»�•+��^�œ�É�©�Ù�å  �”�É�Ü�£�î�©�Ù�å�†�µ�t�
�Ú�b�8�C�X
�?�b  Cisco Security Management Suite �”�É�Ü�£�î�©�Ù�å�\)��s�œ�ƒ�O�Z�–�å�«�º�î�Ý�K�Z�Q#Ý�[�A�r
�M���–�å�«�º�î�Ý�\�·�8�_6õ�M�•0[�ó�c�
�§�î�Â�V�_�Ñ�~�M�•�Ú�b�¯�Ç�º�˜�™�”�\  Security Manager 
�b�Q#Ý�‰�2�_�|�W�Z$��^�~�r�M��

�Ä�å�º �¿�µ�º�á�î�¡
Æ�b�M�m�Z�b'ö#.�§�î�Â�\�M�m�Z�b'ö#.�P1ß�¹�Â�–�«�V�b�¥�Ü�\�ì�I�b0¿���†� �‡�I�O�•
�G�\�†�N�á�K�r�M�� NTP �§�î�Â�†�Q#Ý�M�•�‰�2�@�6�~�r�M��� �‡�ì�c�
�¿�µ�º�á�î�¡�V�b�ß�¢  �Ç�“�–
�Ý�_���†%&�«�_6õ4��Ü�E�S�~�
�(�Ò�K�S�~�M�•���œ�_5�0[�_�^�~�r�M��

�G�b'v�b8o�[�c�
 Security Manager�
 Auto Update Server �^�]�b�§�î�Â  �”�É�Ü�£�î�©�Ù�å�\  Security 
Manager �¡�Û�–�”�å�º  �¯�Ç�º�˜�™�”�b�–�å�«�º�î�Ý�_6õ�M�•0[�ó�\�k�Ñ6õ�€�_�X�8�Z1��Â�K�r�M��

• ���²0[�^�§�î�Å�«�\�Ï�î�º�� >&P.3-1>'

• ���§�î�Â�b0[�ó�>�|�g�N�á�¦8o�� >&P.3-3>'

• ���¡�Û�–�”�å�º�b0[�ó�� >&P.3-8>'

�²0[�^�§�î�Å�«�\�Ï�î�º
�§�î�Â�@6õ4��”�É�Ü�£�î�©�Ù�å�†��/œ�K�Z�8�•�¡�Û�–�”�å�º�x�§�î�Â�\3û�™�[�A�•�|�:�_�M�•�_�c�
�²
0[�^�Ï�î�º�@�–�¿�î�È�Ý�[�
�§�î�Â�V�b  Security Manager �\�Q�b6õ4��”�É�Ü�£�î�©�Ù�å�?�}�Q#Ý�[�A
�•�G�\�†�–0É�M�•�²0[�@�6�~�r�M��

6ä�C�²0[�b�6�•�Ï�î�º�c�
 CiscoWorks for AAA �\�¥4Š�§�î�Â>& ACS �^�]>'�b�]�U�}�†�Q#Ý�K�Z�8�•�?
�\�
 Security Manager �†"I���b�Ú�b�”�É�Ü�£�î�©�Ù�å�\%&�«�8#Ý�M�•�|�:�_0¿���K�Z�8�•�?�]�:�?�_
�|�W�Z$��^�~�r�M��

• �²0[�^�ö�•�Ï�î�º >8/² 3-1 �_�
8��¹�Ç�›�Ý�º  �Ï�î�º�†�Q#Ý�M�•�S�u�b0¿���@�•�«�±�Ð�–�¬�I�€�Z
�8�^�8�\�8�:�S�f�[�
6ä�C�²0[�b�6�•�ö�•�Ï�î�º�†&g�K�r�M�� CiscoWorks for AAA>&�Ø�î�¨1��•>'
�§�î�Å�«�†�Q#Ý�K�Z�8�•�@�
�œ�É�©�Ù�å  �”�É�Ü�£�î�©�Ù�å�c�Q#Ý�K�Z�8�^�8���œ�c�
�G�€�}�b
�Ï�î�º�T�E�†�
6ä�C�²0[�b�6�•�Ï�î�º�_�M�•�²0[�@�6�~�r�M��
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    �²0[�^�§�î�Å�«�\�Ï�î�º
• �œ�É�©�Ù�å �”�É�Ü�£�î�©�Ù�å�_�²0[�^�Ï�î�º >8Security Manager �†�Ú�b�”�É�Ü�£�î�©�Ù�å�\�M)t
�_�Q#Ý�K�Z�8�•���œ�c�
 /² 3-2 �_&g�M�|�:�_�
�Ú�b�Ï�î�º�v6ä�C�²0[�@�6�~�r�M����7•�_�Q#Ý�M�•
�”�É�Ü�£�î�©�Ù�å�_�²0[�^�Ï�î�º�b�s�†6ä�A�r�M��

/² 3-1 Security Manager �§�î�Â�V�[6ä�C�²0[�b�6�•�ö�•�Ï�î�º

3û�™ �§�î�Å�«
�É�ß�º�¥
�Ý �Ï�î�º In Out

Security Manager �¡�Û�–�”�å�º�\  Security Manager �§�î
�Â6ë

HTTP�
 HTTPS TCP 1741/443 X —

Security Manager �¡�Û�–�”�å�º�\0����_� �•�I�€�S�¹�Â
�–�«  �Ð�¿�î�ª�Õ>& ASDM �^�]>'6ë

HTTPS TCP 443 X —

IPS *+�¡�\�š�å�ª�å�b�”�µ�É�¹�î�º�†�²�˜�å�ß�î�»�M�•
�S�u�b  Security Manager �\  Cisco.com 6ë

HTTP TCP 80 — X

HTTPS TCP 443 — X

Security Manager �§�î�Â�\�¹�Â�–�«6ë

�Ä�å�º HTTPS �Ï�î�º�\  SSH �Ï�î�º�c�²0[�[�M�@�
 1 �X
�è�V�b�¹�Â�–�«#Ý�b�º�Û�å�«�Ï�î�º  �É�ß�º�¥�Ý
�\�K�Z  Telnet �†�Q#Ý�M�•���œ�_�b�s  Telnet �Ï�î
�º�†6ä�A�r�M�� Telnet �[�c�Ã�«�á�î�»�@�¡�Ü�”  
�¸�Ÿ�«�º�[3?3æ�I�€�•�S�u�
 Telnet �b�Q#Ý�c�N
�á�[�A�r�O�‡�� Telnet �Ï�î�º�c6ä�?�^�8�|�:�_
�K�Z�C�T�I�8��

HTTPS TCP 443 — X

SSH TCP 22 — X

Telnet TCP 23 — X

IOS �¹�Â�–�«�V�[�b0¿���ß�î�Ý�Â�µ�¡�·�8#Ý�b  Security 
Manager �§�î�Â�\�¹�Â�–�«6ë

TFTP UDP 69 X X

Security Manager �\7Á�Ê�Ó�î�Ý  �§�î�Â6ë

�G�b�Ï�î�º�c�
7Á�Ê�Ó�î�Ý3û%±�†�f�j�•+��^�µ+��b�8�N
�€�?�_6õ�M�•7Á�Ê�Ó�î�Ý3û%±�†0¿���M�•���œ�_�b�s�²0[
�[�M��

SMTP TCP 25 — X

Security Manager Event Viewer �[�Q#Ý�I�€�•  Syslog 
�§�î�Å�«

Syslog UDP 514 X —

/² 3-2 �œ�É�©�Ù�å  �§�î�Â  �”�É�Ü�£�î�©�Ù�å�_�²0[�^�Ï�î�º

3û�™ �§�î�Å�«
�É�ß�º�¥
�Ý �Ï�î�º In Out

Security Manager Server �\  
CS-MARS 6ë

HTTPS TCP 443 X X

Security Manager �§�î�Â�\  Cisco 
Secure Access Control Server

>&ACS>'6ë

HTTP�

HTTPS

TCP • 2002

• ACS �§�î�Â�V�[�Ï�î�º�D7H�@�–�¿�î
�È�Ý�_�^�W�Z�8�•���œ�c�

HTTP/HTTPS 3û�™�b(
�V
Æ�[�M�m�Z
�b�Ï�î�º�†0Á�•�K�r�M��

• �Ï�î�º�D7H�@�¹�•�­�î�È�Ý�_�^�W�Z
�8�•���œ�c�
 Security Manager �§�î
�Â�\  ACS 6ë�b�M�m�Z�b  
HTTP/HTTPS �º�Û�Ç�•�µ�¡�†0Á�•�K
�r�M��

— X
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�§�î�Â�b0[�ó�>�|�g�N�á�¦8o
"I�_�Â0°�I�€�Z�8�•���œ�†7V�A�
�G�b8o�c�M�m�Z�b�”�É�Ü�£�î�©�Ù�å>& Security Manager �>�|�g  Auto 
Update Server>'�_4:#Ý�I�€�r�M��

Security Manager �†�–�å�«�º�î�Ý�M�•�_�c�
'ö#.*…�r�S�c�ß�î�•�Ý'ö#.�’7H�†�â�X�Ø�î�¨�_�^�•�²0[
�@�6�~�r�M���G�b�G�\�c�
�¡�Û�–�”�å�º�T�E�†�–�å�«�º�î�Ý�M�•���œ�_�v�\�Z�c�r�~�r�M��

Security Manager �c�D�š#”�C�W�b�S#Ý�§�î�Â�_�–�å�«�º�î�Ý�M�•�G�\�†�N�á�K�r�M���Ë�«�º  �É�Û�¡
�¸�•�«�\6õ4��ž�–�²�å�«�_�X�8�Z�c�
 '¨ 4 'v���§�î�Â�b�–�å�«�º�î�Ý =
���  �†�g!·�K�Z�C�T�I�8��

�N�á�§�î�Â

Security Manager �c�
 /² 3-3 �_&g�M�¥�å�Ï�î�¿�å�º�†�š3U�K�S  Cisco UCS C210 M2 �§�î�Â�V�_�–�å�«
�º�î�Ý�M�•�G�\�†�N�á�K�r�M�� Cisco Unified Computing System>&UCS>'�b0ò(ý�_�X�8�Z�c�

http://www.cisco.com/go/ucs �†�g!·�K�Z�C�T�I�8��

�–�å�«�º�î�Ý�ì�b�G4J�¦8o  
• �É�Û�–�Ð�Ü�x�Â�µ�¡�”�µ�É�b�»�Ó�–�å  �¥�å�º�ß�î�Û�_�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�K�^�8�G

�\�� Windows �»�Ó�–�å  �¥�å�º�ß�î�Û�V�[�b  Common Services �b�Q#Ý�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

• �/�•�ì�I�€�S�¹�•�Þ�¡�º�Ü�_�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�K�^�8�G�\�� Common Services �c
�¹�•�Þ�¡�º�Ü�b�/�•�ì�†�§�Ï�î�º�K�Z�8�r�O�‡��

• Terminal Services �@�”�É�Ü�£�î�©�Ù�å  �Ô�î�»�[�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�
�”�É�Ü�£�î�©�Ù�å
�†�–�å�«�º�î�Ý�K�^�8�G�\���G�b�|�:�^���œ�c�
 Terminal Services �†�¹�•�­�î�È�Ý�_�K�Z�?�}�

�§�î�Â�†
Ì2s�·�K�Z�
�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M�� Common Services �c�
 Terminal 
Services �b�Ü�Ô�î�º'ö#.*…�Ô�î�»�K�?�§�Ï�î�º�K�Z�8�r�O�‡��

Security Manager �§�î�Â�\�¥4Š  
AAA �§�î�Â>&8�  ACS �Ô�î�»�[0¿
���•+�>'6ë

RADIUS
LDAP
Kerberos

TCP 1645�
 1646�
 1812>&�‚0d>'�
 389�
 636
>&SSL>'�
 88

— X

Security Manager �§�î�Â�\  
Configuration Engine 6ë

HTTPS TCP 443 — X

Security Manager �§�î�Â�\  AUS 
6ë

HTTPS TCP 443 — X

�¹�Â�–�«�\  AUS 6ë���–�Ó�î�ª�\
0¿���b1��s�v�~�_�Q#Ý�I�€�r�M��

HTTP TCP 1751 X —

Security Manager �§�î�Â�\  TMS 
�§�î�Â6ë

FTP TCP 21 — X

�¡�Û�–�”�å�º  �©�«�¸�Ò�V�[�·�8�K
�Z�8�•�–�å�±�î�¿�µ�º�È�Û�˜�¨�\  
Security Manager �r�S�c  AUS 
�§�î�Â�V�b�È�Û�˜�¨  �–�å�±�î�Ç�™
�–�«6ë��

HTTP�

HTTPS

TCP 1741/443 X —

/² 3-2 �œ�É�©�Ù�å  �§�î�Â  �”�É�Ü�£�î�©�Ù�å�_�²0[�^�Ï�î�º  >&)F�A>'

3û�™ �§�î�Å�«
�É�ß�º�¥
�Ý �Ï�î�º In Out
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/² 3-3 �§�î�Â�b�Á�î�»�˜�™�”0[�ó�\�N�á�¦8o

�¥�å�Ï�î�¿�å�º 1��Â

�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸
�Ò

�I�C�N�á>8 Windows 2008 R2 Enterprise Server SP1>&64 �Å�µ�º>' ��

�Q�b�Ú�b�§�Ï�î�º�I�€�•�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò>8  

• Windows 2008 Enterprise Server>&Service Pack 2>'>&64 �Å�µ�º�b�s>' ��

�§�Ï�î�º�I�€�Z�8�•0•1��c,e1��\�¥�•1��b�s�[�M��0ò(ý�_�X�8�Z�c�
 ���…�æ�\0•1��b�œ�É�©�Ù�å
�\6õ4�0¿���_�X�8�Z�� >&P.3-6>' �†�g!·�K�Z�C�T�I�8��

�§�î�Â�\  Sybase �¹�î�±�Ë�î�«  �Ç�“�–�Ý�†4��·�I�O�•�S�u�_�c�
 Microsoft ODBC Driver 
Manager 3.510 �è7F�v�²0[�[�M���–�å�«�º�î�Ý�I�€�S  ODBC �Â�î�ª�Ù�å�†&�1��M�•�_�c�

ODBC32.DLL �†�H�K�Z�‘�¡�Ü�µ�¡�K�Z�?�}�
�©�Ù�î�º�•�µ�º  �Ó�½�×�î�[  [Properties] �†4E�¥�K
�r�M���Ç�“�–�Ý�b�Â�î�ª�Ù�å�@  [Version] �±�È�_�M0t/²&g�I�€�r�M��

�©�«�¸�Ò  �Á�î�»�˜�™�” • �É�ß�­�µ�§>8 Intel Quadcore Xeon 5500 �©�Ü�î�¬�è�V  

• 1280 x 1024 �è�V�b0Ž
@�Ø�†�â�X�•�Û�î  �Ô�½�±�\  16 �Å�µ�º,
�_�P�Â�K�S�Å�¹�œ  �•�î�»��
AUS-only �§�î�Â�b���œ�c�
 1024 x 768 �b0Ž
@�Ø�[���(�[�M��

• DVD-ROM �»�Û�–�È  

• 1 Gbps �¿�µ�º�á�î�¡  �”�²�É�±  

• �Ÿ�î�Î�î�»  

• �Ð�˜�«  

�Ó�Ô�Ü>&RAM>' Security Manager �b�M�m�Z�b�µ+��†�Q#Ý�M�•�_�c�
�a�^�C�\�v  16 GB �@�²0[�[�M���G�€�|�~�v
�Ó�Ô�Ü��5��@�a�^�8�\�
�–�Ë�å�º'ö#.�x�Þ�Ï�î�º'ö#.�^�]�b�µ+��_�s8j�@���r�M��

"I�_�
�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�[�Q#Ý�•+��^  RAM �b��5��@  8 GB �• 6�b���œ�c�
�–�Ë�å�º'ö
#.�\  Report Manager �@�–�å�«�º�î�Ý�ì�_�¹�•�­�î�È�Ý�_�^�~�r�M��

OS �[�Q#Ý�•+��^�Ó�Ô�Ü�@  8 >|  12 GB �b���œ�c�
 �–�Ë�å�º'ö#.�\�Þ�Ï�î�º'ö#.�†�Q#Ý�K�^�8�G�\
�†�S�f�\�K�Z�
�Q�€�}�†!“� �_�M�•�G�\�@�[�A�r�M���Q�b�|�:�^�©�«�¸�Ò�[�c�
�¥�å�Ç�•� �×
�Þ�î�©�Ù�å'ö#.�†�Q#Ý�M�•�G�\�@�[�A�r�M��

�Ä�å�º �–�Ë�å�º'ö#.�†�œ�Ç�_�M�•�_�c�
���b�Ã�«�_�‘�8�r�M�� [Configuration Manager] > 
[Tools] > [Security Manager Administration] > [Event Management] > [Enable Event 
Management] >>&�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•>' ��

�Ä�å�º �Þ�Ï�î�º'ö#.�†�œ�Ç�_�M�•�_�c�
�Þ�Ï�î�º'ö#.�”�É�Ü�£�î�©�Ù�å�†)
�¢�K�r�M��

�N�á�c�[�A�r�O�‡�@�
�–�å�«�º�î�Ý�b�ö�¢�‹�_  Security Manager �¡�Û�–�”�å�º�?�}�ß�î  �Ó�Ô�Ü 
�©�«�¸�Ò�_�P�K�Z�–�Ë�å�º'ö#.�\�Þ�Ï�î�º'ö#.�†�–�¿�î�È�Ý�_�[�A�r�M>& [Tools] > [Security 
Manager Administration] > [Event Management] �†4E�¥�K�r�M>' ���ß�î  �Ó�Ô�Ü �©�«�¸�Ò�V�[�–�Ë
�å�º'ö#.�\�Þ�Ï�î�º'ö#.�†�–�¿�î�È�Ý�_�M�•�\�
�”�É�Ü�£�î�©�Ù�å
²�/�b�Ã�Ç�›�î�Ð�å�«�_�Ý
�I�^�s8j�@�l�j�•+��ö�@�6�•�G�\�_�@�–�K�Z�C�T�I�8��

AUS �†�9�b�§�î�Â�_�–�å�«�º�î�Ý�M�•���œ�c�
���b�q�`#Ý�ó�@4:#Ý�I�€�r�M��

• AUS-only �§�î�Â>8 4 GB�� 4 GB �|�~�±�A�C�M�•�G�\�†�N�á�K�r�M��

�Ç�“�–�Ý  �©�«�¸�Ò NTFS 
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�¹�•�«�¡�q4:�ì Diskeeper 2010 �§�î�Â  �G�€�c�N�á�¦8o�[�6�~�
�²0[�²�ó�[�c�6�~�r�O�‡���Ã�Ç�›�î�Ð�å�«�*�W
�b�N�I�@�¹�•�«�¡�b�Ç�Û�¢�Ó�å�¸�î�©�Ù�å�_�6�•���œ�c�
�¹�•�«�¡�q4:�ì�_�|�~�Ã�Ç�›�î�Ð�å
�«�@�¥�V�K�r�M��

�Á�î�»  �»�Û�–�È  �«�Ì�î�« RAID �S�B�[4:�)�^)��s�œ�ƒ�O�b  HDD �†�Q#Ý�K�Z�
�²0[�^�¹�•�«�¡8•�æ�†&��–�K�r�M���²0[�^
�¹�•�«�¡8•�æ�c���b�\�>�~�[�M��

• OS �Ã�î�¸�•�©�Ù�å#Ý�_  100 GB �†�N�á�K�r�M��

• �”�É�Ü�£�î�©�Ù�å>& Security Manager>'�Ã�î�¸�•�©�Ù�å#Ý�_  150 GB �†�N�á�K�r�M��
Security Manager �b�–�å�«�º�î�Ý�b�s�_�²0[�^ �q�` '5�A�¹�•�«�¡8•�æ�c  7 GB �[�M���G�b0[
�ó�† 6�S�K�Z�8�^�8�\�
�–�å�«�º�î�Ý�c�p�•�I�€�r�M��

>&�@>' OS �\�”�É�Ü�£�î�©�Ù�å�c�9���b�Ã�î�¸�•�©�Ù�å�_�–�å�«�º�î�Ý�M�•�G�\�†�I�C�N�á�K
�r�M��

>&�@>' �Á�–  �”�Ë�–�Û�Å�Ü�¸�•>& HA>'�Ô�î�»�[  Veritas �†�Q#Ý�M�•���œ�
�V0°�b�”�É�Ü�£�î�©�Ù
�å  �Ã�î�¸�•�©�Ù�å�
�>�|�g�Q�b�Ú�b�–�Ë�å�º  �«�º�”  �Ã�î�¸�•�©�Ù�å�c6õ�€�K�^�8���œ
�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
0ñ�\�M�•  Security Manager �Á�–  �”�Ë�–�Û�Å�Ü�¸�•  �Ð
�½�×�”�Ý

>&http://www.cisco.com/en/US/products/ps6498/prod_installation_guides_list.html>'�\  
Veritas �Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

• "‚'g�K�S�Ã�î�¸�•�©�Ù�å�V�_  Event Viewer #Ý�b�ß�¢  �«�º�Þ�î�ª�\�K�Z  1.0 TB �b3ã�•8•�æ>8
Event Viewer �†�Q#Ý�M�•���œ�_�b�s�²0[�^�²�ó�[�M���G�b"‚'g�K�S�Ã�î�¸�•�©�Ù�å�c�
%$
�K�K)F�«�º�Þ�î�ª  �¹�Â�–�«�V�_�8�B�M�•�G�\�†�N�á�K�r�M��

• 1.0 TB �è�V�b3ã�•8•�æ>8�–�Ë�å�º0°6��†�–�¿�î�È�Ý�_�M�•���œ�_�b�s�²0[�^�²�ó�[�M���–
�Ë�å�º0°6��µ+��[�c�
 >&6×�‡6ë�b�–�Ñ�^�]�_�|�~>'�É�Û�–�Ð�Ü  �«�º�Þ�î�ª�b��5��†2x�<�•�ß
�¢  �«�º�Þ�î�ª�@�²0[�_�^�•�\�
�­�•�å�²�Ü�b�–�Ë�å�º  �«�º�Þ�î�ª�@�8�B�I�€�r�M���G�b�­
�•�å�²�Ü  �–�Ë�å�º  �«�º�”�_�c�
�É�Û�–�Ð�Ü  �«�º�Þ�î�ª�_0¿���I�€�S�§�–�¬�|�~�v�±�A�8�§
�–�¬�@0[�Ó�I�€�r�M���Q�b�S�u�
�–�Ë�å�º0°6��†�Q#Ý�M�•�_�c�
 1.0 TB �è�V�b3ã�•�b�¹�•
�«�¡8•�æ�@�²0[�[�M���É�Û�–�Ð�Ü�\�­�•�å�²�Ü�b�–�Ë�å�º  �«�º�”�c�g�‰�\�v  SAN �V�_4Ä*(
�[�A�r�M�@�
�q4:�^�Ã�Ç�›�î�Ð�å�«�†��#'�M�•�S�u�_�
�É�Û�–�Ð�Ü  �«�º�”  �Ã�î�¸�•�©�Ù�å
�c%$�K�K)F�«�º�Þ�î�ª>& DAS>'�V�_�8�B�M�•�G�\�†�N�á�K�r�M�� SAN �«�º�Þ�î�ª�b0ò(ý�_
�X�8�Z�c�
 �� SAN �«�º�Þ�î�ª�b�Q#Ý�� >&P.3-7>' �†�g!·�K�Z�C�T�I�8��

�Ã�Ç�›�î�Ð�å�«�¥�V�b�S�u�_�
 RAID 10 �b�Q#Ý�†�N�á�K�r�M���²0[�^�}�d�
 RAID 5 �v�Q#Ý�[�A
�r�M��

�Ä�å�º

• 4�)F  10,000 �–�Ë�å�º / &Ê>&EPS>'�b���œ�c�
 1 �¥�_(Ù  86 GB �b�})°�¹�•�«�¡  �«�Ì�î�«�@�˜
2��I�€�r�M���–�Ë�å�º  �«�º�”>&�É�Û�–�Ð�Ü / �­�•�å�²�Ü>'�_�m�~�\�Z�}�€�S�¹�•�«�¡8•�æ�b  
90 % �@�8�W�e�8�_�^�W�S�•7u�[�ß�¢  �ß�î�Ý�œ�î�Â�î�@$Î#Õ�K�r�M���¹�•�«�¡�b�§�–�¬�@�`
�I�8�o�]�
�ß�î�Ý�œ�î�Â�î�b$Î#Õ�@�©�C�^�~�r�M���£�•  EPS �Þ�î�º�\�ß�î�Ý�œ�î�Â�î0[�ó
�_�ö�Y�8�Z�
�–�Ë�å�º'ö#.�b�Q#Ý�ì�_�q�`�¹�•�«�¡  �§�–�¬�†�Q�ö�[�A�r�M��

IP �”�»�Þ�« 1 �X�b7ü$× IP �”�»�Þ�«���·$×�”�»�Þ�«�c�§�Ï�î�º�I�€�r�O�‡��

�Ä�å�º �§�î�Â�_0
�X�b  IP �”�»�Þ�«�@0¿���I�€�Z�8�•���œ�c�
�–�å�«�º�î�Ý�S�_0
�X�b�¿�µ�º
�á�î�¡  �–�å�±�î�Ç�™�–�«  �•�î�»�b�8�N�€�?�†�¹�•�­�î�È�Ý�_�M�•�²0[�@�6�~�r�O�‡��

/² 3-3 �§�î�Â�b�Á�î�»�˜�™�”0[�ó�\�N�á�¦8o  >&)F�A>'
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�…�æ�\0•1��b�œ�É�©�Ù�å�\6õ4�0¿���_�X�8�Z

Security Manager �c�
(•�\,e1��\�¥�•1��b�Â�î�ª�Ù�å�b  Windows �b�s�§�Ï�î�º�K�Z�8�r�M�� [Start] �Ó
�½�×�î�?�}�
 Windows �b�¥�å�º�ß�î�Ý  �Ã�¿�Ý�†6ä�8�Z�
�…�æ�\0•1��†0¿���M�•�Ã�¿�Ý�†6ä�A�
�¹�Ç�›
�Ý�º  �ß�£�î�Ý�†0¿���K�r�M>&�¥�•1��Â�î�ª�Ù�å�b  Windows �[�c0•1��\�K�Z,e1��@�§�Ï�î�º�I�€�r�O
�‡>'��

�•�<�Z�
�§�î�Â�b�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò>& Windows Server 2008>'
Æ�b�…�æ�\0•1��b�œ�É�©�Ù�å�†
�G�K�C0¿���M�•�²0[�@�6�~�r�M���r�S�
�Ú�b0•1��†�Q#Ý�M�•�Ÿ�î�Î�î�»�^�]�b�Ø3¶�¹�Â�–�«�c�

Security Manager �b�·�8�_�s8j�M�•�•+��ö�@�6�~�r�M��

�ì�•�Ó�Ô�Ü>&�Ì�î�ª�å�¢  
�Ç�“�–�Ý>'

1.5 x �–�å�«�º�î�Ý�I�€�Z�8�•�Ó�Ô�Ü���G�€�c�
 Windows �É�Û�µ�º�Ç�›�î�Ò�_6õ�M�•  Microsoft 
�b�N�á�¦8o�[�M���©�«�¥�b0[�ó�[�c�6�~�r�O�‡���Ó�Ô�Ü  �Ì�î�ª�å�¢�c�
�©�«�¸�Ò�_�š3U�I�€�S
�Ó�Ô�Ü�@2�,´�†��#.�M�•�b�_2Š�~�^�8���œ�_�b�s$Î#Õ�K�r�M��

�@�– Windows Server 2008 �[�c  [Automatically manage paging file size for all drives] 
�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�M�•�²0[�@�6�~�r�M���G�b�³�™�µ�¡�Î�µ�¡�«�c�

[Computer] > [Properties] > [Advanced System Settings] > [Performance] > [Settings] 
> [Advanced] > [Virtual Memory] > [Change] �_�6�~�r�M��

�˜�–�Ý�«�P'Ç �Ü�”�Ý�±�–�Ò�–1¤�@�¹�•�­�î�È�Ý�_�^�W�Z�8�•�G�\���G�€�c�N�á�¦8o�[�6�~�
�²0[�²�ó�[�c�6
�~�r�O�‡���©�«�¸�Ò�_�c�”�å�³�˜�–�Ý�«  �”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�[�A�r�M�@�
�Ã
�Ç�›�î�Ð�å�«�*�W�b�N�I�\�^�•�S�u�
�Ü�”�Ý�±�–�Ò�–1¤�†�¹�•�­�î�È�Ý�_�M�•�G�\�†�N�á�K�r
�M���§�î�Â�b2�,´�@�`�I�8�ì6ë�•�_�¡�–�µ�¡  �«�Ÿ�Õ�å�†��/œ�M�•�|�:�_�«�£�ª�×�î�Ü�å�¢�M�•
�G�\�v�[�A�r�M��

�È�Û�˜�¨ ���b�8�N�€�?�@�²0[�[�M��

• Internet Explorer 7.0>&�G�b/²�b���u�_&g�K�S�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�†�Q#Ý�M�•���œ>' ��

• Internet Explorer 8.0>&�G�b/²�b���u�_&g�K�S�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�†�Q#Ý�K�
�«�n/²
&g�b�s�[�Q#Ý�M�•���œ>' ��

�Ä�å�º �«�n/²&g�†�Q#Ý�M�•�_�c�
 Internet Explorer 8 �†6ä�8�Z�
 [Tools] > [Compatibility View 
Settings] �_&ã�·�K�
 [website to be displayed in Compatibility View] �\�K�Z  Security 
Manager �§�î�Â�†3ã�•�K�r�M��

• Firefox 3.6.x>&�G�b/²�b���u�_&g�K�S�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�†�Q#Ý�M�•���œ>' ��

Java �É�Û�¢�–�å JRE �†�–�å�«�º�î�Ý�M�•�S�u�b0[�ó�c�6�~�r�O�‡�� Java �«�¡�Ü�É�º�@  Web �È�Û�˜�¨�[�–�¿�î�È
�Ý�_�^�W�Z�8�•�²0[�@�6�~�r�M��

�œ�É�©�Ù�å�b�ì�•�ì�¯�Ç
�º�˜�™�”

�œ�É�©�Ù�å�\�K�Z�
 VMware ESX 4.1�
 VMware ESXi 4.1�
�r�S�c  VMware ESXi 5.0 �†��/œ�K
�Z�8�•�©�«�¸�Ò�V�_�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�M�•�G�\�v�[�A�r�M��

Security Manager �\�M)t�_�Q#Ý�M�•�ì�•�Ð�©�å�_�c�
8��ì�•�ì�§�î�Â�†�Q#Ý�M�•���œ�b��5��è
�V�b�Ó�Ô�Ü�†�m�~�\�Z�•�²0[�@�6�~�r�M���ì�•�ì�Ã�Ç�›�î�Ð�å�«�†�¥�V�I�O�•�|�:�_0¿0£�I�€
�S�¸�¡�À�ß�ª�î�†�Q#Ý�K�S�‚�a�æ  CPU>&Intel-VT �x  AMD-V CPU �^�]>'�b�Q#Ý�@�N�á�I�€�Z�8
�r�M��

�Ä�å�º 0
�X�b  CPU �†  VM �–�Ó�î�ª�_�m�~�\�Z�r�M�� 1 �X�b  CPU �K�?�Q#Ý�K�Z�8�^�8���œ�c�

�©�«�¸�Ò  �Â�µ�¡�”�µ�É�^�]�b�M4Š�b�É�ß�­�«�_$��–�_6×�8�ì6ë�@�?�?�•�•+��ö�@�6�~�r
�M��

/² 3-3 �§�î�Â�b�Á�î�»�˜�™�”0[�ó�\�N�á�¦8o  >&)F�A>'
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���b�Ü�«�º�_�
 Security Manager �b�–�å�«�º�î�Ý�†�B�Œ�I�O�•�S�u�_�‘�:�²0[�b�6�•�…�æ�\0•1��b�œ
�É�©�Ù�å�\6õ4�0¿���†&g�K�r�M��

• �§�î�Â  �ß�£�î�Ý�c(•�\,e1��r�S�c�¥�•1��_�M�•�²0[�@�6�~�r�M��

• �Ú�b0•1��†�Q#Ý�M�•�Ÿ�î�Î�î�»�^�]�b�Ø3¶�¹�Â�–�«�b�Q#Ý�c4J�E�•�²0[�@�6�~�r�M���G�b�|�:�^�¹
�Â�–�«�c�§�î�Â�_�v�K)F�K�^�8�[�C�T�I�8��

• �§�î�Â�l�b8��¥�å�¯�î�Ý  RDP �­�µ�©�Ù�å�†�Q#Ý�K�Z�8�•���œ�c�§�î�Â0¿���†�	�F�^�8�|�:�_�@�–
�M�•�²0[�@�6�~�r�M��8��¥�å�¯�î�Ý  RDP �†�Q#Ý�K�Z�§�î�Â�_�K)F�K�Z�8�•���œ�c�
 RDP �¡�Û�–�”
�å�º  �Ð�©�å�b�ß�£�î�Ý�@�§�î�Â�_4:#Ý�I�€�•�•+��ö�@�6�~�r�M��

• �…�æ�\0•1��b�œ�É�©�Ù�å�†�³�™�µ�¡�K�Z�
8�  Unicode �É�ß�¢�Û�Ò#Ý�_4E�¥�I�€�S0•1��@,e1�>&(•
�\>'�_�^�W�Z�8�•�G�\�†&�1��M�•�²0[�@�6�~�r�M���Q�b4E�¥�Ã�«�c�
 [Control Panel] > [Regional 
and Language Options] > [Advanced] > [Language for non-Unicode Programs] �[�M��

>&�@>' �Ã�«�\�Ç�“�–�Ý�¡�_�Q#Ý�•+��^�e�Ð�c�
,e1��b�”�Ý�Ç�“�Ë�µ�º�_�D7H�I�€�Z�8�r�M���Ã�«�\�Ç�“�–�Ý�¡
�_�P�K�Z�¥�•1��c�§�Ï�î�º�I�€�Z�8�r�O�‡�� Windows �¥�•1�  OS �©�«�¸�Ò�[�Ç�“�–�Ý�†4E�¥�M�•���œ
�c�
3û�–�b�Ç�“�–�Ý�
�)�~�e�Ð  \ �@�§�Ï�î�º�I�€�r�M�@�
�G�€�c
Ç0°�•>& U+00A5>'�\�K�Z/²&g�I�€�•
�G�\�@�6�•�G�\�_�@�–�M�•�²0[�@�6�~�r�M��

SAN �«�º�Þ�î�ª�b�Q#Ý

���(�^  I/O 3ÿ�Ø�\��5��†
��<�Z�8�•  SAN �«�º�Þ�î�ª�[�6�€�d�
 Security Manager �[�Q#Ý�M�•�G�\�@�[
�A�r�M�����_�
 Security Manager 
Æ�[�«�º�Þ�î�ª�†�²0[�\�M�•�z�^8o% �\�\�v�_�
�§�î�Â�_%$�K�š3U
�I�€�S�¹�•�«�¡  �«�º�Þ�î�ª�†�Q#Ý�M�•�è�¥�_4E�¥�•+��^�«�º�Þ�î�ª  �œ�É�©�Ù�å�†&g�K�r�M��

• Security Manager �–�å�«�º�î�Ý  �Ç�›�Ý�²>& CSCOpx �>�|�g�§�È�Ç�›�Ý�²>' >8�”�É�Ü�£�î�©�Ù�å�b�q
4:�^�–�å�«�º�î�Ý
›�c�ß�î�•�Ý  �»�Û�–�È�[�M���S�T�K�
�–�å�«�º�î�Ý  �Ç�›�Ý�²�c�
%$�K�K)F�«�º
�Þ�î�ª>& DAS>'�_�M�•�G�\�v�
�È�ß�µ�¡�Ë�î�«�b  SAN �«�º�Þ�î�ª>& FC�
 FCoE�
 iSCSI>'�_�M�•
�G�\�v�[�A�r�M�� Security Manager �b�Á�–  �”�Ë�–�Û�Å�Ü�¸�•0¿��>& �� High Availability Installation 
Guide for Cisco Security Manager���†�g!·>'�_�c�

¹�w�¡�Û�«�±  �Î�Ü�×�î�Ò�@�²0[�[�M��

• Event Manager �§�î�Å�«#Ý�b�É�Û�–�Ð�Ü  �«�º�Þ�î�ª>8 Event Viewer �†�Q#Ý�K�Z�–�Ë�å�º�†%�0i�M
�•���œ�
�É�Û�–�Ð�Ü  �«�º�Þ�î�ª�b���d�†�æ���M�•�²0[�@�6�~�r�M���É�Û�–�Ð�Ü  �«�º�Þ�î�ª�c�
%$
�K�K)F�«�º�Þ�î�ª>& DAS>'�_�M�•�G�\�v�
�ß�î�•�Ý  �»�Û�–�È�\�K�Z�Ð�µ�É�I�€�S�È�ß�µ�¡  �«�º
�Þ�î�ª>& SAN �É�ß�º�¥�Ý>8 FC�
 FCoE�
 iSCSI>'�_�M�•�G�\�v�[�A�r�M��

• Event Manager �§�î�Å�«#Ý�b�Ñ�G�«�º�Þ�î�ª>8�Ñ�G�«�º�Þ�î�ª�b���d�c�
 SAN �«�º�Þ�î�ª�V�_�Ñ
�~�M�•�\�•���I�€�r�M���Ñ�G�«�º�Þ�î�ª�c�
%$�K�K)F�«�º�Þ�î�ª>& DAS>'�_�M�•�?�
�ß�î�•�Ý  �»
�Û�–�È�\�K�Z�Ð�µ�É�I�€�S�È�ß�µ�¡  �«�º�Þ�î�ª>& SAN �É�ß�º�¥�Ý>8 FC�
 FCoE�
 iSCSI>'�_�M�•
�²0[�@�6�~�r�M��

�Ä�å�º

• CIFS �\  NFS �c�§�Ï�î�º�I�€�Z�8�r�O�‡��

• �§�Ï�î�º�I�€�Z�8�•�¿�µ�º�á�î�¡  �«�º�Þ�î�ª  �±�–�É�c�
 VMware 0¿���[�v�§�Ï�î�º�I�€�r�M��

iSCSI �Î�Ü�×�î�Ò�b0[�ó  

�©�«�¸�Ò  �Ü�È�î�º�‹�_  Security Manager �§�î�Å�«�@6ä���K�|�:�\�K�Z�8�•�\�A�c�
�¯�Ç�º�˜�™�”  �–�½
�©�š�î�±�†�Q#Ý�M�•  iSCSI �Î�Ü�×�î�Ò�†�Q#Ý�[�A�^�8�G�\�@�6�~�r�M���G�€�}�@4:�)�_�6�‡�ì�I�€�•
�r�[�c�a�K�ì6ë�@�?�?�•���œ�@�6�~�r�M��
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Security Manager �§�î�Å�«�@6ä���K�Z�8�^�8���œ�c�
 Security Manager �§�î�Å�«�b�k�Ñ6õ�€�\�§�î�Å
�«  �«�±�î�º�”�µ�É�†0¿���M�•�²0[�@�6�~�r�M��

�k�Ñ6õ�€�\�«�±�î�º�”�µ�É�†0¿���M�•�_�c�
���b�m8p�_�‘�8�r�M��

�«�¸�µ�É 1 Windows �¥�Ð�å�»  �É�ß�å�É�º�[���b�¥�Ð�å�»�†��/œ�K�Z�
 Cisco Security Manager Daemon Manage�

syslog�
 tftp�
�>�|�g  rsh �§�î�Å�«�b2s�·�±�–�É�†�� Delayed auto start���_�š�f�K�r�M��

sc config CRMDmgtd start= delayed-auto

sc config crmlog start= delayed-auto

sc config crmtftp start= delayed-auto

esc config crmrsh start= delayed-auto

�«�¸�µ�É 2 ���b�¥�Ð�å�»�†��/œ�K�Z�
 Microsoft iSCSI �b�k�Ñ6õ�€�†  Cisco Security Manager Daemon Manager 
�§�î�Å�«�_0¿���K�r�M��

sc config CRMDmgtd depend= MSiSCSI  

�Ä�å�º �G�€�}�b�¥�Ð�å�»�[�c�
�œ�É�©�Ù�å�¡�_'¼�•�@�µ�r�€�r�M��'¼�•�\�Í�b6ë�_�c�«�Ì�î�«�@�²0[�[�M��

�«�¸�µ�É 3 ���b�¥�Ð�å�»�†��/œ�K�Z�
 Cisco Security Manager Daemon Manager �§�î�Å�«�b�k�Ñ6õ�€�b0¿���†&�1�
�K�r�M�� iSCSI �–�½�©�š�î�±�b�k�Ñ6õ�€�b0¿���c�� DEPENDENCIES : MSiSCSI���\/²&g�I�€�r�M��

sc qc CRMDmgtd  

�¡�Û�–�”�å�º�b0[�ó
/² 3-4 �_�
 Security Manager �¡�Û�–�”�å�º�b0[�ó�\�D(Ù�¦8o�†&g�K�r�M��

/² 3-4 �¡�Û�–�”�å�º�b0[�ó�\�D(Ù�¦8o

�¥�å�Ï�î�¿�å�º 0[�ó

�©�«�¸�Ò  �Á�î�»
�˜�™�”

• 2 GHz �è�V�b3ÿ�Ø�b  CPU x 1

• 1280 x 1024 �è�V�b0Ž
@�Ø�†�â�X�•�Û�î  �Ô�½�±�\  16 �Å�µ�º,
�_�P�Â�K�S�Å�¹�œ  �•�î�»

• �Ÿ�î�Î�î�»

• �Ð�˜�«

�©�«�¸�Ò  �¯�Ç�º
�˜�™�”

���b�8�N�€�?�@�²0[�[�M��

• Windows XP>&Service Pack 3>'

• Windows 7 Enterprise Edition>&64 �Å�µ�º�>�|�g  32 �Å�µ�º>' ��

• Windows 2008 Enterprise Server>&Service Pack 2>'>&64 �Å�µ�º�b�s>' ��

• Windows 2008 R2 Enterprise Server SP1>&64 �Å�µ�º>' ��

>&�@>' Security Manager �c�
(•�\,e1��\�¥�•1��b�Â�î�ª�Ù�å�b  Windows �b�s�§�Ï�î�º�K�Z�8�r�M��
[Start] �Ó�½�×�î�?�}�
 Windows �b�¥�å�º�ß�î�Ý  �Ã�¿�Ý�†6ä�8�Z�
�…�æ�\0•1��†0¿���M�•�Ã�¿
�Ý�†6ä�A�
�¹�Ç�›�Ý�º  �ß�£�î�Ý�†0¿���K�r�M>&�¥�•1��Â�î�ª�Ù�å�b  Windows �[�c0•1��\�K�Z
,e1��@�§�Ï�î�º�I�€�r�O�‡>' ��
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'¨  3 'v       0[�ó�\�k�Ñ6õ�€
    �¡�Û�–�”�å�º�b0[�ó
�Ó�Ô�Ü>&RAM>' 32 �Å�µ�º  �©�«�¸�Ò�b���œ��

• �q�`>8 2 GB 

• �N�á>82 GB �è�V  

64 �Å�µ�º  �©�«�¸�Ò�b���œ��

• �q�`>8 4 GB 

• �N�á>84 GB �è�V  

�ì�•�Ó�Ô�Ü>&�Ì�î
�ª�å�¢  �Ç�“�–�Ý>'

512 MB 

�@�– Windows Server 2008 �[�c  [Automatically manage paging file size for all drives] �³�™�µ�¡
�Î�µ�¡�«�†�œ�Ç�_�M�•�²0[�@�6�~�r�M���G�b�³�™�µ�¡�Î�µ�¡�«�c�
 [Computer] > 
[Properties] > [Advanced System Settings] > [Performance] > [Settings] > [Advanced] > 
[Virtual Memory] > [Change] �_�6�~�r�M��

�Á�î�»  �»�Û�–�È  �«
�Ì�î�«

10 GB �b'5�A�¹�•�«�¡  �«�Ì�î�«  

�È�Û�˜�¨ ���b�8�N�€�?�@�²0[�[�M��

• Internet Explorer 7.0>&�G�b/²�b���u�_&g�K�S�©�«�¸�Ò  �¯�Ç�º�˜�™�”>& OS>'�†�Q#Ý�M�•���œ>' ��

• Internet Explorer 8.0>&�G�b/²�b���u�_&g�K�S�©�«�¸�Ò  �¯�Ç�º�˜�™�”>& OS>'�†�Q#Ý�K�
�«�n/²&g
�b�s�[�Q#Ý�M�•���œ>' ��

�Ä�å�º �«�n/²&g�†�Q#Ý�M�•�_�c�
 Internet Explorer 8 �†6ä�8�Z�
 [Tools] > 
[Compatibility View Settings] �_&ã�·�K�
 [website to be displayed in 
Compatibility View] �\�K�Z  Security Manager �§�î�Â�†3ã�•�K�r�M��

• Firefox 3.6.x>&�G�b/²�b���u�_&g�K�S�©�«�¸�Ò  �¯�Ç�º�˜�™�”>& OS>'�†�Q#Ý�M�•���œ>' ��

Java �É�Û�¢�–�å JRE �†�–�å�«�º�î�Ý�M�•�S�u�b0[�ó�c�6�~�r�O�‡�� Java �«�¡�Ü�É�º�@  Web �È�Û�˜�¨�[�–�¿�î�È�Ý�_
�^�W�Z�8�•�²0[�@�6�~�r�M��

Security Manager �¡�Û�–�”�å�º�_�c�
)��s3¸�s�Â�î�ª�Ù�å�\�ö
²�(7³�Â�î�ª�Ù�å�b  Java>&JRE 
1.6.0_30>'�@�µ�r�€�r�M���G�b  Java �Â�î�ª�Ù�å�@�
�È�Û�˜�¨�b0¿���r�S�c�Ú�b  Java �Ë�î�«�b�”�É�Ü
�£�î�©�Ù�å�†�	���M�•�G�\�c�6�~�r�O�‡��

Windows �Ø�î�¨  �”
�•�˜�å�º

Security Manager �¡�Û�–�”�å�º�†�Q#Ý�M�•�_�c�
'ö#.*…"I�’�†�â�X  Windows �Ø�î�¨  �”�•�˜�å�º�[
�á�î�¡�«�¸�î�©�Ù�å�_�ß�¢�–�å�M�•�²0[�@�6�~�r�M��

�|�~�*�8"I�’�[�c�¡�Û�–�”�å�º�b�M4Š�b�µ+��K�?�Q#Ý�[�A�r�O�‡�@�
'ö#.*…�Ø�î�¨�c�M�m�Z�b�µ+��†
�Q#Ý�[�A�r�M��

/² 3-4 �¡�Û�–�”�å�º�b0[�ó�\�D(Ù�¦8o  >&)F�A>'

�¥�å�Ï�î�¿�å�º 0[�ó
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C H A P T E R 4

�§�î�Â�b�–�å�«�º�î�Ý =
�

�±�î�¤�µ�º  �§�î�Â�@ '¨ 3 'v��0[�ó�\�k�Ñ6õ�€�� �_0°3U�I�€�Z�8�•0[�ó�† 6�S�K�Z�8�•�G�\�†&�1��K�S
�}�
�G�b�³�™�µ�¡�Ü�«�º�†�Q#Ý�K�Z�§�î�Â�†�–�å�«�º�î�Ý#Ý�_ =
��K�
�q4:�ì�[�A�r�M��

• ���§�î�Â�b�Ã�Ç�›�î�Ð�å�«�\�­�Ÿ�×�Ü�¸�•�†�¥�V�I�O�•�S�u�b�Ë�«�º  �É�Û�¡�¸�•�«�� >&P.4-1>'

• ���–�å�«�º�î�Ý =
�"g�#�³�™�µ�¡�Ü�«�º�� >&P.4-3>'

�§�î�Â�b�Ã�Ç�›�î�Ð�å�«�\�­�Ÿ�×�Ü�¸�•�†�¥�V�I�O�•�S�u�b
�Ë�«�º  �É�Û�¡�¸�•�«

�Ë�«�º  �É�Û�¡�¸�•�«�b�Ç�Þ�î�Ò�á�î�¡�
�N�á�¦8o�
�>�|�g�Q�b�Ú�b =
��±�«�¡�†�Q#Ý�M�•�\�

Security Manager �§�î�Â�b3ÿ�Ø�\�™8—�ö�†9×�u�•�G�\�@�[�A�r�M��

�@�– �G�b�³�™�µ�¡�Ü�«�º
Æ�b�±�«�¡�†�ö�¢�M�•�G�\�_�|�W�Z�
�M�m�Z�b�§�î�Â�b�Ã�Ç�›�î�Ð�å�«�@�¥�V
�M�•�ƒ�E�[�c�6�~�r�O�‡���Q�€�[�v�
�G�€�}�b�±�«�¡�†�ö�¢�K�^�?�W�S���œ�c�
 Security Manager 
�@0¿0£�]�>�~�_�·�8�K�^�8�G�\�@�6�~�r�M��

�G�b�³�™�µ�¡�Ü�«�º�c�
�N�á�±�«�¡�b4
���†3ã2§�M�•�S�u�_�Q#Ý�[�A�r�M��

�±�«�¡

1. �§�î�Â�l�b�–�å�«�º�î�Ý�@�N�á�I�€�Z�8�•�M�m�Z�b�”�µ�É�¹�î�º�
�Ã�µ�³�
�§�î�Å�«  �Ã�µ�¡�
�Í�µ�º  �Ç�•�µ�¡
�«�
�>�|�g�­�Ÿ�×�Ü�¸�•  �¯�Ç�º�˜�™�”�†�H�K�Z�
�–�å�«�º�î�Û  �”�É�Ü�£�î�©�Ù�å�†)…�B�K�r�M��

2. �”�µ�É�¢�Þ�î�»�@
°�m�•+��^���œ�c�
�§�î�Â  BIOS �†�”�µ�É�¢�Þ�î�»�K�r�M��

3. �Ú�b% $×�_�Q#Ý�K�Z�8�•�§�î�Â�V�_  Security Manager �†�–�å�«�º�î�Ý�M�•���œ�c�
�M�m�Z�b5�0[�^�§�î�Â  �¹�î
�±�†�Â�µ�¡�”�µ�É�K�Z�?�}�
�È�î�º  CD �r�S�c  DVD �†�Q#Ý�K�Z�§�î�Â�?�}�M�m�Z�b�¹�î�±�†�á�–�É�K�r�M��

Security Manager 4.3 �\  4.0 �è�S�b�Ü�Ü�î�«�b  Common Services �†  1 �Ž�b�§�î�Â�V�_�–�å�«�º�î�Ý�r�S�c
¹�Ñ�I
�O�•�G�\�c �[�A�r�O�‡ ���r�S�
�G�b�Ð�½�×�”�Ý�r�S�c  http://www.cisco.com/go/csmanager �_�Â0°�I�€�Z�8�^�8
���œ�c�
�§�î�»�Ã�î�¸�•  �¯�Ç�º�˜�™�”�r�S�c�Q�b�Ú�b�©�«�¥  �¯�Ç�º�˜�™�”�\
¹�Ñ�I�O�•�G�\�v�[�A�r�O�‡��

4. �§�î�Â'ö#.#Ý�b�Ó�î�•�î  �•�«�±�Ð�–�¬�@�‹�I�€�Z�8�^�8�Ë�î�«�Û�–�å  �§�î�Â  OS �b�s�b�¡�Ü�î�å  �–�å�«�º�î�Ý
�†��/œ�K�r�M��
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'¨  4 'v       �§�î�Â�b�–�å�«�º�î�Ý =
�
    �§�î�Â�b�Ã�Ç�›�î�Ð�å�«�\�­�Ÿ�×�Ü�¸�•�†�¥�V�I�O�•�S�u�b�Ë�«�º  �É�Û�¡�¸�•�«
5. �±�î�¤�µ�º  �§�î�Â�V�_�²0[�^�M�m�Z�b  OS �§�î�Å�«  �Ã�µ�¡�\  OS �Ã�µ�³�†�–�å�«�º�î�Ý�K�r�M�� �Q#Ý�K�Z�8�•  
Windows �_6õ�K�Z�]�b�§�î�Å�«  �Ã�µ�¡�r�S�c�”�µ�É�¹�î�º�@�²0[�^�b�?�†�³�™�µ�¡�M�•�_�c�
 [Start] > [Run] 
�†4E�¥�K�Z�?�}�
 wupdmgr �\
°�Š�K�r�M��

6. �»�Û�–�Â�\�Ç�“�î�Ò�˜�™�”�_6õ�K�Z�N�á�I�€�Z�8�•�M�m�Z�b�”�µ�É�¹�î�º�†�±�î�¤�µ�º  �§�î�Â�_�–�å�«�º�î�Ý
�K�r�M��

7. �©�«�¸�Ò�V�[�Ð�Ý�˜�™�”�†�«�Ÿ�Õ�å�K�r�M�� �±�î�¤�µ�º  �§�î�Â�\�Q�b  OS �†�­�Ÿ�×�Ü�¸�•�[�–1¤�M�•�_�c�
�©�«
�¸�Ò�V�[�˜�–�Ý�«�
�º�ß�–�b�Œ9?�
�«�Ã�–�˜�™�”�
�Ÿ�î�ß�ž�î�
�>�|�g�Q�b�Ú�b�Ð�Ý�˜�™�”�†�«�Ÿ�Õ�å�K�Z�?
�}�
0b�X�?�W�S�M�m�Z�b6õ4��e8Ÿ�_�P���K�r�M��

8. �­�Ÿ�×�Ü�¸�•0����b'‡�œ�†0Ž�˜�K�r�M�� �Ï�µ�É�”�µ�É  �È�ß�µ�¡�
�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�¼�
�Ú&k�b� '¼0����^
�]�b�­�Ÿ�×�Ü�¸�•  �¶�î�Ý�_6õ�M�•�¤%±�b8��«�n�ö�r�S�c�D(Ù�¦8o�†#.0Ž�K�Z0Ž�ô�K�r�M���G�b�|�:�^0����b'‡
�œ�x%&�«�8#Ý�†#.0Ž�M�•�_�\�S�W�Z�
�–�å�«�º�î�Ý�
�”�å�–�å�«�º�î�Ý�
�r�S�c�M�ì$×�_�¹�•�­�î�È�Ý�_�M�•�v
�b�†�ô���K�
�‘�:�m�A8p�Î�†*ƒ�Ö�K�r�M��

9. �Ø�î�¨  �”�•�˜�å�º�†���I�ì���K�r�M�� �±�î�¤�µ�º  �§�î�Â�†)r�\�S�~�7�Á�?�}�–1¤�M�•�_�c�
�¤�«�º  �Ø�î�¨  �”�•
�˜�å�º�†�¹�•�­�î�È�Ý�_�K�Z�
'ö#.*…�Ø�î�¨  �”�•�˜�å�º�b�¡�S�†�š�f�K�
'ö#.#”�C
Æ�b�O#Ý�I�€�•�•+��ö�b�6
�•�Q�b�Ú�b�Ø�î�¨  �”�•�˜�å�º�†�P7V�K�r�M��

10. 'ö#.*…�Ø�î�¨  �”�•�˜�å�º�\�g�~�b�Ø�î�¨  �”�•�˜�å�º�_�P�K�Z�I�Š�^�Ã�«�á�î�»�†�Q#Ý�K�r�M�� �I�Š�^�Ã�«�á�î
�»�c�
 8 �e�Ð�è�V�[�S�B�I�€�
�X�Ð�
�e�Ð>&�±�e�Ð�\�`�e�Ð�b�g�‰>' �
�>�|�g0°�•�@�µ�r�€�Z�8�r�M��

�Ä�å�º Local Security Settings �¶�î�Ý�†�Q#Ý�K�Z�
�I�Š�^�Ã�«�á�î�»�†0[�Ó�K�r�M�� [Start] > [Administrative Tools] 
> [Local Security Policy] �†4E�¥�K�r�M��

11. �•�Q#Ý�b�”�É�Ü�£�î�©�Ù�å�
�Y�²0[�^�”�É�Ü�£�î�©�Ù�å�
�>�|�g�«�n�ö�b�^�8�”�É�Ü�£�î�©�Ù�å�†�P7V�K�r�M��
���_�[�†&g�K�r�M��

• Microsoft Internet Information Server>&IIS>'�c  Security Manager �\�«�n�ö�@�6�~�r�O�‡�� IIS �@�–�å�«�º�î
�Ý�I�€�Z�8�•���œ�c�
�Q�€�†�”�å�–�å�«�º�î�Ý�K�Z�?�}  Security Manager �†�–�å�«�º�î�Ý�M�•�²0[�@�6�~
�r�M��

• �G�b�Ð�½�×�”�Ý�r�S�c  http://www.cisco.com/go/csmanager �_�Â0°�I�€�Z�8�^�E�€�d�
 Security Manager �\
�§�î�»�Ã�î�¸�•  �¯�Ç�º�˜�™�”�r�S�c�Q�b�Ú�b�©�«�¥  �¯�Ç�º�˜�™�”>& LAN Management Solution>&LMS>'�^
�]�b  CiscoWorks �È�Û�å�»�b���¯�Ü�×�î�©�Ù�å���r�S�c���Â�å�»�Ý���†�µ�t>'�b
¹�Ñ�@�§�Ï�î�º�I�€�r�O
�‡�� Security Manager �\  AUS �b� �L�§�î�Â�V�l�b�–�å�«�º�î�Ý�c�§�Ï�î�º�I�€�r�M�@�
8��–�_�*3ÿ�^�¿�µ
�º�á�î�¡�_�b�s�N�á�I�€�Z�8�•0¿���[�M���r�S�
�8�N�€�?�b0����†�–�å�«�º�î�Ý�M�•�S�_�
 CiscoWorks 
Common Services �†�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M��

• 1 �Ž�b�§�î�Â�V�[�
�G�b�Â�î�ª�Ù�å�b  Security Manager �\  4.0 �è�S�b�Ü�Ü�î�«�b  Common Services �†�–�å
�«�º�î�Ý�r�S�c
¹�Ñ�I�O�•�G�\�c�[�A�r�O�‡��

• 1 �Ž�b�§�î�Â�V�[�
 Security Manager �\  Security Manager �b2N
°�ì�_�w8•�K�S�v�b�[�c�^�8  CD-ONE �¥�å
�Ï�î�¿�å�º>& CiscoView Device Manager �†�µ�t>'�†
¹�Ñ�I�O�•�G�\�c�[�A�r�O�‡��

• 1 �Ž�b�§�î�Â�V�[�
 Security Manager �\  Cisco Secure ACS for Windows �†
¹�Ñ�I�O�•�G�\�c�[�A�r�O�‡��

• 1 �Ž�b�§�î�Â�V�[�
 Security Manager �\�Ç�Ý  �Â�î�ª�Ù�å�b  Cisco IPS Event Viewer �†
¹�Ñ�I�O�•�G�\�c�[�A
�r�O�‡��

12. �•�Q#Ý�b�§�î�Å�«�\�Y�²0[�^�§�î�Å�«�†�¹�•�­�î�È�Ý�_�K�r�M�� Windows �[�c�
�a�^�C�\�v�
 DNS �¡�Û�–�”�å
�º�
�–�Ë�å�º  �ß�¢�
�É�Û�¢  �”�å�»  �É�Þ�–�
�–1¤�I�€�S0°���æ�
�>�|�g�­�Ÿ�×�Ü�¸�•  �”�•�˜�å�º  �Ð�¿�î�ª�Õ�†��
/œ�M�•�²0[�@�6�~�r�M��

�¯�Ç�º�˜�™�”�\�Á�î�»�˜�™�”�b�Ð�½�×�”�Ý�†�³�™�µ�¡�K�Z�
"I���b�§�î�Â�[�Q�b�Ú�b�§�î�Å�«�@�²0[�^�8�?�]�:
�?�†&�1��K�r�M��

13. TCP �\  UDP �†7V�C�M�m�Z�b�¿�µ�º�á�î�¡  �É�ß�º�¥�Ý�†�¹�•�­�î�È�Ý�_�K�r�M�� �]�b�É�ß�º�¥�Ý�v�§�î�Â�l�b
�”�¡�­�«�’�b�v�“�_�Q#Ý�I�€�•�•+��ö�@�6�~�r�M���¿�µ�º�á�î�¡  �É�ß�º�¥�Ý�†�D7H�M�•�G�\�_�|�W�Z�
�§�î�Â
�l�b�”�¡�­�«  �Ï�–�å�º�@�D7H�I�€�r�M��

�±�«�¡
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'¨  4 'v       �§�î�Â�b�–�å�«�º�î�Ý =
�
    �–�å�«�º�î�Ý =
�"g�#�³�™�µ�¡�Ü�«�º
�–�å�«�º�î�Ý =
�"g�#�³�™�µ�¡�Ü�«�º
Security Manager �†�–�å�«�º�î�Ý�M�•�S�_�
���b�±�«�¡�†�ö�¢�M�•�²0[�@�6�~�r�M��

14. IPv6 �†�¹�•�­�î�È�Ý�_�K�r�M�� Cisco Security Manager �c  IPv6 �†�§�Ï�î�º�K�Z�8�r�O�‡�� IPv6 �c  Windows 
Server 2008 �[�Q#Ý�I�€�•�¹�Ç�›�Ý�º�b�É�ß�º�¥�Ý�[�M��

15. �¿�µ�º�á�î�¡
¹�w�c�8�B�K�^�8�[�C�T�I�8�� �¿�µ�º�á�î�¡
¹�w�†�8�B�K�^�E�€�d�^�}�^�8���œ�c�

¹�w�Ü�¯�î�«
�†�I�Š�^�Ã�«�á�î�»�[�–1¤�K�Z�C�T�I�8��

>&�@>' �¿�µ�º�á�î�¡
¹�w�c�6�r�~�N�á�[�A�r�O�‡�� NETBIOS �†�ö
²�_�¹�•�­�î�È�Ý�_�M�•�G�\�†�N�á�K�r�M��

16. �§�î�Â  �È�î�º0¿���†�S�B�K�r�M�� 2s�·�ì6ë�†  0 &Ê�_0¿���K�Z�
 Windows �†�¹�Ç�›�Ý�º�[�ß�î�»�M�•�|�:�_0¿��
�K�
�©�«�¸�Ò7€��$Î#Õ�ì�b+¬�·�Ü�È�î�º�†�–�¿�î�È�Ý�_�K�r�M��

�±�«�¡

 =
�"g�#0[�I

�@�– �­�Ÿ�×�Ü�¸�•  �”�É�Ü�£�î�©�Ù�å�†�”�å�–�å�«�º�î�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�S���œ�c�
�§�î�Â�@�7�Á�_�P
�K�Z+$�E�_�^�•�•+��ö�@�6�~�r�M��

1. �M�ì$×�_�­�Ÿ�×�Ü�¸�•  �”�É�Ü�£�î�©�Ù�å�†�¹�•�­�î�È�Ý�_�K�r�M�� �S�\�<�d�
 Security Manager �†�–�å�«�º�î
�Ý�M�•�S�_�
�±�î�¤�µ�º  �§�î�Â�V�b�”�å�³�˜�–�Ý�«  �¯�Ç�º�˜�™�”�†�M�ì$×�_�¹�•�­�î�È�Ý�_�M�•�²0[�@�6�~�r
�M���G�€�}�b�É�ß�¢�Û�Ò�@�”�¡�¸�•�È�b6ë�c�–�å�«�º�î�Ý�†��/œ�[�A�r�O�‡��

�Ä�å�º �§�î�Â�_  SSL 0É�Â�i�b�w� �‡6ë�è�¥�b�¥�Ü�\�ì�I�†0¿���K�S���œ�c�
�§�î�Â�V�b  SSL 0É�Â�i�@!“� �_�^�~�r
�M���§�î�Â�b  SSL 0É�Â�i�@!“� �_�^�W�Z�8�•���œ�c�
 DCRServer �É�ß�­�«�@2s�·�[�A�r�O�‡��

2. �§�î�Â�_4:#Ý�M�•�¥�Ü�\�ì�I�b0¿���c�Å5��_�è0¦�K�Z�C�T�I�8�� NTP �§�î�Â�†�Q#Ý�K�Z�
�§�î�Â�b�¥�Ü�\�ì�I
�b0¿���\'ö#.�P1ß�¹�Â�–�«�b�¥�Ü�\�ì�I�b0¿���†� �‡�I�O�•�‰�2�@#.�•$×�[�M���r�S�
 Security Manager �†  
Cisco Security Monitoring, Analysis, and Response System>&Cisco Security MARS>'�”�É�Û�–�”�å�«�\)��s�œ�ƒ
�O�Z�Q#Ý�M�•���œ�c�
�Q#Ý�M�•  NTP �§�î�Â�†  Cisco Security MARS �”�É�Û�–�”�å�«�@�Q#Ý�M�•�§�î�Â�\� �L�_
�M�•�²0[�@�6�~�r�M���¿�µ�º�á�î�¡�V�[$Î#Õ�K�S�v�b�†�G&��_
Ì�S�B�M�•�S�u�_�c�±�–�Ò�«�±�å�É�_���@�Y�•��
�^�S�u�
"I�_�
 Cisco Security MARS �[� �‡�ì�I�€�S�ì6ë�@5�0[�[�M��

�Ä�å�º �§�î�Â�V�b�¥�Ü�\�ì�I�b0¿���†�š�f�K�Z  SSL 0É�Â�i�@!“� �_�^�W�S���œ�c�

�� java.security.cert.CertificateNotYetValidException���š�Û�î�@  NMSROOT\log\DCRServer.log �Ç�“�–�Ý�_0°
6��I�€�r�M���G�G�[�
 NMSROOT �c  Security Manager �–�å�«�º�î�Ý  �¹�•�Þ�¡�º�Ü�l�b�Ã�«�[�M���¹�Ç�›�Ý
�º�c  C:\Program Files\CSCOpx �[�M��

3. �²0[�^�§�î�Å�«�\�Ï�î�º�@�–�¿�î�È�Ý�_�^�W�Z�>�~�
 Security Manager �?�}�Q#Ý�•+��^�G�\�†&�1��K�r�M�� ���²
0[�^�§�î�Å�«�\�Ï�î�º�� >&P.3-1>' �†�g!·�K�Z�C�T�I�8��

4. Terminal Services �@�”�É�Ü�£�î�©�Ù�å  �Ô�î�»�[�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�c�
 Terminal Services �†�¹�•
�­�î�È�Ý�_�K�Z�
�§�î�Â�†�Ü�È�î�º�K�r�M�� Terminal Services �@�”�É�Ü�£�î�©�Ù�å  �Ô�î�»�[�–�¿�î�È�Ý�_�^�W
�Z�8�•�§�î�Â�V�_  Security Manager �†�–�å�«�º�î�Ý�[�A�r�O�‡���Ü�Ô�î�º'ö#.�Ô�î�»�[�–�¿�î�È�Ý�_�I�€�S  
Terminal Services �c�§�Ï�î�º�I�€�r�M��

Terminal Services �@�”�É�Ü�£�î�©�Ù�å  �Ô�î�»�[�–�¿�î�È�Ý�_�^�W�Z�8�•�±�î�¤�µ�º  �§�î�Â�_  Security Manager 
�†�–�å�«�º�î�Ý�K�|�:�\�M�•�\�
�š�Û�î�[�–�å�«�º�î�Ý�@)
�¢�K�r�M��

5. ��/œ�p�b�»�Ó�–�å  �¥�å�º�ß�î�Û  �§�î�Å�«>&�É�Û�–�Ð�Ü�r�S�c�Â�µ�¡�”�µ�É>'�†�¹�•�­�î�È�Ý�_�K�r�M��
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'¨  4 'v       �§�î�Â�b�–�å�«�º�î�Ý =
�
    �–�å�«�º�î�Ý =
�"g�#�³�™�µ�¡�Ü�«�º
6. �–�å�«�º�î�Ý�b�±�î�¤�µ�º  �¹�•�Þ�¡�º�Ü�@�/�•�ì�I�€�Z�8�^�8�G�\�†&�1��K�r�M�� �/�•�ì�I�€�S�¹�•�Þ�¡�º�Ü�_  
Security Manager �†�–�å�«�º�î�Ý�K�|�:�\�M�•�\�»�K�K�r�M��

7. �Ç�Þ�µ�©�×  �–�å�«�º�î�Ý�†��/œ�K�Z�8�•���œ�c�
�–�å�«�º�î�Ý�b�S�_�Û�–�­�å�«  �Ç�“�–�Ý�†�±�î�¤�µ�º  �§�î�Â
�_4Ä*(�M�•�²0[�@�6�~�r�M�� �–�å�«�º�î�Ý�p�_�G�b�Ç�“�–�Ý�b4E�¥�@0[�Ó�I�€�r�M��

>&�@>' �Û�–�­�å�«  �Ç�“�–�Ý�b�Ã�«�_�c�
�”�å�Ã�§�å�»>& &>'�^�]�b"I�f�e�Ð�@�µ�r�€�Z�8�Z�c�^�~�r�O�‡��

8. �–�å�«�º�î�Ý�I�€�Z�8�•  IIS �†�”�å�–�å�«�º�î�Ý�K�r�M�� IIS �c  Security Manager �\�«�n�ö�@�6�~�r�O�‡��

9. �Ñ�~�M�•���œ�b  Cisco Secure ACS for Windows �†�µ�u�Z�
�§�î�Â�V�b�M�m�Z�b�”�¡�¸�•�È�^  Sybase �–�å�«�±
�å�«�†�¹�•�­�î�È�Ý�_�K�r�M�� Security Manager �b�–�å�«�º�î�Ý�‹�_  Sybase �†
Ì�–�¿�î�È�Ý�M�•�?�

Ì2s�·�M
�•�?�†4E�¥�[�A�r�M�@�
� �L�§�î�Â�V�[�b  Security Manager �\  Cisco Secure ACS for Windows �b
¹�Ñ�@�§�Ï�î
�º�I�€�Z�8�^�8�G�\�_�@�–�K�Z�C�T�I�8��

10. Cisco Security Manager �¡�Û�–�”�å�º�@�M�[�_�§�î�Â�V�_�–�å�«�º�î�Ý�I�€�Z�8�•���œ�c�
�Q�b�¡�Û�–�”�å�º
�†�õ�F�M�•�²0[�@�6�~�r�M�� �G�b"g�Â�c�–�å�«�º�î�Ý�p�_�³�™�µ�¡�I�€�r�M��

11. FIPS  =�Ð�b�/�•�ì�†�¹�•�­�î�È�Ý�_�K�r�M�� Windows Server 2008 �b�¢�Ý�î�É  �­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�[�

Federal Information Processing Standard>&FIPS; 4�4e�_����#.�† =>' =�Ð�b�/�•�ì�”�Ý�¦�Ü�¬�Ò�@�–�¿�î�È�Ý�_
�^�W�Z�8�•�G�\�@�6�~�r�M�� FIPS  =�Ð�@�œ�å�_�^�W�Z�8�•���œ�c�
 CiscoWorks �§�î�Â�V�b  SSL 1�0É�@�»�K�M
�•�•+��ö�@�6�~�r�M�� CiscoWorks �†�G�K�C�µ+��I�O�•�S�u�_�c�
 FIPS  =�Ð�†�¹�•�­�î�È�Ý�_�M�•�²0[�@�6�~�r
�M��

�m8p

Windows Server 2008 �V�[  FIPS �†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

a. [Start] > [Administrative Tools] > [Local Security Policy] �_&ã�·�K�r�M�� [Local Security Policy] �˜�•�å�»�˜
�@/²&g�I�€�r�M��

b. [Local Polices] > [Security Options]�†�¡�Ü�µ�¡�K�r�M��

c. [System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing] �†4E�¥�K�r�M��

d. 4E�¥�K�S�Ï�Ü�©�î�†�‘�¡�Ü�µ�¡�K�Z�
 [Properties] �†�¡�Ü�µ�¡�K�r�M��

e. [Enabled] �r�S�c  [Disabled] �†4E�¥�K�Z�
 FIPS 8p�Î�”�Ý�¦�Ü�¬�Ò�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r
�M��

f. [Apply]  �†�¡�Ü�µ�¡�K�r�M��

�§�î�Â�†�Ü�È�î�º�K�Z�š�f�†�w� �_�M�•�²0[�@�6�~�r�M��

12. Internet Explorer Enhanced Security Configuration>&IE ESC>'�†�¹�•�­�î�È�Ý�_�K�r�M�� �¡�Û�–�”�å�º�b�²
�˜�å�ß�î�»�@  IE ESC �_�|�W�Z&—�F�I�€�•�S�u�
�G�b�8���†/œ�:�²0[�@�6�~�r�M��

�m8p

Security Manager �b�–�å�«�º�î�Ý =
��†�K�Z�8�•�§�î�Â�V�[  IE ESC �†�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K
�r�M��

a. Windows �[�
 Server Manager �†6ä�A�r�M���G�€�†/œ�:�_�c�
 [Computer] �†�‘�¡�Ü�µ�¡�K�Z�?�}�
 [Manage] 
�†�¡�Ü�µ�¡�K�r�M��

b. [Security Information] �b�W�[�
 [Configure IE ESC] �†�¡�Ü�µ�¡�K�
 IE ESC �†!“� �_�K�r�M��
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�§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\
�”�µ�É�¢�Þ�î�»

���b�º�Æ�µ�¡�[�c�
 Security Manager �§�î�Â  �¯�Ç�º�˜�™�”�\�Q�b�Ú�b�§�î�Â  �”�É�Ü�£�î�©�Ù�å
>&Common Services�
 AUS �^�]>'�b�–�å�«�º�î�Ý�‰�2�_�X�8�Z1��Â�K�r�M��

• ���²0[�^�§�î�Â  �Ø�î�¨  �”�•�˜�å�º�_�X�8�Z�� >&P.5-1>'

• �� Remote Desktop Connection �r�S�c  VNC �†�Q#Ý�K�S�§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý��
>&P.5-2>'

• �� Security Manager �§�î�Â�
 Common Services�
�>�|�g  AUS �b�–�å�«�º�î�Ý�� >&P.5-2>'

• ���§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»�� >&P.5-5>'

• ���‚�K�8�¥�å�Æ�×�î�±�r�S�c�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�l�b  Security Manager �b&ã/œ��>&P.5-13>'

• �� Security Manager �b�f�‚�� >&P.5-15>'

• ���§�î�Å�«  �Ã�µ�¡�\�Ï�–�å�º  �Ã�µ�³�b
°�m�� >&P.5-16>'

• ���§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�å�–�å�«�º�î�Ý�� >&P.5-16>'

• ���§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�²�˜�å�¢�Þ�î�»�� >&P.5-17>'

�²0[�^�§�î�Â  �Ø�î�¨  �”�•�˜�å�º�_�X�8�Z
CiscoWorks Common Services �\  Security Manager �c�
�²0[�^1��•�†�w�E�Z�8�•�Ø�î�¨�_�b�s"I���b
�µ+��l�b�”�¡�­�«�†0Á�•�M�•�¨�™�­�Ÿ�×�Ü�¸�•  �©�«�¸�Ò�†�G#Ý�K�Z�8�r�M���Q�b�S�u�
 Common 
Services �V�[�·�8�M�•�”�É�Ü�£�î�©�Ù�å�@�–�å�«�º�î�Ý�I�€�S�©�«�¸�Ò�V�[�c�
 �¦�S�_��*O�I�€�S���b  
3 �X�b�Ø�î�¨  �”�•�˜�å�º�@�8�B�I�€�r�M��

• admin>8admin �Ø�î�¨  �”�•�˜�å�º�c�
 Windows 'ö#.*…�\'¼�o�[�
 Common Services�

Security Manager�
�>�|�g�Q�b�Ú�b�”�É�Ü�£�î�©�Ù�å  �±�«�¡�b�M�m�Z�_�”�¡�­�«�[�A�•�|�:�_�K�r
�M���–�å�«�º�î�Ý�p�_�Ã�«�á�î�»�†
°�Š�M�•�²0[�@�6�~�r�M���G�b�”�•�˜�å�º�c�
�6�u�Z�§�î�Â�_
�ß�¢�–�å�M�•�\�A�_�Q#Ý�K�Z�
�”�É�Ü�£�î�©�Ù�å�†�¥�–$×�_�Q#Ý�M�•�S�u�b�Ú�b�Ø�î�¨  �”�•�˜�å
�º�†�8�B�[�A�r�M��

• casuser>8casuser �Ø�î�¨  �”�•�˜�å�º�c�
 Windows 'ö#.*…�\'¼�o�[�
 Common Services �±�«�¡�\  
Security Manager �±�«�¡�b�M�m�Z�_�”�¡�­�«�[�A�•�|�:�_�K�r�M���G�b�”�•�˜�å�º�†%$�K�Q#Ý�M�•
�G�\�c�6�r�~�6�~�r�O�‡��

0����b�–�å�«�º�î�Ý�p�_0¿���I�€�S  casuser>&�¹�Ç�›�Ý�º  �§�î�Å�«  �”�•�˜�å�º>'�’7H�r�S�c�¹�•�Þ
�¡�º�Ü�’7H�†�š�f�K�^�8�[�C�T�I�8���š�f�K�S���œ�c�
���b�ï�8�@�[�A�^�C�^�•�•+��ö�@�6�~�r
�M��

– Web �§�î�Â�l�b�ß�¢�–�å  
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    Remote Desktop Connection �r�S�c  VNC �†�Q#Ý�K�S�§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý
– �¡�Û�–�”�å�º�l�b�ß�¢�–�å  

– �¹�î�±�Ë�î�«�b�G�–�^�Â�µ�¡�”�µ�É  

• �©�«�¸�Ò1‘�9 >8�©�«�¸�Ò1‘�9�Ø�î�¨  �”�•�˜�å�º�c�
 Windows 'ö#.*…�\'¼�o�[�
 Common Services 
�±�«�¡�\  Security Manager �±�«�¡�b�M�m�Z�_�”�¡�­�«�[�A�•�|�:�_�K�r�M���G�b�”�•�˜�å�º�_�c
�[���b�¡�S�@�6�~�r�O�‡���½�î�¬�_�œ�W�S�¡�S�†�Q#Ý�K�Z�”�•�˜�å�º�†�8�B�[�A�r�M�� Common 
Services �[�”�•�˜�å�º�†�8�B�K�S���œ�c�
�Q�b�”�•�˜�å�º�_�©�«�¸�Ò'ö#.*…"I�’�†�Ü�Z�M�•�²0[�@
�6�~�r�M���Ø�î�¨1�0É�_  Cisco Secure Access Control Server>&ACS>'�†�Q#Ý�K�Z�8�•���œ�c�

ACS �_�M�m�Z�b"I�’�†�Ü�Z�M�•�²0[�@�6�~�r�M��

Cisco Security Management Suite �”�É�Ü�£�î�©�Ù�å�†�9�b�§�î�Â�_�–�å�«�º�î�Ý�M�•���œ>&�N�á�”
�É�ß�î�³>'�c�
�Ð�Ý�³�§�î�Â  �­�µ�º�”�µ�É
Æ�b�M�m�Z�b�§�î�Â�V�[� �L�©�«�¸�Ò1‘�9�Ø�î�¨  �”�•
�˜�å�º�†�8�B�M�•�²0[�@�6�~�r�M���§�î�Â6ë�b3û�™�c�
0É�Â�i�\
¹�w&Î�&�Ÿ�î�†�Q#Ý�M�•�™8—�Ô�¹
�Ý�_�k�Ñ�K�r�M���©�«�¸�Ò1‘�9�Ø�î�¨�c�
�Ð�Ý�³�§�î�Â  �­�µ�º�”�µ�É
Æ�b�Ú�b�§�î�Â�?�}�™8—�[
�A�•�”�•�˜�å�º�\0b�^�I�€�•�S�u�
�»�Ó�–�å
Æ�b�§�î�Â6ë3û�™�@���Æ�_�^�~�r�M��

�²0[�^�X�b�Ø�î�¨  �”�•�˜�å�º�†3ã�•�[�A�r�M���”�•�˜�å�º�c�Ø�î�¨�H�\�_�M�–�_�M�•�²0[�@�6�~�r�M��
�G�b�|�:�^3ã�•�b�”�•�˜�å�º�†�8�B�M�•�_�c�
�©�«�¸�Ò'ö#.*…�’7H>& admin �”�•�˜�å�º�b�Q#Ý�^�]>'�†
�â�W�Z�8�•�²0[�@�6�~�r�M���Ø�î�¨  �”�•�˜�å�º�†�8�B�K�S�}�
�Q�€�_�ß�î�Ý�†�m�~�\�Z�•�²0[�@�6�~
�r�M���G�b�ß�î�Ý�_�|�W�Z�
/²&g�v�µ�u�Z�
�Ø�î�¨�@�”�É�Ü�£�î�©�Ù�å
Æ�[�•+��^�ï�8�@��*O�I�€�r
�M���Q#Ý�•+��^�’7H�b'�8®�\  ACS �†�Q#Ý�K�Z�”�É�Ü�£�î�©�Ù�å�l�b�”�¡�­�«�†�D�š�M�•�‰�2�_�X�8�Z
�c�
 '¨ 8 'v���Ø�î�¨  �”�•�˜�å�º�b'ö#.�� �†�g!·�K�Z�C�T�I�8��

Remote Desktop Connection �r�S�c  VNC �†�Q#Ý�K�S
�§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý  

�§�î�Â  �”�É�Ü�£�î�©�Ù�å�c�
�§�î�Â�_%$�K�ß�¢�–�å�K�Z�–�å�«�º�î�Ý�M�•�G�\�†�N�á�K�r�M��

�S�T�K�
�Ü�Ô�î�º  �–�å�«�º�î�Ý>&�9�b�á�î�¡�«�¸�î�©�Ù�å)�#ä�b�ß�¢�–�å>'�†/œ�ƒ�^�E�€�d�^�}�^�8
���œ�c�
���b�Ä�å�º�†*ƒ�Ö�K�Z�C�T�I�8��

• �Ü�Ô�î�º  �¹�•�«�¡�?�}�¯�Ç�º�˜�™�”�†�–�å�«�º�î�Ý�K�|�:�\�K�^�8�[�C�T�I�8���¯�Ç�º�˜�™�”  �–
�å�«�º�î�Û�c�
�§�î�Â
Æ�b  DVD �»�Û�–�È�V�[�·�8�K�Z�8�•0���  DVD �V�_�Ñ�~�M�•�?�
%$�K�K)F
�I�€�S�¹�•�«�¡  �»�Û�–�È�V�_�Ñ�~�M�•�²0[�@�6�~�r�M���Ü�Ô�î�º  �¹�•�«�¡�?�}�b�–�å�«�º�î�Ý�@
�B�Œ�K�S�|�:�_0b�<�•���œ�@�6�~�r�M�@�
��7•�_�c�B�Œ�K�Z�8�r�O�‡��

• �¯�Ç�º�˜�™�”�b�–�å�«�º�î�Ý�_  Virtual Network Computing>&VNC>'�†�Q#Ý�[�A�r�M��

• �¯�Ç�º�˜�™�”�b�–�å�«�º�î�Ý�_  Remote Desktop Connection �†�Q#Ý�[�A�r�M�� Remote Desktop 
Connection �†�Q#Ý�M�•���œ�c�
 Remote Desktop Protocol 8��¥�å�¯�î�Ý  �­�µ�©�Ù�å�[�c�^�C�
�¥�å
�¯�î�Ý  �­�µ�©�Ù�å�†�Q#Ý�M�•�G�\�†�N�á�K�r�M��

Security Manager �§�î�Â�
 Common Services �
�>�|�g  
AUS �b�–�å�«�º�î�Ý

�Ó�–�å�b  Security Manager �–�å�«�º�î�Ý  �É�ß�¢�Û�Ò�[���b�|�:�^�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�[
�A�r�M��

• CiscoWorks Common Services 4.0>8�§�î�Â  �”�É�Ü�£�î�©�Ù�å�_�²0[�^�ö%��¯�Ç�º�˜�™�”�[�M��
Security Manager �r�S�c  AUS �†�–�å�«�º�î�Ý�M�•���œ�c�
 Common Services 4.0>&�r�T�–�å�«
�º�î�Ý�I�€�Z�8�^�8���œ>'�†�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M��

• Cisco Security Manager 4.3>8Security Manager �b�Ó�–�å  �§�î�Â  �¯�Ç�º�˜�™�”�[�M��
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    Security Manager �§�î�Â�
 Common Services �
�>�|�g  AUS �b�–�å�«�º�î�Ý
• Auto Update Server 4.3��

• Cisco Security Manager Client 4.3>8Security Manager �§�î�Â�\�¹�î�±�†�x�~�v�~�M�•�S�u�b�¡�Û
�–�”�å�º  �¯�Ç�º�˜�™�”���§�î�Â�\� �L�¥�å�Æ�×�î�±�V�_�–�å�«�º�î�Ý�[�A�r�M�@�
�G�b�­�µ�º
�”�µ�É�†  Security Manager �†�Q#Ý�M�•3û�–�b�‰�2�\�K�Z�Q#Ý�K�^�8�[�C�T�I�8���N�á�I�€�Z�8�•
�¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�\�­�µ�º�”�µ�É�b0ò(ý�_�X�8�Z�c�
 '¨ 6 'v���¡�Û�–�”�å�º�b�–�å�«
�º�î�Ý�\0¿����  �†�g!·�K�Z�C�T�I�8��

���b�m8p�†�Q#Ý�K�Z�
�G�€�}�b�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�r�S�c
Ì�–�å�«�º�î�Ý�K�r�M���è�S�b
�Â�î�ª�Ù�å�b�”�É�Ü�£�î�©�Ù�å�?�}�”�µ�É�¢�Þ�î�»�K�Z�8�•���œ�c�

›�_4
�t�S�_�
 ���§�î�Â  �”�É�Ü
�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»�� >&P.5-5>' �†�g!·�K�Z�C�T�I�8��

�c�L�u�•�S�_

• �G�b�–�å�«�º�Þ�î�©�Ù�å  �ž�–�»�b ���Û�–�­�å�«�� �b'v�†�g!·�K�Z�C�T�I�8��

• �M�[�_�§�î�Â�V�_�–�å�«�º�î�Ý�I�€�Z�8�•�¤�Ñ�b�Â�î�ª�Ù�å�b�”�É�Ü�£�î�©�Ù�å�_�P�M�•�”�µ�É�¢
�Þ�î�»�\�K�Z0����†�–�å�«�º�î�Ý�K�Z�8�•���œ�c�
 ���Ü�Ô�î�º  �”�µ�É�¢�Þ�î�»�ì�b�¹�î�±�Ë�î�«�b
�Â�µ�¡�”�µ�É�� >&P.5-9>' �_0°3U�I�€�Z�8�•�|�:�_�Â�µ�¡�”�µ�É�†��/œ�K�Z�C�T�I�8���”�µ�É�¢�Þ�î
�»�†�–�å�«�º�î�Ý�M�•�S�_�
�Â�µ�¡�”�µ�É�@�G�–�_)
�¢�K�
�¤�Ñ�b�”�É�Ü�£�î�©�Ù�å�@�G�K�C�µ+�
�K�Z�8�•�G�\�†&�1��K�Z�C�T�I�8��

• Security Manager �b�Ì�‚�Û�–�­�å�«�b�–�å�«�º�î�Ý�ì�c�
 Security Manager �§�î�Â�_�\�W�Z�ß�î�•
�Ý�^�¹�•�«�¡�V�_�Û�–�­�å�«  �Ç�“�–�Ý�†4Ä*(�M�•�²0[�@�6�~�r�M�� Security Manager �†�Q#Ý�K�Z
�§�î�Â�V�b�¹�•�Þ�¡�º�Ü�†�g!·�M�•���œ�
�Ð�µ�É�I�€�S�»�Û�–�È�c/²&g�I�€�r�O�‡���Q�b�S�u�
�–
�å�«�º�î�Ý�ì�_�Û�–�­�å�«  �Ç�“�–�Ý�†4E�¥�M�•�_�c�
�Q�b�Û�–�­�å�«  �Ç�“�–�Ý�@�§�î�Â�V�_�Ñ�~
�K�Z�8�•�²0[�@�6�~�r�M�� >&Windows �[�c�G�b�D7H�@1"�I�€�r�M�@�
�G�€�_�|�~  Security Manager 
�b�Ã�Ç�›�î�Ð�å�«�\�­�Ÿ�×�Ü�¸�•�@�¥�V�K�r�M>' ���G�b�Ç�“�–�Ý�c0����†�–�å�«�º�î�Ý�M�•�Ç�›�Ý
�²�_4Ä*(�K�^�8�[�C�T�I�8��

>&�@>' �Û�–�­�å�«  �Ç�“�–�Ý�b�Ã�«�_�c�
�”�å�Ã�§�å�»>& &>'�^�]�b"I�f�e�Ð�@�µ�r�€�Z�8�Z�c�^�~�r
�O�‡��

• ���–�å�«�º�î�Ý =
�"g�#�³�™�µ�¡�Ü�«�º�� >&P.4-3>' �†�ö�¢�K�S�G�\�†&�1��K�Z�C�T�I�8��

• �§�î�Â�@ ���§�î�Â�b0[�ó�>�|�g�N�á�¦8o�� >&P.3-3>' �_0°3U�I�€�S0[�ó�† 6�S�K�Z�8�•�G�\�†&�1��K
�Z�C�T�I�8��

• Security Manager �c�D�š#”�C�W�b�S#Ý�§�î�Â�_�–�å�«�º�î�Ý�M�•�G�\�†�N�á�K�r�M���Ú�b�¯�Ç�º
�˜�™�”  �”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�K�S���œ�c�
 Security Manager �b3û�–�·�8�\'‡�œ�K�S�~�

�§�Ï�î�º�I�€�Z�8�^�?�W�S�~�M�•�•+��ö�@�6�~�r�M��

• Security Manager �§�î�Â�r�S�c  AUS �b�–�å�«�º�î�Ý�‹�_  Common Services �†
Ì�–�å�«�º�î�Ý�K
�S���œ�c�
 Security Manager �r�S�c  AUS �v
Ì�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M��

• Common Services �b�–�å�«�º�î�Ý�‹�_�©�«�¸�Ò�ì6ë�†�š�f�K�^�8�[�C�T�I�8���G�b�|�:�^�š�f�@
�M4Š�b�ì6ë�k�Ñ�µ+��b�·�8�_�s8j�M�•�•+��ö�@�6�~�r�M��

• Cisco Secure Access Control Server>&ACS>'�†�Q#Ý�K�Z�
 Security Manager �r�S�c  AUS �l�b�Ø�î
�¨  �”�¡�­�«�_  AAA �§�î�Å�«�†�f�j�M�•���œ�c�
�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�K�Z�?�}�

ACS �†�Q#Ý�M�•�|�:�_  Common Services �†0¿���K�r�M�� ACS �D�š�b0¿���‰�2�_�X�8�Z�c�


�� Security Manager �\  Cisco Secure ACS �b)+�œ��>&P.8-12>' �†�g!·�K�Z�C�T�I�8��

ACS �†�Q#Ý�M�•�|�:�_  Common Services �†0¿���K�Z�?�}  Security Manager �r�S�c  AUS �†�–�å�«
�º�î�Ý�K�S���œ�c�
�–�å�«�º�î�Ý�p�_�
�–�å�«�º�î�Ý�K�S�”�É�Ü�£�î�©�Ù�å�†  ACS �_$Ï6��M�•�²
0[�@�6�•�G�\�@3û%±�I�€�r�M���r�T�”�É�Ü�£�î�©�Ù�å>&�G�b�§�î�Â�V�r�S�c�9�b�§�î�Â�V>'�†  
ACS �_$Ï6��K�Z�8�^�8���œ�c�
 [Yes] �†4E�¥�K�r�M���M�[�_�”�É�Ü�£�î�©�Ù�å�†$Ï6��K�Z�8�•���œ
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    Security Manager �§�î�Â�
 Common Services �
�>�|�g  AUS �b�–�å�«�º�î�Ý
�c�
 [Yes] �†4E�¥�M�•�\�
�”�É�Ü�£�î�©�Ù�å�b  ACS 
Æ�[0¿���I�€�S�Ø�î�¨  �ß�î�Ý�b�•�«�±�Ð�–�¬
�@�»�ƒ�€�•�S�u�
 [No] �†4E�¥�M�•�²0[�@�6�~�r�M��� �L  ACS �§�î�Â�†�Q#Ý�M�•�M�m�Z�b  Security 
Manager �§�î�Â�\  AUS �§�î�Â�@�Ø�î�¨  �ß�î�Ý�†
¹�w�K�r�M��

�m8p

Security Manager �§�î�Â�
 Common Services�
 AUS�
�r�S�c�Ó�–�å�b  Security Manager �–�å�«�º�î�Ý  
�É�ß�¢�Û�Ò�†�Q#Ý�M�•0
�X�b�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �–�å�«�º�î�Ý  �É�ß�¢�Û�Ò�†
°�m�r�S�c�è(ô�K�r�M�����b�8�N�€�?�b�ï�8�†��/œ�[�A�r�M��

• �§�î�Â�b  DVD �»�Û�–�È�_  Security Manager �–�å�«�º�î�Ý  DVD �†��
°�K�r�M�� �–�å�«�º�î�Ý  �”�É
�Ü�£�î�©�Ù�å�@+¬�·$×�_2s�·�K�^�?�W�S���œ�c�
 csm<version>_win_server �Ç�›�Ý�²
Æ�b  
Setup.exe �Ç�“�–�Ý�†��/œ�K�r�M��

• Cisco.com �”�•�˜�å�º�_�ß�¢�–�å�K�Z�
 http://www.cisco.com/go/csmanager �_�6�•  Security 
Manager �Í�î�Ò�Ì�î�ª�_�”�¡�­�«�K�r�M�� [Download Software] �†�¡�Ü�µ�¡�K�Z�
�})°�I�€�S  
Security Manager �b�–�å�«�º�î�Ý  �Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�r�M��

– WinZip �x�})°�Ç�›�Ý�²�b�Ž6ä�˜�•�¨�î�»�^�]�b  Windows Server 2008 �_�Ü�“�K�Z�8�•�Ç�“�–
�Ý�})°�Ø�î�¸�•�Ü�¸�•�b�8�N�€�?�†�Q#Ý�K�Z�
�})°�I�€�S�¯�Ç�º�˜�™�”  �–�å�«�º�î�Ý  �Ç�“�–
�Ý
Æ�b�M�m�Z�b�Ç�“�–�Ý�†�M�ì�¹�•�Þ�¡�º�Ü�[0Ž
þ�K�r�M���Ã�«�¡�@�6�r�~6×�C�^�8�¹�•�Þ�¡
�º�Ü�†�Q#Ý�K�Z�C�T�I�8���S�\�<�d�
 C:\Documents and Settings\Administrator\Desktop �|�~
�c  C: �†4E�¥�K�Z�C�T�I�8��3û�–�c�
�})°�Ç�“�–�Ý�\� �L�¹�•�Þ�¡�º�Ü�_0Ž
þ�I�€�•�
�–�å�«
�º�î�Ý  �É�ß�¢�Û�Ò�b  Setup.exe �†6ä���K�r�M��

– �Ç�“�–�Ý�b
Æ���†0Ž
þ�[�A�^�8�\�8�:�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�S���œ�c�
 Temp �¹�•�Þ�¡
�º�Ü�†'5�_�K�Z�
�˜�–�Ý�«�†�«�Ÿ�Õ�å�K�
 C:\Program Files\Common Files\InstallShield �¹�•
�Þ�¡�º�Ü�†�P7V�K�Z�?�}�
�Ü�È�î�º�K�Z�v�:�M�Ø0è�K�Z�s�Z�C�T�I�8��

�«�¸�µ�É 2 �–�å�«�º�î�Ý  �˜�•�¨�î�»�b�æ&g�_�‘�8�r�M���–�å�«�º�î�Ý�p�_�
���b�_���b
°�Š�@0[�Ó�I�€�r�M��

• Backup location>8"I���b�Â�î�ª�Ù�å�b  Common Services�
 Security Manager�
�r�S�c  AUS �@�M�[
�_�–�å�«�º�î�Ý�I�€�Z�8�•���œ�c�
�–�å�«�º�î�Ý  �É�ß�¢�Û�Ò�_�|�W�Z�–�å�«�º�î�Ý�p�b�¹�î�±
�Ë�î�«  �Â�µ�¡�”�µ�É�@0Á�•�I�€�r�M���Â�µ�¡�”�µ�É�†���‹�M�•���œ�c�
�Â�µ�¡�”�µ�É�_�Q#Ý�M�•
���d�†4E�¥�K�r�M���S�T�K�
�Â�µ�¡�”�µ�É�c�
�–�å�«�º�î�Ý�†6ä���M�•�S�_���‹�M�•�G�\�†�N�á�K
�r�M��

>&�@>' �Â�µ�¡�”�µ�É�_�Q#Ý�M�•�S�u�_4E�¥�M�•���d�c�
 NMSROOT �b�¥�_�M�•�²0[�@�6�~�r�M�����d  
NMSROOT �c  Security Manager �–�å�«�º�î�Ý  �¹�•�Þ�¡�º�Ü�l�b�Ã�«�[�M���¹�Ç�›�Ý�º�c  
C:\Program Files\CSCOpx  �[�M��"I�_�
 NMSROOT\backup �†�Â�µ�¡�”�µ�É�_�Q#Ý�K�^�8�|
�:�_�@�–�K�Z�C�T�I�8��

• Destination folder>8�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�M�•�Ç�›�Ý�²���Ú�b���d�_�–�å�«�º�î�Ý�M�•
"I�9�^#.#ä�@�^�E�€�d�
�¹�Ç�›�Ý�º�†�w�E
°�€�r�M���¹�Ç�›�Ý�º  �Ç�›�Ý�²�è�¥�b�Ç�›�Ý�²�†�æ��
�K�S���œ�c�
�Q�b�W�_�Ç�“�–�Ý�@�Ñ�~�K�^�8�G�\�\�
�Ã�«�¡�@  256 �e�Ð�• 6�[�6�•�G�\�†&�1��K�Z
�C�T�I�8��

• Applications>8�–�å�«�º�î�Ý�M�•�”�É�Ü�£�î�©�Ù�å���r�T  Common Services �@�–�å�«�º�î�Ý�I�€
�Z�8�^�8���œ�c�
 Common Services �†4E�¥�K�Z  Security Manager �r�S�c  AUS �†�–�å�«�º�î�Ý�M�•
�²0[�@�6�~�r�M��

• License information>8���b�8�N�€�?�†4E�¥�K�r�M��

– License File Location>8�Û�–�­�å�«  �Ç�“�–�Ý�b�Ç�Ý  �Ã�«�¡�†
°�Š�M�•�?�
 [Browse] �†�¡�Ü�µ
�¡�K�Z�è(ô�K�r�M���Ì�‚�Û�–�­�å�«  �Ç�“�–�Ý�†�¦�S�_�§�î�Â�V�_4Ä*(�K�Z�6�W�S���œ�c�
�Q
�b�Ç�“�–�Ý�†�æ���[�A�r�M��
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    �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»
>&�@>' �Û�–�­�å�«  �Ç�“�–�Ý�b�Ã�«�_�c�
�”�å�Ã�§�å�»>& &>'�^�]�b"I�f�e�Ð�@�µ�r�€�Z�8�Z�c�^�~�r
�O�‡��

– Evaluation Only>8!“�q�b  90 �¥�b0Û�o�‡6ë�†�–�¿�î�È�Ý�_�K�r�M��

• Admin password>85 �e�Ð�è�V�b  admin �Ø�î�¨  �”�•�˜�å�º#Ý�Ã�«�á�î�»���G�b�”�•�˜�å�º�
�©�«�¸
�Ò1‘�9�”�•�˜�å�º�
�>�|�g  casuser �”�•�˜�å�º�b0ò(ý�_�X�8�Z�c�
 ���²0[�^�§�î�Â  �Ø�î�¨  �”�•�˜�å
�º�_�X�8�Z�� >&P.5-1>' �†�g!·�K�Z�C�T�I�8��

• System Identity user>8�©�«�¸�Ò1‘�9�Ø�î�¨�\�K�Z�Q#Ý�M�•�”�•�˜�å�º�b�Ø�î�¨�¡�\�Ã�«�á�î�»��
Cisco Security Management Suite �”�É�Ü�£�î�©�Ù�å�†0
�X�b�§�î�Â�V�_�–�å�«�º�î�Ý�M�•���œ�c�

�M�m�Z�b�§�î�Â�V�[� �L�©�«�¸�Ò1‘�9�Ø�î�¨  �”�•�˜�å�º�†�Q#Ý�K�Z�C�T�I�8��

• Create casuser>8�‚�K�8�–�å�«�º�î�Ý�[  casuser �”�•�˜�å�º�†�8�B�M�•�?�]�:�?���G�b�Ø�î�¨  �”�•
�˜�å�º�c�8�B�M�•�²0[�@�6�~�r�M��

>&�@>' �Ã�«�á�î�»�b0
7§�Ø�b�D7H�_�P�M�•�­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�@�6�•���œ�
�G�b�”�•�˜�å�º�8�B�c
�»�K�M�•�G�\�@�6�~�r�M���Q�b�|�:�^���œ�c�
�”�•�˜�å�º�†�m�·�[�8�B�K�Z�

resetcasuser.exe �¥�Ð�å�»�†��/œ�M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
/²  A-3�


�� LiaisonServlet �š�Û�î�b�N�I�\�P���2��  �b  casuser �Ã�«�á�î�»�†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 �–�å�«�º�î�Ý�b�ö�¢�‹�_�
�§�î�Â�@+¬�·$×�_
Ì2s�·�K�^�8���œ�c�
�§�î�Â�†
Ì2s�·�K�r�M��

�§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»
�”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»�\�c�
�‚�8�Â�î�ª�Ù�å�?�}�b�¹�î�±�†)T�â�K�^�@�}�
�‚�K�8�Â�î
�ª�Ù�å�b�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�M�•�É�ß�­�«�[�M�� 3 '�8®�b�”�µ�É�¢�Þ�î�»  �Ã�«�@�6�~�r
�M��

• �ß�î�•�Ý>8�‚�8�Â�î�ª�Ù�å�†�”�å�–�å�«�º�î�Ý�O�N�_�
�‚�8�Â�î�ª�Ù�å�†��/œ�p�b�§�î�Â�V�_�‚�K
�8�Â�î�ª�Ù�å�†�–�å�«�º�î�Ý�K�r�M���¤�Ñ�b�¹�î�±�@�–�Ñ�I�€�
�‚�K�C�–�å�«�º�î�Ý�I�€�S�Â�î
�ª�Ù�å�[�Q#Ý�[�A�r�M���ß�î�•�Ý  �”�µ�É�¢�Þ�î�»�†���‹�M�•���œ�c���b!l�_�@�–�K�Z�C�T�I�8��

– �G�b�‰�'�†�Q#Ý�M�•�S�_�
�”�µ�É�¢�Þ�î�»�M�•�M�m�Z�b�”�É�Ü�£�î�©�Ù�å�@�G�K�C�µ+��K�Z�8
�•�G�\�†&�1��K�Z�C�T�I�8���r�S�
�”�µ�É�¢�Þ�î�»�P1ß�b�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�M
�•�S�_�
�¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�†���‹�K�Z�
�G�–�_)
�¢�K�S�G�\�†&�1��K�Z�C�T�I�8��

– �§�î�Â�V�b�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�v�”�µ�É�¢�Þ�î�»�K�Z�8�•���œ�
�S�\�<�d�
 Windows 
2003 �?�}  Windows 2008 �_�”�µ�É�¢�Þ�î�»�K�Z�8�•���œ�c�
�G�b�‰�'�@�Q#Ý�[�A�r�O�‡���œ
�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�b�”�µ�É�¢�Þ�î�»�v/œ�8�^�@�}  Security Manager �†�”�µ�É�¢�Þ�î�»
�K�Z�8�•���œ�c�
�æ�ƒ�~�_�
�Ü�Ô�î�º  �Â�µ�¡�”�µ�É / �Ÿ
–�”�µ�É�¢�Þ�î�»�‰�'�†�Q#Ý�K�r�M��
� �L  Security Manager �Ü�Ü�î�«�†)T�â�K�^�@�}�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�†�”�µ�É�¢�Þ�î�»
�K�Z�8�•���œ�c�
 ���‚�K�8�¥�å�Æ�×�î�±�r�S�c�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�l�b  Security 
Manager �b&ã/œ��>&P.5-13>' �_0°3U�I�€�S�m8p�†��/œ�K�r�M��

>&�@>' �ß�î�•�Ý  �”�µ�É�¢�Þ�î�»�ì�_�
�–�å�«�º�î�Û�_�|�W�Z�
 Performance Monitor �r�S�c  Resource 
Manager Essentials �@�–�å�«�º�î�Ý�I�€�Z�8�•�?�]�:�?�@�³�™�µ�¡�I�€�r�M���8�N�€�?  1 �X�
�r�S�c�g
�‰�@�è���I�€�S���œ�
 �� Performance Monitor or Resource Manager Essentials (or both) needs to be 
uninstalled���\�8�:�š�Û�î  �Ó�µ�­�î�ª�†/²&g�K�Z�–�å�«�º�î�Û�@)
�¢�K�r�M��
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»
• �Ü�Ô�î�º>&�Â�µ�¡�”�µ�É / �Ÿ
–>'>8�‚�K�8�Â�î�ª�Ù�å�†�¡�Ü�î�å  �§�î�Â>&�‚�8�”�É�Ü�£�î�©�Ù�å�@
�–�å�«�º�î�Ý�I�€�Z�8�^�8�§�î�Â>'�_�–�å�«�º�î�Ý�K�Z�?�}�
�‚�8�Â�î�ª�Ù�å�?�}�8�B�K�S�Â�µ�¡
�”�µ�É�?�}�¹�î�±�Ë�î�«�†�Ÿ
–�K�r�M���‚�K�8�§�î�Â�V�_�–�å�«�º�î�Ý�M�•���œ�
�r�S�c�
�–�å�«
�º�î�Ý�†���‹�M�•�S�_�§�î�Â�†�¡�Ü�î�å�œ�Ç�M�•>&�”�É�Ü�£�î�©�Ù�å�†�”�å�–�å�«�º�î�Ý�M�•�S�_
�Â�µ�¡�”�µ�É�†�8�B�M�•>'���œ�_�
�G�b�m8p�†�Q#Ý�K�r�M��

>&�@>' Security Manager �§�î�Â  �”�É�Ü�£�î�©�Ù�å�†��/œ�K�Z�8�•�§�î�Â�b�Â�µ�¡�”�µ�É�†�8�B�M
�•�S�_�
�M�m�Z�b�–$��¹�î�±�@�¥�Ñ�µ�º�I�€�Z�8�•�G�\�†&�1��M�•�²0[�@�6�~�r�M��

�� Security Manager �b�–$��¹�î�±�@3æ�™�>�|�g�Ž1��I�€�•�G�\�b&�1��� >&P.5-8>' �†�g!·�K�Z
�C�T�I�8��

• 6ë�K>8�ß�î�•�Ý�r�S�c�Ü�Ô�î�º  �”�µ�É�¢�Þ�î�»�[�§�Ï�î�º�I�€�Z�8�^�8�‚�8�Â�î�ª�Ù�å�b�”�É�Ü
�£�î�©�Ù�å�†�Q#Ý�K�Z�8�•���œ�c�
 2 �•7u�É�ß�­�«�†��/œ�M�•�²0[�@�6�~�r�M���ß�î�•�Ý�r�S�c�Ü
�Ô�î�º  �”�µ�É�¢�Þ�î�»�[�§�Ï�î�º�I�€�Z�8�•�Â�î�ª�Ù�å�_�”�µ�É�¢�Þ�î�»�K�Z�?�}�
�ß�î�•�Ý�r
�S�c�Ü�Ô�î�º  �”�µ�É�¢�Þ�î�»�†���‹�K�r�M���p6ë�b�Â�î�ª�Ù�å�†  Cisco.com �?�}�²�˜�å�ß�î�»�K
�r�M��

�Q#Ý�p�b�Â�î�ª�Ù�å�@�W�b/²�_6ë�K�”�µ�É�¢�Þ�î�»#Ý�\�K�Z�V3U�I�€�Z�>�}�N�
�‚�8�¹�î�±�†�–�Ñ
�M�•�²0[�@�6�•���œ�c�
 3 �X�è�V�b�p6ë�”�µ�É�¢�Þ�î�»�m8p�†���‹�M�•�²0[�@�6�~�r�M���S�\�<
�d�
 Security Manager 3.0.x �?�}�”�µ�É�¢�Þ�î�»�M�•���œ�c�
 3.2.2 �_�”�µ�É�¢�Þ�î�»�K�Z�?�}�

4.0 �_�”�µ�É�¢�Þ�î�»�K�
 4.3 �_�”�µ�É�¢�Þ�î�»�M�•�²0[�@�6�~�r�M��

/² 5-1 �_�
�”�µ�É�¢�Þ�î�»  �Ã�«�H�\�_�§�Ï�î�º�I�€�Z�8�•�¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å�_6õ�M�•1��Â�†
&g�K�r�M��

>&�@>' 3.3 �r�S�c  3.3.1 �?�}  4.3 �_�”�µ�É�¢�Þ�î�»�M�•���œ�
 4.3 �b�Û�–�­�å�«�[�p6ë�b  4.0 �–�å�«�º�î�Ý�†�¸
�«�º�M�•�G�\�c�[�A�r�O�‡���S�T�K�
�¹�Â�–�«�X�b�D7H�†2x�<�^�E�€�d�
0Û�o�Û�–�­�å�«�[�p6ë�b  4.0 
�–�å�«�º�î�Ý�†�¸�«�º�[�A�r�M��

���b�”�µ�É�¢�Þ�î�»  �Ã�«�@�§�Ï�î�º�I�€�Z�8�r�M��

• 4.0 > 4.3

• 4.0.1 > 4.3 

• 4.1 > 4.3

• 4.2 > 4.3
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»
/² 5-1 �”�É�Ü�£�î�©�Ù�å  �”�µ�É�¢�Þ�î�»  �Ã�«

�”�µ�É�¢
�Þ�î�»  �Ã
�« �”�É�Ü�£�î�©�Ù�å

�§�Ï�î�º�I�€�Z�8�•
�‚�8�Â�î�ª�Ù�å �”�µ�É�¢�Þ�î�»�m8p

�ß�î�•�Ý  Security Manager 4.3 

Auto Update Server 4.3 

4.0�
 4.0.1�
 4.1�
 4.2 1. �M�m�Z�b�–$��¹�î�±�†�¥�Ñ�µ�º�K�r�M�� �� Security 
Manager �b�–$��¹�î�±�@3æ�™�>�|�g�Ž1��I�€�•�G�\�b
&�1��� >&P.5-8>' �†�g!·�K�Z�C�T�I�8��

2. �Q�b�‹�[�
�¯�Ç�º�˜�™�”�†�–�å�«�º�î�Ý�K�r�M��
�� Security Manager �§�î�Â�
 Common Services�
�>�|�g  
AUS �b�–�å�«�º�î�Ý�� >&P.5-2>' �†�g!·�K�Z�C�T�I�8��

3. �q�‹�_�
�”�µ�É�¢�Þ�î�»�‹�b�²0[�^�š�f�†�•�<�r�M��
���”�µ�É�¢�Þ�î�»�‹�b�²0[�^�š�f�b���‹�� >&P.5-13>' �†
�g!·�K�Z�C�T�I�8��

>&�@>' 32 �Å�µ�º  Windows OS �_�–�å�«�º�î�Ý�I�€�Z�8�•  
Security Manager 4.0 �>�|�g  4.0.1 �c�
�Ü�Ô�î�º  
�”�µ�É�¢�Þ�î�»  �Ã�«�_�‘�:�²0[�@�6�~�r�M���ß�î
�•�Ý  �”�µ�É�¢�Þ�î�»�c�
 64 �Å�µ�º  Windows �§�î
�Â�[�b�s�§�Ï�î�º�I�€�Z�8�r�M��
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»
Security Manager �b�–$��¹�î�±�@3æ�™�>�|�g�Ž1��I�€�•�G�\�b&�1�

Security Manager �b�”�µ�É�¢�Þ�î�»�†�B�Œ�I�O�•�S�u�_�c�
�¤�Ñ�b  Security Manager �¹�î�±�Ë�î�«�_
�–$��¹�î�±�@�µ�r�€�Z�8�^�8�G�\�†&�1��M�•�²0[�@�6�~�r�M���–$��¹�î�±�\�c�
�¹�î�±�Ë�î�«�_�P�K�Z
�¥�Ñ�µ�º�I�€�Z�8�^�8�¹�î�±�b�G�\�[�M���–$��¹�î�±�@�g�W�Z�8�•�è�S�b�Â�î�ª�Ù�å�b  Security 
Manager �?�}�b�¹�î�±�Ë�î�«�c�Ÿ
–�[�A�r�O�‡���Ÿ
–�[�A�•�b�c�
�Â�µ�¡�”�µ�É�\� �L�Â�î�ª�Ù�å�†
��/œ�K�Z�8�•�©�«�¸�Ò�V�_�–$��¹�î�±�@�g�W�Z�8�•�¹�î�±�Ë�î�«�T�E�[�M��

�Ø�î�¨�H�\�_�š�f�†3æ�™�r�S�c%Ú� �M�•�²0[�@�6�~�r�M�� Approver �[�á�î�¡�Ç�ß�î  �Ô�î�»�†�Q#Ý�K�Z
�8�•���œ�c�
�G�b�|�:�^3æ�™�v�Ž1��M�•�²0[�@�6�~�r�M���M�m�Z�b�¹�Â�–�«0¿���\  Security Manager 
�¹�î�±�Ë�î�«�†� �‡�I�O�•�S�u�_�c�
�M�m�Z�b�¹�î�±�b�¥�Ñ�µ�º�‹�_�Ž6ä�†���‹�M�•�²0[�v�6�~�r�M��

• Workflow �è�¥�b�Ô�î�»�[�
���b�m8p�†��/œ�K�r�M��

– �š�f�†�¥�Ñ�µ�º�M�•�_�c�
 [File] > [Submit] �†4E�¥�K�r�M��

– �¥�Ñ�µ�º�I�€�Z�8�^�8�š�f�†�ë� �M�•�_�c�
 [File] > [Discard] �†4E�¥�K�r�M��

�Ü�Ô�î�º  Security Manager 4.3 

Auto Update Server 4.3 

4.0�
 4.0.1�
 4.1�
 4.2 1. �M�m�Z�b�–$��¹�î�±�†�¥�Ñ�µ�º�K�r�M�� �� Security 
Manager �b�–$��¹�î�±�@3æ�™�>�|�g�Ž1��I�€�•�G�\�b
&�1��� >&P.5-8>' �†�g!·�K�Z�C�T�I�8��

2. �¹�î�±�Ë�î�«�†�Â�µ�¡�”�µ�É�K�r�M�� ���Ü�Ô�î�º  �”�µ�É
�¢�Þ�î�»�ì�b�¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�� >&P.5-9>'
�†�g!·�K�Z�C�T�I�8��

3. �”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�K�r�M�����b8o�†�g
!·�K�Z�C�T�I�8��

�� Security Manager �§�î�Â�
 Common Services�
�>�|�g  
AUS �b�–�å�«�º�î�Ý�� >&P.5-2>'

4. �²0[�_�Â�L�Z�
�¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�†�§�î�Â
�_3?3æ�K�r�M��

5. �¹�î�±�Ë�î�«�†�G�Ÿ�K�r�M�� ���§�î�Â  �¹�î�±�Ë�î�«�b�Ÿ

–�� >&P.5-12>' �†�g!·�K�Z�C�T�I�8��

6. �q�‹�_�
�”�µ�É�¢�Þ�î�»�‹�b�²0[�^�š�f�†�•�<�r�M��
���”�µ�É�¢�Þ�î�»�‹�b�²0[�^�š�f�b���‹�� >&P.5-13>' �†
�g!·�K�Z�C�T�I�8��

6ë�K Security Manager 4.3 3.x 1. �M�m�Z�b�–$��¹�î�±�†�¥�Ñ�µ�º�K�r�M�� �� Security 
Manager �b�–$��¹�î�±�@3æ�™�>�|�g�Ž1��I�€�•�G�\�b
&�1��� >&P.5-8>' �†�g!·�K�Z�C�T�I�8��

2. ���_�
 4.1 �_�”�µ�É�¢�Þ�î�»�K�Z�?�}�
 4.1 �b�–�å�«�º
�Þ�î�©�Ù�å  �ž�–�»�b�”�µ�É�¢�Þ�î�»�_6õ�M�•'v
Æ�b
�¹�î�±&ã/œ�m8p�†�Å���_��/œ�K�r�M��

>&�@>' �r�N  4.1 �_�”�µ�É�¢�Þ�î�»�K�Z�?�}�
�Ü�Ô�î�º  �”�µ
�É�¢�Þ�î�»  �Ã�«�†�Q#Ý�M�•�G�\�v�[�A�r�M��

/² 5-1 �”�É�Ü�£�î�©�Ù�å  �”�µ�É�¢�Þ�î�»  �Ã�«  >&)F�A>'

�”�µ�É�¢
�Þ�î�»  �Ã
�« �”�É�Ü�£�î�©�Ù�å

�§�Ï�î�º�I�€�Z�8�•
�‚�8�Â�î�ª�Ù�å �”�µ�É�¢�Þ�î�»�m8p
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»
– �9�b�Ø�î�¨�b�š�f�†�¥�Ñ�µ�º�r�S�c�ë� �M�•�²0[�@�6�•���œ�c�
�Q�b�Ø�î�¨�b�­�µ�©�Ù�å�†�,
�A)E�D�G�\�@�[�A�r�M���­�µ�©�Ù�å�†�,�A)E�D�_�c�
 [Tools] > [Security Manager 
Administration] > [Take Over User Session] �†4E�¥�K�Z�?�}�
 [Take Over Session] �†�¡�Ü�µ�¡
�K�r�M��

• Workflow �Ô�î�»�[�
���b�m8p�†��/œ�K�r�M��

– �š�f�†�¥�Ñ�µ�º�K�Z�Ž1��M�•�_�c�
 [Tools] > [Activity Manager] �†4E�¥�K�r�M�� [Activity 
Manager] �˜�•�å�»�˜�?�}�”�¡�¸�•�Å�¸�•�†4E�¥�K�
 [Approve] �†�¡�Ü�µ�¡�K�r�M�� Activity 
Approver �†�Q#Ý�K�Z�8�•���œ�c�
 [Submit] �†�¡�Ü�µ�¡�K�Z�
 Approver �_�”�¡�¸�•�Å�¸�•�†�Ž
1��K�Z�v�}�8�r�M��

– �¥�Ñ�µ�º�I�€�Z�8�^�8�š�f�†%Ú� �M�•�_�c�
 [Tools] > [Activity Manager] �†4E�¥�K�r�M��
[Activity Manager] �˜�•�å�»�˜�[�
�”�¡�¸�•�Å�¸�•�†4E�¥�K�Z�?�}�
 [Discard] �†4E�¥�K�r�M��
�ë� �[�A�•�b�c�
 Edit �r�S�c  Edit Open �b"g�Â�_�6�•�”�¡�¸�•�Å�¸�•�T�E�[�M��

�É�ß�Ã�¸�•  �Ç�“�–�Ý�_�P�M�•�š�f�b�Ÿ
–  
�M�m�Z�b Security Manager �–�å�«�º�î�Ý�_�8�C�X�?�b�É�ß�Ã�¸�•  �Ç�“�–�Ý�@�µ�r�€�Z�8�r�M���G�b
�Ç�“�–�Ý�_�c�
�Q#Ý�p�_�š�f�I�€�S�¹�î�±�@�–�Ñ�I�€�r�M��

• $NMSROOT\MDC\athena\config\csm.properties

• $NMSROOT\MDC\athena\config\DCS.properties

• $NMSROOT\MDC\athena\config\taskmgr.prop 

�Ä�å�º $NMSROOT �c�
 Common Services �–�å�«�º�î�Ý  �¹�•�Þ�¡�º�Ü>&�¹�Ç�›�Ý�º�c  C:\Program 
Files\CSCOpx>'�b�Ç�Ý  �Ã�«�¡�[�M��

#'�~�b�–�å�«�º�î�Ý�_�P�K�Z�§�î�Å�«  �Ã�µ�¡�b�”�µ�É�¢�Þ�î�»�r�S�c�–�å�«�º�î�Ý�†���‹�K�S���œ�b  
Security Manager �b�·�8�c���b�\�>�~�[�M��

• �”�µ�É�¢�Þ�î�»�r�S�c�§�î�Å�«  �Ã�µ�¡�_6õ4��M�•�‚�K�8�Ç�“�–�Ý�†�–�å�«�º�î�Ý�K�r�M��

• �‚�K�8�Ç�“�–�Ý�\�Q#Ý�p�_�š�f�I�€�S�Ç�“�–�Ý�†�š3Q�K�r�M��

• �‚�K�8�Ç�“�–�Ý�\�Q#Ý�p�_�š�f�I�€�S�Ç�“�–�Ý�@$��^�•���œ�c1™�Ì�†$Î�K�r�M���Q�b���œ�c�

Security Manager �@���b�|�:�_��#.�K�r�M��

– �Q#Ý�p�_�š�f�I�€�S�Ç�“�–�Ý�†  <filename>.org �\�8�:�¡�S�[�–�Ñ�K�r�M��

– �g*ƒ#Ý�\�K�Z�
�j�(�Ç�“�–�Ý�†  <filename>.diff �\�8�:�¡�S�[�–�Ñ�K�r�M��

�‚�K�8�Ç�“�–�Ý�\�Q#Ý�p�_�š�f�I�€�S�Ç�“�–�Ý�@$��^�•�\�8�:
Æ���b1™�Ì�†�w�E�v�W�S���œ�c�

<filename>.org �\  <filename>.diff 
Æ�b�_���†�Q#Ý�K�Z�
�”�µ�É�¢�Þ�î�»�r�S�c�§�î�Å�«  �Ã�µ�¡�b�–�å
�«�º�î�Ý�S�_�
�•�<�S�š�f�†�É�ß�Ã�¸�•  �Ç�“�–�Ý�_�Ÿ
–�K�r�M��

�Ü�Ô�î�º  �”�µ�É�¢�Þ�î�»�ì�b�¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É

CiscoWorks Common Services �c�
�¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�\�Ÿ
–�_�Q#Ý�I�€�•  Common 
Services �Â�µ�¡�”�µ�É / �Ÿ
–�Ø�î�¸�•�Ü�¸�•�[�
�M�m�Z�b�§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�¹�î�±�Ë�î�«�†'ö
#.�K�r�M���Q�b�S�u�
�Â�µ�¡�”�µ�É�†�8�B�M�•�\�
�§�î�Â�V�_�–�å�«�º�î�Ý�I�€�S�M�m�Z�b  
CiscoWorks �”�É�Ü�£�î�©�Ù�å�b�Â�µ�¡�”�µ�É�@�8�B�I�€�r�M��
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»
�Ä�å�º �G�b�Â�µ�¡�”�µ�É�m8p�c�¹�î�±�Ë�î�«�b�s�†�Â�µ�¡�”�µ�É�K�r�M���–�Ë�å�º  �¹�î�±  �«�º�”�†�Â�µ�¡
�”�µ�É�M�•�²0[�@�6�•���œ�c�
 ���‚�K�8�¥�å�Æ�×�î�±�r�S�c�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�l�b  Security 
Manager �b&ã/œ��>&P.5-13>' �_0°3U�I�€�Z�8�•�¹�î�±  �«�º�”  �¥�Æ�î�m8p�†�Q#Ý�K�r�M��

�«�¸�µ�É 1 Security Manager �†��/œ�K�Z�8�•�§�î�Â�†�Â�µ�¡�”�µ�É�K�Z�8�•���œ�c�
 Security Manager �¡�Û�–�”
�å�º�b  [Tools] > [Backup] �\�8�:�©�Ù�î�º�•�µ�º�†�Q#Ý�K�Z�Â�µ�¡�”�µ�É  �Ì�î�ª�†/²&g�[�A�r�M���r
�S�
�–$��¹�î�±�@�¥�Ñ�µ�º�I�€�Z�8�•�G�\�†&�1��K�r�M>& �� Security Manager �b�–$��¹�î�±�@3æ�™�>�|
�g�Ž1��I�€�•�G�\�b&�1��� >&P.5-8>' �†�g!·>' ��

Security Manager �†��/œ�K�Z�8�^�8�§�î�Â�b���œ�c�
���b�m8p�[�Â�µ�¡�”�µ�É  �Ì�î�ª�†/²&g�K�r�M��

a. �§�î�Â�V�b  Cisco Security Management Server �¹�«�¡�º�µ�É�_�ß�¢�–�å�K�r�M>& �� Web �È�Û�˜�¨�†
�Q#Ý�K�S�§�î�Â  �”�É�Ü�£�î�©�Ù�å�l�b�ß�¢�–�å�� >&P.6-13>' �†�g!·>' ��

b. [Server Administration] �Ã�¿�Ý�†�¡�Ü�µ�¡�K�r�M�����_�
 [Server] > [Admin] > [Backup] �†4E�¥�K
�r�M��

�«�¸�µ�É 2 [Immediate for Frequency] �†4E�¥�K�Z�
�²0[�_�Â�L�Z�Ú�b�Ç�•�î�Ý�»�†0¿���K�
 [Apply]  �†�¡�Ü�µ�¡�K
�Z�¹�î�±�†�Â�µ�¡�”�µ�É�K�r�M��

CLI �†�Q#Ý�K�S�§�î�Â  �¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É

�G�b8o�b�m8p�[�c�
�§�î�Â�V�b  Windows �¥�Ð�å�»�Û�–�å�?�}�«�¡�Ü�É�º�†��/œ�M�•�G�\�_�|�W�Z�

�§�î�Â  �¹�î�±�Ë�î�«�†�Â�µ�¡�”�µ�É�M�•�‰�2�_�X�8�Z1��Â�K�r�M��

�¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�p�_�
 Common Services �\  Security Manager �b�g�‰�b�É�ß�­�«�@�©�Õ�µ
�º�²�˜�å�I�€�

Ì2s�·�I�€�r�M�� Security Manager �b
Ì2s�·�@�ö�¢�M�•�r�[�_�c�X�(�?�?�•�•+��ö�@
�6�•�S�u�

Ì2s�·�b�ö�¢�S�_�Ø�î�¨�@�¡�Û�–�”�å�º�†2s�·�K�Z�K�r�:�G�\�@�6�~�r�M���G�b���œ�
�¹�Â
�–�«  �Ï�Ü�©�î�b�˜�•�å�»�˜�_�� error loading page���\�8�:�Ó�µ�­�î�ª�@/²&g�I�€�•�G�\�@�6�~�r�M��

CiscoWorks �§�î�Â�V�_�–�å�«�º�î�Ý�I�€�S�M�m�Z�b�”�É�Ü�£�î�©�Ù�å�†�Â�µ�¡�”�µ�É�M�•�b�_  1 �X�b
�Â�µ�¡�”�µ�É  �«�¡�Ü�É�º�K�?�Q#Ý�I�€�r�O�‡���¶�9�b�”�É�Ü�£�î�©�Ù�å�†�Â�µ�¡�”�µ�É�[�A�r�O�‡��

�Ä�å�º �G�b�Â�µ�¡�”�µ�É  �¥�Ð�å�»�c�¹�î�±�Ë�î�«�b�s�†�Â�µ�¡�”�µ�É�K�r�M���–�Ë�å�º  �¹�î�±  �«�º�”�†�Â�µ
�¡�”�µ�É�M�•�²0[�@�6�•���œ�c�
 ���‚�K�8�¥�å�Æ�×�î�±�r�S�c�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�l�b  Security 
Manager �b&ã/œ��>&P.5-13>' �_0°3U�I�€�Z�8�•�¹�î�±  �«�º�”  �¥�Æ�î�m8p�†�Q#Ý�K�r�M��

�«�¸�µ�É 1 �–$��¹�î�±�@�¥�Ñ�µ�º�I�€�Z�8�•�G�\�†&�1��K�r�M>& �� Security Manager �b�–$��¹�î�±�@3æ�™�>�|�g�Ž
1��I�€�•�G�\�b&�1��� >&P.5-8>' �†�g!·>' ��

�«�¸�µ�É 2 �¥�Ð�å�»  �É�ß�å�É�º�[�
 net stop crmdmgtd �\
°�Š�K�Z�M�m�Z�b�É�ß�­�«�†�õ�F�K�r�M��

�«�¸�µ�É 3 ���b�¥�Ð�å�»�†
°�Š�M�•�G�\�_�|�W�Z�
�¹�î�±�Ë�î�«�†�Â�µ�¡�”�µ�É�K�r�M��

$NMSROOT\bin\perl  $NMSROOT\bin\backup.pl backup_directory [log_filename 
[email=email_address [number_of_generations [compress]]]]

�Í�c���b�\�>�~�[�M��

• $NMSROOT>8Common Services �–�å�«�º�î�Ý  �¹�•�Þ�¡�º�Ü�b�Ç�Ý  �Ã�«�¡>&�¹�Ç�›�Ý�º�c  
C:\Program Files\CSCOpx>'��

• backup_directory>8�Â�µ�¡�”�µ�É�†�8�B�M�•�¹�•�Þ�¡�º�Ü�� C:\Backups �^�]�[�M��
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»
>&�@>' �Â�µ�¡�”�µ�É�_�Q#Ý�M�•�S�u�_4E�¥�M�•���d�c�
 NMSROOT �b�¥�_�M�•�²0[�@�6�~�r�M�����d  
NMSROOT �c  Security Manager �–�å�«�º�î�Ý  �¹�•�Þ�¡�º�Ü�l�b�Ã�«�[�M���¹�Ç�›�Ý�º�c  
C:\Program Files\CSCOpx  �[�M��"I�_�
 NMSROOT\backup �†�Â�µ�¡�”�µ�É�_�Q#Ý�K�^�8�|
�:�_�@�–�K�Z�C�T�I�8��

• log_filename>8>&�œ�É�©�Ù�å>'�Â�µ�¡�”�µ�É�p�_#Õ�B�I�€�•�Ó�µ�­�î�ª#Ý�b�ß�¢  �Ç�“�–�Ý��#'�~�b
�¹�•�Þ�¡�º�Ü�è�¥�b���d�_�Â�µ�¡�”�µ�É�†�8�B�M�•���œ�c�
�Q�b�Ã�«�†3ã�•�K�r�M��
C:\BackupLogs �^�]�[�M���¡�S�†�æ���K�^�?�W�S���œ�c�
 $NMSROOT\log\dbbackup.log �_�^�~�r
�M��

• email=email_address>8>&�œ�É�©�Ù�å>'3û%±�†3æ�™�M�•7Á�Ê�Ó�î�Ý �”�»�Þ�«��7Á�Ê�Ó�î�Ý  �”�»�Þ�«
�c�æ���K�^�8�@�
�‹)F�b�Ã�Û�Ó�î�±�c�æ���M�•�²0[�@�6�•���œ�c�
�§�–�¬�r�S�c�”�»�Þ�«�@�M+´�K
�^�8  email �†
°�Š�K�r�M�� CiscoWorks Common Services �[  SMTP �†0¿���K�Z�
3û%±�†�–�¿�î�È�Ý
�_�M�•�²0[�@�6�~�r�M��

• number_of_generations>8>&�œ�É�©�Ù�å>'�Â�µ�¡�”�µ�É  �¹�•�Þ�¡�º�Ü�_�–�Ñ�K�Z�>�C�Â�µ�¡�”�µ�É
�b�q�±�a�æ�X���q�±�X�_4)�M�•�\�
�‚�8�Â�µ�¡�”�µ�É�@�P7V�I�€�r�M���¹�Ç�›�Ý�º�c  0 �[�
�–�Ñ�I
�€�•�a�æ�X�_�D7H�c�6�~�r�O�‡��

• compress>8>&�œ�É�©�Ù�å>'�Â�µ�¡�”�µ�É  �Ç�“�–�Ý�†�})°�M�•�?�]�:�?���G�b�Ÿ�î�á�î�»�†
°�Š�K�^
�8�\�
 backup.properties �Ç�“�–�Ý
Æ�_  VMS_FILEBACKUP_COMPRESS=NO �@�æ���I�€�Z�8�•
���œ�
�Â�µ�¡�”�µ�É�c�})°�I�€�r�O�‡���æ���I�€�Z�8�^�8���œ�c�
�G�b�Ÿ�î�á�î�»�†
°�Š�K�^�C�Z
�v�Â�µ�¡�”�µ�É�c�})°�I�€�r�M���Â�µ�¡�”�µ�É�c�})°�M�•�G�\�†�N�á�K�r�M��

�S�\�<�d�
���_&g�I�€�Z�8�•�¥�Ð�å�»�c�
 perl �¥�Ð�å�»�\  backup.pl �¥�Ð�å�»�@�Ñ�~�M�•�¹�•�Þ�¡�º�Ü
�[$Î/œ�M�•�G�\�†�•���K�Z�8�r�M�� >&�S�T�K�
0ñ�\�¹�•�Þ�¡�º�Ü�b���œ�[�v�
 DOS 8.1 �g�'>&�«�Ì�î�«
�^�K>'�b�ö
²�Ÿ8í�I�€�S�
 perl �\  backup.pl �b�ö
²�^�Ã�«�†�æ���M�•�²0[�@�6�~�r�M>' ��

���_&g�I�€�Z�8�•�¥�Ð�å�»�[�c�
�Â�µ�¡�”�µ�É  �¹�•�Þ�¡�º�Ü
Æ�_�})°�I�€�S�Â�µ�¡�”�µ�É�>�|�g�ß�¢  
�Ç�“�–�Ý�@�8�B�I�€�
 admin@domain.com �_3û%±�@3æ�™�I�€�r�M��

backup.pl �¥�Ð�å�»�†�Q#Ý�M�•���œ�
�})°�Ã�Û�Ó�î�±�†�µ�u�•�_�c�Â�µ�¡�”�µ�É�a�æ�†�æ���M�•�²0[�@
�6�~�r�M��

�ß�¢  �Ç�“�–�Ý  �Ã�Û�Ó�î�±�b�‹�•�_�Ã�Û�Ó�î�±�†�æ���M�•���œ�c�

›/œ�M�•�M�m�Z�b�Ã�Û�Ó�î�±�b�Í�†
�µ�u�•�²0[�@�6�~�r�M��

���b�[�[�c�
 $NMSROOT �c  D:\CSM �[�6�~�
�¹�Ç�›�Ý�º�Í�b  C:\Program Files\CSCOpx �[�c�6�~�r
�O�‡ ��

D:\CSM\bin\perl D:\CSM\bin\backup.pl C:\backups C:\backups\backup.log 
email=admin@domain.com 0 compress 

�«�¸�µ�É 4 �ß�¢  �Ç�“�–�Ý�†1*���K�Z�
�¹�î�±�Ë�î�«�@�Â�µ�¡�”�µ�É�I�€�Z�8�•�G�\�†&�1��K�r�M��

�«�¸�µ�É 5 �¥�Ð�å�»  �É�ß�å�É�º�[�
 net start crmdmgtd �\
°�Š�K�Z�
�M�m�Z�b�É�ß�­�«�†
Ì2s�·�K�r�M��
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»
�§�î�Â  �¹�î�±�Ë�î�«�b�Ÿ
–

�¥�Ð�å�»�Û�–�å�?�}�«�¡�Ü�É�º�†��/œ�M�•�G�\�_�|�~�
�¹�î�±�Ë�î�«�†�Ÿ
–�[�A�r�M���¹�î�±�b�Ÿ
–�p
�_�
 CiscoWorks �†�©�Õ�µ�º�²�˜�å�K�Z�?�}
Ì2s�·�M�•�²0[�@�6�~�r�M���G�G�[�c�
�§�î�Â�V�b�Â�µ�¡
�”�µ�É  �¹�î�±�Ë�î�«�†�Ÿ
–�M�•�‰�2�_�X�8�Z1��Â�K�r�M���Â�µ�¡�”�µ�É�>�|�g�Ÿ
–�b�S�u�b�µ+��c  1 
�X�T�E�[�6�~�
 CiscoWorks �§�î�Â�_�–�å�«�º�î�Ý�I�€�Z�8�•�M�m�Z�b�”�É�Ü�£�î�©�Ù�å�†�Â�µ�¡�”�µ
�É�>�|�g�Ÿ
–�[�A�r�M���¶���b�”�É�Ü�£�î�©�Ù�å�†�Â�µ�¡�”�µ�É�r�S�c�Ÿ
–�M�•�G�\�c�[�A�r�O�‡��

0
�X�b�§�î�Â�_�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�K�S���œ�c�
�–�å�«�º�î�Ý�I�€�Z�8�•�”�É�Ü�£�î�©�Ù
�å�_4:�K�S�¹�î�±�@�µ�r�€�•�¹�î�±�Ë�î�«  �Â�µ�¡�”�µ�É�†�Ÿ
–�M�•�²0[�@�6�~�r�M��

�Ä�å�º

• �è�S�b�Ü�Ü�î�«�b�”�É�Ü�£�î�©�Ù�å�?�}�8�B�K�S�Â�µ�¡�”�µ�É�c�
�G�b�Â�î�ª�Ù�å�b�”�É�Ü�£�î
�©�Ù�å�l�b�²�–�Þ�¡�º  �ß�î�•�Ý  �–�å�Û�–�å  �”�µ�É�¢�Þ�î�»�@�§�Ï�î�º�I�€�Z�8�•�Â�î�ª�Ù�å�?�}
�b�Â�µ�¡�”�µ�É�[�6�€�d�
�Ÿ
–�[�A�r�M���”�µ�É�¢�Þ�î�»�_�P�Â�K�S�Â�î�ª�Ù�å�b0ò(ý�_�X�8�Z
�c�
 ���§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»�� >&P.5-5>' �†�g!·�K�Z�C�T�I�8��

• restore �¥�Ð�å�»�c�
�¹�î�±�Ë�î�«�b�s�†�Ÿ
–�K�r�M���–�Ë�å�º  �¹�î�±  �«�º�”�†�Ÿ
–�M�•�²0[�@�6
�•���œ�c�
 ���‚�K�8�¥�å�Æ�×�î�±�r�S�c�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�l�b  Security Manager �b&ã/œ��

>&P.5-13>' �_0°3U�I�€�Z�8�•�¹�î�±  �«�º�”  �¥�Æ�î�m8p�†�Q#Ý�K�r�M��

�m8p

�«�¸�µ�É 1 �¥�Ð�å�»�Û�–�å�[���b�|�:�_
°�Š�K�Z�
�M�m�Z�b�É�ß�­�«�†�õ�F�K�r�M��

net stop crmdmgtd 

�«�¸�µ�É 2 ���b�¥�Ð�å�»�†
°�Š�M�•�G�\�_�|�W�Z�
�¹�î�±�Ë�î�«�†�Ÿ
–�K�r�M��

$NMSROOT\bin\perl  $NMSROOT\bin\restorebackup.pl [-t temporary_directory]
[-gen generationNumber] -d backup_directory [-h]

�Í�c���b�\�>�~�[�M��

• $NMSROOT>8Common Services �–�å�«�º�î�Ý  �¹�•�Þ�¡�º�Ü�b�Ç�Ý  �Ã�«�¡>&�¹�Ç�›�Ý�º�c  
C:\Program Files\CSCOpx>'��

• -t temporary_directory>8>&�œ�É�©�Ù�å>'�Ÿ
–�É�ß�¢�Û�Ò�[�M�ì�Ç�“�–�Ý�†�–�Ñ�M�•�S�u�_�Q#Ý�I�€
�•�¹�•�Þ�¡�º�Ü�r�S�c�Ç�›�Ý�²���¹�Ç�›�Ý�º�[�c�
�G�b�¹�•�Þ�¡�º�Ü�c  
$NMSROOT\tempBackupData �[�M��

• -gen generationNumber>8>&�œ�É�©�Ù�å>'�Ÿ
–�M�•�Â�µ�¡�”�µ�É�a�æ$��•���¹�Ç�›�Ý�º�[�c�
�q�‚�b
�a�æ�[�M��'¨  1 >|  5 �a�æ�@�Ñ�~�M�•���œ�c�
'¨  5 �a�æ�@�q�‚�[�M��

• -d backup_directory>8�Ÿ
–�M�•�Â�µ�¡�”�µ�É�@�–�Ñ�I�€�S�Â�µ�¡�”�µ�É  �¹�•�Þ�¡�º�Ü��

• -h>8>&�õ�–>'�Ê�Ý�É�†/²&g�K�r�M�� -d BackupDirectory �†�Q#Ý�K�S���œ�c�
�Ê�Ý�É�_�G�K�8�S�e�\
�Q#Ý�•+��^�«�–�î�º�>�|�g�a�æ�@/²&g�I�€�r�M��

�S�\�<�d�
 c:\var\backup �¹�•�Þ�¡�º�Ü�?�}�q�‚�b�Â�î�ª�Ù�å�†�Ÿ
–�M�•���œ�c�
���b�¥�Ð�å�»�†
°�Š
�K�r�M>&�G�€�c  64 �Å�µ�º  OS �b���œ�[�M>' ��

C:\Progra~2\CSCOpx\bin\perl C:\Progra~2\CSCOpx\bin\restorebackup.pl -d C:\var\backup 

�«�¸�µ�É 3 �ß�¢  �Ç�“�–�Ý  NMSROOT\log\restorebackup.log �†1*�m�Z�
�¹�î�±�Ë�î�«�@�Ÿ
–�I�€�S�G�\�†&�1��K
�r�M��

�«�¸�µ�É 4 ���b�|�:�_
°�Š�K�Z�
�©�«�¸�Ò�†
Ì2s�·�K�r�M��

net start crmdmgtd 
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    �‚�K�8�¥�å�Æ�×�î�±�r�S�c�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�l�b  Security Manager �b&ã/œ
�«�¸�µ�É 5 Security Manager �§�î�Å�«  �Ã�µ�¡�b�–�å�«�º�î�Ý�S�_�Â�µ�¡�”�µ�É�I�€�S�¹�î�±�Ë�î�«�†�Ÿ
–�M�•��
�œ�c�
�¹�î�±�Ë�î�«�b�Ÿ
–�‹�_�§�î�Å�«  �Ã�µ�¡�†
Ì4:#Ý�M�•�²0[�@�6�~�r�M��

�”�µ�É�¢�Þ�î�»�‹�b�²0[�^�š�f�b���‹

�”�É�Ü�£�î�©�Ù�å�†�”�µ�É�¢�Þ�î�»�M�•�\�
"I���b�_���b��#.�‰�2�@�š�ƒ�W�Z�
�m�·�[�š�f�K�^�E�€�d
�^�}�^�C�^�•���œ�@�6�~�r�M���G�b�Â�î�ª�Ù�å�b0����_�”�µ�É�¢�Þ�î�»�K�S�}�
�W�b�²0[�^�š�f�Ü�«�º
�†�g!·�K�Z�
"g�#�_�œ�ƒ�O�Z�š�f�†4:#Ý�M�•�²0[�@�6�~�r�M��

• 3.3.1 �|�~�è�S�b�Â�î�ª�Ù�å�?�}�”�µ�É�¢�Þ�î�»�M�•���œ�c�
 4 �Ï�î�º  Gigabit Ethernet Fiber �–�å
�±�î�Ç�™�–�«  �•�î�»>&�Á�î�»�˜�™�”  �±�–�É>8 i82571EB 4F>'�@��/æ�I�€�S  ASA 5580 �¹�Â�–�«�V
�[�–�å�Ë�å�º�Ü�†
Ì�è���M�•�²0[�@�6�~�r�M���–�å�Ë�å�º�Ü�b
Ì�è���_�|�W�Z�
�¹�Â�–�«�V�[�b3ÿ
�Ø8��¿�¦�©�š�î�º0¿���†�š�f�[�A�^�8�è�S�b�Ü�Ü�î�«�?�}�b�Â�¢�@0Ž�ô�I�€�r�M���–�å�Ë�å�º�Ü�†

Ì�è���M�•�_�c�
 Security Manager �¡�Û�–�”�å�º�b�¹�Â�–�«  �Å�×�î�[�¹�Â�–�«�†�‘�¡�Ü�µ�¡�K�Z�

[Discover Policies on Device] �†4E�¥�K�Z�?�}�
 [Policies to Discover] �¢�Ý�î�É
Æ�b  [Live Device 
discovery and only the Inventory] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��
Ì�è���_�|�W�Z�
�¹�Â�–�«�_
6õ�M�•�–�å�±�î�Ç�™�–�«  �Ï�Ü�©�î�@*(�A�n�<�}�€�r�M��

• 3.3.1 �è�S�b�Â�î�ª�Ù�å�?�}�”�µ�É�¢�Þ�î�»�K�Z�>�~�
�•�§�Ï�î�º�b
¹�w�Ï�î�º  �”�²�É�±>& SPA>'
�†�Q#Ý�M�•  Cisco ASR 1000 �©�Ü�î�¬  �”�¢�Ü�¤�î�©�Ù�å  �§�î�Å�«  �Ý�î�±�†'ö#.�K�Z�8�•���œ�c�

Security Manager �[�
�§�Ï�î�º�I�€�Z�8�•�Â�î�ª�Ù�å  4.0 �è7F�b  SPA �@�è���[�A�•�|�:�_�
�¹�Â
�–�«�_6õ�M�•�Ï�Ü�©�î�†
Ì�è���M�•�²0[�@�6�~�r�M���‚�K�C�§�Ï�î�º�I�€�•  SPA �_�c�
�M�m�Z�b
�–�î�§�¿�µ�º>&�M�m�Z�b3ÿ�Ø>' �
�©�Ü�”�Ý�
 ATM�
�>�|�g  Packet over Sonet>&POS>' SPA �@�µ�r�€
�r�M�@�
�§�î�Å�«  SPA �c�µ�r�€�r�O�‡���¹�Â�–�«  CLI �[  ATM�
 PVC�
�r�S�c�²�–�Ö�Û6õ4��Ï�Ü
�©�î�†0¿���K�S���œ�c�

Ì�è���@�²0[�[�M��

�‚�K�8�¥�å�Æ�×�î�±�r�S�c�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�l�b  
Security Manager �b&ã/œ

Security Manager �†�‚�K�8�§�î�Â�_&ã/œ�K�^�E�€�d�^�}�^�8���œ�@�6�~�r�M���G�b&ã/œ�†�‚�K�8"@#.
�¥�å�Æ�×�î�±�_�P�K�Z/œ�:���œ�\�
�§�î�Â�V�b�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�_�Ó�ª�Õ�î  �”�µ�É�¢�Þ�î�»
�†�‹�M���œ>& Windows 2003 �?�}  Windows 2008 �_&ã/œ�M�•���œ�^�]>'�@�6�~�r�M��

Security Manager �b�Â�î�ª�Ù�å�c�š�f�K�^�8�@�
"@#.�Á�î�»�˜�™�”�r�S�c�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò
�†�š�f�M�•���œ�c�
&ã/œ�É�ß�­�«�†3û4#�M�•�²0[�@�6�~�r�M���G�b&ã/œ�É�ß�­�«�c�
�ö�•$×�_�
 ���§�î
�Â �”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¢�Þ�î�»�� >&P.5-5>' �_0°3U�I�€�Z�8�•�Ü�Ô�î�º  �Â�µ�¡�”�µ�É / �Ÿ
–�”�µ�É
�¢�Þ�î�»  �É�ß�­�«�\� �L�v�b�[�M�@�
 Event Manager �¹�î�±  �«�º�”�_�–�Ñ�I�€�S�¹�î�±�†&ã/œ�M�•��
�œ�c3ã�•�b�«�¸�µ�É�@�²0[�[�M�� Security Manager �§�î�Â�b&ã/œ�†���‹�M�•���œ�c�
�G�b�m8p�†�Q#Ý
�K�r�M��

>&�@>' �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�_�P�M�•�Ð�–�¼�î  �§�î�Å�«  �Ã�µ�¡  �”�µ�É�¹�î�º�c�
�Q�€�@  Security 
Manager �§�î�Â&ã/œ0[�ó�_�^�•�r�[�
�”�µ�É�¢�Þ�î�»�\�c0b�^�I�€�r�O�‡���§�î�Â&ã/œ�c�
�œ�Ì�Þ�î
�¸�•�å�¢  �©�«�¸�Ò�b�G�'�¡&à�@�š�f�I�€�•���œ�b�|�:�_�
$��^�•�Ó�ª�Õ�î  �Â�î�ª�Ù�å�b�œ�Ì�Þ�î�¸�•
�å�¢  �©�«�¸�Ò� �ˆ�†&ã/œ�M�•���œ�_�²0[�_�^�~�r�M��
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    �‚�K�8�¥�å�Æ�×�î�±�r�S�c�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�l�b  Security Manager �b&ã/œ
�c�L�u�•�S�_

�G�b�m8p�[�c�
�±�î�¤�µ�º  �§�î�Â>& Security Manager �†&ã/œ�M�•�§�î�Â>'�_�¯�î�«  �¥�å�Æ�×�î�±�\� 
�L�¹�î�±�Ë�î�«�\�–�Ë�å�º  �¹�î�±  �«�º�”�b
Æ���†�–�Ñ�M�•�v�b�\�K�r�M���±�î�¤�µ�º  �§�î�Â�V�[  
Security Manager �b�Q#Ý�†6ä���K�Z�8�•���œ�c�
�¯�î�«  �©�«�¸�Ò�\�±�î�¤�µ�º  �©�«�¸�Ò�b�¹�î�±�Ë�î
�«�r�S�c�–�Ë�å�º  �¹�î�±  �«�º�”�†�Ð�î�ª�[�A�r�O�‡���±�î�¤�µ�º  �¹�î�±�†�¯�î�«  �¹�î�±�[*(�A�n�<�•
�²0[�@�6�~�r�M��&ã/œ�S�_�±�î�¤�µ�º  �©�«�¸�Ò�V�_�Ñ�~�K�Z�8�S�M�m�Z�b�¹�î�±�@�
&ã/œ�ö�¢�‹�_�Q
#Ý�[�A�^�C�^�~�r�M���‚�8�±�î�¤�µ�º  �©�«�¸�Ò  �¹�î�±�†�‚�K�C&ã/œ�M�•�Ç�›�Ý�²�_�¥�Æ�î�K�^�8�[�C
�T�I�8��

�r�S�
�–�Ë�å�º  �¹�î�±  �«�º�”�b�¥�Æ�î�>�|�g�Ÿ
–�«�¸�µ�É�c�
�Q�b�¹�î�±�†�–�Ñ�M�•���œ�_�b�s�²0[
�^�G�\�_�@�–�K�Z�C�T�I�8���‚�K�8'5�b�–�Ë�å�º  �¹�î�±  �«�º�”�?�}���u�•���œ�c�
�G�b�«�¸�µ�É�†%,
$��[�A�r�M��

�«�¸�µ�É 1 �¯�î�«  Security Manager �§�î�Â>&&ã/œ
–�b�§�î�Â>'�V�[���b�m8p�†��/œ�K�r�M��

a. �–�Ë�å�º  �¹�î�±  �«�º�”  �Ç�›�Ý�²�b�¡�S�†"I���K�r�M�� Security Manager �¡�Û�–�”�å�º�[�
 [Tools] 
> [Security Manager Administration] �†4E�¥�K�
�¥�å�¸�å�¶  �¸�î�È�Ý�?�}  [Event Management] �†
4E�¥�K�r�M���Ç�›�Ý�²�c�
 [Event Data Store Location] �Ç�•�î�Ý�»�_/²&g�I�€�Z�8�r�M���¹�Ç�›�Ý
�º�c  NMSROOT\MDC\eventing\database �[�
 NMSROOT �c�–�å�«�º�î�Ý  �¹�•�Þ�¡�º�Ü>&3û�–�c  
C:\Program Files\CSCOpx>'�[�M��

b. �¥�Ð�å�»�Û�–�å�[���b�|�:�_
°�Š�K�Z�
�M�m�Z�b�É�ß�­�«�†�õ�F�K�r�M��

net stop crmdmgtd 

c. NMSROOT\MDC\eventing\config\collector.properties �Ç�“�–�Ý�b�¥�Æ�î�\�–�Ë�å�º  �¹�î�±  �«�º
�”  �Ç�›�Ý�²�†�8�B�K�r�M���Q�b�¥�Æ�î�†�±�î�¤�µ�º  �¥�å�Æ�×�î�±�?�}�”�¡�­�«�•+��^�¹�•�«�¡�_
4Ä*(�K�r�M��

d. �� CLI �†�Q#Ý�K�S�§�î�Â  �¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�� >&P.5-10>' �_0°3U�I�€�Z�8�•�¥�Ð�å�»�Û�–�å
�‰�'�†�Q#Ý�K�Z�
 Security Manager �¹�î�±�Ë�î�«�†�Â�µ�¡�”�µ�É�K�r�M��

�«�¸�µ�É 2 �‚�K�8�±�î�¤�µ�º  �¥�å�Æ�×�î�±�† =
��K�r�M�����_�[�†&g�K�r�M��

• �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�†�”�µ�É�¢�Þ�î�»�M�•�T�E�[�
�‚�K�8�Á�î�»�˜�™�”�_&ã/œ�K�^�8���œ
�c�
�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò  �”�µ�É�¢�Þ�î�»�†���‹�K�Z�
�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�@�G�K�C
�µ+��K�Z�8�•�G�\�†&�1��K�r�M���Q�b�‹�[�
 Security Manager �†�–�å�«�º�î�Ý�K�r�M��

• �‚�K�8�¥�å�Æ�×�î�±�_&ã/œ�M�•���œ�c�
�Q�b�¥�å�Æ�×�î�±�@�G�K�C�µ+��K�Z�8�•�G�\�†&�1��K�Z�

Security Manager �†�–�å�«�º�î�Ý�K�r�M��

�«�¸�µ�É 3 �±�î�¤�µ�º  Security Manager �§�î�Â�V�[���b�m8p�†��/œ�K�r�M��

a. �¥�Ð�å�»�Û�–�å�[���b�|�:�_
°�Š�K�Z�
�M�m�Z�b�É�ß�­�«�†�õ�F�K�r�M��

net stop crmdmgtd 

b. ���§�î�Â  �¹�î�±�Ë�î�«�b�Ÿ
–�� >&P.5-12>' �_0°3U�I�€�Z�8�•�m8p�†�Q#Ý�K�Z�
�¹�î�±�Ë�î�«�†�Ÿ
–�K
�r�M��

c. �¹�î�±�Ë�î�«�Ÿ
–�b�ö�¢�‹�_�É�ß�­�«�†
Ì2s�·�K�^�?�W�S���œ�c�
�G�G�[
Ì2s�·�K�r�M��

net start crmdmgtd 

d. Security Manager �¡�Û�–�”�å�º�†�Q#Ý�K�Z�‚�K�8�§�î�Â�_�ß�¢�–�å�K�Z�?�}�
 [Tools] > [Security 
Manager Administration] �†4E�¥�K�Z�
% ���?�}  [Event Management] �†4E�¥�K�r�M��

e. �–�Ë�å�º  �¹�î�±  �«�º�”  �Ç�›�Ý�²�@�Ñ�~�K�
�Q�€�@'5�[�6�•�G�\�†&�1��K�r�M>&�²0[�_�Â�L�Z�Ç�“
�–�Ý�†�P7V�K�r�M>' ���G�b�Ç�›�Ý�²�_�c�
�¯�î�«  �§�î�Â�V�b�–�Ë�å�º  �¹�î�±  �«�º�”�\� �L�¡�S�\
���d�†0¿���M�•�²0[�@�6�~�r�M��
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    Security Manager �b�f�‚
f. �G�K�8  [Event Data Store Location]>&�¹�Ç�›�Ý�º�@�G�K�8�Ç�›�Ý�²�[�^�8���œ>'�†4E�¥�K�Z�

[Enable Event Management] �³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�
 Event Manager �§�î�Å�«�†�õ�F�K�r
�M�� [Save] �†�¡�Ü�µ�¡�K�Z�š�f�†�–�Ñ�K�r�M���§�î�Å�«�†�õ�F�M�•�?�]�:�?�b&�1��@0[�Ó�I�€�r
�M�� [Yes] �†�¡�Ü�µ�¡�K�Z�§�î�Å�«�b�õ�F�@3û%±�I�€�•�r�[�…�U�r�M��

g. �Â�µ�¡�”�µ�É�I�€�S�–�Ë�å�º  �¹�î�±  �«�º�”�†�¯�î�«  �¥�å�Æ�×�î�±�?�}�±�î�¤�µ�º  �§�î�Â�V�b�‚�K
�8���d�_�¥�Æ�î�K�r�M��

h. �Â�µ�¡�”�µ�É�I�€�S  NMSROOT\MDC\eventing\config\collector.properties �Ç�“�–�Ý�†�¯�î�«  �¥
�å�Æ�×�î�±�?�}�±�î�¤�µ�º  �¥�å�Æ�×�î�±�_�¥�Æ�î�K�Z�
�±�î�¤�µ�º  �§�î�Â�V�b�Ç�“�–�Ý�†�V�i�A
�K�r�M��

i. Security Manager �¡�Û�–�”�å�º�[�
 [Tools] > [Security Manager Administration] �†4E�¥�K�
�¥�å�¸
�å�¶  �¸�î�È�Ý�?�}  [Event Management] �†4E�¥�K�r�M�� [Enable Event Management] �³�™�µ�¡�Î�µ
�¡�«�†�œ�å�_�K�Z�
 [Save] �†�¡�Ü�µ�¡�K�r�M���§�î�Å�«�†6ä���M�•�?�]�:�?�b&�1��@0[�Ó�I�€�r
�M�� [Yes] �†�¡�Ü�µ�¡�K�Z�§�î�Å�«�b6ä���@3û%±�I�€�•�r�[�…�U�r�M��

Security Manager �b�f�‚
�–�å�«�º�î�Ý�ì�_�Ì�‚�Û�–�­�å�«  �Ç�“�–�Ý�†�æ���[�A�r�M�@�
 Security Manager �b�–�å�«�º�î�Ý�‹�_
�v�Û�–�­�å�«�†3ã�•�[�A�r�M�� AUS �_�c�Û�–�­�å�«�c�Y0[�[�M��

�c�L�u�•�S�_

�Û�–�­�å�«  �Ç�“�–�Ý�†�§�î�Â  �Ð�©�å�r�S�c�¡�Û�–�”�å�º  �Ð�©�å�_�¥�Æ�î�K�Z�?�}�
�Û�–�­�å�«�†�”�É
�Ü�£�î�©�Ù�å�_3ã�•�K�r�M���¡�Û�–�”�å�º  �Ð�©�å�†�Q#Ý�M�•���œ�c�
�¡�Û�–�”�å�º
��b�È�Û�˜�¨�†�–
�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

>&�@>' �Û�–�­�å�«  �Ç�“�–�Ý�b�Ã�«�_�c�
�”�å�Ã�§�å�»>& & >'�^�]�b"I�f�e�Ð�@�µ�r�€�Z�8�Z�c�^�~�r�O�‡��

�Ä�å�º Security Manager �_�ß�¢�–�å�M�•7•�_�Û�–�­�å�«�†4:#Ý�M�•�G�\�v�[�A�r�M�� Security Manager �?�}
�� Upgrade license���r�S�c�� Continue Evaluation���\�8�:�Ó�µ�­�î�ª�@/²&g�I�€�r�M�� [Upgrade 
License] �†�¡�Ü�µ�¡�M�•�G�\�[�
�Û�–�­�å�«�†4:#Ý�[�A�r�M��

�m8p

Security Manager �b�Û�–�­�å�«�†�–�å�«�º�î�Ý�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 Security Manager �¡�Û�–�”�å�º  �”�É�Ü�£�î�©�Ù�å�†�Q#Ý�K�Z�§�î�Â�_�ß�¢�–�å�K�r�M>& �� Security 
Manager �¡�Û�–�”�å�º�†�Q#Ý�K�S  Security Manager �l�b�ß�¢�–�å�� >&P.6-11>' �†�g!·>' ��

�«�¸�µ�É 2 [Tools] > [Security Manager Administration] �†4E�¥�K�
�¥�å�¸�å�¶  �¸�î�È�Ý�?�}  [Licensing] �†4E�¥�K
�r�M��

�«�¸�µ�É 3 �±�È�@�”�¡�¸�•�È�_�^�W�Z�8�^�8���œ�c�
 [CSM] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 [Install a License] �†�¡�Ü�µ�¡�K�Z�
 [Install a License] �²�–�”�ß�¢�Î�µ�¡�«�†6ä�A�r�M���G�b�²�–�”�ß
�¢�Î�µ�¡�«�†�Q#Ý�K�Z�
�Û�–�­�å�«  �Ç�“�–�Ý�†4E�¥�K�
 [OK]  �†�¡�Ü�µ�¡�K�r�M���G�b�É�ß�­�«�†)Þ�~
3É�K�Z�Ú�b�Û�–�­�å�«�†3ã�•�K�r�M��
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'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    �§�î�Å�«  �Ã�µ�¡�\�Ï�–�å�º  �Ã�µ�³�b
°�m
>&�@>' �Ã�«�\�Ç�“�–�Ý�¡�c�
,e1��b�”�Ý�Ç�“�Ë�µ�º�e�Ð�_�D7H�I�€�r�M���¥�•1��e�Ð�c�§�Ï�î�º�I�€
�r�O�‡�� Windows �¥�•1�  OS �©�«�¸�Ò�[�Ç�“�–�Ý�†4E�¥�M�•���œ�c�
3û�–�b�Ç�“�–�Ý�
�)�~�e
�Ð \ �@�§�Ï�î�º�I�€�r�M�@�
�G�€�c
Ç0°�•>& U+00A5>'�\�K�Z/²&g�I�€�•�G�\�@�6�•�G�\�_�@
�–�M�•�²0[�@�6�~�r�M��

�§�î�Å�«  �Ã�µ�¡�\�Ï�–�å�º  �Ã�µ�³�b
°�m

�@�– Security Manager �b�§�î�Å�«  �Ã�µ�¡�r�S�c�Ï�–�å�º  �Ã�µ�³�c�
�©�«�¥�?�}
°�m�K�Z�C�T�I�8���Q
�€�è�¥�b�Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�S�~�
6ä�8�S�~�K�^�8�[�C�T�I�8���§�î�»�Ã�î�¸�•0��b�§�î�Å
�«  �Ã�µ�¡�\�Ï�–�å�º  �Ã�µ�³�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

Security Manager �r�S�c�Q�b�Ú�b�”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�K�S�}�
�©�«�¥�?�}
°�m�K�S�§�î
�Å�«  �Ã�µ�¡�r�S�c�Ï�–�å�º  �Ã�µ�³�†�–�å�«�º�î�Ý�K�Z�
�Â�¢�†�Ÿ�Ÿ�K�S�~�
�‚�K�8�¹�Â�–�«  �±�–�É�†
�§�Ï�î�º�K�S�~�
�”�É�Ü�£�î�©�Ù�å�†�I�ì�K�S�~�[�A�r�M��

• �‚�K�8�§�î�Å�«  �Ã�µ�¡�b
°�m�•+��^�ì�‡�†%±�W�Z�
�²0[�^�§�î�Å�«  �Ã�µ�¡�†�²�˜�å�ß�î�»�M�•�_
�c�
 Security Manager �†6ä�8�Z�
 [Help] > [Security Manager Online] �†4E�¥�K�r�M���r�S�c�

http://www.cisco.com/go/csmanager �_�”�¡�­�«�K�r�M��

• �û���?�}  Cisco TAC �§�î�Å�«  �Ü�¡�š�«�º�@�f���I�€�•�\�
 TAC �@�
�Q�b�e8Ÿ�b0Ž�ô�_�z'g�X�•
¶
6ä�b�Ï�–�å�º  �Ã�µ�³�@�6�•�?�]�:�?�†3û%±�K�r�M���G�€�è�¥�b�‰�2�[  Security Manager �Ï�–�å�º  
�Ã�µ�³�@4Ä�x�I�€�•�G�\�c�6�~�r�O�‡��

�§�î�Å�«  �Ã�µ�¡�\�Ï�–�å�º  �Ã�µ�³�c�
�¡�Û�–�”�å�º  �¯�Ç�º�˜�™�”  �”�µ�É�¹�î�º�_�§�î�Â  �§�Ï�î�º�†
�f�j�K�
�¡�Û�–�”�å�º�\�§�î�Â6ë�b�Â�î�ª�Ù�å  �Þ�Ë�Ý�b�Ñ�«�Ð�µ�³�†�è���K�r�M��

�§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�å�–�å�«�º�î�Ý
�§�î�Â  �”�É�Ü�£�î�©�Ù�å�†�”�å�–�å�«�º�î�Ý�M�•�_�c�
�G�b�m8p�†�Q#Ý�K�r�M���”�É�Ü�£�î�©�Ù�å�†
�”�å�–�å�«�º�î�Ý�M�•�S�_�
�”�É�Ü�£�î�©�Ù�å�b
Ì�–�å�«�º�î�Ý�@�²0[�^���œ�_�¹�î�±�†�Ÿ
–�[�A�•�|
�:�_�Â�µ�¡�”�µ�É�b���‹�†�è0¦�K�Z�C�T�I�8���Â�µ�¡�”�µ�É�b���‹�‰�2�_�X�8�Z�c�
 ���Ü�Ô�î�º  �”�µ�É
�¢�Þ�î�»�ì�b�¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�� >&P.5-9>' �†�g!·�K�Z�C�T�I�8��

�c�L�u�•�S�_

�õ�–�b�Â�î�ª�Ù�å�b  Windows Defender �@�–�å�«�º�î�Ý�I�€�Z�8�•���œ�c�
�Q�€�†�¹�•�­�î�È�Ý�_�K�Z
�?�}�§�î�Â  �”�É�Ü�£�î�©�Ù�å�†�”�å�–�å�«�º�î�Ý�K�r�M���Q�:�K�^�E�€�d�
�”�å�–�å�«�º�î�Ý  �”�É�Ü
�£�î�©�Ù�å�†2s�·�[�A�r�O�‡��

�m8p

�§�î�Â  �”�É�Ü�£�î�©�Ù�å�†�”�å�–�å�«�º�î�Ý�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Start] > [Programs] > [Cisco Security Manager] > [Uninstall Cisco Security Manager] �†4E�¥�K�r�M��

�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�”�É�Ü�£�î�©�Ù�å�@�”�å�–�å�«�º�î�Ý�I�€�r�M��

�«�¸�µ�É 2 �”�å�–�å�«�º�î�Û�_�|�W�Z�
�M�m�Z�b�”�É�Ü�£�î�©�Ù�å�@�P7V�I�€�r�M��
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r

>&�@>' �”�å�–�å�«�º�î�Ý�p�_�š�Û�î�@$Î#Õ�K�S���œ�c�
 ���”�å�–�å�«�º�î�Ý�p�b�§�î�Â7€����
>&P.A-8>'�
�>�|�g���b  URL �_�6�•�� Installing and Getting Started With CiscoWorks LAN 
Management Solution 3.1���b�� Troubleshooting and FAQs���b'v�†�g!·�K�Z�C�T�I�8��
http://www.cisco.com/en/US/products/sw/cscowork/ps3996/prod_installation_guides_list.
html

�«�¸�µ�É 3 �Ü�È�î�º�c�²8r�[�c�6�~�r�O�‡�@�
�”�å�–�å�«�º�î�Ý�‹�c�§�î�Â�†�Ü�È�î�º�K�Z�
�§�î�Â�V�b�Þ�ª�«�º
�Ü �š�å�º�Ü�\��/œ�p�b�É�ß�­�«�@�W�¶�b
Ì�–�å�«�º�î�Ý�_4:�)�^"g�Â�_�^�•�|�:�_�M�•�G�\�†�N�á�K
�r�M��

�«�¸�µ�É 4 Common Services �†�µ�t�M�m�Z�b  Cisco Security Management Suite �”�É�Ü�£�î�©�Ù�å�†�”�å�–�å�«
�º�î�Ý�M�•���œ�b�s>8

a. NMSROOT �@�g�W�Z�8�•���œ�c�
�Q�€�†�P7V�
&ã�·�
�r�S�c�¡�S�†�š�f�K�r�M�� NMSROOT �c  
Security Manager �–�å�«�º�î�Ý  �¹�•�Þ�¡�º�Ü�l�b�Ã�«�[�M�� NMSROOT �b�¹�Ç�›�Ý�º�Í�c  
C:\Program Files\CSCOpx �[�M�� E:\Program Files\CSCOpx �^�]�b�Q�b�Ú�b�Í�v�Q#Ý�[�A�r�M��

b. C:\CMFLOCK.TXT �Ç�“�–�Ý�@�Ñ�~�M�•���œ�c�
�Q�€�†�P7V�K�r�M��

c. �”�É�Ü�£�î�©�Ù�å�†
Ì�–�å�«�º�î�Ý�M�•�S�_�
�Þ�ª�«�º�Ü  �š�¹�•�±�†�Q#Ý�K�Z�
���b�Þ�ª�«�º�Ü  
�š�å�º�Ü�†�P7V�K�r�M��

• My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Cisco\Resource Manage

• My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Cisco\MDC

�«�¸�µ�É 5 �”�É�Ü�£�î�©�Ù�å�†�”�å�–�å�«�º�î�Ý�M�•�S�_  Windows Defender �†�¹�•�­�î�È�Ý�_�K�S���œ�c�
�G�G
�[�
�v�:�M�Ø�–�¿�î�È�Ý�_�K�r�M��

�§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�²�˜�å�¢�Þ�î�»
Security Manager �”�É�Ü�£�î�©�Ù�å�†�è�S�b�Ü�Ü�î�«�_�²�˜�å�¢�Þ�î�»�K�Z�
�G�b0����Ü�Ü�î�«�[�8
�B�K�S0¿���†�–�â�M�•�G�\�c�[�A�r�O�‡���G�b�Ü�Ü�î�«�b  Security Manager �†�Q#Ý�K�^�8���œ�c�
�G
�€�†�”�å�–�å�«�º�î�Ý�K�
�²0[�^�‚�8�Â�î�ª�Ù�å�b0����†
Ì�–�å�«�º�î�Ý�K�r�M>&�G�€�c�
�²0[�^�Û�–
�­�å�«�\�‚�8�Â�î�ª�Ù�å�b�–�å�«�º�î�Ý  �Ó�¹�•�”�@�^�W�Z�8�•�G�\�@�S�f�[�M>' ���Q�b�‹�[�
 ���§�î�Â  
�¹�î�±�Ë�î�«�b�Ÿ
–�� >&P.5-12>' �_0°3U�I�€�Z�8�•�|�:�_�
�²�˜�å�¢�Þ�î�»�I�€�S�Â�î�ª�Ù�å�b�è�S�b
�–�å�«�º�î�Ý�[�–�Ñ�K�S�²0[�^�¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�†�Ÿ
–�[�A�r�M��

Security Manager �†�²�˜�å�¢�Þ�î�»�M�•���œ�c�
 Auto Update Server �v�
 
Ì�–�å�«�º�î�Ý�M�•  Security 
Manager �b�Â�î�ª�Ù�å�[�§�Ï�î�º�I�€�•�Â�î�ª�Ù�å�_�²�˜�å�¢�Þ�î�»�M�•�²0[�@�6�~�r�M��

�‚�8�¹�î�±�Ë�î�«�†�Ÿ
–�K�S���œ�
'ö#.�P1ß�¹�Â�–�«�b#'�~�b"g�Â�\� �‡�K�^�C�^�W�S�¹�Â�–�«�b�É�ß
�Ã�¸�•�x�Ï�Ü�©�î�@�µ�r�€�•�•+��ö�@�6�•�G�\�_�@�–�K�Z�C�T�I�8���S�\�<�d�
�¹�Â�–�«�V�b�œ�Ì�Þ�î
�¸�•�å�¢  �©�«�¸�Ò�†�
�‚�8�Â�î�ª�Ù�å�b  Security Manager �[�c%$�K�§�Ï�î�º�I�€�^�8�v�b�_�”�µ�É�¢
�Þ�î�»�K�S�~�
�‚�8�Â�î�ª�Ù�å�_�c�Ñ�~�K�^�8�Ï�Ü�©�î�†0¿���K�
�Ž6ä�K�S�~�K�S�•+��ö�@�6�~�r�M��
�¹�î�±�Ë�î�«�\�¹�Â�–�«�†�G�K�C� �‡�I�O�•�S�u�_�
�M�m�Z�b'ö#.�P1ß�¹�Â�–�«�b�¹�Â�–�«  �Ï�Ü�©�î
�†
Ì�è���M�•�G�\�†�è0¦�K�Z�C�T�I�8���±�œ�^�š�f>&�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�b�Ó�ª�Õ�î  �Ü�Ü�î�«
�b�”�µ�É�¢�Þ�î�»�^�]>'�[�c�
�¹�Â�–�«�†�–�å�Ë�å�º�Ü�?�}�P7V�K�

Ì�Ø3ã�•�K�^�E�€�d�^�}�^�8���œ
�@�6�•�G�\�_�@�–�K�Z�C�T�I�8���M4Š�b�[�[�c�
�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�b�”�µ�É�¢�Þ�î�»�†
–�_
�`�M�²0[�@�6�•���œ�v�6�~�r�M>&�S�\�<�d�
 ASA �¯�Ç�º�˜�™�”  �Ü�Ü�î�«  8.3 �c"I�9�^��#.�@�²0[�[�

�W�)�«�n�Ô�î�»�[�c�§�Ï�î�º�[�A�^�8�S�u�
�Q#Ý�M�•  Security Manager �b�Â�î�ª�Ù�å�[%$�K�§�Ï�î�º
�I�€�Z�8�•�²0[�@�6�~�r�M>' ��0ò(ý�_�X�8�Z�c�
 �� User Guide for Cisco Security Manager���b

�� Managing the Device Inventory���b'v�†�g!·�K�Z�C�T�I�8��
5-17
Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»

OL-26559-01-J



 

'¨  5 'v       �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�–�å�«�º�î�Ý�\�”�µ�É�¢�Þ�î�»
    �§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�²�˜�å�¢�Þ�î�»
�Ä�å�º �‚�8�Â�î�ª�Ù�å�b  Security Manager �[�c'ö#.�[�A�^�8�¹�Â�–�«�\�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò  �Ü�Ü�î�«
�b)��s�œ�ƒ�O�†'ö#.�K�|�:�\�K�S���œ�
�Ž6ä�š�Û�î�@$Î#Õ�K�r�M��
5-18
Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»  

OL-26559-01-J



 

Cisco Se
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C H A P T E R 6

�¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�\0¿��

Security Manager �”�É�Ü�£�î�©�Ù�å�\�M)t�_�Q#Ý�M�•5�0[�^�¡�Û�–�”�å�º  �”�É�Ü�£�î�©�Ù�å�@  2 �X�6
�~�r�M��

• Security Manager �¡�Û�–�”�å�º���G�€�c�
�á�î�¡�«�¸�î�©�Ù�å�V�_�–�å�«�º�î�Ý�I�€�
3û�–�c�9�b
�§�î�Â�V�_�–�å�«�º�î�Ý�I�€�Z�8�•  Security Manager �§�î�Â�V�[�·�8�K�Z�8�•�¹�î�±�Ë�î�«�\%&
�«�8#Ý�M�•�¡�Û�–�”�å�º / �§�î�Â  �”�É�Ü�£�î�©�Ù�å�[�M���G�b�¡�Û�–�”�å�º�c�M4Š�b�µ+��[  Web 
�È�Û�˜�¨�v�Q#Ý�K�r�M��

• Web �È�Û�˜�¨�� AUS �†�Q#Ý�K�S�~�
 Security Manager �§�î�Â�x  Common Services �†�Q#Ý�M�•�Ú�b
�§�î�Â�†0¿���K�S�~�M�•�S�u�_  Web �È�Û�˜�¨�†�Q#Ý�K�r�M��

���b�º�Æ�µ�¡�[�
�¡�Û�–�”�å�º�†��/œ�M�•�È�Û�˜�¨�b0¿���‰�2�\�
 Security Manager �¡�Û�–�”�å�º�b
�–�å�«�º�î�Ý�‰�2�_�X�8�Z1��Â�K�r�M��

• �� Web �È�Û�˜�¨  �¡�Û�–�”�å�º�b0¿���� >&P.6-1>'

• �� Security Manager �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�_6õ�M�•�Ä�å�º�� >&P.6-6>'

• �� Security Manager �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�� >&P.6-6>'

• ���”�É�Ü�£�î�©�Ù�å�l�b�ß�¢�–�å�� >&P.6-11>'

• �� Security Manager �¡�Û�–�”�å�º�b�”�å�–�å�«�º�î�Ý�� >&P.6-14>'

Web �È�Û�˜�¨  �¡�Û�–�”�å�º�b0¿��
Web �È�Û�˜�¨�@�
"I���b'�8®�b�¥�å�¸�å�¶�†0Á�•�K�
�”�É�Ü�£�î�©�Ù�å�†��/œ�K�Z�8�•�§�î�Â�?�}�b
�Ï�µ�É�”�µ�É  �˜�•�å�»�˜�†�È�ß�µ�¡�K�^�8�|�:�_0¿���I�€�Z�8�•�G�\�†&�1��M�•�²0[�@�6�~�r�M��
Web �È�Û�˜�¨�c�
�œ�å�Û�–�å  �Ê�Ý�É�T�E�[�^�C�
�µ+�$×�^�”�É�Ü�£�î�©�Ù�å  �˜�•�å�»�˜�†/²&g�M�•�S
�u�_�Q#Ý�I�€�r�M�����b8o�[�
�È�Û�˜�¨�†�”�É�Ü�£�î�©�Ù�å  �¡�Û�–�”�å�º�\�K�Z� "á$×�_�Q#Ý�M�•�S
�u�_�²0[�^0¿���‰�2�_�X�8�Z1��Â�K�r�M��

• �� HTTP/HTTPS �É�ß�Ÿ�©�[�¥�� >&P.6-1>'

• �� Internet Explorer �b0¿���� >&P.6-2>'

• �� Firefox �b0¿���� >&P.6-3>'

• ���§�î�»�Ã�î�¸�•0��¶�î�Ý�[�b�[�¥�b�–�¿�î�È�Ý�ì�\0¿���� >&P.6-5>'

HTTP/HTTPS �É�ß�Ÿ�©�[�¥

HTTP/HTTPS �É�ß�Ÿ�©�†�Q#Ý�M�•���œ�c�
 Security Manager �§�î�Â#Ý�b�É�ß�Ÿ�©�[�¥�†0¿���M�•�²0[
�@�6�~�r�M��
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�G�b0[�ó�c�
 Internet Explorer �\  Firefox �_4:#Ý�I�€�r�M���Q�€�R�€�_�P�M�•3ã�•0¿���b0ò(ý�†�è7F�_
1��Â�K�r�M��

Internet Explorer �b0¿��

Security Manager �\�Q�b�”�É�Ü�£�î�©�Ù�å�†�G�K�C�µ+��I�O�•�S�u�_�²0[�^  Internet Explorer �b0¿���@
�8�C�X�?�6�~�r�M�� Internet Explorer �c�
�œ�å�Û�–�å  �Ê�Ý�É�
�”�¡�¸�•�Å�¸�•  �Þ�Ï�î�º�
 CS-MARS 
�Ý�µ�¡�”�µ�É�_���^�]�b/²&g�_�Q#Ý�I�€�r�M���G�b�m8p�[�c�
 Internet Explorer �_�²0[�^0¿���_�X�8�Z
1��Â�K�r�M��

�m8p

�«�¸�µ�É 1 Internet Explorer 8 �†�Q#Ý�K�Z�8�•���œ�c�
�«�n/²&g�†�Q#Ý�K�r�M�� Internet Explorer 8 �c�
�«�n/²&g
�b���œ�_�b�s�§�Ï�î�º�I�€�Z�8�r�M���«�n/²&g�†�Q#Ý�M�•�_�c�
 Internet Explorer 8 �†6ä�8�Z�
 [Tools] 
> [Compatibility View Settings] �_&ã�·�K�
 [website to be displayed in Compatibility View] �\�K�Z  
Security Manager �§�î�Â�†3ã�•�K�r�M��

�«�¸�µ�É 2 ���b�m8p�†��/œ�K�Z�
 Security Manager �b�Ï�µ�É�”�µ�É  �È�ß�µ�¡�†�œ�Ç�_�K�r�M��

a. Internet Explorer �†6ä�A�r�M��

b. [Tools] > [Pop-up Blocker] > [Pop-up Blocker Settings] �_&ã�·�K�r�M��

c. [Address of website to allow] �Ç�•�î�Ý�»�_�
 Security Manager �§�î�Â�b  IP �”�»�Þ�«�†
°�Š�K�Z�

[Add] �†�¡�Ü�µ�¡�K�r�M��
http://windows.microsoft.com/en-US/windows-vista/Internet-Explorer-Pop-up-Blocker-frequently-
asked-questions �†�g!·�K�Z�C�T�I�8��

�@�– �Ï�µ�É�”�µ�É  �È�ß�µ�¡�†�œ�Ç�_�K�^�?�W�S���œ�c�
 Security Manager �[�¹�Â�–�«�†�è���[�A�^�8�•
+��ö�@�6�~�r�M��

�Ä�å�º �Ï�µ�É�”�µ�É  �È�ß�µ�¡�c�
�Ï�µ�É�”�µ�É�b�±���†�D7H�r�S�c�È�ß�µ�¡�M�•  Internet Explorer �b�µ+��[
�M��
http://windows.microsoft.com/en-US/windows-vista/Internet-Explorer-Pop-up-Blocker-frequently-aske
d-questions �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 Internet Explorer �[�
 [Tools] > [Internet Options] �†4E�¥�K�r�M���G�b�m8p
Æ�b�è7F�b�«�¸�µ�É�c�

[Internet Options] �²�–�”�ß�¢�Î�µ�¡�«�V�[��/œ�K�r�M��

�«�¸�µ�É 4 �”�¡�¸�•�È  �¥�å�¸�å�¶�†0Á�•�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

a. [Advanced] �±�È�†�¡�Ü�µ�¡�K�Z�
 [Security] �­�¡�©�Ù�å�_�«�¡�ß�î�Ý�K�
 [Allow active content to 
run in files on My Computer] �†4E�¥�K�r�M��

b. [Apply]  �†�¡�Ü�µ�¡�K�Z�š�f�†�–�Ñ�K�r�M��

�«�¸�µ�É 5 �È�Û�˜�¨�b�­�Ÿ�×�Ü�¸�•0¿���@�
�/�•�ì�I�€�S�Ì�î�ª�†�¹�•�«�¡�_�–�Ñ�[�A�•�|�:�_�^�W�Z�8�•�G�\�†
&�1��K�r�M���/�•�ì�I�€�S�Ì�î�ª�†�–�Ñ�[�A�^�8���œ�c�
�¡�Û�–�”�å�º  �¯�Ç�º�˜�™�”  �–�å�«�º�î�Û�†
�²�˜�å�ß�î�»�[�A�r�O�‡��

[Advanced] �±�È�b  [Security] �š�Ü�”�[�
 [Do not save encrypted Pages to Disk] �†4E�¥0Ž7V�K�r�M��0¿
���†�š�f�M�•�²0[�@�6�•���œ�c�
 [Apply]  �†�¡�Ü�µ�¡�K�Z�š�f�†�–�Ñ�K�r�M��
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�«�¸�µ�É 6 �M�ì�Ç�“�–�Ý#Ý�b�¹�•�«�¡  �Ÿ�Õ�µ�©�×�b�§�–�¬�@�
�²�˜�å�ß�î�»�†�£���K�Z�8�•�¡�Û�–�”�å�º  �¯�Ç�º
�˜�™�”  �–�å�«�º�î�Û�b�§�–�¬�†�V�G�W�Z�8�•�G�\�†&�1��K�r�M���Ÿ�Õ�µ�©�×�m�~�\�Z�@�a�^�M�B�•��
�œ�c�
 �–�å�«�º�î�Û�†�²�˜�å�ß�î�»�[�A�r�O�‡���Ÿ�Õ�µ�©�×  �§�–�¬�†�š�f�M�•�_�c�
���b�m8p�†��/œ�K
�r�M��

a. [General] �±�È�†�¡�Ü�µ�¡�K�r�M��

b. [Temporary Internet Files] �¢�Ý�î�É�[  [Settings] �†�¡�Ü�µ�¡�K�r�M��

c. �²0[�_�Â�L�Z�
�–�å�±�î�¿�µ�º�M�ì�Ç�“�–�Ý�_�Q#Ý�I�€�•�¹�•�«�¡  �«�Ì�î�«�b��5��†�Q�x�K�Z  
[OK]  �†�¡�Ü�µ�¡�K�r�M��

d. [Apply]  �†�¡�Ü�µ�¡�K�Z�š�f�†�–�Ñ�K�r�M��

�«�¸�µ�É 7 >&�œ�É�©�Ù�å>'CS-MARS �\  Security Manager 6ë�[�¹�î�±�†�x�~�v�~�M�•�\�A�_�
�­�Ÿ�×�”  �¥�å�¸�å�¶
�\�À�å�­�Ÿ�×�”  �¥�å�¸�å�¶�b�g�‰�@�µ�r�€�S�Ì�î�ª�†6ä�?�^�E�€�d�^�}�^�8�G�\�@�6�~�r�M���¹�Ç�›
�Ý�º�[�
 Internet Explorer �?�}�À�å�­�Ÿ�×�”8o% �†/²&g�M�•�?�]�:�?�@�\�a�}�€�r�M���G�b�É�ß�å�É�º
�[  [Yes] �†�¡�Ü�µ�¡�M�•�\�
�¯�Ç�º�˜�™�”�†�G�–�_�µ+��I�O�•�G�\�@�[�A�r�M��

�²0[�^���œ�c�
�É�ß�å�É�º�@/²&g�I�€�N�
�ã�œ�¥�å�¸�å�¶�
�X�r�~�
�­�Ÿ�×�”  �¥�å�¸�å�¶�\�À�å�­
�Ÿ�×�”  �¥�å�¸�å�¶�b�g�‰�@�µ�r�€�•�Ì�î�ª�@+¬�·$×�_/²&g�I�€�•�|�:�_  Internet Explorer �b0¿���†�š
�f�[�A�r�M���ã�œ�¥�å�¸�å�¶  �Ì�î�ª�†/²&g�M�•�|�:�_  Internet Explorer �†0¿���M�•�_�c�
���b�m8p�†
��/œ�K�r�M��

a. [Security] �±�È�†�¡�Ü�µ�¡�K�r�M��

b. �²�–�”�ß�¢�Î�µ�¡�«�W4Š�b  [Custom Level] �†�¡�Ü�µ�¡�K�r�M��

c. [Miscellaneous] 0b���K�b�W�[�
 [Display mixed content] 0¿���_�P�Â�M�•  [Enable] �œ�É�©�Ù�å �Î�±
�å�†4E�¥�K�r�M�� >&[Disable] �@4E�¥�I�€�Z�8�^�8�G�\�†&�1��K�Z�C�T�I�8>' ��

d. [Apply]  �†�¡�Ü�µ�¡�K�Z�š�f�†�–�Ñ�K�r�M��

�«�¸�µ�É 8 [OK]  �†�¡�Ü�µ�¡�K�Z  [Internet Options] �²�–�”�ß�¢�Î�µ�¡�«�†6â�L�r�M��

Firefox �b0¿��

Security Manager �\�Q�b�”�É�Ü�£�î�©�Ù�å�†�G�K�C�µ+��I�O�•�S�u�_�²0[�^  Firefox �b0¿���@�8�C�X�?
�6�~�r�M�� Firefox �c�
�œ�å�Û�–�å  �Ê�Ý�É�
�”�¡�¸�•�Å�¸�•  �Þ�Ï�î�º�
 CS-MARS �Ý�µ�¡�”�µ�É�_���^
�]�b�µ+��b/²&g�_�Q#Ý�K�r�M���G�b�m8p�[�c�
 Firefox �b0¿���_�²0[�^�œ�É�©�Ù�å�_�X�8�Z1��Â�K�r�M��

• ���É�Ü�Ç�“�Þ�å�«  �Ç�“�–�Ý�b)…7Ÿ�� >&P.6-3>'

• ���¹�•�«�¡  �Ÿ�Õ�µ�©�×�b�§�–�¬�b)…7Ÿ�� >&P.6-4>'

• ���Ï�µ�É�”�µ�É  �È�ß�µ�¡�b�¹�•�­�î�È�Ý�ì�r�S�c�Í�á�–�º  �Ü�«�º�b�8�B�� >&P.6-4>'

• �� JavaScript �b�–�¿�î�È�Ý�ì�� >&P.6-5>'

• ���q�‚�˜�•�å�»�˜
Æ�b�‚�K�8�±�È�V�[�b�œ�å�Û�–�å  �Ê�Ý�É�b/²&g�\�è7F�b0[�Ó�_�P�M�•�¤�Ñ�b�˜�•
�å�»�˜�b
Ì�<#Ý�� >&P.6-5>'

�É�Ü�Ç�“�Þ�å�«  �Ç�“�–�Ý�b)…7Ÿ

�m8p

�É�Ü�Ç�“�Þ�å�«  �Ç�“�–�Ý�†)…7Ÿ�M�•�_�c�
���b�m8p�†��/œ�K�r�M��
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�«�¸�µ�É 1 �Ó�Ô�’�^�]�b�¸�Ÿ�«�º  �š�¹�•�±�[�
 \Mozilla Firefox\defaults\pref �§�È�¹�•�Þ�¡�º�Ü�_�6�•  firefox.js  
�†6ä�A�r�M��

�«�¸�µ�É 2 ���b�'�†3ã�•�K�r�M��
pref("dom.allow_scripts_to_close_windows", true);

�«�¸�µ�É 3 )…7Ÿ�K�S�Ç�“�–�Ý�†�–�Ñ�K�Z6â�L�r�M��

�¹�•�«�¡  �Ÿ�Õ�µ�©�×�b�§�–�¬�b)…7Ÿ

�M�ì�Ç�“�–�Ý#Ý�b�¹�•�«�¡  �Ÿ�Õ�µ�©�×�b�§�–�¬�@�
�²�˜�å�ß�î�»�†�£���K�Z�8�•�¡�Û�–�”�å�º  �¯�Ç�º
�˜�™�”  �–�å�«�º�î�Û�b�§�–�¬�†�V�G�W�Z�8�•�G�\�†&�1��K�r�M���Ÿ�Õ�µ�©�×�m�~�\�Z�@�a�^�M�B�•��
�œ�c�
 �–�å�«�º�î�Û�†�²�˜�å�ß�î�»�[�A�r�O�‡��

�m8p

�Ÿ�Õ�µ�©�×  �§�–�¬�†�š�f�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Tools] > [Options] �†4E�¥�K�Z�?�}�
 [Advanced] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 0¿���@�a�^�M�B�•���œ�c�
�|�~�¨�C�b�Ÿ�Õ�µ�©�×  �«�Ì�î�«�†&��–�K�Z�
 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�Ï�µ�É�”�µ�É  �È�ß�µ�¡�b�¹�•�­�î�È�Ý�ì�r�S�c�Í�á�–�º  �Ü�«�º�b�8�B

�m8p

�Ï�µ�É�”�µ�É  �È�ß�µ�¡�†�¹�•�­�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Tools] > [Options] �†4E�¥�K�Z�?�}�
 [Contents] �”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Block pop-up windows] �³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M��

�r�S�c�
�Ï�µ�É�”�µ�É�†�w�E
°�€�•�™8—�[�A�•�¯�î�«�b�Í�á�–�º  �Ü�«�º�†�8�B�M�•�_�c�
 [Block 
pop-up windows] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�?�}�
 [Exceptions] �†�¡�Ü�µ�¡�K�Z  [Allowed Sites - 
Popups] �²�–�”�ß�¢�Î�µ�¡�«�[���b�m8p�†��/œ�K�r�M��

a. [Address of web site] �Ç�•�î�Ý�»�_  http:// <SERVER_NAME>>&�G�G�[�
 SERVER_NAME �c  
Security Manager �§�î�Â�b  IP �”�»�Þ�«�r�S�c  DNS �Ý�î�¸�•�å�¢�•+��¡>'�\
°�Š�K�Z�?�}�

[Allow]  �†�¡�Ü�µ�¡�K�r�M��

b. file:///C:/Documents%20and%20Settings/<USER_NAME>/Local%20Settings/Temp/>&�G�G�[�

C: �c  Windows �@�–�å�«�º�î�Ý�I�€�Z�8�•�¡�Û�–�”�å�º  �©�«�¸�Ò�b�¹�•�«�¡  �»�Û�–�È�[�

USER_NAME �c�¡�Û�–�”�å�º  �©�«�¸�Ò�V�b  Windows �Ø�î�¨�¡>'�\
°�Š�K�Z�?�}�
 [Allow]  �†�¡
�Ü�µ�¡�K�r�M��

c. [Close] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [OK]  �†�¡�Ü�µ�¡�K�r�M��
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JavaScript �b�–�¿�î�È�Ý�ì

�m8p

JavaScript �†�–�¿�î�È�Ý�_�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Tools] > [Options] �†4E�¥�K�Z�?�}�
 [Contents] �”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Enable JavaScript] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 3 [Advanced] �†�¡�Ü�µ�¡�K�
 [Advanced JavaScript Settings] �²�–�”�ß�¢�Î�µ�¡�«�[�
 [Allow scripts to] 
�š�Ü�”
Æ�b�M�m�Z�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 4 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�q�‚�˜�•�å�»�˜
Æ�b�‚�K�8�±�È�V�[�b�œ�å�Û�–�å  �Ê�Ý�É�b/²&g�\�è7F�b0[�Ó�_�P�M�•�¤�Ñ�b
�˜�•�å�»�˜�b
Ì�<#Ý

�6�u�Z�œ�å�Û�–�å  �Ê�Ý�É�_�”�¡�­�«�K�S�\�A�_�
 2 �X�b�‚�K�8�È�Û�˜�¨  �˜�•�å�»�˜>&'5�b�Ì�î�ª�\�Ê
�Ý�É  �¥�å�¸�å�¶�@�µ�r�€�•�Ì�î�ª>'�@6ä�C�G�\�@�6�~�r�M���Q�b�‹�
�œ�å�Û�–�å  �Ê�Ý�É�_�”�¡�­�«�K
�|�:�\�K�S�\�A�_�
�¤�Ñ�b�È�Û�˜�¨  �˜�•�å�»�˜�@
Ì�<#Ý�I�€�^�8�G�\�v�6�~�r�M��

�m8p

�q3Æ6ä�?�€�S�È�Û�˜�¨  �˜�•�å�»�˜�b�‚�K�8�±�È�V�_�œ�å�Û�–�å  �Ê�Ý�É�†/²&g�K�
�Q�€�è7F�c�¤�Ñ�b�È
�Û�˜�¨  �˜�•�å�»�˜�†
Ì�<#Ý�M�•�|�:�_  Firefox �†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 �”�»�Þ�«  �Â�î�_�
 about:config �\
°�Š�K�Z�
 Enter �†�²�K�r�M���Ø�î�¨  �É�Ü�Ç�“�Þ�å�«�b�Ü�«�º�@/²
&g�I�€�r�M��

�«�¸�µ�É 2 [browser.link.open_external] �†�²�È�Ý�¡�Ü�µ�¡�K�Z�
/²&g�I�€�S�²�–�”�ß�¢�Î�µ�¡�«�_  3 �\
°�Š�K�r
�M���G�b�Í�c�
�¥4Š�”�É�Ü�£�î�©�Ù�å�?�}�b�Ü�å�¡�@�
�q�‹�_6ä�?�€�S�È�Û�˜�¨  �˜�•�å�»�˜
Æ�b�‚�K
�8�±�È�[6ä�?�€�•�G�\�†�–�á�K�r�M��

�«�¸�µ�É 3 [browser.link.open_newwindow] �†�²�È�Ý�¡�Ü�µ�¡�K�Z�
�Q�€�†  1 �_0¿���K�r�M���G�b�Í�c�
�Ü�å�¡�@
�”�¡�¸�•�È�^�±�È�r�S�c�˜�•�å�»�˜�[6ä�?�€�•�G�\�†�–�á�K�r�M��

�«�¸�µ�É 4 [browser.link.open_newwindow.restriction] �†�²�È�Ý�¡�Ü�µ�¡�K�Z�
�Q�€�†  0 �_0¿���K�r�M���G�b�Í
�c�
�‚�K�8�˜�•�å�»�˜�b�M�m�Z�@�±�È�\�K�Z6ä�?�€�•�G�\�†�–�á�K�r�M��

�«�¸�µ�É 5 [about:config] �Ì�î�ª�†6â�L�r�M��

>&�@>' �È�Û�˜�¨�b�«�¸�î�±�«  �Â�î�_  Done �\�8�:�«�¸�î�±�«�@/²&g�I�€�S�‹�[�v�
"g�#�k�Ñ�b�Ê�Ý�É
�†6ä�8�S�\�A�_'5$Ñ�b�Ì�î�ª�@6ä�C���œ�@�6�~�r�M���G�b�e8Ÿ�@$Î#Õ�K�S���œ�c�
�X�(�…�Z
�d�
�¥�å�¸�å�¶�@�²�˜�å�ß�î�»�•+��_�^�~�
/²&g�I�€�r�M��

�§�î�»�Ã�î�¸�•0��¶�î�Ý�[�b�[�¥�b�–�¿�î�È�Ý�ì�\0¿��

�M4Š�b�§�î�»�Ã�î�¸�•0��Ï�µ�É�”�µ�É  �È�ß�µ�¡�†�Q#Ý�M�€�d�
3û�–�c�Ï�µ�É�”�µ�É�†�Ä�°�K�^�@�}�

"I���b�§�–�º�r�S�c�§�î�Â�?�}�b�Ï�µ�É�”�µ�É�T�E�†0Á�•�[�A�r�M���Ï�µ�É�”�µ�É  �È�ß�µ�¡�[�Í�á�–
�º  �Ü�«�º�_�[�¥�†�µ�u�•�G�\�@�[�A�^�8���œ�
�r�S�c�
�Q�b�œ�É�©�Ù�å�[�c0[�ó�@ 6�S�O�^�8���œ�c�
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    Security Manager �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�_6õ�M�•�Ä�å�º
�M�m�Z�b�Ï�µ�É�”�µ�É�†0Á�•�M�•�|�:�_�Ø�î�¸�•�Ü�¸�•�†0¿���M�•�²0[�@�6�~�r�M���™#Ý�I�€�S�§�–�º
�?�}�b�Ï�µ�É�”�µ�É�†0Á�•�M�•�‰�'�c�
�Q#Ý�I�€�Z�8�•�Ø�î�¸�•�Ü�¸�•�_�|�W�Z$��^�~�r�M��0ò(ý�_�X
�8�Z�c�
�§�î�»�Ã�î�¸�•0����b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

Security Manager �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�_6õ�M�•�Ä
�å�º

Security Manager �¡�Û�–�”�å�º�†�Q#Ý�K�Z�¹�Â�–�«�†0¿���K�r�M���¡�Û�–�”�å�º�[�š�f�†�–�Ñ�M�•�\�

�Q�€�}�c�á�î�¡�«�¸�î�©�Ù�å�_�–�Ñ�I�€�r�M��)F�8�Z�
�š�f�†�¹�î�±�Ë�î�«�_3æ�™�K�Z�
�§�î�Â�V�b
�¹�î�±�Ë�î�«�†�f�‚�M�•�²0[�@�6�~�r�M��

�¡�Û�–�”�å�º�†�Q#Ý�K�Z�8�•6ë�c�
�¡�Û�–�”�å�º�\�§�î�Â6ë�[)E)F$×�_%&�«3û�™�@/œ�ƒ�€�r�M���G�b!l
�†2Ã�r�<�Z�
�¡�Û�–�”�å�º�†�–�å�«�º�î�Ý�K�Z�Q�b�Ã�Ç�›�î�Ð�å�«�†�¥�V�I�O�•�S�u�b�Ä�å�º�†*ƒ�Ö�K
�Z�C�T�I�8��

• �§�î�Â�\� �L�¥�å�Æ�×�î�±�V�[�¡�Û�–�”�å�º�†�¥�–���»�\�K�Z��/œ�K�^�8�[�C�T�I�8���¡�Û�–�”�å
�º�†�§�î�Â�V�_�–�å�«�º�î�Ý�K�S���œ�c�
�º�Û�È�Ý�©�×�î�¸�•�å�¢�b% $×�_�b�s�Q#Ý�K�Z�C�T�I
�8��

• �¿�µ�º�á�î�¡4����b�e8Ÿ�†4J�E�•�S�u�_�
�¡�Û�–�”�å�º�c�§�î�Â�?�}�6�r�~7³�€�Z�8�^�8�á�î�¡�«
�¸�î�©�Ù�å�V�_�–�å�«�º�î�Ý�K�r�M���S�\�<�d�
(•�\�_�§�î�Â�†0¿*(�K�^�@�}�
�–�å�»�\
Æ�b�¿�µ
�º�á�î�¡�?�}�¡�Û�–�”�å�º�†��/œ�K�S���œ�c�
4����@#Õ�L�Z�Â'Å�ö+��@�*�W�M�•�•+��ö�@�6�~�r
�M���G�b�e8Ÿ�†3M�ö�M�•�_�c�
�¡�Û�–�”�å�º�@�§�î�Â�\� �L�¹�î�±�­�å�±�î
Æ�_0¿*(�I�€�•�
�Ü
�Ô�î�º  �¹�«�¡�º�µ�É�r�S�c�±�î�Ñ�¼�Ý  �§�î�Â4Ä*(�†�G#Ý�M�•�²0[�@�6�~�r�M��

• 1 �Ž�b�¥�å�Æ�×�î�±�V�_�c  1 �X�b�¡�Û�–�”�å�º�b�¥�Æ�î�K�?�–�å�«�º�î�Ý�[�A�r�O�‡���¡�Û�–�”�å
�º�\�§�î�Â�b�Â�î�ª�Ù�å�c�ö
²�_�M+´�M�•�²0[�@�6�~�r�M���K�S�@�W�Z�
 2 �X�b$��^�•�Â�î�ª�Ù�å
�b  Security Manager 0����†��/œ�M�•���œ�c�
�Q�€�R�€�b�¡�Û�–�”�å�º�†��/œ�M�•  2 �Ž�b�á�î�¡�«
�¸�î�©�Ù�å�†#Ý�–�M�•�²0[�@�6�~�r�M��

�M�‰�[�
�¡�Û�–�”�å�º�†0
�X�G2s�·�K�Z�
� �L�Â�î�ª�Ù�å�†��/œ�K�Z�8�•0
�X�b  Security Manager 
�§�î�Â�_�K)F�[�A�r�M��

Security Manager �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý
Security Manager �¡�Û�–�”�å�º�c�
�á�î�¡�«�¸�î�©�Ù�å�V�_�–�å�«�º�î�Ý�M�•�¶�9�b�É�ß�¢�Û�Ò�[�M��
�G�b�¡�Û�–�”�å�º�†�Q#Ý�K�Z�
 Security Manager �§�î�Â�_�ß�¢�–�å�K�Z�
�¹�Â�–�«�_6õ�M�•�­�Ÿ�×�Ü
�¸�•  �Ï�Ü�©�î�†0¿���K�r�M�� Security Manager �¡�Û�–�”�å�º�c�
0����\�M)t�_�Q#Ý�M�•�Ó�–�å  �”�É�Ü
�£�î�©�Ù�å�[�M��

�§�î�Â  �¯�Ç�º�˜�™�”�@�–�å�«�º�î�Ý�I�€�Z�8�€�d�
 Security Manager �§�î�Â�V�_�¡�Û�–�”�å�º�@�–�å
�«�º�î�Ý�I�€�Z�8�•�•+��ö�@�6�~�r�M���S�T�K�
�§�î�Â�\� �L�©�«�¸�Ò�V�[�¡�Û�–�”�å�º�†�Q#Ý�M�•��
�œ�c�
0����b�¥�–$×�^�Q#Ý�†4J�E�•�G�\�†�N�á�K�r�M���æ�ƒ�~�_�
���b�m8p�†�Q#Ý�K�Z�
�¡�Û�–�”�å�º
�†�9�b�á�î�¡�«�¸�î�©�Ù�å�_�–�å�«�º�î�Ý�K�Z�C�T�I�8���á�î�¡�«�¸�î�©�Ù�å  �©�«�¸�Ò�b0[�ó�\�§
�Ï�î�º�I�€�Z�8�•�È�Û�˜�¨�b�Â�î�ª�Ù�å�_�X�8�Z�c�
 ���¡�Û�–�”�å�º�b0[�ó�� >&P.3-8>' �†�g!·�K�Z�C�T
�I�8��

�–�å�«�º�î�Ý�p�_�e8Ÿ�@$Î#Õ�K�S���œ�c�
���b�º�Æ�µ�¡�†�g!·�K�Z�C�T�I�8��

• ���–�å�«�º�î�Ý�†7<�F�M�•�­�Ÿ�×�Ü�¸�•0¿���b��#.�� >&P.6-9>'

• ���è�S�b�Â�î�ª�Ù�å�b�¡�Û�–�”�å�º�?�}�”�µ�É�¢�Þ�î�»�[�A�^�8�� >&P.6-10>'

• ���–�å�«�º�î�Ý�p�b�¡�Û�–�”�å�º7€���� >&P.A-10>'��
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'¨  6 'v       �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�\0¿��
    Security Manager �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý
�c�L�u�•�S�_

• �È�Û�˜�¨�@�G�K�C0¿���I�€�Z�8�•�G�\�†&�1��K�r�M�� �� Web �È�Û�˜�¨  �¡�Û�–�”�å�º�b0¿����
>&P.6-1>' �†�g!·�K�Z�C�T�I�8��

• Windows �Ç�“�–�”�˜�›�î�Ý�@�G�K�C0¿���I�€�Z�8�•�G�\�†&�1��K�r�M�� Security Manager �[�§
�Ï�î�º�I�€�•�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�[�c�
 Windows �Ç�“�–�”�˜�›�î�Ý�c�¹�Ç�›�Ý�º�[�–�¿�î
�È�Ý�_�^�W�Z�8�r�M���Q�b)��Ý�
 HTTP�
 HTTPS�
�>�|�g  syslog �b%T�™�K)F�@�È�ß�µ�¡�I�€�r�M��
�S�\�<�d�
'ö#.*…�c�§�î�Â�b  Security Manager �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý  URL �_�ß�î�•�Ý�[�”
�¡�­�«�[�A�r�M�@�
�Ü�Ô�î�º  �á�î�¡�«�¸�î�©�Ù�å�?�}�c�”�¡�­�«�[�A�r�O�‡���r�S�
 syslog �¹�î
�±�c  Event Viewer �_/²&g�I�€�r�O�‡�� Windows �Ç�“�–�”�˜�›�î�Ý�†�¹�•�­�î�È�Ý�_�M�•�?�
�e8Ÿ
�_�^�W�Z�8�•'ö#.�º�Û�Ç�•�µ�¡�†0Á�•�M�•%T�™�Ý�î�Ý�†0¿���M�•�²0[�@�6�~�r�M��

�@�– �á�î�¡�«�¸�î�©�Ù�å�b  Windows �Ç�“�–�”�˜�›�î�Ý�†�¹�•�­�î�È�Ý�_�M�•�\�
 Windows �Ç�“
�–�”�˜�›�î�Ý�b�–�¿�î�È�Ý�ì�_75�š�I�€�Z�8�S�O�–�b�6�•�”�¡�¸�•�Å�¸�•�_�P�K�Z!“75
��_
�^�~�r�M��

• �¡�Û�–�”�å�º  �¯�Ç�º�˜�™�”  �–�å�«�º�î�Û�†�²�˜�å�ß�î�»�M�•�S�_�
�¡�Û�–�”�å�º  �©�«�¸�Ò�V�b  
Temp �Ç�“�–�Ý�†�m�·�[�P7V�M�•�G�\�†�N�á�K�r�M���G�b�|�:�^�Ç�“�–�Ý�†�P7V�M�•�G�\�_�|�W
�Z�
�Q#Ý�•+��^���(�^�«�Ì�î�«�†&��–�[�A�•�•+��ö�@�6�~�r�M��

• �á�î�¡�«�¸�î�©�Ù�å�_  Cisco Security Agent �@�–�å�«�º�î�Ý�I�€�Z�8�•���œ�c�
�¡�Û�–�”�å�º�b�–
�å�«�º�î�Ý  �É�ß�­�«�b�S�r�S�c�p�_�
�Q�€�†�¹�•�­�î�È�Ý�_�M�•�²0[�@�6�~�r�M���–�å�«�º�î�Ý  
�É�ß�­�«�p�_�¡�Û�–�”�å�º  �–�å�«�º�î�Û�@  Cisco Security Agent �†�¹�•�­�î�È�Ý�[�A�^�?�W�S���œ
�c�
�É�ß�­�«�@�p�•�K�Z�
�¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�†
Ì6ä�M�•�S�_�
 Cisco Security Agent �†
�m�·�[�¹�•�­�î�È�Ý�_�M�•�|�:�_0[�Ó�I�€�r�M��

�Ä�å�º �á�î�¡�«�¸�î�©�Ù�å�V�b  Cisco Security Agent �†�¹�•�­�î�È�Ý�_�M�•�_�c�
���b  2 �X�b�‰�2�b
�8�N�€�?�†�Q#Ý�K�r�M>8>&1>'�©�«�¸�Ò  �º�Þ�–
Æ�b  Cisco Security Agent �”�–�¥�å�†�‘�¡�Ü�µ�¡
�K�
 [Security Level] > [Off] �†4E�¥�M�•�?�
 >&2>' [Services] �†6ä�A>&[Control Panel] > 
[Administrative Tools] > [Services]>'�
 [Cisco Security Agent] �†�‘�¡�Ü�µ�¡�K�
 [Stop] �†�¡�Ü�µ
�¡�K�r�M���¡�Û�–�”�å�º�b�–�å�«�º�î�Ý)
�¢�‹�
 Cisco Security Agent �†
Ì2s�·�K�r�M��

�@�– �á�î�¡�«�¸�î�©�Ù�å�V�[  Cisco Security Agent �@�¹�•�­�î�È�Ý�_�^�W�Z�8�•6ë�c�
 Cisco Security 
Agent �b�–�¿�î�È�Ý�ì�_75�š�I�€�Z�8�S�O�–�b�6�•�”�¡�¸�•�Å�¸�•�_�P�K�Z!“75
��_�^�~�r�M��

• �M�[�_  Security Manager �¡�Û�–�”�å�º�@�á�î�¡�«�¸�î�©�Ù�å�V�_�–�å�«�º�î�Ý�I�€�Z�8�•���œ�c�

�–�å�«�º�î�Ý  �É�ß�¢�Û�Ò�@�q�‚�b�¡�Û�–�”�å�º�†�–�å�«�º�î�Ý�M�•�S�_  Security Manager �¡�Û�–
�”�å�º�†�”�å�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M���˜�•�¨�î�»�?�}�G�b�²0[�@�6�•�?�]�:�?�@�\�a�}
�€�r�M��

�m8p

�«�¸�µ�É 1 Windows 'ö#.*…"I�’�†�â�X�Ø�î�¨  �”�•�˜�å�º�†�Q#Ý�K�Z�¡�Û�–�”�å�º  �á�î�¡�«�¸�î�©�Ù�å�_�ß�¢�–�å
�K�r�M��

�«�¸�µ�É 2 Web �È�Û�˜�¨�[�
���b  URL �b�8�N�€�?�†6ä�A�r�M���G�G�[�
 SecManServer �c�
 Security Manager �@
�–�å�«�º�î�Ý�I�€�Z�8�•�¥�å�Æ�×�î�±�b�¡�S�[�M���8�N�€�?�b�­�Ÿ�×�Ü�¸�•  �”�Û�î�º  �˜�•�å�»�˜�[  
[Yes] �†�¡�Ü�µ�¡�K�r�M��

• SSL �†�Q#Ý�K�Z�8�^�8���œ�c�
 http:// SecManServer:1741 �†6ä�A�r�M��
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• SSL �†�Q#Ý�K�Z�8�•���œ�c�
 http:// SecManServer:443 �†6ä�A�r�M��

Cisco Security Management Suite �b�ß�¢�–�å#ì8��@/²&g�I�€�r�M���Ì�î�ª�V�[�
 JavaScript �\  cookie 
�@�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\�\�
�§�Ï�î�º�I�€�Z�8�•�Â�î�ª�Ù�å�b  Web �È�Û�˜�¨�†��/œ�K�Z�8�•�G
�\�†&�1��K�r�M��

�«�¸�µ�É 3 �Ø�î�¨�¡�\�Ã�«�á�î�»�†�Q#Ý�K�Z�
 Cisco Security Management Suite �§�î�Â�_�ß�¢�–�å�K�r�M���6�u
�Z�§�î�Â�†�–�å�«�º�î�Ý�M�•���œ�c�
�Ø�î�¨�¡�b  admin �\0����b�–�å�«�º�î�Ý�p�_��*O�I�€�S�Ã�«
�á�î�»�†�Q#Ý�K�Z�ß�¢�–�å�[�A�r�M��

�«�¸�µ�É 4 Cisco Security Management Suite �b�Í�î�Ò�Ì�î�ª�[�
 [Cisco Security Manager Client Installer] �†�¡
�Ü�µ�¡�K�r�M��

�Ç�“�–�Ý�†6ä�C�r�S�c��/œ�M�•�b�?�
�¹�•�«�¡�_�–�Ñ�M�•�b�?�@�\�a�}�€�r�M���8�N�€�?�b�œ�É�©�Ù�å
�†4E�¥�[�A�r�M���Ç�“�–�Ý�b�¹�•�«�¡�l�b�–�Ñ�†4E�¥�K�S���œ�c�
�Ç�“�–�Ý�b�²�˜�å�ß�î�»�‹�_�É�ß�¢
�Û�Ò�†��/œ�K�r�M>&�Ç�“�–�Ý�†�²�È�Ý�¡�Ü�µ�¡�M�•�?�
�È�Û�˜�¨�?�}�\�a�}�€�S�\�A�_  [Run] �œ�É�©�Ù
�å�†4E�¥�K�r�M>' ��

�Ä�å�º �� a problem was detected���x�� the publisher cannot be verified���^�]�b�”�É�Ü�£�î�©�Ù�å�_6õ
�M�•�­�Ÿ�×�Ü�¸�•1™�Ì�
�r�S�c�
�•&�1��b�”�É�Ü�£�î�©�Ù�å�@�¥�å�Æ�×�î�±�_�”�¡�­�«�K�|�:
�\�K�Z�8�•�\�8�:
Æ���b�­�Ÿ�×�Ü�¸�•1™�Ì�@/²&g�I�€�S���œ�c�
�”�¡�­�«�@0Á�•�I�€�Z�8�•�G
�\�†&�1��K�r�M��0
�X�b�Î�±�å�†�¡�Ü�µ�¡�K�^�E�€�d�^�}�^�8���œ�@�6�~�r�M���Î�±�å�¡�c�”
�É�Ü�£�î�©�Ù�å�b�É�ß�å�É�º�_�|�W�Z$��^�~�r�M>& [Allow] �
 [Yes]�
 [Apply] �^�]>' ��

�«�¸�µ�É 5 �–�å�«�º�î�Ý  �˜�•�¨�î�»�b  [Welcome] #ì8��@6ä�A�
���b�e�@/²&g�I�€�r�M�� �� Install these Cisco 
Security Manager 4.3 client applications:�� 

• Configuration Manager 

• Event Viewer 

• Report Manager

• Health and Performance Manager

• Image Manager

Security Manager �¡�Û�–�”�å�º�c�
���b  5 �X�b�”�É�Ü�£�î�©�Ù�å�@�6�•�”�É�Ü�£�î�©�Ù�å  �«�–�î�º�\
�K�Z�–�å�«�º�î�Ý�I�€�r�M�� Configuration Manager�
 Event Viewer�
 Report Manager�
 Health and 
Performance Manager�
�>�|�g  Image Manager���›�”�É�Ü�£�î�©�Ù�å�c�
���b  3 �X�b�‰�2�b�8�N�€�?�[
�9���_2s�·�[�A�r�M>&�›�”�É�Ü�£�î�©�Ù�å�b2s�·�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Security Manager �¡�Û�–�”
�å�º�†�Q#Ý�K�S  Security Manager �l�b�ß�¢�–�å�� >&P.6-11>' �†�g!·�K�Z�C�T�I�8>' ��

• [Start] > [Programs] > [Cisco Security Manager Client] >>&���b�8�N�€�?�†4E�¥�M�•>'
[Configuration Manager]�
 [Event Viewer]�
 [Report Manager]�
 [Health and Performance 
Manager]�
�r�S�c  [Image Manager]

• �¹�«�¡�º�µ�É  �”�–�¥�å  

• >&�8�N�€�?�b�”�É�Ü�£�î�©�Ù�å�†2s�·�K�S�‹>' [Launch] >>&Security Manager �¡�Û�–�”�å�º  �”�É�Ü
�£�î�©�Ù�å  �«�–�î�º
Æ�b�Ú�b�”�É�Ü�£�î�©�Ù�å�†4E�¥�M�•>'

>&�@>' Cisco Security Manager �b�¹�«�¡�º�µ�É  �”�–�¥�å�v�8�B�I�€�r�M���G�b�”�–�¥�å�[  Cisco 
Security Management Suite �b�Í�î�Ò  �Ì�î�ª�†6ä�A�r�M��

�«�¸�µ�É 6 �–�å�«�º�î�Ý  �˜�•�¨�î�»�b�æ&g�_�‘�8�r�M���–�å�«�º�î�Ý�p�_�
���b�_���b
°�Š�@0[�Ó�I�€�r�M��

• Server name>8Security Manager �§�î�Â  �¯�Ç�º�˜�™�”�@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â�b  DNS �¡
�r�S�c  IP �”�»�Þ�«��3û�–�c�
�¡�Û�–�”�å�º  �–�å�«�º�î�Û�†�²�˜�å�ß�î�»�K�S�§�î�Â�[�M��
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• Protocol>8HTTPS �r�S�c  HTTP�� Security Manager �§�î�Â�[�Q#Ý�I�€�•�É�ß�º�¥�Ý�†4E�¥�K�r�M��
�o�\�‡�]�b�§�î�Â�c  HTTPS �†�Q#Ý�M�•�|�:�_0¿���I�€�r�M���]�€�†4E�¥�K�Z�8�8�?�@�ƒ�?�}�^�8
���œ�c�
�©�«�¸�Ò'ö#.*…�_�>�e�8�œ�ƒ�O�C�T�I�8���r�S�
�§�î�Â�@8��¹�Ç�›�Ý�º  �Ï�î�º�†�Q#Ý�M
�•�|�:�_0¿���I�€�Z�8�•�G�\�@�ƒ�?�W�Z�8�•���œ�c�
 ��8��¹�Ç�›�Ý�º  HTTP �r�S�c  HTTPS �Ï�î�º
�b0¿���� >&P.6-10>' 
Æ�b�_���†�Q#Ý�K�Z�–�å�«�º�î�Ý�‹�_�Ï�î�º�†0¿���K�r�M��

• Shortcuts>8+¬�(�S#Ý�b�©�Ù�î�º�•�µ�º�T�E�†�8�B�M�•�b�?�
�G�b�á�î�¡�«�¸�î�©�Ù�å�_�ß�¢�–�å
�K�Z�8�•�M�m�Z�b�Ø�î�¨  �”�•�˜�å�º#Ý�b�©�Ù�î�º�•�µ�º�†�8�B�M�•�b�?�
�r�S�c�]�b�Ø�î�¨#Ý�b
�©�Ù�î�º�•�µ�º�v�8�B�K�^�8�b�?�� �G�€�_�|�W�Z�
 1!�b  [Start] �Ó�½�×�î�_  Cisco Security Manager 
Client �@/²&g�I�€�•�?�@�ô���I�€�r�M���¡�Û�–�”�å�º�c�
 [Start] > [Programs] > [Cisco 
Security Manager Client] > [Cisco Security Manager Client] �r�S�c�¹�«�¡�º�µ�É�V�b�”�–�¥�å�?�}
2s�·�[�A�r�M��

• Installation location>8�¡�Û�–�”�å�º�†�–�å�«�º�î�Ý�M�•�Ç�›�Ý�²���Ú�b���d�_�–�å�«�º�î�Ý�M�•"I
�9�^#.#ä�@�^�E�€�d�
�¹�Ç�›�Ý�º�†�w�E
°�€�r�M���¹�Ç�›�Ý�º�b���d�c�
 C:\Program Files\Cisco 
Systems �[�M��

�«�¸�µ�É 7 �–�å�«�º�î�Ý  �˜�•�¨�î�»�b�æ&g�_�‘�W�Z)F/œ�K�r�M��

�«�¸�µ�É 8 [Done] �†�¡�Ü�µ�¡�K�Z�–�å�«�º�î�Ý�†�ö�¢�K�S�}�
�”�å�³�˜�–�Ý�«  �”�É�Ü�£�î�©�Ù�å�†�M�ì$×�_�¹�•
�­�î�È�Ý�_�K�Z�8�S���œ�c�–�¿�î�È�Ý�_�`�K�r�M��

�¡�Û�–�”�å�º  �–�å�«�º�î�Û�_�|�W�Z�á�î�¡�«�¸�î�©�Ù�å�V�b  Cisco Security Agent �@�õ�F�I�€�Z�8�S��
�œ�c�
�–�å�«�º�î�Ý�b�ö�¢�ì�_
Ì2s�·�I�€�r�M���S�T�K�
�©�«�¸�Ò�V�[  Cisco Security Agent �†�m�·�[
�¹�•�­�î�È�Ý�_�K�Z�8�S���œ�c�
�¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�@�ö�¢�K�Z�?�}�Q�€�†�–�¿�î�È�Ý�_�M�•
�²0[�@�6�~�r�M��

�–�å�«�º�î�Ý�†7<�F�M�•�­�Ÿ�×�Ü�¸�•0¿���b��#.

�á�î�¡�«�¸�î�©�Ù�å�V�b�­�Ÿ�×�Ü�¸�•0¿���†�S�B�•+��^0
�X�b�‰�2�\�
 Security Manager �¡�Û�–�”�å
�º�b�–�å�«�º�î�Ý�†7<�F�M�•�S�u�_�–�å�«�º�î�Ý�•+��^0
�X�b0����@�Ñ�~�K�r�M���–�å�«�º�î�Ý�p�_�e
8Ÿ�@$Î#Õ�K�S���œ�c�
 Windows �Ø�î�¨  �”�•�˜�å�º�_�¯�Ç�º�˜�™�”�b�–�å�«�º�î�Ý�_�²0[�^'ö#."I�’�@
�Ü�Z�I�€�Z�8�•�G�\�†&�1��K�Z�?�}�
���b�Ä�å�º�†*ƒ�Ö�K�Z�C�T�I�8��

• >&Windows XP>' Internet Explorer �­�Ÿ�×�Ü�¸�•�I�ì�b�¹�Ç�›�Ý�º0¿���[�c�
�§�î�Â�?�}�b�–�å�«
�º�î�Ý  �Ø�î�¸�•�Ü�¸�•�b�²�˜�å�ß�î�»�@7<�F�I�€�•�•+��ö�@�6�~�r�M���G�b���œ�c�
���b�Ó�µ
�­�î�ª�@/²&g�I�€�r�M��

Internet Explorer cannot download CSMClientSetup.exe from <server >.Internet Explorer 

was not able to open this Internet site.The requested site is either unavailable or 

cannot be found.Please try again later.  

�G�b�e8Ÿ�†0Ž�ô�M�•�_�c�
 [Start] > [Settings] > [Control Panel] > [Add or Remove Programs] �†4E
�¥�K�Z�?�}�
 [Add/Remove Windows Components] �†�¡�Ü�µ�¡�K�r�M�� Windows �¥�å�Ï�î�¿�å�º  
�˜�•�¨�î�»  �˜�•�å�»�˜�[�
 [Internet Explorer Enhanced Security Configuration] �³�™�µ�¡�Î�µ�¡�«
�†�œ�Ç�_�K�Z�
 [Next] �†�¡�Ü�µ�¡�K�
 [Finish] �†�¡�Ü�µ�¡�K�r�M��

• >&Windows XP SP2>'�¥�V�K�S�­�Ÿ�×�Ü�¸�•�µ+��_�|�W�Z�
���b�Ó�µ�­�î�ª�@/²&g�I�€�•�•+��ö�@
�6�~�r�M��

Security Warning Message.The publisher could not be verified.Are you sure you want to 

run this software?  

�G�b�Ó�µ�­�î�ª�@/²&g�I�€�S�}�
 [Yes] �†�¡�Ü�µ�¡�K�Z)E)F�K�r�M��
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8��¹�Ç�›�Ý�º  HTTP �r�S�c  HTTPS �Ï�î�º�b0¿��

Security Manager �§�î�Â�c�
 443 �b  HTTPS �\  1741 �b  HTTP �b�¹�Ç�›�Ý�º  �Ï�î�º�†�Q#Ý�K�r�M��)�)Ê
�[�9�b�Ï�î�º�†�Q#Ý�M�•�|�:�_  Security Manager �§�î�Â�†�–�å�«�º�î�Ý�K�Z�8�S���œ�c�
8��† =�Ï�î
�º�†�Q#Ý�M�•�|�:�_�¡�Û�–�”�å�º�†0¿���M�•�²0[�@�6�~�r�M���Q�:�K�^�E�€�d�
�¡�Û�–�”�å�º�\�§�î�Â
�†�K)F�[�A�r�O�‡��

�¡�Û�–�”�å�º�b�9�b�Ï�î�º�†0¿���M�•�_�c�
�Ó�Ô�’�^�]�b�¸�Ÿ�«�º  �š�¹�•�±�†�Q#Ý�K�Z  C:\Program 
Files\Cisco Systems\Cisco Security Manager Client\jars\client.info �Ç�“�–�Ý�†)…7Ÿ�K�r�M�����b0¿
���†3ã�•�K�Z�
 <port number> �b���d�_�•�«�±�Ò  �Ï�î�º$��•�†�æ���K�r�M��

• HTTPS_PORT=<port number> 

• HTTP_PORT=<port number> 

�G�€�}�b0¿���c�
���b�¡�Û�–�”�å�º�†2s�·�K�S�\�A�_�Q#Ý�I�€�r�M��

�è�S�b�Â�î�ª�Ù�å�b�¡�Û�–�”�å�º�?�}�”�µ�É�¢�Þ�î�»�[�A�^�8

�‚�8�Â�î�ª�Ù�å�b�¡�Û�–�”�å�º�@�–�å�«�º�î�Ý�I�€�Z�8�•�
�r�S�c�
�¡�Û�–�”�å�º�@�–�å�«�º�î�Ý�I�€
�Z�8�S�G�\�@�6�•�á�î�¡�«�¸�î�©�Ù�å�V�_  Security Manager �¡�Û�–�”�å�º�†�–�å�«�º�î�Ý�K�|�:�\�K
�S���œ�c�
�¡�Û�–�”�å�º  �–�å�«�º�î�Û�_�|�W�Z�‚�K�8�Â�î�ª�Ù�å�@�–�å�«�º�î�Ý�I�€�•�S�_�‚�8�Â�î
�ª�Ù�å�@�”�å�–�å�«�º�î�Ý�I�€�r�M�� �� Could not find main class.Program will exit���\�8�:�š�Û�î  �Ó�µ
�­�î�ª�@/²&g�I�€�S���œ�c�
�–�å�«�º�î�Û�[�¡�Û�–�”�å�º�†�–�å�«�º�î�Ý�[�A�r�O�‡��

�m8p

�G�b�e8Ÿ�c�
�©�«�¸�Ò
Æ�_�‚�8�Þ�ª�«�º�Ü  �š�å�º�Ü�@�g�W�Z�8�•���œ�_$Î#Õ�K�r�M���G�b�e8Ÿ�†0Ž�ô
�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 [Start] > [Run] �†4E�¥�K�Z�
 regedit �\
°�Š�M�•�G�\�_�|�W�Z�
�Þ�ª�«�º�Ü  �š�¹�•�±�†2s�·�K�r�M��

�«�¸�µ�É 2 ���b�Þ�ª�«�º�Ü  �Ÿ�î�†�P7V�K�r�M��

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninst
all\f427e21299b0dd254754c0d2778feec4-837992615

�«�¸�µ�É 3 �è�S�b�–�å�«�º�î�Ý  �¹�•�Þ�¡�º�Ü>&3û�–�c�
 C:\Program Files\Cisco Systems\Cisco Security Manager
Client>'�†�P7V�K�r�M��

�«�¸�µ�É 4 ���b�Ç�›�Ý�²�b�¡�S�†�š�f�K�r�M��

C:\Program Files\Common Files\InstallShield\Universal\common\Gen1 

�«�¸�µ�É 5 [Start] > [Control Panel] > [Add or Remove Programs] �†4E�¥�K�r�M�� Cisco Security Manager Client �@
�r�T/²&g�I�€�Z�8�•���œ�c�
 [Remove] �†�¡�Ü�µ�¡�K�r�M�� �� Program already removed; do you want to
remove it from the list?���\�8�:�Ó�µ�­�î�ª�@/²&g�I�€�S�}�
 [Yes] �†�¡�Ü�µ�¡�K�r�M��

�r�T  Security Manager �¡�Û�–�”�å�º�†
Ì�–�å�«�º�î�Ý�[�A�^�8���œ�c�
 C:\Program Files\Common 
Files\InstallShield �¹�•�Þ�¡�º�Ü�b�¡�S�†�š�f�K�Z�
�v�:�M�Ø0è�K�Z�s�Z�C�T�I�8�� ���–�å�«�º�î�Ý�p�b
�¡�Û�–�”�å�º7€���� >&P.A-10>' �v�g!·�K�Z�C�T�I�8��
6-10
Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»

OL-26559-01-J



 

'¨  6 'v       �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�\0¿��
    �”�É�Ü�£�î�©�Ù�å�l�b�ß�¢�–�å
�¡�Û�–�”�å�º�b�Ã�µ�³�å�¢

�§�î�Å�«  �Ã�µ�¡�r�S�c�Ï�–�å�º  �Ã�µ�³�†  Security Manager �§�î�Â�_4:#Ý�K�S�}�
�§�î�Â�_�ß�¢�–�å�K
�S�\�A�_  Security Manager �¡�Û�–�”�å�º�?�}�”�µ�É�¹�î�º�†4:#Ý�M�•�?�]�:�?�@�\�a�}�€�r�M���¡�Û
�–�”�å�º  �¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å$��•�c�
�§�î�Â  �¯�Ç�º�˜�™�”�b�Â�î�ª�Ù�å$��•�\� �L�_�M�•�²0[
�@�6�~�r�M��

�²0[�^�¯�Ç�º�˜�™�”  �”�µ�É�¹�î�º�†�²�˜�å�ß�î�»�K�Z4:#Ý�M�•�?�]�:�?�@�\�a�}�€�S���œ�c�
 Web �È
�Û�˜�¨�@�”�µ�É�¹�î�º�b�²�˜�å�ß�î�»�_�Q#Ý�I�€�r�M���Ç�“�–�Ý�†6ä�C�r�S�c��/œ�M�•�b�?�
�¹�•�«�¡
�_�–�Ñ�M�•�b�?�@�\�a�}�€�r�M���8�N�€�?�b�œ�É�©�Ù�å�†4E�¥�[�A�r�M���Ç�“�–�Ý�b�¹�•�«�¡�l�b�–�Ñ
�†4E�¥�K�S���œ�c�
�Ç�“�–�Ý�b�²�˜�å�ß�î�»�‹�_�É�ß�¢�Û�Ò�†��/œ�K�r�M>&�Ç�“�–�Ý�†�²�È�Ý�¡�Ü�µ�¡
�M�•�?�
�È�Û�˜�¨�?�}�\�a�}�€�S�\�A�_  [Run] �œ�É�©�Ù�å�†4E�¥�K�r�M>' ��

�Ã�µ�³�b�–�å�«�º�î�Ý�c�
�¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�_���Z�8�•�S�u�
 Cisco Security Agent �r�S�c
�–�å�«�º�î�Û�b2s�·�†�•+��_�M�•�S�u�_�–�å�«�º�î�Ý�K�S�Q�b�Ú�b�­�Ÿ�×�Ü�¸�•  �¯�Ç�º�˜�™�”�?�}�b
�õ�–�b�­�Ÿ�×�Ü�¸�•  �”�Û�î�º�†0Á�•>&�r�S�c  [Yes] �†�¡�Ü�µ�¡>'�M�•�²0[�@�6�~�r�M��

�–�å�«�º�î�Ý�b���d�@�\�a�}�€�S�}�
�¡�Û�–�”�å�º�@�–�å�«�º�î�Ý�I�€�Z�8�•�Ç�›�Ý�²�@4E�¥�I�€�Z�8
�•�G�\�†&�1��K�Z�
�Ç�“�–�Ý�†�V�i�A�M�•�?�]�:�?�@�\�a�}�€�S�}  [Yes to All] �†4E�¥�K�r�M��

�Ä�å�º URL �@�v�“�[�A�^�8�
�r�S�c�
�K)F�@�±�–�Ò�”�˜�º�K�S�G�\�†���<�•�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�S
���œ�c�
 Security Manager �¡�Û�–�”�å�º�†�”�å�–�å�«�º�î�Ý�K�Z�?�}�
�Ç�Þ�µ�©�×  �¥�Æ�î>&�M�[�_
�Ã�µ�³�@4:#Ý�I�€�Z�8�•>'�†�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �� Security Manager 
�¡�Û�–�”�å�º�b�”�å�–�å�«�º�î�Ý�� >&P.6-14>' �>�|�g �� Security Manager �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý��

>&P.6-6>' �†�g!·�K�Z�C�T�I�8��

�”�É�Ü�£�î�©�Ù�å�l�b�ß�¢�–�å
�§�î�Â  �”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�K�
 Web �È�Û�˜�¨�†0¿���K�
 Security Manager �¡�Û�–�”�å�º
�†�–�å�«�º�î�Ý�K�S�}�
�”�É�Ü�£�î�©�Ù�å�_�ß�¢�–�å�[�A�r�M��

• �� Security Manager �¡�Û�–�”�å�º�†�Q#Ý�K�S  Security Manager �l�b�ß�¢�–�å�� >&P.6-11>'

• �� Web �È�Û�˜�¨�†�Q#Ý�K�S�§�î�Â  �”�É�Ü�£�î�©�Ù�å�l�b�ß�¢�–�å�� >&P.6-13>'

Security Manager �¡�Û�–�”�å�º�†�Q#Ý�K�S  Security Manager �l�b�ß�¢
�–�å

Security Manager �¡�Û�–�”�å�º�c�
���b  5 �X�b�”�É�Ü�£�î�©�Ù�å�@�6�•�”�É�Ü�£�î�©�Ù�å  �«�–�î�º�\
�K�Z�–�å�«�º�î�Ý�I�€�r�M�� Configuration Manager�
 Event Viewer�
�>�|�g  Report Manager���›�”�É
�Ü�£�î�©�Ù�å�c�
�‹3Ù�b�m8p
Æ�[&g�I�€�•  3 �X�b�‰�2�b�8�N�€�?�[�9���_2s�·�[�A�r�M��

�o�\�‡�]�b  Security Manager �±�«�¡�c�
 Configuration Manager �”�É�Ü�£�î�©�Ù�å>& Security Manager 
�¡�Û�–�”�å�º  �”�É�Ü�£�î�©�Ù�å  �«�–�î�º�b�M4Š>'�†�Q#Ý�K�Z��/œ�K�r�M��

�Ä�å�º Security Manager �¡�Û�–�”�å�º�†���(�_�q#Ý�[�A�•'ö#.*…"I�’�@�Ü�Z�I�€�S  Windows �Ø�î�¨  �”�•�˜�å
�º�†�Q#Ý�K�Z�¡�Û�–�”�å�º  �á�î�¡�«�¸�î�©�Ù�å�_�ß�¢�–�å�M�•�²0[�@�6�~�r�M���|�~�*�8"I�’�†�Q#Ý
�K�Z�¡�Û�–�”�å�º�†�ï�8�K�|�:�\�K�S���œ�c�
�M4Š�b�µ+��@�G�K�C�µ+��K�^�8���œ�@�6�~�r�M��
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�«�¸�µ�É 1 Configuration Manager�
 Event Viewer�
 Report Manager�
 Health and Performance Monitor�
�r�S�c  
Image Manager �b�8�N�€�?�†2s�·�K�r�M���›�”�É�Ü�£�î�©�Ù�å�c�
���b  3 �X�b�‰�2�b�8�N�€�?�[�9��
�_2s�·�[�A�r�M��

• [Start] > [Programs] > [Cisco Security Manager Client] >>&���b�8�N�€�?�†4E�¥�M�•>'
[Configuration Manager]�
 [Event Viewer]�
 [Report Manager]�
 [Health and Performance 
Manager]�
�r�S�c  [Image Manager]���ß�¢�–�å  �²�–�”�ß�¢  �˜�•�å�»�˜�@/²&g�I�€�r�M��

• �¹�«�¡�º�µ�É  �”�–�¥�å���ß�¢�–�å  �²�–�”�ß�¢  �˜�•�å�»�˜�@/²&g�I�€�r�M��

• >&�8�N�€�?�b�”�É�Ü�£�î�©�Ù�å�†2s�·�K�S�‹>' [Launch] >>&Security Manager �¡�Û�–�”�å�º  �”�É�Ü
�£�î�©�Ù�å  �«�–�î�º
Æ�b�Ú�b�”�É�Ü�£�î�©�Ù�å�†4E�¥�M�•>' ���ß�¢�–�å  �²�–�”�ß�¢  �˜�•�å�»�˜�c
/²&g�I�€�r�O�‡��

�«�¸�µ�É 2 Security Manager �b�ß�¢�–�å  �²�–�”�ß�¢  �˜�•�å�»�˜�[�
�ß�¢�–�å�M�•�§�î�Â�b  DNS �¡�†
°�Š�r�S�c
4E�¥�K�r�M��

>&�@>' DNS �¡�[�c�^�C  IP �”�»�Þ�«�†
°�Š�r�S�c4E�¥�M�•�\�
 Internet Explorer 7 #”�C�_�>�8�Z�M4Š�b
�µ+��@�–�W�K�S�\�>�~�_�·�8�K�^�8�•+��ö�@�6�~�r�M���M�m�Z�b  Security Manager �µ+��†�G�K
�C�·�8�I�O�•�_�c�
�ß�¢�–�å�M�•�§�î�Â�b  DNS �¡�†
°�Š�K�r�M��

�«�¸�µ�É 3 Security Manager �b�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�r�M��

�«�¸�µ�É 4 �§�î�Â�@�K)F�_  HTTPS �†�Q#Ý�M�•���œ�c�
 [HTTPS] �³�™�µ�¡�Î�µ�¡�«�@�œ�å�_�^�W�Z�8�•�G�\�†&�
1��K�r�M�� HTTPS �†�Q#Ý�K�^�8���œ�c�
�Q�b�³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M�� [Login] �†�¡�Ü�µ�¡
�K�r�M��

�«�¸�µ�É 5 �§�î�Â�?�}�¡�Û�–�”�å�º  �¯�Ç�º�˜�™�”  �”�µ�É�¹�î�º�b�²�˜�å�ß�î�»�\�–�å�«�º�î�Ý�@0[�Ó�I�€�S���œ
�c�
 ���¡�Û�–�”�å�º�b�Ã�µ�³�å�¢�� >&P.6-11>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 
°�Š�K�S�Ø�î�¨�¡�\�Ã�«�á�î�»�[��/œ�p�b�­�µ�©�Ù�å�@�^�8���œ�c�
�¡�Û�–�”�å�º  �”�É�Ü�£�î�©�Ù�å
>&Configuration Manager�
 Event Viewer�
 Report Manager�
 Health and Performance Monitor�
�r�S�c  
Image Manager>'�@�§�î�Â�_�ß�¢�–�å�K�Z�
�¡�Û�–�”�å�º  �–�å�±�î�Ç�™�–�«�†6ä�A�r�M��

�«�¸�µ�É 7 
°�Š�K�S�Ø�î�¨�¡�\�Ã�«�á�î�»�[��/œ�p�b�­�µ�©�Ù�å�@�M�[�_�Ñ�~�M�•���œ�c�
�¤�Ñ�b�”�É�Ü�£�î�©�Ù
�å�?�}� �M�­�µ�©�Ù�å�[�‚�K�8�”�É�Ü�£�î�©�Ù�å�†(F�"�_2s�·�[�A�•�‰�2�@�6�•�G�\�†%±�}�O�•�_��
�Ó�µ�­�î�ª�@/²&g�I�€�r�M���Q�b�‰�2�\�c�
���b�\�>�~�[�M��

>&�8�N�€�?�b�”�É�Ü�£�î�©�Ù�å�†2s�·�K�S�‹>' [Launch] >>&Security Manager �¡�Û�–�”�å�º  �”�É�Ü
�£�î�©�Ù�å  �«�–�î�º
Æ�b�Ú�b�”�É�Ü�£�î�©�Ù�å�†4E�¥�M�•>' ��

�«�¸�µ�É 8 �‚�K�8�”�É�Ü�£�î�©�Ù�å�@�¤�Ñ�b�­�µ�©�Ù�å�?�}2s�·�I�€�•�?�
�M�[�_��/œ�p�^�}�d�Q�b�”�É�Ü�£�î
�©�Ù�å�@�Ç�›�î�•�«"g�Â�_�^�~�r�M��

�Ä�å�º �¡�Û�–�”�å�º�c  120 �(6ë�”�–�»�Ý"g�Â�@)F�C�\+¬�·$×�_6â�L�r�M���”�–�»�Ý  �±�–�Ò�”�˜�º�†�š
�f�M�•�_�c�
 [Tools] > [Security Manager Administration] �†4E�¥�K�Z�
% ���?�}  [Customize 
Desktop] �†4E�¥�K�
�²0[�^�±�–�Ò�”�˜�º�‡6ë�†
°�Š�K�r�M���G�b�µ+��†�¹�•�­�î�È�Ý�_�K�Z�

�¡�Û�–�”�å�º�@+¬�·$×�_6â�L�^�8�|�:�_�M�•�G�\�v�[�A�r�M��

�«�¸�µ�É 9 Security Manager �†)
�¢�M�•���œ�c�
 [File] > [Exit]  �†4E�¥�K�r�M��
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'¨  6 'v       �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�\0¿��
    �”�É�Ü�£�î�©�Ù�å�l�b�ß�¢�–�å
Web �È�Û�˜�¨�†�Q#Ý�K�S�§�î�Â  �”�É�Ü�£�î�©�Ù�å�l�b�ß�¢�–�å

�G0d�b Windows �”�É�Ü�£�î�©�Ù�å�†�Q#Ý�K�Z�¡�Û�–�”�å�º  �”�É�Ü�£�î�©�Ù�å�†�Í�«�º�M�•�b�c�

Security Manager �§�î�Â�T�E�[�M�� Security Manager>&Common Services �”�É�Ü�£�î�©�Ù�å)�#ä>' �

CiscoWorks�
�>�|�g  Auto Update Server �b�§�î�Â'ö#.�µ+��†�µ�u�
�Q�b�Ú�M�m�Z�b�”�É�Ü�£�î�©�Ù�å
�c  Web �È�Û�˜�¨
Æ�[�Í�«�º�I�€�r�M��

�G�€�}�b�”�É�Ü�£�î�©�Ù�å�l�b�ß�¢�–�å�‰�2�c� �L�[�M�� 1 �Ž�b�§�î�Â�V�_0
�X�b�”�É�Ü�£�î�©�Ù�å�†
�–�å�«�º�î�Ý�K�S���œ�c�
�–�å�«�º�î�Ý�K�S�M�m�Z�b�”�É�Ü�£�î�©�Ù�å�_� �ì�_�ß�¢�–�å�K�r�M���G�€
�c�
�ß�¢�–�å�@  CiscoWorks �_�|�W�Z�D�š�I�€�
�G�€�}�b�”�É�Ü�£�î�©�Ù�å�c�M�m�Z  CiscoWorks �b�D
�š�W�[�Í�«�º�I�€�•�S�u�[�M��

�m8p

�«�¸�µ�É 1 Web �È�Û�˜�¨�[�
���b�8�N�€�?�b  URL �†6ä�A�r�M�� server �c�
�§�î�Â  �”�É�Ü�£�î�©�Ù�å�@�–�å�«�º�î
�Ý�I�€�Z�8�•�¥�å�Æ�×�î�±�b�¡�S�[�M���8�N�€�?�b�­�Ÿ�×�Ü�¸�•  �”�Û�î�º  �˜�•�å�»�˜�[  [Yes] �†�¡
�Ü�µ�¡�K�r�M��

• SSL �†�Q#Ý�K�Z�8�^�8���œ�c�
 http://server:1741 �†6ä�A�r�M��

• SSL �†�Q#Ý�K�Z�8�•���œ�c�
 http://server:443 �†6ä�A�r�M��

Cisco Security Management Suite �b�ß�¢�–�å#ì8��@/²&g�I�€�r�M���Ì�î�ª�V�[�
 JavaScript �\  cookie 
�@�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\�\�
�§�Ï�î�º�I�€�Z�8�•�Â�î�ª�Ù�å�b  Web �È�Û�˜�¨�†��/œ�K�Z�8�•�G
�\�†&�1��K�r�M���”�É�Ü�£�î�©�Ù�å�†��/œ�M�•�|�:�_�È�Û�˜�¨�†0¿���M�•�‰�2�_�X�8�Z�c�
 �� Web �È�Û
�˜�¨  �¡�Û�–�”�å�º�b0¿���� >&P.6-1>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 2 �Ø�î�¨�¡�\�Ã�«�á�î�»�†�Q#Ý�K�Z�
 Cisco Security Management Suite �§�î�Â�_�ß�¢�–�å�K�r�M���6�u
�Z�§�î�Â�†�–�å�«�º�î�Ý�M�•���œ�c�
�Ø�î�¨�¡�b  admin �\0����b�–�å�«�º�î�Ý�p�_��*O�I�€�S�Ã�«
�á�î�»�†�Q#Ý�K�Z�ß�¢�–�å�[�A�r�M��

�«�¸�µ�É 3 Cisco Security Management Suite �b�Í�î�Ò�Ì�î�ª�[�
�§�î�Â�V�_�–�å�«�º�î�Ý�I�€�S�µ+��_�”�¡�­�«
�[�A�r�M���G�b�Í�î�Ò�Ì�î�ª�_�c�
�–�å�«�º�î�Ý�I�€�Z�8�•�v�b�_�|�W�Z$��^�•8o% �†�µ�u�•�G�\�@�[
�A�r�M��

• ��/œ�M�•�”�É�Ü�£�î�©�Ù�å>& Auto Update Server �^�]>'�_�P�Â�M�•�Ã�¿�Ý�†�¡�Ü�µ�¡�K�r�M��

• [Server Administration] �Ã�¿�Ý�†�¡�Ü�µ�¡�K�Z�
 CiscoWorks Common Services �§�î�Â  �Ó�½�×�î�†
6ä�A�r�M���G�b�Ü�å�¡�†�¡�Ü�µ�¡�M�€�d�
 Common Services 
Æ�b�õ�–�b���d�_&ã�·�[�A�r�M��
CiscoWorks Common Services �c�
�§�î�Â�†'ö#.�M�•�ö%��¯�Ç�º�˜�™�”�[�M���G�b�¯�Ç�º�˜�™�”�†
�Q#Ý�K�Z�
�§�î�Â�b�–�ò�\�º�Û�È�Ý�©�×�î�¸�•�å�¢�x�ß�î�•�Ý  �Ø�î�¨��*O�^�]�b�Â�µ�¡�š�å�»  
�§�î�Â�µ+��†0¿���K�Z'ö#.�K�r�M��

• [CiscoWorks] �Ü�å�¡>&�Ì�î�ª�b�‘�V>'�†�¡�Ü�µ�¡�K�Z�
�§�î�Â�V�[  CiscoWorks �Í�î�Ò�Ì�î�ª�†6ä
�A�r�M��

• [Cisco Security Manager Client Installer] �†�¡�Ü�µ�¡�K�Z�
 Security Manager �¡�Û�–�”�å�º�†�–�å
�«�º�î�Ý�K�r�M���G�b�¡�Û�–�”�å�º�c�
 Security Manager �§�î�Â�†�Q#Ý�M�•�S�u�b�Ó�–�å  �–�å
�±�î�Ç�™�–�«�[�M��

�«�¸�µ�É 4 �”�É�Ü�£�î�©�Ù�å�†)
�¢�M�•�_�c�
#ì8��‘�V�_�6�•  [Logout] �†�¡�Ü�µ�¡�K�r�M���Í�î�Ò�Ì�î�ª�\  
Security Manager �¡�Û�–�”�å�º�b�g�‰�†� �ì�_6ä�8�Z�8�•���œ�c�
 �È�Û�˜�¨�K)F�†)
�¢�K�Z�v  Security 
Manager �¡�Û�–�”�å�º�@)
�¢�K�r�O�‡��
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    Security Manager �¡�Û�–�”�å�º�b�”�å�–�å�«�º�î�Ý
Security Manager �¡�Û�–�”�å�º�b�”�å�–�å�«�º�î�Ý
Security Manager �¡�Û�–�”�å�º�†�”�å�–�å�«�º�î�Ý�M�•���œ�c�
 [Start] > [Programs] > [Cisco 
Security Manager Client] > [Uninstall Cisco Security Manager Client] �†4E�¥�K�Z�
�”�å�–�å�«�º�î�Ý  
�˜�•�¨�î�»�b�æ&g�_�‘�8�r�M��
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C H A P T E R 7

�–�å�«�º�î�Ý�‹�b�§�î�Â  �±�«�¡

���b�º�Æ�µ�¡�c�
 Security Manager �r�S�c�Q�b6õ4��”�É�Ü�£�î�©�Ù�å�†�§�î�Â�V�_�–�å�«�º�î�Ý�K�Z
�?�}��/œ�M�m�A�±�«�¡�[�M��

• ���M�D�_��/œ�M�m�A�§�î�Â  �±�«�¡�� >&P.7-1>'

• ���²0[�^�É�ß�­�«�@�·�8�K�Z�8�•�?�]�:�?�b&�1��� >&P.7-2>'

• �� MRF �†�Q#Ý�K�S Security Manager �É�ß�­�«�b�Ä�î�É  �§�–�¬�b0¿���� >&P.7-2>'

• ��#'/œ�b�§�î�Â  �­�Ÿ�×�Ü�¸�•�_6õ�M�•�Ë�«�º  �É�Û�¡�¸�•�«�� >&P.7-7>'

• ���–�å�«�º�î�Ý�r�S�c�”�µ�É�¢�Þ�î�»�b&�1��� >&P.7-7>'

• ��6õ4��_���� >&P.7-8>'

�M�D�_��/œ�M�m�A�§�î�Â  �±�«�¡
�–�å�«�º�î�Ý%$�‹�_���b�±�«�¡�†��/œ�K�Z�C�T�I�8��

�±�«�¡

1. �”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�¼�\� '¼�b0����†
Ì�–�¿�î�È�Ý�r�S�c
Ì�–�å�«�º�î�Ý�K�r�M�� �”�å�³�˜�–�Ý�«  �¶�î�Ý�^
�]�b�§�î�Â  �­�Ÿ�×�Ü�¸�•  �¯�Ç�º�˜�™�”�†�”�å�–�å�«�º�î�Ý�r�S�c�M�ì$×�_�¹�•�­�î�È�Ý�_�K�S���œ�c�
�Ò�M�D�

�Q�b�¯�Ç�º�˜�™�”�†
Ì�–�å�«�º�î�Ý�r�S�c
Ì2s�·�K�Z�
�²0[�_�Â�L�Z�§�î�Â�†
Ì2s�·�K�r�M��

>&�@>' �”�å�³�˜�–�Ý�«  �¯�Ç�º�˜�™�”�@�N�I�[  Security Manager �§�î�Â�b� "á�ö�x�Â'Å�ö�@�†�^�ƒ�€�Z�8�•�G�\�@�8
�Â�K�S���œ�c�
�”�å�³�˜�–�Ý�«  �¯�Ç�º�˜�™�”�b�Ð�½�×�”�Ý�[�N�á0¿���†&�1��K�Z�C�T�I�8��

2. �–�å�«�º�î�Ý�p�_�¹�•�­�î�È�Ý�_�K�S�§�î�Å�«�\�§�î�Â  �É�ß�­�«�†
Ì�–�¿�î�È�Ý�K�r�M�� IIS �c
Ì�–�¿�î�È�Ý�K
�^�8�[�C�T�I�8��

3. Sybase �¸�¡�À�ß�ª�î�x�¯�Ç�º�˜�™�”  �¥�î�»�†�Q#Ý�K�Z�8�•�”�É�Ü�£�î�©�Ù�å�v�µ�u�Z�
�–�å�«�º�î�Ý�p�_�¹�•
�­�î�È�Ý�_�K�S�ö�¿���»�”�É�Ü�£�î�©�Ù�å�†
Ì�–�¿�î�È�Ý�K�r�M��

4. �§�î�Â�V�[�
+¬�k*+�¡0É�Â�i�†�™8—�[�A�•0É�Â�i�b�Ü�«�º�_3ã�•�K�r�M�� �m8p�_�X�8�Z�c�
�È�Û�˜�¨�b�Ð�½�×�”
�Ý�†�g!·�K�Z�C�T�I�8��

5. Cisco.com �V�[  Security Manager �\�Q�b6õ4��”�É�Ü�£�î�©�Ù�å�b�”�µ�É�¹�î�º�†�³�™�µ�¡�K�r�M�� �”�µ�É�¹�î
�º�@
°�m�•+��^�G�\�@�ƒ�?�W�S���œ�c�
)�)Ê�x�¿�µ�º�á�î�¡�_6õ4��M�•�”�µ�É�¹�î�º�†�–�å�«�º�î�Ý�K�r�M��
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    �²0[�^�É�ß�­�«�@�·�8�K�Z�8�•�?�]�:�?�b&�1�
�²0[�^�É�ß�­�«�@�·�8�K�Z�8�•�?�]�:�?�b&�1�
Windows �b�¥�Ð�å�»  �É�ß�å�É�º  �˜�•�å�»�˜�?�}  pdshow �¥�Ð�å�»�†��/œ�K�Z�
�–�å�«�º�î�Ý�M�•  
Cisco �§�î�Â  �”�É�Ü�£�î�©�Ù�å�_�²0[�^�É�ß�­�«�b�M�m�Z�@�G�K�C�·�8�K�Z�8�•�G�\�†&�1��[�A�r�M��
�É�ß�­�«0[�ó�c�”�É�Ü�£�î�©�Ù�å�_�|�W�Z$��^�~�r�M��

�Ä�å�º pdshow �b0ò(ý�_�X�8�Z�c�
 Common Services �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

/² 7-1 �†�Q#Ý�K�Z�
�]�b�”�É�Ü�£�î�©�Ù�å�_�]�b�É�ß�­�«�@�²0[�?�†&�1��K�Z�C�T�I�8��

MRF �†�Q#Ý�K�S  Security Manager �É�ß�­�«�b�Ä�î�É  �§�–
�¬�b0¿��

Security Manager 4.1 �[�_
°�I�€�S�µ+��[�6�•  Memory Reservation Framework>&MRF>'�c�
 Cisco 
Security Manager 'ö#.*…�_�
�z0[�É�ß�­�«�b�Ä�î�É  �§�–�¬�†�š�f�M�•�µ+��†�f�j�K�r�M���Q�€�_�|�~�

�§�î�Â�b�Ã�Ç�›�î�Ð�å�«�†�¥�V�I�O�•�G�\�@�[�A�r�M�� MRF �†�Q#Ý�M�•�\�
�É�ß�­�«�c�
�§�î�Â�_�š
3U�I�€�S  RAM �b��5��_�ö�Y�8�Z�Ä�î�É  �§�–�¬�†1*�Z�[�A�•�|�:�_�^�~�r�M��

/² 7-1 �”�É�Ü�£�î�©�Ù�å  �É�ß�­�«0[�ó

�”�É�Ü�£�î�©�Ù�å �²0[�^  Daemon Manager �É�ß�­�«

Common Services Apache
CmfDbEngine
CmfDbMonitor
CMFOGSServer
CSRegistryServer
DCRServer
diskWatcher
EDS
EDS-GCF
ESS
EssMonitor
jrm
LicenseServer
Proxy
Tomcat
TomcatMonitor
NameServer
NameServiceMonitor
EventFramework

Cisco Security Manager AthenaOGSServer
ccrWrapper
CsmReportServer
rptDbEngine
rptDbMonitor
VmsBackendServer
vmsDbEngine
vmsDbMonitor
VmsEventServer
CsmHPMServer

Auto Update Server AusDbEngine
AusDbMonitor
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'¨  7 'v       �–�å�«�º�î�Ý�‹�b�§�î�Â  �±�«�¡
    MRF �†�Q#Ý�K�S Security Manager �É�ß�­�«�b�Ä�î�É  �§�–�¬�b0¿��
MRF �†�Q#Ý�K�Z0¿���•+��^  Security Manager �É�ß�­�«�† /² 7-2 �_&g�K�r�M��

�¹�Ç�›�Ý�º0¿��

/² 7-3 �_&g�I�€�Z�8�•�É�ß�­�«>& MRF �†�Q#Ý�K�Z0¿���•+��^  Security Manager �É�ß�­�«>'�c�
�Ä�î�É  
�§�–�¬�_�P�K�Z�¹�Ç�›�Ý�º�Í�@�¦�S�_0¿���I�€�Z�8�r�M�� /² 7-3 �_�c�
 MRF �†�Q#Ý�K�Z0¿���•+��^  
Security Manager �É�ß�­�«�H�\�_�
�§�î�Â�[�Q#Ý�•+��^�I�r�J�r�^  RAM ��5��_�Â�L�S�¹�Ç�›�Ý�º�b�q
�`�>�|�g�q�±�Ä�î�É  �§�–�¬�@  MB �"�)�[&g�I�€�Z�8�r�M��

�Þ�Ï�î�º  �§�î�Â>& CsmReportServer>'�_�P�M�•�q�±�Ä�î�É  �§�–�¬�c�
�²0[�_�Â�L�Z  1408 MB �r�[�Q�x
�M�G�\�@�[�A�r�M��

�M��5��b  RAM �@�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò#Ý�\�Q�b�Ú�b�É�ß�­�«#Ý�_�£(Ù�I�€�Z�8�r�M�@�
�G�b/²
�_�c&g�I�€�Z�8�r�O�‡���S�\�<�d�
 /² 7-3 �b  RAM �@ 16 GB �b���œ�_�X�8�Z*ƒ�<�Z�s�r�M�� 4 �X�M�m�Z
�b�É�ß�­�«�_�P�M�•�q�±�Ä�î�É  �§�–�¬�b�œ0£�c�
 (4096 + 4096 + 1024 + 4096) = 13312 MB�
�X�r�~  13 
GB �[�M���g�~�b  3 GB �b  RAM �@�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò#Ý�\�Q�b�Ú�b�É�ß�­�«#Ý�_�Q#Ý�[�A�r
�M��

/² 7-2 MRF �†�Q#Ý�K�Z0¿���•+��^  Security Manager �É�ß�­�« 1

�É�ß�­�« pdshow �[/²&g�I�€�•�¡�S 2 1��Â

�Â�µ�¡�š�å�»  �É�ß�­�« VmsBackendServer �¹�Â�–�«�è���ï�8�\�Ž6ä�ï�8�†
��/œ�K�r�M��

Tomcat Tomcat �Ï�Ü�©�î�^�]�b)…7Ÿ�>�|�g�è0É
�†/œ�:�S�u�b�”�É�Ü�£�î�©�Ù�å
�†�Í�«�º�K�r�M��

�Þ�Ï�î�º  �§�î�Â CsmReportServer �Þ�Ï�î�º  �¹�î�±�†#Õ�B�K�r�M��

�–�Ë�å�º  �§�î�Â VmsEventServer �¹�Â�–�«�?�}3æ�™�I�€�Z�8�•�–
�Ë�å�º�†�p7Ÿ�K�r�M��

1. HPM>&Health and Performance Monitor>'�§�î�Â�b  MRF 0¿���c�6�~�r�O�‡��

2. pdshow �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
�S3Ù�b �²0[�^�É�ß�­�«�@�·�8�K�Z�8�•�?�]�:�?�b&�1� �>�|�g  
Common Services �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

/² 7-3 Security Manager �É�ß�­�«�_�P�K�Z�¦�S�_0¿���I�€�•�¹�Ç�›�Ý�º�b�Ä�î�É  �§�–�¬

�§�î�Â�V�b"@
#.  RAM>&GB>'

VmsBackend
Server Tomcat 

CsmReportS
erver 

VmsEventSe
rver 

CsmHPMSer
ver 

< 8 1024�
 2048 512�
 1024 512�
 1024 1024�
 2048 512�
 1024

8 1024�
 3072 1024�
 2048 1024�
 1024 1024�
 3072 512�
 1024

12 2048�
 4096 2048�
 3072 1024�
 1024 2048�
 4096 512�
 1024

16 2048�
 4096 2048�
 4096 1024�
 1024 4096�
 4096 512�
 1024

24 4096�
 8192 4096�
 4096 1024�
 1024 4096�
 8192 512�
 1024

>= 28 8192�
 8192 4096�
 4096 1024�
 1024 4096�
 8192 512�
 1024
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'¨  7 'v       �–�å�«�º�î�Ý�‹�b�§�î�Â  �±�«�¡
    MRF �†�Q#Ý�K�S Security Manager �É�ß�­�«�b�Ä�î�É  �§�–�¬�b0¿��
�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»

MRF �[�c�
 1 �X�b�¥�Ð�å�»�\�M4��b�§�È�¥�Ð�å�»�@�f�j�I�€�
 Security Manager �§�î�Â  �É�ß�­�«�b
�Ä�î�É  �§�–�¬�b1��s�v�~�x�š�f�_�Q#Ý�I�€�r�M���›�É�ß�­�«�b�q�`�>�|�g�q�±�Ä�î�É  �§�–�¬�c�
 mrf 
�¥�Ð�å�»�†�Q#Ý�K�Z0¿���[�A�r�M�����b�|�:�_�G�b�¥�Ð�å�»�†��/œ�M�•�\�
�G�b�¥�Ð�å�»�b�Q#Ý�‰�2�_
6õ�M�•�_���@/²&g�I�€�r�M��

> mrf
mrf help
           Prints this message.
mrf backup
           Backup existing configuration
mrf revert
           Restores backed up configuration
mrf set_heap_params process X-Y [min],[max]
           Sets minimum and maximum heap sizes
           process -> process name
           X-Y -> Memory Range in MB to which heap sizes apply
           [min],[max] -> minimum and maximum heap sizes in MB. These are optional but 
atleast one should be specified.
mrf get_heap_params process [memory]
           Prints minimum and maximum heap sizes in MB
           process -> process name
           [memory] -> memory size in MB for which heap sizes are to be printed. If not 
specified heap sizes are to be printed for current system memory.

mrf  �¥�Ð�å�»�†��/œ�M�•7•�c�
�w� �^�É�ß�­�«�¡�b�s�†�Q#Ý�K�Z�C�T�I�8��!“� �^�É�ß�­�«�¡�†�æ���K
�Z�v�
�š�Û�î�c$Î#Õ�K�r�O�‡���w� �^�É�ß�­�«�¡�c�
 /² 7-2 �_&g�I�€�Z�8�r�M���É�ß�­�«�¡�c�±�e�Ð�\
�`�e�Ð�@�
�9�I�€�r�M��

�É�ß�­�«�_�P�M�•�Ä�î�É  �§�–�¬�b0¿��

Security Manager �É�ß�­�«�_�P�M�•�Ä�î�É  �§�–�¬�b0¿���c�
���b�z0[�^  3 �X�b�m8p�[�S�B�I�€�r�M��

1.�¤�Ñ�b0¿���b�–�Ñ  

2.�¤�Ñ�b0¿���b1��s�v�~  

3.0¿���b�š�f  

1. �¤�Ñ�b0¿���b�–�Ñ  

�É�ß�­�«�b�Ä�î�É  �§�–�¬�b0¿���c�
 Security Manager �b�Ã�Ç�›�î�Ð�å�«�_�s8j�M�•�•+��ö�b�6�•5�0[
�^�m8p�[�6�•�S�u�
�”�É�Ü�£�î�©�Ù�å�b�S6Û���b�æ&g�b�W�[�b�s���‹�M�•�G�\�†�N�á�K�r�M��

�r�S�
�£75�P*(�\�K�Z�
�É�ß�­�«�b�¤�Ñ�b�Ó�Ô�Ü0¿���†�š�f�M�•�S�_�
�Q�€�}�†�–�Ñ�K�Z�>�C�G�\�v�N
�á�K�r�M�� MRF �[�c�
 2 '�8®�b�–�Ñ�‰�2�@#Ý�–�I�€�Z�8�r�M��

1. 1 �X% �b�‰�2�c�
0¿���š�f�†�¸�«�º�M�•���œ�_�Q#Ý�[�A�r�M���G�b���œ�
���_&g�M  2 �X�b�¥�Ð�å�»
�†�Q#Ý�K�Z�
�Q�€�R�€�
�‚�80¿���†�–�Ñ�M�•�G�\�
�>�|�g�‚�K�8�š�f�†�‚�80¿���_�`�M�G�\�@�[�A
�r�M��

mrf backup
mrf revert

2. 2 �X% �b�‰�2�c�
�‚�K�80¿���†�K�d�}�C�Q#Ý�K�S�‹�_�
�‚�8�Í�_�`�M���œ�_�z'g�U�r�M���G�€�_�c  
2 �X�b�‰�2�@�6�~�
���b�:�U�b�8�N�€�?�M�‰�†�Q#Ý�[�A�r�M��
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    MRF �†�Q#Ý�K�S Security Manager �É�ß�­�«�b�Ä�î�É  �§�–�¬�b0¿��
a. 0¿���š�f�†/œ�W�S�‹�_  mrf backup �†��/œ�K�Z�8�^�E�€�d�
 mrf revert �†��/œ�[�A�r�M��

b. Cisco Security Manager �§�î�Â�b�Â�µ�¡�”�µ�É�†�v�W�Z�?�}�
0¿���š�f�†/œ�8�r�M���š�f�†
–
�_�`�M�\�A�c�
�Â�µ�¡�”�µ�É�†�Ÿ
–�K�r�M���G�b���œ�
�Â�µ�¡�”�µ�É�‹�_/œ�ƒ�€�S�¹�î�±�b�š
�f�c�»�ƒ�€�r�M��

2. �¤�Ñ�b0¿���b1��s�v�~  

�¹�î�±�b�–�Ñ�@�ö�¢�K�r�K�S�b�[�
���b�¥�Ð�å�»�†�Q#Ý�K�Z�
�É�ß�­�«�b�¤�Ñ�b�Í�†�e�8�œ�ƒ�O�•�G�\
�@�[�A�r�M��

mrf get_heap_params [process name] [memory] 

�G�b�¥�Ð�å�»�[  memory �Í�†�æ���K�^�E�€�d�
#'�~�b  RAM �§�–�¬�@�Q#Ý�I�€�r�M���M+á�_6õ�°�@�6�•
�b�c�
#'�~�b  RAM �§�–�¬�_�P�M�•�_���[�M���Ã�Û�Ó�î�±  [process name] �c�
 /² 7-2 �_&g�I�€�Z�8�•
�Í�b�8�N�€�?�_�^�~�r�M���É�ß�­�«�¡�c�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M��

�G�b�¥�Ð�å�»�b���Š�c�
���b�|�:�_/²&g�I�€�r�M���Í�b�"�)�c  MB �[�M��

Minimum Heap Size = 1024 
Maximum Heap Size = 2048 

3.0¿���b�š�f  

#'�~�b0¿���†&�1��K�S�‹�
�G�b8o�_0°3U�I�€�S1��Â�_�‘�W�Z0¿���†�š�f�M�•�G�\�@�[�A�r�M��

�Ä�î�É  �§�–�¬�†0¿���M�•�_�c�
���b�¥�Ð�å�»�†�Q#Ý�K�r�M��

mrf set_heap_params [process name] [X-Y] [min] ,[max]

�Ã�Û�Ó�î�±  [process name] �c�
 /² 7-2 �_&g�I�€�Z�8�•�É�ß�­�«�b�8�N�€�?�_�M�•�G�\�@�[�A�r�M���É
�ß�­�«�¡�c�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M��

�G�b�¥�Ð�å�»�†��/œ�K�S�‹�
 Security Manager �§�î�Â�†
Ì2s�·�K�Z�š�f�†�o�Î�I�O�•�²0[�@�6�~�r�M��

>&�@>' mrf set_heap_params �†�Q#Ý�K�Z/œ�ƒ�€�S�š�f�c�
�Ä�î�É  �Ã�Û�Ó�î�±�b�š�f�S�_�v�}�€�S�Â�µ�¡�”�µ
�É�@�Ÿ
–�I�€�•�\�
�»�ƒ�€�•�•+��ö�@�6�~�r�M���G�b���œ�
�‚�K�8�Í�†�–�â�M�•�²0[�@�6�•�\�A�c�
��
�b�m8p�†��/œ�[�A�r�M��

1. mrf backup �†��/œ�K�r�M��

2. �”�É�Ü�£�î�©�Ù�å�b�Ÿ
–�†/œ�8�r�M��

3. mrf revert �†��/œ�K�r�M��

�G�b�¥�Ð�å�»�[�c�
���b�S�e�@�Q#Ý�I�€�r�M��

mrf set_heap_params [process name] [X-Y] [min],[max] 

�q�`�>�|�g�q�±�Ä�î�É  �§�–�¬�†0¿���K�r�M��

[X-Y]>8�Ä�î�É  �§�–�¬�†4:#Ý�M�•�Ó�Ô�Ü(
�V>&�"�)�c  MB>'

[min],[max]>8�q�`�>�|�g�q�±�Ä�î�É  �§�–�¬>&�"�)�c  MB>'���G�€�}�c�œ�É�©�Ù�å�[�M�@�
�a�^�C�\�v  1 
�X�c�æ���M�•�²0[�@�6�~�r�M��

�Ã�Û�Ó�î�±  [process name] �c�
 /² 7-2 �_&g�I�€�Z�8�•�Í�b�8�N�€�?�_�^�~�r�M���É�ß�­�«�¡�c�±�e�Ð
�\�`�e�Ð�@�
�9�I�€�r�M��
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    MRF �†�Q#Ý�K�S Security Manager �É�ß�­�«�b�Ä�î�É  �§�–�¬�b0¿��
0¿���š�f�b�[  

���_�
�Ä�î�É  �§�–�¬�b0¿���š�f�b�[�†&g�K�r�M��

• mrf set_heap_params Tomcat 7372-8192 2048,4096 

RAM �§�–�¬�@  7372 >|  8192 MB �b(
�V
Æ�b�\�A�b  Tomcat �É�ß�­�«�_�P�K�Z�q�`�>�|�g�q�±�Ä�î
�É �§�–�¬�†�Q�€�R�€  2048 MB �\  4096 MB �_0¿���K�r�M��

• mrf set_heap_params Tomcat 7372-8192 2048 

RAM �§�–�¬�@  7372 >|  8192 MB �b(
�V
Æ�b�\�A�b  Tomcat �É�ß�­�«�_�P�K�Z�q�`�Ä�î�É  �§�–�¬�†  
2048 MB �_0¿���K�r�M��

• mrf set_heap_params Tomcat 7372-8192,4096 

RAM �§�–�¬�@  7372 >|  8192 MB �b(
�V
Æ�b�\�A�b  Tomcat �É�ß�­�«�_�P�K�Z�q�±�Ä�î�É  �§�–�¬�†  
4096 MB �_0¿���K�r�M��

• mrf set_heap_params Tomcat 8080-8080 2048,4096 

RAM �§�–�¬�@  8080 MB �\�A�b  Tomcat �É�ß�­�«�_�P�K�Z�q�`�>�|�g�q�±�Ä�î�É  �§�–�¬�†�Q�€�R
�€  2048 MB �\  4096 MB �_0¿���K�r�M�� getramsize �¥�Ð�å�»�†��/œ�M�•�\�
�¤�Ñ�b  RAM �§�–�¬
�†  MB �"�)�[�v�“�[�A�r�M��

0¿���š�f�b&�1�

�Ä�î�É  �Ã�Û�Ó�î�±�†0¿���K�S�‹�
 mrf get_heap_params �¥�Ð�å�»�†��/œ�K�Z�š�f�†&�1��[�A�r�M��

�É�ß�­�«�_�P�M�•�Ä�î�É  �§�–�¬�b0¿���b0[(Ù

�G�G�[1��Â�K�S�
 Security Manager �É�ß�­�«�_�P�M�•�Ä�î�É  �§�–�¬�b0¿���b�S�u�b  3 �X�b�z0[�m8p�c�

���b�|�:�_0[(Ù�I�€�r�M���G�€�}�b�¥�Ð�å�»�c�
��/œ8p�[&g�I�€�Z�8�r�M��

mrf backup 
mrf get_heap_params process 
mrf set_heap_params Tomcat 7372-8192 2048,4096 
mrf revert #if required to revert changes 

�Ø�î�¨�@�Ä�î�É  �§�–�¬�b
Ì0¿���†�²0[�\�M�•�M+á$×�^�©�¼�Ü�œ

�©�¼�Ü�œ 1 

�6�•  Security Manager 4.0 �Ø�î�¨�@�
�Â�µ�¡�š�å�»  �É�ß�­�«>& VmsBackendServer>'�_�P�K�Z  4 GB �b
�q�±�Ä�î�É  �§�–�¬�†�Q#Ý�K�Z�8�r�M���G�€�c�
 8 GB RAM �_�P�K�Z  Security Manager 4.1 �[�m�~�\�Z
�}�€�•�¹�Ç�›�Ý�º�b�q�±�Ä�î�É  �§�–�¬�[�6�•  3 GB �†2x�<�Z�8�r�M���G�b�©�¼�Ü�œ�b�Ø�î�¨�c�
�Â�µ�¡
�š�å�»  �É�ß�­�«�b�Ä�î�É  �§�–�¬�†  4 GB �_
Ì0¿���M�•�²0[�@�6�~�r�M���–�Ë�å�º'ö#.>& Event Server �É
�ß�­�«>& VmsEventServer>'�†�Q#Ý>'�@�–�¿�î�È�Ý�_�^�W�Z�8�^�E�€�d�
�Q�:�M�•�G�\�@�[�A�r�M��

�©�¼�Ü�œ 2 

Security Manager �@0¿���S#Ý�Ô�î�»�[�Q#Ý�I�€�Z�8�r�M>&�–�Ë�å�º'ö#.�\�Þ�Ï�î�º�@�¹�•�­�î�È�Ý�_
�^�W�Z�8�•>' ���G�b�©�¼�Ü�œ�[�c�
�Â�µ�¡�š�å�»  �É�ß�­�«�\  Tomcat �b�Ä�î�É  �§�–�¬�†�Q�x�M�G�\�@�[
�A�r�M��
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'¨  7 'v       �–�å�«�º�î�Ý�‹�b�§�î�Â  �±�«�¡
    #'/œ�b�§�î�Â  �­�Ÿ�×�Ü�¸�•�_6õ�M�•�Ë�«�º  �É�Û�¡�¸�•�«
�©�¼�Ü�œ 3 

Security Manager �@0¿���S#Ý�Ô�î�»�[�Q#Ý�I�€�Z�>�~>&�–�Ë�å�º'ö#.�\�Þ�Ï�î�º�@�¹�•�­�î�È�Ý�_
�^�W�Z�8�•>' �
�–�Ë�å�º'ö#.�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���G�b�©�¼�Ü�œ�[�c�
�M�m�Z�b  
Security Manager �É�ß�­�«�b�Ä�î�É  �§�–�¬�b�œ0£�@�§�î�Â�[�Q#Ý�•+��^  RAM �§�–�¬�†2x�<�^�8�|�:
�_�
�Â�µ�¡�š�å�»  �É�ß�­�«�\  Tomcat �b�Ä�î�É  �§�–�¬�†�ö�}�K�Z�?�}�
�–�Ë�å�º'ö#.�†�–�¿�î�È�Ý�_
�M�•�²0[�@�6�~�r�M��

�©�¼�Ü�œ 4 

�–�Ë�å�º'ö#.�\�Â�µ�¡�š�å�»  �É�ß�­�«�c�
�Ó�Ô�Ü�†�±5��_�˜2��M�•�S�u�
�|�~�¨�C�b  RAM �m�~�\�Z
�†�²0[�\�K�r�M�� >&�–�Ë�å�º'ö#.�@�Q#Ý�I�€�^�8���œ�c�
�Q�b�(�b  RAM �@�Â�µ�¡�š�å�»  �É�ß�­�«�_�m
�~�\�Z�}�€�•�|�:�_�
�Â�µ�¡�š�å�»  �É�ß�­�«�b�q�±�Ä�î�É  �§�–�¬�†�Q�x�M�G�\�@�[�A�r�M>' ��

#'/œ�b�§�î�Â  �­�Ÿ�×�Ü�¸�•�_6õ�M�•�Ë�«�º  �É�Û�¡�¸�•�«
�©�«�¸�Ò�b�q�`7H�b�­�Ÿ�×�”  �¥�å�Ï�î�¿�å�º�_�|�W�Z�©�«�¸�Ò�b�ó
²�ö�@��*O�I�€�r�M���W�b�³�™�µ
�¡�Ü�«�º
Æ�b�«�¸�µ�É�c�
 Security Manager �b�–�å�«�º�î�Ý�‹�b�§�î�Â�\�Q�b  OS �b�­�Ÿ�×�Ü�¸�•�–1¤
�_�z'g�U�r�M��

�–�å�«�º�î�Ý�r�S�c�”�µ�É�¢�Þ�î�»�b&�1�
Common Services �†�Q#Ý�K�Z�
 Security Manager �b�–�å�«�º�î�Ý�r�S�c�”�µ�É�¢�Þ�î�»�@�B�Œ�K�S�?
�]�:�?�†&�1��[�A�r�M�� Security Manager �–�å�±�î�Ç�™�–�«�@/²&g�I�€�^�8�
�r�S�c�
�G�K�C/²&g�I
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1. �§�î�Â  �­�Ÿ�×�Ü�¸�•�†���‡$×�_�Ô�½�±�K�r�M�� �©�«�¸�Ò  �”�¡�¸�•�Å�¸�•�†0°6��K�Z&�1��K�r�M�� Microsoft 
Security Configuration Tool Set>&MSCTS>'�x  Fport �^�]�b�­�Ÿ�×�Ü�¸�•  �¶�î�Ý�†�Q#Ý�K�Z�
�§�î�Â�b�­�Ÿ�×�Ü
�¸�•0¿���†���‡$×�_&�1��K�r�M�� Security Manager �§�î�Â�V�_�–�å�«�º�î�Ý�I�€�S�«�±�å�»�”�ß�å  �Â�î�ª�Ù�å
�b  Cisco Security Agent �_6õ�M�•�ß�¢  �Ç�“�–�Ý�†&�1��K�r�M��

�Ä�å�º MSCTS �c  Microsoft �b  Web �§�–�º�?�}�
 Fport �c  Foundstone/McAfee �b  Web �§�–�º�?�}
°�m�[�A�r�M��
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�†2s�·�K�S���œ�_�
�¹�î�±�@�u���I�€�•�>�Q�€�@�6�~�r�M��3û�–�c�
�©�«�¸�Ò  BIOS 
Æ�[2s�·8p�Î�†0¿���[�A�r
�M�� BIOS �@�I�Š�^�Ã�«�á�î�»�[�–1¤�I�€�Z�8�•�G�\�†&�1��K�r�M��

3. �Ü�Ô�î�º  �”�¡�­�«  �¶�î�Ý�x�Ü�Ô�î�º'ö#.�¶�î�Ý�†�§�î�Â�V�_�–�å�«�º�î�Ý�K�^�8�[�C�T�I�8�� �G�b�|�:�^�¶�î
�Ý�c�
�§�î�Â�l�b�š�å�º�Ü  �Ï�–�å�º�†�f�j�M�•�­�Ÿ�×�Ü�¸�•  �Ü�«�¡�_�^�~�r�M��

4. �§�î�Â�V�[+¬�·$×�?�X)E)F$×�_�·�8�M�•�|�:�_�˜�–�Ý�«  �«�Ÿ�Õ�å  �”�É�Ü�£�î�©�Ù�å�†0¿���K�r�M�� �˜�–�Ý�«  �«
�Ÿ�Õ�å  �”�É�Ü�£�î�©�Ù�å�c�
�º�ß�–�b�Œ9?�”�É�Ü�£�î�©�Ù�å�b�§�î�Â�l�b�u
°�†7<�F�[�A�r�M���˜�–�Ý�«*+�¡
�†���‡$×�_�f�‚�K�r�M��

5. �§�î�Â  �¹�î�±�Ë�î�«�†8–)¾�_�Â�µ�¡�”�µ�É�K�r�M�� �M�m�Z�b�Â�µ�¡�”�µ�É�†�”�¡�­�«�@�D7H�I�€�S�­�Ÿ�×�”�^
���d�_�–'ö�K�r�M��
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�«�¸�µ�É 1 �¡�Û�–�”�å�º  �©�«�¸�Ò�V�b�È�Û�˜�¨�†�Q#Ý�K�Z�
���b�8�N�€�?�†�Q#Ý�K�Z�8�•  Security Manager �§�î
�Â�_�ß�¢�–�å�K�r�M��

• HTTP �§�î�Å�«�b���œ>8 http:// <server_name>:1741

• SSL �§�î�Å�«�b���œ>8 https://<server_name>:443

�§�Ï�î�º�I�€�Z�8�•�È�Û�˜�¨�\�È�Û�˜�¨�b�Â�î�ª�Ù�å�†&�1��M�•�_�c�
 ���¡�Û�–�”�å�º�b0[�ó�� >&P.3-8>'
�†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 2 [Cisco Security Management Suite] �Ì�î�ª�[�
 [Server Administration] �Ã�¿�Ý�†�¡�Ü�µ�¡�K�Z�

Common Services �b  [Server] > [Admin] �Ì�î�ª�†6ä�A�r�M��

�«�¸�µ�É 3 [Process Management] �Ì�î�ª�†/²&g�M�•�_�c�
 [Processes] �†�¡�Ü�µ�¡�K�r�M��

)��Ý�b�Ü�«�º�_�c�
�M�m�Z�b�§�î�Â  �É�ß�­�«�b�¡�S�\�É�ß�­�«�H�\�b�·�8�«�¸�î�±�«�b1��Â�@/²&g�I
�€�r�M�����b�É�ß�­�«�@�G�–�_�·�8�K�Z�8�•�²0[�@�6�~�r�M��

• vmsDbEngine

• vmsDbMonitor

• EDS

�–�å�«�º�î�Ý�I�€�S�”�É�Ü�£�î�©�Ù�å�[�Ú�b�É�ß�­�«�@�²0[�?�]�:�?�†&�1��M�•�_�c�
 Cisco.com �V�_
�6�•�Q�b�”�É�Ü�£�î�©�Ù�å�_6õ�M�•�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��0����Ð�½�×�”�Ý�b  URL �_�X�8�Z
�c�
���b�Ì�î�ª�†�g!·�K�Z�C�T�I�8��

• �� Common Services �b�Ð�½�×�”�Ý�� >&P.xiii>'��

6õ4��_��

8o% �P�Â

�ö�•�b#.0Ž Security Manager �†2s�·�M�•�\/²&g�I�€�•�P0ð�g�'�b  JumpStart �ž�–�»�†�g!·�K�Z�C�T
�I�8��

0����b3¿3ÿ�^'�
> �œ�å�Û�–�å  �Ê�Ý�É�b�� Getting Started with Security Manager���º�Æ�µ�¡�†�g!·�M�•�?�

�� User Guide for Cisco Security Manager���b'¨  1 'v�†�g!·�K�Z�C�T�I�8��

0���0¿���b���‹ �œ�å�Û�–�å  �Ê�Ý�É�b�� Completing the Initial Security Manager Configuration���º�Æ�µ�¡
�†�g!·�M�•�?�
 �� User Guide for Cisco Security Manager���b'¨  1 'v�†�g!·�K�Z�C�T�I�8��

�Ø�î�¨�b1�0É�\1��•�b'ö#. ���b8o�†�g!·�K�Z�C�T�I�8��

• ���Ø�î�¨�b�’7H�� >&P.8-3>'

• �� Security Manager �\  Cisco Secure ACS �b)+�œ��>&P.8-12>' 

�¹�Â�–�«�b�È�î�º �œ�å�Û�–�å  �Ê�Ý�É�b�� Preparing Devices for Management���º�Æ�µ�¡�†�g!·�M�•�?�

http://www.cisco.com/en/US/products/ps6498/products_user_guide_list.html �?�}
°�m�•
+��^�� User Guide for Cisco Security Manager 4.3���b'¨ 2 'v�†�g!·�K�Z�C�T�I�8��
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�Ø�î�¨  �”�•�˜�å�º�b'ö#.  

�Ø�î�¨  �”�•�˜�å�º�b'ö#.�_�c�
�”�•�˜�å�º�b�8�B�\�Ø�î�¨�b�’7H�@�µ�r�€�r�M��

• ���”�•�˜�å�º�b�8�B�� >&P.8-1>'���”�•�˜�å�º�_�c�
 Security Manager Server �b�ß�î�•�Ý  �”�•�˜�å�º�

CiscoWorks Common Services �§�î�Â�b  ACS �”�•�˜�å�º�
�r�S�c  Common Services �§�î�Â�b8�  
ACS �”�•�˜�å�º�@�6�~�r�M��

• ���Ø�î�¨�b�’7H�� >&P.8-3>'���’7H>&�r�S�c"I�’>'�c�
��/œ�†0Á�•�I�€�•�±�«�¡�[�M���’7H�c�

Security Manager 
Æ�b�Ø�î�¨  �ß�î�Ý�_�|�W�Z��*O�I�€�r�M�� Security Manager 
Æ�b�ß�î�Ý�c�

�Ø�î�¨�¡�\�Ã�«�á�î�»�b1�0É�‹�_0¿���I�€�r�M��1�0É�c�
�ß�¢�–�å�p�_  Security Manager �_�|�W
�Z/œ�ƒ�€�r�M��

�”�•�˜�å�º�b�8�B  
Cisco Security Manager �†�Q#Ý�M�•�_�c�
�–�å�«�º�î�Ý�p�_�8�B�K�S  admin �”�•�˜�å�º�†�Q#Ý�K�Z�ß
�¢�–�å�K�Z�
�›�Ø�î�¨�b�”�•�˜�å�º�†�8�B�M�•�²0[�@�6�~�r�M�����b�±�–�É�b�”�•�˜�å�º�†�8�B�[�A�r
�M��

• ���ß�î�•�Ý  �”�•�˜�å�º�� >&P.8-1>' 

• �� ACS �”�•�˜�å�º�� >&P.8-2>' 

• ��8�  ACS �”�•�˜�å�º�� >&P.8-2>' 

�ß�î�•�Ý  �”�•�˜�å�º  
�ß�î�•�Ý  �”�•�˜�å�º�c�
 CiscoWorks Common Services �§�î�Â�[�c�^�C�
 Security Manager �§�î�Â�[
��*O�I�€�r�M���G�€�c  Security Manager �§�î�Â�_�[�w�[�M�����b�Ã�«�_�‘�8�r�M��

Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > 

Configuration Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å  > 

admin �”�•�˜�å�º  �ß�¢�–�å  > 

[Tools] > 

[Security Manager Administration] > 

[Server Security] > 

[Local User Setup] > 

[Add] 
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�Ä�å�º �ß�î�•�Ý  �”�•�˜�å�º�c�
 CiscoWorks �ß�î�•�Ý  �ß�¢�–�å  �Ô�ª�×�î�Ý�†�Q#Ý�K�r�M���S�T�K�

CiscoWorks �–�å�±�î�Ç�™�–�«�[�c�^�C�
 Security Manager �Ø�î�¨  �–�å�±�î�Ç�™�–�«�†�Q#Ý�K�Z�ï�8�K
�r�M��

ACS �”�•�˜�å�º  
ACS �”�•�˜�å�º�c�
 Security Manager �§�î�Â�[�c�^�C�
 CiscoWorks Common Services �§�î�Â�[��*O
�I�€�r�M�� >&�q�6�c�Â�}�?�[�c�^�8�G�\�v�6�~�r�M�@�
 Security Manager �_�c�
 Common Services 
Æ�b 
Server Security Tools �†%&�«2s�·�M�•�S�u�b�Î�±�å�@�6�~�r�M>' �����b�Ã�«�_�‘�8�r�M��

Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > 

Configuration Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å  > 

�Ø�î�¨  �”�•�˜�å�º  �ß�¢�–�å  > 

[Tools] > 

[Security Manager Administration] > 

[Server Security] > 

[AAA Setup]>&�G�b�Î�±�å�c  Common Services 
Æ�b Server Security Tools �†%&�«2s�·�K�r�M>' > 

[ACS] 

�Ä�å�º ACS �”�•�˜�å�º�c�
 >&1>' ACS �±�–�É�b  AAA Mode Setup>&�G�€�c  [Authentication Mode Setup] �Ì�î
�ª�_�6�~�r�M>' �
�>�|�g>& 2>' CiscoWorks Common Services �b  ACS �ß�¢�–�å  �Ô�ª�×�î�Ý�†�Q#Ý�K�r
�M���S�T�K�
 ACS �ß�¢�–�å  �Ô�ª�×�î�Ý�†4E�¥�M�•�²0[�c�6�~�r�O�‡���G�€�c�
 ACS �±�–�É�b  [AAA 
Mode Setup] �†4E�¥�M�•�\+¬�·$×�_4E�¥�I�€�r�M��

8�  ACS �”�•�˜�å�º  
8�  ACS �”�•�˜�å�º�c�
 Security Manager �§�î�Â�[�c�^�C�
 CiscoWorks Common Services �§�î�Â�[��
*O�I�€�r�M�����b�Ã�«�_�‘�8�r�M��

Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > 

Configuration Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å  > 

�Ø�î�¨  �”�•�˜�å�º  �ß�¢�–�å  > 

[Tools] > 

[Security Manager Administration] > 

[Server Security] > 

[AAA Setup] > 

[Local RBAC] > 
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�Ä�å�º 8�  ACS �”�•�˜�å�º�c�
 >&1>' Local RBAC �±�–�É�b  AAA Mode Setup>&�G�€�c [Authentication Mode 
Setup] �Ì�î�ª�_�6�~�r�M>' �
�>�|�g>& 2>' CiscoWorks Common Services �b���b�ß�¢�–�å  �Ô�ª�×�î�Ý�b
�8�N�€�?�†�Q#Ý�K�r�M�� CiscoWorks Local>&�¹�Ç�›�Ý�º�b�ß�¢�–�å  �Ô�ª�×�î�Ý>' �
 IBM SecureWay 
Directory�
 KerberosLogin�
 Local NT System�
 MS Active Directory�
 Netscape Directory�
 RADIUS�

�r�S�c  TACACS+��

�Ø�î�¨�b�’7H  
Cisco Security Manager �@�
�ß�¢�–�å�S�_�Ø�î�¨�¡�\�Ã�«�á�î�»�†1�0É�K�r�M���G�€�}�@1�0É�I�€�•
�\�
 Security Manager �@�”�É�Ü�£�î�©�Ù�å
Æ�b�Ø�î�¨  �ß�î�Ý�†0¿���K�r�M���G�b�ß�î�Ý�_�|�W�Z�
��
/œ�@1��•�I�€�•�±�«�¡�r�S�c�ï�8�b�­�µ�º�[�6�•�’7H>&"I�’�\�v�ç�d�€�•>'�@��*O�I�€�r�M��"I���b�±
�«�¡�r�S�c�¹�Â�–�«�_�P�K�Z1��•�I�€�^�?�W�S���œ�c�
6õ4��M�•�Ó�½�×�î8o% �
% ��
Æ�b8o% �
�>�|�g
�Î�±�å�@8�/²&g�r�S�c�¹�•�­�î�È�Ý�_�^�~�r�M���•�<�Z�
4E�¥�K�S�_���†/²&g�K�S�~�
4E�¥�K�S�ï�8�†
��/œ�K�S�~�M�•�S�u�b�’7H�@�^�8�G�\�†���<�•�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

Security Manager �b1�0É�\1��•�c�
 CiscoWorks �§�î�Â�\  Cisco Secure Access Control Server>&ACS>'
�b�]�U�}�?�_�|�W�Z'ö#.�I�€�r�M���¹�Ç�›�Ý�º�[�
 CiscoWorks �c�
1�0É�\1��•�†'ö#.�K�r�M�@�

CiscoWorks Common Services �b  [AAA Mode Setup] �Ì�î�ª�†�Q#Ý�K�Z  Cisco Secure ACS �†�š�f�[�A
�r�M�� ACS )+�œ�b0ò(ý�_�X�8�Z�c�
�G�b'v�b���b8o�†�g!·�K�Z�C�T�I�8��

• �� Security Manager �\  Cisco Secure ACS �b)+�œ��>&P.8-12>' 

• �� Security Manager �\  ACS �b%&�«�8#Ý�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�� >&P.8-29>' 

Security Manager 4.3 �|�~�v�S�
 Cisco Secure ACS �†�Q#Ý�M�•5�0[�^�Ó�Ü�µ�º�c�
 >&1>'"I�f�^�’7H�­�µ
�º>&"I���b�Ï�Ü�©�î  �±�–�É�b0¿���T�E�†�Ø�î�¨�_0Á�•�M�•���œ�^�]>'�†�Q#Ý�K�Z8��–�_(•�Ø�b9×�8
�Ø�î�¨  �ß�î�Ý�†�8�B�[�A�•�G�\�\�
 >&2>'�¿�µ�º�á�î�¡  �¹�Â�–�«  �¢�Ý�î�É>& NDG>'�†0¿���M�•�G�\�_
�|�W�Z"I���b�¹�Â�–�«�_�Ø�î�¨�†�D7H�[�A�•�G�\�[�K�S���G�b�|�:�^(•�Ø�b9×�8"I�’>&� "á$×�^���ß�î
�Ý�Ë�î�«  �”�¡�­�«  �¥�å�º�ß�î�Ý�� >&RBAC>'>'�c�
 Cisco Secure ACS �†�Q#Ý�K�Z�8�^�87H�~�
 Security 
Manager 4.2 �è�S�b�Â�î�ª�Ù�å�[�c�<#Ý�[�A�r�O�‡�[�K�S�� Security Manager 4.3 �[�c�
 ACS �†�Q#Ý�O
�N�_�ß�î�•�Ý  RBAC �†�<#Ý�[�A�•  Common Services 4.0 �†�Q#Ý�M�•�S�u�
�G�b�|�:�^(•�Ø�b9×�8"I�’

>&RBAC>'�†�<#Ý�[�A�r�M��

Security Manager 4.3 �[�c�
 ACS 4.2 �\�b�«�n�ö�@)T�â�I�€�Z�8�r�M�� �� Security Manager �\  Cisco 
Secure ACS �b)+�œ��>&P.8-12>' �†�g!·�K�Z�C�T�I�8��

>&�@>' RBAC �µ+��†  ACS �?�}  Common Services �_&ã/œ�K�S�8�Ø�î�¨�c�
�m�·�[/œ�:�²0[�@�6�~�r�M��&ã/œ
�«�¡�Ü�É�º�v�
�Ú�b&ã/œ�§�Ï�î�º�v�6�~�r�O�‡��

�Ä�å�º Security Manager �’7H�¶�Ü�î�b
²�/�†/²&g�M�•�_�c�
 Cisco Secure ACS �_�ß�¢�–�å�K�Z�?�}�
�¼�Å
�¤�î�©�Ù�å  �Â�î�b  [Shared Profile Components] �†�¡�Ü�µ�¡�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco Secure 
ACS �ß�î�Ý�b�•�«�±�Ð�–�¬�� >&P.8-11>' �†�g!·�K�Z�C�T�I�8��

���b�º�Æ�µ�¡�[�
�Ø�î�¨�’7H�_�X�8�Z1��Â�K�r�M��

• �� Security Manager ACS �’7H�� >&P.8-4>'

• �� CiscoWorks �ß�î�Ý�_�X�8�Z�� >&P.8-6>'

• �� Cisco Secure ACS �ß�î�Ý�_�X�8�Z�� >&P.8-9>'

• �� Security Manager 
Æ�b�’7H�\�ß�î�Ý�b�¹�Ç�›�Ý�º�b6õ4��Ü�E�� >&P.8-11>'
8-3
Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»

OL-26559-01-J



 

'¨  8 'v       �Ø�î�¨  �”�•�˜�å�º�b'ö#.
    �Ø�î�¨�b�’7H
Security Manager ACS �’7H

Cisco Security Manager �c�¹�Ç�›�Ý�º�b  ACS �ß�î�Ý�\�’7H�†�f�j�K�r�M���¹�Ç�›�Ý�º  �ß�î�Ý�†�•�«�±
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�r�S�c�
�¹�Ç�›�Ý�º  �ß�î�Ý�†�•�«�±�Ð�–�¬�M�•���œ�c�
4E�¥�K�S�’7H�@  Security 
Manager �”�É�Ü�£�î�©�Ù�å�b0{!l�?�}4:�)�[�6�•�G�\�†&�1��K�Z�C�T�I�8���S�\�<�d�
/²&g�’7H�†��
�ƒ�^�8�š�f�’7H�†�Ü�Z�K�S���œ�
�Q�b�Ø�î�¨�c�”�É�Ü�£�î�©�Ù�å�†�Q#Ý�[�A�^�C�^�~�r�M��

Security Manager �’7H�c���b�•�¸�¦�Ü�_�(8®�I�€�r�M���¶���b�’7H�_6õ�M�•1��Â�_�X�8�Z�c�
 Cisco 
Secure ACS �_)+�œ�I�€�Z�8�•�œ�å�Û�–�å  �Ê�Ý�É�†�g!·�K�Z�C�T�I�8>&�’7H�b/²&g�‰�2�_�X�8�Z�c�


�� Cisco Secure ACS �ß�î�Ý�b�•�«�±�Ð�–�¬�� >&P.8-11>' �†�g!·�K�Z�C�T�I�8>' ��

• [View]>8#'�~�b0¿���b/²&g�†�•+��_�K�r�M���z�^/²&g�’7H�†���_&g�K�r�M��

– [View]  > [Policies]>8 �I�r�J�r�^�±�–�É�b�Ï�Ü�©�î�b/²&g�†�•+��_�K�r�M���G�b�Ç�›�Ý�²�_�c�

�Ç�“�–�”�˜�›�î�Ý�x  NAT �^�]�b�I�r�J�r�^�Ï�Ü�©�î  �¡�Û�«�b�’7H�@�µ�r�€�Z�8�r�M��

– [View]  > [Objects]>8 �I�r�J�r�^�±�–�É�b�Ï�Ü�©�î  �œ�È�ª�™�¡�º�b/²&g�†�•+��_�K�r�M���G�b
�Ç�›�Ý�²�_�c�
�Ï�Ü�©�î  �œ�È�ª�™�¡�º  �±�–�É�H�\�b�’7H�@�µ�r�€�Z�8�r�M��

– [View]  > [Admin]>8 Security Manager 'ö#.0¿���b/²&g�†�•+��_�K�r�M��

– [View]  > [CLI] >8 �¹�Â�–�«�V�[0¿���I�€�S  CLI �¥�Ð�å�»�b/²&g�\�
�Ž6ä�K�|�:�\�K�Z�8�•�¥�Ð
�å�»�b�É�Þ�Å�×�î�†�•+��_�K�r�M��

– [View] > [Config Archive]>8 0¿���”�î�•�–�È�_�–�Ñ�I�€�Z�8�•0¿���b�M0t/²&g�†�•+��_�K�r�M��
�¹�Â�–�«0¿���x  CLI �¥�Ð�å�»�c/²&g�[�A�r�O�‡��

– [View]  > [Devices]>8 [Device] �Å�×�î
Æ�b�¹�Â�–�«�\6õ4��_��>&�¹�Â�–�«0¿���
�É�ß�Ã�¸�•�

�m�~�\�Z�^�]>'�b/²&g�†�•+��_�K�r�M�� NDG �†0¿���M�•�G�\�_�|�W�Z�
�¹�Â�–�«�’7H�†"I��
�b�¹�Â�–�«�b�­�µ�º�_�D7H�[�A�r�M��

– [View]  > [Device Managers]>8 Cisco IOS �Ý�î�±#Ý�b  Cisco Router and Security Device 
Manager>&SDM>'�^�]�
�6�•�¹�Â�–�«�S#Ý�b�¹�Â�–�«  �Ð�¿�î�ª�Õ>&1��s�v�~�S#Ý�Â�î�ª�Ù�å>'
�b2s�·�†�•+��_�K�r�M��

– [View]  > [Topology]>8 [Map] �Å�×�î�[0¿���I�€�S�Ð�µ�É�b/²&g�†�•+��_�K�r�M��

– [View]  > [Event Viewer]>8 Real Time Viewer �\  Historical Viewer �b�g�‰�[  Event Viewer �b�–
�Ë�å�º�b/²&g�†�•+��_�K�r�M��

– [View]  > [Report Manager]>8 Report Manager �b�Þ�Ï�î�º�b/²&g�†�•+��_�K�r�M��

– [View]  > [Schedule Reports]>8 Report Manager �b�Þ�Ï�î�º�b�«�£�ª�×�î�Ü�å�¢�†�•+��_�K�r
�M��

• [Modify] >8#'�~�b0¿���b�š�f�†�•+��_�K�r�M��

– [Modify]  > [Policies]>8 �I�r�J�r�^�±�–�É�b�Ï�Ü�©�î�b�š�f�†�•+��_�K�r�M���G�b�Ç�›�Ý�²�_
�c�
�I�r�J�r�^�Ï�Ü�©�î  �¡�Û�«�b�’7H�@�µ�r�€�Z�8�r�M��

– [Modify]  > [Objects]>8 �I�r�J�r�^�±�–�É�b�Ï�Ü�©�î  �œ�È�ª�™�¡�º�b�š�f�†�•+��_�K�r�M���G
�b�Ç�›�Ý�²�_�c�
�Ï�Ü�©�î  �œ�È�ª�™�¡�º  �±�–�É�H�\�b�’7H�@�µ�r�€�Z�8�r�M��

– [Modify]  > [Admin]>8 Security Manager 'ö#.0¿���b�š�f�†�•+��_�K�r�M��

– [Modify] > [Config Archive]>8 0¿���”�î�•�–�È
Æ�b�¹�Â�–�«0¿���b�š�f�†�•+��_�K�r�M���•�<
�Z�
�”�î�•�–�È�l�b0¿���b3ã�•�\0¿���”�î�•�–�È  �¶�î�Ý�b�•�«�±�Ð�–�¬�†�•+��_�K�r�M��

– [Modify]  > [Devices]>8 �¹�Â�–�«�b3ã�•�\�P7V�T�E�[�^�C�
�¹�Â�–�«�b�É�ß�Ã�¸�•�\�“�ö�b�š
�f�†�•+��_�K�r�M��3ã�•�M�•�¹�Â�–�«�_6õ�M�•�Ï�Ü�©�î�†�è���M�•�_�c�
 [Import] �’7H�v�–
�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���•�<�Z�
 [Modify] > [Devices] �’7H�†�–�¿�î�È�Ý�_�K�S���œ
�c�
 [Assign] > [Policies] > [Interfaces] �’7H�v�–�¿�î�È�Ý�_�^�W�Z�8�•�G�\�†&�1��K�Z�C�T�I
�8�� NDG �†0¿���M�•�G�\�_�|�W�Z�
�¹�Â�–�«�’7H�†"I���b�¹�Â�–�«�b�­�µ�º�_�D7H�[�A�r�M��
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– [Modify]  > [Hierarchy]>8 �¹�Â�–�«  �¢�Ý�î�É�b�š�f�†�•+��_�K�r�M��

– [Modify]  > [Topology]>8 [Map] �Å�×�î
Æ�b�Ð�µ�É�b�š�f�†�•+��_�K�r�M��

– [Modify]  > [Manage Event Monitoring]>8 �õ�–�b�¹�Â�–�«�_�P�K�Z  Security Manager �b�Ô�½�±
�Ü�å�¢�†�–�¿�î�È�Ý�>�|�g�¹�•�­�î�È�Ý�_�M�•�G�\�†�•+��_�K�r�M���Q�€�_�|�~�
 Security 
Manager �c�
�¹�Â�–�«�?�}�b�–�Ë�å�º�b�w�™�>�|�g��#.�†6ä���r�S�c�õ�F�K�r�M��

• [Assign]>8�¹�Â�–�«�\  VPN �l�b�I�r�J�r�^�Ï�Ü�©�î  �±�–�É�b�m�~�\�Z�†�•+��_�K�r�M���G�b�Ç�›
�Ý�²�_�c�
�I�r�J�r�^�Ï�Ü�©�î  �¡�Û�«�b�’7H�@�µ�r�€�Z�8�r�M��

• [Approve]>8�Ï�Ü�©�î�š�f�\�Ž6ä�ª�Ù�È�b�Ž1��†�•+��_�K�r�M��

• [Control]>8ping �^�]�b�¹�Â�–�«�_�P�M�•�¥�Ð�å�»�b$Î/œ�†�•+��_�K�r�M���G�b�’7H�c�
�K)F0Ç�•
�_�Q#Ý�I�€�r�M��

• [Deploy]>8�¿�µ�º�á�î�¡
Æ�b�¹�Â�–�«�_�P�M�•0¿���š�f�b�Ž6ä�\�
�è�S�b�Ž6ä0¿���_�`�M�S�u�b
�ß�î�Ý�Â�µ�¡�b���‹�†�•+��_�K�r�M��

• [Import]>8�M�[�_�¹�Â�–�«�V�_�Ž6ä�I�€�S0¿���b  Security Manager �l�b�–�å�Ï�î�º�†�•+��_�K�r
�M���¹�Â�–�«�b/²&g"I�’�\�¹�Â�–�«�b�š�f"I�’�v�â�W�Z�8�•�²0[�@�6�~�r�M��

• [Submit]>80¿���š�f�b3æ�™�\�Ž1��†�•+��_�K�r�M��

�Ä�å�º

• �š�f�
�m�~�\�Z�
�Ž1��
�–�å�Ï�î�º�
�D�š�
�r�S�c�Ž6ä�’7H�†4E�¥�K�S���œ�c�
�P�Â�M�•/²&g�’7H
�v4E�¥�M�•�²0[�@�6�~�r�M���Q�:�K�^�?�W�S���œ�c�
 Security Manager �@�G�K�C�µ+��K�r�O�‡��

• �Ï�Ü�©�î�b�š�f�’7H�†4E�¥�K�S���œ�c�
�P�Â�M�•�Ï�Ü�©�î�b�m�~�\�Z�’7H�\/²&g�’7H�v4E�¥�M�•�²
0[�@�6�~�r�M��

• �Q�b��*O�b�M4Š�\�K�Z�Ï�Ü�©�î  �œ�È�ª�™�¡�º�†�Q#Ý�M�•�Ï�Ü�©�î�†0Á�•�K�S���œ�c�
�G�€�}�b�œ
�È�ª�™�¡�º  �±�–�É�_/²&g�’7H�v�Ü�Z�M�•�²0[�@�6�~�r�M���S�\�<�d�
�Ý�î�¸�•�å�¢  �Ï�Ü�©�î�†�š
�f�M�•�S�u�b�’7H�†4E�¥�K�S���œ�c�
�Ý�î�¸�•�å�¢  �Ï�Ü�©�î�_�²0[�^�œ�È�ª�™�¡�º  �±�–�É�b�¿�µ
�º�á�î�¡  �œ�È�ª�™�¡�º�\�–�å�±�î�Ç�™�–�«  �ß�î�Ý�†/²&g�M�•�S�u�b�’7H�v4E�¥�M�•�²0[�@�6�~�r
�M��

• �Q�b��*O�b�M4Š�\�K�Z�Ú�b�œ�È�ª�™�¡�º�†�Q#Ý�M�•�œ�È�ª�™�¡�º�†0Á�•�M�•���œ�v� �]�[�M���S�\
�<�d�
�Ø�î�¨  �¢�Ý�î�É�†�š�f�M�•�S�u�b�’7H�†4E�¥�K�S���œ�c�
�¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�

ACL �œ�È�ª�™�¡�º�
�>�|�g  AAA �§�î�Â  �¢�Ý�î�É�†/²&g�M�•�S�u�b�’7H�v4E�¥�M�•�²0[�@�6�~�r
�M��

• NDG �†0¿���M�•�G�\�_�|�W�Z�
�¹�Â�–�«�’7H�†"I���b�¹�Â�–�«�b�­�µ�º�_�D7H�[�A�r�M�� NDG 
�c�Ï�Ü�©�î�’7H�_�P�K�Z���b�|�:�^�s8j�†�Z�<�r�M��

– �Ï�Ü�©�î�†/²&g�M�•�_�c�
�Q�b�Ï�Ü�©�î�@�m�~�\�Z�}�€�S�a�^�C�\�v  1 �X�b�¹�Â�–�«�_�P�M�•
�’7H�†�â�W�Z�8�•�²0[�@�6�~�r�M��

– �Ï�Ü�©�î�†�š�f�M�•�_�c�
�Q�b�Ï�Ü�©�î�@�m�~�\�Z�}�€�S�M�m�Z�b�¹�Â�–�«�_�P�M�•�’7H�†
�â�W�Z�8�•�²0[�@�6�~�r�M��

– VPN �Ï�Ü�©�î�†/²&g�
�š�f�
�r�S�c�m�~�\�Z�•�_�c�
 VPN �º�Ï�ß�ª
Æ�b�M�m�Z�b�¹�Â�–�«�_
�P�M�•�’7H�†�â�W�Z�8�•�²0[�@�6�~�r�M��

– �¹�Â�–�«�_�Ï�Ü�©�î�†�m�~�\�Z�•�_�c�
�Ï�Ü�©�î�@�m�~�\�Z�}�€�S�Ú�b�¹�Â�–�«�_�P�M�•�’7H
�†�â�W�Z�8�•�?�]�:�?�_6õ�€�^�C�
�Q�b�¹�Â�–�«�b�’7H�b�s�@�²0[�[�M>&�V3Ù�K�S�|�:�_�

VPN �Ï�Ü�©�î�c�[�¥�[�M>' ���S�T�K�
�’7H�†�â�W�Z�8�^�8�¹�Â�–�«�_�m�~�\�Z�}�€�Z�8�•�Ï�Ü
�©�î�†�š�f�M�•�G�\�c�[�A�r�O�‡��
8-5
Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»

OL-26559-01-J



 

'¨  8 'v       �Ø�î�¨  �”�•�˜�å�º�b'ö#.
    �Ø�î�¨�b�’7H
CiscoWorks �ß�î�Ý�_�X�8�Z

CiscoWorks Common Services 
Æ�[�8�B�I�€�S�Ø�î�¨�_�c�
 1 �X�è�V�b�ß�î�Ý�@�m�~�\�Z�}�€�r�M���›
�ß�î�Ý�_�m�~�\�Z�}�€�S�’7H�_�|�W�Z�
�›�Ø�î�¨�@  Security Manager 
Æ�[��/œ�†1��•�I�€�•�ï�8�@�ô
���I�€�r�M��

���b�º�Æ�µ�¡�[�
 CiscoWorks �ß�î�Ý�_�X�8�Z1��Â�K�r�M��

• �� CiscoWorks Common Services �¹�Ç�›�Ý�º  �ß�î�Ý�� >&P.8-6>'

• ��1��•�±�–�É�b4E�¥�>�|�g  Common Services 
Æ�b�Ø�î�¨�l�b�ß�î�Ý�b�m�~�\�Z�� >&P.8-7>'

CiscoWorks Common Services �¹�Ç�›�Ý�º  �ß�î�Ý

CiscoWorks Common Services �_�c�
 Security Manager #Ý�b���b�¹�Ç�›�Ý�º  �ß�î�Ý�@#Ý�–�I�€�Z�8�r
�M��

• Help Desk>8Help Desk �Ø�î�¨�c�
�¹�Â�–�«�
�Ï�Ü�©�î�
�œ�È�ª�™�¡�º�
�>�|�g�º�Ï�ß�ª  �Ð�µ�É�†
/²&g�[�A�r�M>&�S�T�K�
�š�f�c�[�A�r�O�‡>' ��

• Approver>8�š�f�>�|�g  CLI �š�f�b�Ÿ�G�†�Ž1��[�A�r�M��

• Network Operator>8/²&g�’7H�_�•�<�Z�
 Network Operator �c�
 CLI �¥�Ð�å�»�\  Security Manager 
'ö#.0¿���†/²&g�[�A�r�M�� Network Operator �c�
0¿���”�î�•�–�È�†�š�f�K�S�~�
�¹�Â�–�«�_�¥�Ð
�å�»>&ping �^�]>'�†$Î/œ�K�S�~�M�•�G�\�v�[�A�r�M��

• Network Administrator >8�š�f�b�s�Ž6ä�[�A�r�M��

>&�@>' Cisco Secure ACS �c�
�I�r�J�r�^�’7H�­�µ�º�†�µ�t  Network Administrator �\�8�:�¡�S�b
�¹�Ç�›�Ý�º  �ß�î�Ý�†"I�©�\�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco Secure ACS �ß�î�Ý�_�X�8�Z��

>&P.8-9>' �†�g!·�K�Z�C�T�I�8��

• System Administrator>8System Administrator �c�
�š�f�
�Ï�Ü�©�î�m�~�\�Z�
�”�¡�¸�•�Å�¸�•�\
�ª�Ù�È�b�Ž1��
�è���
�Ž6ä�
�>�|�g�¹�Â�–�«�_�P�M�•�¥�Ð�å�»�b$Î/œ�†�µ�t�
�M�m�Z�b  Security 
Manager �’7H�_�”�¡�­�«�[�A�r�M��

�Ä�å�º Security Manager �[�c�
 System Administrator �ß�î�Ý�c�q9×�Þ�Ë�Ý�b�’7H�†�â�W�Z�8�r�M��

• Super Admin>8'ö#.�>�|�g�Ž1��±�«�¡�†�µ�t�
 CiscoWorks �b�M�m�Z�b�ï�8�†��/œ�[�A�r�M���¹
�Ç�›�Ý�º�[�c�
�G�b�ß�î�Ý�c�ö
²�^"I�’�†�â�W�Z�8�r�M��  

�Ä�å�º Security Manager �[�c�
 Super Admin �ß�î�Ý�c�q9×�Þ�Ë�Ý�b�’7H�†�â�W�Z�8�r�O�‡���r�S�

Super Admin �ß�î�Ý�c  ACS �[�c�^�C�
 Common Services �_�[�w�b�v�b�[�M��

• Security Administrator >8�š�f�b�Ÿ�G�
�m�~�\�Z�
�>�|�g3æ�™�b�s�[�A�r�M��

• Security Approver>8�š�f�b�Ÿ�G�b�s�Ž1��[�A�r�M��

Image Manager

�›�¹�Ç�›�Ý�º  �ß�î�Ý�b3ã�•�±�«�¡�c�
 Security Manager 4.3 �_�q�6�_/²&g�I�€�•�µ+��[�6�•  Image 
Manager �_��*O�I�€�Z�8�r�M��

• Image Manager �b2s�·  
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• Security Manager �b�Ü�Ï�ª�º�Ü�l�b�–�Ó�î�ª�b3ã�•  

• �–�Ó�î�ª  �”�µ�É�¢�Þ�î�»  �ª�Ù�È�b�8�B  

�ß�î�•�Ý  �”�•�˜�å�º>& Security Manager �§�î�Â�_��*O�I�€�Z�8�•  Security Manager �_�[�w>'�†�Q#Ý�M
�•���œ�
�G�€�}�b3ã�•�±�«�¡�@ /² 8-1 �_&g�I�€�Z�8�•�I�r�J�r�^�ß�î�Ý�_�m�~�\�Z�}�€�r�M��

Security Manager �’7H�\  CiscoWorks �ß�î�Ý�b6õ4��Ü�E�_�X�8�Z�c�
 �� Security Manager 
Æ�b�’7H�\
�ß�î�Ý�b�¹�Ç�›�Ý�º�b6õ4��Ü�E�� >&P.8-11>' �†�g!·�K�Z�C�T�I�8��

Image Manager �b  RBAC �’7H�Ð�º�Ü�¡�«�†&g�M�M4��b/²�b0ò(ý�_�X�8�Z�c�
 �Ü6�  C�� Image Manager 
�b�’7H�Ð�º�Ü�¡�«�� �†�g!·�K�Z�C�T�I�8��

�Ä�å�º

• 3ã�•�b�”�É�Ü�£�î�©�Ù�å�@�§�î�Â�V�_�–�å�«�º�î�Ý�I�€�S���œ�_�
3ã�•�b�ß�î�Ý>&�¹�î�±�b�š�¡�«
�Ï�î�º�^�]>'�@  Common Services �_/²&g�I�€�•���œ�@�6�~�r�M���¹�î�±�b�š�¡�«�Ï�î�º  �ß�î�Ý
�c�
�§�î�»�Ã�î�¸�•6ä$Î*…#Ý�[�6�~�
 Security Manager �[�c�Q#Ý�I�€�r�O�‡��

• CiscoWorks �ß�î�Ý�b��*O�c�š�f�[�A�r�O�‡�@�
�›�Ø�î�¨�_�m�~�\�Z�•�ß�î�Ý�†��*O�[�A�r�M��0ò
(ý�_�X�8�Z�c�
 ��1��•�±�–�É�b4E�¥�>�|�g  Common Services 
Æ�b�Ø�î�¨�l�b�ß�î�Ý�b�m�~�\�Z��

>&P.8-7>' �†�g!·�K�Z�C�T�I�8��

• CiscoWorks �[�’7H�¸�î�È�Ý�†#Õ�B�M�•�_�c�
 [Server] > [Reports] > [Permission] �†4E�¥�K�Z�

[Generate Report] �†�¡�Ü�µ�¡�K�r�M��

1��•�±�–�É�b4E�¥�>�|�g  Common Services 
Æ�b�Ø�î�¨�l�b�ß�î�Ý�b�m�~�\�Z  

CiscoWorks Common Services 4.0 �[�c�
 [Local User Setup] > [Add] �Ì�î�ª�†�Q#Ý�K�Z�
 >&1>'�ß�î�•�Ý  
�Ø�î�¨�_4E�¥�•+��^  3 �X�b1��•�±�–�É�b�8�N�€�?�†4E�¥�K�
 >&2>'�ß�î�Ý�†�Ø�î�¨�_�m�~�\�Z�r�M�� 3 �X
�b1��•�±�–�É�c���b�\�>�~�[�M��

• Full Authorization 

• Enable Task Authorization 

• Enable Device Authorization 

Common Services �_�ß�î�•�Ý  �Ø�î�¨�†3ã�•�M�•���œ�
�G�b  3 �X�b1��•�±�–�É>& Full Authorization�

Enable Task Authorization�
�r�S�c  Enable Device Authorization>'�b�8�N�€�?�†4E�¥�M�•�²0[�@�6�~�r
�M��

/² 8-1 �¹�Ç�›�Ý�º  �ß�î�Ý�b  Image Manager �±�«�¡

�ß�î�Ý

�±�«�¡

2s�·�\/²&g
�Ü�Ï�ª�º�Ü�l�b�–�Ó�î
�ª�b3ã�•

�–�Ó�î�ª  �”�µ�É�¢�Þ�î
�»  �ª�Ù�È�b�8�B

Help Desk Yes No No

Approver Yes No No

Network Operator Yes No No

Network Administrator Yes Yes Yes

System Administrator Yes Yes Yes

Security Administrator Yes No No
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3 �X�b1��•�±�–�É�b�8�N�€�?�†4E�¥�M�•�G�\�[�
�ß�î�•�Ý  �Ø�î�¨�_�²0[�^�ß�î�Ý�†4E�¥�[�A�r�M���ß�î
�•�Ý  �Ø�î�¨�_�²0[�^�ß�î�Ý�†4E�¥�M�•�G�\�c�
�Ø�î�¨�@��/œ�†0Á�•�I�€�•�ï�8�†��*O�M�•�G�\�_�^�•
�b�[5�0[�[�M��

�S�\�<�d�
 Help Desk �ß�î�Ý�†4E�¥�K�S���œ�
�Ø�î�¨�c/²&g�ï�8�_�D7H�I�€�
�¹�î�±�†�š�f�[�A�r�O
�‡���r�S�
 Network Operator �ß�î�Ý�†�m�~�\�Z�S���œ�
�Ø�î�¨�c0¿���”�î�•�–�È�†�š�f�M�•�G�\�v�[
�A�r�M��"I���b�Ø�î�¨�_0
�X�b�ß�î�Ý�†�m�~�\�Z�•�G�\�@�[�A�r�M��

�¹�Ç�›�Ý�º�[�c�
 Help Desk �ß�î�Ý�@�–�¿�î�È�Ý�_�^�W�Z�8�r�M���¹�Ç�›�Ý�º  �ß�î�Ý�†�¡�Ü�”�K�Z�

�õ�–�b�ß�î�Ý�†�¹�Ç�›�Ý�º  �ß�î�Ý�_0¿���M�•�G�\�v�[�A�r�M��

�Ä�å�º �Ø�î�¨�’7H�†�š�f�K�S�}�
 Security Manager �¡�Û�–�”�å�º�†
Ì2s�·�M�•�²0[�@�6�~�r�M��

6õ4�8o% 

• �� Security Manager ACS �’7H�� >&P.8-4>'

• �� Security Manager 
Æ�b�’7H�\�ß�î�Ý�b�¹�Ç�›�Ý�º�b6õ4��Ü�E�� >&P.8-11>'

• �� CiscoWorks �ß�î�Ý�_�X�8�Z�� >&P.8-6>'

�«�¸�µ�É 1 ���b�Ã�«�_�‘�8�
 Common Services �b  [Local User Setup] �Ì�î�ª�_&ã�·�K�r�M��

Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > 

Cisco Security Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å  > 

admin �”�•�˜�å�º  �ß�¢�–�å>&�r�S�c���(�^�’7H�@�6�•�Ø�î�¨  �”�•�˜�å�º>' > 

[Server Administration] > 

[Server] >>&�Ó�½�×�î  �­�Þ�¡�±0°�•>' >

[Security] > 

[Single-Server Management] > 

[Local User Setup]

�«�¸�µ�É 2 ���b�8�N�€�?�†��/œ�K�r�M��

• �Ø�î�¨�†�8�B�M�•�_�c�
 [Add] �†�¡�Ü�µ�¡�K�Z�
 [Username]�
 [Password]�
 [Verify Password]�
�>
�|�g  [Email] �b�›�Ç�•�î�Ý�»�_4:�)�^�_���†
°�Š�K�r�M��

• �¤�Ñ�b�Ø�î�¨�b1��•�†�š�f�M�•�_�c�
�Ø�î�¨�¡�b�“�_�6�•�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
 [Edit] 
�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ø�î�¨�_  Security Manager �[�<#Ý�•+��^�M�m�Z�b�ß�î�Ý>& Help Desk�
 Approver�
 Network Operator�

Network Administrator�
 System Administrator�
 Super Admin�
 Security Administrator�
�>�|�g  
Security Approver>'�†�â�S�O�•���œ�c�
 [Full Authorization] �†4E�¥�K�r�M��

�Ä�å�º [Full Authorization] �†4E�¥�M�•���œ�
 [Enable Task Authorization] �c4E�¥�[�A�r�O�‡>&�œ�É
�©�Ù�å  �Î�±�å�g�'�b�S�u>' ��

�Ä�å�º [Full Authorization] �†4E�¥�M�•���œ�
 [Enable Device Authorization] �c4E�¥�[�A�r�O�‡>&�œ�É
�©�Ù�å  �Î�±�å�g�'�b�S�u>' ��

a. �G�b�m8p�b�«�¸�µ�É  6 �_4
�s�r�M��
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�«�¸�µ�É 4 �‚�K�8�Ø�î�¨�_�
4E�¥�K�S�ß�î�Ý�b�s>&�S�\�<�d�
 Network Operator �b�s>'�†�â�S�O�•���œ�c�

[Enable Task Authorization] �†4E�¥�K�r�M��

�Ä�å�º [Enable Task Authorization] �†4E�¥�M�•���œ�
 [Full Authorization] �c4E�¥�[�A�r�O�‡>&�œ�É
�©�Ù�å  �Î�±�å�g�'�b�S�u>' ��

�Ä�å�º [Enable Task Authorization] �†4E�¥�M�•���œ�
 [Enable Device Authorization] �c4E�¥�[�A�r�O�‡
>&�œ�É�©�Ù�å �Î�±�å�g�'�b�S�u>' ��

a. ���b�ß�î�Ý�†  1 �X�è�V4E�¥�K�r�M�� Help Desk�
 Approver�
 Network Operator�
 Network 
Administrator�
 System Administrator�
 Super Admin�
 Security Administrator�
�>�|�g  Security 
Approver���›�ß�î�Ý�b0ò(ý�_�X�8�Z�c�
 �� CiscoWorks Common Services �¹�Ç�›�Ý�º  �ß�î�Ý��

>&P.8-6>' �†�g!·�K�Z�C�T�I�8��

b. �G�b�m8p�b�«�¸�µ�É  8 �_4
�s�r�M��

�«�¸�µ�É 5 �‚�K�8�Ø�î�¨�†�
 Security Manager �–�å�«�º�î�Ý�_�Ñ�~�M�•�M�m�Z�b�¹�Â�–�«  �¢�Ý�î�É�[�c�^�C�
4E
�¥�M�•�¹�Â�–�«  �¢�Ý�î�É�_�P�K�Z�b�s1��•�I�O�•���œ�c�
 [Enable Device Authorization] �†4E�¥�K�r
�M��>&�¹�Â�–�«  �¢�Ý�î�É�c  [Device Groups] �Ì�î�ª>& [Security Manager] > [Tools] > [Security Manager
Administration] > [Device Groups]>'�[��*O�[�A�r�M>' ��

�Ä�å�º [Enable Device Authorization] �†4E�¥�M�•���œ�
 [Full Authorization] �c4E�¥�[�A�r�O�‡>&�œ�É
�©�Ù�å  �Î�±�å�g�'�b�S�u>' ��

�Ä�å�º [Enable Device Authorization] �†4E�¥�M�•���œ�
 [Enable Task Authorization] �c4E�¥�[�A�r�O�‡
>&�œ�É�©�Ù�å �Î�±�å�g�'�b�S�u>' ���S�T�K�
"I���b�¹�Â�–�«  �¢�Ý�î�É�_�P�K�Z�¶�9�b�ß�î�Ý�†4E
�¥�[�A�r�M��

a. �‚�K�8�Ø�î�¨�@1��•�I�€�•�¹�Â�–�«  �¢�Ý�î�É�†4E�¥�K�r�M��

b. ���b�ß�î�Ý�†  1 �X�è�V4E�¥�K�r�M�� Help Desk�
 Approver�
 Network Operator�
 Network 
Administrator�
 System Administrator�
 Super Admin�
 Security Administrator�
�>�|�g  Security 
Approver���›�ß�î�Ý�b0ò(ý�_�X�8�Z�c�
 �� CiscoWorks Common Services �¹�Ç�›�Ý�º  �ß�î�Ý��

>&P.8-6>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 [OK]  �†�¡�Ü�µ�¡�K�Z�š�f�†�–�Ñ�K�r�M��

�«�¸�µ�É 7 Security Manager �¡�Û�–�”�å�º�†
Ì2s�·�K�r�M��

Cisco Secure ACS �ß�î�Ý�_�X�8�Z

Common Services 4.0 �|�~�v�S�
 Cisco Secure ACS �[�c�”�É�Ü�£�î�©�Ù�å�[�w�b�ß�î�Ý>&� "á$×�^
���ß�î�Ý�Ë�î�«  �”�¡�­�«  �¥�å�º�ß�î�Ý�� >&RBAC>'>'�†�§�Ï�î�º�K�Z�8�S�S�u�
 Common Services �|�~
�v��3>�ö�b9×�8  Security Manager �’7H�b'ö#.�@�•+��[�K�S��
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�G�b�|�:�^(•�Ø�b9×�8"I�’>& RBAC>'�c�
 ACS �†�Q#Ý�O�N�_�ß�î�•�Ý  RBAC �†�<#Ý�[�A�•  Common 
Services 4.0 �[�<#Ý�[�A�r�M���›�ß�î�Ý�c�
 Security Manager �±�«�¡�_�P�M�•1��•�Þ�Ë�Ý�†�ô���M�•�’
7H�­�µ�º�[�S�B�I�€�r�M�� Cisco Secure ACS �[�
�›�Ø�î�¨  �¢�Ý�î�É�_>&�>�|�g�œ�É�©�Ù�å�[�¶�9�b
�Ø�î�¨�_�v>'�ß�î�Ý�†�m�~�\�Z�r�M���G�€�_�|�W�Z�
�¢�Ý�î�É
Æ�b�›�Ø�î�¨�c�
�Q�b�ß�î�Ý�_�P�K�Z��
*O�I�€�S�’7H�_�|�W�Z1��•�I�€�•�ï�8�†��/œ�[�A�r�M��

�•�<�Z�
�G�€�}�b�ß�î�Ý�†  Cisco Secure ACS �¹�Â�–�«  �¢�Ý�î�É�_�m�~�\�Z�Z�
�¹�Â�–�«�b�­�µ�º�H�\
�_�’7H�†�
�9�[�A�•�|�:�_�[�A�r�M��

>&�@>' Cisco Secure ACS �¹�Â�–�«  �¢�Ý�î�É�c�
 Security Manager �¹�Â�–�«  �¢�Ý�î�É�\�c!“6õ�€�[�M��

���b�º�Æ�µ�¡�[�
 Cisco Secure ACS �ß�î�Ý�_�X�8�Z1��Â�K�r�M��

• �� Cisco Secure ACS �¹�Ç�›�Ý�º  �ß�î�Ý�� >&P.8-10>'

• �� Cisco Secure ACS �ß�î�Ý�b�•�«�±�Ð�–�¬�� >&P.8-11>'

Cisco Secure ACS �¹�Ç�›�Ý�º  �ß�î�Ý

Cisco Secure ACS �_�c�
 CiscoWorks �\� �L�ß�î�Ý>& �� CiscoWorks �ß�î�Ý�_�X�8�Z�� >&P.8-6>' �†�g!·>'
�_�•�<�Z�
���b�ß�î�Ý�@�µ�r�€�Z�8�r�M��

• Security Approver>8Security Approver �c�
�¹�Â�–�«�
�Ï�Ü�©�î�
�œ�È�ª�™�¡�º�
�Ð�µ�É�
 CLI �¥
�Ð�å�»�
�>�|�g'ö#.0¿���†/²&g�[�A�r�M>&�S�T�K�
�š�f�c�[�A�r�O�‡>' ���•�<�Z�
 Security 
Approver �c�
�”�¡�¸�•�Å�¸�•�_�µ�r�€�•0¿���š�f�†�Ž1��r�S�c�Ä�°�[�A�r�M��

• Security Administrator >8/²&g�’7H�@�Ü�Z�I�€�Z�8�•�G�\�_�•�<�Z�
 Security Administrator �c�

�¹�Â�–�«�
�¹�Â�–�«  �¢�Ý�î�É�
�Ï�Ü�©�î�
�œ�È�ª�™�¡�º�
�>�|�g�º�Ï�ß�ª  �Ð�µ�É�†�š�f�[�A�r�M��
�|�}�c�
�¹�Â�–�«�\  VPN �º�Ï�ß�ª�_�Ï�Ü�©�î�†�m�~�\�Z�S�~�
�©�«�¸�Ò�_�‚�K�8�¹�Â�–�«�†�–�å
�Ï�î�º�M�•�S�u�b�è���†��/œ�K�S�~�M�•�G�\�v�[�A�r�M��

• Network Administrator >8/²&g�’7H�_�•�<�Z�
 Network Administrator �c�
0¿���”�î�•�–�È�†�š�f
�K�S�~�
�Ž6ä�†��/œ�K�S�~�
�¹�Â�–�«�_�¥�Ð�å�»�†$Î/œ�K�S�~�[�A�r�M��

>&�@>' Cisco Secure ACS Network Administrator �ß�î�Ý
Æ�_�µ�r�€�•�’7H�c�
 CiscoWorks 
Network Administrator �ß�î�Ý
Æ�_�µ�r�€�•�’7H�\� �L�[�c�6�~�r�O�‡��0ò(ý�_�X�8�Z�c�


�� CiscoWorks �ß�î�Ý�_�X�8�Z�� >&P.8-6>' �†�g!·�K�Z�C�T�I�8��

CiscoWorks �\4*�W�Z�
 Cisco Secure ACS �†�Q#Ý�M�€�d�
�›  Security Manager �ß�î�Ý�_6õ4��Ü�E�}�€
�S�’7H�†�•�«�±�Ð�–�¬�[�A�r�M���¹�Ç�›�Ý�º  �ß�î�Ý�b�š�f�‰�2�_�X�8�Z�c�
 �� Cisco Secure ACS �ß�î�Ý
�b�•�«�±�Ð�–�¬�� >&P.8-11>' �†�g!·�K�Z�C�T�I�8��

Security Manager �’7H�\  Cisco Secure ACS �ß�î�Ý�b6õ4��Ü�E�_�X�8�Z�c�
 �� Security Manager 
Æ�b�’
7H�\�ß�î�Ý�b�¹�Ç�›�Ý�º�b6õ4��Ü�E�� >&P.8-11>' �†�g!·�K�Z�C�T�I�8��

6õ4�8o% 

• �� Security Manager �\  Cisco Secure ACS �b)+�œ��>&P.8-12>'

• ���Ø�î�¨�b�’7H�� >&P.8-3>'
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Cisco Secure ACS �ß�î�Ý�b�•�«�±�Ð�–�¬  

Cisco Secure ACS �†�Q#Ý�M�€�d�
�›  Security Manager �ß�î�Ý�_6õ4��Ü�E�}�€�S�’7H�†�š�f�[�A�r�M��
"I���b  Security Manager �±�«�¡�†�P1ß�\�M�•�’7H�@�Ü�Z�I�€�S"I�f�^�Ø�î�¨  �ß�î�Ý�†�8�B�M�•�G�\�_
�|�W�Z�
 Cisco Secure ACS �†�•�«�±�Ð�–�¬�M�•�G�\�v�[�A�r�M��

>&�@>' �Ø�î�¨�’7H�†�š�f�K�S�}�
 Security Manager �†
Ì2s�·�M�•�²0[�@�6�~�r�M��

6õ4�8o% 

• �� Security Manager ACS �’7H�� >&P.8-4>'

• �� Security Manager 
Æ�b�’7H�\�ß�î�Ý�b�¹�Ç�›�Ý�º�b6õ4��Ü�E�� >&P.8-11>'

�«�¸�µ�É 1 Cisco Secure ACS �b�¼�Å�¤�î�©�Ù�å  �Â�î�[�
 [Shared Profile Components] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Shared Components] �Ì�î�ª�[  [Cisco Security Manager] �†�¡�Ü�µ�¡�K�r�M�� Security Manager #Ý�_0¿
���I�€�S�ß�î�Ý�@/²&g�I�€�r�M��

�«�¸�µ�É 3 ���b�8�N�€�?�†��/œ�K�r�M��

• �ß�î�Ý�†�8�B�M�•�_�c�
 [Add] �†�¡�Ü�µ�¡�K�r�M���ß�î�Ý�b�¡�S�†
°�Š�K�Z�
�œ�É�©�Ù�å�[�
1��Â
�†
°�Š�K�r�M��

• �¤�Ñ�b�ß�î�Ý�†�š�f�M�•�_�c�
�Q�b�ß�î�Ý�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �’7H�¶�Ü�î
Æ�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å / �œ�Ç�K�Z�
�Q�b�ß�î�Ý�_�P�M�•�’7H�†��*O�K�r�M��

�¶�Ü�î�b�È�Û�å�³�_�P�Â�M�•�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�Q�b�È�Û�å�³
Æ�b�M�m�Z�b�’7H�@4E�¥
�I�€�r�M���S�\�<�d�
 [Assign] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�M�•�\�
�M�m�Z�b�m�~�\�Z�’7H�@4E�¥�I�€�r
�M��

�¶���b�’7H�_6õ�M�•1��Â�@�˜�•�å�»�˜�_/²&g�I�€�r�M��0ò(ý�_�X�8�Z�c�
 �� Security Manager ACS �’
7H��>&P.8-4>' �†�g!·�K�Z�C�T�I�8��

�Ä�å�º �š�f�
�Ž1��
�m�~�\�Z�
�–�å�Ï�î�º�
�D�š�
�r�S�c�Ž6ä�’7H�†4E�¥�K�S���œ�c�
�P�Â�M�•/²&g
�’7H�v4E�¥�M�•�²0[�@�6�~�r�M���Q�:�K�^�?�W�S���œ�c�
 Security Manager �@�G�K�C�µ+��K�r
�O�‡��

�«�¸�µ�É 5 [Submit] �†�¡�Ü�µ�¡�K�Z�š�f�†�–�Ñ�K�r�M��

�«�¸�µ�É 6 Security Manager �†
Ì2s�·�K�r�M��

Security Manager 
Æ�b�’7H�\�ß�î�Ý�b�¹�Ç�›�Ý�º�b6õ4��Ü�E

/² 8-2 �_�
 Security Manager �’7H�
 CiscoWorks Common Services �ß�î�Ý�
�>�|�g  Cisco Secure ACS 

Æ�b�¹�Ç�›�Ý�º  �ß�î�Ý�b6õ4��Ü�E�†&g�K�r�M���M4Š�b�ß�î�Ý>& Super Admin�
 Security Administrator�

�>�|�g  Security Approver>'�c�
 Cisco Secure ACS �b�¹�Ç�›�Ý�º  �ß�î�Ý�\"I�_6õ4��Ü�E�}�€�Z�8�^�8�b
�[�µ�r�€�Z�8�r�O�‡��"I���b�’7H�_6õ�M�•0ò(ý�_�X�8�Z�c�
 �� Security Manager ACS �’7H�� >&P.8-4>' �†
�g!·�K�Z�C�T�I�8��
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    Security Manager �\  Cisco Secure ACS �b)+�œ
Security Manager �\  Cisco Secure ACS �b)+�œ
�G�b8o�[�c�
 Cisco Secure ACS �\  Cisco Security Manager �b)+�œ�‰�2�_�X�8�Z1��Â�K�r�M��

Cisco Secure ACS �c�
 Security Manager �^�]�b'ö#.�”�É�Ü�£�î�©�Ù�å�†�Q#Ý�K�Z�8�•�Ø�î�¨�_'ö#.�P
1ß�¿�µ�º�á�î�¡  �¹�Â�–�«�†0¿���M�•�S�u�b�¥�Ð�å�»1��•�†�f�j�K�r�M���¥�Ð�å�»1��•�_�P�M�•�§�Ï�î
�º�c�
�M4��b�’7H�@�µ�r�€�•�M�–�b�¥�Ð�å�»1��•�­�µ�º  �±�–�É>&Security Manager �[�c�ß�î�Ý�\�ç�d
�€�Z�8�•>'�_�|�W�Z�f�j�I�€�r�M���G�€�}�b�’7H>&"I�’�\�v�ç�d�€�•>'�_�|�W�Z�
"I���b�ß�î�Ý�†�â�X
�Ø�î�¨�@  Security Manager 
Æ�[��/œ�[�A�•�”�¡�©�Ù�å�@�ô���I�€�r�M��

/² 8-2 Security Manager �\  CiscoWorks Common Services �b�ß�î�Ý6õ4��Ü�E�_�P�M�•�¹�Ç�›�Ý�º�b�’7H

�’7H

�ß�î�Ý

System 
Admin.

Security 
Admin.

Security 
Approver 

Network 
Admin. Approver

Network 
Operator

Help 
Desk

/²&g�’7H

�¹�Â�–�«�b/²&g Yes Yes Yes Yes Yes Yes Yes

�Ï�Ü�©�î�b/²&g Yes Yes Yes Yes Yes Yes Yes

�œ�È�ª�™�¡�º�b/²&g Yes Yes Yes Yes Yes Yes Yes

�º�Ï�ß�ª�b/²&g Yes Yes Yes Yes Yes Yes Yes

CLI �b/²&g Yes Yes Yes Yes Yes Yes No

'ö#.0¿���b/²&g Yes Yes Yes Yes Yes Yes No

0¿���”�î�•�–�È�b/²&g Yes Yes Yes Yes Yes Yes Yes

�¹�Â�–�«  �Ð�¿�î�ª�Õ�b/²&g Yes Yes Yes Yes Yes Yes No

�š�f�’7H

�¹�Â�–�«�b�š�f Yes Yes No No No No No

7u�™�b�š�f Yes Yes No No No No No

�Ï�Ü�©�î�b�š�f Yes Yes No No No No No

�–�Ó�î�ª�b�š�f Yes Yes No No No No No

�œ�È�ª�™�¡�º�b�š�f Yes Yes No No No No No

�º�Ï�ß�ª�b�š�f Yes Yes No No No No No

'ö#.0¿���b�š�f Yes No No No No No No

0¿���”�î�•�–�È�b�š�f Yes Yes No Yes No Yes No

�Q�b�Ú�b�’7H

�Ï�Ü�©�î�b�m�~�\�Z Yes Yes No No No No No

�Ï�Ü�©�î�b�Ž1� Yes No Yes No No No No

CLI �b�Ž1� Yes No No No Yes No No

�è��>&�–�å�Ï�î�º>' Yes Yes No No No No No

�Ž6ä Yes No No Yes No No No

�D�š Yes No No Yes No Yes No

3æ�™ Yes Yes No No No No No
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Cisco Secure ACS �c�
 TACACS+ �†�Q#Ý�K�Z'ö#.�”�É�Ü�£�î�©�Ù�å�\3û�™�K�r�M�� Security Manager 
�\  Cisco Secure ACS �@3û�™�M�•�S�u�_�c�
 Cisco Secure ACS 
Æ�b CiscoWorks �§�î�Â�†  TACACS+ �†
�Q#Ý�M�• AAA �¡�Û�–�”�å�º�\�K�Z0¿���M�•�²0[�@�6�~�r�M���•�<�Z�
 CiscoWorks �§�î�Â�_  Cisco 
Secure ACS �l�b�ß�¢�–�å�_�Q#Ý�M�•'ö#.*…�¡�\�Ã�«�á�î�»�†�f�j�M�•�²0[�@�6�~�r�M���G�€�}�b0[�ó
�† 6�S�M�G�\�_�|�W�Z�
 Security Manager �\  Cisco Secure ACS 6ë�b3û�™�b�w� �ö�@�–0É�I�€�r�M��

>&�@>' TACACS+ �b�­�Ÿ�×�Ü�¸�•  �Ó�Ü�µ�º�†#.0Ž�M�•�_�c�
 �� User Guide for Cisco Secure Access Control 
Server���†�g!·�K�Z�C�T�I�8��

Security Manager �@�6�u�Z  Cisco Secure ACS �\3û�™�M�•�\�A�_�
�¹�Ç�›�Ý�º  �ß�î�Ý�b�8�B�†  Cisco 
ACS �_�æ&g�K�r�M���G�b�ß�î�Ý�c�
 Cisco Secure ACS HTML �–�å�±�î�Ç�™�–�«�b  [Shared Profile 
Components] �­�¡�©�Ù�å�_/²&g�I�€�r�M���r�S�
 TACACS+ �_�|�•1��•�†�•�«�±�Ò  �§�î�Å�«�_�æ&g�K
�r�M���G�b�•�«�±�Ò  �§�î�Å�«�c�
 HTML �–�å�±�î�Ç�™�–�«�b  [Interface Configuration] �­�¡�©�Ù�å
Æ
�b  [TACACS+ (Cisco IOS)] �Ì�î�ª�_/²&g�I�€�r�M���Q�b�‹�[�
�›  Security Manager �ß�î�Ý�_�µ�r�€�•
�’7H�†�š�f�K�S�~�
�G�€�}�b�ß�î�Ý�†�Ø�î�¨�\�Ø�î�¨  �¢�Ý�î�É�_4:#Ý�K�S�~�[�A�r�M��

���b�º�Æ�µ�¡�[�
 Cisco Secure ACS �\  Security Manager �b�Q#Ý�‰�2�_�X�8�Z1��Â�K�r�M��

• �� ACS )+�œ0[�ó�� >&P.8-13>'

• ���6�‡  Cisco Secure ACS �­�µ�º�”�µ�É�m8p�b�+0[�� >&P.8-14>'

• �� Cisco Secure ACS �[��/œ�M�•)+�œ�m8p�� >&P.8-15>'

• �� CiscoWorks �[��/œ�M�•)+�œ�m8p�� >&P.8-21>'

• �� Daemon Manager �b
Ì2s�·�� >&P.8-25>'

• �� Cisco Secure ACS �[�b�Ø�î�¨  �¢�Ý�î�É�l�b�ß�î�Ý�m�~�\�Z�� >&P.8-26>'

ACS )+�œ0[�ó

Cisco Secure ACS �†�Q#Ý�M�•�_�c�
���b�m8p�†�ö�¢�M�•�²0[�@�6�~�r�M��

• Security Manager 
Æ�[�²0[�^�µ+��†��/œ�M�•�S�u�_�²0[�^�’7H�†�µ�t�ß�î�Ý�†��*O�K�r�K�S��

• Network Access Restriction>&NAR>'�_�c�
 NAR �†�É�ß�Ç�“�–�Ý�_4:#Ý�M�•���œ�_'ö#.�M�•�¹�Â�–
�«  �¢�Ý�î�É>&�r�S�c�¹�Â�–�«>'�@�µ�r�€�Z�8�r�M��

• 'ö#.�P1ß�¹�Â�–�«�¡�c�
 Cisco Secure ACS �\  Security Manager �[)[�~�\�±�e�Ð / �`�e�Ð�†�œ�ƒ�O
�•�²0[�@�6�~�r�M���G�b�D7H�c�
/²&g�¡�_4:#Ý�I�€�
�¹�Â�–�«�V�[��*O�I�€�•�Í�«�º�¡�_�c4:#Ý�I
�€�r�O�‡�� ACS �b�è�¡�D7H�c  Security Manager �b�è�¡�D7H�|�~�v�]�&�^�S�u�

›�_�
 ACS 
Æ�[�¹
�Â�–�«�†��*O�M�•�²0[�@�6�~�r�M��

• PIX/ASA �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�
 FWSM�
�>�|�g  IPS �¹�Â�–�«�_6õ�K�Z 6�S�I�^�E�€�d�^�}
�^�8�Q�b�Ú�b�¹�Â�–�«/²&g�¡0[�ó�@�6�~�r�M���G�€�}�_�X�8�Z�c�
 �� NDG �†�Q#Ý�K�^�8�¹�Â�–�«�b  
AAA �¡�Û�–�”�å�º�\�K�Z�b3ã�•�� >&P.8-17>' �_0°3U�I�€�Z�8�r�M��

�Ä�å�º

• ACS )+�œ�b�S�_�¹�Â�–�«�@  Security Manager �_�M�[�_�–�å�Ï�î�º�I�€�Z�8�•���œ�c�
�Q�€�}�b�¹
�Â�–�«�†  AAA �¡�Û�–�”�å�º�\�K�Z  ACS �_3ã�•�K�Z�?�})+�œ�M�•�G�\�†�N�á�K�r�M�� AAA �¡�Û�–
�”�å�º�b�¡�S�c�
 CSM 
Æ�[�b�¹�Â�–�«�b/²&g�¡�\�M+´�M�•�²0[�@�6�~�r�M���M+´�K�Z�8�^�8�\�

�Q�€�}�b�¹�Â�–�«�c�
 ACS )+�œ�‹�_  Security Manager �b�¹�Â�–�«  �Ü�«�º�_/²&g�I�€�^�C�^�~�r
�M��
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    Security Manager �\  Cisco Secure ACS �b)+�œ
• 0
�X�b  Cisco Secure ACS �§�î�Â�†�Q#Ý�M�•�Ç�›�î�Ý�º�º�Þ�Û�å�º�^�–�å�Ç�Û�«�º�Û�¡�³�Õ�b�S(�
�†�I�C�N�á�K�r�M��0
�X�b�§�î�Â�†�Q#Ý�M�•�G�\�_�|�W�Z�
�8�N�€�?�b  ACS �§�î�Â�b3û�™�µ+��@
�»�ƒ�€�Z�v�
 Security Manager 
Æ�b�8���†)E)F�[�A�r�M��

• Cisco Secure ACS �\)+�œ�[�A�•�b�c  1 �X�b�Â�î�ª�Ù�å�b  Security Manager �T�E�[�M���Q�b�S�u�

)�)Ê�[  2 �X�b$��^�•�Â�î�ª�Ù�å�b  Security Manager �@� �ì�_�Q#Ý�I�€�Z�8�•���œ�c�
 2 �X�b$��^�•  
Cisco Secure ACS �§�î�Â�\�b)+�œ�†���‹�M�•�²0[�@�6�~�r�M���S�T�K�
�9�b  ACS �†�Q#Ý�K�^�C�Z
�v�
�‚�K�8�Â�î�ª�Ù�å�b  Security Manager �_�”�µ�É�¢�Þ�î�»�[�A�r�M��

• Cisco Secure ACS 1�0É�@�Q#Ý�I�€�Z�8�•���œ�[�v�
 CiscoWorks Common Services �¯�Ç�º�˜�™�”�c  
Compact Database �x  Database Checkpoint �^�]�b  CiscoWorks Common Services �[�w�b�Ø�î�¸�•
�Ü�¸�•�b�ß�î�•�Ý1��•�†�Q#Ý�K�r�M���G�€�}�b�Ø�î�¸�•�Ü�¸�•�†�Q#Ý�M�•�_�c�
�Ø�î�¨�†�ß�î�•�Ý
�_��*O�K�Z�
4:�)�^�’7H�†�Ü�Z�M�•�²0[�@�6�~�r�M��

6õ4�8o% 

• ���6�‡  Cisco Secure ACS �­�µ�º�”�µ�É�m8p�b�+0[�� >&P.8-14>'

• �� Security Manager �\  Cisco Secure ACS �b)+�œ��>&P.8-12>'

�6�‡  Cisco Secure ACS �­�µ�º�”�µ�É�m8p�b�+0[

���b�m8p�[�c�
 Cisco Secure ACS �\  Security Manager �†�Q#Ý�K�Z��/œ�M�•�²0[�b�6�•�M�m�Z�b�±�«�¡
�b�+0[�†&g�K�r�M���G�b�m8p�_�c�
�›�«�¸�µ�É�b��/œ�_�Q#Ý�I�€�•�|�~0ò�K�8�m8p�l�b�g!·�@�µ�r�€�Z
�8�r�M��

6õ4�8o% 

• �� ACS )+�œ0[�ó�� >&P.8-13>'

• �� Security Manager �\  Cisco Secure ACS �b)+�œ��>&P.8-12>'

�«�¸�µ�É 1 'ö#.1�0É�>�|�g1��•�Ô�¹�Ý�†0£#ì�K�r�M��

Security Manager �†�Q#Ý�M�•�S�_�
'ö#.�Ô�¹�Ý�†�ô���M�•�²0[�@�6�~�r�M���G�€�_�c�
�Q#Ý�M�•�£��
�b'ö#.�ß�î�Ý�\�”�•�˜�å�º�b��*O�v�µ�r�€�r�M��

�Ä�å�º  ¯�~$×'ö#.*…�b�ß�î�Ý�\�’7H�†��*O�M�•�\�A�_�
�–�¿�î�È�Ý�_�M�•�á�î�¡�Ç�ß�î�v*ƒ�Ö�M�•�²
0[�@�6�~�r�M���G�b4E�¥�c�
�”�¡�­�«�b�D7H�‰�2�_�s8j�K�r�M��

0ò(ý�_�X�8�Z�c�
���b1��Â�†�g!·�K�Z�C�T�I�8��

• �� Cisco Secure ACS �ß�î�Ý�_�X�8�Z�� >&P.8-9>'

• �� User Guide for Cisco Security Manager��

• �� User Guide for Cisco Secure Access Control Server��

�«�¸�µ�É 2 Cisco Secure ACS�
 Cisco Security Manager�
�>�|�g  CiscoWorks Common Services �†�–�å�«�º�î
�Ý�K�r�M��

Cisco Secure ACS �†�–�å�«�º�î�Ý�K�r�M���9�b�§�î�Â�V�_  CiscoWorks Common Services �\  Cisco 
Security Manager �†�–�å�«�º�î�Ý�K�r�M�� Cisco Secure ACS �\  Security Manager �†� �L�§�î�Â�V�[��
/œ�K�^�8�[�C�T�I�8��

0ò(ý�_�X�8�Z�c�
���b1��Â�†�g!·�K�Z�C�T�I�8��

• �� Release Notes for Cisco Security Manager��>&�§�Ï�î�º�I�€�Z�8�•  Cisco Secure ACS �b�Â�î�ª�Ù
�å�b0ò(ý>'
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• �� Security Manager �§�î�Â�
 Common Services�
�>�|�g  AUS �b�–�å�«�º�î�Ý�� >&P.5-2>'

• �� Installation Guide for Cisco Secure ACS for Windows Server�� 

�«�¸�µ�É 3 Cisco Secure ACS �[)+�œ�m8p�†��/œ�K�r�M��

Security Manager �Ø�î�¨�†  ACS �Ø�î�¨�\�K�Z��*O�K�
�Q�€�}�†0£#ì�I�€�S�ß�î�Ý�_�ö�Y�8�Z�Ø�î�¨  �¢
�Ý�î�É�_�m�~�\�Z�
�M�m�Z�b'ö#.�P1ß�¹�Â�–�«>&�>�|�g  CiscoWorks/Security Manager �§�î�Â>'�†  
AAA �¡�Û�–�”�å�º�\�K�Z3ã�•�K�
'ö#.�D�š�Ø�î�¨�†�8�B�K�r�M��

0ò(ý�_�X�8�Z�c�
 �� Cisco Secure ACS �[��/œ�M�•)+�œ�m8p�� >&P.8-15>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 CiscoWorks Common Services �[)+�œ�m8p�†��/œ�K�r�M��

Cisco Secure ACS �[��*O�I�€�S�©�«�¸�Ò1‘�9�Ø�î�¨�\�M+´�M�•�ß�î�•�Ý  �Ø�î�¨�†0¿���K�
� �L�Ø�î�¨
�†�©�«�¸�Ò1‘�9�­�µ�º�”�µ�É#Ý�_��*O�K�
 ACS �†  AAA �­�µ�º�”�µ�É  �Ô�î�»�\�K�Z0¿���K�
 SMTP 
�§�î�Â�\�©�«�¸�Ò'ö#.*…�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†0¿���K�r�M��

0ò(ý�_�X�8�Z�c�
 �� CiscoWorks �[��/œ�M�•)+�œ�m8p�� >&P.8-21>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 5 Daemon Manager �†
Ì2s�·�K�r�M��

Security Manager �§�î�Â�b  Daemon Manager �†
Ì2s�·�K�Z�
�S�B�K�S  AAA 0¿���†�w� �_�K�r�M��

0ò(ý�_�X�8�Z�c�
 �� Daemon Manager �b
Ì2s�·�� >&P.8-25>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 Cisco Secure ACS �[�Ø�î�¨  �¢�Ý�î�É�_�ß�î�Ý�†�m�~�\�Z�r�M��

Cisco Secure ACS �[0¿���I�€�S�Ø�î�¨  �¢�Ý�î�É�H�\�_�ß�î�Ý�†�m�~�\�Z�r�M���Q#Ý�M�m�A�m8p�c�

Network Device Group>&NDG; �¿�µ�º�á�î�¡  �¹�Â�–�«  �¢�Ý�î�É>'�†0¿���K�S�?�]�:�?�_�|�W�Z$��^�~
�r�M��

0ò(ý�_�X�8�Z�c�
 �� Cisco Secure ACS �[�b�Ø�î�¨  �¢�Ý�î�É�l�b�ß�î�Ý�m�~�\�Z�� >&P.8-26>' �†�g!·�K�Z
�C�T�I�8��

Cisco Secure ACS �[��/œ�M�•)+�œ�m8p

���b�º�Æ�µ�¡�[�
 Cisco Security Manager �\)+�œ�M�•���œ�_  Cisco Secure ACS �[��/œ�M�m�A�m8p�_�X
�8�Z1��Â�K�r�M���4�ò�I�€�S8p�_�±�«�¡�†��/œ�K�r�M���G�€�}�b8o�[1��Â�M�•�m8p�b0ò(ý�_�X�8�Z�c�


�� User Guide for Cisco Secure Access Control Server���†�g!·�K�Z�C�T�I�8��

1. �� Cisco Secure ACS �[�b�Ø�î�¨�\�Ø�î�¨  �¢�Ý�î�É�b��*O�� >&P.8-15>'

2. �� Cisco Secure ACS �[�b'ö#.�P1ß�¹�Â�–�«�b  AAA �¡�Û�–�”�å�º�\�K�Z�b3ã�•�� >&P.8-17>'

3. �� Cisco Secure ACS �[�b'ö#.�D�š�Ø�î�¨�b�8�B�� >&P.8-21>'

Cisco Secure ACS �[�b�Ø�î�¨�\�Ø�î�¨  �¢�Ý�î�É�b��*O

Security Manager �b�M�m�Z�b�Ø�î�¨�†  Cisco Secure ACS �[��*O�K�
�|�}�b*Ë�»�’7H�_�Â�L�S�ß�î�Ý�†
�m�~�\�Z�•�²0[�@�6�~�r�M���G�b�q�v(F�"�^�‰�2�c�
 ACS �[�Q#Ý�•+��^�¹�Ç�›�Ý�º  �ß�î�Ý�_�‘�W�Z
�Ø�î�¨�†0
�X�b�¢�Ý�î�É�_�(�E�•�‰�2�[�M���S�\�<�d�
�M�m�Z�b�©�«�¸�Ò'ö#.*…�†�6�•�¢�Ý�î�É�_�m�~
�\�Z�
�M�m�Z�b�¿�µ�º�á�î�¡  �œ�Ì�Þ�î�±�†�9�b�¢�Ý�î�É�_�m�~�\�Z�•�\�8�W�S
½�œ�[�M�� ACS 
Æ�b�¹
�Ç�›�Ý�º  �ß�î�Ý�b0ò(ý�_�X�8�Z�c�
 �� Cisco Secure ACS �¹�Ç�›�Ý�º  �ß�î�Ý�� >&P.8-10>' �†�g!·�K�Z�C�T
�I�8��

�¹�Â�–�«�_�P�M�•�Ç�Ý�’7H�†�â�X  System Administrator �ß�î�Ý�†�m�~�\�Z�•�‚�K�8�Ø�î�¨�†�8�B�M�•
�²0[�@�6�~�r�M���G�b�Ø�î�¨�_�P�K�Z0¿���I�€�S2(�A�_���@�
�‹�[�
 CiscoWorks �b  [System Identity 
Setup] �Ì�î�ª�[�Q#Ý�I�€�r�M�� ���©�«�¸�Ò1‘�9�Ø�î�¨�b��*O�� >&P.8-22>' �†�g!·�K�Z�C�T�I�8��
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�b�¢�Ý�î�É�_�P�M�•��7•�b�ß�î�Ý�b�m�~�\�Z�c�
 CiscoWorks�
 Security Manager�
�>�|�g�Q�b�Ú�b�”
�É�Ü�£�î�©�Ù�å�@  Cisco Secure ACS �_$Ï6��I�€�S�‹�[��/œ�I�€�r�M��

�Ä�å�º �G�b�m8p�[�c�
�6�‡  Cisco Secure ACS )+�œ�p�b�Ø�î�¨  �”�•�˜�å�º�b�8�B�‰�2�_�X�8�Z1��Â�K�r�M��)+
�œ�†�ö�¢�K�S�}�
�Ø�î�¨  �”�•�˜�å�º�†�8�B�K�Z�
4:�)�^�¢�Ý�î�É�_�m�~�\�Z�•�G�\�@�[�A�r�M��

6õ4�8o% 

• �� ACS )+�œ0[�ó�� >&P.8-13>'

• ���6�‡  Cisco Secure ACS �­�µ�º�”�µ�É�m8p�b�+0[�� >&P.8-14>'

• �� Cisco Secure ACS �[�b�Ø�î�¨  �¢�Ý�î�É�l�b�ß�î�Ý�m�~�\�Z�� >&P.8-26>'

�«�¸�µ�É 1 Cisco Secure ACS �_�ß�¢�–�å�K�r�M��

�«�¸�µ�É 2 ���b�m8p�†�Q#Ý�K�Z�
�Ç�Ý�’7H�†�â�X�Ø�î�¨�†0¿���K�r�M���Ø�î�¨�\�Ø�î�¨  �¢�Ý�î�É�b0¿���ì�_�Q#Ý
�•+��^�œ�É�©�Ù�å�b0ò(ý�_�X�8�Z�c�
 �� User Guide for Cisco Secure Access Control Server���†�g!·�K�Z
�C�T�I�8��

a. �¼�Å�¤�î�©�Ù�å  �Â�î�b  [User Setup] �†�¡�Ü�µ�¡�K�r�M��

b. [User Setup] �Ì�î�ª�[�
�‚�K�8�Ø�î�¨�b�¡�S�†
°�Š�K�Z  [Add/Edit] �†�¡�Ü�µ�¡�K�r�M��

�Ä�å�º admin �\�8�:�¡�S�b�Ø�î�¨�c�8�B�K�^�8�[�C�T�I�8�� admin �Ø�î�¨�c  Security Manager �b
�Ç�›�î�Ý�Â�µ�¡  �Ø�î�¨�[�M�� ACS �©�«�¸�Ò�@�1�}�?�b#.#ä�[�õ�F�K�S���œ�c�
 admin �”�•�˜
�å�º�†�Q#Ý�K�Z  Security Manager �§�î�Â�V�b  CiscoWorks Common Services �_�ß�¢�–�å�K�

AAA �Ô�î�»�†  CiscoWorks �ß�î�•�Ý1�0É�_�š�f�K�Z�
0����b�Q#Ý�†)F�E�•�G�\�@�[�A�r�M��

c. [User Setup] �b�W�b  [Password Authentication] �Ü�«�º�?�}1�0É�‰�'�†4E�¥�K�r�M��

d. �‚�K�8�Ø�î�¨�b�Ã�«�á�î�»�†
°�Š�K�Z&�1��K�r�M��

e. �Ø�î�¨�_�m�~�\�Z�•�m�A�¢�Ý�î�É�\�K�Z  [Group 1] �†4E�¥�K�r�M��

f. [Submit] �†�¡�Ü�µ�¡�K�Z�Ø�î�¨  �”�•�˜�å�º�†�8�B�K�r�M��

�«�¸�µ�É 3 Security Manager �Ø�î�¨�H�\�_�G�b�É�ß�­�«�†)Þ�~3É�K�r�M���Ø�î�¨�c�m�~�\�Z�}�€�S�ß�î�Ý�_�ö�Y
�8�Z�¢�Ý�î�É�_�(�E�•�G�\�†�N�á�K�r�M��

• �¢�Ý�î�É  1>8System Administrator

• �¢�Ý�î�É  2>8Security Administrator

• �¢�Ý�î�É  3>8Security Approver

• �¢�Ý�î�É  4>8Network Administrator

• �¢�Ý�î�É  5>8Approver

• �¢�Ý�î�É  6>8Network Operator

• �¢�Ý�î�É  7>8Help Desk

�›�ß�î�Ý�_6õ4��Ü�E�}�€�S�¹�Ç�›�Ý�º�’7H�b0ò(ý�_�X�8�Z�c�
 �� Security Manager 
Æ�b�’7H�\�ß�î�Ý�b
�¹�Ç�›�Ý�º�b6õ4��Ü�E�� >&P.8-11>' �†�g!·�K�Z�C�T�I�8���Ø�î�¨  �ß�î�Ý�b�•�«�±�Ð�–�¬�‰�2�_�X�8�Z�c�


�� Cisco Secure ACS �ß�î�Ý�b�•�«�±�Ð�–�¬�� >&P.8-11>' �†�g!·�K�Z�C�T�I�8��
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'¨  8 'v       �Ø�î�¨  �”�•�˜�å�º�b'ö#.
    Security Manager �\  Cisco Secure ACS �b)+�œ
>&�@>' �G�b�•7u�[�
�¢�Ý�î�É�c�]�b�ß�î�Ý�v��*O�I�€�Z�8�^�8�Ø�î�¨�b7Ÿ�œ�[�K�?�6�~�r�O�‡��)+�œ
�É�ß�­�«�@�ö�¢�K�Z�?�}�
�›�Ø�î�¨�_�ß�î�Ý�†�m�~�\�Z�r�M�� �� Cisco Secure ACS �[�b�Ø�î�¨  
�¢�Ý�î�É�l�b�ß�î�Ý�m�~�\�Z�� >&P.8-26>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 CiscoWorks Common Services �[�©�«�¸�Ò1‘�9�Ø�î�¨�\�K�Z�Q#Ý�M�•�‚�K�8�Ø�î�¨�†�8�B�K�r�M���G�b
�Ø�î�¨�†�©�«�¸�Ò'ö#.*…�¢�Ý�î�É�_�m�~�\�Z�
�¹�Â�–�«�_�P�M�•�M�m�Z�b"I�’�†�Ü�Z�K�r�M���G�b�Ø�î
�¨�_�P�K�Z0¿���I�€�S2(�A�_���@�
�‹�[�
 CiscoWorks �b  [System Identity Setup] �Ì�î�ª�[�Q#Ý�I�€�r
�M�����©�«�¸�Ò1‘�9�Ø�î�¨�b��*O�� >&P.8-22>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 5 �� Cisco Secure ACS �[�b'ö#.�P1ß�¹�Â�–�«�b  AAA �¡�Û�–�”�å�º�\�K�Z�b3ã�•�� >&P.8-17>' �_4
�s�r�M��

Cisco Secure ACS �[�b'ö#.�P1ß�¹�Â�–�«�b  AAA �¡�Û�–�”�å�º�\�K�Z�b3ã�•  

Security Manager �_�¹�Â�–�«�†�–�å�Ï�î�º�M�•�_�c�
 Cisco Secure ACS �[�›�¹�Â�–�«�†  AAA �¡�Û�–
�”�å�º�\�K�Z0¿���M�•�²0[�@�6�~�r�M���•�<�Z�
 CiscoWorks/Security Manager �§�î�Â�†  AAA �¡�Û�–
�”�å�º�\�K�Z0¿���M�•�²0[�@�6�~�r�M��

Security Manager �@�
Catalyst 6500/7600 �¹�Â�–�«#Ý�b  FWSM �†�µ�t�Ç�“�–�”�˜�›�î�Ý  �¹�Â�–�«�V�[
0¿���I�€�S�­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�†'ö#.�K�Z�8�•���œ�c�
 �Q�€�R�€�b�¥�å�¸�Ÿ�«�º�†�¶�9�_  Cisco 
Secure ACS �_3ã�•�M�•�²0[�@�6�~�r�M��� �]�_�
 IPS �¹�Â�–�«�V�[��*O�I�€�S�M�m�Z�b�ì�•�­�å�§�î
�†3ã�•�M�•�²0[�v�6�~�r�M��

'ö#.�P1ß�¹�Â�–�«�†3ã�•�M�•�‰�'�c�
 NDG �†�8�B�K�Z"I���b�¹�Â�–�«  �­�µ�º�b'ö#.�_�Ø�î�¨�†�D7H�M
�•�?�]�:�?�_�|�W�Z$��^�~�r�M�����b�|�:�_4
�u�r�M��

• �M�m�Z�b�¹�Â�–�«�l�b�”�¡�­�«�†�Ø�î�¨�_0Á�•�M�•���œ�c�
 �� NDG �†�Q#Ý�K�^�8�¹�Â�–�«�b  AAA 
�¡�Û�–�”�å�º�\�K�Z�b3ã�•�� >&P.8-17>' �_0°3U�I�€�Z�8�•�|�:�_�¹�Â�–�«�†3ã�•�K�r�M��

• "I���b  NDG �l�b�”�¡�­�«�T�E�†�Ø�î�¨�_0Á�•�M�•���œ�c�
 �� Security Manager �[�Q#Ý�M�•�¿�µ�º
�á�î�¡  �¹�Â�–�«  �¢�Ý�î�É�b0¿���� >&P.8-18>' �_0°3U�I�€�Z�8�•�|�:�_�¹�Â�–�«�†3ã�•�K�r�M��

NDG �†�Q#Ý�K�^�8�¹�Â�–�«�b  AAA �¡�Û�–�”�å�º�\�K�Z�b3ã�•  

�G�b�m8p�[�c�
�¹�Â�–�«�†  Cisco Secure ACS �b  AAA �¡�Û�–�”�å�º�\�K�Z3ã�•�M�•�‰�2�_�X�8�Z1��Â
�K�r�M���Q#Ý�•+��^�œ�É�©�Ù�å�b0ò(ý�_�X�8�Z�c�
 �� User Guide for Cisco Secure Access Control 
Server���†�g!·�K�Z�C�T�I�8��

�Ä�å�º CiscoWorks/Security Manager �§�î�Â�†  AAA �¡�Û�–�”�å�º�\�K�Z3ã�•�M�•�G�\�†�À�€�^�8�[�C�T�I�8��

6õ4�8o% 

• �� ACS )+�œ0[�ó�� >&P.8-13>'

• ���6�‡  Cisco Secure ACS �­�µ�º�”�µ�É�m8p�b�+0[�� >&P.8-14>'

�«�¸�µ�É 1 Cisco Secure ACS �b�¼�Å�¤�î�©�Ù�å  �Â�î�[�
 [Network Configuration] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [AAA Clients] �¸�î�È�Ý�b�W�[  [Add Entry] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [Add AAA Client] �Ì�î�ª�[  AAA �¡�Û�–�”�å�º�b�Í�«�º�¡>& 32 �e�Ð�è�W>'�†
°�Š�K�r�M�� AAA �¡�Û�–
�”�å�º�b�Í�«�º�¡�c�
 Security Manager 
Æ�[�¹�Â�–�«�\�K�Z�Q#Ý�M�•�£���b/²&g�¡�\�M+´�I�O�• �²0[
�@�6�~�r�M ��
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    Security Manager �\  Cisco Secure ACS �b)+�œ
�S�\�<�d�
 Security Manager �[�»�Ó�–�å�¡�†�¹�Â�–�«�¡�_�Ü�•�M�•���œ�c�
 ACS 
Æ�b AAA �¡�Û�–�”
�å�º�b�Í�«�º�¡�†  <device_name>.<domain_name> �_�M�•�²0[�@�6�~�r�M��

CiscoWorks �§�î�Â�_�¡�S�†�Ü�E�•���œ�c�
�ö
²�Ÿ8í�Í�«�º�¡�†�Q#Ý�M�•�G�\�†�N�á�K�r�M���Í�«�º�¡
�b)[�~�@�G�K�8�G�\�†&�1��K�Z�C�T�I�8>&�Í�«�º�¡�c�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�O�‡>' ��

�Q�b�Ú�b�è�¡0d�N�†���_&g�K�r�M��

• PIX �r�S�c  ASA �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º�
�6�•�8�c�
 FWSM )�#ä�[�è���I�€�S  FWSM �­�Ÿ�×
�Ü�¸�•  �¥�å�¸�Ÿ�«�º>8 <parent_display_name>_<context_name>

• FWSM �È�Þ�î�»>8 <chassis_name>_FW_<slot_number>

• �©�Õ�î�©)�#ä�[�è���I�€�S  FWSM �­�Ÿ�×�Ü�¸�•  �¥�å�¸�Ÿ�«�º>8
<chassis_name>_FW_<slot_number>_<context_name>

• IPS �­�å�§�î>8 <IPSParentName>_<virtualSensorName>

�«�¸�µ�É 4 [AAA Client IP Address] �Ç�•�î�Ý�»�_�¿�µ�º�á�î�¡  �¹�Â�–�«�b  IP �”�»�Þ�«�†
°�Š�K�r�M�� �¹�Â�–�«�_  
IP �”�»�Þ�«�@0¿���I�€�Z�8�^�8���œ>&�ì�•�­�å�§�î�x�ì�•�¥�å�¸�Ÿ�«�º�^�]>'�c�
�”�»�Þ�«�b�æ�ƒ�~
�_�"1��b  dynamic �†
°�Š�K�r�M��

>&�@>' �Ð�Ý�³�Í�î�Ò  �¹�Â�–�«>&0
�X�b  NIC �@��/æ�I�€�S�¹�Â�–�«>'�†3ã�•�K�Z�8�•���œ�c�
�›  NIC 
�b  IP �”�»�Þ�«�†
°�Š�K�r�M���›�”�»�Þ�«�b6ë�[  Enter �†�²�K�r�M���•�<�Z�
 Security Manager 
�§�î�Â�V�b  gatekeeper.cfg �Ç�“�–�Ý�†�š�f�M�•�²0[�@�6�~�r�M��

�«�¸�µ�É 5 [Key] �Ç�•�î�Ý�»�_
¹�w&Î�&�Ÿ�î�†
°�Š�K�r�M��

�«�¸�µ�É 6 [Authenticate Using] �Ü�«�º�?�}  [TACACS+ (Cisco IOS)] �†4E�¥�K�r�M��

�«�¸�µ�É 7 [Submit] �†�¡�Ü�µ�¡�K�Z�š�f�†�–�Ñ�K�r�M��3ã�•�K�S�¹�Â�–�«�@  [AAA Clients] �¸�î�È�Ý
Æ�_/²&g�I
�€�r�M��

�«�¸�µ�É 8 �G�b�É�ß�­�«�†)Þ�~3É�K�Z�
�‚�K�8�¹�Â�–�«�†3ã�•�K�r�M��

�«�¸�µ�É 9 3ã�•�K�S�¹�Â�–�«�†�–�Ñ�M�•�_�c�
 [Submit + Restart] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 10 �� Cisco Secure ACS �[�b'ö#.�D�š�Ø�î�¨�b�8�B�� >&P.8-21>' �_4
�s�r�M��

Security Manager �[�Q#Ý�M�•�¿�µ�º�á�î�¡  �¹�Â�–�«  �¢�Ý�î�É�b0¿��  

Cisco Secure ACS �†�Q#Ý�M�€�d�
"I���b'ö#.�P1ß�¹�Â�–�«�†�µ�t  NDG �†0¿���[�A�r�M���S�\�<�d�

�…#.$×�…�æ�9�b NDG �x)�)Ê�S4��\�M+´�M�•  NDG �†�8�B�[�A�r�M�� NDG �†  Security Manager �\�M)t
�_�Q#Ý�M�€�d�
'ö#.�P1ß�¹�Â�–�«�_�Â�L�Z�
�I�r�J�r�^�Þ�Ë�Ý�b�’7H�†�Ø�î�¨�_�Ü�Z�[�A�r�M���S�\�<
�d�
 NDG �†�Q#Ý�M�•�G�\�_�|�W�Z�
�Ø�î�¨  A �_�
�Ú�î�ß�µ�Ã�_0¿*(�I�€�S�¹�Â�–�«�_�P�M�•�©�«�¸�Ò
'ö#.*…�’7H�\�”�ª�”�_0¿*(�I�€�S�¹�Â�–�«�_�P�M�•�Ê�Ý�É  �¹�«�¡�’7H�†�m�~�\�Z�•�G�\�@�[�A�r�M��
�Q�b�‹�[�
�G�o�P�b�’7H�†�Ø�î�¨  B �_�m�~�\�Z�•�G�\�@�[�A�r�M��

NDG �c%$�K�c�Ø�î�¨�_�m�~�\�Z�r�O�‡���Q�b�æ�ƒ�~�_�
�Ø�î�¨  �¢�Ý�î�É�H�\�_��*O�K�S�ß�î�Ý�_  
NDG �†�m�~�\�Z�r�M���›  NDG �c  1 �X�b�ß�î�Ý�_�K�?�m�~�\�Z�•�G�\�@�[�A�r�O�‡�@�
�›�ß�î�Ý�_0

�X�b  NDG �†�µ�u�•�G�\�@�[�A�r�M���G�€�}�b��*O�c�
4E�¥�I�€�S�Ø�î�¨  �¢�Ý�î�É�b��*O�b�M4Š�\�K�Z
�–�Ñ�I�€�r�M��

�Ä�å�º

• �›�¹�Â�–�«�c  1 �X�b  NDG �b�Ó�å�Â�î�_�K�?�^�€�r�O�‡��

• NDG �c�
 Security Manager �[0¿���•+��^�¹�Â�–�«  �¢�Ý�î�É�_ 6õ4��Ü�E�}�€�r�O�‡ ��
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    Security Manager �\  Cisco Secure ACS �b)+�œ
• NDG �b'ö#.�‰�2�_�X�8�Z�c�
 �� User Guide for Cisco Secure Access Control Server���†�g!·�K�Z�C
�T�I�8��

���b�º�Æ�µ�¡�[�
 NDG �b0¿���_6õ�M�•�ö�•$×�^�_���\�«�¸�µ�É�_�X�8�Z1��Â�K�r�M��

• �� NDG �\�Ø�î�¨�’7H�� >&P.8-19>'

• �� NDG �µ+��b�”�¡�¸�•�È�ì�� >&P.8-19>'

• �� NDG �b�8�B�� >&P.8-20>'

• �� NDG �\�ß�î�Ý�b�Ø�î�¨  �¢�Ý�î�É�l�b6õ4��Ü�E�� >&P.8-27>'

NDG �\�Ø�î�¨�’7H

NDG �c�Ø�î�¨�†"I���b�¹�Â�–�«  �­�µ�º�_�D7H�M�•�S�u�
���b�|�:�_�
�Ï�Ü�©�î�’7H�_�s8j�K�r�M��

• �Ï�Ü�©�î�†/²&g�M�•�_�c�
�Q�b�Ï�Ü�©�î�@�m�~�\�Z�}�€�S�a�^�C�\�v  1 �X�b�¹�Â�–�«�_�P�M�•�’7H
�†�â�W�Z�8�•�²0[�@�6�~�r�M��

• �Ï�Ü�©�î�†�š�f�M�•�_�c�
�Q�b�Ï�Ü�©�î�@�m�~�\�Z�}�€�S �M�m�Z�b�¹�Â�–�«�_�P�M�•�’7H�†�â�W�Z
�8�•�²0[�@�6�~�r�M��

• VPN �Ï�Ü�©�î�†/²&g�
�š�f�
�r�S�c�m�~�\�Z�•�_�c�
 VPN �º�Ï�ß�ª
Æ�b �M�m�Z�b�¹�Â�–�«�_�P�M
�•�’7H�†�â�W�Z�8�•�²0[�@�6�~�r�M��

• �¹�Â�–�«�_�Ï�Ü�©�î�†�m�~�\�Z�•�_�c�
�Ï�Ü�©�î�@�m�~�\�Z�}�€�S�Ú�b�¹�Â�–�«�_�P�M�•�’7H�†
�â�W�Z�8�•�?�]�:�?�_6õ�€�^�C�
�Q�b�¹�Â�–�«�b�’7H�b�s�@�²0[�[�M>&�V3Ù�K�S�|�:�_�
 VPN �Ï
�Ü�©�î�c�[�¥�[�M>' ���S�T�K�
�’7H�†�â�W�Z�8�^�8�¹�Â�–�«�_�m�~�\�Z�}�€�Z�8�•�Ï�Ü�©�î�†�š�f
�M�•�G�\�c�[�A�r�O�‡��

>&�@>' �œ�È�ª�™�¡�º�†�š�f�M�•�_�c�
�Q�b�œ�È�ª�™�¡�º�†�Q#Ý�K�Z�8�•�M�m�Z�b�¹�Â�–�«�_�P�M�•�š�f�’7H�†
�â�W�Z�8�•�²0[�c �6�~�r�O�‡ ���S�T�K�
�Q�b�¹�Â�–�«�V�[��*O�I�€�S�¹�Â�–�«�Þ�Ë�Ý�b�œ�È�ª�™�¡�º�b
�V�i�A�†�š�f�M�•�_�c�
"I���b�¹�Â�–�«�_�P�M�•�š�f�’7H�†�â�W�Z�8�•�²0[�@�6�~�r�M��

6õ4�8o% 

• �� Security Manager �[�Q#Ý�M�•�¿�µ�º�á�î�¡  �¹�Â�–�«  �¢�Ý�î�É�b0¿���� >&P.8-18>'

• ���Ø�î�¨�b�’7H�� >&P.8-3>'

NDG �µ+��b�”�¡�¸�•�È�ì

NDG �†�8�B�K�Z�
�¹�Â�–�«�†3ã�•�M�•�_�c�
 NDG �µ+��†�”�¡�¸�•�È�_�M�•�²0[�@�6�~�r�M��

6õ4�8o% 

• �� NDG �b�8�B�� >&P.8-20>'

• �� NDG �\�ß�î�Ý�b�Ø�î�¨  �¢�Ý�î�É�l�b6õ4��Ü�E�� >&P.8-27>'

• �� NDG �\�Ø�î�¨�’7H�� >&P.8-19>'

• �� Security Manager �[�Q#Ý�M�•�¿�µ�º�á�î�¡  �¹�Â�–�«  �¢�Ý�î�É�b0¿���� >&P.8-18>'

�«�¸�µ�É 1 Cisco Secure ACS �b�¼�Å�¤�î�©�Ù�å  �Â�î�[�
 [Interface Configuration] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Advanced Options] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �«�¡�ß�î�Ý  �²�˜�å�K�Z�?�}�
 [Network Device Groups] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 4 [Submit] �†�¡�Ü�µ�¡�K�r�M��
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�«�¸�µ�É 5 �� NDG �b�8�B�� >&P.8-20>' �_4
�s�r�M��

NDG �b�8�B

�G�b�m8p�[�c�
 NDG �†�8�B�K�Z�
�¹�Â�–�«�†3ã�•�M�•�‰�2�_�X�8�Z1��Â�K�r�M���›�¹�Â�–�«�c  1 �X�b  
NDG �_�K�?�“�M�•�G�\�@�[�A�r�O�‡��

�Ä�å�º CiscoWorks/Security Manager �§�î�Â�†�µ�t"I�9�^  NDG �†�8�B�M�•�G�\�†�I�C�N�á�K�r�M��

�c�L�u�•�S�_

�� NDG �µ+��b�”�¡�¸�•�È�ì�� >&P.8-19>' �_0°3U�I�€�Z�8�•�|�:�_�
 NDG �µ+��†�”�¡�¸�•�È�_�K�r�M��

6õ4�8o% 

• �� NDG �\�ß�î�Ý�b�Ø�î�¨  �¢�Ý�î�É�l�b6õ4��Ü�E�� >&P.8-27>'

• �� NDG �\�Ø�î�¨�’7H�� >&P.8-19>'

• �� Security Manager �[�Q#Ý�M�•�¿�µ�º�á�î�¡  �¹�Â�–�«  �¢�Ý�î�É�b0¿���� >&P.8-18>'

�«�¸�µ�É 1 �¼�Å�¤�î�©�Ù�å  �Â�î�[�
 [Network Configuration] �†�¡�Ü�µ�¡�K�r�M��

�q�6�c�
�M�m�Z�b�¹�Â�–�«�@  Not Assigned �_4Ä*(�I�€�r�M���G�b���d�_�c�
 NDG 
Æ�_�Ñ�~�K�^�?�W�S
�M�m�Z�b�¹�Â�–�«�@�–�Ñ�I�€�r�M�� Not Assigned �c  NDG �[ �^�8 �G�\�_�@�–�K�Z�C�T�I�8��

�«�¸�µ�É 2 NDG �†�8�B�K�r�M��

a. [Add Entry] �†�¡�Ü�µ�¡�K�r�M��

b. [New Network Device Group] �Ì�î�ª�[�
 NDG �b�¡�S�†
°�Š�K�r�M���q�±6×�c  24 �e�Ð�[�M���«
�Ì�î�«�†�Q#Ý�[�A�r�M��

c. >&�œ�É�©�Ù�å>'NDG 
Æ�b�M�m�Z�b�¹�Â�–�«�[�Q#Ý�I�€�•�Ÿ�î�†
°�Š�K�r�M�� NDG #Ý�b�Ÿ�î�†��*O
�M�•�\�
 NDG 
Æ�b�¶�9�b�¹�Â�–�«�_�P�K�Z��*O�I�€�S�M�m�Z�b�Ÿ�î�@�V�i�A�I�€�r�M��

d. [Submit] �†�¡�Ü�µ�¡�K�Z  NDG �†�–�Ñ�K�r�M��

e. �G�b�É�ß�­�«�†)Þ�~3É�K�Z�
�‚�K�8  NDG �†�8�B�K�r�M��

�«�¸�µ�É 3 NDG �_�¹�Â�–�«�†3ã�•�K�r�M���›�¹�Â�–�«�c  1 �X�b  NDG �b�Ó�å�Â�î�_�K�?�^�€�^�8�G�\�_�@�–�K�Z
�C�T�I�8��

a. [Network Device Groups] �š�Ü�”�[�
 NDG �b�¡�S�†�¡�Ü�µ�¡�K�r�M��

b. [AAA Clients] �š�Ü�”�[�
 [Add Entry] �†�¡�Ü�µ�¡�K�r�M��

c. NDG �_3ã�•�M�•�¹�Â�–�«�b0ò(ý�†��*O�K�Z�?�}�
 [Submit] �†�¡�Ü�µ�¡�K�r�M��0ò(ý�_�X�8�Z�c�

�� NDG �†�Q#Ý�K�^�8�¹�Â�–�«�b  AAA �¡�Û�–�”�å�º�\�K�Z�b3ã�•�� >&P.8-17>' �†�g!·�K�Z�C�T�I�8��

d. �G�b�É�ß�­�«�†)Þ�~3É�K�Z�
�g�~�b�¹�Â�–�«�†  NDG �_3ã�•�K�r�M�� Not Assigned �•�¸�¦�Ü�_�g�M
�G�\�†�è0¦�M�m�A�O�M�b�¹�Â�–�«�@�
�¹�Ç�›�Ý�º  AAA �§�î�Â�[�M��

e. �q�‹�b�¹�Â�–�«�†0¿���K�S�}�
 [Submit + Restart] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �� Cisco Secure ACS �[�b'ö#.�D�š�Ø�î�¨�b�8�B�� >&P.8-21>' �_4
�s�r�M��
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�Ä�å�º Cisco Secure ACS �\  CiscoWorks Common Services �b)+�œ�É�ß�­�«�@�ö�¢�K�^�E�€�d�
 �ß�î�Ý
�†�›  NDG �_6õ4��Ü�E�•�G�\�@�[�A�r�O�‡�� �� NDG �\�ß�î�Ý�b�Ø�î�¨  �¢�Ý�î�É�l�b6õ4��Ü�E��

>&P.8-27>' �†�g!·�K�Z�C�T�I�8��

Cisco Secure ACS �[�b'ö#.�D�š�Ø�î�¨�b�8�B

Cisco Secure ACS �b  [Administration Control] �Ì�î�ª�†�Q#Ý�K�Z�
 CiscoWorks Common Services �b  
AAA �­�µ�º�”�µ�É  �Ô�î�»�b��*O�_�Q#Ý�I�€�•'ö#.*…�”�•�˜�å�º�†��*O�K�r�M�� Security Manager �c�

�G�b�”�•�˜�å�º�†�Q#Ý�K�Z�
 ACS �§�î�Â�_�”�¡�­�«�K�Z�”�É�Ü�£�î�©�Ù�å�†$Ï6��K�S�~�
�¹�Â�–�«  �¢
�Ý�î�É  �Ó�å�Â�î�©�µ�É�\�¢�Ý�î�É  �­�µ�º�”�µ�É�†�e�8�œ�ƒ�O�S�~�
�Q�b�Ú�b�ö�•$×�^  ACS �\�b�¹�î�±
�b�x�~�v�~�†/œ�W�S�~�K�r�M��0ò(ý�_�X�8�Z�c�
 �� CiscoWorks �[�b  AAA �­�µ�º�”�µ�É  �Ô�î�»�b0¿����

>&P.8-23>' �†�g!·�K�Z�C�T�I�8��

6õ4�8o% 

• �� ACS )+�œ0[�ó�� >&P.8-13>'

• ���6�‡  Cisco Secure ACS �­�µ�º�”�µ�É�m8p�b�+0[�� >&P.8-14>'

�«�¸�µ�É 1 Cisco Secure ACS �b�¼�Å�¤�î�©�Ù�å  �Â�î�[�
 [Administration Control] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Add Administrator] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [Add Administrator] �Ì�î�ª�[�
'ö#.*…�b�¡�S�\�Ã�«�á�î�»�†
°�Š�K�r�M��

�«�¸�µ�É 4 ���b'ö#.*…"I�’�†4E�¥�K�r�M��

• Under Users and Group Setup

– �¢�Ý�î�É
Æ�b�Ø�î�¨�_�P�M�•1��s�v�~�”�¡�­�«

– �G�€�}�b�¢�Ý�î�É�b1��s�v�~�”�¡�­�«

• Under Shared Profile Components

– �¹�Â�–�«  �¥�Ð�å�»  �­�µ�º  �±�–�É�b�8�B

• �¿�µ�º�á�î�¡0¿��

�«�¸�µ�É 5 [Submit] �†�¡�Ü�µ�¡�K�Z'ö#.*…�†�8�B�K�r�M��'ö#.*…�b0¿���ì�_�Q#Ý�•+��^�œ�É�©�Ù�å�b0ò(ý�_�X�8
�Z�c�
 �� User Guide for Cisco Secure Access Control Server���†�g!·�K�Z�C�T�I�8��

CiscoWorks �[��/œ�M�•)+�œ�m8p  
Cisco Secure ACS �[�b)+�œ�±�«�¡>& �� Cisco Secure ACS �[��/œ�M�•)+�œ�m8p�� >&P.8-15>' �†�g!·>'�@�ö
�¢�K�S�}�
 CiscoWorks Common Services �[�8�C�X�?�b�±�«�¡�†�ö�¢�M�•�²0[�@�6�~�r�M�� Common 
Services �c�
 Cisco Security Manager �x  Auto Update Server �^�]�b�–�å�«�º�î�Ý�P1ß�”�É�Ü�£�î�©�Ù�å
�b  Cisco Secure ACS �l�b$Ï6��†��/œ�K�r�M��

���b�º�Æ�µ�¡�[�
 Cisco Security Manager �\)+�œ�M�•���œ�_  CiscoWorks Common Services �[��/œ�M�•
�m8p�_�X�8�Z1��Â�K�r�M��

• �� CiscoWorks �[�b�ß�î�•�Ý  �Ø�î�¨�b�8�B�� >&P.8-22>'
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• ���©�«�¸�Ò1‘�9�Ø�î�¨�b��*O�� >&P.8-22>'

• �� CiscoWorks �[�b  AAA �­�µ�º�”�µ�É  �Ô�î�»�b0¿���� >&P.8-23>'

• �� ACS �«�¸�î�±�«3û%±#Ý�b  SMTP �§�î�Â�\�©�«�¸�Ò'ö#.*…�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b0¿����
>&P.8-25>'

CiscoWorks �[�b�ß�î�•�Ý  �Ø�î�¨�b�8�B

CiscoWorks Common Services �b  [Local User Setup] �Ì�î�ª�†�Q#Ý�K�Z�
 Cisco Secure ACS �[�8�B�I
�€�S�©�«�¸�Ò1‘�9�Ø�î�¨>& �� Cisco Secure ACS �[�b�Ø�î�¨�\�Ø�î�¨  �¢�Ý�î�É�b��*O�� >&P.8-15>' �†�g!·>'
�\�r�W�S�C� �L�ß�î�•�Ý  �Ø�î�¨  �”�•�˜�å�º�†�8�B�K�r�M���G�b�ß�î�•�Ý  �Ø�î�¨  �”�•�˜�å�º�c�
�‹�[�

�©�«�¸�Ò1‘�9�­�µ�º�”�µ�É�_�Q#Ý�I�€�r�M��0ò(ý�_�X�8�Z�c�
 ���©�«�¸�Ò1‘�9�Ø�î�¨�b��*O�� >&P.8-22>'
�†�g!·�K�Z�C�T�I�8��

6õ4�8o% 

• �� ACS )+�œ0[�ó�� >&P.8-13>'

• ���6�‡  Cisco Secure ACS �­�µ�º�”�µ�É�m8p�b�+0[�� >&P.8-14>'

�«�¸�µ�É 1 ���b�Ã�«�_�‘�8�
 Common Services �b  [Local User Setup] �Ì�î�ª�_&ã�·�K�r�M��

Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > 

Cisco Security Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å  > 

admin �”�•�˜�å�º  �ß�¢�–�å  > 

[Server Administration] > 

[Server] >>&�Ó�½�×�î  �­�Þ�¡�±0°�•>' >

[Security] > 

[Single-Server Management] > 

[Local User Setup]

�«�¸�µ�É 2 [Add] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 Cisco Secure ACS �[�©�«�¸�Ò1‘�9�Ø�î�¨�†�8�B�K�S�\�A�_
°�Š�K�S�v�b�\� �L�¡�S�\�Ã�«�á�î�»�†
°
�Š�K�r�M�� �� Cisco Secure ACS �[�b�Ø�î�¨�\�Ø�î�¨  �¢�Ý�î�É�b��*O�� >&P.8-15>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 [Roles] �b�W�b�³�™�µ�¡�Î�µ�¡�«�†�M�m�Z�œ�å�_�K�r�M��

�«�¸�µ�É 5 [OK]  �†�¡�Ü�µ�¡�K�Z�Ø�î�¨�†�8�B�K�r�M��

�©�«�¸�Ò1‘�9�Ø�î�¨�b��*O  

CiscoWorks Common Services �b  [System Identity Setup] �Ì�î�ª�†�Q#Ý�K�Z�
� �L�§�î�Â�V�_4Ä*(�I�€
�S� �L�»�Ó�–�å�>�|�g�”�É�Ü�£�î�©�Ù�å  �É�ß�­�«�_�“�K�Z�8�•�§�î�Â6ë3û�™�†�–�¿�î�È�Ý�_�M�•�™8—
�Ø�î�¨>&�©�«�¸�Ò1‘�9�Ø�î�¨�\�ç�d�€�•>'�†�8�B�K�r�M���”�É�Ü�£�î�©�Ù�å�c�
�©�«�¸�Ò1‘�9�Ø�î�¨�†
�Q#Ý�K�Z�
�Ü�Ô�î�º  CiscoWorks �§�î�Â�V�b�É�ß�­�«�†1�0É�K�r�M���G�€�c�
"I�_�
�Ø�î�¨�b�ß�¢�–�å
�S�_�
�”�É�Ü�£�î�©�Ù�å�b� �‡�ì�@�²0[�^���œ�_�z'g�U�r�M��

�•�<�Z�
�©�«�¸�Ò1‘�9�Ø�î�¨�c�
�É�Û�–�Ð�Ü  �±�«�¡�@�M�[�_�ß�¢�–�å  �Ø�î�¨�_�P�K�Z1��•�I�€�Z�8�•
���œ�_�§�È�±�«�¡�†��/œ�M�•�S�u�_�|�C�Q#Ý�I�€�r�M��
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�G�G�[0¿���K�S�©�«�¸�Ò1‘�9�Ø�î�¨�c�
 CiscoWorks �[�c�ß�î�•�Ý  �Ø�î�¨�\�K�Z>&�M�m�Z�b�ß�î�Ý�@�m
�~�\�Z�}�€�•>' �
 ACS �[�c�¹�Â�–�«�_�P�M�•�M�m�Z�b"I�’�†�â�X�Ø�î�¨�\�K�Z��*O�M�•�²0[�v�6�~�r
�M���²0[�^"I�’�†�â�X�Ø�î�¨�†4E�¥�K�^�?�W�S���œ�c�
 Security Manager �[0¿���I�€�S�M�m�Z�b�¹�Â
�–�«�\�Ï�Ü�©�î�†/²&g�[�A�^�8�•+��ö�@�6�~�r�M��
›�_4
�t�S�_���b�m8p�†��/œ�K�S�G�\�†&�1��K�Z�C
�T�I�8��

• �� Cisco Secure ACS �[�b�Ø�î�¨�\�Ø�î�¨  �¢�Ý�î�É�b��*O�� >&P.8-15>'

• �� CiscoWorks �[�b�ß�î�•�Ý  �Ø�î�¨�b�8�B�� >&P.8-22>'

6õ4�8o% 

• �� ACS )+�œ0[�ó�� >&P.8-13>'

• ���6�‡  Cisco Secure ACS �­�µ�º�”�µ�É�m8p�b�+0[�� >&P.8-14>'

�«�¸�µ�É 1 ���b�Ã�«�_�‘�8�
 Common Services �b  [System Identify Setup] �Ì�î�ª�_&ã�·�K�r�M��

Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > 

Cisco Security Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å  > 

admin �”�•�˜�å�º  �ß�¢�–�å  > 

[Server Administration] > 

[Server] >>&�Ó�½�×�î  �­�Þ�¡�±0°�•>' >

[Security] > 

[Multi-Server Trust Management] > 

System Identity Setup

�«�¸�µ�É 2 Cisco Secure ACS �[�8�B�K�S�©�«�¸�Ò1‘�9�Ø�î�¨�b�¡�S�†
°�Š�K�r�M�� �� Cisco Secure ACS �[�b�Ø�î
�¨�\�Ø�î�¨  �¢�Ý�î�É�b��*O�� >&P.8-15>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 �G�b�Ø�î�¨�b�Ã�«�á�î�»�†
°�Š�K�Z&�1��K�r�M��

�«�¸�µ�É 4 [Apply]  �†�¡�Ü�µ�¡�K�r�M��

CiscoWorks �[�b  AAA �­�µ�º�”�µ�É  �Ô�î�»�b0¿��  

CiscoWorks Common Services �b  [AAA Setup Mode] �Ì�î�ª�†�Q#Ý�K�Z�
 Cisco Secure ACS �†�²0[�^
�Ï�î�º�\
¹�w&Î�&�Ÿ�î�†�µ�t  AAA �§�î�Â�\�K�Z��*O�K�r�M���•�<�Z�
�q�±  2 �Ž�b�Â�µ�¡�”�µ�É  �§�î�Â
�†��*O�[�A�r�M��

�G�b�m8p�c�
 CiscoWorks �\  Security Manager>&�>�|�g�œ�É�©�Ù�å�b  Auto Update Server>'�b  Cisco 
Secure ACS �l�b$Ï6��†��/œ�K�r�M��

�Ä�å�º CiscoWorks Common Services �r�S�c  Cisco Security Manager �†�”�å�–�å�«�º�î�Ý�K�S���œ�c�
 �G�G�[
0¿���K�S  AAA �­�µ�º�”�µ�É�@�–�Ñ�I�€�r�O�‡���•�<�Z�
�G�b0¿���c�Â�µ�¡�”�µ�É�K�Z
Ì�–�å�«�º�î�Ý
�‹�_�Ÿ
–�[�A�r�O�‡���Q�b�S�u�
�8�N�€�?�b�”�É�Ü�£�î�©�Ù�å�b�‚�K�8�Â�î�ª�Ù�å�_�”�µ�É�¢�Þ�î�»�M
�•���œ�c�
 AAA �­�µ�º�”�µ�É  �Ô�î�»�†
Ì0¿���K�Z�
 Security Manager �†  ACS �_
Ì$Ï6��M�•�²0[�@�6
�~�r�M���j�(�”�µ�É�¹�î�º�b���œ�c�
�G�b�É�ß�­�«�@�²0[�6�~�r�O�‡�� AUS �^�]�b�‚�K�8�”�É�Ü�£�î
�©�Ù�å�†  CiscoWorks �V�_�–�å�«�º�î�Ý�M�•���œ�c�
�Q�b�”�É�Ü�£�î�©�Ù�å�\  Cisco Security Manager 
�†
Ì$Ï6��M�•�²0[�@�6�~�r�M��
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6õ4�8o% 

• �� ACS )+�œ0[�ó�� >&P.8-13>'

• ���6�‡  Cisco Secure ACS �­�µ�º�”�µ�É�m8p�b�+0[�� >&P.8-14>'

�«�¸�µ�É 1 ���b�Ã�«�_�‘�8�
 Common Services �b  [AAA Mode Setup] �Ì�î�ª�_&ã�·�K�r�M��

Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > 

Cisco Security Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å  > 

admin �”�•�˜�å�º  �ß�¢�–�å  > 

[Server Administration] > 

[Server] >>&�Ó�½�×�î  �­�Þ�¡�±0°�•>' >

[Security] > 

[AAA Mode Setup] 

�«�¸�µ�É 2 [Available Login Modules] �b�W�[  [TACACS+] �†4E�¥�K�r�M��

�«�¸�µ�É 3 AAA �±�–�É�\�K�Z  [ACS] �†4E�¥�K�r�M��

�«�¸�µ�É 4 �q�±  3 �X�b  Cisco Secure ACS �§�î�Â�b  IP �”�»�Þ�«�†  [Server Details] �š�Ü�”�_
°�Š�K�r�M���­�•�å�²
�Ü �§�î�Â�\�±�î�©�Õ�Ü  �§�î�Â�c�
�É�Û�–�Ð�Ü  �§�î�Â�[7€���@$Î#Õ�K�S���œ�b�Â�µ�¡�”�µ�É�\�K�Z�µ+�
�K�r�M���M�m�Z�b�§�î�Â�[� �L�Â�î�ª�Ù�å�b  Cisco Secure ACS �@��/œ�K�Z�8�•�²0[�@�6�~�r�M��

>&�@>' 0¿���I�€�S�M�m�Z�b  TACACS+ �§�î�Â�@�Â'Å�K�^�?�W�S���œ�c�
 admin CiscoWorks �ß�î�•�Ý  
�”�•�˜�å�º�†�Q#Ý�K�Z�ß�¢�–�å�K�Z�?�}�
 AAA �Ô�î�»�†  Non-ACS/CiscoWorks Local �_�š�f
�M�•�²0[�@�6�~�r�M�� TACACS+ �§�î�Â�b�§�î�Å�«�@�G�Ÿ�I�€�S�}�
 AAA �Ô�î�»�†  ACS �_�š
�f�M�•�²0[�@�6�~�r�M��

�«�¸�µ�É 5 [Login] �š�Ü�”�[�
 Cisco Secure ACS �b  [Administration Control] �Ì�î�ª�[��*O�K�S'ö#.*…�b�¡�S�†
°
�Š�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco Secure ACS �[�b'ö#.�D�š�Ø�î�¨�b�8�B�� >&P.8-21>' �†�g!·�K�Z�C
�T�I�8��

�«�¸�µ�É 6 �G�b'ö#.*…�b�Ã�«�á�î�»�†
°�Š�K�Z&�1��K�r�M��

�«�¸�µ�É 7 Security Manager �§�î�Â�†  Cisco Secure ACS �b  AAA �¡�Û�–�”�å�º�\�K�Z3ã�•�K�S�\�A�_
°�Š�K�S
¹
�w&Î�&�Ÿ�î�†
°�Š�K�Z&�1��K�r�M�� �� NDG �†�Q#Ý�K�^�8�¹�Â�–�«�b  AAA �¡�Û�–�”�å�º�\�K�Z�b3ã�•��

>&P.8-17>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 8 [Register all installed applications with ACS] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
 Security Manager �\�Q
�b�Ú�b�–�å�«�º�î�Ý�í�s�”�É�Ü�£�î�©�Ù�å�†  Cisco Secure ACS �_$Ï6��K�r�M��

�«�¸�µ�É 9 [Apply]  �†�¡�Ü�µ�¡�K�Z0¿���Í�†�–�Ñ�K�r�M��)�4#/²&g�Â�î�_$Ï6��b4
���@/²&g�I�€�r�M��$Ï6��@�ö�¢
�M�•�\�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

�«�¸�µ�É 10 Cisco Security Manager �b  Daemon Manager �§�î�Å�«�†
Ì2s�·�K�r�M�� �� Daemon Manager �b
Ì2s�·��
>&P.8-25>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 11 Cisco Secure ACS �_
Ì�ß�¢�–�å�K�Z�ß�î�Ý�†�›�Ø�î�¨  �¢�Ý�î�É�_�m�~�\�Z�r�M�� �� Cisco Secure ACS 
�[�b�Ø�î�¨  �¢�Ý�î�É�l�b�ß�î�Ý�m�~�\�Z�� >&P.8-26>' �†�g!·�K�Z�C�T�I�8��
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'¨  8 'v       �Ø�î�¨  �”�•�˜�å�º�b'ö#.
    Security Manager �\  Cisco Secure ACS �b)+�œ
ACS �«�¸�î�±�«3û%±#Ý�b  SMTP �§�î�Â�\�©�«�¸�Ò'ö#.*…�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b0¿��

�M�m�Z�b ACS �§�î�Â�@�Q#Ý�Y+��_�^�W�S���œ�c�
 Security Manager �[�±�«�¡�†��/œ�[�A�r�O�‡���ß�¢
�–�å  �Ø�î�¨�c�
 ACS 1��•�@�²0[�^�±�«�¡�†��/œ�K�|�:�\�M�•�\�
�I�D$×�_>&�š�f�†�–�Ñ�M�•�µ�
�†�Z
�<�}�€�N�_>'�”�É�Ü�£�î�©�Ù�å�?�}�ß�¢�”�˜�º�I�€�r�M��

SMTP �§�î�Â�\�©�«�¸�Ò'ö#.*…�†1‘�9�M�•�|�:�_  Common Services �†0¿���K�S���œ�c�
 �M�m�Z�b ACS 
�§�î�Â�@�Q#Ý�Y+��_�^�W�S�\�A�_�
 Security Manager �?�}'ö#.*…�_7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�@3æ�™�I�€
�r�M���G�b�Ó�µ�­�î�ª�_�|�~�
�©�ô�^�P�Â�†�²0[�\�M�•�e8Ÿ�_�P�K�Z1™�Ì�†���M�G�\�@�[�A�r�M��'ö#.
*…�c�
Common Services �?�}8�  ACS 6õ4��–�Ë�å�º�_6õ�M�•7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�†�w�E�v�•�G�\�v�6
�~�r�M��

�Ä�å�º Security Manager �c�
�Ž6ä�ª�Ù�È�b�ö�¢�
�”�¡�¸�•�Å�¸�•�b�Ž1��
 ACL �Ý�î�Ý�b�‡7H�)�€�^�]�b�–�Ë
�å�º  �±�–�É�_6õ�M�•7Á�Ê�Ó�î�Ý3û%±�†3æ�™�[�A�r�M���G�G�[0¿���M�•  SMTP �§�î�Â�c�G�€�}�b3û%±�_
�v�Q#Ý�I�€�r�M�@�
3æ�™*…�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�c  Security Manager �[0¿���I�€�r�M���G�b�|�:�^7Á
�Ê�Ó�î�Ý  �”�»�Þ�«�b0¿���‰�2�_�X�8�Z�c�
�G�b�Â�î�ª�Ù�å�b0����b�� User Guide for Cisco Security 
Manager���?�
�¡�Û�–�”�å�º�b�œ�å�Û�–�å  �Ê�Ý�É�†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 1 ���b�Ã�«�_�‘�8�
 Common Services �b  [System Preferences] �Ì�î�ª�_&ã�·�K�r�M��

Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > 

Cisco Security Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å  > 

admin �”�•�˜�å�º  �ß�¢�–�å  > 

[Server Administration] > 

[Server] >>&�Ó�½�×�î  �­�Þ�¡�±0°�•>' >

[Admin] > 

[System Preferences] 

�«�¸�µ�É 2 [System Preferences] �Ì�î�ª�[�
 Security Manager �@�Q#Ý�•+��^  SMTP �§�î�Â�b�Í�«�º�¡�r�S�c  IP �”
�»�Þ�«�†
°�Š�K�r�M�� SMTP �§�î�Â�c�
7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b3æ�™�_�P�K�Z�Ø�î�¨1�0É�†0[�Ó�[�A
�r�O�‡��

�«�¸�µ�É 3 CiscoWorks �@7Á�Ê�Ó�î�Ý�b3æ�™�_�Q#Ý�•+��^7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†
°�Š�K�r�M���G�€�c�
 Security 
Manager �b3û%±�b3æ�™�_�Q#Ý�I�€�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«�\� �L�_�M�•�²0[�c�6�~�r�O�‡��

ACS �§�î�Â�@�Q#Ý�Y+��_�^�•�\�
�G�b�”�•�˜�å�º�_>&�>�|�g�G�b�”�•�˜�å�º�?�}>'�Ó�µ�­�î�ª�@3æ�™
�I�€�r�M��

�«�¸�µ�É 4 [Apply]  �†�¡�Ü�µ�¡�K�Z�š�f�†�–�Ñ�K�r�M��

Daemon Manager �b
Ì2s�·

�G�b�m8p�[�c�
 Security Manager �§�î�Â�b  Daemon Manager �b
Ì2s�·�‰�2�_�X�8�Z1��Â�K�r�M���G�b
�ï�8�c�
�S�B�K�S  AAA 0¿���Í�†�w� �_�M�•�S�u�_/œ�:�²0[�@�6�~�r�M���Q�:�M�€�d�
 Cisco Secure 
ACS �[��*O�I�€�S2(�A�_���†�Q#Ý�K�Z  CiscoWorks �_
Ì�ß�¢�–�å�[�A�r�M��

6õ4�8o% 

• ���6�‡  Cisco Secure ACS �­�µ�º�”�µ�É�m8p�b�+0[�� >&P.8-14>'

• �� ACS )+�œ0[�ó�� >&P.8-13>'
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'¨  8 'v       �Ø�î�¨  �”�•�˜�å�º�b'ö#.
    Security Manager �\  Cisco Secure ACS �b)+�œ
�«�¸�µ�É 1 Security Manager �§�î�Â�@�–�å�«�º�î�Ý�I�€�S�Ð�©�å�_�ß�¢�–�å�K�r�M��

�«�¸�µ�É 2 [Start] > [Programs] > [Administrative Tools] > [Services] �†4E�¥�K�Z  [Services] �˜�•�å�»�˜�†6ä�A�r
�M��

�«�¸�µ�É 3 �‘�Ì�–�å�_/²&g�I�€�S�§�î�Å�«�b�Ü�«�º�?�}�
 [Cisco Security Manager Daemon Manager] �†4E�¥�K�r
�M��

�«�¸�µ�É 4 �¶�î�Ý�Â�î�[  [Restart Service] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 �� Cisco Secure ACS �[�b�Ø�î�¨  �¢�Ý�î�É�l�b�ß�î�Ý�m�~�\�Z�� >&P.8-26>' �_4
�s�r�M��

Cisco Secure ACS �[�b�Ø�î�¨  �¢�Ý�î�É�l�b�ß�î�Ý�m�~�\�Z  
CiscoWorks�
 Security Manager�
�>�|�g�Q�b�Ú�b�–�å�«�º�î�Ý�í�s�”�É�Ü�£�î�©�Ù�å�†  Cisco Secure 
ACS �_$Ï6��K�S�}�
 Cisco Secure ACS �[0¿���K�S�Ø�î�¨  �¢�Ý�î�É�b�Q�€�R�€�_�ß�î�Ý�†�m�~�\�Z�•�G
�\�@�[�A�r�M���G�€�}�b�ß�î�Ý�_�|�W�Z�
�›�¢�Ý�î�É
Æ�b�Ø�î�¨�@  Security Manager �[��/œ�†0Á�•�I
�€�•�”�¡�©�Ù�å�@�ô���I�€�r�M��

�Ø�î�¨  �¢�Ý�î�É�_�ß�î�Ý�†�m�~�\�Z�•�m8p�c�
 NDG �@�Q#Ý�I�€�•�?�]�:�?�_�|�W�Z$��^�~�r�M��

• �� NDG �†�Q#Ý�K�^�8�Ø�î�¨  �¢�Ý�î�É�l�b�ß�î�Ý�b�m�~�\�Z�� >&P.8-26>'

• �� NDG �\�ß�î�Ý�b�Ø�î�¨  �¢�Ý�î�É�l�b6õ4��Ü�E�� >&P.8-27>'

NDG �†�Q#Ý�K�^�8�Ø�î�¨  �¢�Ý�î�É�l�b�ß�î�Ý�b�m�~�\�Z  

�G�b�m8p�[�c�
 NDG �@��*O�I�€�Z�8�^�8���œ�b�Ø�î�¨  �¢�Ý�î�É�l�b�¹�Ç�›�Ý�º  �ß�î�Ý�b�m�~�\�Z�‰�2
�_�X�8�Z1��Â�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco Secure ACS �¹�Ç�›�Ý�º  �ß�î�Ý�� >&P.8-10>' �†�g!·�K�Z
�C�T�I�8��

�c�L�u�•�S�_

• �¹�Ç�›�Ý�º  �ß�î�Ý�H�\�_�Ø�î�¨  �¢�Ý�î�É�†�8�B�K�r�M�� �� Cisco Secure ACS �[�b�Ø�î�¨�\�Ø�î�¨  
�¢�Ý�î�É�b��*O�� >&P.8-15>' �†�g!·�K�Z�C�T�I�8��

• ���b�º�Æ�µ�¡�_0°3U�I�€�S�m8p�†��/œ�K�r�M��

– �� Cisco Secure ACS �[��/œ�M�•)+�œ�m8p�� >&P.8-15>'

– �� CiscoWorks �[��/œ�M�•)+�œ�m8p�� >&P.8-21>'

6õ4�8o% 

• �� CiscoWorks �ß�î�Ý�_�X�8�Z�� >&P.8-6>'

• �� Cisco Secure ACS �ß�î�Ý�_�X�8�Z�� >&P.8-9>'

�«�¸�µ�É 1 Cisco Secure ACS �_�ß�¢�–�å�K�r�M��

�«�¸�µ�É 2 �¼�Å�¤�î�©�Ù�å  �Â�î�b  [Group Setup] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ü�«�º�?�}�©�«�¸�Ò'ö#.*…#Ý�b�Ø�î�¨  �¢�Ý�î�É�†4E�¥>&�� Cisco Secure ACS �[�b�Ø�î�¨�\�Ø�î�¨  �¢
�Ý�î�É�b��*O�� >&P.8-15>' �†�g!·>'�K�Z�?�}�
 [Edit Settings] �†�¡�Ü�µ�¡�K�r�M��
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'¨  8 'v       �Ø�î�¨  �”�•�˜�å�º�b'ö#.
    Security Manager �\  Cisco Secure ACS �b)+�œ
�Ä�å�º �¢�Ý�î�É�¡�†�–�á�b�6�•�¡�S�_�š�f�K�Z�
�G�K�8�¢�Ý�î�É�†"I���K�x�M�8�|�:�_�M�•�G�\�@�[
�A�r�M���¢�Ý�î�É�†4E�¥�K�Z�
 [Rename Group] �†�¡�Ü�µ�¡�K�
�¡�S�†�š�f�K�r�M��

�«�¸�µ�É 4 �G�b�¢�Ý�î�É�_  System Administrator �ß�î�Ý�†�m�~�\�Z�r�M��

a. [TACACS+ Settings] �b�W�b  [CiscoWorks] �š�Ü�”�r�[�«�¡�ß�î�Ý  �²�˜�å�K�r�M��

b. �q�6�b  [Assign] �œ�É�©�Ù�å�†4E�¥�K�Z�
 CiscoWorks �ß�î�Ý�b�Ü�«�º�?�}  [System Administrator] 
�†4E�¥�K�r�M��

c. [Cisco Security Manager Shared Services] �š�Ü�”�r�[�«�¡�ß�î�Ý  �²�˜�å�K�r�M��

d. �q�6�b  [Assign] �œ�É�©�Ù�å�†4E�¥�K�Z�
 Cisco Secure ACS �ß�î�Ý�b�Ü�«�º�?�}  [System 
Administrator] �†4E�¥�K�r�M��

e. [Submit] �†�¡�Ü�µ�¡�K�Z�
�¢�Ý�î�É0¿���†�–�Ñ�K�r�M��

�«�¸�µ�É 5 �g�~�b�ß�î�Ý�_�P�K�Z�G�b�É�ß�­�«�†)Þ�~3É�K�Z�
�›�ß�î�Ý�†4:�)�^�Ø�î�¨  �¢�Ý�î�É�_�m�~�\�Z�r�M��

Cisco Secure ACS �[  [Security Approver] �ß�î�Ý�r�S�c  [Security Administrator] �ß�î�Ý�†4E�¥�M�•�\
�A�c�
�q�v3Æ�8  CiscoWorks �ß�î�Ý�\�K�Z  [Network Administrator] �†4E�¥�M�•�G�\�†�N�á�K�r�M��

ACS 
Æ�b�¹�Ç�›�Ý�º  �ß�î�Ý�b�•�«�±�Ð�–�¬�‰�2�_�X�8�Z�c�
 �� Cisco Secure ACS �ß�î�Ý�b�•�«�±�Ð�–
�¬�� >&P.8-11>' �†�g!·�K�Z�C�T�I�8��

NDG �\�ß�î�Ý�b�Ø�î�¨  �¢�Ý�î�É�l�b6õ4��Ü�E  

NDG �\�ß�î�Ý�†6õ4��Ü�E�Z  Security Manager �[�Q#Ý�M�•���œ�c�
 [Group Setup] �Ì�î�ª�b���b  2 �?�d
�[��*O�†�8�B�M�•�²0[�@�6�~�r�M��

• [CiscoWorks] �š�Ü�”

• [Cisco Security Manager] �š�Ü�”

�›�š�Ü�”
Æ�b��*O�c�
�[�A�•�T�E(ý4Š�r�[�M+´�M�•�²0[�@�6�~�r�M�� CiscoWorks Common Services 
Æ
�_�Ñ�~�K�^�8�•�«�±�Ò  �ß�î�Ý�r�S�c  ACS �ß�î�Ý�†6õ4��Ü�E�•���œ�c�
�Q�b�ß�î�Ý�_�m�~�\�Z�}�€�S�’
7H�_�ö�Y�8�Z�
�[�A�•�T�E3Æ�8��*O�†�8�B�M�•�|�:�_�K�r�M��

Security Manager �[�Q#Ý�I�€�•�Ø�î�¨  �¢�Ý�î�É�H�\�b6õ4��Ü�E�†�8�B�M�•�²0[�@�6�~�r�M���S�\�<�d�

0Y4Š�…�æ�b�§�Ï�î�º�¸�\*…�†�µ�t�Ø�î�¨  �¢�Ý�î�É�@�6�•���œ�c�
�Q�b�Ø�î�¨  �¢�Ý�î�É�†4E�¥�K�Z�
0Y
4Š�…�æ
Æ�b�¹�Â�–�«�†�µ�t  NDG �\  Help Desk �ß�î�Ý�†6õ4��Ü�E�•�G�\�@�[�A�r�M��

�c�L�u�•�S�_

NDG �µ+��†�”�¡�¸�•�È�_�K�Z�
 NDG �†�8�B�K�r�M�� �� Security Manager �[�Q#Ý�M�•�¿�µ�º�á�î�¡  �¹�Â
�–�«  �¢�Ý�î�É�b0¿���� >&P.8-18>' �†�g!·�K�Z�C�T�I�8��

6õ4�8o% 

• �� ACS )+�œ0[�ó�� >&P.8-13>'

• ���6�‡  Cisco Secure ACS �­�µ�º�”�µ�É�m8p�b�+0[�� >&P.8-14>'

�«�¸�µ�É 1 �¼�Å�¤�î�©�Ù�å  �Â�î�b  [Group Setup] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [Group] �Ü�«�º�?�}�Ø�î�¨  �¢�Ý�î�É�†4E�¥�K�Z�?�}�
 [Edit Settings] �†�¡�Ü�µ�¡�K�r�M��
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'¨  8 'v       �Ø�î�¨  �”�•�˜�å�º�b'ö#.
    Security Manager �\  Cisco Secure ACS �b)+�œ
�Ä�å�º �¢�Ý�î�É�¡�†�–�á�b�6�•�¡�S�_�š�f�K�Z�
�G�K�8�¢�Ý�î�É�†"I���K�x�M�8�|�:�_�M�•�G�\�@�[
�A�r�M���¢�Ý�î�É�†4E�¥�K�Z�
 [Rename Group] �†�¡�Ü�µ�¡�K�
�¡�S�†�š�f�K�r�M��

�«�¸�µ�É 3 CiscoWorks 
Æ�[�Q#Ý�M�•  NDG �\�ß�î�Ý�†�Ð�µ�É�K�r�M��

a. [Group Setup] �Ì�î�ª�[�
 [TACACS+ Settings] �b�W�b  [CiscoWorks] �š�Ü�”�r�[�«�¡�ß�î�Ý  �²�˜�å
�K�r�M��

b. [Assign a Ciscoworks on a per Network Device Group Basis] �†4E�¥�K�r�M��

c. [Device Group] �Ü�«�º�?�}  NDG �†4E�¥�K�r�M��

d. �G�b  NDG �†6õ4��Ü�E�•�m�A�ß�î�Ý�†  2 �X�u�b�Ü�«�º�?�}4E�¥�K�r�M��

e. [Add Association] �†�¡�Ü�µ�¡�K�r�M��6õ4��Ü�E�@  [Device Group] �Î�µ�¡�«�_/²&g�I�€�r�M��

f. �G�b�É�ß�­�«�†)Þ�~3É�K�Z�
�‚�K�86õ4��Ü�E�†�8�B�K�r�M��

g. 6õ4��Ü�E�†�P7V�M�•�_�c�
 [Device Group] �?�}�Q�€�†4E�¥�K�Z�
 [Remove Association] �†�¡�Ü�µ
�¡�K�r�M��

�«�¸�µ�É 4 Cisco Security Manager 
Æ�[�Q#Ý�M�•  NDG �\�ß�î�Ý�†�Ð�µ�É�K�r�M���è�S�b�«�¸�µ�É�[��*O�K�S6õ4�
�Ü�E�_�[�A�•�T�E3Æ�86õ4��Ü�E�†�8�B�M�•�²0[�@�6�~�r�M��

a. [Group Setup] �Ì�î�ª�[�
 [TACACS+ Settings] �b�W�b  [Cisco Security Manager] �š�Ü�”�r�[�«�¡
�ß�î�Ý  �²�˜�å�K�r�M��

b. [Assign a Cisco Security Manager on a per Network Device Group Basis] �†4E�¥�K�r�M��

c. [Device Group] �Ü�«�º�?�}  NDG �†4E�¥�K�r�M��

d. �G�b  NDG �†6õ4��Ü�E�•�m�A�ß�î�Ý�†  2 �X�u�b�Ü�«�º�?�}4E�¥�K�r�M��

e. [Add Association] �†�¡�Ü�µ�¡�K�r�M��6õ4��Ü�E�@  [Device Group] �Î�µ�¡�«�_/²&g�I�€�r�M��

f. �G�b�É�ß�­�«�†)Þ�~3É�K�Z�
�‚�K�86õ4��Ü�E�†�8�B�K�r�M��

>&�@>' Cisco Secure ACS �[  [Security Approver] �ß�î�Ý�r�S�c  [Security Administrator] �ß�î�Ý�†4E�¥
�M�•�\�A�c�
�q�v3Æ�8  CiscoWorks �ß�î�Ý�\�K�Z  [Network Administrator] �†4E�¥�M�•�G�\�†�N
�á�K�r�M��

>&�@>' CiscoWorks Common Services �_�c�� Network Administrator���\�8�:�¹�Ç�›�Ý�º�b�ß�î�Ý�@�6
�~�r�M�� Cisco Secure ACS �_�c�� Network Admin���\�8�:�¹�Ç�›�Ý�º�b�ß�î�Ý�@�6�~�r�M���G
�€�}�b�ß�î�Ý�c� �M�[�c�6�~�r�O�‡�� Cisco Security Manager 
Æ�[�b�’7H�b�8�C�X�?�_�X�8�Z�

�ß�î�Ý�@$��^�W�Z�8�r�M��

�«�¸�µ�É 5 [Submit] �†�¡�Ü�µ�¡�K�Z0¿���Í�†�–�Ñ�K�r�M��

�«�¸�µ�É 6 �G�b�É�ß�­�«�†)Þ�~3É�K�Z�
�g�~�b�Ø�î�¨  �¢�Ý�î�É#Ý�b  NDG �†��*O�K�r�M��

�«�¸�µ�É 7 �8�B�K�S6õ4��Ü�E�†�–�Ñ�M�•�_�c�
 [Submit + Restart] �†�¡�Ü�µ�¡�K�r�M��

ACS 
Æ�b�¹�Ç�›�Ý�º  �ß�î�Ý�b�•�«�±�Ð�–�¬�‰�2�_�X�8�Z�c�
 �� Cisco Secure ACS �ß�î�Ý�b�•�«�±�Ð�–
�¬�� >&P.8-11>' �†�g!·�K�Z�C�T�I�8��
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'¨  8 'v       �Ø�î�¨  �”�•�˜�å�º�b'ö#.
    Security Manager �\  ACS �b%&�«�8#Ý�b�º�Û�È�Ý�©�×�î�¸�•�å�¢
Security Manager �\  ACS �b%&�«�8#Ý�b�º�Û�È�Ý�©�×�î
�¸�•�å�¢

���b�º�Æ�µ�¡�[�
 Security Manager �\  Cisco Secure ACS �b%&�«�8#Ý�b�x�~�‰�@�N�I�[$Î#Õ�M�•�•+��ö
�b�6�•�M+á$×�^�e8Ÿ�b0Ž�ô�‰�2�_�X�8�Z1��Â�K�r�M��

• ��0
�X�b�Â�î�ª�Ù�å�b  Security Manager �\  1 �X�b  ACS �b�Q#Ý��>&P.8-29>'

• �� ACS �Ô�î�»�[1�0É�_�»�K�M�•�� >&P.8-29>'

• ��1��s�v�~�S#Ý�”�¡�­�«�@�Ü�Z�I�€�S�©�«�¸�Ò'ö#.*…�� >&P.8-30>'

• �� ACS �b�š�f�@  Security Manager �_/²&g�I�€�^�8�� >&P.8-30>'

• �� ACS �[0¿���I�€�S�¹�Â�–�«�@  Security Manager �_/²&g�I�€�^�8�� >&P.8-31>'

• �� Cisco Secure ACS �@�?4)�Y+��_�^�W�S�‹�b  Security Manager �[�b�8���� >&P.8-31>'

• �� Cisco Secure ACS �l�b�”�¡�­�«�b�Ÿ
–�� >&P.8-31>'

• ���Ð�Ý�³�Í�î�Ò  �¹�Â�–�«�_���:1�0É�b�e8Ÿ�� >&P.8-32>'

• �� NAT �C#ú�b*ü�‹�_0¿*(�I�€�S�¹�Â�–�«�_���:1�0É�b�e8Ÿ�� >&P.8-32>'

0
�X�b�Â�î�ª�Ù�å�b  Security Manager �\  1 �X�b  ACS �b�Q#Ý

1 �X�b  Cisco Secure ACS �\  2 �X�b$��^�•�Â�î�ª�Ù�å�b  Security Manager �†�M)t�_�c�Q#Ý�[�A�r�O�‡��
�S�\�<�d�
 Security Manager 3.3.1 �\  Cisco Secure ACS �†)+�œ�K�Z�?�}�
�9�b4Š*+�[�¤�Ñ�b�–�å�«
�º�î�Ý�†�”�µ�É�¢�Þ�î�» �O�N�_  Security Manager 4.0.1 �b�Q#Ý�†0£#ì�K�Z�8�•���œ�c�
 Security 
Manager 4.0.1 �\�
 Security Manager 3.3.1 #Ý�_�Q#Ý�I�€�Z�8�•�v�b�\�c�9�b  ACS �†)+�œ�M�•�²0[�@�6
�~�r�M��

�¤�Ñ�b  Security Manager �–�å�«�º�î�Ý�†�”�µ�É�¢�Þ�î�»�M�€�d�
� �L  Cisco Secure ACS �†�Q#Ý�K)F�E
�•�G�\�@�[�A�r�M���²0[�_�Â�L�Z�
�’7H0¿���@�f�‚�I�€�r�M��

ACS �Ô�î�»�[1�0É�_�»�K�M�•

Security Manager �r�S�c  CiscoWorks Common Services �_�ß�¢�–�å�K�|�:�\�K�Z)F�E�Z1�0É�@�»�K�M
�•���œ�c�
 Common Services �†�Q#Ý�K�Z Cisco Secure ACS �†1�0É#Ý�b AAA �§�î�Â�\�K�Z0¿���K�Z�8
�S�\�K�Z�v�
���b�m8p�†��/œ�K�r�M��

• ACS �§�î�Â�\�
 Common Services �\  Security Manager �†��/œ�K�Z�8�•�§�î�Â6ë�b�K)F�@&�'g�I�€
�Z�8�•�G�\�†&�1��K�r�M��

• �Q#Ý�K�Z�8�•�Ø�î�¨2(�A�_��>&�Ø�î�¨�¡�\�Ã�«�á�î�»>'�@  ACS 
Æ�[��*O�I�€�Z�>�~�
4:�)�^�Ø�î
�¨  �¢�Ý�î�É�_�m�~�\�Z�}�€�Z�8�•�G�\�†&�1��K�r�M��

• ACS �b  [Network Configuration] �Ì�î�ª�[�
 Common Services �§�î�Â�@  AAA �¡�Û�–�”�å�º�\�K�Z
��*O�I�€�Z�8�•�G�\�†&�1��K�r�M�� Common Services>&[AAA Mode Setup] �Ì�î�ª>'�\  ACS

>&[Network Configuration]>'�[��*O�I�€�S
¹�w&Î�&�Ÿ�î�@�M+´�M�•�G�\�†&�1��K�r�M��

• Common Services �b  [AAA Mode Setup] �Ì�î�ª�[�
�›  ACS �§�î�Â�b  IP �”�»�Þ�«�@�G�K�C��*O�I
�€�Z�8�•�G�\�†&�1��K�r�M��

• ACS �b  [Administration Control] �Ì�î�ª�[�
�G�K�8�”�•�˜�å�º�@��*O�I�€�Z�8�•�G�\�†&�1��K�r
�M��
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    Security Manager �\  ACS �b%&�«�8#Ý�b�º�Û�È�Ý�©�×�î�¸�•�å�¢
• Common Services �b  [AAA Mode Setup] �Ì�î�ª�_�”�¡�­�«�K�Z�
 Common Services �\  Security 
Manager>&�>�|�g  AUS �^�]�b�Ú�b�–�å�«�º�î�Ý�í�s�”�É�Ü�£�î�©�Ù�å>'�@  Cisco Secure ACS �_$Ï
6��I�€�Z�8�•�G�\�†&�1��K�r�M��

• ACS �[  [Administration Control] > [Access Setup] �_&ã�·�K�Z�
 ACS �@ HTTPS 3û�™#Ý�_0¿���I�€
�Z�8�•�G�\�†&�1��K�r�M��

• ACS �ß�¢�_�� key mismatch���š�Û�î�@�i�A3¸�r�€�Z�8�•���œ�c�
 Security Manager �§�î�Â�@�¿�µ
�º�á�î�¡  �¹�Â�–�«  �¢�Ý�î�É>& NDG>'�b�Ó�å�Â�î�\�K�Z��*O�I�€�Z�8�•�?�]�:�?�†&�1��K�r�M���Q
�b���œ�c�
 NDG #Ý�b�Ÿ�î�@�¦�S�_��*O�I�€�Z�8�€�d�
�Q�b�Ÿ�î�@  Security Manager �§�î�Â�†�µ�t  
NDG 
Æ�b�¶���b�¹�Â�–�«�_�P�K�Z��*O�I�€�S�Ÿ�î�|�~�v
ƒ
›�I�€�•�G�\�_�@�–�K�Z�C�T�I�8��
NDG #Ý�_��*O�I�€�S�Ÿ�î�@�
 Security Manager �§�î�Â�b&Î�&�Ÿ�î�\�M+´�M�•�G�\�†&�1��K�r�M��

1��s�v�~�S#Ý�”�¡�­�«�@�Ü�Z�I�€�S�©�«�¸�Ò'ö#.*…

�Ç�Ý�’7H�†�â�X  System Administrator �\�K�Z�ß�¢�–�å�K�S�_�v�?�?�ƒ�}�N�
 Security Manager �b�M�m
�Z�b�Ï�Ü�©�î  �Ì�î�ª�_1��s�v�~�S#Ý�”�¡�­�«�K�?�[�A�^�8���œ�c�
 Cisco Secure ACS �[���b�m8p�†��
/œ�K�r�M��

• >&NDG �†�Q#Ý�K�Z�8�•���œ>' Cisco Secure ACS �b�¼�Å�¤�î�©�Ù�å  �Â�î�b  [Group Setup] �†�¡�Ü�µ
�¡�K�Z�?�}�
 System Administrator �Ø�î�¨  �ß�î�Ý�@  CiscoWorks �\  Cisco Security Manager �b �g�‰
�b�²0[�^�M�m�Z�b  NDG>&"I�_�
 Common Services/Security Manager �§�î�Â�†�µ�t  NDG>'�_6õ4�
�Ü�E�}�€�Z�8�•�G�\�†&�1��K�r�M��

• �¼�Å�¤�î�©�Ù�å  �Â�î�b  [Network Configuration] �†�¡�Ü�µ�¡�K�Z�?�}�
���b�m8p�†��/œ�K�r�M��

– Common Services/Security Manager �§�î�Â�@  Not Assigned>&�¹�Ç�›�Ý�º>'�¢�Ý�î�É�_�m�~�\
�Z�}�€�Z�8�^�8�G�\�†&�1��K�r�M��

– Common Services/Security Manager �§�î�Â�@  RADIUS �[�c�^�C  TACACS+ �†�Q#Ý�M�•�|�:�_
0¿���I�€�Z�8�•�G�\�†&�1��K�r�M�� TACACS+ �c�
 2 �Ž�b�§�î�Â6ë�[�§�Ï�î�º�I�€�Z�8�•�O�M
�b�­�Ÿ�×�Ü�¸�•  �É�ß�º�¥�Ý�[�M��

>&�@>' TACACS+ �r�S�c  RADIUS #Ý�_ Security Manager �['ö#.�M�•�¿�µ�º�á�î�¡  �¹�Â�–�«
>&�Ý�î�±�
�«�–�µ�³�
�Ç�“�–�”�˜�›�î�Ý�^�]>'�†0¿���[�A�r�M��

ACS �b�š�f�@  Security Manager �_/²&g�I�€�^�8

Security Manager �\  Cisco Secure ACS 4.x �†�Q#Ý�K�Z�8�•���œ�c�
 Security Manager �§�î�Â�V�b  
Security Manager �r�S�c  CiscoWorks Common Services �_�ß�¢�–�å�K�S�\�A�_  ACS �?�}�b�_���@
�Ÿ�Õ�µ�©�×�I�€�r�M�� Security Manager �_�ß�¢�–�å�p�_  Cisco Secure ACS �b  [Network Configuration] 
�\  [Group Setup] �[�š�f�†�•�<�S���œ�c�
 Security Manager �[�
�Q�b�š�f�@�
�M�D�_/²&g�I�€�^�8�
�r
�S�c�
�M�D�_�w� �_�^�}�^�8�•+��ö�@�6�~�r�M�� Security Manager �\  Common Services �†�ß�¢�”�˜�º
�K�Z�Q�€�}�b�˜�•�å�»�˜�†6â�L�Z�?�}�

Ì�Ø�ß�¢�–�å�K�Z�
 ACS �?�}�b�_���†�Ü�Ç�Þ�µ�©�×�M�•�²0[
�@�6�~�r�M��

ACS �[�š�f�†�•�<�•�²0[�@�6�•���œ�c�
�ß�¢�”�˜�º�K�Z  Security Manager �˜�•�å�»�˜�†6â�L�Z�?�}�

0����_
Ì�ß�¢�–�å�M�•�‰�2�@�Ë�«�º  �É�Û�¡�¸�•�«�[�M��

>&�@>' Cisco Secure ACS 3.3 �c�§�Ï�î�º�I�€�Z�8�r�O�‡�@�
�G�b�Â�î�ª�Ù�å�b  ACS �†�Q#Ý�K�Z�8�•���œ�c�

Windows �§�î�Å�«�†6ä�8�Z  Cisco Security Manager Daemon Manager �§�î�Å�«�†
Ì2s�·�K�
 ACS �b�š
�f�†  Security Manager �_/²&g�I�O�•�²0[�@�6�~�r�M��
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    Security Manager �\  ACS �b%&�«�8#Ý�b�º�Û�È�Ý�©�×�î�¸�•�å�¢
ACS �[0¿���I�€�S�¹�Â�–�«�@  Security Manager �_/²&g�I�€�^�8

Cisco Secure ACS �V�[0¿���K�S�¹�Â�–�«�@  Security Manager �_/²&g�I�€�^�8���œ�c�
�¹�Â�–�«�b/²&g
�¡�_���:�e8Ÿ�T�\�î�ƒ�€�r�M��

Security Manager �[��*O�M�•�¹�Â�–�«�b/²&g�¡�c�
�Q�b�¹�Â�–�«�†  AAA �¡�Û�–�”�å�º�\�K�Z3ã�•�K�S
�\�A�_  ACS �[0¿���K�S�¡�S�\�M+´�M�• �²0[�@�6�~�r�M ���G�b�G�\�c�
"I�_�
�»�Ó�–�å�¡�†�Q#Ý�M�•��
�œ�_5�0[�[�M�� Security Manager �[�»�Ó�–�å�¡�†�¹�Â�–�«�¡�_�Ü�•�M�•���œ�c�
 ACS 
Æ�b AAA �¡�Û
�–�”�å�º�b�Í�«�º�¡�†  <device_name>.<domain_name> �_�M�•�²0[�@�6�~�r�M>&�[>8
pixfirewall.cisco.com>'��

Cisco Secure ACS �@�?4)�Y+��_�^�W�S�‹�b  Security Manager �[�b�8��

Cisco Secure ACS �@�?4)�Y+��^���œ�c�
 Security Manager �­�µ�©�Ù�å�@�s8j�†�w�E�r�M���Q�b�S�u�

0
�X�b  Cisco Secure ACS �§�î�Â�†�Q#Ý�M�•�Ç�›�î�Ý�º�º�Þ�Û�å�º�^�–�å�Ç�Û�«�º�Û�¡�³�Õ�b�S(��†�è
0¦�M�•�²0[�@�6�~�r�M��0
�X�b�§�î�Â�†�Q#Ý�M�•�G�\�_�|�W�Z�
�8�N�€�?�b  ACS �§�î�Â�b3û�™�µ+��@
�»�ƒ�€�Z�v�
 Security Manager 
Æ�b�8���†)E)F�[�A�r�M��

�­�µ�º�”�µ�É�_  Cisco Secure ACS �@ 1 �X�K�?�µ�r�€�Z�>�}�N�
 ACS �@�?4)�Y+��_�^�W�S���œ�[�v  
Security Manager �[�b�8���†)E)F�M�•���œ�c�
 Security Manager �§�î�Â�V�[�b�ß�î�•�Ý  AAA 1�0É�_�)
�~�p�<�•�G�\�@�[�A�r�M��

�m8p

AAA �Ô�î�»�_�š�f�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 admin CiscoWorks �ß�î�•�Ý  �”�•�˜�å�º�†�Q#Ý�K�Z  Common Services �_�ß�¢�–�å�K�r�M��

�«�¸�µ�É 2 [Server] > [Security] > [AAA Mode Setup] �†4E�¥�K�Z�?�}�
 AAA �Ô�î�»�†  Non-ACS/CiscoWorks 
Local �_�š�f�K�r�M���G�€�_�|�W�Z�
�ß�î�•�Ý  Common Services �¹�î�±�Ë�î�«�\�Q�b)��s3¸�s�ß�î�Ý
�†�Q#Ý�K�Z1�0É�\1��•�†��/œ�[�A�r�M���ß�î�•�Ý1�0É�†�<#Ý�M�•�_�c�
 AAA �¹�î�±�Ë�î�«
Æ�_�ß�î�•
�Ý �Ø�î�¨�†�8�B�M�•�²0[�@�6�~�r�M��

�«�¸�µ�É 3 [Change] �†�¡�Ü�µ�¡�K�r�M��

Cisco Secure ACS �l�b�”�¡�­�«�b�Ÿ
–

Cisco Secure ACS �@�²�˜�å�K�S�S�u�_  Security Manager �_�”�¡�­�«�[�A�^�C�^�W�S���œ�c�
���b�m8p
�†��/œ�K�r�M��

• ACS �§�î�Â�V�[  Windows �§�î�Å�«�†2s�·�K�Z�
 CSTacacs �§�î�Å�«�\  CSRadius �§�î�Å�«�@'�
>
�K�Z�8�•�?�]�:�?�†&�1��K�r�M���²0[�_�Â�L�Z�
�G�€�}�b�§�î�Å�«�†
Ì2s�·�K�r�M��

• CiscoWorks Common Services �[���b�m8p�†��/œ�K�r�M��

�«�¸�µ�É 1 admin �Ø�î�¨�\�K�Z  Common Services �_�ß�¢�–�å�K�r�M��

�«�¸�µ�É 2 DOS �˜�•�å�»�˜�†6ä�8�Z�
 NMSROOT\bin\perl ResetLoginModule.pl �†��/œ�K�r�M��

�«�¸�µ�É 3 Common Services �†)
�¢�K�Z�?�}�
 admin �Ø�î�¨�\�K�Z
Ì�Ø�ß�¢�–�å�K�r�M��

�«�¸�µ�É 4 [Server] > [Security] > [AAA Mode Setup] �_&ã�·�K�Z�?�}�
 AAA �Ô�î�»�†  [Non-ACS] > [CW Local] 
�Ô�î�»�_�š�f�K�r�M��
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'¨  8 'v       �Ø�î�¨  �”�•�˜�å�º�b'ö#.
    Common Services 4.0 �†�Q#Ý�K�S�ß�î�•�Ý  RBAC
�«�¸�µ�É 5 Windows �§�î�Å�«�†6ä�8�Z�
 Cisco Security Manager Daemon Manager �§�î�Å�«�†
Ì2s�·�K�r�M��

�Ð�Ý�³�Í�î�Ò  �¹�Â�–�«�_���:1�0É�b�e8Ÿ

Cisco Secure ACS �_3ã�•�I�€�S�Ð�Ý�³�Í�î�Ò  �¹�Â�–�«>&0
�X�b  Network Interface Card>&NIC; �¿�µ�º
�á�î�¡  �–�å�±�î�Ç�™�–�«  �•�î�»>'�@��/æ�I�€�S�¹�Â�–�«>'�@0¿���[�A�^�8���œ�c�
�Ø�î�¨  �ß�î�Ý�_�¹
�Â�–�«�b�š�f�’7H�@�µ�r�€�Z�8�S�\�K�Z�v�
�Q�b�¹�Â�–�«�b  IP �”�»�Þ�«�b
°�Š�‰�2�_���:�e8Ÿ�@$Î#Õ
�M�•�•+��ö�@�6�~�r�M��

�Ð�Ý�³�Í�î�Ò  �¹�Â�–�«�†  Cisco Secure ACS �b  AAA �¡�Û�–�”�å�º�\�K�Z��*O�M�•���œ�c�
 NIC �H�\�b  
IP �”�»�Þ�«�†��*O�K�Z�C�T�I�8��
°�Š�M�•�S�g�_  Enter �†�²�K�r�M��0ò(ý�_�X�8�Z�c�
 �� NDG �†�Q#Ý
�K�^�8�¹�Â�–�«�b  AAA �¡�Û�–�”�å�º�\�K�Z�b3ã�•�� >&P.8-17>' �†�g!·�K�Z�C�T�I�8��

NAT �C#ú�b*ü�‹�_0¿*(�I�€�S�¹�Â�–�«�_���:1�0É�b�e8Ÿ

Cisco Secure ACS �_3ã�•�I�€�S  NAT �S�r�S�c  NAT �‹�b  IP �”�»�Þ�«�†�â�X�¹�Â�–�«�†0¿���[�A�^�8��
�œ�c�
�Ø�î�¨  �ß�î�Ý�_�¹�Â�–�«�b�š�f�’7H�@�µ�r�€�Z�8�S�\�K�Z�v�
0¿���K�S  IP �”�»�Þ�«�_���:�e8Ÿ
�@$Î#Õ�M�•�•+��ö�@�6�~�r�M��

�¹�Â�–�«�@  NAT �C#ú�b*ü�‹�_0¿*(�I�€�Z�8�•���œ�c�
 Cisco Secure ACS �b  AAA �¡�Û�–�”�å�º0¿���[
�¹�Â�–�«�b�M�m�Z�b  IP �”�»�Þ�«>& NAT �S�\  NAT �‹�†�µ�t>'�†��*O�K�Z�C�T�I�8�� ACS �l�b  AAA �¡
�Û�–�”�å�º0¿���b3ã�•�‰�2�_�X�8�Z�c�
 �� User Guide for Cisco Secure Access Control Server���†�g!·�K
�Z�C�T�I�8��

Common Services 4.0 �†�Q#Ý�K�S�ß�î�•�Ý  RBAC 
Security Manager 4.3 �|�~�v�S�
 Cisco Secure ACS �†�Q#Ý�M�•5�0[�^�Ó�Ü�µ�º�c�
 >&1>'"I�f�^�’7H�­�µ
�º>&"I���b�Ï�Ü�©�î  �±�–�É�b0¿���T�E�†�Ø�î�¨�_0Á�•�M�•���œ�^�]>'�†�Q#Ý�K�Z8��–�_(•�Ø�b9×�8
�Ø�î�¨  �ß�î�Ý�†�8�B�[�A�•�G�\�\�
 >&2>'�¿�µ�º�á�î�¡  �¹�Â�–�«  �¢�Ý�î�É>& NDG>'�†0¿���M�•�G�\�_
�|�W�Z"I���b�¹�Â�–�«�_�Ø�î�¨�†�D7H�[�A�•�G�\�[�K�S���G�b�|�:�^(•�Ø�b9×�8"I�’>&� "á$×�^���ß�î
�Ý�Ë�î�«  �”�¡�­�«  �¥�å�º�ß�î�Ý�� >&RBAC>'>'�c�
 Cisco Secure ACS �†�Q#Ý�K�Z�8�^�87H�~�
 Security 
Manager 4.2 �è�S�b�Â�î�ª�Ù�å�[�c�<#Ý�[�A�r�O�‡�[�K�S�� Security Manager 4.3 �[�c�
 ACS �†�Q#Ý�O
�N�_�ß�î�•�Ý  RBAC �†�<#Ý�[�A�•  Common Services 4.0 �†�Q#Ý�M�•�S�u�
�G�b�|�:�^(•�Ø�b9×�8"I�’

>&RBAC>'�†�<#Ý�[�A�r�M��

Security Manager 4.3 �[�c�
 ACS 4.2 �\�b�«�n�ö�@)T�â�I�€�Z�8�r�M�� �� Security Manager �\  Cisco 
Secure ACS �b)+�œ��>&P.8-12>' �†�g!·�K�Z�C�T�I�8��

>&�@>' RBAC �µ+��†  ACS �?�}  Common Services �_&ã/œ�K�S�8�Ø�î�¨�c�
�m�·�[/œ�:�²0[�@�6�~�r�M��&ã/œ
�«�¡�Ü�É�º�v�
�Ú�b&ã/œ�§�Ï�î�º�v�6�~�r�O�‡��

Common Services 4.0 �_�c�
�Ø�î�¨�b�•�«�±�Ò  �ß�î�Ý�†��*O�K�
�Ø�î�¨�b�¤�Ñ�b�ß�î�Ý�†�•�«�±�Ð�–
�¬�M�•�S�u�b�¹�Â�–�«�Þ�Ë�Ý�b  RBAC �@�6�~�r�M�����b�µ+��†�Q#Ý�[�A�r�M��

• �Ø�î�¨�b'ö#.>&3ã�•�
�P7V�
)…7Ÿ>'

• �¹�Â�–�«�Þ�Ë�Ý�b  RBAC �†�f�j�M�•�S�u�b�¿�µ�º�á�î�¡  �¹�Â�–�«  �¢�Ý�î�É>& NDG>'�b'ö#.

• �•�«�±�Ò  �ß�î�Ý�b'ö#.
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• �Ø�î�¨  �¢�Ý�î�É�
�¹�Â�–�«  �¢�Ý�î�É�l�b�ß�î�Ý�b�Ð�µ�Æ�å�¢

• ���¿�µ�º�á�î�¡  �œ�È�ª�™�¡�º�b/²&g�� �
���§�î�Å�«  �œ�È�ª�™�¡�º�b�š�f�� �
�>�|�g���”�¡�­�«  �Ý�î�Ý
�b�š�f���^�]�b�Ï�Ü�©�î  �œ�È�ª�™�¡�º  �±�–�É�\�Ï�Ü�©�î  �±�–�É�_�P�M�•(•�Ø�b9×�8"I�’��

���b�š�Ü�”�b�±�«�¡�†�ö�¢�M�•�G�\�[�
 Common Services 4.0 �†�Q#Ý�K�Z�ß�î�•�Ý  RBAC �†��/æ�[�A
�r�M��

• ��1�0É�Ô�î�»�b0¿���� >&P.8-33>'

• ���Ø�î�¨'ö#.�� >&P.8-33>'

• ���¢�Ý�î�É'ö#.�� >&P.8-34>'

• ���ß�î�Ý'ö#.�� >&P.8-34>' 

1�0É�Ô�î�»�b0¿��

���b�m8p�†��/œ�K�Z�
8�  ACS �”�•�˜�å�º�†0¿���K�r�M�� ��8�  ACS �”�•�˜�å�º�� >&P.8-2>' �†�g!·�K�Z�C
�T�I�8��

���_�
 [CiscoWorks Local] �ß�¢�–�å  �Ô�ª�×�î�Ý�†4E�¥�K�r�M��

�Ä�å�º [CiscoWorks Local] �c  Security Manager �b�¡�Ü�î�å  �–�å�«�º�î�Ý�b�¹�Ç�›�Ý�º�Í�[�M��

�Ø�î�¨'ö#.

Common Services �b  [Local User Setup] �Ì�î�ª�_&ã�·�K�r�M��

Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > 

Cisco Security Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å  > 

�Ø�î�¨  �”�•�˜�å�º  �ß�¢�–�å  > 

[Server Administration] > 

[Home] > 

[System Tasks] > 

[Local User Setup] 

[Local User Setup] �Ì�î�ª�[�
�Ø�î�¨�†4E�¥�K�
���b�”�¡�©�Ù�å�b�8�N�€�?�†4E�¥�[�A�r�M��

• Import Users 

• Export Users 

• Edit 

• Delete 

• Add 

• Modify My Profile 

0
�X�b�Ø�î�¨�†4E�¥�M�•���œ�
 [Edit] �c4E�¥�[�A�r�O�‡��

�Ø�î�¨�†4E�¥�K�^�8���œ�c�
���b�”�¡�©�Ù�å�b�8�N�€�?�†4E�¥�[�A�r�M��

• Import Users 

• Add 
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• Modify My Profile 

[Edit] �r�S�c  [Add] �†4E�¥�M�•���œ�c�
���b  3 �X�b1��•�±�–�É�b�8�N�€�?�†4E�¥�[�A�r�M��

• Full Authorization

• Enable Task Authorization

• Enable Device Authorization

�¢�Ý�î�É'ö#.  
Security Manager �b  [Device Groups] �Ì�î�ª�_&ã�·�K�r�M��

Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > 

Configuration Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å  > 

�Ø�î�¨  �”�•�˜�å�º  �ß�¢�–�å  > 

[Tools] > 

[Security Manager Administration] > 

[Device Groups]

Common Services �–�å�±�î�Ç�™�–�«>& Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > Cisco 
Security Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å>'�†�Q#Ý�K�Z�¹�Â�–�«  �¢�Ý�î�É�†'ö#.�M
�•�G�\�c�[�A�r�O�‡��

�ß�î�Ý'ö#.

[Role Management Setup] �Ì�î�ª�_&ã�·�K�r�M��

Security Manager �@�–�å�«�º�î�Ý�I�€�Z�8�•�§�î�Â  > 

Cisco Security Manager �”�É�Ü�£�î�©�Ù�å�b�¹�«�¡�º�µ�É  �”�–�¥�å  > 

�Ø�î�¨  �”�•�˜�å�º  �ß�¢�–�å  > 

[Server Administration] > 

[Server] >>&�Ó�½�×�î  �­�Þ�¡�±0°�•>' >

[Security] > 

[Single-Server Management] > 

[Role Management Setup]

[Role Management Setup] �Ì�î�ª�_�c�¹�Ç�›�Ý�º�b�ß�î�Ý>& Approver�
 Help Desk�
 Network 
Administrator�
 Network Operator�
 Security Administrator�
 Security Approver�
 Super Admin�
�>�|
�g  System Administrator>'�@/²&g�I�€�r�M�� [Role Management Setup] �Ì�î�ª�_�c�
3ã�•�K�S�•�«�±�Ò  
�ß�î�Ý>&�6�•���œ>'�v/²&g�I�€�r�M��

[Role Management] �Ì�î�ª�[�c�
 Add�
 Edit�
 Delete�
 Copy�
 Export�
 Import�
 Set as default�
�>�|�g  
Clear default �b�›�ï�8�†��/œ�[�A�r�M��
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A
 P P E N D I X A

�º�Û�È�Ý�©�×�î�¸�•�å�¢

CiscoWorks Common Services �c�
 Security Manager �_�
�§�î�Â�V�[�b�–�å�«�º�î�Ý�
�”�å�–�å�«�º�î
�Ý�
�>�|�g
Ì�–�å�«�º�î�Ý#Ý�b�Ç�Þ�î�Ò�á�î�¡�†�f�j�K�r�M�� Security Manager �§�î�Â  �¯�Ç�º�˜�™�”
�b�–�å�«�º�î�Ý�r�S�c�”�å�–�å�«�º�î�Ý�[�š�Û�î�@$Î#Õ�K�S���œ�c�
 Common Services �b�œ�å�Û�–�å  
�Ê�Ý�É�b�� Troubleshooting and FAQs���†�g!·�K�Z�C�T�I�8��

���b�º�Æ�µ�¡�c�
�«�±�å�»�”�ß�å  �Â�î�ª�Ù�å�b  Cisco Security Agent �†�µ�t�
�¡�Û�–�”�å�º  �©�«�¸�Ò
�r�S�c�§�î�Â�V�_  Security Manager 6õ4��¯�Ç�º�˜�™�”  �”�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý�
�”�å�–�å�«
�º�î�Ý�
�r�S�c
Ì�–�å�«�º�î�Ý�K�S�\�A�_$Î#Õ�M�•�•+��ö�b�6�•�e8Ÿ�b0Ž�ô�_�z'g�U�r�M��

• �� Cisco Security Manager �§�î�Å�«�b2s�·0[�ó�� >&P.A-1>'

• ���²0[�^  TCP �Ï�î�º�\  UDP �Ï�î�º�b�ß�Ó$×�Ü�«�º�� >&P.A-1>'

• �� Security Manager �§�î�Â�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�� >&P.A-3>'

• �� Security Manager �¡�Û�–�”�å�º�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�� >&P.A-10>'

• ���§�î�Â  �­�Ý�Ç�¸�«�º�b��/œ�� >&P.A-16>'

• ���§�î�Â  �º�Û�È�Ý�©�×�î�¸�•�å�¢�_���b�p7Ÿ�� >&P.A-17>'

• ���§�î�Â  �É�ß�­�«  �«�¸�î�±�«�b/²&g�\�š�f�� >&P.A-18>'

• ���§�î�Â  �–�å�«�º�î�Ý  �ß�¢  �Ç�“�–�Ý�b&�1��� >&P.A-18>'

Cisco Security Manager �§�î�Å�«�b2s�·0[�ó
Cisco Security Manager �§�î�Å�«�c�
"I���b8p�Î�[2s�·�K�^�E�€�d�
 Security Manager �@�G�K�C�µ+��K
�r�O�‡���G�€�}�b�§�î�Å�«�b�6�‡�ì�c�
 Cisco Security Manager Daemon Manager �§�î�Å�«�_�|�W�Z�D
�š�I�€�r�M�� Cisco Security Manager �§�î�Å�«�b2s�·�±�–�É�c�š�f�K�^�8�[�C�T�I�8���r�S�
 Cisco 
Security Manager �§�î�Å�«�c�m�·�[�õ�F�r�S�c6ä���K�^�8�[�C�T�I�8��"I���b�§�î�Å�«�†
Ì2s�·�K�^
�E�€�d�^�}�^�8���œ�c�
 Cisco Security Manager Daemon Manager �†
Ì2s�·�K�Z�
�M�m�Z�b6õ4��§�î�Å
�«�@�G�K�88p�Î�[�õ�F�>�|�g6ä���M�•�²0[�@�6�~�r�M��

�²0[�^  TCP �Ï�î�º�\  UDP �Ï�î�º�b�ß�Ó$×�Ü�«�º
Cisco Security Management Suite �”�É�Ü�£�î�©�Ù�å�c�
�¡�Û�–�”�å�º�x�Ú�b�”�É�Ü�£�î�©�Ù�å�\3û�™
�M�•�²0[�@�6�~�r�M���Q�b�Ú�b�§�î�Â  �”�É�Ü�£�î�©�Ù�å�c�9�b�¥�å�Æ�×�î�±�V�_�–�å�«�º�î�Ý�[�A�r
�M��3û�™�†�B�Œ�I�O�•�S�u�_�c�
"I���b  TCP �Ï�î�º�\  UDP �Ï�î�º�†6ä�8�Z�
�º�Û�Ç�•�µ�¡3æ�™�_�Q
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�Ü6� A      �º�Û�È�Ý�©�×�î�¸�•�å�¢
    �²0[�^  TCP �Ï�î�º�\  UDP �Ï�î�º�b�ß�Ó$×�Ü�«�º
#Ý�[�A�•�|�:�_�M�•�²0[�@�6�~�r�M��3û�–�c�
 ���²0[�^�§�î�Å�«�\�Ï�î�º�� >&P.3-1>' �_0°3U�I�€�Z�8�•
�Ï�î�º�†6ä�C�T�E�[���(�[�M���S�T�K�
�”�É�Ü�£�î�©�Ù�å�@3û�™�Y+��^�G�\�†�è���K�S���œ�c�
���b/²

Æ�b�Ï�î�º�v6ä�C�²0[�v�6�~�r�M���Ü�«�º�c�Ï�î�º$��•8p�_�j�‡�[�8�r�M��

/² A-1 �²0[�^�§�î�Å�«�\�Ï�î�º

�§�î�Å�«
�P1ß�r�S�c�Q#Ý�”�É�Ü�£�î
�©�Ù�å

�Ï�î�º$��• /
�Ï�î�º�b(
�V �É

�ß
�º

�¥
�Ý

%
T

�™

$Î
�™

FTP Security Manager �\  TMS �§�î
�Â6ë�b3û�™

21 TCP — X

SSH Common Services 22 TCP — X

Security Manager 22 TCP — X

Telnet Security Manager 23 TCP — X

SMTP Common Services 25 TCP — X

TACACS+>&ACS �b���œ>' Common Services 49 TCP — X

TFTP Common Services 69 UDP X X

HTTP Common Services 80 TCP — X

Security Manager TCP — X

SNMP>&�Ï�î�Ü�å�¢>' Common Services 161 UDP — X

Performance Monitor 161 UDP — X

SNMP>&�º�Û�µ�É>' Common Services 162 UDP — X

Performance Monitor 162 UDP X —

HTTPS>&SSL>' Common Services 4431 TCP X —

Security Manager TCP X X

AUS TCP X —

Performance Monitor TCP X —

Syslog2 Security Manager 514 UDP X —

Common Services>&Security 
Manager �@�–�å�«�º�î�Ý�I�€
�Z�8�^�8���œ>'

514 �r�S�c  49514>&�G
�b/œ�b+.�@�†�g!·>'

UDP X —

Performance Monitor
>&Security Manager �@�–�å�«
�º�î�Ý�I�€�Z�8�^�8���œ>'

514 UDP X —

�Ü�Ô�î�º  �¥�Æ�î  �É�ß�º�¥�Ý Common Services 514 TCP X X

HTTP Common Services 1741 TCP X —

Security Manager TCP X —

AUS TCP X —

Performance Monitor TCP X —

RADIUS

LDAP

Kerberos

Security Manager>&�¥4Š AAA 
�§�î�Â�l>'

1645�
 1646�
 1812
>&�‚0d>'�
 389�
 636
>&SSL>'�
 88

TCP — X

Access Control Server HTTP/HTTPS Security Manager 2002 TCP — X
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    Security Manager �§�î�Â�b�º�Û�È�Ý�©�×�î�¸�•�å�¢
Security Manager �§�î�Â�b�º�Û�È�Ý�©�×�î�¸�•�å�¢
�G�b8o�[�c�
���b$2�e�_�>'Å�<�K�r�M��

• ���–�å�«�º�î�Ý�p�b�§�î�Â7€���� >&P.A-3>'

• ���–�å�«�º�î�Ý�‹�b�§�î�Â7€���� >&P.A-5>'

• ���”�å�–�å�«�º�î�Ý�p�b�§�î�Â7€���� >&P.A-8>'

�–�å�«�º�î�Ý�p�b�§�î�Â7€��

Q. �§�î�Â  �¯�Ç�º�˜�™�”�b�–�å�«�º�î�Ý�ì�_/²&g�I�€�S�G�b�–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª�c�]�:�8
�:�–�á�[�M�?��

CiscoWorks �¤�î�º�Ÿ�î�Ã�î#Ý�b  HIPO 
�Ï�î�º

Common Services 8088 TCP X X

Tomcat �©�Õ�µ�º�²�˜�å Common Services 9007 TCP X —

Tomcat Ajp13 �¥�¿�¡�± Common Services 9009 TCP X —

�¹�î�±�Ë�î�« Security Manager 10033 TCP X —

License Server Common Services 40401 TCP X —

Daemon Manager Common Services 42340 TCP X X

Osagent Common Services 42342 UDP X X

�¹�î�±�Ë�î�« Common Services 43441 TCP X —

Sybase Auto Update Server 43451 TCP X X

Performance Monitor 43453 TCP X X

DCR �\  OGS Common Services 40050 >|  40070 TCP X —

Event Services Software Service 42350/
44350

UDP X X

Software Listening 42351/
44351

TCP X X

Software HTTP 42352/
44352

TCP X X

Software Routing 42353/
44353

TCP X X

3?3æ�Ó�•�½�¬�Ò>&CSTM>' Common Services 50000 >|  50020 TCP X —

1. Cisco Security Monitoring, Analysis, and Response System>&Cisco Security MARS>'�”�É�Û�–�”�å�«�\�_���†
¹�w�r�S�c�º�n�M�•�S�u
�_�
 Security Manager �c�¹�Ç�›�Ý�º�[�Ï�î�º  443 �V�b  HTTPS �†�Q#Ý�K�r�M���G�b% $×�[�9�b�Ï�î�º�†�Q#Ý�M�•�?�]�:�?�†4E�¥�[�A�r
�M��

2. Security Manager �b�–�å�«�º�î�Ý�r�S�c�”�µ�É�¢�Þ�î�»�ì�_�
 Common Services syslog �§�î�Å�«  �Ï�î�º�@  514 �?�}  49514 �_�š�f�I�€
�r�M���6�\�[  Security Manager �@�”�å�–�å�«�º�î�Ý�I�€�S���œ�
�Ï�î�º�c  514 �_�`�I�€�r�O�‡��

/² A-1 �²0[�^�§�î�Å�«�\�Ï�î�º  >&)F�A>'

�§�î�Å�«
�P1ß�r�S�c�Q#Ý�”�É�Ü�£�î
�©�Ù�å

�Ï�î�º$��• /
�Ï�î�º�b(
�V �É

�ß
�º

�¥
�Ý

%
T

�™

$Î
�™
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A. �§�î�Â  �¯�Ç�º�˜�™�”�b�–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª�\1��Â�† /² A-2>&P.A-4>' �_&g�K�r�M���G�b
/²�c
›8Œ�b�e�Ð�b�”�Ý�Ç�“�Ë�µ�º8p�_�j�m�}�€�Z�8�r�M��

/² A-2 �–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª>&�§�î�Â>'

Message �Ó�µ�­�î�ª�b#.#ä �Ø�î�¨�ï�8

License file failed.ERROR: 
The file with the name 
c:\progra~1\CSCOpx\setup 
does not exist


›�_  Common Services �k�Ñ�”
�É�Ü�£�î�©�Ù�å�†�”�å�–�å�«
�º�î�Ý�K�|�:�\�K�Z�»�K�K�r�K
�S��

1. �§�î�Â�†�©�Õ�µ�º�²�˜�å�K�Z�?�}�

Ì2s�·�K�r�M��

2. �Þ�ª�«�º�Ü  �š�¹�•�±�†�Q#Ý�K�Z���b�š�å�º�Ü�†�P
7V�K�r�M��
$HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Ci

sco\Resource Manager\CurrentVersion  

3. Security Manager �†�–�å�«�º�î�Ý�K�S�¹�•�Þ�¡�º
�Ü�[�
 setup �\�8�:�¡�S�b�§�È�¹�•�Þ�¡�º�Ü�†�8�B
�K�r�M��

4. CMFLOCK.TXT �†�P7V�K�r�M>&�Ñ�~�M�•���œ>' ��

5. Security Manager �†
Ì�–�å�«�º�î�Ý�K�r�M��

Corrupt License file. Please 
enter a valid License file.

�Û�–�­�å�«  �Ç�“�–�Ý�@%Ú�†�K�Z
�8�•�?�
�Û�–�­�å�«  �Ç�“�–�Ý�b

Æ���@!“� �[�M��

���Û�–�­�å�«�_6õ�M�•�-�|�� >&P.2-8>' �†�g!·�K�Z�C�T�I
�8��

Corrupt License file entered 
for 5 tries. Install will 
proceed in EVAL mode. Press 
OK to proceed.

5 �G4�)F�[!“� �^�Û�–�­�å�«  
�Ç�“�–�Ý�l�b�Ã�«�¡�†
°�Š�K�S
�•+��ö�@�6�~�r�M��0è/œ�@  5 �G
�»�K�K�S�}�
�–�å�«�º�î�Ý�@0Û
�o�Ô�î�»�_�š�ƒ�~�r�M��

[OK]  �†�¡�Ü�µ�¡�K�Z�
�Û�–�­�å�«  �š�Û�î  �²�–�”�ß�¢
�Î�µ�¡�«�†6â�L�Z�
�˜�•�¨�î�»�b���b#ì8��_4
�s�r�M��

One instance of CiscoWorks 
Installation is already 
running.If you are sure that 
no other instances are 
running, remove the file 
C:\CMFLOCK.TXT.This 
installation will now abort.


›�_  Common Services �k�Ñ�”
�É�Ü�£�î�©�Ù�å�†�–�å�«�º�î�Ý
�K�|�:�\�K�Z�»�K�K�S�•+��ö�@
�6�~�r�M��

C:\CMFLOCK.TXT �Ç�“�–�Ý�†�P7V�K�Z�?�}�
�v�:�M
�Ø0è�K�Z�s�Z�C�T�I�8��

Severe

Failed on call to 
FileInsertLine.

�§�î�Â�@�Á�î�»  �»�Û�–�È  �«
�Ì�î�«�_6õ�M�•0[�ó�† 6�S�K�Z
�8�r�O�‡��

���§�î�Â�b0[�ó�>�|�g�N�á�¦8o�� >&P.3-3>' �†�g!·�K�Z�C
�T�I�8��

Temporary directory used by 
installation has reached 
_istmp9x. If _istmp99 is 
reached, no more setups can 
be run on this computer, 
they fail with error -112.

�§�î�Â�V�[�
�¯�Ç�º�˜�™�”  �–�å
�«�º�î�Ý�p�_+¬�·$×�_�P7V�I�€
�•�£���b�M�ì�Ç�“�–�Ý�@�g�W�Z
�8�r�M��

�§�î�Â�V�b�M�ì�¹�•�Þ�¡�º�Ü�[�¡�S�_�� _istmp���e�Ð
�4�@�µ�r�€�•�§�È�¹�•�Þ�¡�º�Ü�†�H�K�r�M���G�b�|�:
�^�§�È�¹�•�Þ�¡�º�Ü�†�M�m�Z�P7V�K�r�M��
A-4
Cisco Security Manager 4.3 �–�å�«�º�Þ�î�©�Ù�å  �ž�–�»

OL-26559-01-J



 

�Ü6� A      �º�Û�È�Ý�©�×�î�¸�•�å�¢
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Q. �§�î�Â  �–�å�«�º�î�Û�@��#.�†�p�•>&�Á�å�¢�”�µ�É>'�K�S���œ�c�]�:�K�S�}�8�8�[�M�?��

A. �Ü�È�î�º�K�Z�v�:�M�Ø0è�K�Z�s�Z�C�T�I�8��

Q. Cisco Security Manager �\  Cisco Secure Access Control Server �b�g�‰�†  1 �X�b�©�«�¸�Ò�V�_�–�å
�«�º�î�Ý�[�A�r�M�?��

A. �–�å�«�º�î�Ý�K�^�8�G�\�†�N�á�K�r�M��� �L�§�î�Â�V�[�b  Security Manager �\  Cisco Secure ACS 
for Windows �b
¹�Ñ�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

Q. Security Manager �¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�@�»�K�M�•�b�c�^�P�[�M�?��

A. Tivoli �^�]�b�¿�µ�º�á�î�¡'ö#.�”�É�Ü�£�î�©�Ù�å�†�Q#Ý�K�Z�
 Security Manager �@�–�å�«�º�î�Ý�I
�€�S�©�«�¸�Ò�V�_  Cygwin �†�–�å�«�º�î�Ý�K�S���œ�c�
 Security Manager �¹�î�±�Ë�î�«�b�Â�µ�¡
�”�µ�É�_�»�K�K�r�M�� Cygwin �†�”�å�–�å�«�º�î�Ý�K�Z�C�T�I�8��

�–�å�«�º�î�Ý�‹�b�§�î�Â7€��

Q. Security Manager �–�å�±�î�Ç�™�–�«�@/²&g�I�€�^�8�
�r�S�c�
�G�K�C/²&g�I�€�^�8�
�6�•�8�c�
"I
���b�–�å�±�î�Ç�™�–�«0[(ò�@���E�Z�8�r�M���N�I�c�1�[�K�{�:�?��

A. �8�C�X�?�b�•+��ö�@*ƒ�<�}�€�r�M���G�b�Ü�«�º
Æ�b�©�¼�Ü�œ�†�g!·�K�Z�
�–�å�±�î�Ç�™�–�«�_�s8j
�†�Z�<�•�•+��ö�b�6�•�"(ç�^�e8Ÿ�†"I���K�
�P���K�Z�C�T�I�8��

• �²0[�^�§�î�Å�«�b�8�C�X�?�@�§�î�Â�V�[�·�8�K�Z�8�r�O�‡���§�î�Â�b�¹�î�Ô�å  �Ð�¿�î�ª�Õ�†

Ì2s�·�K�Z�
�M�m�Z�b�§�î�Å�«�b2s�·�@�ö�¢�M�•�b�†�…�W�Z�?�}�
 Security Manager �¡�Û�–�”
�å�º�†
Ì2s�·�K�Z�K)F�K%$�K�Z�s�Z�C�T�I�8��

Windows cannot find 
'C:\Documents and 
Settings\Administrator\WINDO
WS\System32\cmd.exe'. Make 
sure you typed the name 
correctly, and then try 
again. To search for a file, 
click the Start button, and 
then click Search.

�§�Ï�î�º�I�€�Z�8�^�8�_�v�?�?
�ƒ�}�N�
 Terminal Services �†�–
�å�«�º�î�Ý�p�_�–�¿�î�È�Ý�_�K
�S�•+��ö�@�6�~�r�M�� ���–�å�«
�º�î�Ý =
�"g�#�³�™�µ�¡�Ü�«
�º�� >&P.4-3>' �†�g!·�K�Z�C�T�I
�8��

1. Terminal Services �†�¹�•�­�î�È�Ý�_�K�r�M��

�G�b�m8p�_�X�8�Z�c�
���b  URL �_�6�•
�� Installing and Getting Started With CiscoWorks 
LAN Management Solution 3.1���b�� Terminal 
Server Support for Windows 2000 and 
Windows 2003 Server���º�Æ�µ�¡�†�g!·�K�Z�C�T�I
�8��

http://www.cisco.com/en/US/docs/net_mgmt/cisco
works_lan_management_solution/3.1/install/guide/
IGSG31.html

2. Security Manager �†�v�:�M�Ø�–�å�«�º�î�Ý�K�Z�s
�Z�C�T�I�8��

Setup has detected that 
unInstallShield is in use. 
Close unInstallShield and 
restart setup. Error 432.

�–�å�«�º�î�Ý�p�_  Windows �”
�•�˜�å�º�’7H�@�³�™�µ�¡�I�€�r
�M�� CiscoWorks Common 
Services �†�–�å�«�º�î�Ý�K�Z�8
�•  Windows �”�•�˜�å�º�@�ß�î
�•�Ý'ö#.*…"I�’�†�â�W�Z�8�^�8
���œ�c�
 InstallShield �_�G�b�š
�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�r
�M��

1. %WINDIR% �_�i�A3¸�t�S�u�b4:�)�^�’7H�@�Ü�Z
�I�€�Z�8�•�G�\�†&�1��K�r�M���–�å�«�º�î�Ý�r�S
�c�”�å�–�å�«�º�î�Ý�c�
�ß�î�•�Ý'ö#.*…�¢�Ý�î�É
�b�Ó�å�Â�î�@���‹�M�•�²0[�@�6�~�r�M��

2. [OK]  �†�¡�Ü�µ�¡�K�Z�š�Û�î  �Ó�µ�­�î�ª�†6â�L�

Windows �?�}�ß�¢�”�˜�º�K�Z�
�ß�î�•�Ý'ö#.*…"I
�’�†�â�X�”�•�˜�å�º�†�Q#Ý�K�Z  Windows �_
Ì�ß�¢
�–�å�K�r�M��

/² A-2 �–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª>&�§�î�Â>'  >&)F�A>'

Message �Ó�µ�­�î�ª�b#.#ä �Ø�î�¨�ï�8
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• �§�î�Â�_���(�^'5�A�¹�•�«�¡  �«�Ì�î�«�@�6�~�r�O�‡���§�î�Â�V�b  Security Manager �Ã�î�¸�•
�©�Ù�å�b'5�A��5��@  500 MB �è�V�6�•�G�\�†&�1��K�Z�C�T�I�8��

• �ö�•�Û�–�­�å�«  �Ç�“�–�Ý�@%Ú�†�K�Z�8�r�M�� ���Û�–�­�å�«�_6õ�M�•�-�|�� >&P.2-8>' �†�g!·�K�Z
�C�T�I�8��

• �§�î�Â�[�Q#Ý�I�€�Z�8�•  Windows 0•1��@6ë4*�W�Z�8�r�M�� (•�\,e1��Â�î�ª�Ù�å�b  Windows �V
�b,e1��\�
�¥�•1��Â�î�ª�Ù�å�b  Windows �V�b�¥�•1��K�?�§�Ï�î�º�I�€�Z�8�r�O�‡>& ���§�î�Â�b
0[�ó�>�|�g�N�á�¦8o�� >&P.3-3>' �†�g!·>' ���Ú�b0•1��c�–�å�«�º�î�Ý�I�€�S�Â�î�ª�Ù�å�b  
Security Manager �_�O�s8j�†�Z�<�•�•+��ö�@�6�~�r�M���r�S�
 GUI 0[(ò�b��- �c�•+��ö�b�6
�•$U"g�b  1 �X�[�M���§�Ï�î�º�I�€�Z�8�^�80•1��†�Q#Ý�K�Z�8�•���œ�c�
�§�Ï�î�º�I�€�Z�8�•0•
1��†4E�¥�K�Z�?�}�
 Security Manager �†�”�å�–�å�«�º�î�Ý�K�Z
Ì�–�å�«�º�î�Ý�K�Z�C�T�I�8��

���§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�å�–�å�«�º�î�Ý�� >&P.5-16>' �†�g!·�K�Z�C�T�I�8��

• �¿�µ�º�á�î�¡�K)F�V�[  Security Manager �–�å�«�º�î�Ý  �Ø�î�¸�•�Ü�¸�•�†��/œ�K�r�K�S�@�
�G
�b�Q#Ý�‰�2�c�§�Ï�î�º�I�€�Z�8�r�O�‡>& �� Security Manager �§�î�Â�
 Common Services�
�>�|
�g  AUS �b�–�å�«�º�î�Ý�� >&P.5-2>' �†�g!·>' ���§�î�Â  �¯�Ç�º�˜�™�”�†�”�å�–�å�«�º�î�Ý�K�Z
Ì�–
�å�«�º�î�Ý�M�•�²0[�@�6�~�r�M�� ���§�î�Â  �”�É�Ü�£�î�©�Ù�å�b�”�å�–�å�«�º�î�Ý�� >&P.5-16>' �†
�g!·�K�Z�C�T�I�8��

• �¡�Û�–�”�å�º  �©�«�¸�Ò�@�q�`7H�b0[�ó�† 6�S�K�Z�8�r�O�‡�� ���¡�Û�–�”�å�º�b0[�ó�� >&P.3-8>'
�†�g!·�K�Z�C�T�I�8��

• HTTP �†�Q#Ý�K�|�:�\�K�r�K�S�@�
�²0[�^�É�ß�º�¥�Ý�c  HTTPS �[�M��

• �Î�±�å�T�E�@/²&g�I�€�r�O�‡�� Security Manager �¡�Û�–�”�å�º�†�Q#Ý�K�Z�8�•�q�p�_�
�¡�Û�–
�”�å�º  �©�«�¸�Ò�V�[  [Display Properties] �¥�å�º�ß�î�Ý  �Ã�¿�Ý�†6ä�8�Z�
 [Appearance] �±�È�[
�8�C�X�?�b0¿���†�š�f�K�S�•+��ö�@�6�~�r�M���G�b�e8Ÿ�_�P���M�•�_�c�
 Security Manager �¡
�Û�–�”�å�º�†)
�¢�K�Z�?�}�

Ì2s�·�K�Z�C�T�I�8��

• 6ë4*�W�S�¢�Û�Ç�•�µ�¡�«  �•�î�»�b�»�Û�–�Â  �¯�Ç�º�˜�™�”�@�¡�Û�–�”�å�º  �©�«�¸�Ò�V�_�–�å�«
�º�î�Ý�I�€�Z�8�r�M�� ���¡�Û�–�”�å�º�b0[�ó�� >&P.3-8>' �†�g!·�K�Z�C�T�I�8��

�e8Ÿ Web �È�Û�˜�¨�†�Q#Ý�K�Z  Security Manager �l�b  Web �–�å�±�î�Ç�™�–�«�†6ä�G�:�\�K�S�\�A�_�

Security Manager �§�î�Â�V�b  /cwhp/LiaisonServlet �_�”�¡�­�«�M�•�S�u�b�’7H�@�^�8�G�\�†���<�•�Ó�µ
�­�î�ª�@/²&g�I�€�r�K�S���G�€�c�]�:�8�:�–�á�[�M�?��

�¯�Ü�×�î�©�Ù�å �W�b/²�_�
�G�b�e8Ÿ�b�M+á$×�N�I�\�f�L�I�€�Z�8�•�P���2�†&g�K�r�M��

/² A-3 LiaisonServlet �š�Û�î�b�N�I�\�P���2

�N�I �P���2

�§�î�Â�V�_�”�å�³�˜�–
�Ý�«  �”�É�Ü�£�î�©�Ù�å
�@�–�å�«�º�î�Ý�I�€�Z
�8�•

�”�å�³�˜�–�Ý�«  �”�É�Ü�£�î�©�Ù�å�†�”�å�–�å�«�º�î�Ý�K�r�M��

�§�î�Â�V�_  IIS �@�–�å
�«�º�î�Ý�I�€�Z�8�•

IIS �c  Security Manager �\�«�n�ö�@�^�8�S�u�
�”�å�–�å�«�º�î�Ý�M�•�²0[
�@�6�~�r�M��
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Q. Security Manager �†�Q#Ý�K�Z�§�î�Â�V�b�¹�•�Þ�¡�º�Ü�†�g!·�K�S�\�A�_�
�ß�î�•�Ý  �Î�Ü�×�î�Ò�T
�E�@/²&g�I�€�
�Ð�µ�É�I�€�S�»�Û�–�È�c/²&g�I�€�r�O�‡���]�:�K�Z�[�M�?��

A. Microsoft �c�§�î�Â  �­�Ÿ�×�Ü�¸�•�†�I�ì�M�•�S�u�_  Windows �b0¿0£�_�G�b�µ+��†)��s3¸�s�r�K�S��
Security Manager �[4E�¥�M�•�²0[�b�6�•�M�m�Z�b�Ç�“�–�Ý>&�Û�–�­�å�«  �Ç�“�–�Ý�^�]>'�†�§�î�Â
�V�_4Ä*(�M�•�²0[�@�6�~�r�M��

Q. �¥�•1��Â�î�ª�Ù�å�b  Windows �b  [Start] �Ó�½�×�î�_  Security Manager �@/²&g�I�€�^�8�b�c�^�P�[
�M�?��

A. �§�î�Â�V�b�…�æ�\0•1��b�œ�É�©�Ù�å�†�
,e1��†�Q#Ý�M�•�|�:�_0¿���K�S�•+��ö�@�6�~�r�M���¥�•1�
�Â�î�ª�Ù�å�b  Windows 
Æ�b0•1��\�K�Z,e1��c�§�Ï�î�º�I�€�Z�8�r�O�‡>& ���§�î�Â�b0[�ó�>�|�g�N�á
�¦8o�� >&P.3-3>' �†�g!·>' ���¥�å�º�ß�î�Ý  �Ã�¿�Ý�†�Q#Ý�K�Z�
0•1��†�¥�•1��_�Ü�­�µ�º�K�Z�C�T�I�8��

Q. �§�î�Â�b  SSL 0É�Â�i�@!“� �_�^�W�Z�8�r�M���r�S�
 DCRServer �É�ß�­�«�@6ä���K�r�O�‡���N�I�c
�1�[�K�{�:�?��

A. �§�î�Â�b�¥�Ü�r�S�c�ì�I�@  SSL 0É�Â�i�b�w� (
�V�¥�_�Ü�­�µ�º�I�€�Z�8�r�M�� ���–�å�«�º�î�Ý =
�
"g�#�³�™�µ�¡�Ü�«�º�� >&P.4-3>' �†�g!·�K�Z�C�T�I�8���G�b�e8Ÿ�_�P���M�•�_�c�
�§�î�Â�b�¥�Ü / �ì
�I�b0¿���†�Ü�­�µ�º�K�Z�C�T�I�8��

Q. �§�î�Â�\�¡�Û�–�”�å�º6ë�b3û�™�_�Q#Ý�I�€�•�É�ß�º�¥�Ý�b
°�Š�@0[�Ó�I�€�r�O�‡�[�K�S���¹�Ç�›�Ý
�º�[�Q#Ý�I�€�•�É�ß�º�¥�Ý�c�1�[�M�?���Ú�b�Ô�î�»�†�Q#Ý�K�Z�G�b0¿���†�m�·�[�š�f�M�•�²0[�@�6
�~�r�M�?��

A. �§�î�Â�b�–�å�«�º�î�Ý�p�_�¡�Û�–�”�å�º�†�–�å�«�º�î�Ý�K�S���œ�c�
�¹�Ç�›�Ý�º�[�
�§�î�Â�\�¡�Û
�–�”�å�º6ë�b3û�™�É�ß�º�¥�Ý�\�K�Z  HTTPS �@�Q#Ý�I�€�r�M��3û�™�c�¹�Ç�›�Ý�º  �É�ß�º�¥�Ý�†�Q#Ý
�K�Z�–0É�I�€�Z�8�•�S�u�
�G�b0¿���†�m�·�[�š�f�M�•�²0[�c�6�~�r�O�‡��

Security Manager �_�²
0[�^�§�î�Å�«�@�G�K�8
8p�Î�[6ä���I�€�Z�8�^
�8

+¬�·�_0¿���M�•�²0[�@�6�•�§�î�Å�«�c  Cisco Security Manager Daemon 
Manager �T�E�[�M���Ú�b  CiscoWorks �§�î�Å�«�c�m�·�_0¿���M�•�²0[�@�6
�~�r�M�� Daemon Manager �@�Ú�b Ciscoworks �§�î�Å�«�†2s�·�M�•�r�[�_�X
�(�?�?�•���œ�@�6�•�G�\�_�@�–�K�Z�C�T�I�8���G�€�}�b�§�î�Å�«�c�
�G�K
�88p�Î�[2s�·�M�•�²0[�@�6�~�r�M���m�·�[�§�î�Å�«�†2s�·�K�S���œ�c�š
�Û�î�†�,�A2s�G�M�•+��ö�@�6�~�r�M��

casuser �Ã�«�á�î�» casuser �ß�¢�–�å�c�
 Windows 'ö#.*…�\� �L�[�
�M�m�Z�b  Common 
Services �±�«�¡�\  Security Manager �±�«�¡�_�”�¡�­�«�[�A�r�M�����b�|�:
�_  casuser �Ã�«�á�î�»�†�Ü�­�µ�º�K�r�M��

1. �§�î�Â�V�[�¥�Ð�å�»  �É�ß�å�É�º�†6ä�A�r�M��

>&�@>' Windows Server 2008 �†�Q#Ý�K�Z�8�•���œ�c�
�¥�Ð�å�»  �É�ß�å�É�º
�†6ä�C�\�A�_  [Run as administrator] �œ�É�©�Ù�å�†�Q#Ý�M�•�²0[�@�6
�~�r�M��

2. C:\Program Files\CSCOpx\setup\support\resetCasuser.exe  �\
°�Š
�K�Z�
 Enter �†�²�K�r�M��

3. �œ�É�©�Ù�å 1>&casuser �Ã�«�á�î�»�b�Û�å�²�Ò#Õ�B>'�†4E�¥�K�r�M��

/² A-3 LiaisonServlet �š�Û�î�b�N�I�\�P���2  >&)F�A>'

�N�I �P���2
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    Security Manager �§�î�Â�b�º�Û�È�Ý�©�×�î�¸�•�å�¢
�É�ß�º�¥�Ý�\�K�Z  HTTP �†4E�¥�M�•�œ�É�©�Ù�å�c�
�§�î�Â  �–�å�«�º�î�Û�\�c�9�_�
�¡�Û�–�”�å�º  
�–�å�«�º�î�Û�†��/œ�K�Z  Security Manager �¡�Û�–�”�å�º�†�–�å�«�º�î�Ý�K�S���œ�_�b�s�Q#Ý�[�A
�r�M���S�T�K�
�§�î�Â�\�¡�Û�–�”�å�º6ë�b3û�™�É�ß�º�¥�Ý�\�K�Z  HTTP �†�Q#Ý�K�^�8�G�\�†�N�á
�K�r�M���¡�Û�–�”�å�º�c�
�§�î�Â�@�Q#Ý�M�•�|�:�_0¿���I�€�S�É�ß�º�¥�Ý�†�Q#Ý�M�•�²0[�@�6�~�r
�M��

Q. VMware �­�µ�º�”�µ�É�†�Q#Ý�K�Z�8�•�\�©�«�¸�Ò�b�Ã�Ç�›�î�Ð�å�«�@�w�E
°�€�}�€�^�8�o�]�*�W�K
�r�M���S�\�<�d�
�©�«�¸�Ò�b�Â�µ�¡�”�µ�É�_  2 �ì6ë�v�?�?�~�r�M��

A. Security Manager �†��/œ�K�Z�8�•  VM �_0
�X�b  CPU �@�m�~�\�Z�}�€�Z�8�•�G�\�†&�1��K�Z�C�T�I
�8�� 1 �X�b  CPU �K�?�m�~�\�Z�}�€�Z�8�^�8�©�«�¸�Ò�[�c�
�M4Š�b�©�«�¸�Ò  �”�¡�¸�•�Å�¸�•�_�P�K
�Z�w�E
°�€�}�€�^�8�o�]�b�Ã�Ç�›�î�Ð�å�«�†&g�M�G�\�@�ƒ�?�W�Z�8�r�M��

Q. �è0É�^�]�b�8�C�X�?�b�ï�8�@�
 SQL �¡�š�Ü�î�[�¥�†�ß�¢�_���Š�K�Z�»�K�K�r�M���N�I�c�1�[�K�{
�:�?��

A. Sybase �b�M�ì�¹�•�Þ�¡�º�Ü�b�¹�•�«�¡8•�æ�@2Š�~�^�C�^�~�
�M�ì�Ç�“�–�Ý�b�8�B�_�»�K�K�S�•+�
�ö�@�6�~�r�M���¹�Ç�›�Ý�º�[�c�
 Windows �b�M�ì�¹�•�Þ�¡�º�Ü�b�W�_  Sybase �b�M�ì�Ç�“�–�Ý�@�8
�B�I�€�r�M���©�«�¸�Ò�š�X  SA_TMP �@��*O�I�€�Z�8�•���œ�c�
 SA_TMP �_�æ���I�€�S�¹�•�Þ�¡�º
�Ü�_�M�ì�Ç�“�–�Ý�@�8�B�I�€�r�M�� Sybase �b�M�ì�Ç�“�–�Ý�@4Ä*(�I�€�•�¹�•�«�¡8•�æ�†�¡�Ü�”�K
�Z�?�}�
 Security Manager �†
Ì2s�·�K�r�M��

�”�å�–�å�«�º�î�Ý�p�b�§�î�Â7€��

Q. �G�b�”�å�–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª�c�]�:�8�:�–�á�[�M�?��

A. �”�å�–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª�\1��Â�† /² A-4>&P.A-9>' �_&g�K�r�M���G�b/²�c
›8Œ�b�e�Ð�b
�”�Ý�Ç�“�Ë�µ�º8p�_�j�m�}�€�Z�8�r�M���”�å�–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª�b0ò(ý�_�X�8�Z�c�

Cisco.com �V�[  Common Services 3.2 �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��
A-8
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/² A-4 �”�å�–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª

Message �Ó�µ�­�î�ª�b#.#ä �Ø�î�¨�ï�8

C:\ NMSROOT\MDC\msfc-backend 
refers to a location that is 
unavailable. It could be on a 
hard drive on this computer, 
or on a network. Check to 
make sure that the disk is 
properly inserted, or that 
you are connected to the 
Internet or your network, and 
then try again. If it still 
cannot be located, the 
information might have been 
moved to a different 
location.

�G�b�Ó�µ�­�î�ª�c���@�^�8�•
+��ö�@�6�~�r�M�� [OK] �†�¡
�Ü�µ�¡�K�Z�Ó�µ�­�î�ª�†�˜�d
�M�•�è�¥�c�1�v�M�•�²0[�@�6
�~�r�O�‡���Q�:�K�^�?�W�S��
�œ�c�
���b�²�ó�b�M�‰�r�S�c
�g�‰�@4:#Ý�I�€�•�§�î�Â�V�[
�Ó�µ�­�î�ª�@/²&g�I�€�•�•+�
�ö�@�6�~�r�M��

- (F�Æ�Ç�“�–�Ý
¹�w�@  
Windows �V�[�–�¿�î�È�Ý�_
�^�W�Z�8�•��

- �œ�Ç�Û�–�å  �Ç�“�–�Ý� �‡�@  
Windows �V�[�–�¿�î�È�Ý�_
�^�W�Z�8�•��

�Ó�µ�­�î�ª�†�˜�d�K�Z�”�å�–�å�«�º�î�Ý�@�»�K�K�S��
�œ�c�
���b�•+��ö�b�6�•�P���2�b�M�‰�r�S�c�g�‰�†0è
�K�Z�
�v�:�M�Ø�”�å�–�å�«�º�î�Ý�†/œ�W�Z�s�Z�C�T�I
�8��

(F�Æ�Ç�“�–�Ý
¹�w
1. [Start] > [Settings] > [Control Panel] > [Folder 

Options] �†4E�¥�K�r�M��

2. [View]  �±�È�†�¡�Ü�µ�¡�K�r�M��

3. [Advanced Settings] �Ì�–�å�b�M$��W�r�[�«�¡�ß�î
�Ý�K�r�M��

4. [Use simple file sharing (Recommended)] �³�™�µ�¡
�Î�µ�¡�«�†�œ�Ç�_�K�Z�?�}�
 [OK]  �†�¡�Ü�µ�¡�K�r
�M��

�œ�Ç�Û�–�å  �Ç�“�–�Ý� �‡
1. [Start] > [Settings] > [Control Panel] > [Folder 

Options] �†4E�¥�K�r�M��

2. [Offline Files] �±�È�†�¡�Ü�µ�¡�K�r�M��

3. [Enable Offline Files] �³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_
�K�Z�?�}�
 [OK]  �†�¡�Ü�µ�¡�K�r�M��

C:\temp\< subdirectory >\
setup.exe - Access is denied.

The process cannot access the 
file because it is being used 
by another process.

0 file(s) copied.
1 file(s) copied.

�”�å�–�å�«�º�î�Ý�@�»�K�K�r
�K�S��

�§�î�Â�†�Ü�È�î�º�K�Z�?�}�
 ���§�î�Â  �”�É�Ü�£�î�©�Ù
�å�b�”�å�–�å�«�º�î�Ý�� >&P.5-16>' �_0°3U�I�€�Z�8�•�m
8p�†��/œ�K�Z�C�T�I�8��

Windows Management 
Instrumentation (WMI) is 
running.

The setup program has 
detected Windows Management 
Instrumentation (WMI) 
services running. This will 
lock some Cisco Security 
Manager processes and may 
abort uninstallation 
abruptly. To avoid this, 
uninstallation will stop and 
start the WMI services.

Do you want to proceed?

Click Yes to proceed with 
this uninstallation. Click No 
to exit uninstallation.

)�)Ê�[  WMI �@�Q#Ý�I�€�Z�8�•
�?�
1!�?�@1��W�Z�§�î�Â�V�b  
WMI �§�î�Å�«�†�–�¿�î�È�Ý�_
�K�S�•+��ö�@�6�~�r�M��

[Yes] �†�¡�Ü�µ�¡�K�r�M��
A-9
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    Security Manager �¡�Û�–�”�å�º�b�º�Û�È�Ý�©�×�î�¸�•�å�¢
Q. �”�å�–�å�«�º�î�Û�@�Á�å�¢�”�µ�É�K�S���œ�c�]�:�K�S�}�8�8�[�M�?��

A. �Ü�È�î�º�K�Z�?�}�v�:�M�Ø0è�K�Z�s�Z�C�T�I�8��

Q. �”�å�–�å�«�º�î�Û�_  crmdmgtd �§�î�Å�«�@�Â'Å�K�Z�8�^�8�\�8�:
Æ���b�Ó�µ�­�î�ª�@/²&g�I�€�

�� Do you want to keep waiting?���\�\�a�}�€�S���œ�c�]�:�K�S�}�8�8�[�M�?��

A. �”�å�–�å�«�º�î�Ý  �«�¡�Ü�É�º�_�c�
�«�¡�Ü�É�º�@�±�–�Ò�”�˜�º�M�•�S�_�è�ç�_�Â'Å�K�^�?�W�S  
crmdmgtd �§�î�Å�«�†�õ�F�M�•�è�ç�@�µ�r�€�Z�8�r�M�� [Yes] �†�¡�Ü�µ�¡�K�r�M���o�\�‡�]�b���œ�

crmdmgtd �§�î�Å�«�c�
�Q�b�‹�
�£�•�]�>�~�_�õ�F�K�r�M��

Security Manager �¡�Û�–�”�å�º�b�º�Û�È�Ý�©�×�î�¸�•�å�¢
�G�b8o�[�c�
���b$2�e�_�>'Å�<�K�r�M��

• ���–�å�«�º�î�Ý�p�b�¡�Û�–�”�å�º7€���� >&P.A-10>'

• ���–�å�«�º�î�Ý�‹�b�¡�Û�–�”�å�º7€���� >&P.A-13>'

�–�å�«�º�î�Ý�p�b�¡�Û�–�”�å�º7€��

Q. �¡�Û�–�”�å�º  �¯�Ç�º�˜�™�”�b�–�å�«�º�î�Ý�ì�_/²&g�I�€�S�G�b�–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª�c
�]�:�8�:�–�á�[�M�?��

A. �¡�Û�–�”�å�º  �¯�Ç�º�˜�™�”�b�–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª�\1��Â�† /² A-5 �_&g�K�r�M���G�b/²
�c
›8Œ�b�e�Ð�b�”�Ý�Ç�“�Ë�µ�º8p�_�j�m�}�€�Z�8�r�M��

/² A-5 �–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª>&�¡�Û�–�”�å�º>'

Message �Ó�µ�­�î�ª�b#.#ä �Ø�î�¨�ï�8

Could not install engine jar �è�S�b�¯�Ç�º�˜�™�”  �–�å�«�º�î
�Ý�\�”�å�–�å�«�º�î�Ý�@�N�I�[  
InstallShield �@�G�K�C�·�8�K�Z�8
�r�O�‡��

1. ���b�\�>�~�_&ã�·�K�r�M��
C:\Program Files\
Common Files\
InstallShield\Universal\
common\Gen1.

2. Gen1 �Ç�›�Ý�²�b�¡�S�†�š�f�K�Z�?�}�
�v�:�M
�Ø Security Manager �¡�Û�–�”�å�º�b�–�å�«
�º�î�Ý�†0è�K�Z�s�Z�C�T�I�8��

Gen1 �@�Ñ�~�K�^�8���œ�c�
�æ�ƒ�~�_  
common �b�¡�S�†�š�f�K�r�M��
A-10
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Error - Cannot Connect to 
Server

The client cannot connect to 
the server. This can be 
caused by one of the 
following reasons:
The server name is incorrect. 
The protocol (http, https) is 
incorrect. 
The server is not running. 
Network access issues. Please 
confirm that the server name 
and protocol are correct. 
The server is running and you 
are not experiencing network 
connectivity issues by 
loading the CS Manager home 
page in your browser. 

�§�î�Â�@1��W�Z  HTTPS �º�Û
�Ç�•�µ�¡#Ý�_0¿���I�€�Z�8�•�•+�
�ö�@�6�~�r�M��

1. �È�Û�˜�¨�?�}�

https://<server>/CSCOnm/servlet/login/logi
n.jsp �_�6�•  Cisco Security Management Suite 
�¹�«�¡�º�µ�É�_�ß�¢�–�å�K�r�M��

2. [Server Administration] �†�¡�Ü�µ�¡�K�r�M��

3. [Admin] �˜�•�å�»�˜�[�
 [Server] > [Security] 
�†4E�¥�K�r�M��

4. TOC �[�
 [Single Server Management] > 
[Browser-Server Security Mode Setup] �†4E�¥
�K�Z�?�}�
 [Enable] �œ�É�©�Ù�å �Î�±�å�@4E�¥
�I�€�Z�8�•�G�\�†&�1��K�r�M��

�œ�É�©�Ù�å �Î�±�å�@4E�¥�I�€�Z�8�^�?�W�S��
�œ�c�
�Q�€�†4E�¥�K�Z�?�}�
 [Apply]  �†�¡�Ü�µ
�¡�K�r�M��

5. �É�ß�å�É�º�@/²&g�I�€�S�}�
 Cisco 
Security Manager Daemon Manager �†
Ì2s�·
�K�r�M��

6. 5 �(�…�W�Z�?�}�
�v�:�M�Ø  Security Manager 
�¡�Û�–�”�å�º�†�Q#Ý�K�Z�s�Z�C�T�I�8��

�Q�€�[�v�K)F�[�A�^�8���œ�c�
�š�Û�î  �Ó�µ
�­�î�ª�@&g�K�Z�8�•�Ú�b�•+��ö�b�6�•�e8Ÿ�†
�è0¦�K�Z�C�T�I�8��

Error - Cisco Security Agent 
Running 

Installation cannot proceed 
while the Cisco Security 
Agent is running 

Do you want to disable the 
Cisco Security Agent and 
continue with the 
installation?

�¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�p
�c�
 Cisco Security Agent �†�õ�F
�M�•�²0[�@�6�~�r�M��

• Cisco Security Agent �†�¹�•�­�î�È�Ý�_�M�•��
�œ�c�
 [Yes] �†�¡�Ü�µ�¡�K�r�M��

• �ï�8�†�Ÿ�Õ�å�­�Ý�K�Z�
 Cisco Security Agent 
�†�m�·�[�õ�F�M�•���œ�c�
 [No] �†�¡�Ü�µ�¡�K
�r�M��

• Security Manager �¡�Û�–�”�å�º�b�œ�å�Û�–�å  
�Ê�Ý�É�_�”�¡�­�«�M�•���œ�c�
 [Help] �†�¡
�Ü�µ�¡�K�r�M��

Error - Cisco Security Agent 
not Stopped

The installation will be 
aborted because the Cisco 
Security Agent could not be 
stopped.

Please attempt to disable 
Cisco Security Agent before 
repeating the installation 
process.

Security Manager �¡�Û�–�”�å�º�?
�}  Cisco Security Agent �†�õ�F�[
�A�r�O�‡�[�K�S��

[OK]  �†�¡�Ü�µ�¡�K�Z�
�G�b�š�Û�î  �Ó�µ�­�î�ª�†
6â�L�
�–�å�«�º�î�Ý�†�p�•�K�r�M���v�:�M�Ø�–�å
�«�º�î�Ý�†0è�M�S�_�
 Cisco Security Agent �†�m�·
�[�¹�•�­�î�È�Ý�_�K�r�M��

/² A-5 �–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª>&�¡�Û�–�”�å�º>'  >&)F�A>'

Message �Ó�µ�­�î�ª�b#.#ä �Ø�î�¨�ï�8
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Q. �¡�Û�–�”�å�º  �–�å�«�º�î�Û�@��#.�†�p�•>&�Á�å�¢�”�µ�É>'�K�S���œ�c�]�:�K�S�}�8�8�[�M�?��

A. ���b�m8p�†0è�K�Z�s�Z�C�T�I�8���8�N�€�?�b�m8p�[�e8Ÿ�@0Ž�ô�I�€�•�•+��ö�@�6�~�r�M��

• �¡�Û�–�”�å�º  �©�«�¸�Ò�V�_�”�å�³�˜�–�Ý�«  �¯�Ç�º�˜�™�”�@�–�å�«�º�î�Ý�I�€�Z�8�•���œ�c�

�Q�€�†�¹�•�­�î�È�Ý�_�K�Z�?�}�
�v�:�M�Ø�–�å�«�º�î�Û�†��/œ�K�Z�s�Z�C�T�I�8��

• �¡�Û�–�”�å�º  �©�«�¸�Ò�†�Ü�È�î�º�K�Z�?�}�
�v�:�M�Ø�–�å�«�º�î�Û�†��/œ�K�Z�s�Z�C�T�I�8��

• �¡�Û�–�”�å�º  �©�«�¸�Ò�V�[�È�Û�˜�¨�†�Q#Ý�K�Z�
 http:// <server_name>:1741 �_�6�•  
Security Manager �§�î�Â�_�ß�¢�–�å�K�r�M�� �� Forbidden���r�S�c�� Internal Server Error���\
�8�:�š�Û�î  �Ó�µ�­�î�ª�@/²&g�I�€�S���œ�c�
�²0[�^  Tomcat �§�î�Å�«�@��/œ�K�Z�8�r�O�‡���q

Error occurred during the 
installation: null.

�è�S�b�¯�Ç�º�˜�™�”  �–�å�«�º�î
�Ý�\�”�å�–�å�«�º�î�Ý�@�N�I�[  
InstallShield �@�G�K�C�·�8�K�Z�8
�r�O�‡��

1. C:\Program Files\Common 
Files\InstallShield\Universal\common\Gen1 �_
&ã�·�K�r�M��

2. Gen1 �Ç�›�Ý�²�b�¡�S�†�š�f�K�Z�?�}�
�v�:�M
�Ø Security Manager �¡�Û�–�”�å�º�b�–�å�«
�º�î�Ý�†0è�K�Z�s�Z�C�T�I�8��

Gen1 �@�Ñ�~�K�^�8���œ�c�
�æ�ƒ�~�_  
common �b�¡�S�†�š�f�K�r�M��

Errors occurred during the 
installation.
• null

�ß�¢�–�å  �”�•�˜�å�º�_'ö#."I�’
�@�Ü�Z�I�€�Z�8�•  Windows �Ø�î
�¨�T�E�@�
 Security Manager 
Client �†�–�å�«�º�î�Ý�[�A�r�M��

Windows 'ö#.*…�\�K�Z�ß�¢�–�å�K�Z�?�}�
�v�:�M
�Ø Security Manager �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý
�†0è�K�Z�s�Z�C�T�I�8��

Internet Explorer cannot 
download CSMClientSetup.exe 
from < server >. Internet 
Explorer was not able to open 
this Internet site. The 
requested site is either 
unavailable or cannot be 
found. Please try again 
later.

�¡�Û�–�”�å�º  �©�«�¸�Ò�V�b  OS �@ 
Windows 2008 �b���œ�c�

Internet Explorer �­�Ÿ�×�Ü�¸�•�I
�ì�b�¹�Ç�›�Ý�º0¿���@�N�I�[�

�§�î�Â�?�}�¡�Û�–�”�å�º  �¯�Ç�º
�˜�™�”  �–�å�«�º�î�Ý  �Ø�î�¸�•�Ü
�¸�•�†�²�˜�å�ß�î�»�[�A�^�8�•+�
�ö�@�6�~�r�M��

1. [Start] > [Control Panel] > [Add or Remove 
Programs] �†4E�¥�K�r�M��

2. [Add/Remove Windows Components] �†�¡
�Ü�µ�¡�K�r�M��

3. Windows �¥�å�Ï�î�¿�å�º  �˜�•�¨�î�»  �˜�•�å�»
�˜�@6ä�8�S�}�
 [Internet Explorer Enhanced 
Security Configuration] �³�™�µ�¡�Î�µ�¡�«�†�œ
�Ç�_�K�Z�
 [Next] �†�¡�Ü�µ�¡�K�
 [Finish] �†
�¡�Ü�µ�¡�K�r�M��

Please read the information 
below. 

The following errors were 
generated:

• WARNING: The < drive> 

partition has 

insufficient space to 

install the items 

selected.

'5�A�«�Ì�î�«�@�Y���(�^�»�Û�–�È
�r�S�c�Ã�î�¸�•�©�Ù�å�V�_  
Security Manager �¡�Û�–�”�å�º
�†�–�å�«�º�î�Ý�K�|�:�\�K�S�•+�
�ö�@�6�~�r�M��

[Back] �†�¡�Ü�µ�¡�K�Z�?�}�
 Security Manager �¡
�Û�–�”�å�º�†�–�å�«�º�î�Ý�M�•�9�b���d�†4E�¥�K
�Z�C�T�I�8��

Unable to Get Data

A database failure prevented 
successful completion of this 
operation. 

�§�î�Â  �¹�î�±�Ë�î�«�@�ö
²�_'�

>�M�•�S�_�
�¡�Û�–�”�å�º�†�Q#Ý
�K�Z�§�î�Â�_�K)F�K�|�:�\�K�S�•
+��ö�@�6�~�r�M��

�X�(�…�W�Z�?�}�
�v�:�M�Ø�ß�¢�–�å�K�Z�s�Z�C�T
�I�8���e8Ÿ�@0Ž�ô�I�€�^�8���œ�c�
�²0[�^�M�m�Z
�b�§�î�Å�«�@��/œ�K�Z�8�•�G�\�†&�1��K�Z�C�T�I
�8��

/² A-5 �–�å�«�º�î�Ý  �š�Û�î  �Ó�µ�­�î�ª>&�¡�Û�–�”�å�º>'  >&)F�A>'

Message �Ó�µ�­�î�ª�b#.#ä �Ø�î�¨�ï�8
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3Æ�§�î�Â�†�Ü�È�î�º�K�Z�
 Tomcat �b'�
>�r�[�_���(�^�ì6ë�@�^�?�W�S�G�\�@�^�8���œ�c�

�§�î�Â  �ß�¢�†&�1��M�•�?�
�Q�b�Ú�b�«�¸�µ�É�†��/œ�K�Z�
 Tomcat �@�·�8�K�Z�8�^�8#.#ä�†1*
���M�•�²0[�@�6�~�r�M��

Q. �–�å�«�º�î�Û�_�
�è�S�b�Â�î�ª�Ù�å�b�¡�Û�–�”�å�º�@�–�å�«�º�î�Ý�I�€�Z�8�•�S�u�”�å�–�å�«�º�î
�Ý�I�€�•�\�8�:
Æ���b�Ó�µ�­�î�ª�@/²&g�I�€�r�M���K�?�K�
�è�S�b�Â�î�ª�Ù�å�b�¡�Û�–�”�å�º�c�–
�å�«�º�î�Ý�I�€�Z�8�r�O�‡���G�€�c7€���[�M�?��

A. �¡�Û�–�”�å�º�b�–�å�«�º�î�Ý�r�S�c
Ì�–�å�«�º�î�Ý�p�_�
�–�å�«�º�î�Û�@�–�å�«�º�î�Ý�I�€�Z�8�^
�8�¡�Û�–�”�å�º�†�è���K�Z�
�Q�b�¡�Û�–�”�å�º�@�”�å�–�å�«�º�î�Ý�I�€�•�\�8�:
Æ���b1��W�S�Ó�µ
�­�î�ª�†/²&g�M�•�G�\�@�6�~�r�M���G�b�Ó�µ�­�î�ª�c�
�©�«�¸�Ò
Æ�_"I���b�‚�8�Þ�ª�«�º�Ü  �š�å
�º�Ü�@�g�W�Z�8�•�G�\�@�N�I�[/²&g�I�€�r�M���G�b�Ó�µ�­�î�ª�@/²&g�I�€�Z�v�¡�Û�–�”�å�º�b�–�å
�«�º�î�Ý�c�G�–�_4
/œ�K�r�M�@�
�Þ�ª�«�º�Ü  �š�¹�•�±�†�Q#Ý�K�Z���b�Ÿ�î�†�P7V�K�
�Ò�‹�b�–�å
�«�º�î�Ý�[�G�b�Ó�µ�­�î�ª�@/²&g�I�€�^�8�|�:�_�K�r�M��
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Un
install\Cisco Security Manager Client>&�Þ�ª�«�º�Ü  �š�¹�•�±�†6ä�C�_�c�
 [Start] > [Run] �†4E�¥�K
�Z  regedit �\
°�Š�K�r�M>' ���r�S�
 C:\Program Files\Zero G Registry\.com.zerog.registry.xml �Ç�“
�–�Ý�b�¡�S�†�š�f�K�r�M>&�]�‡�^�¡�S�[�v�•>' ��

�–�å�«�º�î�Ý�‹�b�¡�Û�–�”�å�º7€��

Q. �–�å�±�î�Ç�™�–�«�@�G�K�C/²&g�I�€�^�8�b�c�^�P�[�M�?��

A. �‚�8�Å�¹�œ>&�¢�Û�Ç�•�µ�¡�«>'�•�î�»�c�
�»�Û�–�Â  �¯�Ç�º�˜�™�”�†�”�µ�É�¢�Þ�î�»�K�^�E�€�d�

Security Manager GUI �†�G�K�C/²&g�K�^�8�•+��ö�@�6�~�r�M���G�b�e8Ÿ�@�¡�Û�–�”�å�º  �©�«�¸�Ò
�_�s8j�M�•�?�]�:�?�†�¸�«�º�M�•�_�c�
 [My Computer] �†�‘�¡�Ü�µ�¡�K�Z�
 [Properties] �†4E�¥�K�

[Hardware] �†4E�¥�K�Z�
 [Device Manager] �†�¡�Ü�µ�¡�K�Z�?�}�
 [Display adapters] �š�å�º�Ü�†�Ž
6ä�K�r�M���”�²�É�±�b�š�å�º�Ü�†�²�È�Ý�¡�Ü�µ�¡�K�Z�
�Q#Ý�I�€�Z�8�•�»�Û�–�Â�b�Â�î�ª�Ù�å�†&�
1��K�r�M���Q�b�‹�[�
���b�8�N�€�?�†��/œ�[�A�r�M��

– �¡�Û�–�”�å�º  �©�«�¸�Ò�[  ATI MOBILITY FireGL �Å�¹�œ  �•�î�»�@�Q#Ý�I�€�Z�8�•���œ�c�

�•�î�»�_�Ü�“�K�Z�8�S�Å�¹�œ  �»�Û�–�Â�è�¥�b�»�Û�–�Â�†
°�m�K�^�E�€�d�^�}�^�8���œ�@�6�~
�r�M���Q#Ý�M�•�»�Û�–�Â�c�
�m�·�[  Direct 3D �@0¿���[�A�•�²0[�@�6�~�r�M���G�b�|�:�^�µ+�
�b�^�8�»�Û�–�Â�c�
 Security Manager GUI 
Æ�b0[(ò�†�¡�Û�–�”�å�º  �©�«�¸�Ò�_/²&g�[�A�^�8
�•+��ö�@�6�~�r�M��

– �Å�¹�œ  �•�î�»�b���œ�c�
 PC �Ó�î�•�\�•�î�»  �Ó�î�•�b  Web �§�–�º�_�”�¡�­�«�K�Z�
�q�‚�b  
Java2 �¢�Û�Ç�•�µ�¡�«  �Û�–�È�Û�Ü�b/²&g�\�b8��«�n�ö�†�³�™�µ�¡�K�Z�C�T�I�8���¤%±�b8��«�n
�ö�@�g�W�Z�8�•�o�\�‡�]�b�£�î�«�[�
���(�è�V�b�Ó�î�•�@�«�n�ö�b�6�•�»�Û�–�Â�†
°�m�K�Z�–
�å�«�º�î�Ý�M�•�S�u�b�m�•�†�f�j�K�Z�8�r�M��

Q. �¥�•1��Â�î�ª�Ù�å�b  Windows �b  [Start] �Ó�½�×�î�_  Security Manager �¡�Û�–�”�å�º�@/²&g�I�€�^
�8�b�c�^�P�[�M�?��

A. �¡�Û�–�”�å�º  �©�«�¸�Ò�V�[,e1��†�Q#Ý�M�•�|�:�_�
�…�æ�\0•1��b�œ�É�©�Ù�å�†0¿���K�Z�8�•�•+�
�ö�@�6�~�r�M���¥�•1��Â�î�ª�Ù�å�b  Windows 
Æ�b0•1��\�K�Z,e1��c�§�Ï�î�º�I�€�Z�8�r�O�‡���¥
�å�º�ß�î�Ý  �Ã�¿�Ý�†�Q#Ý�K�Z�
0•1��†�¥�•1��_�Ü�­�µ�º�K�Z�C�T�I�8��

Q. Security Manager �¡�Û�–�”�å�º�@�–�å�«�º�î�Ý�I�€�S�á�î�¡�«�¸�î�©�Ù�å�V�[�M4Š�r�S�c
²4Š�b
�Ø�î�¨�b  [Start] �Ó�½�×�î�_  Security Manager �¡�Û�–�”�å�º�@/²&g�I�€�^�8�b�c�^�P�[�M�?��

A. �¡�Û�–�”�å�º�†�–�å�«�º�î�Ý�M�•�\�A�_�
0����†�–�å�«�º�î�Ý�K�Z�8�•�Ø�î�¨�S#Ý�b�©�Ù�î�º�•�µ
�º�†�8�B�M�•�b�?�
�M�m�Z�b�Ø�î�¨#Ý�b�©�Ù�î�º�•�µ�º�†�8�B�M�•�b�?�
�]�b�Ø�î�¨#Ý�b�©�Ù�î�º
�•�µ�º�v�8�B�K�^�8�b�?�†4E�¥�K�r�M���–�å�«�º�î�Ý�‹�_�G�b4E�¥�†�š�f�M�•���œ�c�
 Cisco 
Security Manager Client �Ç�›�Ý�²�†  Documents and Settings\<user>\Start Menu\Programs\Cisco 
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Security Manager �?�}  Documents and Settings\All Users\Start Menu\Programs\Cisco 
Security Manager �_�¥�Æ�î�M�•�G�\�_�|�W�Z�
�m�·�[�š�f�[�A�r�M���©�Ù�î�º�•�µ�º�†�8�B�K�^�8
�G�\�_�K�S���œ�c�
�æ���I�€�S  All Users �Ç�›�Ý�²
Æ�_�©�Ù�î�º�•�µ�º�†�m�·�[�8�B�M�•�²0[�@�6
�~�r�M��

Q. �¡�Û�–�”�å�º  �©�«�¸�Ò�\�§�î�Â6ë�b�K)F�@$��–�_4��8�\�¤�L�•���œ�
�r�S�c�
�ß�¢�–�å�ì�_  DNS 
�š�Û�î�@/²&g�I�€�•���œ�c�]�:�K�S�}�8�8�[�M�?��

A. �¡�Û�–�”�å�º  �©�«�¸�Ò�V�b  hosts �Ç�“�–�Ý
Æ�_  Security Manager �§�î�Â#Ý�b�š�å�º�Ü�†�8�B�K�^
�E�€�d�^�}�^�8���œ�@�6�~�r�M���G�b�|�:�^�š�å�º�Ü�c�
�¿�µ�º�á�î�¡#Ý�b  DNS �§�î�Â�_$Ï6��I
�€�Z�8�^�8���œ�_�§�î�Â�l�b�K)F�b&�'g�_�z'g�X�•+��ö�@�6�~�r�M���¡�Û�–�”�å�º  �©�«�¸�Ò�V�[
�G�b�w� �^�š�å�º�Ü�†�8�B�M�•�_�c�
�Ó�Ô�’�r�S�c�Q�b�Ú�b�É�Þ�î�å  �¸�Ÿ�«�º  �š�¹�•�±�†�Q#Ý�K
�Z�
 C:\WINDOWS\system32\drivers\etc\hosts �†6ä�A�r�M>&�Í�«�º  �Ç�“�–�Ý+¬�/�_�š�å�º�Ü�b3ã
�•�‰�2�_6õ�M�•0ò(ý�^�m8p�@�–�Ñ�I�€�Z�8�r�M>' ��

Q. Security Manager �¡�Û�–�”�å�º�†�Q#Ý�K�Z�ß�¢�–�å�K�|�:�\�K�S�\�A�_�š�Û�î  �Ó�µ�­�î�ª�@/²&g
�I�€�•�G�\�^�C�ß�¢�–�å2(�A�_���@�w�E
°�€�}�€�r�K�S�@�
 Security Manager �¹�«�¡�º�µ�É�@'5�b
"g�Â�[�Q#Ý�[�A�r�O�‡��1�0É�­�µ�º�”�µ�É�b�1�@6ë4*�W�Z�8�•�b�[�K�{�:�?>&�r�S�

Security Manager �§�î�Â�V�b  Common Services �[�ß�¢�–�å2(�A�_���@�w�E
°�€�}�€�r�K�S�@�

Web �È�Û�˜�¨�V�[  Cisco Security Management Suite �¹�«�¡�º�µ�É�b�ß�î�»�_�»�K�K�r�M���G�€�v
� �L�N�I�[�K�{�:�?>' ��

A. Security Manager �\  Common Services �_�P�K�Z�ß�¢�–�å1�0É�§�î�Å�«�†�f�j�M�•�S�u�b  Cisco 
Secure ACS �_�²0[�^�«�¸�µ�É�@�ö�¢�K�Z�8�^�8�•+��ö�@�6�~�r�M�� ACS �[�ß�¢�–�å2(�A�_���†
°
�Š�K�r�K�S�@�
 Security Manager �§�î�Â�†  AAA �¡�Û�–�”�å�º�\�K�Z��*O�K�Z�8�r�O�‡���G�b��*O
�†/œ�ƒ�^�E�€�d�
�ß�¢�–�å�[�A�r�O�‡��0ò�K�8�m8p�_�X�8�Z�c�
 ACS �b�Ð�½�×�”�Ý�†�g!·�K�Z�C
�T�I�8��

Q. Security Manager �¡�Û�–�”�å�º�†�Q#Ý�K�Z�§�î�Â�_�ß�¢�–�å�[�A�N�
���b�|�:�^�Ó�µ�­�î�ª�@/²&g
�I�€�r�M���]�:�K�S�}�8�8�[�M�?��

... repeatedly that the 
server is checking its 
license.

�§�î�Â�@�q�`7H�b�Á�î�»�˜�™�”0[�ó�\�¯�Ç�º�˜�™�”0[�ó�† 6�S�K�Z�8�•
�G�\�†&�1��K�Z�C�T�I�8�� ���§�î�Â�b0[�ó�>�|�g�N�á�¦8o�� >&P.3-3>' �†�g
!·�K�Z�C�T�I�8��

Synchronizing with 
DCR.

2 3û�~�b�•+��ö�@*ƒ�<�}�€�r�M��

• �§�î�Â�b
Ì2s�·%$�‹�_  Security Manager �¡�Û�–�”�å�º�†2s�·�K�S�•
+��ö�@�6�~�r�M���Q�b���œ�c�
�§�î�Â�@�ö
²�_�Q#Ý�•+��_�^�•�r�[
�X�(�…�W�Z�?�}�
 Security Manager �¡�Û�–�”�å�º�†�Q#Ý�K�Z�s�Z�C
�T�I�8��

• CiscoWorks 'ö#.�Ã�«�á�î�»�_�”�å�Ã�§�å�»>& & >'�^�]�b"I�f�e�Ð�@
�µ�r�€�Z�8�•�•+��ö�@�6�~�r�M���Q�b)��Ý�
 Security Manager �b�–
�å�«�º�î�Ý�ì�_�§�î�Â�V�b  NMSROOT\lib\classpath �§�È�¹�•�Þ�¡�º
�Ü�[  comUser.dat �Ç�“�–�Ý�†�8�B�[�A�r�O�‡�[�K�S���G�G�[�

NMSROOT �c  Common Services �†�–�å�«�º�î�Ý�K�S�¹�•�Þ�¡�º�Ü
�[�M>&�¹�Ç�›�Ý�º�c  C:\Program Files\CSCOpx �[�M>'��

a. Cisco TAC �_4�)!�K�Z�
 comUser.dat �b�º�n�r�S�c  
Security Manager �b
Ì�–�å�«�º�î�Ý�_6õ�M�•�-�|�†0[13�K�Z�C
�T�I�8��

b. �r�S�c�
"I�f�e�Ð�†�µ�r�^�8  Common Services �Ã�«�á�î�»�†�8
�B�K�r�M��
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    Security Manager �¡�Û�–�”�å�º�b�º�Û�È�Ý�©�×�î�¸�•�å�¢

ver 
Q. �¹�Ç�›�Ý�º  �È�Û�˜�¨�\�K�Z  Internet Explorer �†�Q#Ý�K�Z�8�•�\�A�_�”�¡�¸�•�Å�¸�•  �Þ�Ï�î�º�@/²
&g�I�€�^�8�b�c�^�P�[�M�?��

A. �G�b�e8Ÿ�c�
!“� �^�Þ�ª�«�º�Ü  �Ÿ�î�Í�
�r�S�c  Internet Explorer �_6õ4��Ü�E�}�€�S  DLL �Ç�“�–�Ý
�b���d�_6õ�M�•6ë4*�8�@�N�I�[$Î#Õ�K�r�M���G�b�e8Ÿ�b�P���2�_�X�8�Z�c�

http://support.microsoft.com/kb/281679/EN-US �?�}
°�m�•+��^  Microsoft �§�Ï�î�º�•/¡�_���b0°
�¦  281679 �†�g!·�K�Z�C�T�I�8��

Q. �]�:�M�€�d�
�ß�¢�–�å  �˜�•�å�»�˜�b  [Server Name] �Ç�•�î�Ý�»�?�}�§�î�Â  �Ü�«�º�†�˜�d�[�A�r�M
�?��

A. csmserver.txt �†)…7Ÿ�K�Z�²0[�b�^�8�š�å�º�Ü�†�P7V�K�r�M���G�b�Ç�“�–�Ý�c�
 Security Manager 
�¡�Û�–�”�å�º�†�–�å�«�º�î�Ý�K�S�¹�•�Þ�¡�º�Ü
Æ�_�6�~�r�M���¹�Ç�›�Ý�º�b���d�c�
 C:\Program 
Files\Cisco Systems\Cisco Security Manager Client �[�M��

Q. �Â�î�ª�Ù�å  �Ñ�«�Ð�µ�³�@�N�I�[  Security Manager �¡�Û�–�”�å�º�@�ß�î�»�I�€�^�?�W�S�•+��ö�@�6
�~�r�M���G�€�c�]�:�8�:�–�á�[�M�?��

A. Security Manager �§�î�Â�b�Â�î�ª�Ù�å�\�¡�Û�–�”�å�º�b�Â�î�ª�Ù�å�@�M+´�K�Z�8�r�O�‡���G�€�†�Ÿ
�G�M�•�_�c�
�q�‚�b�¡�Û�–�”�å�º  �–�å�«�º�î�Û�†�§�î�Â�?�}�²�˜�å�ß�î�»�K�Z�–�å�«�º�î�Ý�K�r
�M��

Q. �¡�Û�–�”�å�º  �ß�¢  �Ç�“�–�Ý�c�]�b���d�_�6�~�r�M�?��

A. �¡�Û�–�”�å�º  �ß�¢  �Ç�“�–�Ý�c�
 C:\Program Files\Cisco Systems\Cisco Security Manager 
Client\logs �_4Ä*(�I�€�Z�8�r�M�� GUI �­�µ�©�Ù�å�H�\�_�S#Ý�b�ß�¢  �Ç�“�–�Ý�@�8�B�I�€�r�M��

Q. Security Manager �@ HTTPS �Ô�î�»�[�·�8�p�?�]�:�?�c�]�:�M�€�d&�1��[�A�r�M�?��

A. ���b�8�N�€�?�†��/œ�K�r�M��

• �È�Û�˜�¨�†�Q#Ý�K�Z�§�î�Â�_�ß�¢�–�å�K�S�}�
�”�»�Þ�«  �Ç�•�î�Ý�»
Æ�b  URL �†1*���K�r�M��
URL �@ https �[���r�W�Z�8�€�d�
 Security Manager �@ HTTPS �Ô�î�»�[�·�8�K�Z�8�r�M��

• [Common Services] > [Server] > [Security] > [Single Server Management] > [Browser-Ser
Security Mode Setup] �_&ã�·�K�r�M�� [Current Setting] �@ [Enabled] �_�^�W�Z�8�€�d�
 Security 
Manager �@ HTTPS �Ô�î�»�[�·�8�K�Z�8�r�M���G�b0¿���@  [Disabled] �b���œ�c�
 HTTP �†�Q#Ý
�K�r�M��

Error - Unable to 
Check License on 
Server.

An attempt to check 
the license file on 
the Security Manager 
server has failed.

Please confirm that 
the server is running. 
If the server is 
running, please 
contact the Cisco 
Technical Assistance 
Center.

���b�§�î�Å�«�b�8�N�€�?�@�G�K�C2s�·�K�Z�8�^�8�•+��ö�@�6�~�r�M��
�§�î�Â�V�[�
 [Start] > [Programs] > [Administrative Tools] > [Services] 
�†4E�¥�K�Z�
���b�|�:�^�¡�S�b�§�î�Å�«�†�‘�¡�Ü�µ�¡�K�
�©�Ù�î�º�•�µ
�º  �Ó�½�×�î�?�}  [Restart] �†4E�¥�K�r�M��

• Cisco Security Manager Daemon Manager

• Cisco Security Manager database engine

• Cisco Security Manager Tomcat Servlet Engine

• Cisco Security Manager VisiBroker Smart Agent

• Cisco Security Manager Web Engine

5 �(�…�W�Z�?�}�
�v�:�M�Ø  Security Manager �¡�Û�–�”�å�º�†2s�·�K�Z�s
�Z�C�T�I�8��
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    �§�î�Â  �­�Ý�Ç�¸�«�º�b��/œ

e 

• �¡�Û�–�”�å�º�†�Q#Ý�K�Z�ß�¢�–�å�M�•�\�A�_�
�r�N�
 HTTPS �Ô�î�»�†0è�K�Z�s�Z�C�T�I�8

>&[HTTPS] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M>' ���� Login URL access is forbidden; Please mak
sure your protocol (HTTP, HTTPS) is correct���\�8�:�Ó�µ�­�î�ª�@/²&g�I�€�S�}�
�§�î�Â�c  
HTTP �Ô�î�»�[�·�8�K�Z�8�•�•+��ö�@�6�~�r�M�� [HTTPS] �³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�Z�

�v�:�M�Ø0è�K�Z�s�Z�C�T�I�8��

Q. �]�:�M�€�d�
�¡�Û�–�”�å�º  �¹�Â�µ�¢  �ß�¢  �Þ�Ë�Ý�†�–�¿�î�È�Ý�_�[�A�r�M�?��

A. �¹�Ç�›�Ý�º�[  C:\Program Files\Cisco Systems\Cisco Security Manager Client\jars �_4Ä*(�I�€�Z�8
�•  client.info �Ç�“�–�Ý
Æ�[�
 DEBUG_LEVEL �Ã�Û�Ó�î�±�_  DEBUG_LEVEL=ALL �†3ã�•�K�Z�?
�}�
 Security Manager �¡�Û�–�”�å�º�†
Ì2s�·�K�r�M��

Q. 2 #ì8��S�B�[�8���K�Z�8�•���œ�c�
 Security Manager �¡�Û�–�”�å�º�@'¨  2 #ì8��V�[�·�8�K�Z�8�Z
�v�
�²�N�
"I���b�˜�•�å�»�˜�\�Ï�µ�É�”�µ�É  �Ó�µ�­�î�ª�@'¨  1 #ì8��_/²&g�I�€�r�M���S�\�<�d�

�¡�Û�–�”�å�º�@'¨  2 #ì8��V�[�·�8�K�Z�8�•�\�A�_�
�²�N�
 Policy Object Manager �^�]�b�˜�•�å�»
�˜�@'¨  1 #ì8��_/²&g�I�€�r�M���G�€�†�Ÿ�G�[�A�r�M�?��

A. �G�€�c�
"I���b�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�_�>�E�•  2 #ì8��§�Ï�î�º�b��/æ�‰�2�_���:�¤%±�b�e8Ÿ
�[�M�� Security Manager �¡�Û�–�”�å�º�†'¨  1 #ì8��V�[�·�8�I�O�•�G�\�†�N�á�K�r�M���¡�Û�–�”�å�º
�c�
 2 #ì8��S�B�b0¿���‹�_2s�·�M�•�²0[�@�6�~�r�M��

�Ú�b#ì8��[�˜�•�å�»�˜�@6ä�8�S���œ�c�
 Alt + �«�Ì�î�«�Â�î�†�²�K�S�‹�_  M �†�²�M�G�\�_�|�W�Z�Q
�b�˜�•�å�»�˜�†&ã�·�[�A�r�M���Q�b�‹�[�
%®�3�Ÿ�î�†�Q#Ý�K�Z�˜�•�å�»�˜�†&ã�·�K�r�M��

Q. �¡�Û�–�”�å�º  �©�«�¸�Ò�V�[�¯�Ç�º�˜�™�”�†�–�å�«�º�î�Ý�r�S�c�”�å�–�å�«�º�î�Ý�[�A�r�O�‡���]
�:�K�Z�[�M�?��

A. �¡�Û�–�”�å�º  �©�«�¸�Ò�V�[�–�å�«�º�î�Ý�\�”�å�–�å�«�º�î�Ý�† � �ì�_ ��/œ�K�S���œ�c�
�Q�€�}�@
�9���b�”�É�Ü�£�î�©�Ù�å�_�P�M�•�v�b�[�6�W�Z�v�
�¡�Û�–�”�å�º  �©�«�¸�Ò�b  InstallShield �¹�î�±
�Ë�î�«  �š�å�ª�å�_�O�s8j�†�Z�<�
�¯�Ç�º�˜�™�”�b�–�å�«�º�î�Ý�r�S�c�”�å�–�å�«�º�î�Ý�@�[�A�^
�C�^�~�r�M��0ò(ý�_�X�8�Z�c�
 Cisco.com �”�•�˜�å�º�_�ß�¢�–�å�K�Z�?�}�
 Bug Toolkit �†�Q#Ý�K
�Z  CSCsd21722 �\  CSCsc91430 �†&�1��K�Z�C�T�I�8��

�§�î�Â  �­�Ý�Ç�¸�«�º�b��/œ
Security Manager �§�î�Â�@�G�K�C�·�8�K�Z�8�•�G�\�†&�1��M�•�­�Ý�Ç�¸�«�º�†��/œ�M�•�_�c�
���b�m
8p�†��/œ�K�r�M��

�«�¸�µ�É 1 Security Manager �¡�Û�–�”�å�º�@  Security Manager �§�î�Â�_�K)F�I�€�Z�8�•�©�«�¸�Ò�?�}�
 [Tools] > 
[Security Manager Administration] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [Administration] �˜�•�å�»�˜�[�
 [Server Security] �†�¡�Ü�µ�¡�K�Z�?�}�
�õ�–�b�Î�±�å�†�¡�Ü�µ�¡�K�r
�M���‚�K�8�È�Û�˜�¨�@6ä�8�Z�
�¡�Ü�µ�¡�K�S�Î�±�å�_�P�Â�M�•  Common Services GUI �b�­�Ÿ�×�Ü�¸�•
0¿���Ì�î�ª�@/²&g�I�€�r�M��

�«�¸�µ�É 3 [Common Services] �Ì�î�ª�b  [Server] �±�È�[�
 [Admin] �†4E�¥�K�r�M��

�«�¸�µ�É 4 [Admin] �Ì�î�ª�b  TOC �[�
 [Selftest] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 [Create] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 [SelfTest Information at <MM-DD-YYYY HH:MM:SS>] �Ü�å�¡�†�¡�Ü�µ�¡�K�r�M���G�G�[�


• MM-DD-YYYY �c�
#'�~�b�v�
�¥�
�º�[�M��

• HH:MM:SS �c�
 [Selftest] �†�¡�Ü�µ�¡�K�S�ì�
�(�
&Ê�†/²�M�±�–�Ò�«�±�å�É�[�M��
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    �§�î�Â  �º�Û�È�Ý�©�×�î�¸�•�å�¢�_���b�p7Ÿ
�«�¸�µ�É 7 [Server Info] �Ì�î�ª�[�š�å�º�Ü�†1��s�v�~�r�M��

�§�î�Â  �º�Û�È�Ý�©�×�î�¸�•�å�¢�_���b�p7Ÿ
Security Manager �[�e8Ÿ�@$Î#Õ�K�Z�>�~�
�š�Û�î  �Ó�µ�­�î�ª
Æ�b�N�á�¦8o�b�M�m�Z�†0è�K�
�G�b�Ð
�½�×�”�Ý
Æ�b�•+��ö�b�6�•0Ž�ô'Ç�†&�1��K�S�_�v�?�?�ƒ�}�N�
�e8Ÿ�@0Ž�ô�I�€�^�8���œ�c�
 Security 
Manager Diagnostics �Ø�î�¸�•�Ü�¸�•�†�Q#Ý�K�Z�§�î�Â�_���†�p7Ÿ�K�r�M��

Security Manager Diagnostics �Ø�î�¸�•�Ü�¸�•�c�
 ZIP �Ç�“�–�Ý�b  CSMDiagnostics.zip �?�}�§�î�Â0Ç�•
�_���†�p7Ÿ�K�r�M���G�b�Ç�“�–�Ý�¡�†�š�f�K�^�?�W�S���œ�c�
 Security Manager Diagnostics �†��/œ�M
�•�S�g�_�‚�K�8�_���[�Ç�“�–�Ý�@�V�i�A�I�€�r�M�� CSMDiagnostics.zip �Ç�“�–�Ý
Æ�b�_���c�
�§�î�Â
�V�b  Security Manager �r�S�c6õ4��”�É�Ü�£�î�©�Ù�å�[$Î#Õ�K�S�e8Ÿ�b�©�«�¥  �¸�¡�½�•�Ý�§�Ï�î�º  �š�å
�ª�½�”�_�|�•0Ž�ô�†�-�|�K�r�M��

�Ä�å�º Security Manager �_�c�
�”�É�Ü�£�î�©�Ù�å�_�|�W�Z���‹�I�€�S0¿���š�f�_6õ�M�•�_���†�p7Ÿ�M�•9×�Ø
�^�¹�Â�µ� �å�¢  �œ�É�©�Ù�å�v#Ý�–�I�€�Z�8�r�M���G�b�œ�É�©�Ù�å�†�”�¡�¸�•�È�_�M�•�_�c�
 [Tools] > 
[Security Manager Administration] > [Debug Options] �†4E�¥�K�Z�?�}�
 [Capture 
Discovery/Deployment Debugging Snapshots to File] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��0Ç�•�Ç�“�–�Ý
�_�–�Ñ�I�€�S�Q�b�Ú�b�_���c�º�Û�È�Ý�©�×�î�¸�•�å�¢�b0è�s�_�z'g�X�•+��ö�@�6�~�r�M�@�
�Ç�“�–�Ý�_
�c�Ã�«�á�î�»�^�]�b�µ�&�_���@�i�A3¸�r�€�Z�8�•���œ�@�6�•�G�\�_�@�–�K�Z�C�T�I�8���¹�Â�µ�¢  �Þ�Ë
�Ý�c�
 Cisco Technical Assistance Center>&TAC>'�?�}�š�f�†�æ&g�I�€�S���œ�_�T�E�š�f�K�Z�C�T�I�8��

Security Manager Diagnostics �c���b�8�N�€�?�b�‰�2�[��/œ�[�A�r�M��

Security Manager �¡�Û�–�”�å�º  �©�«�¸�Ò�?�} Security Manager �§�î�Â�?�}

1. �§�î�Â�l�b  Security Manager �¡�Û�–�”�å�º  �­�µ
�©�Ù�å�†&�'g�K�S�}�
 [Tools] > [Security Manager 
Diagnostics] �†�¡�Ü�µ�¡�K�Z  [OK] �†�¡�Ü�µ�¡�K�r
�M��

CSMDiagnostics.zip �Ç�“�–�Ý�c�
�§�î�Â�V�b  
NMSROOT\MDC\etc\ �¹�•�Þ�¡�º�Ü�_�–�Ñ�I�€�r
�M���G�G�[�
 NMSROOT �c�
 Common Services �†
�–�å�«�º�î�Ý�K�S�¹�•�Þ�¡�º�Ü�[�M>& C:\Program 
Files\CSCOpx �^�]>' ��

2. [Close] �†�¡�Ü�µ�¡�K�r�M��

>&�@>' �G�b�Ø�î�¸�•�Ü�¸�•�†��/œ�M�•�S�g�_�V�i�A�I
�€�^�8�|�:�_�G�b�Ç�“�–�Ý�b�¡�S�†�š�f�M�•�G
�\�†�N�á�K�r�M��

1. Windows �b�¥�Ð�å�»  �˜�•�å�»�˜�†6ä�A�r�M���Q�€�_�c�
�S�\
�<�d  [Start] > [Run] �†4E�¥�K�
 command �\
°�Š�K�r�M��

2. ���b�|�:�_
°�Š�K�r�M�� C:\Program Files\CSCOpx\MDC\
bin\CSMDiagnostics���r�S�c�
�G�b  ZIP �Ç�“�–�Ý�†  
NMSROOT\MDC\etc\ �\�c�9�b���d�_�–�Ñ�M�•�_�c�

CSMDiagnostics drive:\path �\
°�Š�K�r�M���S�\�<�d�

CSMDiagnostics D:\temp �\
°�Š�K�r�M��
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    �§�î�Â  �É�ß�­�«  �«�¸�î�±�«�b/²&g�\�š�f
�§�î�Â  �É�ß�­�«  �«�¸�î�±�«�b/²&g�\�š�f
Security Manager �b�§�î�Â  �É�ß�­�«�@�G�K�C�·�8�K�Z�8�•�G�\�†&�1��M�•�_�c�
���b�m8p�†��/œ�K�r
�M��

�«�¸�µ�É 1 CiscoWorks �b�Í�î�Ò�Ì�î�ª�[�
 [Common Services] > [Server] > [Admin] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [Admin] �Ì�î�ª�b  TOC �[�
 [Processes] �†�¡�Ü�µ�¡�K�r�M��

[Process Management] �¸�î�È�Ý�_�M�m�Z�b�§�î�Â  �É�ß�­�«�@/²&g�I�€�r�M�� [ProcessState] �•�Û�Ò
Æ
�b�š�å�º�Ü�@�
�É�ß�­�«�@�G�–�_�·�8�K�Z�8�•�?�]�:�?�†&g�K�r�M��

�«�¸�µ�É 3 �²0[�^�É�ß�­�«�@�·�8�K�Z�8�^�8���œ�c�
�Q�€�†
Ì2s�·�K�r�M�� ���§�î�Â�V�b
²�É�ß�­�«�b
Ì2s�·��
>&P.A-18>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �ß�î�•�Ý'ö#.*…"I�’�†�â�X�Ø�î�¨�b�s�@�§�î�Â  �É�ß�­�«�†2s�·�r�S�c�õ�F�[�A�r�M��

�§�î�Â�V�b
²�É�ß�­�«�b
Ì2s�·

>&�@>' �M�m�Z�b�É�ß�­�«�†�õ�F�K�Z�?�}�
�Q�€�}�†
Ì2s�·�K�^�E�€�d�
�G�b�‰�2�c�µ+��K�r�O�‡��

�«�¸�µ�É 1 �¥�Ð�å�»  �É�ß�å�É�º�[�
 net stop crmdmgtd �\
°�Š�K�Z�M�m�Z�b�É�ß�­�«�†�õ�F�K�r�M��

�«�¸�µ�É 2 net start crmdmgtd �\
°�Š�K�Z�M�m�Z�b�É�ß�­�«�†
Ì2s�·�K�r�M��

�Ä�å�º �r�S�c�
 [Start] > [Settings] > [Control Panel] > [Administrative Tools] > [Services] �†4E�¥�K�Z
�?�}�
 Cisco Security Manager Daemon Manager �†
Ì2s�·�[�A�r�M��

�§�î�Â  �–�å�«�º�î�Ý  �ß�¢  �Ç�“�–�Ý�b&�1�
�§�î�Â�?�}�b�Â'Å�@�‡�…�K�Z�8�S�v�b�\4*�W�Z�8�S���œ�c�
�§�î�Â  �–�å�«�º�î�Ý  �ß�¢  �Ç�“�–�Ý�[�š
�Û�î  �Ó�µ�­�î�ª�\1™�Ì�Ó�µ�­�î�ª�†&�1��[�A�r�M��

�¸�Ÿ�«�º  �š�¹�•�±�†�Q#Ý�K�Z  C:\Ciscoworks_install_NNN.log �†6ä�A�r�M���G�G�[�
 NNN �c  
YYYYMMDD_HHMMSS �g�'�b�±�–�Ò�«�±�å�É�[�M��

�o�\�‡�]�b���œ�
&�1��M�m�A�ß�¢  �Ç�“�–�Ý�c�
�Ç�“�–�Ý�¡�_�q�±�b$��•�@�Ü�E�}�€�S�Ç�“�–�Ý�?�
�8
�B�¥�@�q�‚�b�Ç�“�–�Ý�[�M��

�S�\�<�d�
�ß�¢  �Ç�“�–�Ý�[�c�
���b�|�:�^�š�Û�î  �š�å�º�Ü�\1™�Ì�š�å�º�Ü�@&�1��[�A�r�M��

ERROR: Cannot Open C:\PROGRA~1\CSCOpx/lib/classpath/ssl.properties at 
C:\PROGRA~1\CSCOpx\MDC\Apache\ConfigSSL.pl line 259.
INFO: Enabling SSL....
WARNING: Unable to enable SSL. Please try later....
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• �� OpenSSL/Open SSL Project��>&P.B-3>' 

• �� Axis��>&P.B-4>' 

• �� Castor��>&P.B-7>' 

• �� cglib��>&P.B-10>' 

• �� Velocity��>&P.B-13>' 

• �� Apache Commons��>&P.B-16>' 

• �� ODMG��>&P.B-19>' 

• �� log4j��>&P.B-20>' 

• �� jdt-compiler-3.1.1.jar��>&P.B-22>' 

• �� jta-1.1.jar��>&P.B-26>' 

• �� slf4j-api-1.5.2.jar��>&P.B-28>' 

• �� Quartz 1.8.0��>&P.B-29>' 

• �� Java(TM) Platform, Standard Edition Runtime Environment Version 6 (Java SE 6 Update 30 or JR
1.6u30)��>&P.B-32>' 

• �� Lucene��>&P.B-38>' 

• �� Google Protocol Buffers��>&P.B-41>' 

• �� Innovation HTTPClient��>&P.B-42>' 

• �� Jakarta-ORO��>&P.B-42>' 

• �� java-diff��>&P.B-45>' 

• �� javabi-sizeof��>&P.B-46>' 

• �� JGoodies Forms��>&P.B-46>' 
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• �� JiBX��>&P.B-47>' 

• �� jNetStream��>&P.B-48>' 

• �� Restlet��>&P.B-48>' 

• �� Spring��>&P.B-48>' 
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OpenSSL/Open SSL Project
This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit 
(http://www.openssl.org/).

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).

License Issues

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and th
original SSLeay license apply to the toolkit.See below for the actual license texts.Actually both licenses 
are BSD-style Open Source licenses.In case of any license issues related to OpenSSL please contact 
openssl-core@openssl.org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided 
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the 
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and 
the following disclaimer in the documentation and/or other materials provided with the distribution

3. All advertising materials mentioning features or use of this software must display the following 
acknowledgment: "This product includes software developed by the OpenSSL Project for use in th
OpenSSL Toolkit (http://www.openssl.org/)".

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote 
products derived from this software without prior written permission.For written permission, please
contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Tool
(http://www.openssl.org/)".

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS"' AND ANY EXPRESSED OR 
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO 
EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY 
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER 
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT 
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY 
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).This product 
includes software written by Tim Hudson (tjh@cryptsoft.com).
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Original SSLeay License:
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com).All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are 
adhered to.The following conditions apply to all code found in this distribution, be it the RC4, RSA, 
lhash, DES, etc., code; not just the SSL code.The SSL documentation included with this distribution is 
covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.
this package is used in a product, Eric Young should be given attribution as the author of the parts of the
library used.This can be in the form of a textual message at program startup or in documentation (online
or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided 
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the 
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and 
the following disclaimer in the documentation and/or other materials provided with the distribution

3. All advertising materials mentioning features or use of this software must display the following 
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)".

The word 'cryptographic' can be left out if the routines from the library being used are not 
cryptography-related.

4. If you include any Windows specific code (or a derivative thereof) from the apps directory 
(application code) you must include an acknowledgement: "This product includes software written 
by Tim Hudson (tjh@cryptsoft.com)".

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO 
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, 
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY 
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF 
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be
changed.i.e. this code cannot simply be copied and put under another distribution license [including th
GNU Public License].

Axis
Apache Axis is an implementation of the SOAP ("Simple Object Access Protocol") submission to W3C

From the draft W3C specification:
B-4
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�F SOAP is a lightweight protocol for exchanging structured information in a decentralized, distributed 
environment.It is an XML-based protocol that consists of three parts: an envelope that defines a 
framework for describing what is in a message and how to process it, a set of encoding rules for 
expressing instances of application-defined datatypes, and a convention for representing remote 
procedure calls and responses.�G

[http://ws.apache.org/axis/]

License

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by 
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting 
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlle
by, or are under common control with that entity.For the purposes of this definition, "control" means (i) 
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial 
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this 
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to 
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source 
form, including but not limited to compiled object code, generated documentation, and conversions to 
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under th
License, as indicated by a copyright notice that is included in or attached to the work (an example is 
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derive
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications 
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Work
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any 
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to 
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized 
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including 
but not limited to communication on electronic mailing lists, source code control systems, and issue 
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and 
improving the Work, but excluding communication that is conspicuously marked or otherwise designate
in writing by the copyright owner as "Not a Contribution."
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"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution 
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor 
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable 
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform, 
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as 
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise 
transfer the Work, where such license applies only to those patent claims licensable by such Contributor 
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s) 
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any 
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution 
incorporated within the Work constitutes direct or contributory patent infringement, then any patent 
licenses granted to You under this License for that Work shall terminate as of the date such litigation is 
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in 
any medium, with or without modifications, and in Source or Object form, provided that You meet the 
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices stating that You changed the files; a

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent, 
trademark, and attribution notices from the Source form of the Work, excluding those notices that do no
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that 
You distribute must include a readable copy of the attribution notices contained within such NOTICE file, 
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the 
following places: within a NOTICE text file distributed as part of the Derivative Works; within the 
Source form or documentation, if provided along with the Derivative Works; or, within a display 
generated by the Derivative Works, if and wherever such third-party notices normally appear.The 
contents of the NOTICE file are for informational purposes only and do not modify the License.You ma
add Your own attribution notices within Derivative Works that You distribute, alongside or as an 
addendum to the NOTICE text from the Work, provided that such additional attribution notices canno
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or 
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for 
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work 
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally 
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions o
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein sha
supersede or modify the terms of any separate license agreement you may have executed with Licens
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service m
or product names of the Licensor, except as required for reasonable and customary use in describing the 
origin of the Work and reproducing the content of the NOTICE file.
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7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides 
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT 
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without 
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or 
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the 
appropriateness of using or redistributing the Work and assume any risks associated with Your exerci
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect, 
special, incidental, or consequential damages of any character arising as a result of this License or out of 
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work 
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability.While redistributing the Work or Derivative Works 
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemni
other liability obligations and/or rights consistent with this License.However, in accepting such 
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any 
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields 
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!) 
The text should be enclosed in the appropriate comment syntax for the file format.We also recomme
that a file or class name and description of purpose be included on the same "printed page" as the 
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in 
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is 
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either 
express or implied.See the License for the specific language governing permissions and limitations under
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

Castor
Castor is an Open Source data binding framework for Java[tm].It's the shortest path between Java objects
XML documents and relational tables.Castor provides Java-to-XML binding, Java-to-SQL persistence,
and more.

[http://castor.codehaus.org/]
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License

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by 
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting 
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlle
by, or are under common control with that entity.For the purposes of this definition, "control" means (i
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial 
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this 
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to 
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to 
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is 
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derive
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications 
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Work
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces o
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any 
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized 
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including 
but not limited to communication on electronic mailing lists, source code control systems, and issue 
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution 
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor 
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable 
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform, 
sublicense, and distribute the Work and such Derivative Works in Source or Object form.
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3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as 
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise 
transfer the Work, where such license applies only to those patent claims licensable by such Contributor 
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s) 
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any 
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution 
incorporated within the Work constitutes direct or contributory patent infringement, then any patent 
licenses granted to You under this License for that Work shall terminate as of the date such litigation is 
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in 
any medium, with or without modifications, and in Source or Object form, provided that You meet the 
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices stating that You changed the files; a

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent, 
trademark, and attribution notices from the Source form of the Work, excluding those notices that do no
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that 
You distribute must include a readable copy of the attribution notices contained within such NOTICE file, 
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the 
following places: within a NOTICE text file distributed as part of the Derivative Works; within the 
Source form or documentation, if provided along with the Derivative Works; or, within a display 
generated by the Derivative Works, if and wherever such third-party notices normally appear.The 
contents of the NOTICE file are for informational purposes only and do not modify the License.You ma
add Your own attribution notices within Derivative Works that You distribute, alongside or as an 
addendum to the NOTICE text from the Work, provided that such additional attribution notices canno
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or 
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for 
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work 
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally 
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of 
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shal
supersede or modify the terms of any separate license agreement you may have executed with Licens
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service ma
or product names of the Licensor, except as required for reasonable and customary use in describing t
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides 
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT 
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without 
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or 
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the 
appropriateness of using or redistributing the Work and assume any risks associated with Your exerci
of permissions under this License.
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8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence)
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of 
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work 
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even i
such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability.While redistributing the Work or Derivative Works 
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemni
other liability obligations and/or rights consistent with this License.However, in accepting such 
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any 
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless fo
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields 
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!) 
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend 
that a file or class name and description of purpose be included on the same "printed page" as the 
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in 
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is 
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either 
express or implied.See the License for the specific language governing permissions and limitations unde
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

cglib
cglib is a powerful, high performance and quality Code Generation Library, It is used to extend JAVA 
classes and implements interfaces at runtime.

[http://cglib.sourceforge.net/]

License

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.
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"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by 
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting 
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlle
by, or are under common control with that entity.For the purposes of this definition, "control" means (i) 
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial 
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this 
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to 
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source 
form, including but not limited to compiled object code, generated documentation, and conversions to 
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under th
License, as indicated by a copyright notice that is included in or attached to the work (an example is 
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derive
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications 
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Work
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any 
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to 
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized 
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including 
but not limited to communication on electronic mailing lists, source code control systems, and issue 
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and 
improving the Work, but excluding communication that is conspicuously marked or otherwise designate
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution 
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor 
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable 
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform, 
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as 
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise 
transfer the Work, where such license applies only to those patent claims licensable by such Contributor 
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s) 
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any 
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution 
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incorporated within the Work constitutes direct or contributory patent infringement, then any patent 
licenses granted to You under this License for that Work shall terminate as of the date such litigation is 
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in 
any medium, with or without modifications, and in Source or Object form, provided that You meet the 
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices stating that You changed the files; a

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent, 
trademark, and attribution notices from the Source form of the Work, excluding those notices that do no
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that 
You distribute must include a readable copy of the attribution notices contained within such NOTICE file, 
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the 
following places: within a NOTICE text file distributed as part of the Derivative Works; within the 
Source form or documentation, if provided along with the Derivative Works; or, within a display 
generated by the Derivative Works, if and wherever such third-party notices normally appear.The 
contents of the NOTICE file are for informational purposes only and do not modify the License.You ma
add Your own attribution notices within Derivative Works that You distribute, alongside or as an 
addendum to the NOTICE text from the Work, provided that such additional attribution notices canno
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or 
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for 
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work 
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally 
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions o
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein sha
supersede or modify the terms of any separate license agreement you may have executed with Licens
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service m
or product names of the Licensor, except as required for reasonable and customary use in describing the 
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT 
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without 
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or 
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the 
appropriateness of using or redistributing the Work and assume any risks associated with Your exerci
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence)
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of 
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work 
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even i
such Contributor has been advised of the possibility of such damages.
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9. Accepting Warranty or Additional Liability.While redistributing the Work or Derivative Works 
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemni
other liability obligations and/or rights consistent with this License.However, in accepting such 
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any 
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields 
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!) 
The text should be enclosed in the appropriate comment syntax for the file format.We also recomme
that a file or class name and description of purpose be included on the same "printed page" as the 
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in 
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is 
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either 
express or implied.See the License for the specific language governing permissions and limitations under
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

Velocity
Velocity is a project of the Apache Software Foundation, charged with the creation and maintenance 
open-source software related to the Apache Velocity Engine.

[http://velocity.apache.org/]

Velocity is a Java-based template engine.It permits anyone to use a simple yet powerful template 
language to reference objects defined in Java code.

When Velocity is used for web development, web designers can work in parallel with Java programmers 
to develop websites according to the Model-View-Controller (MVC) model, meaning that web page 
designers can focus solely on creating a site that looks good, and programmers can focus solely on 
writing top-notch code.

[http://velocity.apache.org/engine/releases/velocity-1.6.2/]

License

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.
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"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by 
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting 
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlle
by, or are under common control with that entity.For the purposes of this definition, "control" means (i
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial 
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this 
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to 
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to 
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is 
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derive
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications 
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Work
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces o
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any 
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized 
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including 
but not limited to communication on electronic mailing lists, source code control systems, and issue 
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution 
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor 
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable 
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform, 
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as 
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise 
transfer the Work, where such license applies only to those patent claims licensable by such Contributor 
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s) 
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any 
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution 
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incorporated within the Work constitutes direct or contributory patent infringement, then any patent 
licenses granted to You under this License for that Work shall terminate as of the date such litigation is 
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in 
any medium, with or without modifications, and in Source or Object form, provided that You meet the 
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices stating that You changed the files; a

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent, 
trademark, and attribution notices from the Source form of the Work, excluding those notices that do no
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that 
You distribute must include a readable copy of the attribution notices contained within such NOTICE file, 
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the 
following places: within a NOTICE text file distributed as part of the Derivative Works; within the 
Source form or documentation, if provided along with the Derivative Works; or, within a display 
generated by the Derivative Works, if and wherever such third-party notices normally appear.The 
contents of the NOTICE file are for informational purposes only and do not modify the License.You ma
add Your own attribution notices within Derivative Works that You distribute, alongside or as an 
addendum to the NOTICE text from the Work, provided that such additional attribution notices canno
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or 
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for 
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work 
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally 
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of 
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shal
supersede or modify the terms of any separate license agreement you may have executed with Licens
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service ma
or product names of the Licensor, except as required for reasonable and customary use in describing t
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides 
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT 
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without 
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or 
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the 
appropriateness of using or redistributing the Work and assume any risks associated with Your exerci
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect, 
special, incidental, or consequential damages of any character arising as a result of this License or out of 
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work 
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.
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9. Accepting Warranty or Additional Liability.While redistributing the Work or Derivative Works 
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemni
other liability obligations and/or rights consistent with this License.However, in accepting such 
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any 
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless fo
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields 
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!) 
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend 
that a file or class name and description of purpose be included on the same "printed page" as the 
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in 
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is 
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either 
express or implied.See the License for the specific language governing permissions and limitations unde
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

Apache Commons
The Commons is an Apache project focused on all aspects of reusable Java components.

[http://commons.apache.org/]

Components

The following components of Apache Commons pertain to this software license:

• Beanutils

• CLI

• Codec

• Collections

• DbUtils

• Digester

• Lang

• Logging

License

Apache License
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Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by 
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting 
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlle
by, or are under common control with that entity.For the purposes of this definition, "control" means (i) 
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial 
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this 
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to 
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source 
form, including but not limited to compiled object code, generated documentation, and conversions to 
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under th
License, as indicated by a copyright notice that is included in or attached to the work (an example is 
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derive
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications 
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Work
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any 
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to 
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized 
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including 
but not limited to communication on electronic mailing lists, source code control systems, and issue 
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and 
improving the Work, but excluding communication that is conspicuously marked or otherwise designate
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution 
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor 
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable 
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform, 
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as 
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise 
transfer the Work, where such license applies only to those patent claims licensable by such Contributor 
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