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Setup.exe 7 7 A LV ZEITLET,

e Cisco.com 7 U MZuZ A LT, http://www.cisco.com/go/csmanager |Z& % Security
Manager " — AX—IZT7 78 A L £, [Download Software] %7 U v 27 LT, Efishiz
Security Manager DA A b —/V Ty AV EHX T a— RRLET,

— WinZip RJEME 7 4V F DRV 1 ¥ — K72 £ D Windows Server 2008 IZff/E L T35 7 7 A
NEMEL—T 4 VT 4 OWTnEMH LT, By 7 by =T A A b= T 74
NWHNDOFTRTOTZ 7 A NE KT 4 L7 P TRELES, "2AARHEYVRI VT L7
MU ZEFERALTLZEN, =& 21E, C:\Documents and Settings\Administrator\Desktop & ¥
T C: 2L T ZS Y, @HIE, Ef77AVERUCT 4 L7 PUICBESND, A A
h—/v 78 7 Z 5D Setup.exe ZBtA L E7,

- V7 ANVORNEEHHTERNLENWI T T — XA v =V RRRINTHAIE, Temp 7 1 L7
MY ZZEIZLT, UANVA%ZAF ¥ L, C:\Program Files\Common Files\InstallShield 7 «
VI RUZHIBRL TS, UZ7—FLTH I —ERKLTAHATIEENY,

AFYFT 2 ARV TP —=FOERIHENET, A VA M—LHFIZ, ROBEHRDOADPERSINET,

* Backup location : $5E D /N— 5 »»® Common Services, Security Manager, F7zi% AUS 739 T
WAV AP LENTWEEERIT. A VA= T FRILoTA VA P—ATDTF—4
NR=2 Ry 7T o TRHFAEINET, N7 T v 7T E2ERmTLHHEIX. Ny 2727 v FIEH]T2
GiiTa@IRLET, 72720, N2 7 v, A VA M= VERBTARNCERT 5 &L 25U
ESsR®

S

GE) Ny r 7T o FERT L OISERT 25 8T1E. NMSROOT OIMNZT H0E R H Y £9, BT
NMSROOT I Security Manager f > A b—/L 7 4 L7 b UA~D/NRRATY, 774/ NI
C:\Program Files\CSCOpx T3, FiZ, NMSROOT\backup % N> 7 7 v FIZEH L&
FFER L TLEEN,

e Destination folder : 7 7V 7 —a v A VA M=V T BT 3 )VE, MOPATHIZA VA =T 5
FERRBI R 32 T VT, T 7 40 bEZITANET, T 74V b T VFLUND T 3V F e 5iE
L7ZBaIiE, TOTICT 7 ANADPFIELIRNT & & /RALN 256 LFRIMTH DI L &2MR LT
STEEVY,

e Applications : £ Y A b =T 5T 7Y r—3 a3, £72 Common Services 731 A h—/LE L
TV WEE X, Common Services % 384R L T Security Manager £ 721X AUS %A VA h—LF 5%
VERH Y £7,

¢ License information : /RO W U & IR L F 97,

— License File Location : 74 2> A 77 A VDTN A4 % ANT)T5h, [Browse] 7 U v
JLTHRRLET, KATA BV A 77 A NVEERNIY— AN EIZREL Tho72HaIE. £
D77 ANERETEET,
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>

GE) TA4BAT7ANDARZE, TNV (&) REDHELFNEEN TN TITRY £
A,

— Evaluation Only : #£}0 90 H OFEMBIME A 2 —T IZ L E T,

* Admin password : 5 XFLL ED admin =2—F T AT NHSRAT— R, ZOT TN, VAT
LT o~ BEWeasuser 7 H U2 M OFEMIZOWTIX, [WME e — N a—H T h v
MZoWT) (P5-1) 2ZRLTIZEN,

e System Identity user : ¥ A7 AFR—H & LTHEAT LTI b —HFH LT — R,
Cisco Security Management Suite 7 7 U 77— 3 U 2O Y — " EiZ A v 2 b =T 2841,
FTRTOY—=ANETRILY AT L@ 2—F 7o h2fHLTIEE N,

» Create casuser : $ L\ A A h—/L"C casuser 7 BV ¥ b EAERT 50 E 5, ZO=2—% T4
7y MIERT 2 MERH Y £7,

GE) AU —KROBEMEOHIRICHTI2EX2YT 0 R —0BH25E8, 20707 MERKIT
KT HZEnbVET, TOLIRGEF. THU Y MEFETIEKRL T,
resetcasuser.exe 2~ REZFETTHLERH Y £, FEMICONTIE, £ A3,
[LiaisonServlet =7 — D JFA & 4Lk | @ casuser /SA T — REZRH L T &,

A A M=V DOFETHRIC, = "PABINCHER L 2WESE, VY—"z2HEB L £,

HS—N\NTFTY5r—30DF7vITTL—FK

GE)

TV r—2 a7 v F T L—FREE, WA= 5 oS DF— R EHMEE LN L, F LV A—

CarDT IV E—2arEALAN—ATERTIaERATY, 3HEEOT ST L— R 235D F

7

o Tm—H W=V g ET A A =BT, WA=V g UEEITHOY— N RIZHL
WA= g v E A AL LET, BBFEOT—ZBRFESN, HLA VA =L ENTN—
VarTEATEET, n—H N Ty I — REERETHIHEGTROMIER L T EE N,

- ZOFREFEMT LN, Ty T T —= R I _XTOT 7Y r—va UBRELHEEL T
HZEEMRLTLKES Y, £, Ty T v—FRAGOT7 7Y r—yar i v A h—L7
HENS, T—=FR=ADNRNy 7T v 7 E2E ML T, EFITKRT LI L 2B LTIIZSN,

- P=ARLEDFRVL =T 4 T VAT AL T v L= FLT0S5E, 2L xiE, Windows
2003 75 Windows 2008 (27 v 77 L— RLTWAHAIE, ZoFAREHTEETA, 4
RU—=T T VAT ADT v 7T L— RHITWRD 5 Security Manager %7 v 77 L— K
LTWaHEIE, bz, VE—M NI 7y /BT v 77 b —RFEXEEHLET,
@ U Security Manager V U — A ZHFF LN OARXL—T 4 VT VAT AET v 77 L—FR
LTWAHAIE, L arta— 2 EEAL—7 17 VA7 L~0 Security
Manager P17 (P.5-13) ICR#i s -FIEZETLET,

a—H) T T T L— REEZ, A A h—F12& - T, Performance Monitor ¥ 7-(% Resource
Manager Essentials 234 > A b= L S TWENE I PR TF = v 7 ENET, W1 2, F72EH
FH & =854, [Performance Monitor or Resource Manager Essentials (or both) needs to be
uninstalled] & WIHI T — Aot —VEERLTA VA M—=TB™KTLET,

[ oL-26559-01-J
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Y—nRT7FVr—2a3 D7y FIL—F

GE)

VE—F (N 2T o7/ : HLWNN—Ta &7 ) —r =N (0T 7Y r—a R0
A VAR LENTHNRNF =) [T VA R—=LLThD, HAA—=Va Vb El Lz Ny 7
Ty T INeT —F_X—RAEW@ILLET, HTLWO— R EIZA VA =T DA, £, 1R
M=V EEBT DR — "2 V=2 F 7T (T IV r—varz7 A A RM—/LTDHHEINIC
N 2T v T EElT 2) HHEIC. ZOFIREFEHLET,

N

(3¥)  Security Manager »— " 7Y 75— 2 VEFITLTCND =0y 7T v T EAERT
LENE, TRTORET —Z B2y FENTWHZ L EMHRETILNERH Y £7,
[Security Manager DR T — X NiEEB L OERBIND Z & DRl (P5-8) #BML T
<TEENY,

M e— I NERFVE—F Ty 77 L —RTHR— IR T Wi WnAR—=T g 007 7Y
e arvEEHALTOAEAIT. 2B a2 2 ETTHILERLYET, a—hALFERITY
FT—h T v 7T VL= KT R—=FENTWNBER=Va T v 77 L —RLThbH, n—hLE
XV E—F 777 L —F&aELET, FBDO/N—T 3 % Cisco.com MHHF 7 mn— KL
*7,

BHRDOAR=2 g VR TFTORICHEET v 77 L—FHELTHERENTEL T, HTWT — % Z{RIF
TOMEND LEEIEL, 3 OU LOHHT v 77 L= FRIEZERTHIMLERHY T, 2Lz
I¥. Security Manager 3.0.x 2267 v 77 L — R 55A1%, 32217 v 77 L—RLTHhb,
407 v 7T —RL, 43 1T v 77V —RTDMLERHY £7,

#5112, 777 L =R RRZEZHR—=—PFEINTWNDEY 7 b =T ONR—2 3 BT 5%
RLET,

33F7E331 05643127 v 7T L—RTBEA, 43 DT A B ATHED 4.0 A VA h—VET
ARTHZLIITEEYA, 2720, T8 ZHBOHIREZBE 2, Fli 7 A B 2 THREO 4.0
ALA =N ETANTEET,

WDOT v T 1L— R RNARHFR— RS THET,

4.0>43
4.0.1 >4.3
4.1>43
42>43

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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= 5-1 FFUr—2a3>r 7y FITL—F RX

TvIY

L—F R YR—FShTLVS

z FrUr—ay EIAYASD = D 7y 7 L—FEIE

o —3J /L |Security Manager 4.3 4.0, 4.0.1. 4.1, 42 |1. TRCOMEYFT—4 %23 v FLET, [Security
Auto Update Server 4.3 Manager DIRE T —Z PRXERB L VKRB SNDH Z LD

R) (P5-8) ZBMLTEEL,

2. ZOH%T, VIR =TEA VA=AV LET,
l'Security Manager % —~3, Common Services, 3 KX O}
AUS OA > Z b=/ (P5-2) 2L TIZEN,

3. mRBIC, Ty 77— NEOLEREREZNZET,
(777 L— RO EREFTDOFE | (P.5-13) %
ZH LTI,

GE) 32t v bk Windows OS iZ4 > A b= ENTW5
Security Manager 4.0 )5 X 10 4.0.1 i, VE—F
Ty T T L— R ARAE RERHY £F, v—
AN T w77 L—RiE, 64 £y I Windows % —
NTOHYPR— SN TVET,
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£ 51 FFU5—23v PyvFTTL—EKE KRR (HE)
7vFy
L—F R HR—bSIhTWS

z FFUb—3ay

IAVACDE DY

7yvFSL—FEIE

Y &— | |Security Manager 4.3
Auto Update Server 4.3

4.0, 4.0.1, 4.1, 4.2

1. TNTORPT—# %31y FLET, [Security
Manager DIRET —Z PEEBLOERENDLZ LD
78] (P.5-8) ML TLIEIN,

2. THR—RERYy I TS LET, (V=K T
I L— REEDF—H_— 2Dy 7T 7| (P.5-9)
EERLTLIIEIN,

3. 7Y r—arkEA AR L LET, KOHELS
LT &N,

[Security Manager %—~3, Common Services, 3 X
AUS O A > A b—/v] (P.5-2)

4, VEIGL T, T—FRXR—=ZADNRNy 7T v TP —N
[k LET,

5. 7—H4XR—RFEELET, =N FT—FX—2DH
gt (P5-12) 2L T E&E,

6. WRBIZ, Ty 77 L — R NEOLELREREZNZET,
(777 L— RO EREFTDOFE| (P.5-13) %
ZH LTI,

Tk Security Manager 4.3

3.x

1. TXRTORET—F%=a2Iy b LET, [Security
Manager DIRET —Z PEEBLOERENLZ LD
fezd) (P.5-8) &ML TS IEEW,

2. RIZ, 41T v 77 L—=FKRLTob, 41 DA Ak
L—yay HA ROT v 77— RICETHEND
T A BT FIREREICFATLET,

A
GE) EP41lT7y ST L—FLTb, VE—F Ty
TV — R RXREFEHTHZ L TEET,

Security Manager DRBET— 2 WNEEH L URKEIN D LDRER

Security Manager 7 v 77 L — K& & 572 012iE, BEAFO Security Manager 7 — & X — R |Z
BT = PREENTOVRNZ L E2ERTIMLERDH YV ET, RET—F LiX, 7—FX—RZ LT
AIY FERNTVRNT=ZDZ L TT, RET —Z 03> TV D LETO/N— 3 O Security
Manager 6 D7 —F X—2IFEILTEEFA, HLTEDLIDE, Ny 77y FEELA=Va %
EITL TV VAT A RIRET — 2 B> TNDT = R—R 2 TT,

=PI LI EFEEREE IS 2L ENH Y £, Approver TV —7 77— E— R&fHL T
WAHEAEIX, COXIRBEBLARTILNERH Y T, T X3TOT /A AHE & Security Manager
T A R—REFFEHSHLDICE, TXTOT—F0aIy MICEREZERT HILELH Y T,

o Workflow IS DE— R T, ROFNEEFEITLET,
— ZWA23 v b5, [File] > [Submit] R L £,
— 2y FENTWRWERZBEIET 521X, [File] > [Discard] Z&IR L 7,

Il _Cisco Security Manager 4.3 f VX FL— 3 v HS K
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- Moa—FoOEELEZaIy NELEFEETHILERDLIHEIL. Z0oa—FDkya &5l
EMSZENTEET, By vara2g Efk<IiZiL, [Tools] > [Security Manager
Administration] > [Take Over User Session] Z##R L T2>6 . [Take Over Session] 7 U v 7
LET,

» Workflow £— FT, ROFIEZFEITLET,

— E¥Z2aI v b LTHERT DL, [Tools] > [Activity Manager] 3R L £, [Activity
Manager] UV« > RUMBLT 77 4 ©F ¢ IR L, [Approve] 27V v 27 LE7, Activity
Approver Z i L CW24A X, [Submit] 27 U v 2 LT, Approver \IZ7 77 4 T 1 %7K
BLTHHWET,

— 2 Iy FINTWARWERZEIET 5121, [Tools] > [Activity Manager] Z &R L F 7,
[Activity Manager] V 4 > RV T, 777 4 BT 4 Z#R LT 5, [Discard] &R L 7,
PEFECT & 5 DI, Edit 721X Edit Open DIRIEIZHDHT 7 7 4 ET 4 1217 TT,

JONRT 4 TF7ANIZRT HEEDET

F T D Security Manager A » X b —/LZWK DD TR T 4 T A NVPEFEANTHET, Z0D
T A M, EHTICEE SN T =2 BMRIFSNET,

e SNMSROOT\MDC\athena\config\csm.properties
e SNMSROOT\MDC\athena\config\DCS.properties
e SNMSROOT\MDC\athena\config\taskmgr.prop

Ev bk SNMSROOT %, Common Services f > A h—/L 5 4 L7 b U (57 /L & C:\Program
Files\CSCOpx) D7 /L /XA TY,

BIEDA VA F— VI LTH—ERX Ry 7 DT v 77 L— REREFA VA b= L2 FELIZSGEO
Security Manager ®EI{EIZIRD LBV TT,

o Ty L —RELEFV—ERX Ry 7 ICHETIH LT 7 A LEAL A ML LET,
e BHLWIFANEHHPICETINZT7 7 ANVELEBLES,

s HLWIZ s ANEFEHPICERESINT 7 7 ANVPERRDZEHITELEEZR LIS, TOEAIL,
Security Manager 233k D X S IZALBE L F 97,

— BHPICEEINTZ T 7 A VE <filename>.org &£\ ) LHETCIRIELE T,
— BER L LT, 57 74 VE <filename>.diff £\ ) 4l CHRIFLET,

LT 7 ANV EFERAPICERE SN 7 A NVRERe D 805 NEOEEZZ T B> - HA1E.
<filename>.org & <filename>.diff NOEREHEA LT, T v 77 L —RKERZI—LRA RNy T7 DA
A N—VRINZ, MATERET 0T 4 77 A VEITLET,

JE—F 7T L—FEOT—2R—=ZADIN\YHITvT

CiscoWorks Common Services I, T —F X—AD v 7 7 v 7 LHEIIZfEH X5 Common
Services N 7 T v /BT —T 4 VT 4 T, TXTCOY—NT TV r—2 a0 OF—F_X—RA %
HLET, T, No Il T v TE2ERTDE, = EZA VA=A ENTZTRTO
CiscoWorks 77U r—a v DNy 72 7 v IPHAER S E T,

Cisco Security Manager 4.3 41 YA kL—>3> A4 F
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AFvFT A1

A7y 2

ORI Ty TRIBET —FR—ADBEN I T v LET, AXUNT—H AT ERy
T o7 THVNERLLIEAR, HLnara—FEi3d L —7 47 ¥ AT L~D Security
Manager ®#17] (P.5-13) ICRE#HESNLTWVWDTF—F A b7 a ' —FEZHEHLET,

Security Manager % (T L CWAY—1N"% > 77 v 7 L TWAEAIL, Security Manager 7 7 4 7
v h® [Tools] > [Backup] W o a— by FEMEHL TNy I T v T R=U2RRTEET, £
oo RET—40Nay FENTWD Z E&MER LET ([Security Manager DR T — 4 NikEE X
VAR EIND Z L ofER] (P.5-8) &),

Security Manager % 217 L TWARWH—R"DFEIE, WOFIET Sy 7 7 v T R=U 2R R LET,

a. ¥ — 3 LE® Cisco Security Management Server 7 A7 by Flza 7 A LET (IWeb 77 v %
HEH L= T TV r—var~ouZ4( ) (P6-13) 25H),

b. [Server Administration] /<X /v %27 U > 27 LE$, WKIT, [Server] > [Admin] > [Backup] &R L
i‘j—o

[Immediate for Frequency] Z &R L T, LBEITIGUTMO T 4 —/L REREL., [Apply] 27V v 27 L
CTF—2%&N v 77 v 7 LET,

CLIZER LY —N\ T—ER—=ZXDIN\YHOTvT

ZOHEOFNETIL, — 3ED Windows 2~ RT7 A4 U H A7 VT FE2ETTAHIEITLE- T,
PN F—HR—=R %R I T v 7T DHHEIIODOTHALET,

T—HRX=2ADy 77 v 7HIZ, Common Services & Security Manager Ol D7 mE AT v v
s, BB SN E T, Security Manager O FRENE T 35 £ TITITE 230 5 "I HEMED
HLHID, HEBOETANC =R I T MEEBILTLE ZERHVET, ZOHE, T/
AARY =D 4 RUIT Terror loading pagel W9 A v E—UNRRINDIZERHY £7,

CiscoWorks — N EIZA VA =NV ENTZTRXRTCOT IV r—2a e v I T v THDIT1T DD
Ny 77T A7V FNUMERHINERA, BRIOT 7V r—varvaz Ny 7 v T TEERA,

ATFvF 2
ATFvFT 3

CONRy T T av s NET —FR_R—=2ADhua "y I T v T LET, ANV T—F AT &Ny
2T T TAERERLDLGEE., HLnarYa—4E34A L —7 4 v 7 VAT A~D Security
Manager D17 ] (P.5-13) ICRR#E- SN TWAETF—% X b7 abt™—FEEHEH L £,

BT —#RaIy FENTWD Z LR LET (ISecurity Manager DIRE T — # 23 %(5 I L UUK
BEND Z Lo (P.5-8) 2ZM),

awy R 77 hT, netstop ermdmgtd E ASI L TCTTRTCOT o RAEEIELET,
WOy REANTHZLILE ST, T—FRXR—RERy I T v T LET,

SNMSROOT\bin\perl SNMSROOT\bin\backup.pl backup_directory [log_filename
[email=email address [number_of generations [compress]]]]

EIZRDEBY TT,

e SNMSROOT : Common Services f v A h—/L T 4 L7 U D7)V RA4 (57 %)V M
C:\Program Files\CSCOpx),

o backup directory : Ny 77 v T EAEELT DT 4+ L2 b U, C:\Backups 72 & T,

Il _Cisco Security Manager 4.3 f VX FL— 3 v HS K
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(E) ANy 77y FIERT DOISERT 25 5T1E, NMSROOT DI 068030 0 £, LT
NMSROOT % Security Manager f > A h—/L 5 4 L7 N U~ORRTE, T7 4/ ME
C:\Program Files\CSCOpx T7, FiZ, NMSROOT\backup % /N> 7 7 v FIZEHA L2 &

IWIEE LTI ZS N,

o log filename : (A7 ar) Ny 7y THAERIND A yEe—VROR T 77 AV, BUED
T4 L7 NULSNOBFTII Ny 7T > TEAERT D551, 2O A% BIMLET,
C:\BackupLogs 72 £ T7, £4HiZHEE LR 7285613. SNMSROOT\log\dbbackup.log I272 ¥ %
‘j—o

o email=email_address : (7 a ) BHMEEETLHEFA—NVT FLVA, BFA—IL T RLA
FHRELRWD, BEEO/NTA—ZIIRET D2LERHLHET. YA XAEITT FLAB—FL
72\ email % A7) L E£, CiscoWorks Common Services T SMTP %% & L T, @A % A X —7 /v
T DRERHY T,

o number_of generations : (A7 a ) N T v T 4L MIIRGFELTEBIANAY I T v
DIRKIERE, BREBICETHE, TNy 7T vy IBHIBRESNET, 774V ML 0 T, REFE
LD HEARBITHIBRILSH © £8 A,

e compress: (A7 ay) NI T T TrANVEEMHTLINEI N, ZOF—U—FEAN LA
v & | backup.properties 7 7 A /LNIZ VMS_FILEBACKUP COMPRESS=NO 2 #EE ST 5%
Bh., Ny T v MEERBEIRERA, BESNTORWESIE, 2OF—U—F2 AN LR T
bRy I Ty FIFEMINET, N7 T v FIFEMTDH I EEHEREL ET,

fol ZIE, WIORENTWDH a~ 2 Rid, perl 2+ K& backup.pl 2~ RBFEETHT 4 L7 R

THATTLHZ LA BMELTWET, (2L, A7 4 L7 NI OHAETH, DOS 8.1 B (A~X—2

2 L) OEEfiSiz, perl & backup.pl DEERRLNRAERETHILENDH Y £9),

RIRSNTWD AT RTE, Ny 277 T4 b7 PIRCERSNIEAYy 27 v 7B Ur S

7 7 A WHMERK &, admin@domain.com [ZH A EF SN E T,

backup.pl =~ REMHTL5EG, EMST7A—2E2E0 523Ny 77 v 7 HRERET 2 L8N
HYET,

BT T7ANNRTA=BDRHIINT A=ZEFETOHEE, KT T2TXTONRITA-FDfE%
EOLULERDY ET,

ORI TiX, SNMSROOT /£ D:\CSM TH Y, T 7 4 /v MED C:\Program Files\CSCOpx TixH v
A,

D:\CSM\bin\perl D:\CSM\bin\backup.pl C:\backups C:\backups\backup.log
email=admin@domain.com 0 compress

7 77 ANVERELT, T—FRX—ARRNy I T v TENTND I LE2HRLET,
a<v K ey T, netstart ermdmgtd 2 AL T, TR_XTCOT v A& HEEHLET,

[ oL-26559-01-J

Cisco Security Manager 4.3 { YR FL—av A4 F i



FES58 H—NRTFPINVG—2avDLVR—LETYTIL—F |

B 45— 7705—230079FFL—F

B—NT—ER—ADEX

AV RIAVDOBARAIZ VT EFTTHIEICLY, T—FR_R—REH@ L TEET, T—XOELH
2, CiscoWorks > % > N UV L TOLHEBTANERHY EF, 22 TE, H—"EoRy 7
T TR LT HHECONTHHALET, N 77 v 7BLUETOZDOMRET 1
O TH Y, CiscoWorks 4 — NZA VA M= ENTWETRCOT IV r—vamz vl 7T v
TEBIOELTTEET, x0T 7V r— a2 w7 v FERITIETTLZ LT TEEYA,
BEOY—NZT TV =2 a A YA M=V LESRIEF, A VA=A SNTWLET TV r—a
VICH LT —ENEENDET —ER—ZA RNy 77 v TEETTIHIHENH Y £,

eEvk

o DFIOV V=27 TV r—a o lERLIENNy 7T v FE, ZOR—=2aror 7 r—
vara~DEA VLI bu—AnN A TA4 T T T L—RRPR—=FINTWNDE A=V g b
DRy 7T o7 ThHhiUE, HEXTEET, Ty 77— RiZx Liz/N—2 3 COFEMIZ OV T
W =T 7V r—v a7 v 77 1L—FK] (P5-5) 28BLTLI7EEN,

e restore A~ KL, T—FZ_XR—ADLEHEITLLET, /X FT—F ZANTEETTILELRD
DHEAF. HLvarva—2Ei3A L —7 47 AT L~D Security Manager D47 |
(P.5-13) ICR#FHENTWBEF—F A T ab—FEEZHHAL £,

FIR

ATYFT1 a2 RIAVTROEIICANLT, T _XTCOTaA&EELET,
net stop crmdmgtd
AF9T 2 KROavwUREANTLZLIZE-T, T—4_X—R%M\LLET,
SNMSROOT\bin\perl SNMSROOT\bin\restorebackup.pl [-t temporary directory]
[-gen generationNumber] -d backup_directory [-h]
EIXRO LB TT,
e $NMSROOT : Common Services £ ¥ A h—/L T 4 L7 MU DTN R2L (FT7 4V NI
C:\Program Files\CSCOpx).
o -t temporary directory : (A7 a ) HILT BT T AT 77 A VERETHEOICHERASH
BT 4VY N ERET AN, TT7HNRTIE, ZOT L7 RUIE
$SNMSROOT\tempBackupData T,
o -gen generationNumber : (A7 a ) BTy 07 v 7 MRES, 7741 8T, &HO
AT, 1~ S MRPFEET D551, F 5 HRBEH TT,
o -d backup_directory : LT 2NNy VT v TRRIFESI NN I T T T4 L7 MY,
e -h: (f£E) ~ V7 %FERLET, -d BackupDirectory M H L7=HA 1L, ~NV7ICIELWESCE
BEHMRRAA — FPBIUOHRDZRSNET,
fe b 2iE, ci\var\backup 7 4 L7 MU MNSEHDOAN—Y a VEBEILTHEGIE. kOoav L KEAS
LET (AL 64 B> k OS DHFETY),
C:\Progra~2\CSCOpx\bin\perl C:\Progra~2\CSCOpx\bin\restorebackup.pl -d C:\var\backup
ATvF 3 vl 77 A NMSROOTog\restorebackup.log %X T, T— 4 X—ANELINTZ L 2B L
ES N
ATF9T 4 KOIHIIZANLT, VAT Lae@mEELET,

net start crmdmgtd
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FROMBELGEEDRENM

TIVr—va w7 v 77— RT5L, FEDEHEROUHEFIENED- T, FEITER L2TIL
RO BRDIEERDHVET, ZOR=VaofGCT v 7T L—FR LS, TOXLEREFTY X b
BT, RUICEDLDECEEZ#EHATO2LERH D 7,

e 331 IVURIONRN—=YarnbT v 77 L— R4 585481, 4 A — b Gigabit Ethernet Fiber 1 >
HB—=TxAAJ—FK (K—KRUx7 ¥ A7 :i82571EB 4F) M I S 7= ASA 5580 7 /31 2 |k
TA R M) EFRETH2LERHY EF, 4 X2 M OFREICE > T, 751 A ETOH
AT — FREZAETERWLUAIO U ) —ADRLDONTRFREINET, A XU ) %
TR 5121k, Security Manager 7 74 7 DT NRA A Ea—TT A RA%EH7 Y v 27 LT,
[Discover Policies on Device] Z &R L T/>5 . [Policies to Discover] 7 /v — 7N ® [Live Device
discovery and only the Inventory] F= v 7 Ry 7 A& 42 LET, BRIEICE T, 7314 R
My 2—Tx4 2 R o—RNEEWZ O ET,

e 331 URIONR=VarnbT vy L—RLTEY, RI\R—FOHEFER—F 7T 7% (SPA)
ZEHT % Cisco ASR 1000 ¥V —X 77V F—va v —ER L—Z ZEFRL T DHEAL.
Security Manager T, AR — FINTWNAEN—T 32 4.0 LIFED SPA AT A K91z, 7
AACETLHRY = HBRIETOMLERHY T, HILIFA—Fd SPA KL, TXTD
A=Yy b (TRTOHE), > U 7T/, ATM, I LT Packet over Sonet (POS) SPA R & FEih
FTHN, P—ERXSPAITEENEHA, T34 A CLI TATM, PVC, /i34 A v 7R Y
V—EBRELIHEIE, HRESLE T,

LWV VELA—3FLEARL—TFT 12T VRTLAD
Security Manager Q1T

GE)

Security Manager Z# LW — SIZBAT L RITNIER SR WEAER SV £, ZOBITE2H LW
A= X LTI I HE L, =N EDARNL =T T VAT ACA T Y — T v T L= R
954 (Windows 2003 75 Windows 2008 IZBATT 25587 E) B0 £,

Security Manager O /3— 5 VIIEFE LRWA, WEN—RRU =27 E703AX v —T 4 7 VAT A
EERTLIHAE., BT A2BRTILERDY £9, ZOBTTnwxid, E£XRWIC, [V—
RT IV r—varDT7 v 77 L—FR] (P5-5) IZi#lishTnwa U=k X7 v 7/ HITET v
JU—F 7atALHELHOTT I, Event Manager 7 —4 A N TIZRIEINTZT — X 2 BITT 54
BITBIMOAT v FRLETY, Security Manager — OBATZ2Ehi T 285461%. Z OFIEZHH
LET,

IRV =T 4 T VAT NIHRTEYA T — =R Xy r Ty T T — MM, A Security
Manager % — BATEMIZRHE T, Ty 77 L —REFRAINERTA, T—ABITIL, XL —
TAT VAT LAOEREMBERINDIBEDE I, BRDIDATy— "=V arOF—T7 4
VI VAT ARLEBITT ALAICHEIC R £,
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ZOFNETIE, #—F v b $—,3 (Security Manager BT 5% —N) IV —R 3 Ea—& L[
LT —F_XR—=Rbe A X N T—=F% A NTONEERGFTDODEDELET, ¥—F v N = LT
Security Manager Ol Z Bt L TV DAL, VY —RA VAT LEHX—F v b VAT ADT —H _—
AEFEFARVN T—H A NTho~v—VTEERA, ¥—F Yy b T—FEY—RATF—XTEXWZIS
VERHY T, BITANCY —F v b VAT A RCFELTOW T RTOT— X, BITE THRICHE
ATERIRVET, hWF—F Y b VAT L T—=FE2HLLBITT L7 4N X IZab— LR\ TK
7ZEW,

Fle. ARV T—F AT DA — BLOEILAT > 71, ZDT = Z 2 RFT DHEIC DB
RZECEBELTLES Y, HILWEDA XY N T =82 AT bbb 55EIE. ZORT v 7524
BsCTEET,

Y —Z Security Manager ¥—/% (BT Y¥—N) ETROFIEZFATLET,

a. AXVUKT—F ANT THANADOLEIEFRELET, Security Manager 7 7 A 7 > kT, [Tools]
> [Security Manager Administration] Zi®&R L, =7 Y F—7 /L5 [Event Management] %
BIRLET, 741 41%, [Event Data Store Location] 7 4 —/V RIZR RSN TWET, 774/

M3 NMSROOT\MDC\eventing\database T, NMSROOT (A A h—/L T 4 L7 b1 GEHFIX
C:\Program Files\CSCOpx) T,

b. I~ RFIAYTROLIICADLT, §_XTOT v RAE2EIELET,
net stop crmdmgtd

c. NMSROOT\MDC\eventing\config\collector.properties 7 7 f /L D2 — & A X f F—& X |k
T I7ANTEERLET, TOa =X =Sy b arEa—FInbT 7R ARRERT 4 A7
Bl L E,

d. [CLIZfHLEY—NT—FRX=2D Ny 77 v 7| (P5-10) IZR#FEINTNDavr RTA v
FA A& LT, Security Manager 7 — ¥ X— A& NNy 7T v LET,

LW =Sy b arva—2z8HLES, RICHEZRLET,

o FAXNVL—TFT 4T VAT LET T T —RTLETT, HLA— R = TIZBTLRWES
W ARV =T VT VAT AT T T L= REEBLT, TXL—T 4T VAT APIELL
BEREL TS Z L 2R LET, £DH% T, Security Manager %1 A h—/L L E T,

s MLV Ea—RIBITT2HAIL, TOarEa— 2R ELLHBEL TN Z E2HRL T,
Security Manager & 1 » A b —/L L,

% —7%" > & Security Manager % —/N ECROFIRE EITLET,
a. IV RIALVTROEIIICANLT, I _XTOTrERAEEELET,
net stop crmdmgtd

b. = F—=Z_=20E5x] (P.5-12) I[ZRRBSNTWDFIHEELEAL T, T—FX—=2&ETL
ij‘o

C. T—HN—AWIDFETHRIZT nt AL fEE Lo/ haid, T2 CTHEILET,
net start crmdmgtd

Security Manager 7 7 A 7 b &AL TH LW —NIcr 74 L THhH, [Tools] > [Security
Manager Administration] Z&R L T, H®&» 5 [Event Management] Z &R L £ 4,

e. A R_XUVKF—F AKNT THNAENEEL, FNNRETHDH k%ﬁubif(z% WG T7 7
ANEHIRLET), ZO7HNAFITNE,. V—A S —NRNEDA R N F—& XA T LREU4RTE
BiaRETHLENRDH Y £,

e
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f. 1E L\ [Event Data Store Location] (57 # /L FRIEL WY /L Z THRWEA) Z®IRL T,
[Enable Event Management] = v 7 " > 7 2% 4 712 L, Event Manager % — b X &{& (L L &
7T, [Savel %27 UV v 7 LTEARZRFELET, VP —EREZELETL0E I DOMERPERENE
T, [Yes] #27 Vw7 LTH—EROEIENBEBMENSETHLET,

9. NI TvTENTARS N T—H ANTHY—A A Ea—2nhbH—7y b =N EOHL
WHEATZ 2 e —LE T,

h. v 7 7 v 7 &7 NMSROOT\MDC\eventing\config\collector.properties 7 7 1 /L% YV — A =2
YEa—FnbEA =Sy harta—FZav—L7T, F—F v =N EDT A NE FEX
L%,

i. Security Manager 7 71 7 .k C, [Tools] > [Security Manager Administration] Z &R L, =7
Y 7 —7 i 5 [Event Management] % 3841 L £ 9, [Enable Event Management] = v 7 7~ >
JAREF LT, [Save] 227 Vw7 LET, b —EREHET L0 E 5 0 ORNPERINE
T, [Yes] #27 Vv 7 LTH—EROBBABMENSETHLET,

Security Manager O E i

(F)

AVARN—IREZKATA B R 77 A )VEFRETE LT 2, Security Manager DA > & h—/L1£IT
LI 4B AEBINTEET, AUS IZIT T A B AIRETT,

[ZC®HBHIIZ

TAVVA T AN TS =R vV vFEREF I TIA4T b w2l ab—LThb, 7482 T 7
Vo—va AlBMLEY, 7947~ v BT3B/, 2947 MIOT I HF %A
X—=T T ERERHY £,

FTAVARA T ANDNRIE, TURY U R (&) BREOFERITREENTOTIERY THA,

Evk

Security Manager {21 7' A VT AR T A B A E2M@#HAT A2 L b TEXEJ, Security Manager 7> 5
[Upgrade license] F 721X lContinue Evaluation] &9 A v —UNRRFINET, [Upgrade
Licensel| %7 Vv 274252 & T, 48 AEHHATEET,

Fg
Security Manager D F A ¥ A% A A h =521, ROFIEZFEITLET,

Security Manager 7 7 A 7> b 77V r—va v EFEHALTCH—Ncu 74 LET (ISecurity
Manager 7 7 A 7 > h &f#i i L 7= Security Manager ~® 11 71 | (P.6-11) %),

[Tools] > [Security Manager Administration] Z&R L, =27 Y 5 —7 /95 [Licensing] % &R L
ij‘o

BITWT IT 4 72722 TWRWEEIEL, [CSM] %27V v 7 LET,

[Install a License] # 72 U » 27 LC, [Install a License] ¥4 7 u /Ry 7 A& Ed, 20X A T
TRy AEFEHALT, 4BV A 77 A VERIRL, [OK] 22Uy 7 LET, ZOTatERA%#Y
WL THDOT A 2&BMLET,
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GE) RRETFANRAE, EEOT AT 7y NXFICHIBRENET, BAEILTEIVR—-FSh
FH A, Windows HAGE OS VAT LA TT 7 A VEREIRTDHHEAIL, @HFOT 7 A VXYY XL
FARYFR—PFEINET, ZIUEIETES (UH00AS) L LTERINDIIENHDZ LITiE
BT o0ERHY £,

HB—EX I\ ERA N INYFDOAF
A

#EE  Security Manager OV —E R RNy 7 EFARA b Ny FiE, YAanbAFLTLLEIN, £
NSO T 7 A VX ra— R L0, BN LANTLEESN, — FA—F s filo)—
ARy 7 LB b Ry FFPFE—FERTOER A,

Security Manager £721XEDOMDOT 7V r—ra v w#A VA = L7eh, YAaNbAFLEY—
ERA Ry 7 EFRIEIHRA LV Xy TF oA A=V LT, XTEBELEZY, FILOT AR XA T %
YAR—=RMLED, 77V —2a &b Lz TEET,

o LW —ER Ny DAFAREREEZM ST, WERP—ERX RNy 7 E2 Xy rm—RKT5(C
%, Security Manager % B\ T, [Help] > [Security Manager Online] Z3&R L £ 3, F72i%,
http://www.cisco.com/go/csmanager (27 7 EZ A LE 7,

o {¥ND Cisco TAC Hh—t R U7X bR SN D &, TAC A3, % OMBEDMRIFICEILORA
BORA L b Ry FRbLE S na@i LET, TS o LT Security Manager 81 & b
Ny FREMAINDZ LIEHY FH A,

P—bERA Ry T bRA N Ny TFEH, 7T7AT N Y7 02T Ty 7 T— M= HPR—F %
BUEL, 794 T b —=REDOR=V g LD I A v F2HBHLET,

NS N -~ 2N -~
H—INTITY5r—30DF7 AR ML
Y= TFV = a7 A AR—NTBHIZE, ZOFIBREEHLES, 77V r—va %
ToAVARN—ILTIENI, TFVr—2a b OFA VA M ANULERBRICT X2t Tx5 kL
NNy 7 T TOEEMRTLTLLIEZEZIWN, N7 7 v TOEMEFEHDNTE, TVE—F T o7
TV —REFOT =4 _XR=2DN Ny 77 v7 ] (P5-9) 22 L T I,

XL &SI

fEE D /x— 3 »® Windows Defender 281 A b — VL ENTWDEHEIE. ThET =712 LT
MO —RTFVr—a 2T oA A =V LET, I LARTNE, 7oA A= TFY
T—varEREHTEETA,

FIE
PR TPV r— a0 5T A A =T 5101, ROFIELZEITLET,

AFwF 1 [Start] > [Programs] > [Cisco Security Manager] > [Uninstall Cisco Security Manager] % 3#&R L 9,
T74NVRTE, TRXTOT TV r—2a v BT A VA =L ENET,
ATF9T 2 TUAVAR=TILEST, TXTCOT IV r—va URHIBRSLET,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
m. 0L-26559-01-J |


http://www.cisco.com/go/csmanager
http://www.cisco.com/go/csmanager

| 5% HY—nNFIVsr—2a OAVA—NETYTIIL—F

ATFvFT 3

ATv7 4

AFvT 5

g—nR7IVr—>avnidyrgL—r N

N

GE) TUAVAPM AT —=RNRELRESGEIE, [T A VA M=o — \[EE
(P.A-8), BLUWKD URL 2% 5 [Installing and Getting Started With CiscoWorks LAN
Management Solution 3.1] @ [Troubleshooting and FAQs] OEZZHL T Z &,
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U7 — MIMETIEH O ETEAN, ToA v A M—ARBITF—N"E2Y T — K LT, $y—_"EDL TR b
VU= b EETHOT o AR ROFA A F— VY ZREIC 2D L9 TDHZ EaHELTL
ij—o

Common Services %7 109X T® Cisco Security Management Suite 77"V 7r—> a3 v &7 A A
=T HEEDH

a. NMSROOT &> TWADBEIEL, FNEHIFR, B8, 3402 EE LET, NMSROOT I
Security Manager f > A h—/L T 4 L7 kU ~D/RATT, NMSROOT OF 7 4 v MEIX
C:\Program Files\CSCOpx T3, E:\Program Files\CSCOpx 72 EOZDMOMEHEMH T E7,

b. C\CMFLOCK.TXT 7 7 A VW REET D HG 1%, TN ZHIERLET,

c. 77V r—varElA AR ATHHNC, VYA 2T 4 X E2EHLT ROV ALY
T M EHIBRLE T,

* My Computer\HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Cisco\Resource Manager
* My Computer\HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Cisco\MDC

TFVr— g mT A A M—/LF HREINC Windows Defender #7 B —7 Vi L&, 22
T, bI)—EASfFx—TMIZLET,

H—NNTF7TY5r—30DF 905 0—FK

Security Manager 7 7'V 77— g VELHIOY UV —R X T 7 L— KL T, ZO®MBY U —2THE
KU EERET D LI TEERA, ZDY U —RZD Security Manager Z# H L2V, 2
NeT7 oA A= L, BBERENA=Va O/ EZRA A=A LET (ZHiE, BERTA
L RAEHNSR=T 3 DA VA P AT 4 T B> TS ERHHETT), ZO®KT, [H—n
T A NX—=2ADEIL] (P.5-12) RSN TWAE LI, FULr T L — RSN —T 3 »OLLRETO
AVAPN VTR LTERERT —ZX—ADNNy 77 v T EELTEET,

Security Manager % % U > 7' L — R4 58513, Auto Update Server &, A > X h—/L§ % Security
Manager D/N— 5 ' THR— FENDHZ NNV a3 L HX T T L— RTHLERHY £7,

HWT = N—=2 2\ LG E. BHMRT A ZOBEORELRM L2 RoeT A 2D T 1
NRTARRY —NEENDARMERH L Z LICHERL T ESWN, L 2E, 7210 2 LA~ —
T AT VAT N, HUWS—T 3 @ Security Manager TIXEHEY AR — FESWbolLT v
L—RL7ZY, A=V a VEHFELRWR Y U—%2%E L, BB LY LIZmRERSH Y 9,
FeHR=R TN ZEFELL A ST, TRTOEFHETHET A ADT /N, R KY —
EZEHBHT I LE2MALTSIES N, RIFEREE (ANV—=T 4T VAT LDAT Y — U —X
DT v T T L= Rigl) T, 7L A% A X P DBHIBRL, BEBNLZRTTR D 2RVWEE
WD ZEIERLTLLEIY, —#OfITIE, AR —T 47 VAT LT v 77 L— R&IEIC
RIMERHLHEELHY ET (e xE, ASA V7 bvx7 U U —2R 83 KB BN BT,
TEHBE— FTIEY AR — FTERWD, HT 5 Security Manager D/3N— 2  CEZEY R — |k
SNTWOLRERHY 7)), FEMIZ OV TIE, [User Guide for Cisco Security Manager] @
[Managing the Device Inventory] O®EZZHL T ZI W,
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P—NRERELTZN T 572D Web 77UV EFERHLET,
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Db ET,
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a. Internet Explorer # B & £,
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d. [Applyl 7 Vv 7 LCERZRGFLET,

ATvF T (A7 =3) CS-MARS & Security Manager Bl CTF—4# 20 MV 5L X2, ¥F=aT avrrry
LR aT arTUVOMENEENER=VERNRTNERSRNIENHVET, T7F
Jb T, Internet Explorer 776 / »EF 2 THEAZER R T O E IR bnET, ZOTa 7 b
T[Yes)| 227 Vw2 T5HE, V7 NUoT 2 EFIHEREIEDLENTEET,
VBERBEX, T ERRREINAT BEa VT Y DFED, X2 T arFrvE ok
XoaT AT UYOMEREENDX—U R BBICE R SIS K 9T Internet Explorer D% E % 25
BTEES, BREA VT VY X—=U%RRZT DX 9T Internet Explorer 43 ET 221X, RO FIa%E
FITLET,

[Security] # 7% 27V v 7 L% T,

AT TRy 7 ATFEHO [Custom Level] 27V v 27 LET,

[Miscellaneous] 7.H L ™ F T, [Display mixed content] i &%t/ 3 % [Enable] 7> 3 > R ¥

CEBRIRLET, ([Disable] DBRINTNWRNI L EMAE LTI EEWN),
d. [Applyl #7 V v 7 LTEEEZRETFLET,

AFwF 8 [OK] %7 V27 LT [Internet Options] A 7 /Ry 7 AEHALET,

I S

Firefox D& E

Security Manager & D7 7 U r—3 g &2 E L HEE S 25 72D B Firefox ORREN N D
HY FEJ, Firefox (X, A TFA > ~VT TIT 474 LAR—F, CS-MARS Vv 7 7 v 7I&E# 72
COBEOFRRIHERLET, ZOFIETIL, Firefox DR TICHER AT a 2>V TIHAL £,

s [TV Ty VLA T7ANDfRE] (P.6-3)

o [T4RI Xy vvaDWh A XDME] (P.6-4)

o Ry FT vl TuyrOF 48— MbEIZFT A U A NOERK] (P.6-4)

e [JavaScript 1 r—7 4k (P.6-5)

o FH Y4V RUNDHLWET ETOF L T A2 ~VT OFEREUBOERIZST HHEFDOD 4

v FoyoHAAH] (P.6-5)
TYIT7LIUR D774 ILDRE

FliE
TVIT 7 VR T ANERET DI, KOFIMEZFETLET,

Cisco Security Manager 4.3 41 YA kL—>3> A4 F
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WM Web IS4 55470 FOBEE

ATFvT 1 AFRREOTFRA N =F 1 % T, \Mozilla Firefox\defaults\pref 77 4 L' 7 K UIZH % firefox.js
& £,

ATv7T 2 woOLEBMLET,

pref ("dom.allow scripts to close windows", true);

ATFvFT 3 WELEZ7 7 ANVERGFLTHLEET,

TA4RY FvvaDiA4 ADHmE

—BETZFANHDOT 4 A7 v v vaDP A XN, Furu—RETFELTWDLIZIA4T K VTR
T2T7 A VATV A X% LA>TWNWDLZ EEMRLET, v v aB0 Y TRDRTE5Y
Bl A VA =Ty a—RTEEHA,

FIE

Fyvia A XELEFTHIE. ROFIEEZFEITLET,

AFwF 1  [Tools] > [Options] #i&R L TH» 5, [Advanced] 27 V v 7 LET,
AT9T 2 BENDRTERHAEET, LVEDOF vy a AXR—RFWHELT, [OK] 227V v s LET,

RyT7vT TAvIDT42—TILELERTA B R FOERK

FIE
RoFTovT TavrdT 4 —T T BI1203. WOFIEEZETLET,

AFwF 1  [Tools] > [Options] #i#R L CT» 5, [Contents] 714 2> %27V v 7 LET,

AFwF 2 [Block pop-up windows] = v 7Ry 7 A%A7IZLET,
FlE, Ry T T v T BT ANDLEETEDL Y —ADFTA b VA MEEKRT 2I21E, [Block
pop-up windows] F = v 7 Ry 7 A% F 2L TH 5, [Exceptions] %27 Y v 2 LT [Allowed Sites -
Popups] # A4 7 7R v 7 ATROFINEEZFEITLET,
a. [Address of web site] 7 1 —/L NiZ http://<SERVER_NAME> (Z Z T. SERVER NAME %

Security Manager #—/"XD IP 7 R A E 721X DNS b—7 1 7 R[AE4) EATILThb,
[Allow] 227 V v 7 L&,

b. file:///C:/Documents%20and%20Settings/<USER _NAME>/Local%?20Settings/Temp/ (Z Z T,
C: 1Z Windows 231 Y A R =L ENTWLI TA TV b VAT LDT 4 A7 RT7A 7T,
USER NAME 137 7 A4 7 v b A7 A E® Windows =—¥%4) & A LT 5, [Allow] 7
Vo LET,
c. [Closel® 7 Vw7 LET,
AFyF 3 [OK]EZ7VUvrLET,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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Web 755# 4517 o M

JavaScript 1 *—7 L1t

AFvFT 1
A7y 2
AFvT 3

ATv7 4

FIR
JavaScript & A X —7 M T HI121E. ROFIEEZFEITLET,

[Tools] > [Options] Z&EIR L T2 5, [Contents] 714 2% 7 U w7 LET,
[Enable JavaScript] ¥ = v 7 Ry 7 A& F I LET,

[Advanced] #7 V » 7 L. [Advanced JavaScript Settings] A 7 1 77K v 7 A, [Allow scripts to]
TUYTHADT_XRTOF =y IRy 7 A%F AT LET,

[OK] %7 Vw7 LET,

BHVA YV EORAOHF LW TETOF US54 0 ANLTORTELUBRDERICHNT HBEED
742 FODERA

2AFvF 1

A7y 2

ATvT 3

ATv7 4

AFwFT 5

MDTHLTA L ~VTIZTI7HBALEZEZIZ, 2200H LWITIZUHF 70 Ry (ZEOR—T L
WT AT UINEENDER—=) B ZERZHVET, TOH, T TA L ~LTIZT I AL
IreLiztEic, MEOT7 7Y v RUBRFHAISN 2N ELHY £,

FIR

BRI NTET IO U RUOFH L WE T Ficty 54y ~VTEFERL, FRURITEGEO T
SoUW v RUEZFHMT 5 X 51T Firefox R ETAI21E, kOFIEEETLET,

7 RL A ,X—{Z, about:config & A/JL T, Enter 2 LE 7, =2—HF TV 77 L2 2D U A MRE
REINET,

[browser.link.open_external] # 4 7V 27V v 7 LT, BRINLFATRIT Ry 7 A3 EASLE
o ZOMEE ART TV =T arhb DY IR REICHINIZT T UV U4 RURNOHL
WH T THMAND ZEEBRLET,

[browser.link.open newwindow] %7/ 27 U v 7 LT, TN% 1 IZRELET, ZOMHEIEX. Vo oy
TIT AT RETERET 4 RUTHIND Z EHERLET,

[browser.link.open_newwindow.restriction] 2% 7 /L7 U v 7 LT, Th%x 0 ICHELE T, ZOHE
i, LW 4 RUOTRTRFZ 7L LTI ZEEERLET,

[about:config] X— Y ZFA L £,

N

GE) 79UV ORTF—FZ R—|ZDone LWV AT — X ANRKREINTHTH., WhkFEDO~LS
FE W L EIZEEADOR—U NS GANRD D T, ZORBERRELESGEIE. O/ T
. TRy re— RAfgRIZR D, BrInET,

H— KNN—F 4 &Y= ILTOPNDA 2—TIJLIE EERE

—HOY—= =T Ry 7T o7 Tuy s B FERTHIE. BEIIRy TT v T EER LN D,
BEDYA FEFRIFV—"NODORy T v 7RG E2HTEET, R T v 7 7y 7 THRUA
FURMIBSIEEDDZENTERVWES, 7005, 20X 7Y a o TIRREENRZERWES L.

[ oL-26559-01-J
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| Security Manager 7 547> FDA4 VR F—LITEATHEV +

FTRCOR YT T v T eHF T2 —T 4 VT A ERETDHLENSY FT, EHEINEZYA b
MHEDORy 7T v T aFT55F. FHENTWA2—T 2 VT 4IZL->TRZRY 9, FEMCo
WTIE, =R R—F 8B D<v=2 T VEBRRB LTI,

Security Manager 7 547> rDA4 VR F—ILIZCEAT HE
> bk

Security Manager 7 7 A4 7 FEEH L TCT A AZRELET, 7747V NTEELZRGFTD L.
FNHIRT =7 AT —va VITRFSRET, i T, BEEZT—FN—RHEEL T, = LoD
T—ER—=2AERHTLHMERH Y FT,

T34 T v M RFEHLTWARIE., 72547 v k& — Tk E@ENMThbNET, Z0HA
EESEZT, 79AT LV haeA L A=A LTEFDR Ty —< L A LS00 N 2EE L
TLEEEW,

o Y—NLEILaAVEa—FETIIAT U MEHBEBE L TEITLRNTLEZ Y, 7947
FaY—NRECA VA=V LEREIE. F T TN a—T 4 TORMICOBRERLTLES
W,

o Xy NUY—JBIEOMBEEZRET D7D, 774 T2 MIP—"0obFE VN T RNWT—F R
T—var il A M=V LET, ExE KEICY—A"EZRELEZDL, 4 FENOX Y
NI =067 FA47 2 bEFITLESGER, BIENE L TREMEREMET T2 RS £
T, ZOMBEEZERTDIIZE. 7747 "R —RERUT—F X —RNIZREIND, VU
FT—h TR T EREF I TNV —"REEZEREATILERNS Y £7,

e 1EDarvta—# L1 207 34T hDOabt =LA VA=A TEFEHA, 77147
FEeP—=RONRN=T a3 VITERIE BT LHLERDY ET, LER-T, 22008 RN N—Va v
@ Security Manager 82 ETT 555X, TNENDI FAT UV NEETTDH2EDT—7 R
F—varEHARETOMNERDHY T,

—HT, 7747 N EEHEERE LT, R A~ 2 v & FETLTHDEHEO Security Manager
=N TEET,

Security Manager 7 A7 2 bDA A =)L

Security Manager 7 7 A 7> NI, V—27 A7 —a v BiZA VA N—AT B RO 0 7T 5ATT,
DI 74T MEMEML T, Security Manager —/NMZRr 74 LT, TAAL RCETHEF 2 Y
T4 RV —%FELET, Security Manager 7 74 7 > M, ®fh b —HIERTLIAA L TTY
r—3a 2 TT,

Y= VT RNT 2T HRA A F=LSFLTOUE, Security Manager 1 — /N EIZ7 G447 hdA
AR—=NVENTWDLHREERD Y £F, 727ZL, Y—ANLRLCIATLALETY IA4 T MM T 54
X, WO FENRERZETL ZLAMELES, RPVIZ, ROFIEELEH LT, 2747
ZOU =7 AT =2 a NI A=AV LTSS, V—F AT —Vary VAT LAOEfLY
K= SNTVDTFZUFDONR=T g ZHOWTE, 7747 FoEfE) (P3-8) 22MLTE
S,

A VA M= VHIZERRE LT HAE, KO ME Y 7 2BRL TSN,
o (AU AN—NEHIETDEX2 YT 4% EDOMNE ] (P.6-9)

o [LRIDN—=2a Dl I7A4T7 0 DT v 77 L—RT&ERn] (P.6-10)
o (AU A= DyFTA4T v EE] (P.A-10),

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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Security Manager 547>t 2 +t—1 B

[FC&HBHEIIC
s TIUFBRELIRESNTVDZLEMRLET, (Web 77 UH 7747 FORKE]
(P.6-1) #ZML T 2SN,

e Windows 77 A 7 U+ —ANELSHEINTNASZ L A28 L £ 9, Security Manager T
R—hrENDAXL—FT 4 7 VAT ATIiE, Windows 7 74 7 V4 —/VIET 7 /L hTA X —
TR o TWET, ZORE, HTTP, HTTPS, B X W syslog DERBEHN T v v 7 SNET,
7ok 20X, EWHEE LY — /30 Security Manager 7 7 A 7 > FDOA A F—/L URL IZu—H L TT
JRATEEITN, VE—hNU—F 2T =2 arhbid 77 8ATEEHA, £/, syslog T —
%1% Event Viewer IZERSNEH A, Windows 77 A 7 U+ — V%7 4 B—T MZT 50, B
RO TWRLE NI 7 4 v 7 AT 585GV —VERETDLENDHY £7,

A

AR J— 7 A7 —var® Windows 77 A 7T U+ —VET 4 B—T7 T 5L, Windows 7 7
AT V4 —ILDA F—T NI ENTWIZEEDOH DT 7T 4 BT 4125 L TERiEIC
e FET,

o JUIAT VRN I TNV 2T A VA M—=TF%Fyrua—RTDHZ, 77T K VAT LED
Temp 7 7 A VEFECTHIRT 22 L2 LET, ZOLIRT7 7 A VEHIRT L EICE-
T, HHAARER T AR— AR TE DA REMERH Y £77,

o U—2J A7 — 3 Z Cisco Security Agent 284 A h— /L ENTWDHEHEIE, 774 T DA
VAR e AORTEIIPIC, ENET AT NVICTHUERLYET, A A =L
T AT TA4 T vk A A =773 Cisco Security Agent 25 4 E—T N TE o256
X, SR EABRHMLT, 2747 FOA A F—/L & BT SN, Cisco Security Agent %
FETT 4 E—TNICT DI ICgERanET,

e

Evbk UV—2 27— = ko Cisco Security Agent 7 4 E—7 I T BIT1X, KD 2 DO FIED
W EERALET : (1) A7 A b A NO Cisco Security Agent 74 2> %427V v
L. [Security Level] > [Off] #34R 4 22>, (2) [Services] ZFA & ([Control Panel] >
[Administrative Tools] > [Services]) . [Cisco Security Agent] #4527 Y » 2 L. [Stop] 227 U v
JLET, 74T hDA A M= TH#, Cisco Security Agent Z HEE L E 7,

AR J— 2 A7 —3 3 v kT Cisco Security Agent 237 « £—7 T/ > T\ A RIL, Cisco Security
Agent DA X —T NVRHIPIHEN TWEBEDH DT 77 4 B 7 41k L TEIHIZZR Y £,

e 3 TIZ Security Manager 7 7 A 7> hR T —J AT — a3 v EIZA VA =L ENTOWBEHEIL,
AVAN=NTRTTENRGFOI TAT v MaeA A M—/LF BRI Security Manager 7 7 A
T beT oA A= ATIRERHYET, VAP = RN ZOBENDHLINE D PRHRL
VET,

FIR

AFv7 1 Windows EFERMHELFS 22—V THIV LV AL I IA T N V= AT —vavizal A v
LEJ,

ATYFT 2 Web 77U T, RO URL OWTFhhE&Ed, 22T, SecManServer I%, Security Manager 23
AUAF=LENTND AL E2a—FDOARTTT, WIFhhrotdx=2074 77—h U4 FUT
[Yes] 227V v 7 LET,

e SSL M L CWaWigaix, http://SecManServer:1741 & £4,

Cisco Security Manager 4.3 41 YA kL—>3> A4 F
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| Security Manager 7 347> DA VR F—Ib

e SSL i L TWA AL, http://SecManServer:443 % Bl & 9,

Cisco Security Management Suite ® 2 7 o VEFE AR R INLET, ~X— LT, JavaScript & cookie
MAR—=T NV TNDHIEE, FAR—FINTVDEIN=Ta 0D Web 77U FEFETLTND D
LERTERLET,

AFvFT 3 2—PHLARTU— K& LT, Cisco Security Management Suite +—/NZw 74 LET, #IH
’C‘U’*f\%/f VA M= ATBEEAEE, =L D admin E -G OA A N VHIZER ISR
—REFALTCrI A TEET,

ATwF 4 Cisco Security Management Suite 74— A-~X—C, [Cisco Security Manager Client Installer] % 2
Uy 27 LET,

T ANERS EREETTDOION, T 4 A7 T%T‘*Té@ﬁ NERLNET, WINrDL T a v
ERINTEET, 77 ANVDT 4 A7 ~ORGFEEIRLTZGEZE, 77/ VvOX D a— RKgizTre s
FTLEEFITLET (I ANETTNI U v T T D0, 77'7"7“75 bE:RbLN L ZIZ [Run] 7Y =
VEBEIRLET),

Je

B> b Taproblem was detected] <> [the publisher cannot be verified] 72 ED7T 7Y Fr— a3 T
ERCRA NI AR E Y el E X%M@Yf)&wv5yﬁ3y51~& T eALED
ELTWDLWIREDEFX 2 ) T A EENRRINTLGEE. 727 BARFTESNATHD D
CEMRLET, #RoRZ 27 v s LT i&t%fxb\i}%/\ﬁl% DEFT, R¥ 41T
TV r—varo7u s MLEoTERY £3 ([Allow]. [Yes]. [Apply] 72 &),

ATYFT 5 A A= TP — FD [Welcome] BB &, ROLMBFEREIET, lNnstall these Cisco
Security Manager 4.3 client applications: |

* Configuration Manager

¢ Event Viewer

¢ Report Manager

¢ Health and Performance Manager

e Image Manager
Security Manager 7 7 A4 7 MEI, WD S SOT 7V r—arBoH7 7 )V r—vars AL — k&
LTA A =S ET, Configuration Manager, Event Viewer, Report Manager, Health and
Performance Manager, 3 & U Image Manager, %7 7'V 7 — a3 UE, RO 3 DO FEOWTAMNT

MrlZEETEET (K7 7Y r—3a CORB) FEDOFHEMIZ OV T, [Security Manager 7 74 7
> M &M L7z Security Manager ~0 12 71 ] (P.6-11) L TLIIZEW),

» [Start] > [Programs] > [Cisco Security Manager Client] > (RO W% &IRT5)
[Configuration Manager]. [Event Viewer]. [Report Manager]., [Health and Performance
Manager]. %7213 [Image Manager]

e TR Ny T T A2y

o (WThrOT 7Y r—a & iE) L7=1%) [Launch] > (Security Manager 7 7 A 7> s 77V
r—3ay A4 —FAOMOT 7Y r—> a3 L ERTRIRT D)

N

(G¥)  Cisco Security Manager D5 227 b v 7 74 ar b ERESNE T, ZD7 A 22T Cisco
Security Management Suite D — 2 _X— Y EZ& ET,

AFYFT 6 AR T4 —=ROERIHENET, £ A M—LHFIZ, ROBEHROADPERINET,

e Server name : Security Manager —/X V7 N =2 T HNA A F =L I TV DY —30 DNS 4
FFIP T FLRA, @EIE 77947 M A VA =T Xy a— L =TT,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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Security Manager 547>t 2 +t—1 B

e Protocol : HTTPS 721X HTTP, Security Manager — S CTHEAINL 7o Fa L 2#IR LT,
FLAEDY— T HTTPS 2T 2 L0 ICRESNET, EAZERL TR DLNLRN
BEE, VAT AERFICBHMOEDELIESY, o, P=ARFET T+ b A— b
HEINCHEESNTWNEZ ERDIo TWAEE1E, 3E7 740 F HTTP £721X HTTPS & — b
DFEE] (P6-10) NOEREMFEHL TA A F—ARBICKR—FEHRELET,

o Shorteuts : B HMPD L a— Ty FETEERT 200, ZOUV—7 AT —variiur/ Ay
LTWHIRTCO2—=F Ty MDY a— My bEERT 200, 3L —FHD
Ya— My FPBERLRVD D, THIT L - T, D [Start] A == —IZ Cisco Security Manager
Client PRRINDDPRESNET, 7747 M, [Start] > [Programs] > [Cisco
Security Manager Client] > [Cisco Security Manager Client] £72137 A7 b 7 EOT A 2 b
EHTEET,

o Installation location : 7 7 A4 7> h&A L A =BT 3 VF, OPATHITA A b=/ B4
MZRBENRTEL, T4V EZFANET, T 744 FOFHTE, C:\Program Files\Cisco
Systems T,

AFYFT T AR T4 = FOFRICHE> THATLET,

AFYyF 8 [DonelzZ Vw7 LTALVAM—NEZETLIEL, TVFUANATFY r—>a r2—RRIcT 4
=T ML TCWEREEA X =T NMIRLET,

IIAT R A VA M=TIZE > TU—2 A7 — 3 E® Cisco Security Agent 23ME IE XL TV
B, A VA MV ORETHRHICHZEBI SN ET, 727201, A7 A ET Cisco Security Agent % F#)T
TAE—T ML TWERAIE, 2747 bOA VA M—ADRETLTOLENEA X—T T D
VERDHY ET,

A2AM—ILZRLET X)) T4 REONE

V=V AT —vary bobtxa 7 RELHEEFTEERESR D FIEL . Security Manager 7 7 A 7
rDA VA =V EBIET B72DICA VA b=V A REREHORENTFELE T, A A h—LHZH
BENREA LIZ8A1E, Windows =2 —F 7O D MY 7 M7 27 DA v A b — VI LB RS FEAE D
MEENTVWDZEEHERLTOLL, ROEY FEBELTLIEIN,

» (Windows XP) Internet Explorer €% = U7 43D T 7 4 /L FRETIL, =060 A A
=N 2=7 4 VT 4 OF T ra— RIS D AR H Y £9, ZOHAIT, KOA Y
=URERINET,

Internet Explorer cannot download CSMClientSetup.exe from <server>.Internet Explorer
was not able to open this Internet site.The requested site is either unavailable or

cannot be found.Please try again later.

Z ORE % fRed 5 12id, [Start] > [Settings] > [Control Panel] > [Add or Remove Programs] % i3
RLTH 5B, [Add/Remove Windows Components] 27 Y » 7 L E9, Windows = > H—>x> b
7 4% — R U ¢ R T, [Internet Explorer Enhanced Security Configuration] &= » 7 R v 7 &
2+ 7L T, [Next] %2 U v 2 L. [Finish] %27 U v 7 LET,

* (Windows XP SP2) M EL7ctF =T AHEREIC L > T, IROA v =V NRIRS D ATREMED
HYET,

Security Warning Message.The publisher could not be verified.Are you sure you want to

run this software?

IDAvE—URERINTZD, [Yes]Z7 Vw7 LTHEELET,

Cisco Security Manager 4.3 41 YA kL—>3> A4 F
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| Security Manager 7 347> DA VR F—Ib

FETTAHIL b HTTP F£1=IE HTTPS R— FDEETE

Security Manager ¥— /%, 443 @ HTTPS & 1741 ® HTTP ®F 7 #/v s R— M &R L £, Mk
THIOAR— M &MHAT 5 X 51 Security Manager $— /3% 1 A b —/L L TWHEIE, JFEAER—
MEERTDEICITA TV MNERETDILERSOVET, £ LARTHIEX, 2747 M —n
B CEER AL

IIAT L FOPOR— MERET DT, AERREDOT XA N =F ¢ X% H LT C:\Program
Files\Cisco Systems\Cisco Security Manager Client\jars\client.info 7 7 f LV Z#HE L 3, RO
EZBINL T, <port number> DI H AL L FR— "NEFEEBELET,

e HTTPS_PORT=<port number>
e HTTP_PORT=<port number>
INLDOREF, WO FAT v MelB LizE SRS ET,

PRIDIN—2 3 DI9S5ATFT U MDD TYTTL—KRTELRN

AFvFT 1
ATFvF 2

WA= gD TAT Y RBRA VA R=LERNTWD, £, 77T ERA A b= ER
TWeZ bbb YU—I 27— 3 BT Security Manager 7 747 a4 A= L L5 &L
ZEiE, 72747 AV AR=TIZEoTHLDA=Y a VA VA P =L SN DRENTH UV —
Varnr oA A M= EET, [Could not find main class.Program will exit] W5 T F— A >
T—URERINTEHEE, A VAT TIIA TV NV A P—LTEERA,

FE
OB, VAT ARNIZEWL YA RY 2 b U RS TV AEAICRAELET, 2 OREE fRER
A0, WO FINEEFEITLET,

[Start] > [Run] Z &R L T, regedit EASTTHZLIZL ST, VIOAMNY =T 4 X ZEEILET,
WOLIARY F—ZHIBRLET,

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninst
all\f427e21299b0dd254754c0d2778feec4-837992615

URiOA A R— F 4 L7 MU (@% L, C:\Program Files\Cisco Systems\Cisco Security Manager
Client) ZHIFRL E7

RDT A NEDLFEERLET,

C:\Program Files\Common Files\InstallShield\Universal\common\Gen1

[Start] > [Control Panel] > [Add or Remove Programs] % &4 L %9, Cisco Security Manager Client 73

FIERRINTNDIEEIE, [Remove] 2 Y » 7 LE T, [Program already removed; do you want to
remove it from the list? ] &5 A v E—UNFREINTZEH, [Yes] 227 V7 LET,

F 72 Security Manager 7 74 7 & FHA A b=/ TERWGAIL, C:\Program Files\Common
Files\InstallShield 7« L' 27 bV DAFIZZAE LT, 9 —ERL THTLLEIW, [ VA M—LHD
7747 v MEE] (PA-10) HBBRLTIEI N,

Il _Cisco Security Manager 4.3 f VX FL— 3 v HS K
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FIur—Lav~nndqsy N

DSATMDINYFUY

=B R Ny 7 FEINIRA b sy F % Security Manager — NZ#EH L7 H, —itm A L
7o & 1T Security Manager 7 7 A4 7 b B T v T — hNEBEAT AN E I SR LONET, 7T

ATV YT 72T ONR=V g FFE, =N T 2T ONR—=2g 0 FFERCICT A0

BHYET,

MBI T N 2T Tyl T — ey ra—RLCHEATINE )RR bN=HAIE, Web 7
TUYNRT v 7T —hDF T = RNEHISNET, 77 ANVERLS EREFETTLION, T 4R
WIRFET 200083 ONET, WFERIrDOA T g VEARBIRTEET, 77 A NLDF 4 A7 ~DOIRAF
PRIRLEBAIE, 77 ANVDE T a— NI ST L52FTFLET (ZrANEBETAI ) v 7
THM, TIUENLFRALNZEEIZ[Run] A7 va v ERIRLET),

Ny FOAL LA =NIE, 7TAT7 2 FDA A =TS 728, Cisco Security Agent £721%
AV A N—=FDERIEZFRICTATDICA VA M=V LIEZEFOMOEX2 )T 4 YT 72T 60
TEOEX=2 VT4 77— bEFFA] (E72iX[Yes] 227 Vv ) THLENRHY 9,

A VA N=VOBFHINRBRONTZE, 7T7AT LV EBRA A R— AL ENTND 7 A /VZ PRI T
HIEEMERLT, 77 A NE LEETENE I PRFROLNZS [Yesto All] Z#8R L £,

URL D3BAFTE 720, E72id, RN F A LT U R LIEZ L E IR DT T — Ay —VURIRINI
WA, Security Manager 7 9 A7 hET A VA R—ALLTL, Yy ia abt— (T
Ny FREMAENTND) ZA A M=V TDILERHY ET, FMIT OV T, ISecurity Manager
II3AT L OT A A M=) (P.6-14) I LT [Security Manager 7 7 A4 7 > b DA A h—/1]
(P.6-6) ZZML T ZEVY,

TIVr—avAnBiq4y

=TTV r—varvk A A M= L, Web 77 UHWEFRE L, Security Manager 7 74 7 h
EAAN—NLEL, TH U r—vaviin s TEET,

e [Security Manager 7 7 A 7 > k % ffi fl§ L 7= Security Manager ~® 1 7’1 /| (P.6-11)
o Web 77 U¥aMHLIEY =TTV r—var~ons (] (P6-13)

Security Manager ¥ 54 7 > k #{&f L 1= Security Manager ~® 0%

1>

Security Manager 7 7 A4 7 2 NI, WD S S2OT7 7V r—2avBbdr7 7V r—va s AL — k&
LCTA YA M—EZET, Configuration Manager, Event Viewer, X O Report Manager, &7 7
Vor—raid, BROFIERNTRIND 3 2OFEONT ATl ITET T 9,

1F & A& D Security Manager # A 7 (%, Configuration Manager 7 7' U 4 —3 = . (Security Manager
IIAT T IV r=vay AL —bO—H) AL TERITLET,

Security Manager 27 7 A4 7 F &+ IIEH T & 2 EBE ML 5 S 172 Windows = —% 7 v
FefERLTIZIAT o b U= AT —vaicu A T 50ERHY 4, L0 EEZ i 1
LTI IA4AT baBELE D L LESGEIE. —HOMENELHBELRWEERH Y 7,
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B 7Jys5—sav~0niqy

ATFvFT1

ATFvF 2

AFvT 3
2AFyv7 4

FIR

Configuration Manager, Event Viewer, Report Manager, Health and Performance Monitor, F721%
Image Manager DWW TN ZEEILET, 57 7V r—ai0d, RO 3 D2OFEOWT N THIA
WCEEITE £,

» [Start] > [Programs] > [Cisco Security Manager Client] > (JRDOW & i#IRT )
[Configuration Manager]. [Event Viewer]. [Report Manager]. [Health and Performance
Manager]. F72i% [Image Manager]l, 27 A > ¥ A7 07 U4 FURKRINET,

o TR Ny TA Ay, n s AL FAT RS T4 FURKRSINET,

s (WFhro7 7 r—va v aiB L7c#%) [Launch] > (Security Manager 7 74 7 > b 77
F=vary A= NOMOT TV r—a Y BERT D), asAr AT uT U RUR
FoRShEH A,

Security Manager D/ A v XA 7wl 7 4 RUT, v/ A 359 =30 DNS %&EANEIT
BIRLET,
N

(GE) DNSA TR IP 7 RV AZATEILERT 5 & | Internet Explorer 7 BREEIZIB UV T—HD
BEENEX L7 L B IZEMELZRWATREMER B 0 77, 97X T D Security Manager #§fE% 1 L
<EMESEDICIE, »P AT 5— "D DNS4E A LET,

Security Manager O — %4, L X2 T — F& AT LE T,

P— NP HTTPS 2T 5854818, [HTTPS] F= v 7 Ry 7 ARF IR -TND I L & fk
BLET, HTTPS A LW/, €0 F = v /Ry 7 A% A 71 LET, [Login]l %27 Y v 7
LET,
Y=o IFA4T7 N7 Y27 Ty T— DX TR — R VA M= ARERINTZGE
. 7947 bRy F 7] (P6-11) ML TIESN,
AD Ltz =P e XA = RCEITFOEy v a VB RWERIE, 2947 N 77V r—vay
(Configuration Manager, Event Viewer, Report Manager, Health and Performance Monitor, % 7213
Image Manager) WY — N lZu /A LT, 773A4 T b A F—T oA ZAEREET,
AN LT —=HPH ERAY = RTETHOE v v a V3T TIHFET 2561, BMFE07 7 ) r—v s
Bty s THLWT Y =g VEABRICEBI TE D HERDH D T L EMLE DIEH
Ay —URERINET, TOFELIZ. ROLBY TT,
(W77 r—a &8 L7-#%) [Launch] > (Security Manager 7 7 A4 7+ b 77U
F—vary AA—NNOMOT TV r—ya ERIRT S),

HLWT U r—ya URBEFEOy v a U biE#BI S D, TTCIRETR R LT T 7Y r—
Ta VN T =0 RREBIZR Y £,

Je

Evbh 774070 ME120 7 A FREEN K L BEIRICPALE S, 74 NV 2 A4 A7 0 b &%
F9 5121, [Tools] > [Security Manager Administration] % #4R L T, H&kH>5 [Customize
Desktop] Z3R L, B x A L7 7 MIMEANLET, ZOBELT +E—7 ML T,
74T PR EEICHALRVWEIICTLZ LB TEET,

Security Manager % #& 73 2 35& 1%, [File] > [Exit] Z &R L £,
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FIur—Lav~nndqsy N

Web 7598 &FEHLE-Y—NNTFITUr—avAnnsq4 Y

IEH O Windows 77V r—2a VEBH LTI FAT o N 77— a Y ERA NS 201,
Security Manager ¥—/\721F T3, Security Manager (Common Services 7 7'V 7 — = V&) |
CiscoWorks, ¥ & U Auto Update Server O — NEBUEREZ GO, TOMTXCOT IV r—r a3 v
X Web 77 UHFRNTHA MIET,

INEDT TV r—var~ou s A4 FEERCLTY, 1 GOV —RNECEBROT S r—va vk
AVAR=IVLEBARIE, A VAPV LETRTOT I r—ya v iZfifice 74 LEYT, Zh
L, 827 A 7 CiscoWorks IZ L > THII S, 2077 Y r—3 3 373X T CiscoWorks Ol
HTFCHEARNINDZOHTT,

FIR

ATy FT 1 Web 77 UFC, ROWTNHD URL & 7, server ix, =T 7V r—a VBA A b—
NENTNWEarEa—HDA4RITT, WIN»rOtEx=2UT 4 77—k U4 RUT[Yes] &7
Vo7 LET,

o SSL ZfHEH L TWARWIEAIE, http://server:1741 ZB & 7,
o SSL #ffiH L T\ 253HAE1X. http://server:443 B & £,

Cisco Security Management Suite ® 2 7 o VEFE AR R IILET, ~X— LT, JavaScript & cookie
MAR—=T NV TNDHIEE, FAR—FINTVDEIN—Ta 0D Web 77U FEZETLTND D
LEMRLET, 77V 5= a2 F 7500770 EHET L HIECONTL, [Web 77
T I IAT U NORE] (P6-1) EBREL T ESN,

AFvFT 2 2—PHLAZRTU—FEH LT, Cisco Security Management Suite +—/NZw 74 LET, #IH
TH =N A VA M—=AFT5EL, 2—F4O admin & /GO A A b — L HPIZEFR SN /8A
D—REHEHLCr S A TEET,

AFw 7 3 Cisco Security Management Suite D7 — A2— T, Y— R EIZA VA F— )L ENTHERRICT 7 B A
T&EET, TOR—LRX=VE, A VA=A EINTVDLEDICE > TRRLZHEAZZH L ZLNRT
SES

e FE{TTHT7 7Y — =3 (Auto Update Server 72 &) [ZHIET B/3x 07 U v LET,

e [Server Administration] /XL % 7 U v~ 27 LT, CiscoWorks Common Services % —/3 A = o —%
fEeEd, 2oV 7% Y v 273X, Common Services NOEEDOEATHICEE TE £,
CiscoWorks Common Services 1Z, —"ZEFHST LMY 7 vy =27 TS, 2OV 7 MU =T %
HEHLT, ¥="DORFL F T TN a—T 4 7Rn =) a—PERRED NNy 7= |
=R A RE L TERLET,

e [CiscoWorks] V> 2o (X—=Yoh L) 227U w27 LT, % — 3 ET CiscoWorks 7~ — A~— T %[
EET,

e [Cisco Security Manager Client Installer] 22 U » 27 LT, Security Manager 7 7 A 7 > b & A 7
AR—=NVLET, ZOVT47 > ML, Security Manager ¥ — NEEHTLH7200D A A A v
H—=T A ZATT,

ATvT 4 TTVr—varEETTLICE, s Bicd S [Logout] #27 U v 7 LET, A—LhX—U L
Security Manager 27 7 A 7 > F Dl 5 EZ RN TWAEAIX, 77 U FER A% T L TH Security
Manager 7 7 A4 7 F BT LER A,

Cisco Security Manager 4.3 41 YA kL—>3> A4 F
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| Security Manager 7 547> FDT7 A4 VR F—IL

Security Manager 7 A 72 D7 A4 A =)L

Security Manager 7 A4 7 & T A VA M—/F 58E1X, [Start] > [Programs] > [Cisco
Security Manager Client] > [Uninstall Cisco Security Manager Client] Z#R LT, 7> A & h—/L
U4 = ROERITENET,
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AR BM=ILEDY—INFRY

WD MYy 7%, Security Manager £ 7213 DB#EY 7V r— a a2 — /N EBIZA X =L LT
MBETTREZ AT TT,

o FCICETTREY =227 (PT-1)

o WMEZRT v AREEL TNDE0E D DORER] (P.7-2)

o [MRF %{#fl L7z Security Manager 72t 2Dt —7 YA XO#E] (P.7-2)
o HATOY—N X2 T4 IZHT LA TT 277 0 2] (PT-7)

o AV AN—ANFEFT v 77 L— RKOWHR (P.7-7)

o [PuifEH) (P.7-8)

FCIZRITIREY—/N 3 RY

ALAR=NVEBIZKDOH A7 2FITLTLTEE0,

v |4zr4

1. PVFIANA AF T LSO EZEFAFI—TNVERIZFA VA=A LET, TVFUA LR V—L
EOYV—R X274 V7 =TT A AN EREFMNICT =T M LESAIE. 47 <.
TOVIT NI =2TEFHA LA M= VEIFHESHL T, REZECTH—"2HEHLET,

GE) T7rFUANR YT MU =T MNEKET Security Manager % — SO MRS EMENH b TV D Z LAV

BHLEEAIE, 7V T UANLR Y7 R 2T Ov =2 7 LV THRERELHEE LT EE 0,
2. fAVAP—NAVBRIZTFT A4 =T AR LEF—ERLEY—RN T REHSRX—TAVLET, US FHA R*—7 VL
RNTLTEEN,

3. Sybase 77 /uo—RY 7 T a—FREFALTWAT I r—a b DT, A VA M—NVFIZT 4
BTN LEREET SV r—a EBAR—T AV LET,

F—rET, HEBAMAEZEETEATREOY X MSEMLES, FIHCHOWTHE, 799 F0~v=a7
NESRLTIEEN,

L

OO0 O O

5. Cisco.com kT Security Manager & ZDBET ) r—v a7 v FTF— 12 eFzv s LET, Ty 7 75—
RBAFARER Z LD o AL, MRy N — 2 ICE#T 5T v 7T — hEA VA R LET,

Cisco Security Manager 4.3 f YA kL—2 3> H4 F
| oL-26559-01-J .m



B7E AVAF—LBEOY—ERY |

| RELZTORRANBELTLEHNE S hORER

WEBELETOLZIANTFIELTLANE S HDFESR

Windows 2~ K a7 b 7o Rusnb pdshow 2~ RE2ETLT, A1 VA =175
Cisco =T 7V r— g NI BER 7o 20T RTHRELSEBEL TWAZ L 2R TEET,
Fav RAEMIIT SV A= a ko TRR2Y £,

B>k pdshow OFEMIIC DUV Tid, Common Services D~ == 7 /L EZZBL T L&,

F TN 2FEHALT, EOT TV r—2a il E07av ARKLENEZHERL TSI,

® 71 FFUS5r—Yay JoeREHR

FrV5—2ay WE7: Daemon Manager 7B+£X

Common Services Apache
CmfDbEngine
CmfDbMonitor
CMFOGSServer
CSRegistryServer
DCRServer
diskWatcher
EDS

EDS-GCF

ESS
EssMonitor
Jjrm
LicenseServer

Proxy

Tomcat
TomcatMonitor
NameServer
NameServiceMonitor
EventFramework

Cisco Security Manager AthenaOGSServer
ccrWrapper
CsmReportServer
rptDbEngine
rptDbMonitor
VmsBackendServer
vmsDbEngine
vmsDbMonitor
VmsEventServer
CsmHPMServer

Auto Update Server AusDbEngine
AusDbMonitor

MRF % L 7= Security Manager 7AtXNDE—7 H4
ADHFE
Security Manager 4.1 T A I 7-H8E CTH %5 Memory Reservation Framework (MRF) i, Cisco
Security Manager HHHIZ, FE vt ADe—7 A XL HIHMELRMLET, FhiCLy,

P —RNORT =< A% LESELLENTEET, MRF 245 &, Yot Rid, —IC#HE
WEH7- RAM O BICESWTEe —F Y/ X2 TEXH L5108 F9,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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MRF %/ L7- Security Manager 7R 0E—F 44 XnEe M

MRF %A L T EFREZR Security Manager 7 RE XA %K 7-2 IR LET,

® 7-2 MRF %8 L TREREEL: Security Manager 7A+X !

JA+ER pdshow TR &h 3 &H12 BiE

Ny xR Fakx VmsBackendServer TSNS AR HERE L R EE
FATLET,

fomeat Tomeat HY o—7p & ORES L OB
BT OOT ) r—va v
EHRANLET,

LAR—k #—n CsmReportServer LAR—h F—2EERLET,

PEA NN A VmsEventServer FTRAAMBEEIN TS A

Ry MEELET,

1. HPM (Health and Performance Monitor) #—/3® MRF &% EixH Y ¥ A,

2. pdshow =~ FOFEMIZOWTIE, ABROMER T B AREIEL TV D0 E 2 hORGEB LT
Common Services D~ == 7 /L ZZMML T EEW,

FTI74IL NEERE

# T3 REINTNL 7 X (MRF 21 L TRE AIAE72 Security Manager 7' =t A) X, &t —7
YA RFLTT 7 40 MERFRNCRESNTWET, £ 7-3 1213, MRF 2] L T&RIEFREZR
Security Manager 7' 1m X Z &2, = NTHEMHRRIESER RAM ARG LT 74V F DK
IBEORKE =7 Y B MB BALTRENTHET,

® 7-3 Security Manager 7R+ X< LTERIZRESNDT I+ FOE—TF 4 X

HY—/ Y |VmsBackend CsmReportS VmsEventSe |CsmHPMSer
¥ RAM (GB) |Server Tomcat erver rver ver

<8 1024, 2048 512, 1024 512, 1024 1024, 2048 512, 1024

8 1024, 3072 1024, 2048 1024, 1024 1024, 3072 512, 1024
12 2048, 4096 2048, 3072 1024, 1024 2048, 4096 512, 1024
16 2048, 4096 2048, 4096 1024, 1024 4096, 4096 512, 1024
24 4096, 8192 4096, 4096 1024, 1024 4096, 8192 512, 1024
>=28 8192, 8192 4096. 4096 1024, 1024 4096. 8192 512, 1024

LUAR— bk #—s3 (CsmReportServer) [ZXT DKt —7 4 XiF, LEITIGE LT 1408 MB F TS
TZENTEET,

—EBEDO RAM B AN —F 4 7 VAT AR EEOMOT B ARICTREINTHETN, ZOR
WITRENTWERA, & 2I1E £ 7-3 D RAM 2 16 GB DBEARICHOWTEZLTHET, 4 DT T
DOFu¥ AT HIRKE =7 H 4 XOEEHT. (4096 + 4096 + 1024 + 4096) = 13312 MB., 2% Y 13
GB T7, BV D3GB ® RAM A ARL—F 47 2T L FOMo T a2 I T E

7
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MRF #{/ L 1= Security Manager 7Ot XD E—7F 44 XOHRE

aAYvI4F¥alb—vayavwrr

MRF Tix, 1 20a~vr F&—dEOYV 7 a~< RA#EEE S, Security Manager —/3 7o 20
E—7 A ROFAHAWMORLEFICHERAINE T, F#7 28 X0RE/NMBLIORERKE—7 %14 X, mrf
aw REMEHLTRETEET, RO HCZDa~vr FeEITT5HE, Zoa<wy FOMERGIERR
BT 2B RNFERSINET,

> mrf
mrf help
Prints this message.
mrf backup
Backup existing configuration
mrf revert
Restores backed up configuration
mrf set heap params process X-Y [min], [max]
Sets minimum and maximum heap sizes
process -> process name
X-Y -> Memory Range in MB to which heap sizes apply
[min], [max] -> minimum and maximum heap sizes in MB. These are optional but
atleast one should be specified.
mrf get heap params process [memory]
Prints minimum and maximum heap sizes in MB
process -> process name
[memory] -> memory size in MB for which heap sizes are to be printed. If not
specified heap sizes are to be printed for current system memory.

mrf 2~ REFETT LT AR T 024 0R2FH LTI EIN, B 7024 % EL
Th, TT—ERAELETEA, AR ToERLIE, £ 721078 TVWET, 7B AL ITKRLTL
INCFERERIENET,

JAaeRICHTHE—T Y4 XDEE

Security Manager 7’12 & 22545 b —7 YA AOFEIT, KOEER 3 OOFIETHERSLET,
1. BEAF D% E DO IRAF
2. BEAF DF%E DA M0

REDEHE

1. RFDEEDRT

Tk A —7 YA AOREIL. Security Manager D/X7 4 —~ 2 A BT L A FEM DO H D HE

BRFETHD20, 77V r—va yORMEOIRO T TOAREMT 52 &2 HEL X7,

Fo, PHHEL LT, Y2 A0BMFEDOAEYRELZELETIANI, ZNOERAFLTH I L b

L E4, MRF Tit, 2 BEOMREFEMHESNTHET,

1. 1 2HOFER, RELEELTAMTO2HRAIMENTEET, 205G, RITRT2o0av R
EHEALT, ZEN, TOREEZRETLHIZ L, BIOHLWEELHWREICRT I ENTE
ij—o

mrf backup
mrf revert

2. 2O0HDOFEZ, FILOWREZ LIZOLLEHALEZIC, HWVEICRERTBEAICKRILET, 22t
2ODFERHY, DI bOWFNN—FEHEHTEET,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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MRF %/ L7- Security Manager 7R 0E—F 44 XnEe M

a. RELEZAT - 72112 mrf backup & F4T L TWgid i, mrfrevert Z#FATTEET,

b. Cisco Security Manager % — /XDy 7 7 v 7> Tnb, FREARZTVWET, AR %ET
WWRT X, N T v 7%ExRLET, ZOHE, Nv I 7 v TRIITbNTEZT — % DX
HixkbhEd,

2. BFOREDHEAIY

. RENER

T—=HOBRENZET LELEZOT, RKOa<vr FE2FHLT, 7o A0BFoMEHWEbES Z &
NTEET,

mrf get_heap_params [process name] [memory]

ZP=av FT memory fEZIEE L22IT L, BAIED RAM 44 XAREHINET, —MRICELEH D
DI, BIED RAM YA XIZH T HHEHRTT, /37 A—H [process name] 1X, & T-2 \ZRENTW5D
EOWTNNTR E£T, Tt RAEIRIFL/PLFERRESIET,
Zoavwy FOENE, WO XS ICRFRENET, EOHAITMB T,

1024
2048

Minimum Heap Size
Maximum Heap Size

BIEOREEZMER L%, ZOHICHEHEINHIH > TREELFETLHZ ENTEET,
E—7 YA XERET DI, koa~ P LET,
mrf set_heap_params [process name] [X-Y] [min],[max]

T A—2H [process name] 1%, & T2 IR ENTWHLTBERAOWTRNIT LI ENTEET, 7
2 AL I RILF LN CFER RS E T,

ZDawy REFEITLI#, Security Manager — " Z L8 L CTEREZ KM EALERH Y £,

mrf set_heap_params i L CiThh AT IX, ©—7 RIA—XOEHFNIZWM OGN 7T v
TRETEND L. RPNDAREMAH D £, ZOHRA. FLWEAFRSTLILEND DL & X3, &
DFIEZFETTEET,

1. mrfbackup ZFEITLE 7,

2. TV a B EEITVET,

3. mrfrevert #FE(TL £,

Zoaxy T, ROEIHEREET,

mrf set_heap params [process name] [X-Y] [min],[max]

RhBIORERe—7 A XE2RELET,

[X-Y] e =7 YA XE@MT 5 A€ YA (AT MB)

[min],[max] : /MBI OEKE—7 A4 X (BAIZMB), 2nbidA7 v a TN, et 1
DIFEETHRENDH Y ET,

XT A=K [process name] 1X. T T2 ITRENTWDHEONTNNTARY £, Tuk 2K ERLT
LINERKER S E T,

[ oL-26559-01-J
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| MRF #{/ L 1= Security Manager 7Ot XD E—7F 44 XOHRE

HEEEOH

RELEEDOFHER

WIZ, E=7 A XAORELEDOHIZRLET,

e mrfset heap params Tomcat 7372-8192 2048,4096
RAM A X728 7372 ~ 8192 MB DO #iHN D & & D Tomcat 7' 1 & ATk L Th/hB LR KE —
7T YA X% FNEI 2048 MB & 4096 MB IZERE L E T,

e mrfset heap params Tomcat 7372-8192 2048
RAM HA XH 7372 ~ 8192 MB O #iFAN D & & @ Tomcat 7' vt XZxt L T/ —7 4 X%
2048 MB IZ%EL £ 7

e mrfset heap params Tomcat 7372-8192,4096
RAM HA XM 7372 ~ 8192 MB O #iAND & % ® Tomcat 7' v A iZxt L Tkt —7 ¥4 X%
4096 MB (TR E L £7,

e mrfset heap params Tomcat 8080-8080 2048,4096

RAM H 4 XM 8080 MB & = ® Tomcat 7 u & A L Ti/MNB IR K —7 A4 X2 2%
2048 MB & 4096 MB (232 L %7, getramsize =~ > F&F479 5 L, BEFED RAM A X
Z MB B CHUF TE £,

b —7 T A—F T L%, mrfget heap params =~ F&ETL CEFEZHRTEET,

TatRIZHTEHE—T 14 XDEEDEN

Z ZTH#B L7z, Security Manager 72 AT D —7 YA XOFEDTHD 3 2O EHEFIEIT
ROESCEHSNET, ZThboavy NiE, ETETRENTWET,

mrf backup

mrf get heap params process

mrf set heap params Tomcat 7372-8192 2048,4096
mrf revert #if required to revert changes

A—PRE—T YA XOBREEZVELT H5—RHBGIF I

L

LS.

& % Security Manager 4.0 =—%723, /Xy 7 K 7oA (VmsBackendServer) (%I LT 4GB ®
BRRKe—7 A XEHFHLTWET, 2k, 8 GBRAM IZxfL T Securlty Manager 4.1 TE| Y 4T
bNDET 74N MORKE—T A X THDLI3CGB EZBATWET, 2OV F IV FAO2—Hix, Ny
TR TR EBEROE =T A X% 4GB ICHHETHIMENSHD E7, 4~ MEH (Event Server 7
ot 2 (VmsEventServer) i) 234 F—7MZR> TOWARITNIE, £H5THZENRTEET,

SecurltyManagerﬁl YEHAET-RFTHERAINTWET (A RUVMNEHELA—- IR T =71
RoTND), ZOYFIUFTIE, Ny sz K FutAl Tomecat Db —7 A XEEELFT L NT

T ET

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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BEOY—/ #F2UF 1 I2BT B2+ 7555742 M

SF %3
Security Manager R EFHHE— R THEAINTEY (X MEBRLLFR— IR T 4 E—T7 LI
RoTND), AR MEHEA X =T NVICTOBERDHY ET, ZOTTUATE, $3TD
Security Manager 722 A Dt —7 # A ADHE NI — S TEHTREZ RAM ¥4 XEZ B RWVWE D
2. Ny xR FrtRl Tomeat Db —7 $ 4 Z&lbH LThD, A_Xy MEHEZ A X —T I
THUENDHY ET,

P RER

ARV PNEHEANYy IR Tk R, %:E)%i’jtg-; HET A=, LW%E< D RAM |0 4C
EMELELET, (A NEEMEHA SNV AE. TDO5O RAM 3Ny 720 N 7 a kR 2E|
DY ToHND LY, Ny TR 7°DJZX@H§j<E T YA RO T N TEET),

RTOY—N\ X212 TA4IZBATBERRXF TS50 F4 X

VAT LDERNEOEF 2T AR MCE o TV AT LOREMENERINET, FTOF =y
7 U A RNANDRT v 7%, Security Manager DA > A b — L&DV — 2D 0S DX =2 VT 1 {7
WL E T,

aryry

0 1. =N X2 VT4 Z2EHOICE=FLET, VAT LTI T 4T ¢ 258k L TR L E7., Microsoft
Security Configuration Tool Set (MSCTS) X° Fport 2Dt X =2V 7 4 Y—A AL T, y—DktF=2
T A REEEHMICHEGR LE T, Security Manager h— N EIZA VA M=V ENTAX L KTy N=Va v
@ Cisco Security Agent I[ZB$ 2027 77 A VAR LET,

E > F MSCTS i% Microsoft ® Web ¥+ ~226 . Fport 1 Foundstone/McAfee @ Web A F2H AFTEE T,

| 2. P—AN"~OYPBT I ERAEHIBRLET, V=WV LATRER AT 47 RIA T BRERINL TV DA

N=R RIALTNORERETDEIICT—"ERELET, #ENPPIMVANLTRRAT 47T 1\74775>E4j‘—/<

ZEEILEZGEIC, T—2BRRESNLIBENANHY £, BHEIL VA7 L BIOS NTEBEFZRETE E

T, BIOS RS2/ RATV — FCR#EINTWDLZ L AR LET,

0 3. VE—FT77ERY—ARVE-MERY—NEY—NEZA VA=A LARNTLIESY, 20L& 57y —

I, =~ MY RA U N EREET S EXR 2T 4 URTITRY T,

0 4., F— AN ETHEMH» OWEHICEIETAESICTANRA RX %y TV r—2a VERELET, YALR R
XX TV =g, heADOKET TV r—2a OV —R_"~ORAZHIETEET, VAL RES
EMPICER L ET,

0 5, YN TF—IR—REFFRIANYIT T LES, IRXTORNv I T v 77 7 B ARHIRS /ot 27 72
ST IRE LET,

AR M—=NEEETYTITL— FORER

Common Services Zf#fl L C. Security Manager O > A b —/VE 7217 v 77 L— KA L7Zh
I D EMFRTE Y, Security Manager 1 ¥ —7 = A ANFERI N2, FiE, ELLSERS
NN ERFRTA VA M=V EERETHHEAIE, [ A=A %0b—1[EE] (PA-5) 25HR
LTEEny,
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C BT
ATFvFT 1 IIATU RN VAT ALALEOT T UFEHER LT, ROWTINEMEH L TWD Security Manager H—
a7 A4 LET,
e HTTP #—E 2AD4E : http://<server name>:1741
e SSL #—ERXDHA : https://<server _name>:443
PR=FENTWETTUFETIUVFON—T 3 U EHERT DX, (7747 hoEME] (P3-8)
ELZRLTLSTEEN,
AFwF 2 [Cisco Security Management Suite] ~3— 3", [Server Administration] /S /V% 27 U v 27 LT,
Common Services @ [Server] > [Admin] X— Y 2R £,
AT9F 3 [Process Management] ~<— % #"9 5H121%, [Processes]| 7 U v 7 LET,

FEROV A ML, T _TOV =N Tabv A0L4FIE 7Tt AT EOFERT —Z ZADOFHPANERE
NFET, WOT v ANREFIZEMEL CTWDIRERHD 7,

e vmsDbEngine

¢ ymsDbMonitor

« EDS

A VARN—NENTET A r— 3 TOT e ARNLENE D EERET 5121%. Cisco.com iz
HDHEDOT TV = a Il T A =a T A EBZRLTLLZE N, ®B~=27/1® URL [Z2W\WT
T, WONR—=TEBBLTLLIEEN,

e [Common Services D~ == 7 /] (Pxiii),

ESPEAVE N

HE IS

FEAR D PR Security Manager Z B8 2 & TR SO XEFEEARD JumpStart 774 FEZRL T
S,

B 5 D G 22 BB AT A4 ~T7D [Getting Started with Security Manager] ht > 7 &3 20,
[User Guide for Cisco Security Manager] D% 1 BE SR L T Z &0,

SR E D FE i F v 74 v ~)V7 O [Completing the Initial Security Manager Configuration| bt 27

BT %0, [User Guide for Cisco Security Manager] O 1 B2 SR L T 7230,

22— Y OFRE & B A DE H

WROEEZRLTITES N,
o [=—HWDMHER (P.8-3)
e [Security Manager & Cisco Secure ACS O#t4 | (P.8-12)

TNAADT — h

F 74 v ~)VT7 D [Preparing Devices for Management| kE > 27 ZHM3 50,
http://www.cisco.com/en/US/products/ps6498/products _user _guide list.html 7> 5 ATF7]
#e7e [User Guide for Cisco Security Manager 4.3 O 2 2B LTI I,

Il _Cisco Security Manager 4.3 f VX FL— 3 v HS K
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CHAPTER

A—H TFThHOUMOERE

A=Y TAT L FOEBRIZIZE, T T POMERE A= OMERPEENET,

o [Ty bofERk) (P8-1), 747 MZiL, Security Manager Server DR —H /L T H DV k|
CiscoWorks Common Services ¥ —/3?D ACS 74 7 > ., F7-1Z Common Services %—/ D IE
ACSTHT Y "BV £9,

o [a—¥ MR (P8-3), M (/134 1T, FTEFFTIhD 2 27 T, HRIT,
Security Manager NO = —# m— /LI X > TEHINE T, Security Manager WD = —/L %,
=W L RRAT — FORFEZRICHRTE S NET, #iklE, 7227 A I Security Manager (2 X -
TIThET,

Thor bDOERK

Cisco Security Manager ZffHl4 2121, 4 2 h—AHIZ/ER LTz admin 7 77 > M &R L TR
TA LT, Ha2—FOTH T FelBRTOUENRDY ET, ROXATDOT AT b aERTE £
T

o o—Hn7Hvr ] (P8-1)
o TACST7HDU v k) (P8-2)
o [JEACSTH Y] (P8-2)

A—AhIL Phok

a—Jv 7w ME, CiscoWorks Common Services —/3Tld72 < | Security Manager %—/3T
EFRINET, T Security Manager H— SICEA TT, RO/SAIZENET,

Security Manager 231 > A h—/L &N TN D P —s3>

Configuration Manager 7 7'V 77—y a > DT A7 by 7 T a3y >
admin 7 v b v A v >

[Tools] >

[Security Manager Administration] >

[Server Security] >

[Local User Setup] >

[Add]

Cisco Security Manager 4.3 f YA kL—2 3> H4 F
| oL-26559-01-J .m



B8E 1Y TFHAY LOWE |

B 7hr90 rOfER

Evbk o—HN T H 7 I, CiscoWorks B—H L o /(v EVa— L&A LET, 72770,
CiscoWorks A > % —7 = A ATlE72 <, Security Manager =—% 4 > % —7 = 4 A& L THIEL
i‘j—o

ACS7Aho vt

ACS 77 M, Security Manager —/3Tid72 <, CiscoWorks Common Services —/NTE#H
ENFET, (BRIIHSLLTIEARWZ &b H 0 £33, Security Manager (215, Common Services PO
Server Security Tools ZHEEET A7 0DORZ VB3 H Y £9), WRO/RATHENET,

Security Manager 231 > A h—/LE TN HH—,3>

Configuration Manager 7 7' U 77—y a > DT A7 by 7 7T ar >
a—F T harsgr >

[Tools] >

[Security Manager Administration] >

[Server Security] >

[AAA Setup] (Z DR % 1% Common Services WD Server Security Tools A& L £7) >
[ACS]

©

Evk  ACST7HUr MZE, (1) ACS #4 7® AAA Mode Setup (Z U1 [Authentication Mode Setup] ~*—
IZHVET). BELO (2) CiscoWorks Common Services ® ACS 2274 v £V a— LV EFEHLE
T, 72 L, ACS e Ay BV a— Ve @RIRTIVNETISY HA, Thid, ACS ¥ 14 7D [AAA
Mode Setup] Zi&RT 5 & BEIICERIR SN E T,

JEACS 7hoVk

F ACS 7 # U > M. Security Manager $—/3TlE72 <, CiscoWorks Common Services —/3TE
HINET, WOANRIPENET,

Security Manager 731 A h—/L &N TN B P —s3 >

Configuration Manager 7 7'V 7 —3a VOT A7 vy T T A2y >
=TIV s>

[Tools] >

[Security Manager Administration] >

[Server Security] >

[AAA Setup] >

[Local RBAC] >

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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JEACS 7H 7 Mk, (1) Local RBAC ¥ 1 7D AAA Mode Setup (Z#Li% [Authentication Mode
Setup] X—TIZH D EF), BLV (2) CiscoWorks Common Services DIRDO B 7 A E Y 2 —/LD
W EEM LE T, CiscoWorks Local (F74+/vbhoa /A £V a—/L), IBM SecureWay
Directory. KerberosLogin, Local NT System, MS Active Directory, Netscape Directory, RADIUS,
F 721X TACACSH+,

aA—HDHER

(F)

Cisco Security Manager 28, 1 7' A VRAHIZL—YH ENAT— REBFELE T, ZNOBFEIEEIND

L. Security Manager 7 7'V r—va VNOa—Y g — L ERELET, Zor—IlLosT, E
IIRBAISND Z AT T3 EOE y P THLOHER (L BIFIEND) DERSNE T, FEDH
AT FTFTT AL RCx L TRAI SN 2o 2 ad, BET A2 A== —HE, BIRWOHEEB, BXW
REVPERRELIZT A B—T MR £, MA T, BRUIEREZR R L2, BIRL2HEL
FIT LD T ODERB NI EEEX DA v E—URERRINET,

Security Manager D FRGE & AL, CiscoWorks #—/3 & Cisco Secure Access Control Server (ACS)
OELLMNIE > TEEHEINET, T 74/ hT, CiscoWorks i%, FBiE&FBAIZ2EH L 7928,
CiscoWorks Common Services @ [AAA Mode Setup] ~*— % L T Cisco Secure ACS # A H T
F9, ACS HADFEMIZOWVWTIE, ZOEDORDOEEZZML TSV,

 [Security Manager & Cisco Secure ACS O#t#) (P.8-12)
o [Security Manager & ACS DMHANEHD N Z TNy a—F 47| (P.8-29)

Security Manager 4.3 £ ¥ HHi7, Cisco Secure ACS ZfEHT 5 HEE R A Y v ME, (1) FEkRHERE v
b FFEORY v— XA TOHRERL T2 2—FICFHRT25E62E) 2R L CERICREOS N
a—F -V EEKRTEL L, 2) XYy RNU—27 TAL R TA—T (NDG) #&ETHI LI
FoTRHEDT NA A=Y EFIRTE L2 E T LI, ZOXK D RRLEDE VR G Tr—
N_R—R T A ar ba—i) (RBAC)) iE., Cisco Secure ACS Z il L TWaW R Y | Security
Manager 4.2 LIFiDO/N— 2 > T T& 8 A TL7, Security Manager 4.3 Tix, ACS =+
FHzr—H /L RBAC #Hf T& % Common Services 4.0 Z i3 5728, Z D & 5 7RO & Ktk
(RBAC) #FIHTEET,

Security Manager 4.3 Ti, ACS 4.2 & O HBMENHERF S LTV EF, [Security Manager & Cisco
Secure ACS O#te ] (P.8-12) #ZML T ZE W,

RBAC ##% ACS %5 Common Services (24T L7z —H %, FEITITHOLERNH Y £3, BT
A7 VTR, MOBITYHAR—FbdD EHA,

EvEk

Security Manager #£R> U — D 2Kk % F R 5121, Cisco Secure ACS 2 /A > LTb, FE
7 —3 3 v /N—® [Shared Profile Components] %7 U~ 27 LE$, FEMIZOWTIL, TCisco Secure
ACS B—N DI RAEZ <A X (P8-11) WL TIZI W,

RO FE Y 7T, 2—FHERICOWTHHALET,
o [Security Manager ACS #[R| (P.8-4)
e [CiscoWorks & —/LiZ 2T (P.8-6)
e [Cisco Secure ACS 1 — /L2 2>\ CJ (P.8-9)
 [Security Manager WOHER & v —/LDF 7 4 b OB (P.8-11)
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Security Manager ACS #£[R

Cisco Security Manager (37 7 /L F® ACS B —/L L HEREZRMEL T, T7 4Lk n—L& W A
YA RXTHZILL, =—RADLETEMOr— A2 ERTHZ b TEET, 2L, HlLo—i
EERTDIHE. X, T 740 8 a— i B AT <A XTHEAET, BRI LIZHERDS Security
Manager 7 7 U r— a OBENOHEE THD Z L 2R LTI, & 23, FRIERZ/E
DRWETEHREME LSRG, 20—V XT7 7V r—va v EEHRTER LD ET,

Security Manager #8RIZKRO T 7 I VICHHESNE T, Hx OHERIZET 23822\ CiX, Cisco
Secure ACS IZHEG EINTWNDI AL T A > ~UTEBML T EE W FERDFRRFIEZOWTIE,
[Cisco Secure ACS 2—/LDOH A X< A X| (P8-11) ML T X W),

o [View] : BIEEDOHREDF RZA[REIC L E T, ERFRHEREZRIRLET,

[View] > [Policies] : SEIFERZATDORY V—DORREFRRIZLET, ZOT7 +LFITIE,
T7AT A= NVRNAT R EO S ESFERARY U — 7 T AOHERBEENTHET,

[View] > [Objects] : SEIERFA TORY v— A7 V=7 FOEREZAREICLET, Z0
TANLIZE, RV —FT V=27 N XA T OHERPEENTHET,

[View] > [Admin] : Security Manager & #g% E D R %& AlGEIZ LE T,

[View] > [CLI] : T34 A L THRESNZ CLI =~ ROFERE, BELEI LTS a~w
YROT LB a—%ARRIZLET,

[View] > [Config Archive]: RET — WA TILRFIN TV IREDO—ER T Z ARRICLET,
TNA ARER CLI 2w > FEFRTEEH A,

[View] > [Devices] : [Device] £ = —NDT /A R LEEIE®R (7310 ARE, 7017 1,
T Y THRLE) OFRFEARICLET, NDG ZRET D Z L& > T, 7351 AR ZRFE
DT NAZADE v MCHIRTE £7,

[View] > [Device Managers] : Cisco I0S /. —# ] @ Cisco Router and Security Device
Manager (SDM) 72 &, HDTNA AERADT NA XA v 3=V % (AT ERAN—T 3 )
DB A FEEIC L E T,

[View] > [Topology] : [Map] B = —CREINT=~ v 7OFRRZAREIZLET,

[View] > [Event Viewer]: Real Time Viewer & Historical Viewer @[5 C Event Viewer @A
Ny MORTREAEICLET,

[View] > [Report Manager] : Report Manager ® L' AR — F DR RZ A[RRIZ L E T,

[View] > [Schedule Reports] : Report Manager ® L'/ R— hD A ¥V a— 1 U 7% AHEIC L E
R

e [Modify] : BIIEOREDEE A A[RRIC L E T

[Modify] > [Policies] : SEIERFATOR) —OEREZAREICLET, ZOT FAHIT
X, SEIERRI — 7 T RADHERPBEENTVET,

[Modify] > [Objects] : EFIERFXATORY v —FT V=7 "OEFEEAEIZLET, &
DT HNLZNE, RV = F T x27 N ZATZTEOMHERNEENTVET,

[Modify] > [Admin] : Security Manager HEZRENEE & AlHEIC L E T,

[Modify] > [Config Archive] : BXET —HA TNOT NA ABREOEEZAfEIC L ET, Mx
T T=AAT~OREDBMERET —NAT Y —=NDHAZ~A XEAREIZLET,

[Modify] > [Devices] : 7 /31 ZDBMEHIBRTZT TR, TAAL ZADT BT 4 LEEDOZE
FEFREICLET, BT 27 A RZETHRY > —2 KT 5121, [Import] HERR S A

F—TNCT HHERHY 7, M2 T, [Modify] > [Devices] #fR% A x—7 W LTz &
I%. [Assign] > [Policies] > [Interfaces] #[R & A R— T NIZ7 > TNWDH T L ZERL T EE
W, NDG 2% ET D2 LI 2T, T4 AHEREFEE DT N4 ZADE v MIHIRTE ET,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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— [Modify] > [Hierarchy] : 7 /34 A ZV—7OEFEZA[GEIZLET,
— [Modify] > [Topology] : [Map] £ =—WNDO~ v 7OEHEEZA[ERIZLET,

— [Modify] > [Manage Event Monitoring] : {E& ® 7 /N1 A Zxt L T Security Manager ®O<E =%
Vo ZaAX—TNBIOT 48 —=7MIT 52 LEARBICLET, ZhIZE Y. Security
Manager X, T35 AMDH DA R hOZIER L O Bth E 7213 IE L E T,

[Assign] : T/34 2L VPN ~DXEIFERFRY v— XA TOEV Y TEARRIZLET, ZO7 %
NI, SESFERRY V— 7 T AOHERBEENTHET,

[Approve] : AU U —EH BT a 7 OEREFHREIC L E T,

[Control] : ping 72 EDFT /A AZKxtT 5 a2~ NORITERREIC LET, ORI, Bzl
RSN ET,

[Deploy] : %> FU—ZNOT A AT HREEEORR L., DRIOREREICETZHO
27—y 7 OEEEAREIC L E T,

[Import] : T TIZT/3A A LICER S 7258 E D Security Manager ~D A AR — k& A[REIC L F
To THAAADRTFHEEL T A ZADETRHEGFF > TV DRERH Y 7,

[Submit] : BELEDOE(F & AKRB L ATEIC L £,

ek

B FI0 YT, KR, A R b B EIREBMER AR LA, ST B RN HERR
LBRRTHLENRHY £, £ Lo 7c8A13, Security Manager 231E L <HERE L 8 A,

WY —OEHEERZER L2HEIE, ST DR Y —0F| 0 Y THERR & KRR & I 2 24
R E£,

FOERDO—HEL TR V= AT V=7 FEERATHRY V=% LEEGEAIE. 2 b0F
TV b A TICERERONGTE2HLERHY ET, T xiE, =T 4T R V—%E
T B DOMHEREZBIRLUZERIT. V=T 47 R =B RFA T V=27 b FATDFRy
NU—2 FTVx s R v A —T x g A 0—LEFRTHIZOOHERGBIRT ZLERD Y £
7T

ZOEZEDO—HELTMDOAT V=2 VT 247 V=7 M T 258 bREKTT, L
ZE, 2=V IN—TE2ER LD OEREBIRLIZGEIT, Xy NIV —27 ATV =2 b
ACLAT7 V22 b, BEIOCAAA V=N IV —T2RFTLHEDOMHERGBINTOIMLERH Y £
R

NDG & ET D LIZL T, T, ZHEREZFFEDT A 2DF v MIHIRTE £4, NDG
IARY —HERICH L TRO & O g ae 52 54,

- RUv—%FRRT2IE, ZORY —REVBTHNDRE S 1 DDOT AL ATHT 2
MEMRZF; > TWDBENRH Y £7,

- RV —%ZBEFHITE, ZORY —=RNED Y THNZT RXTOT /A RIxT HHERE
FoTWODRBENRHY £,

— VPN RY v—%Fpr, B, F2E3EY Y THITE, VPN AR YHNOTXTOT A AT
KT AMEREZE > TV AXLERSH Y £,

— TARAALAKRY —%E Y Y TAHTE, RN —2NEY Y TOHENTMDOT A AT B HEMR
ERESTWNAEMNE I DICERR L, Z2OTNA ZAOMHEROAZPMLETYT (b LZX 5T,
VPN R U & — 34 TF), 72770, HREZE > TOARWT AL ZZE D YBTHRTWARY
VR BRI L LIITEERA,
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CiscoWorks A—JLIZDINT

CiscoWorks Common Services N CTER Sz —H2i%, 1 U Eoo—AnE o Y ThhEd, %
0 — ZE D Y THNIMERIZE 5 T, £ — 323 Security Manager PN TIAT 2787 S 1L 5 HAIEM IR
EINET,

WD k¥ 7T, CiscoWorks @ —/LIZ DWW TR L £97,
e [CiscoWorks Common Services 5 7 # /' b 7 —,1] (P.8-6)
o [FRW X A 7 DRI LT Common Services WD 2—H ~Da—LDE| Y4 (P.8-7)

CiscoWorks Common Services T7#JL + A—)L
CiscoWorks Common Services (Z1%, Security Manager HOWR DT 7 4V b v — A R3HBE I TWE
R
e Help Desk : Help Desk = —%#i%, 731 A, KU — A7 V=7 b BIO IRy v 7%
RRTEET (2L, ARIFTEERA),
e Approver : ZHB IV CLI AR DB EZ AR TEET,
» Network Operator : F/RHERIZIN % T, Network Operator %, CLI =~ K & Security Manager

B E X RN CTEE T, Network Operator 1%, RET — VA TEEHE LY, T3AM R|Za~
VR (ping 72 &) ZRITLIEVT AL TEET,

e Network Administrator : ZH DA EH TX £,
~
(i)  Cisco Secure ACS 13, &F X FA#ERE v k&5t Network Administrator & V9 £ B

FT7 b v— L E UET, FEMIZ oW T, [Cisco Secure ACS & — L2 DWW |
(P.8-9) &ML TLIZXW,

* System Administrator : System Administrator |3, Z®, RV —HIV YT, 77747 1 &
Ta 7oK, Bt B, BIOT A X ﬂﬁ‘é’) avy ROFETEET, T3TO Security
Manager #RIZT 7 EATEET,

Je

E > b Security Manager CiZ, System Administrator 2 — /L& @ L~V OMERZ R > TWE T,

e Super Admin : FIHEB L OER X A7 & &te, CiscoWorks DT X COREEZRITCEET, T
T AN TR, ZOu— VIR EE R o T ET,

Je

E> b Security Manager TiZ, Super Admin v — /LT E L~V OMHERE > COERF A, F72,
Super Admin 7 —/L{% ACS Tit72 <. Common Services IZEHDH DT,

e Security Administrator : ZEDEIE, HIV YT, BIOEEOATEET,
e Security Approver : ZHEDEEDHEKBTE ET,

Image Manager

KT 7~ m—LOiBMZ A7 %, Security Manager 4.3 [ZRAICE R SN HHEETH D Image
Manager I[ZEFINTWET,

e Image Manager O i)

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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* Security Manager ® U AR b U ~DA A — DB

s AA=V T T T L—FR Va7 DMK

1—+oiEr N

n—H T A7~ (Security Manager — /NI EFK S 4L TV D Security Manager (Z[EF) & H 7
%6, ZHHOBMY A7 K -1 ILRINTVLIEIERr— L IZHY Y THRET,

& 8-1 T 74 b O—JLD Image Manager # X9
2R
YROP)ADLA— A A= FoTIL—
o—)u EE L &R T 0iEMm F o3 TDER
Help Desk Yes No No
Approver Yes No No
Network Operator Yes No No
Network Administrator |Yes Yes Yes
System Administrator  |Yes Yes Yes
Security Administrator |Yes No No

Security Manager #FR & CiscoWorks v —/L D BJH I IF 12OV TIE, [Security Manager N OHER &
B—/L DT 7 /b b OBERT ) (P8-11) 2B LTI EE,

Image Manager ® RBAC #[R~ F VY 7 R &R —@#HDORDOFEMIZ DWW TIL, 4% C [Tmage Manager
DR~ MU 7 2] 2L TSN,

eEvk

o BMOTFVr—va PP =LA VA M=V ENEEAIC, Bor—L (F—XDTJ A
AR— K722 L) 23 Common Services IZRRINDIGZENHVET, T—FD=J AR —F r—/b
X, = R —=F s BEFATHY . Security Manager TIZfER SN EHA,

e CiscoWorks B — /L O EFITIET T FHAN, Fax—FICEY U THe—NLEERTEET, 7F
FMZ>WTIX, TR Z A 7 OER B L O Common Services N DL —H~Da— L D% ) 24T |
(P.8-7) LML TLZ&EW,

e CiscoWorks THEMRT — 7 L& KT %121, [Server] > [Reports] > [Permission] % 3&R L T,
[Generate Report] #2 U v 27 LET,

AT 4 TD:BIRE LU Common Services RO 1—HFADO—)LDE|LY HT

CiscoWorks Common Services 4.0 T, [Local User Setup] > [Add] =*—Y &AL T, (1) v—Hh1
Z—PFIZEIRARER 3 DORAZX A TOWT N ERRL, 2) v— Lza—PZEY Y TET, 3
DRATZA FITIRO L FBY TT,

¢ Full Authorization
¢ Enable Task Authorization
¢ Enable Device Authorization

Common Services |22 —H /)L 2—HFEBIMT D55, 2D 3 DOFA X A 7 (Full Authorization,
Enable Task Authorization. % 7-1% Enable Device Authorization) DWW NN ZRIRT HMLERNDH Y F
ERS
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3ODWA XA TONTNNEERIRTZ2LC, m—hb a—HF e — L ERIRTEXET, u—
AN 2—PFICMERr — VERIRT D52 L1, 2= RFETEHF A SNIBELERT L LITRD
DTHETT,
7o & 21X, Help Desk m— L &R L7 h, 2 —FERFBECHBIN, T— X2 LT T EH
Ao F7z. Network Operator = —/L 2 E| D {THGFE 2 —WFIEHRET — VA T2ELTHI LT
TET, HFEOZ—PIHBOr —LEEI DL THIENTE i?‘o
77 4/ h T, Help Desk 2 — /LA X—T WMl > TWET, 774k v—L%7 U7 LT,
EEOR—NEZT 73V b B—VIRETDH LB TEET,
Evbh o PHEREETE L7 5, Security Manager 7 7 A 7 M & HRETLIMLERH Y T,
BEIE A
» [Security Manager ACS HE[R| (P.8-4)
+ [Security Manager WOHER & v —LDF 7 4 b OB (P.8-11)
e [CiscoWorks 72—/ L2 2W T (P.8-6)
AFvFT 1 KROSRRZHEV, Common Services @ [Local User Setup] ~—VIZBE L £ 7,
Security Manager 31 > A h—/LEN TN B P —,3 >
Cisco Security Manager 77U 7 —a VDT AT "y 7T A4 a2 >
admin 7 AU s v A v (ERETSRERPRS DL T AT R) >
[Server Administration] >
[Server] > (A==2— kL7 ZiHE) >
[Security] >
[Single-Server Management] >
[Local User Setup]
ATFvT 2 WOWTINEETLET,
o —WEERT HITIEL, [Add] #2 U v 27 LT, [Username]. [Password]. [Verify Password]. 35
X OV [Email] ®% 7 4 —/V i@ Ems AL ET,
o BHFEOA—FORWEEETHIE, 2—FLORICHEF = v 2 Ry 2 2% 412 LT, [Edit]
Vw7 LET,
AFwvFT 3 =2—HIC Security Manager THIH FIRE7Z2 9T — L (Help Desk., Approver, Network Operator,
Network Administrator, System Administrator, Super Admin, Security Administrator, X O
Security Approver) ZHRi/=¥ 53413, [Full Authorization] %R L £,
E > b [Full Authorization] %3R3 %34 . [Enable Task Authorization] IZi®IR T FHA (7
vary R UERXDZD),
E > b [Full Authorization] %3R3 %34 . [Enable Device Authorization] IZIRBIR T A (7
vary R UERDZD),
a. ZOFEDAT v 7 6ITHERET,
Cisco Security Manager 4.3 f YA bL—> 3> HAF
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ATvFT 4 FHLoa—HZ, BR L —LDHh (=& 21X, Network Operator DA) % FFi=¥ 25451,
[Enable Task Authorization] % 3&4R L %9,

e

E > b [Enable Task Authorization] Zi®&{R 7 5 %5, [Full Authorization] IZEBRTE £ A (47
Yay REUVEROED),

e

E > k [Enable Task Authorization] % #&R9 5354 | [Enable Device Authorization] IR TE EFHA
(A7 var RE RO,

a. kov—n% 1oLl iR L E9, Help Desk, Approver, Network Operator, Network
Administrator, System Administrator. Super Admin, Security Administrator, 3 &' Security
Approver, &1 —/LOFEMIZ OV TCIL, [CiscoWorks Common Services 7 7 4 /L b @ — /1]
(P.8-6) #ZMML T EE W,

b. ZOFEDORT v 8 IZHHLFE T,

AFwT 5  HFLWa—W %, Security Manager > A b—JVIZTFET BT R TDOTNA A J—FTlxmpl | &
T DTN R T N—TIK L TORBA I 554G1%. [Enable Device Authorization] % 8&4R L £
., (F/34 &2 ZL—71% [Device Groups] ~~—3 ([Security Manager] > [Tools] > [Security Manager
Administration] > [Device Groups]) TE&ZE T E7),

e

E > b [Enable Device Authorization] %R 5454 . [Full Authorization] TR TE FHA (A7
Vary REUERDEZD),

e

B> bk [Enable Device Authorization] % #9544 | [Enable Task Authorization] IZEIRTE 8 A
(AT vay REZBROED), L, FFEDT A A Z—T128 L TR O v —/L % 2
RexEd,

HLNZ—ERNBAISNDLT A, R T N—T 2B ET,

Wor—L% 1 DL BB L E 9, Help Desk, Approver, Network Operator, Network
Administrator, System Administrator. Super Admin, Security Administrator. 5 X' Security
Approver, &7 —/VOFEHIZOWTIE, [CiscoWorks Common Services 7 7 4 /L b 7 — /1|
(P.8-6) ZZML T2y,

ATvF 6 [OK|%7Vv7 LTERZRFLET,
ATwF T Security Manager 7 74 7 > N HiEHH L ET,

Cisco Secure ACS O—/L[ZDIVT

Common Services 4.0 £ 9 $7ij, Cisco Secure ACS TIZ7 7V r—va vVEAEDOa— (ZhRH) 72
lg— N X=X T727FA arrtr—] (RBAC)) ZH¥AHR— LT\, Common Services & ¥
H F#E D &\ Security Manager HEIROEHIA A RET L 72,
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ZOXIIRREOEWEE (RBAC) X, ACS 2w ica— /v RBAC #FIHT& % Common
Services 4.0 TR T& £4, % —/LiZ, Security Manager ¥ A 7 \Zx$ 2387 L ~UL ZRET D HE
Rt > b THEpk S AvE 9, Cisco Secure ACS T, &=x— 7L —72 (BLOF 7T a v TEBIOD
a—HWZh) = EEDYTET, ZNIZEoT, FA—THNOKF—FIL, TOr—/LIZK L TE
BEINTHERIZE > TRASNIBEEZEITTEET,

Mz <, Zhbdr—1% Cisco Secure ACS T /34 2 F—FIZEN Y TT, T4 ADEy T L
WCHER 2 X TED L HICTEET,

(3¥)  Cisco Secure ACS 7 /31 A 7 /L—1%, Security Manager 7 /3A A 7 )L—7 L 3 IEBALR TT,

WD b 7T, Cisco Secure ACS 2 —/LZHOWTHB LE,
e [Cisco Secure ACS &7 #/v s m—,1] (P.8-10)
e [Cisco Secure ACS m— /LD B A% <A X] (P.8-11)

Cisco Secure ACS T7#J)Lk O—JL

Cisco Secure ACS (Z1%, CiscoWorks & [F] U —/L ([CiscoWorks 17—/ L2\ T (P.8-6) &)
WMz T, kO —ARNEENTWET,

» Security Approver : Security Approver i, T34 A, RV — AT V=7~ wv 7 CLI =
~U R, BIOEHRELZFR IR CEXET (L, EEIFXTEERA), MX T, Security
Approver X, 777 A BT A ICEENDHDREL L KB ELITESE T ET,

e Security Administrator : R MR 5 I TWD Z &ITMA T, Security Administrator (%,
TNRAA, TRARAITN—T KV — A7 V=7 b, BIXO MRy v 72ERTCTEET,
WolE, 784 AL VPN bARTIZRY —2F D YT, VAT LEH LT AL AEA
A= T 2ODOBLEIAT LIV TDHZ LB TEET,

e Network Administrator : Z RHEFRIZHI X C. Network Administrator (%, RET — WA 72 AR
L=, BREREZETLED, TARA RZa~<w 2 FRERITLEY TEET,
A
(3¥)  Cisco Secure ACS Network Administrator 7 —/VNIZ & £ A HERIL, CiscoWorks
Network Administrator 2 —/VINICE I HMEREF CTIEH Y F A, FEMTOVTIE,
[CiscoWorks = —/LZ 21T (P.8-6) #ZMML T ZI VY,

CiscoWorks &i# - T, Cisco Secure ACS % 19 41iX. 4% Security Manager = —/WIZ BT b
THERE N AR~ A X CEET, 774N b 2= LOEFEFIEIZDWTIL, [Cisco Secure ACS = —/1
DHAZ~<ARX] (P8-11) B LTIIEIUY,

Security Manager #£IR & Cisco Secure ACS v —/L O BIHfF {22V Tid, [Security Manager PN OHE
[REv—ndOF 740 OBEMT] (P.8-11) 2B L T L&,

EEEE
» [Security Manager & Cisco Secure ACS O#i& ) (P.8-12)

o [—T DR (P.8-3)
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GE)

2AFyvFT 1
AFyvFT 2

AFyvFT 3

ATv7 4

AFwT 5
ATFvT 6

Cisco Secure ACS # {93 1iE. % Security Manager 12— /VIZBE I D - HEfRZ A E T £,
HFIE @ Security Manager ¥ A 27 x5 &L T OHERMBA 5 INT B —Y o — L2 ET 52 LI
& o T, Cisco Secure ACS %W AF~A AT HZ &b TEET,

o — MR %2 L7= 5. Security Manager Z &8+ 2 L8R’ H Y 5,

BEIE A
o [Security Manager ACS #H[R| (P.8-4)

o [Security Manager NOMER & 10— /L DT 7 )0 b OBEAHT | (P.8-11)

Cisco Secure ACS ®F &% — 3 > /N—7T, [Shared Profile Components] %7 V v 27 LE7,

[Shared Components] ~~—"C [Cisco Security Manager] Z7 V » 2 L¥7, Security Manager HZ&%
EInl-ae—ARNFRINET,

KONTNNEFITLET,

o B EERTHICIE [AAd] 22 Y v LET, v— A DARTEZEAI LT, A7 a T, il
EANNLET,

o BFOR—NEZEETLIE, ZOr—NV%27 U v 7 LET,

MRY )V —NOF = v 7Ry 7 ZA%A |47 LT, TOr—WZxT5HBEZERLET,

V=D TZUFIHIET DT = IRy I AL T DHE, TDOT T FHOT X TOHERIER

ENFET, 2z, [Assign]| Ty 7Ry 7 A% UNTTDHE, TRTOHY Y CTHERDBIRINE
R

{2 OFERRIZBIT AR D 0 RUICFE RS NET, GO0 TIX, [Security Manager ACS #Z
R (P.8-4) #ZML T E&EW,

e

Evbh ZE, KR, FI0YT, A A= b, HfH, ELITEREMERAZRIRLCGAIE. ST ET
HER LIRS DML ENH Y £9, 95 Liad - 728A 1%, Security Manager 281E L < #SAE L &
A,

[Submit] #7 U v 7 LCEE 27 LET,
Security Manager % FiE®) L £,

Security Manager HDER & O—JLDT 7 + )L F DOBEEST T

7% 8-2 12, Security Manager #£[R, CiscoWorks Common Services = —/L, ¥ O Cisco Secure ACS
NOT 740 b m— L OBEM T 2R LET, —#or—/ (Super Admin, Security Administrator,
8 £ U Security Approver) %, Cisco Secure ACS ®F 7 4 /b b o —/L L FRIZEIE T BT o
TEHENTOVER A, BFEOHERICET 23EMIZ OV T, Security Manager ACS #R] (P.8-4) %
ZIRLTESN,
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% 8-2 Security Manager & CiscoWorks Common Services @ 0— /LB &} FIZx1T 5T 74 )L FDER
A—JL
System |Security |Security Network Network |Help

&R Admin. |Admin. |Approver Admin. |Approver | Operator Desk
FRIER

TN, ADFER Yes Yes Yes Yes Yes Yes Yes
RNY —DFER Yes Yes Yes Yes Yes Yes Yes
T2 FOFKR Yes Yes Yes Yes Yes Yes Yes

FARa OFRR Yes Yes Yes Yes Yes Yes Yes
CLI OFER Yes Yes Yes Yes Yes Yes No
BT DRR Yes Yes Yes Yes Yes Yes No
WET — A T DFERR Yes Yes Yes Yes Yes Yes Yes
TR A w3 —T ¥ DFER Yes Yes Yes Yes Yes Yes No
ETEER

TR ADEH Yes Yes No No No No No

P e oD 28 B Yes Yes No No No No No
RY I —DEHE Yes Yes No No No No No
A A=V DEE Yes Yes No No No No No
*T T FNOER Yes Yes No No No No No

rRE OEH Yes Yes No No No No No
BHERTEOEE Yes No No No No No No
WRET — A T DEHE Yes Yes No Yes No Yes No
TOHhDER

RY T —DE Y YT Yes Yes No No No No No
RN o — DR Yes No Yes No No No No
CLI D& Yes No No No Yes No No
Bl (f vR— 1) Yes Yes No No No No No
FE B Yes No No Yes No No No
4 Yes No No Yes No Yes No
*E Yes Yes No No No No No

Security Manager & Cisco Secure ACS DO#t&

Z DI TIL, Cisco Secure ACS & Cisco Security Manager DA FIEIC DWW TEA L E 7,

Cisco Secure ACS %, Security Manager 72 EOERY 7V r— a3 V&AL TV D 2 —FICE X
GRry NT—0 TNRARAERET HIebOa~wy RRAZRMELET, o~ RRAIIxHT 23R —
ME, —EOHERPIEEND —EDa~vr FRE Y b #147 (Security Manager Tidm —/L & FEE
NTWD5) ICkoTiRkENET, ZNHDOHER (FrHEL bIFFEND) TR > T, FFEDOr— L EZFD
= — 73 Security Manager N CEITTE LT 7 v a VPMRESNET,
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Cisco Secure ACS 1Z, TACACS+ L CEE T 7V 7 — a3 » LiE(E LE 3, Security Manager
L Cisco Secure ACS #5925 7= 9121%. Cisco Secure ACS WD CiscoWorks #—/3% TACACS+ %
AT AAA 77 AT FELTERETHIVLERH Y £7, MA T, CiscoWorks —/3NZ Cisco
Secure ACS ~D 1 7' A NEHTHEHEL XA — FEREETILERNHY 3, Zh b0,
Zii7= 3 2 £ 12 ko T, Security Manager & Cisco Secure ACS M D5 O FMENRIEI L E T,

(GE) TACACS+DEXx=2UT 4 AV v MBS DI, [User Guide for Cisco Secure Access Control
Server] ZZML TS 7Z30N,

Security Manager 73 #]# T Cisco Secure ACS L5 95 & &2, 7740 b v —LDER% Cisco
ACS IZf iR LET, Zdu—/iL, Cisco Secure ACS HTML + > % — 7 = A A ® [Shared Profile
Components] 27 ¥ a VIZEREINET, £72, TACACSH I L BRBAE I AL A P —ERITHRL
FT, TOHWRALZ L Y —ER L, HTML A > % —7 = A A® [Interface Configuration] €2 3 N
? [TACACS+ (Cisco IOS)] ~—VIZHE RSN E T, TDOHKT, 4% Security Manager = —/LIZEEND
MRAZZEE LY, Zhbor—LEra—Fea—F JA—FIZEALEY TEET,

WD kB> 7T, Cisco Secure ACS & Security Manager Offi ] FIEIZOWTHEAL £,
o TACS #&Z:) (P.8-13)
o [#I# Cisco Secure ACS v F7 v 7 FIADOWZ] (P.8-14)
e [Cisco Secure ACS THEITT o#aFIa) (P.8-15)
o [CiscoWorks TIHATJ ofia FIE, (P.8-21)
e [Daemon Manager ® 2@ (P.8-25)
e [Cisco Secure ACS THO=— Z)L—F~Du—/LE Y YT (P.8-26)

ACS MEEH

Cisco Secure ACS M7 512id, ROFIEELTETTLHMERHY £,
e Security Manager W CHLER¥EES T T 5 DI BERERZELn — L2 ERLE LI,

e Network Access Restriction (NAR) (21, NAR #2777 A MICHEA T 2BHICEHRT 25731
A TN—=T (FT2ET 3 RA) BEENTWET,

o EHGT N4 A4 1L. Cisco Secure ACS & Security Manager TH& W & KIUF//NXF 45 &bt
LIRS ET, ZOHIRIE, RRAICHEA I, 73 A ETERINAFA MIZITEA S
NEHA, ACS O£ #lRIT Security Manager D4 HIIR X 0 b EiE 7=, iz, ACSNTT
NAREERTDHULENRD Y 7,

e PIX/ASAtXx=2VU7 4 27F AR, FWSM, BIXWIPS 7/354 A LTz S22 hide
TRNWEDMDT N, ARRLBHRNH Y T, ZNHIZOWTIE, INDG ZEHA L7RWT N1 AD
AAA 7 747 e LToil (P8-17) IZFE#H SN TWET,

D

o ACS HADRINZT /SA A A Security Manager (29 TIZA YR — hINTWAEHAIE, Zho0T
NA X% AAA 7 FA T PELTACSICIEBMLThLRAT DI L2 fELET, AAA 7 T4
7 v hDOARIE, CSMNTOTNA ZADRFL E—HTHULERHY T, —HLTniwne,
ENHOTNA AL, ACS HA 12 Security Manager D7 /34 A U A MIRRENL 7R F
T

Cisco Security Manager 4.3 41 YA kL—>3> A4 F
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o ¥ D Cisco Secure ACS V' —_&fiAT 27—V M LTV RRALT T AT T F ¥ DL
EMIHELET, BEOTFT—A"EZERATLIZLICEoT, WTFhno ACS Y— O EEHEAEN
b TH, Security Manager N DVEZ Z ki T& £,

e Cisco Secure ACS LA TE DD 1 D2D/X— 3 D Security Manager 7217 T3, D72,
T2 DD R B N— 3 > O Security Manager BRIFFIZHE A SN TV BEEX.2 DR S
Cisco Secure ACS — L DG aEMT DMERHY £7, 72721, Bl ACS i L72< T
H, FHLWWA—T g O Security Manager IZ7 v 77 L— R T& £,

e Cisco Secure ACS BFENEH I N TV B A TH ., CiscoWorks Common Services Y 7 b7 = 7 (%
Compact Database X Database Checkpoint 72 & @ CiscoWorks Common Services [&EH D= —7 ¢
VT4 0oa—nAVBAEEHLEY, Zho0a—FT 40U T 4 2451213, =2—FE2a—aL
WCEHZR LT, WUIRKHEREAMETIUERD D 77,

BEIER
o [#1 Cisco Secure ACS &~ +7 v 7 FIEOMEE ] (P.8-14)

e [Security Manager & Cisco Secure ACS O#t4 ) (P.8-12)

#DEA Cisco Secure ACS v F7 v TFIENOE

WO TFNETIE, Cisco Secure ACS & Security Manager Z i/ L CEITTIMLEDOH LT XTOX A
OBEEZRLET, ZOFIRITIE, FAT v T7OETIMHEN SN LVFELVWFIE~OZHAEENT
WET,

PERCTC]
+ TACS Wit %Mt (P.8-13)

e [Security Manager & Cisco Secure ACS ®O#té | (P.8-12)

ATy 1 BEBEBIOBRAETLEZHBELET,

Security Manager ZfH 3 2, FHET AV ARETLMLEN SV E¥, ZNIZiX, FHTLTE
DEBO—LETH T FOERLEENET,

Je

EVv bk BEMNEHEOD =LV EHEREZERET D LI, A XTI THV—r 7un—LEET I
TENHY F, TOBBRIT, T B AOHIBHTIEICEELE1,

FEMRICOWTIE, ROBAZZR L TEEN,
e [Cisco Secure ACS m—/L {22\ T (P.8-9)
o [User Guide for Cisco Security ManagerJ
o [User Guide for Cisco Secure Access Control ServerJ

AT9F 2 Cisco Secure ACS, Cisco Security Manager, 33X O CiscoWorks Common Services A > 2 b —
LUET,

Cisco Secure ACS A ' A b —LET, BIOHP— L2 CiscoWorks Common Services & Cisco
Security Manager % 1 > A2 h—/L L %7, Cisco Secure ACS & Security Manager % [6] U#— N L T%E
TLARNTLIZEN,

FEHNC OV TIE, ROBHAZZML T2 S0,

o [Release Notes for Cisco Security Manager)] (#7R— bt I3 T\ % Cisco Secure ACS D/3— 3
> DFFH)
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o [Security Manager —~3, Common Services, B3O AUS O+ > A h—/1] (P.5-2)
o [Installation Guide for Cisco Secure ACS for Windows ServerJ
Cisco Secure ACS THREFIEZETLET,

Security Manager = —#%#% ACS =—# & LCTEEL, FNbEFEINTZ T —LIESINT2—H 7
N—TIZED YT, TRTCOFHENLT A A (8L CiscoWorks/Security Manager %—/3) %
AAA 7547 RELTEIML, FEHE—P2ERLET,

FEARIZ DWW TCIE, [Cisco Secure ACS THEATT A TNE) (P.8-15) &ML TS IZE W,
CiscoWorks Common Services THAFIEEZ EITL £,

Cisco Secure ACS CEBRINTE VAT AR 2—WF L —FHTru—h L 2—FE2HEL., FLz—F
EUATLAEAE Yy T v THIZERL, ACSEZAAA Yy b T v E—RELTHEL, SMTP
P—=RNE AT LEREOEFA—N T FLRAERELET,

FHEMIZOWTIE, [CiscoWorks THEITT H# A FIA) (P.8-21) ML TSIV,

Daemon Manager * HiZ& L £,

Security Manager —/3® Daemon Manager % Ff2@) L T, #k L7 AAA REZHF I L FE T,
FEARIZ DUV TiE, [Daemon Manager O &) (P.8-25) &ML T EE W,

Cisco Secure ACS T—¥ ) —Ficu—L %250 ¥ TET,

Cisco Secure ACS THRESINz2—W Z N —7Tkice— L EH D B TEd, FHT & FNET,
Network Device Group (NDG; %> hT—2 FTNA X TN—TF) ZFELIZNEINTL o TRRY
i‘j—o

SOV TCIE, [Cisco Secure ACS TO—H JF)—T~Da—)LE Y Y| (P.8-26) #HML T
<TE&EW,

Cisco Secure ACS TETT5HEFIE

kD ey 7T, Cisco Security Manager & #tA 7 2 %A (2 Cisco Secure ACS THEAITT & FIHIZH
WTHBALET, FIRINEIAICX A7 2ETLET, ZREOETHIAT D FIEOFEMIZ OV TIE,
['User Guide for Cisco Secure Access Control Serverl] #ZM L T 2SN,

1. [Cisco Secure ACS TOa—H L a—H% FL—70EF] (P.8-15)
2. [Cisco Secure ACS TOEHRIET SNA ZAD AAA 7 74T b LToEM (P.8-17)
3. [Cisco Secure ACS TOEHHIE = —F D/ER (P.8-21)

Cisco Secure ACS TO1—H&1—H FIL—TDOESE

Security Manager O3 =T —¥ % Cisco Secure ACS TEFH L., %5 OMBEHERICIE Czn—1L%
T Y TOMERSHY £, ZORbMERGIEL. ACS THEAFRERT 744 F B —/LIE->T
2—WEERDO I N—TIZTHFIETT, L ziE, TRTOVATLEHRE 5D 7 NV—TIZEY
W, TRTCOF Y NI =7 A_XL—=FE[O T N—TIZE DB THLEVN-TZEETY, ACSHDOT
T A R B— L OFEIZ OV T, [Cisco Secure ACS 7 7 4 /L b m—/L] (P.8-10) #ZML T2
S,

TS RNTKET B 7 VHERR & RO System Administrator 2 — /L& E D Y THH LWV 2 —F2{EKT 5
VERH Y T, ZO2—PITH L TRE S NLIERIE®RN. #% T, CiscoWorks @ [System Identity
Setup] X—Y THEHENET, VAT L2 —VDEL] (P8-22) 2BML TIIZIVY,
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COEMT, 2a—VE2EEOIIN—TIZHV Y THILITENTH DL LITERLTLLEEY, 2
DI N—FIZHT D EBEOa—/LOEY 2 CTix, CiscoWorks, Security Manager, X UZ D7
7V r—3 3 78 Cisco Secure ACS (2B RSN =% TEITENE T,

vk ZDOFIETIZ. ¥ Cisco Secure ACS AT D —% T H v FOERFTEICHOWTHBALET, #
BEETLES, 2=V Th oy hEEMRLT, @R I7NL—FIZ8Y B THrZ ENnTEET,

PERCTC]
o TACS Wt %Mt (P.8-13)

o W Cisco Secure ACS &~ +7 v ZFIEOME] (P.8-14)
e [Cisco Secure ACS TO2—H ) —T~pura—/LVE Y YKT] (P.8-26)

AFw7F 1 CiscoSecure ACS i/ A4 L7,

A7FvF 2 WOFRZMEAL T, 7WHEREFS2—FE2RELET, 2—FLa—F 71 —TORERITHE
FRER AT Y 3 DOFEMIZ DWW TIL, [ User Guide for Cisco Secure Access Control Server) % 2/ L T
TEEWw,
a. fEr—var —0 [UserSetup] #7 VU v 7 LET,
b. [User Setup] ~<— T, # L =2—F04#i& AN LT [Add/Edit] 22 U v 7 LT,

Je

EY b admin & WO AFTO—FIFER LW TL 7ZE 0V, admin = —% % Security Manager O
T A=Ay 7 =W TT, ACS VAT LM 6O TEIE L2%E1X, admin 74 U
v M&fEH LT Security Manager $—/3 - CiscoWorks Common Services (22 27 A L,
AAA £— % CiscoWorks B —H/VFBFEICAR LT, MEDOHEHEHIT L LN TEET,

[User Setup] @ T ® [Password Authentication] V A b HFBFESF R A BRI L £,
HLna—PFON2AT—REAN L THRRALET.

2—FIZEI VY TEHRETA—TL LT [Group 1] ZBIRL E7,

[Submit] #7 Vv 7 LCa—F ThH v bafERLET,

AFw 7 3  Security Manager 2 —# T LI DT ot A EMEVIERLET, 2—PITEV Y THREZ—LITHED
WTITN—=TT5 T D LB L £+,

e ZL—71: System Administrator

- ® 2 0

e JL—7 2 : Security Administrator
e JL—7 3 : Security Approver

e 7 /L—7 4 : Network Administrator
e J)L—75: Approver

e 7 )L—7 6 : Network Operator

e J—7"7: Help Desk

& — )BT BT 7 4 v SHEROFERNZ > Tid, [Security Manager N OHER & v —/Ld
F 73 b OBEEM T (P8-11) ZBMLTLKEE N, 2—HF a—1Dh A~ A XFIEICHOWTIE,
[Cisco Secure ACS 2 — /LD H AKX~ A X| (P8-11) &ML TLIEEW,
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N

GE) ZOBEWT, JIA—TREor— AL ERINTOW 2N —TFOESETLIHY THA, HE
TerEARZETLTHDL, F2—FiZue— 280 Y CTEJ, [Cisco Secure ACS THO=2—H
TN—T~pra—/LEN YT (P.8-26) #ZMML T,

AFwF 4 CiscoWorks Common Services TV A7 LAl —V L L THEAT I 2H L2 —F2ERLEST, Z0
2= WE VAT LERE TN —TICEIN YT, TS ALK THT_RTORELHE5 LEST, 20—
Pl U CRRE SN EHRIFEHRM, % T, CiscoWorks @ [System Identity Setup] ~X— ¥V T H SN E
T, [V AT LAl —F OE#] (P.8-22) #ZHWL T LI,

AFwv 7T 5 [Cisco Secure ACS TOEPFIRET /NA 2D AAA 7 74T hE LToEM (P8-17) (AR £ T,

Cisco Secure ACS TOEBEEMRT/INAIAD AAA YV SA4F7> e LTDIEM

Security Manager (27 /N1 XA %A AR — F 3 5121%, Cisco Secure ACS THT /31 A% AAA 7 74

TURELTRETALENHY E£3, X T, CiscoWorks/Security Manager % —/ 3% AAA 7 7 A

TR LTRETOLENRD D £,

Security Manager 7%, Catalyst 6500/7600 /XA ZAHD FWSM &7 7 A 7 U 4 —)b T34 2 LT
HEINTZEF2V T 4 U THFAREEHLTWDIEHAIT. TREO a7 F X h &5 Cisco
Secure ACS |ZEMT 2 MERH Y 9, FEEIZ, IPS T84 A ECEHRINTZTRTOREE I —

BT 20 EHH Y E9,

BHRT AN AEBINT 550, NDG 2E% L THEDT A A &y hOBEHIC2—P &2 #H R

DINEIMDITE - TERY EI, kDX ITEDET,

o TRTDOTNRAANDT 7 AZZ—FIZHAT28HE1E. INDG 2 H LT /351 2D AAA
AT FELTOEM (P8-17) ICHHBENTWAEICT A AEBMLET,

o BEDNDG ~D7 7 v AL T EH2—FICFF AT 556 1%, [Security Manager THEMT 521 v k
T—20 FRAA T N—TOHE] (P8-18) ICHHBMINTND LT A A&BMLET,

NDG 2R LEVT/AI AN AAA 7547 L& LTOIEM

ZDOFIETIE, T /31 2% Cisco Secure ACS O AAA 7 Z A4 7 > b & LTEMT 2 FIEIZ OV THLA
LEd, HAARERA T YV 3 OFEMIZOWTIX, [User Guide for Cisco Secure Access Control
Server] #ZHL T 2S00,

E> bk CiscoWorks/Security Manager —/3% AAA 27 A4 7> hE L TEMTAZ LEEZENRNTZEN,

PERCTC]
« TACS Wit %Mt (P.8-13)

o [HJ# Cisco Secure ACS &~ +7 v 7FIEOME] (P.8-14)

AT7wv7F 1 Cisco Secure ACS &4 —3 3 X—T, [Network Configuration] %727 U v 7 L ¥,
ATFv7T 2 [AAAClients] 7—7 /O FT[AddEntry] 27 V v 7 LET,

2797 3 [Add AAA Client] <— T AAA 2 5472 hOF A M4 (32 THEELTF) 2ANLET. AAA 7 51
7 hDERA NGIE, Security Manager N CTNA AL LCHERAT L PEDOR RS & —HI ¥ D542
BV ET,

Cisco Security Manager 4.3 41 YA kL—>3> A4 F
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AFvT 4

AFyFT 5
ATy 6
AFvFT 7T

AFvT 8
AFv7 9
2F7Fv7 10

7o & %X, Security Manager T R A A L4 % T /SA AL MT 2561E, ACSHD AAA 7 747
¥V NDERA N4 % <device_name>.<domain_name> |ZT A M ENH VY 9,

CiscoWorks H— NZARTZ AT 25613, BREMAA M 2RI 2 L 22 LEd, SA M4
DFFEYVBIELNZ EZERL T ZIW (RA MIFRILFENDLFRRBINETA),

Z DDA BRI ZRITRLET,
e PIXE7IFASA®F=2DT 4 T2 HDHWIE, FWSM BH THRE S/ FWSM &% =
V7 4 27 %X b : <parent_display_name>_<context_name>
e FWSM 7 L — K : <chassis_name> FW_<slot_number>

e V¥ —URHTHRHINIZFWSM EX=2U 7 0 a0 7% R b
<chassis_name> FW_<slot number>_<context name>

e IPS &% — : <IPSParentName>_ <virtualSensorName>

[AAA Client IP Address] 7 4 —/V FIZ® v hU—2 FHRALZADIP 7 RLAEZ AN LET, T34 I

IP7 FLABRRESNTORWES (R =l =732 b2 E) 13, 7 FLAofRbY

\CHGFED dynamic Z A L ET,

Y

GE) ~NATFFE—LTAA R (EEONIC REESNTZTANA R) ZBMLTWEEAIE, & NIC
DIPT FLAZANLET, 7 KL ADRMT Enter ## L £7, Mx T, Security Manager
P — 3 L gatekeeper.cfg 7 7 A VELELTHILENRH D E97,

[Key] 7 4 —/v FIZHEAMEF—2 A LET,
[Authenticate Using] U X b5 [TACACS+ (Cisco I0S)] ##R L £ 97,

[Submit] #2 U v 7 LCEFE&HRF LET, BIMLE=T/5A 225 [AAA Clients] 7—7 /L HICE RS
NnNET,

IOTaBAEBEVIELT, LT AL RAEBMLET,
BMLET A AERFT 521X, [Submit + Restart] 227 V v 7 LE T,
[Cisco Secure ACS TOEFLHIE = —F DO/Ek) (P.8-21) ICHEARE T,

Security Manager TERAT %%y F7—9 T4 X TIL—TDRE

Cisco Secure ACS #fE A3 IE, FHEDOEIMNGT A 2% 5T NDG #ECTx x4, & i,
HIERAHIE R O NDG ikt & —29 5 NDG #{Ef ¢ £3, NDG % Security Manager & —f&
AT R, BEAERT AL RS LT, SEIFERLVNVOHERE 22— 5 TEET, L2
. NDG 2T 20k oT, 2—HF AL, I—ry RICREINTZT A ACKTHUAT L
BEFMERE T CTICRBEINTT AL RIRT HANVT TATHERER DL THZENTEET,
ZOHT, ERFOERZZ—F BICHIV L THZENTEET,

NDG FE#F2—FICEH D Y TEFA, TORDVIZ, 2—Y ZA—TTLIZEL LIz r—/
NDG ##I0 4 TEd, £ NDG L1 20— /ML) B THZENTEEEAN, Fr—/LicHE
BONDG 2505 ZENTEET, TRHOERIT, BRENT2—F TV —TDERO—HE LT
RIFSNET,

|
o KT NA AT 12D NDG DAL N—Z LR ERA,
* NDG I%, Security Manager TERE AIRE/R T /S A A T N—TF N BEMIT LA F VA,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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e NDG OEBLFHFIEIZOWTIE, [User Guide for Cisco Secure Access Control Server] &% 1L T<
ZEWN,

WD REy 7T, NDG OFEICEAT 2HEARNRERE AT v IO THALET,
e INDG & =—H#RE) (P.8-19)

» INDG Héten 7 7 7 « 71t (P.8-19)

e INDG OfERk) (P.8-20)

e INDG tu—Da—Y 7 —T~OffiF| (P.8-27)

NDG & a1—H4ER

NDG T2 —VEHRFEDT NA A &y MIHIBRT 720, RO XL II1Z, R —HERICEELET,

e KRUV—%FRTHIE, TORI) —NEY Y Tonizdbial &b 1 2OFT /A R Txb9 D HERR
RS CWARBENRH Y £,

o RNV V—%ZBETHITIE, TORY —NED B THNIZ T NTOT /A RTxT HHERE R - T
WOLBERDHY FT,

o VPNRUV—%FK R, BF, F203E Y Y TAHITIE. VPN AR RO 7N TOT /3, A2k
HIEREE > TWHLERH Y 9,

o TNRARIZKRY —%E DY TAHITIE, R —NEY B TENTMMDT SA RTHKT DHER %
FoTWaNEIMZERRL . TOT AL AOHROLPMLETT (LR L=k 512, VPN R
U =3 Fshcd), 2L, EREFEE S TV ARNT AL ACEHY Y THNTWERY —%ZEH
THZLIFITEERA,

GE) ATV VEEETDHIL, FOF TVl FEFEALTWATRTOT A, RS T HEFHERZ
FFoTWOARBEILI SV EHA, 12720, TOTNAAALETERINTET NAALSNVDET V27 D
FEEXEEFT DI, BEOT A AT HEFHERZFF-> TWDILERDH D £,

MEER
e [Security Manager CiH T2 1%y N —27 T4 2 I A—TDO%E] (P.8-18)

o [=2—F MR (P.8-3)

NDG #eED7 - 74 71t
NDG #/Ek L C, 7/3 A Z38MT 5121%, NDG #iEx2 7 7 7 1 71T 2081 H Y £,

BEIER
e INDG D1ERk) (P.8-20)

* INDG & rm—nOa—4 7 r—7~OEf 1T (P.8-27)
* INDG & =—HHlR] (P.8-19)
e [Security Manager Tfifid+ 2%y hU—27 T4 2 Z)—TOE ] (P.8-18)

AT7wF 1 Cisco Secure ACS @} &4 — 3 > /S—=T, [Interface Configuration] %27 U v 7 L £,
ATwF 2 [Advanced Options] %27 V v 7 LE 7,

AFwF 3 RI7ua— Xy LThb, [Network Device Groups] = v 7Ry 7 A4z LET,
AFyvF 4 [Submit] %7V w7 LET,

Cisco Security Manager 4.3 41 YA kL—>3> A4 F
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AFvF 5 [INDG OfERk] (P.8-20) ZiAE T,

NDG DER

ZOFINETIEH. NDG Z21Ef% LT, T34 ZAZ BT 2 HECOVWTHBALET, £7 31 2L 1 50
NDG IC L gT 220N TEERA,

B>k CiscoWorks/Security Manager ¥— /3% 5 Lokl 72 NDG Z1EKT 5 Z L 2 HER L £,

(X L& BRI
INDG #6807 7 7 « 74k) (P.8-19) IZit# s CW\WA X512, NDGHEEZT 7T 4 712 LET,

BEIEE
e INDG ¢t um—NDa—Y J)—T~DOEHEA )] (P.8-27)

* INDG & =—HHER] (P.8-19)
e [Security Manager Tfifi4 2%y hU—27 T4 2 Z—T D& (P.8-18)

ATFvF 1 JFvEs—v 32 N—7T, [Network Configuration] #72 U v 27 LET,

BANE, TN TDT /31 275 Not Assigned [ZELE SN E T, ZOHPTICIE, NDG WICAF(E LR D> 72
FTRTCOT A ABEEFESNET, Not Assigned £ NDG T2 Z LIZHERE LTSN,

AFwFT 2 NDG ZERLET,
a. [AddEntry] %7V v 7 LET,

b. [New Network Device Group] ~X—¥C, NDG 04 iz AN LET, HAEIX 24 LXFTT, A
NR=2EFEHTEET,

c. (A7 ar) NDGHOTRTOT RS ZATHEHAEISNIF—2 AN LET, NDG HOXF—%2 EHE
T 5L, NDG NOEBIDT NA Ak L TCEREINTZ TR TOF—N EEXINFET,

d. [Submit] 7 U v 7 L TNDG Z{#*FLET,
e. ZO7ukvAEBYIKL T, HLWNDG Z/EHK L £,

AFYT 3 NDGTFAAAZBEMLET, T34 2L 1 DD NDG DA L NN=Z LR NZ LICEELT
<TZEVY,

a. [Network Device Groups] = U 7 ¢, NDG O4Rixz27 Uy 7 LET,
b. [AAA Clients] =V 7T, [AddEntry] 7 VU v 27 LET,

c. NDG ICGEMT 5T /A ADFEMA TR L T2, [Submit] 22 U v 7 LET, FEIcOWTIL,
INDG %2 LZ22WF A 20 AAA 7 54 7 R & LTOBMI (P8-17) #BBLTL 72&W,

d Zo7abREEVKLT, Y OFT A A% NDG IZEML EF, Not Assigned 77 =V IZF&T
CEEMRATREME DT NA ZR T 740 b AAA Y —TT,

e. DT NA AZFE LG, [Submit + Restart] #27 V v 7 LET,
XFw 7T 4 [Cisco Secure ACS TOEFHE ~—FD/ER] (P.8-21) IR E T,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
m. 0L-26559-01-J |



| $8% 1—¥T7HoLrOEE

Security Manager & Cisco Secure ACS 0#t& M

e

B> kb Cisco Secure ACS & CiscoWorks Common Services Dfta 7 28 ANET LgthiE, v—v
%4 NDG I[ZBB#ftIF 5 Z RN T&EEHA, INDG L r—nLDa—W J)L—TF ~OREH AT
(P.8-27) #ZHL T E,

Cisco Secure ACS TOEEFIH1I—FDIERL

Cisco Secure ACS @ [Administration Control] ~<— % L C, CiscoWorks Common Services
AAA &Y N7 v 7 E—RFOERIEAINIEHET 7 b ER LET, Security Manager I3,
ZOTH T REFEALT, ACSH— N7 7 BALTCT U r—va v 58k L20, T4 A
N—=T AN=2 T TN—=T 2y b7 v T EMEbERLY | ZOMOIEARNZR ACS L DT —4
DORYVDY 24T7-720 LET, FFEMIC OV TiE, [CiscoWorks TD AAA © > N7 v 7 E— ROFKIE]
(P.8-23) LML TIZEV,

ESPERCTE]
» TACS #& %1t (P.8-13)

o [®)# Cisco Secure ACS &~ N7 v 7 FIEOME ] (P.8-14)

AFwF 1 Cisco Secure ACS @ b4 — 3 /N—"T, [Administration Control] #727 V v 7 L&,
AFw7 2 [Add Administrator] #27 U v 7 L£9,
AT7v7 3 [Add Administrator] X—Y T, FEHEDLRIE XA T—RFEZASLET,
ATy 4 WROBHERHEZBIRLET,
e Under Users and Group Setup
- IN—=THNO2—PITHT HFA]D T 7 A
- INBHDITN—TDOHRKEIMY T 7R
e Under Shared Profile Components
- TNRAAavr Ry b XA TOMER
e Xv hU—JFE

A7Fv7 5 [Submit] 27 Y v 7 UCTHEHEZ(EK L 7, FHEOBERICMHEMATRERA T > a ORI O
TiX. [User Guide for Cisco Secure Access Control Server] %S L T 7Z&\,

CiscoWorks TE{T9 58S FIE

Cisco Secure ACS TO#AE % %~ ([Cisco Secure ACS THEAITT 2HETFIE] (P.8-15) #BM) 25%
T L7 5. CiscoWorks Common Services TWL DD Z A7 52T T ALENRH Y £9, Common

Services 14, Cisco Security Manager <> Auto Update Server 72 EDA VA h— A KRT 7V bFr— 3
@ Cisco Secure ACS ~D & §x% EITLET,

KD kB> 27T, Cisco Security Manager & #t &3 2355 12 CiscoWorks Common Services THEITT 5
FMNZHDW T L E T,

e [CiscoWorks TOr—hL 22—V DOfER] (P.8-22)

Cisco Security Manager 4.3 41 YA kL—>3> A4 F
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o [T AT A2 —FDEFE (P.8-22)
o [CiscoWorks TD AAA &> N7 v 7 E— FO®E] (P.8-23)

o [ACS AT —Z A @M D SMTP V— L VAT LAEHEDE S A—1L T KL ZADOHRE
(P.8-25)

CiscoWorks TOO—hI)L A —YDYERE

CiscoWorks Common Services @ [Local User Setup] ~X— % ffi [l L T, Cisco Secure ACS TE &
Nz A7 Ligl=—4 ([Cisco Secure ACS TOHOxZ—H L a—H JL—T7DE#H] (P.8-15) &)
tFEolKFALre =NV 2—F Thy o bEERLET, ZOr—hV a2—%F THU U ME, % T,
VAT LBy N7y A S ET, IOV TR, TV RT A#A =Y OEE] (P.8-22)
EHRBLTLIIZEN,

ESPERCTE]
» TACS #e& %1t (P.8-13)

o [H)# Cisco Secure ACS &~ +7 v 7FIEOHE] (P.8-14)

ATYF 1 KOSSRIZHE, Common Services @ [Local User Setup] <—VICBEN L7,
Security Manager 731 > A h—/L I TN H P —3>
Cisco Security Manager 7 7 U 7 —3a VDT AV k7 74 2 >
admin 7V h a A >
[Server Administration] >
[Server] > (A==— kL7 ¥FEE) >
[Security] >
[Single-Server Management] >
[Local User Setup]
AFyF 2 [Add| %7V vr LET,
ATv7 3 Cisco Secure ACS TY AT AR —FAER LT L EICAN LI b DO LR CARTE NAT — RE A
J1L %9, [Cisco Secure ACS TOa—Hba—% VL —T7DEFK] (P8-15) LTI EZIN,
AT9T 4 [Roles] DFDF v IRy I AT XCAHUIZLET,
AFvT 5 [OK] %27V v/ L Ca—HFEMERLET,

AT LENA—YDER

CiscoWorks Common Services @ [System Identity Setup] X— %M H L T, [ UH— " EiIcEE S
ZRUCRAAL VBRIOT 7V r—vay 7R @B LTV L —"HlEEL A R —7 VICT 2158
2= (VAT LAFR =Y EMEEIN D) BERLET, 77V = a viE, VAT ARl —F %
LT, YE—F CiscoWorks = LD 7 v 2 &AL £+, L, Hio, =2—Fon s o1
ANZ. 770 r—va yORBUEN L E R G E IR B T,

Mz T, YAT L 2—HFE, 774~V ZRIZPTTICR T A 22— L TRASNATND
GEWCY T H A7 2 FTT LIl L EHESNET,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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I THRE LI VAT LBl —H 1%, CiscoWorks Tlim—h/ 2—H L LT (F_XTHOa—/L23E
DBTHEND), ACS THET AL RZKT DT R COFEEZFFO2—P L L TERTILELHY £
T, MEREHEEZF O — P EBIR L0 o 72385A 1%, Security Manager CE¥E SN/ T _XTHOT N
AALERY =R RTERWVATREENDH D £, LICEDRNTKROFIRZEIT L2 Z L 2 L T<
7ZEW,

e [Cisco Secure ACS TOx—H Lt a—W FL—T7DEHK| (P.8-15)
e [CiscoWorks THOra— /)L = —HF DIER ] (P.8-22)

ESPERCTE]
» TACS ¥ %1t (P.8-13)

o [®)# Cisco Secure ACS &~ N7 v 7 FIEOME ] (P.8-14)

WD/ AZHEVY, Common Services @ [System Identify Setup] <X— BB L 77,
Security Manager 731 > A h—/L I TN H P —3 >
Cisco Security Manager 7 7 U 7 —a VDT AV Ny 7 A4 a2y >
admin 7V h a A >
[Server Administration] >
[Server] > (A=a— kL7 ¥iH) >
[Security] >
[Multi-Server Trust Management] >

System Identity Setup

Cisco Secure ACS TERR L 72 v 27 Ll —H D42 A1 LEd, [Cisco Secure ACS TH = —
Yea—W 7L —TDiER] (P8-15) 2ZMLTIZE N,

ZD—YFDONRAT—RE AL CTHERLET,
[Applyl] 27 U v 27 LET,

ﬂlpll

iE

CiscoWorks Common Services @ [AAA Setup Mode] ~<— %] L T, Cisco Secure ACS % & E 77
N A MEX -G AAA T —RNE L TERELET, AT, KR2EORNY T v 7 =2
EEFRTEET,

Z OFNAIL, CiscoWorks & Security Manager (38X UNA 7Y a3 > @ Auto Update Server) @ Cisco
Secure ACS ~D& &2 FIT L £ T,

CiscoWorks Common Services ¥ 721% Cisco Security Manager %7 > A > A h—/L LT2HE1E, 22T
BRELIE AAA Y N7 v 7RREFEINERAL, MA T, TOREFEANY 7T v 7 LTHA VA =L
BRIETXTEERAL, ZOED, WIFNPOT 7V r—2a yOF L=V a T v 77— T
%A1, AAA Y b7 v 7 F— REHHKEL T, Security Manager % ACS IZFFRELT 2 LR H
VET, EHT v TTF—FOEAIE, TOTOEARLELY FHA, AUS REDH LWT 7 47—
v a % CiscoWorks EIZA v A M— T BEHIL, DT 7Y r—3 3 & Cisco Security Manager
TEBERTOMERDHY T,

[ oL-26559-01-J
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BEEA
« TACS A%t (P.8-13)

e [#1] Cisco Secure ACS &~ +7 v 7 FIEOME] (P.8-14)

ATvF 1 KOS RZHEV, Common Services @ [AAA Mode Setup] <X— VI E L7,
Security Manager /31 > A h—/LEN TN B P —,3 >
Cisco Security Manager 7 7 U 7 —a VDT AT hy 7 T A4 ar >
admin 7 v b v A v >
[Server Administration] >
[Server] > (A=a— kL7 ZiHF) >
[Security] >
[AAA Mode Setup]
AFw7 2 [Available Login Modules] ® F T [TACACS+] ##R L E T,
ZFvF 3 AAA XA 7L LT [ACS] %I LET,

ATy T 4 K3 D0 Cisco Secure ACS H— 3D [P 7 KL 2% [Server Details] = U 7IZAH LET, B4
V=R —ox ) =%, 7T = N_"THEENRBELLEHZEDO NNy 7T v 7 e UTHRE
LET, T_XTOY—TRH L/X— 5 D Cisco Secure ACS NIEITL TV DHMLENRDH Y 77,

N

GE) BHREINZTXTO TACACS+ —1NISE Lo 725461, admin CiscoWorks 72— 5 /b
THI NEERLTrZ A LThE, AAA E— F% Non-ACS/CiscoWorks Local (T2 5
THRENRDHY £, TACACS+ F— DY —EAREEShZ6H, AAA T— F& ACS 104
W AMENDY FT,

AFwF 5 [Login] =V 7T, Cisco Secure ACS ® [Administration Control] X— Y CE#R L= EHE DL HIZ A
HALET, MOV TIE, Cisco Secure ACS TOEEGIEH~—VDIERK) (P.8-21) #HMMLTL
770,

AF9T 6 ZOBEHEDNAAV—REANLTHRLET,

AFT9F T Security Manager ¥ — 3% Cisco Secure ACS ® AAA 7 7 A7 & LTBMLZE ZIZAS LT3t
AWEX—Z AN LTHRLET, INDG 2 LARWT A 2D AAA 7 747 > b & LTDEN]
(P.8-17) ML T EI0N,

AT9 7 8 [Register all installed applications with ACS] = v 7 R v 7 A% 42 LT, Security Manager & %
DDA A N —NEFRT 7Y lr— 3 % Cisco Secure ACS IZE 6k L FE 7,

ATv7T 9 [Applyl 27 Vv 7 LTREMERGFLET, RBRRA—ICBREOESLNFRINET, BERET
THEAYE—URERRENET,

AFw 7 10 Cisco Security Manager @ Daemon Manager ¥—t 2 Z 8 L £9, Daemon Manager @ F L) |
(P.8-25) ZZMML T ZIY,

AFw 7 11 Cisco Secure ACS IZFH e /A v LCu—LZ2F{a—F L —F128 0 4 TEd, [Cisco Secure ACS
TOx—H F—TF~pu—/LEN YT (P8-26) &ML TIIZEW,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
m. 0L-26559-01-J |



| $8% 1—¥T7HoLrOEE

Security Manager & Cisco Secure ACS 0#t& M

ACS RT—EZ ABHAD SMTP —NELRTLEBEDEBEFA—IL 7 FLADEE

o)

FTRTO ACS —"PBEHARRRIC /R o 7235E 1%, Security Manager TH A7 2T TC&EEFXHA, 1~
A v a—HiE, ACS B4 %foté?X?é’%ﬁLJ: SLF oL, WA (BEERFTIRREZE
Z6NTI) TV r—varmrbul Ty hEnET,

SMTP H#— & v 2T NEBE Z5k%9 5 & 9 (2 Common Services % #% € L7ZHA L. TXTD ACS
P — XM HAREEIC 2 > 72 & F 12, Security Manager 7> HEHEITE - A — /L A /“E UNEE IR

FT, TOAvE—VIZLY, BARMLELELTIMEICH L TESEEN TN TEET, B
# 1%, Common Services 7> HIE ACS BiA N MIHTE LA - Ave—VEZITWMAZ &b dH
nEJ,

ATv7 4

Security Manager (X, BT a 7DET., 777 4 7 1 DER. ACL V—VOHIREINZR EDA X
YR AATICHET OB LA NEMERFETEET, T THRET D SMTP F— NI 26 Dl
LEHINETN, BEBHBOE A —/ T KL AT Security Manager TRESNE T, 2D LI RE
F A=V T RVADBREFIEIZONTUE, 20—V 3 ORG D [User Guide for Cisco Security
Manager) 7». 75 A T D TA v ~LVTEBRLTLIIES N,

WD RZZHEVY, Common Services @ [System Preferences] ~—VIZBEI L £,
Security Manager /31 > A h—/LEN TN B H— N>
Cisco Security Manager 7 7' U 7 —>a VDT AT "y 7T A4 a2 >
admin 7 v b n s A v >
[Server Administration] >
[Server] > (A =a— kL7 ZiH) >
[Admin] >
[System Preferences]

[System Preferences] ~<—C. Security Manager #3M#i F Al g7 SMTP ¥ — SOAKRA A EIXIP 7
RUAZATLET, SMTP H—NE, B A=V Ay E—VOREFIIR L T —VPRAEZ ZRTE
FHEA,

CiscoWorks DN EF A —/VOEFICHEHARRRE T A — 7 RLAZ AN LET, THUE, Security
Manager OB OEFITHEH SN D E ?f_ll/TI\I/ZEI—JL/ T HMEEHY FH A

ACS ' —AR"BHEHAREICRDE, ZOT AT M (BEORZOT AU b)) A vv—UNREE
SNET,
[Apply] 27V v 7 LTERERTF LT T,

Daemon Manager O HE#ZEl

ZDOFIATIEX, Security Manager ¥—/3® Daemon Manager O FHiE B FIEIZOWTHLET, Z 0
BT, B L2 AAA REMEENCT 0TI BERH D £9, % 9 ThiE, Cisco Secure
ACS TEBINT-ERIEM A A L T CiscoWorks I 71 v CT&x £,

BEEIEE
e [#1] Cisco Secure ACS &~ +7 v 7 FIEOME] (P.8-14)

o TACS fta%ff) (P.8-13)

[ oL-26559-01-J
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AT97F 1 Security Manager % — A VA h—AENfo~vrliivn A4 LET,
ATwF 2 [Start] > [Programs] > [Administrative Tools] > [Services] %R L C [Services] 7 4 ' KU & & &

o

ATYFT 3 A CERENTE—EAD Y A b, [Cisco Security Manager Daemon Manager] % 3&R L &
R

AFwF 4 Y —)N—T [Restart Service] R¥ > %7V v 7 LET,
RFw 7T 5 [Cisco Secure ACS THOZ—H Z N —F~pu—/LE V4T (P.8-26) ITHEHLFE T,

Cisco Secure ACS TDA—H J)IL—F~A0O—)LE|YHT

CiscoWorks, Security Manager, 3 XN EDMOD A > 2 b —N$FHT 7Y 7 —3 a % Cisco Secure
ACS IZ%§% L7= 5 Cisco Secure ACS THELT-2—% ZJA—TDENFIICr—LEFHYVYTHZ
ERTEET, Ihbor— Lo T, 7V —THNO—F ) Security Manager THEITEFF Al &
nNo77varhRkESnNET,

22— I —FIcu— L xE 0 B THFIET. NDG BEHEINDNE I MNITE - THRARY F7,
e INDG ZfFEH LAV —H FL—TF~nua—LoE YT (P.8-26)
e INDG tu—NDa2—Y F)L—T~DOEHEN T (P.8-27)

NDG #EFERALGEWNI—H FIL—TFTADO—/LDOE|Y LT

ZOFIETIEZ, NDG BEHREINTVWARNWGEED2L— J A —T~DF 7 4/ s a— LOEIY YTHik
IZOWTEH LE4, FEMICc oW TiL, ICisco Secure ACS &7 4/ b m—/b) (P.8-10) &ML T
<7E&EW,

(X L& BRI

e TN v—NT LIZa—W I —TE{ERKLET, [Cisco Secure ACS THOZ—H L a2—H
TN—TDEF] (P8-15) #BML T X,

e RO Iy ZIZEHMEINTZFIEEZEITLET,
— [Cisco Secure ACS CTEITT 54 ATFNE (P.8-15)
— [CiscoWorks THEITT D4 FIE) (P.8-21)

BEEIEE
e [CiscoWorks @ —/1iZ2>W\W T (P.8-6)

e [Cisco Secure ACS 7 —/L{Z>\TJ (P.8-9)

AFwF 1 CiscoSecure ACS i /A4 LET,
AFYFT 2 FEHF—var =0 [Group Setup] 7 Vv LET,

AFYT 3 VARG IVRATLAEHEHAO—Y 7 L—7 %8R (ICisco Secure ACS THO—H L a— 7
N—TDEF (P8-15) #&M) L TH 5, [Edit Settings] %27 U v 27 LET,
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e

EVh IAV—TLEEROHDIATNIIEELELT, ELWIA—TERHRELLTWVEIICTDHI ERNT
TFET, IN—T7EERL T, [Rename Group] #7 U v 7 L, 4HiZEELET,

Z D7 N—7IZ System Administrator = —/L &Y B TEF,
a. [TACACS+ Settings] @ F® [CiscoWorks] =V 7 E TR a— /L XU LET,

b. &HIO [Assign] &7z »&EIR L T, CiscoWorks 7 —/L® U X k)25 [System Administrator]
IR L E T,

[Cisco Security Manager Shared Services] =V 7 £ CAZ u—/L ¥ LET,

d. HHID [Assign] A7 a »&ER L T, Cisco Secure ACS =—/1D U A k5 [System
Administrator] #3#R L 97,

e. [Submit] %27 Vv 7 LT, FV—TFREEZRFLET,
BOoOoo— LI L TCZo7ar A& 0K LT, Fo—NLZ@Etdga—y JL—7128 0 Y TEI,

Cisco Secure ACS C [Security Approver] 2 —/L % 72 |% [Security Administrator] = —/L Z®&R$ 2 &
=%, fkbitv CiscoWorks #—/L & L T [Network Administrator] Z3iR4 2 = & ZHELE L 9,

ACS NDOFT 7 )V b a—)LDh AH <A XJFiEIZHOWTIE, [Cisco Secure ACS 7 — /LD H A X~ A
2] (PB-11) #BHLTLIZE WY,

NDG ¢é&O—)LDaA—H FIL—TF~DEES I+

ATFvFT1
A7y 2

NDG & v — L% B# ] 1F T Security Manager T 7 54541%. [Group Setup] ~X— T DK D 2 HFT
TEBREIERTHDLERND Y £7,

e [CiscoWorks] = U 7
e [Cisco Security Manager] — U 7"

LT Y THOERIL, TEXAHETMHET—HTAXLENHY £9, CiscoWorks Common Services N
WIFE LW AR A o —/LE 7213 ACS v — A& BT 25513, 20— IZE0 Y Cohi-H
RIZEESWT, CTEAEITIEWERAERT 2L oI LET,

Security Manager CHER S22 —% J L —7 2L OREfT I 2 ERT A HLERH Y £7, =& 2iF,
g O AR — MAYEEZ S —F JL—TNHA5AIEX, 202 —F JL—TE2RIRL T, A
EHIE N O T A 2 % & Te NDG & Help Desk 12— L& B#AHT 52 R TE LT,

[ZLC&HBHIIC
NDG ¥Ge% 7 7 7 4 712 LT, NDG %Z1Ek L £ 9, [Security Manager CHEHAT A%y hT—27 T2
AR ITN—7DRE] (P8-18) #BZML TIZI W,

ESPERCTE]
» TACS #e& 2 (P.8-13)

o [®)# Cisco Secure ACS &~ N7 v 7 FIEOME ] (P.8-14)

F s — 3 =0 [Group Setup] #7 V v 7 LET,
[Group] U A hnb—HF 7 —T7 %I L TH 5, [Edit Settings] #27 V v 27 LET,
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Je

EVvh IAV—TLEEROHDIATNIEELELT, ELWIA—TERHRELLTWVEIIZTHI ENT
TET, IN—T7EERL T, [Rename Group] #7 U v 7 L, 4HizEELET,

AFvF 3  CiscoWorks N T35 NDG ¢t v—nLE~ vy 7 LET,

a. [Group Setup] ~— T, [TACACS+ Settings] ® F® [CiscoWorks] U 7 ETAZ a—/L ¥
LET,

[Assign a Ciscoworks on a per Network Device Group Basis] Z# &R L £7°,
[Device Group] Y A k75 NDG Z@#IR L 77,
Z D NDG ZB#ffIT 2 REm—LZ 2 0DD I A P LERLET,
[Add Association] #7 U » 7 L9, BS#EfF 2 [Device Group] A v 7 TR RS NET,
ZOTut A& E LT, B LOBEA T A ER L ET,

BRI 2 HIBR T 512X, [Device Group] 7> 5 £ A4 R L T, [Remove Association] 7 U >
7 LET,

AFwF 4 Cisco Security Manager N Cfi 32 NDG ¢ v—n&2~y 7 LET, UEBIORAT v 7 CERE L-EHE
FFIZTE DT EWVBEEMTZERT 20 ER N H D £,

a. [Group Setup] ~—" T, [TACACS+ Settings] ® F @ [Cisco Security Manager] =Y 7 £ TR~
a—) Xy LET,

[Assign a Cisco Security Manager on a per Network Device Group Basis] Z 38R L £ 7,
[Device Group] U A kx5 NDG &R L £,

ZONDG ZHEEMITERE 0 —LE20DD) A M BERLET,

[Add Association] %7 U v 27 UE$, B#EfHIT 2 [Device Group] AR v 7 AR R EINET,
ZOTaEAEBEYIRL T, B LWBEM T ZER L £,

Q@ - ©o 2 0 T

- ® Q 0O o
/ : . h : b

(3¥)  Cisco Secure ACS T [Security Approver] 2 —/L % /=% [Security Administrator] = — /L % B3R
35 L xiE, KbV CiscoWorks 7 —/L & LT [Network Administrator] %3R4 5 Z & & H#E
ﬂj‘% L/ i ‘d_o

(GE)  CiscoWorks Common Services (213 [Network Administrator] EW 955 7 4V bdOv—Lindh
Y $£9, Cisco Secure ACS (Z1% Network Admin] ¢ WIH T 74/ b —ARB3H0 £4, =
NHOr—/UEE—TiEdH Y £ A, Cisco Security Manager N TOHER DU D0MTDNWT,
12— VR RIS TNET,

AF9F 5 [Submit] #7 Vv 7 LTREMERTELET,
AFYT 6 ZOTrEAEHEVIKLT, EYOx—F ZL—7HDNDG ZEHLET,
ATy T T ER LB 2 R1F9 5121, [Submit + Restart] 27 U v 27 LET,

ACS NDT 73V k B —/LD AKX~ A RFFEIZOWTIL, ICisco Secure ACS v— /LD H A X~ A
X (P8-11) ZZML TS ZEIN,
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Security Manager & ACS OBEERD S 7L a—

TAT

KD k¥ 7T, Security Manager & Cisco Secure ACS OFHAAEM DXV 523 FIR TH A7 5 mlREM:
D& % — M) 2 A ORI ITEIZ OV TR L E ¥,

M4 D /R— 3 > @ Security Manager & 1 >® ACS Offiffl] (P.8-29)

TACS E— R CTRIEICKILT 51 (P.8-29)

MREA Y T 7 B A a2 7 2EHE ] (P.8-30)

TACS DZEH ) Security Manager (23K xS 7z (P.8-30)

TACS TRRE S NTT /A AR Securlty Manager [Z&7R S 1720 (P.8-31)
[Cisco Secure ACS MW EFEARHEIZ 72 > /2% D Security Manager TOE¥ | (P.8-31)
[Cisco Secure ACS ~D7 720 7x] (P.8-31)

[ /VFHR—Lb T8, A D BREORME] (P.8-32)

INAT B R OEHITERE ST A AL S BREOME] (P.8-32)

BHD/N\—2 3 > D Security Manager & 1 20D ACS DO

1 2® Cisco Secure ACS & 2 DD 72 2% /83— 3 @ Security Manager % — 5 ICIEE AT A,
7o & 2%, Security Manager 3.3.1 & Cisco Secure ACS Z# 4G LT 5, BIOME CHFOA A
=% T v 77 L — R #7/Z Security Manager 4.0.1 O % 5E L TV 5413, Security
Manager 4.0.1 &, Security Manager 3.3.1 ICERA SN T2 b D & Ii3HI0 ACS Z#HET HLERH
nET,

BEAF @ Security Manager > A h—/V% 7 v 7’7 L — K9 1UE, [F U Cisco Secure ACS % L#E i)

ACS £—

Dz

EMTEET, RBEIIGU T, HRBRENEHFINET,

EEICRBNT B

Security Manager % 72 /% CiscoWorks Common Services (22 7 > L L 9 & L T CRRAENKRIKT
%354 1%, Common Services Z{#f L T Cisco Secure ACS Z#FEH D AAA — L LTCRHEL T
el LTh, ROFIEEFETLET,

ACS #— 3% Common Services & Security Manager % £E47 L TV 5 — OGRS HES S
TWDZ Lz LET,

f# A L’Cb\él PEEER (=—FHELERXAT—F) BACSNTERINTEY, #lka—
P IN—TIZENETHNTND L Z2HERLET,
ACS @ [Network Configuration] ~— "¢, Common Services #—/378 AAA 7 747 h& LT

ERINTVWDHZ & &R LET, Common Services ([AAA Mode Setup] ~~—<") & ACS
([Network Configuration]) TEZRSNIZHEMEF—N BT LR LET,

Common Services @ [AAA Mode Setup] X— T, % ACS +— D IP 7 FLANELL EF#
NTWLHZ EEMRBLET,

ACS @ [Administration Control] X—Y T, ELWT ATV FRERINTNDE Z L 2R L E
‘j—o
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e Common Services @ [AAA Mode Setup] ~~— 127 7 &2 LT, Common Services & Security
Manager (8L AUS 72 EDMD A A N —iEHT 7V r— 2 ) B Cisco Secure ACS 2%
INTNDLZ L EHRLET,

e ACS T [Administration Control] > [Access Setup] {28 L T, ACS 2% HTTPS #fE HIZRE I
TWLHZ L EMERLET,

e ACS v 72 lkey mismatch] =7 —MNEXIAFN TV LA, Security Manager — /323 % »
FT—2 TRARATN—T (NDG) DAL N—L LTERINTNEINE I DEHRBLET, £
OEEIE, NDG O ¥ —BHENHIER S TWILE, £ O F —7A Security Manager — 1\ % & i
NDG WO % DT NA R L TCERINTEF— LD WERIND Z LICERE LTI EE N,
NDG HIZEE SN 7=F%F —7»%, Security Manager V— SOFRE X — L —HT 252 L 2R LET,

HARYERT7 IV CANTESNEVRATLERSE

7 VHERR & F§-> System Administrator & L TR 74 » L7223 63, Security Manager @3
TORY = R=VIIHEABYERT 7 A L CTE WAL, Cisco Secure ACS TR DO FIEE 5
TLET,

e (NDG Z#f#HLCWAHA) Cisco Secure ACS OF 4 —3 3 /3—D [Group Setup] %7 V v
27 L THh 5, System Administrator == —4 17— L' CiscoWorks & Cisco Security Manager @ j#7 %
DRERFT~TH NDG (F:1Z, Common Services/Security Manager ¥— 3% & ¢p NDG) (28
FFbhTnWadZ L 2R LET,

e JFES— 3 X—0 [Network Configuration] 27 U v 7 LThb, RO FIEEEITLET,

— Common Services/Security Manager #—/32% Not Assigned (7 7 4V k) Z—7 280 X4
THONTWVWRNZ & EZERLET,

— Common Services/Security Manager ¥—/328 RADIUS Tid72 < TACACS+ #ffH325 L 5 i
BEINTWDZ LR LET, TACACSH L, 2 BOY— " THR— S TWVWDHMHE—
DEX2UT 4 FrbhalTT,

N,
(3¥) TACACS+ %721 RADIUS M Security Manager TEELT 2% v hU—27 T34 &
W=, AL vF, T7AT U4 —NRE) ZRETEET,

ACS MOZEEA Security Manager [ZRRE gLy

(E)

Security Manager & Cisco Secure ACS 4.x ZfiH L TW 56 1%. Security Manager %—/3 koD
Security Manager ¥ 7= /% CiscoWorks Common Services (212 7 A > L7z & &2 ACS 2> 5 DIFH N

¥ ¥ v ¥ 2 SHE T, Security Manager (27 27+ > H1{Z Cisco Secure ACS @ [Network Configuration]
L [Group Setup] CEHE &Mz 784 1%. Security Manager C, ZDEEN, T ICEREINZ, F
ik, TIHEBTR LRV AEEENH U 97, Security Manager & Common Services #2277 7 b
LTENDLDOY 4 FUZBLThDL, HERZ A LT, ACSHoDFEREZY 71y v ad 0%
NH0ET,

ACS TEEZMZ DHLENH L%5E1E, 277 U h LT Security Manager 7V ¢ & U Z L THh 6,
UICER A VT D HERRAN 7577 4 ATT,

Cisco Secure ACS 3.3 [TV A —hSNTVWERAD, ZONX—V a0 ACS AL TV DEA T,
Windows #— "2 % B\ T Cisco Security Manager Daemon Manager — bt 2 % Hid@h L, ACS D%
H % Security Manager IZE RS E2D2MERH Y £,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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ACS TEREINT=T/\1 X Security Manager [ZRTR S LD

CISCO Secure ACS LT E L727 /3A A8 Security Manager ([ZFE R SRV, T34 ZADOFER
WZRE S B & BbivE T,

Security Manager CEFRT 57 XA ADERTLAIL, TDT XA A% AAA 7 74T e LTEMLE
EEIZACS TRELIARE BT D2LERNHVET, ZOZ LIE, FrlZ, FAAL LA EEHT 5
HICHEETY, Security Manager T KA A A% T /31 AL I MT 585615, ACS WD AAA 7 7
AT v hDOKRA N4 % <device_name>.<domain_name> |25 5 LEN H U E3
pixfirewall.cisco.com)

Cisco Secure ACS M EZEAREEIZLE - 7= D Security Manager TODEX

ATFvT 1
ATFvFT 2

AFvT 3

Cisco Secure ACS N EIFEARFELR AL, Security Manager ¥ v ¥ a VAN BEZ T £T, TOH
#BH D Cisco Secure ACS b —R"EHERATL74+— NV N LTV NRA VT TANT I T ¥ OBFEZ KR
FTAMERLY ET, BEOY—NEHEATHZLICL->T, WFRD ACS H— SORIEHAEN
b ThH, Security Manager NOVEEZ ki T £,

& v F7 » 71T Cisco Secure ACS 78 1 Obb\a FNTELT, ACS BEIERREIZ/R -T2 T%
Security Manager "CO{E¥ % ki 9~ 5 %4 1%, Security Manager % — N L Cow— 7‘J/V AAA FBFEICY)
DEXDZENTEET,

FE
AAA E— NIZEE T 2I121F, ROFIEEZFEITLET,

admin CiscoWorks = — /v 74 v > k% L T Common Services IZn 71 > L& T,

[Server] > [Security] > [AAA Mode Setup] Z %R L T2 6, AAA £— F% Non-ACS/CiscoWorks
Local KA LET, ZhizLk->7T, v—H/L Common Services 7 —H ~<X— R & %@n‘ﬂ%kii\%klﬂ —JL
AL CRIAE LRI EZETTEET, m—WAGEEFIHTHI21E. AAA 7T —F_X—ARICe—7
WV —YEERT DLENRDH D T,

[Change] #7 U » 27 LET,

Cisco Secure ACS ~D7 Y ANDET

ATvT1
ATvT 2
AFv7 3
ATv7 4

Cisco Secure ACS 234 7 > L2722 Security Manager (27 7 £ A CT& < 2o 2854 1E. RO TIE
EEITLET,

e ACS ¥— N ET Windows — ¥t A& ## L T, CSTacacs — E A & CSRadius — & R 235 f#)
LTCWDEINEIDEHRLET, LEISLT, INL0Y—ERAZHER LI T,

e CiscoWorks Common Services TR D FEZ FEIT L £7,

admin == —% & L C Common Services {2227 A > L £7,
DOS 7 > Ko BT, NMSROOT\bin\perl ResetLoginModule.pl % 317 L £,
Common Services Z#& 7 L T2 56, admin = —¥ & LTHEr /4 v LET,

[Server] > [Security] > [AAA Mode Setup] IZB#E) L T226, AAA £ — F% [Non-ACS] > [CW Local]
£ F‘&:g% Li‘é‘o
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AFvF 5  Windows ¥ —tE 2% C, Cisco Security Manager Daemon Manager " — bt 2 Z Fii@h L £,

TILFHR—L TN RIS RBEREDRERE

Cisco Secure ACS IZBIME N7~V TFHR—L T34 A (## D Network Interface Card (NIC; % > bk
T—0 A B—TxAAN—FR) PREINTETNAARA) BEETERVESIE, =—Y a—1ics
NAADEFHEMRPEENTWZE LTH, TOT A ADIP 7 KL AD AT FEICH S MENSRKAE
THAREMERH Y 1,

< )LF R —2I T34 A% Cisco Secure ACS D AAA 7 547 hE LTEETAHHAIZNIC 2D
IP7 RLAZEBELTLLEEW, ANT AN Enter 28 L £, FEMIC>WTiE, INDG % 1£ 4
L7RWT A 2D AAA 7 74T > hELTOEM (P8-17) #ZRL T ZEW,

NAT IR OERICERE SN =T/ 1 RIZ# 5 R DRE

Cisco Secure ACS IZiBMENT7= NAT B £ 721 NAT %D IP 7 KL AZFFOT N, AERETE RN
BlE, =Y BTN, ZAOEFERHERPZENTHNZE LTS, RELEZIP 7 FLAITHES RE
DIEAET HAREMED B Y £ 7,

T34 A NAT RO HITRRE STV D4 1E, Cisco Secure ACS @ AAA 7 7 A 7~ FRET
TNAADTNTOIP T FLZ (NAT fife NAT ez &ie) #ERL T 2S00, ACS ~D AAA 7
FAT v MREDBMBIEZDOWTIL, [User Guide for Cisco Secure Access Control Server] % 2/ L
TLIEEN,

Common Services 4.0 #{FFH L1=0O0—7AJL RBAC

Security Manager 4.3 £ ¥ H i, Cisco Secure ACS ZfiH T 2 EE R AU v NI, (1) FrEkRHERE v
b (FFEDORY v— XA TOFRERL T 22— FICHRAT 25672 E) 2L CERICREOEN
a—F a—VEEKRTEL L, 2) XYy RNU—27 TAL R TA—T (NDG) #&ETHZ LI
FoTRHEDT NA A=W EFIRTE L& Tz, ZOX D RRLEDE VR G Tr—
NR—AX T 7EA arbr—/] (RBAC)) i%, Cisco Secure ACS Z{HEF L TW/aWERY | Security
Manager 4.2 LIgiDO/N— 2 > CIIAIAT& 8 A TL7, Security Manager 4.3 Tix, ACS =t
FHZr— /v RBAC #F]H T& %5 Common Services 4.0 ZfEH T 25720, Z DX 5 ki D@
(RBAC) #FIACTxET,

Security Manager 4.3 Ti, ACS 4.2 & O HBMENHERF STV EF, [Security Manager & Cisco
Secure ACS O#te ] (P.8-12) #ZML T ZE W,

(G¥) RBAC #8E% ACS »>5 Common Services (ZBAT L7\ —Wd, FEITITOLERH Y 3, BIT
27 VTR, MMOBITYHR—bbbD EHA,

Common Services 4.0 (21X, =P DD AZ L n—)LE2ETEL, 2—VOBREFEOO— VA2 I AX <A
RFTHEDDT AL ZL~LD RBAC A0 9, IROMREA T TX £1,

o —VOEIH GBI, HIKR., RE)
© TAAALASLD RBAC RIS HTDDOFR Y PV =7 FAL A T =T (NDG) O
o HAHE LA T—LOEH

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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Common Services 4.0 #EAL=0—s/) RBAC W

o Z—YF IN—T FRARA T )N—TF~DE— LD S

o (XY NU— 7V bOFER], =R AT V27 FOEHE | BIO® 7722 L—
DEE| REORI—FT V7 b ZATERY — F A LI DR DS EHE,

WOV T DR AT Z55T795Z & T, Common Services 4.0 Zfifl L Tua—7h/L RBAC #FiETX
ij‘o

o [FRHFE— FOFE] (P.8-33)
o [Z—4%H| (P.8-33)

o [ N—T7%H] (P.8-34)

o m—/L&8 (P.8-34)

e T\ EL
Foal E— FDERTE
WOTFNEEFITLT, IFACST AU bEFRELET, BEACS T H U b (P8-2) #&MLTL
ZEN,
WIZ, [CiscoWorks Local]l = 7’1 > E ¥V 2 — /LA FEIR L ET,

Jo

B>k [CiscoWorks Local] i% Security Manager @27 V—2 A VA2 h—L DT 7 /L METT,

aA—HEE

Common Services @ [Local User Setup] ~~— VIZBEI L £ 7,
Security Manager 7281 > A h—/L EN TN P —/3>
Cisco Security Manager 7 7' U 7 —a VDT AT oy 7T A4 a2y >
a—FTHU s A >
[Server Administration] >
[Home] >
[System Tasks] >
[Local User Setup]
[Local User Setup] X—¥C, 2—FERIRL, KOT 73 VONWTNNEBIRTEET,
e Import Users
e Export Users
e Edit
e Delete
e Add
* Modify My Profile
BEO2—YF 2 RIRT 2586, [Edit] 1 TERTE EEA,
2—FEEBRLRWEGEIL. ROT 7 v a rOWTINERIRTE £,
e Import Users

e Add

Cisco Security Manager 4.3 41 YA kL—>3> A4 F
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¢ Modify My Profile

[Edit] £721% [Add] Z8IRT 25 E1F. RO 3 DORAIZ A TONT NN EEBINTE ET,
e Full Authorization
¢ Enable Task Authorization

¢ Enable Device Authorization

gI—TEH

Security Manager @ [Device Groups] ~—JIZBE L £7,
Security Manager 731 A h—/L I TN H P —s3 >
Configuration Manager 7 7' U 77—y a > DT A7 by 7 T3y >
a—FThyrharsA >
[Tools] >
[Security Manager Administration] >
[Device Groups]

Common Services f % —7 = A A (Security Manager 28 > A b —/L &L TV % H—,3 > Cisco
Security Manager 7 7'V 77— a VDT A7 by 7 TAay) EEHALTT NS R T A—T%2EHT
LT EIFTEERA,

O—) &

[Role Management Setup] ~<—IZBE L £,
Security Manager 281 > A b —/L &N TN DL P —3>
Cisco Security Manager 7 7' U 7 —a VDT AT oy 7T A4 a2y >
a—W ThuhnsAgr >
[Server Administration] >
[Server] > (A =a— kL7 Zi5) >
[Security] >
[Single-Server Management] >

[Role Management Setup]

[Role Management Setup] ~~—I2IE7 7 4 /v h @ —/ (Approver, Help Desk, Network
Administrator, Network Operator, Security Administrator, Security Approver, Super Admin, ¥ X
¥ System Administrator) 3%~ &4V E 7, [Role Management Setup] ~X— 121, IBM L2 A Z A
n— (bo%E) bRRSNLET,

[Role Management] ~—<"Tli%, Add. Edit, Delete, Copy. Export, Import, Set as default, 3L
Clear default D& #HEEZFITTE T,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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CiscoWorks Common Services (X, Security Manager (2, ¥ —/SETOA X h—/L T A A b—
NV, BLOHA A M=V HOT7 L—2 U —7 242 LE 9, Security Manager +—/N Y 7 + U =7
DAVARN=NVELEZET A VA=AV T T —=015AEL7HEIL. Common Services DA T A
~/L7® [Troubleshooting and FAQs| &R L T E3 W,

WO NE Y 7iE, AX > RT7ry "= 30 Cisco Security Agent &, 7747 b VAT A
F 7213 — 3 EIC Security Manager B Y 7 h T =7 TV = a A A VA M=, T VR
h—=b, FEFHA VA M=V LTz & TR AT D ATREN O & 2 B ORI 7,

e [Cisco Security Manager % — & A DOjtd@) Ef: | (P.A-1)

o (W72 TCP A"A— k& UDP A— b OafER Y X b (P.A-1)

o [Security Manager +—/SD hZ 7 Vv a—F 47 (P.A-3)

e [Security Manager 7 74 7> FD s T T )V a—TF 47| (P.A-10)
o [H—NRNELT7FZXFDFEIT] (P.A-16)

o =N R IFTNYa—T 4 TIHERONE] (P.A-17)

o [H—NRTotR AT—HADERELEH ] (P.A-18)

o (=N A A= usd 77 1OMHE] (P.A-18)

Cisco Security Manager —E X DS E 4

Cisco Security Manager ¥— B 2%, $FEDNEF TEE) L 72341, Security Manager 25 1E L < #5E
FHA, ZhHOV—ERDOHHAIX, Cisco Security Manager Daemon Manager ¥ — & A2 X > CTHil
#EET, Cisco Security Manager #— B 2D #EHEh & A FI3EE L2 TL 72 &V, F£72, Cisco
Security Manager % — E A IZFEB TEIEE 7IFBRIB LAV TSV, FFEDO—E X2 FHEHE) Lk
AL B 720 A 1L, Cisco Security Manager Daemon Manager % FHi2EI L C, X COREEY — &
ANRELWIEFCEIES X OB T 20 ERZH Y 77,

WHETL TCP /R— k& UDP R— FDOEEH Y X b

Cisco Security Management Suite 7 7V 77— 3 %, 774 T > b7 70 r— 3 v LiEfE
TEHEMERHY T, TOMOF—RTFY r—va I 3loarta—4% FIZf VA =L T&E
T, BEEFRHESEDEDITE, FED TCP A— k& UDP A— F 2T, F77 1 v 7 EFIE

Cisco Security Manager 4.3 1 YA hL—> 3> HAF
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B »=4TCPK— k& UDP R— FOEIEN YR F

FITE D X5 T 2RLERS Y £, WAL, BEAY— X LHK— 1) (P3-1) CRBRSATHS
H— b EWEFTHRTT, 2L 77U r—ya VASBEREER Z & BRI LESAIL, KO
MOK— P HBC BESLH Y £, U A MEE— MERIACIEATOET,

£ A1 BELGY—EXELR—F
2
n
HBEFLFER7 T 45— R—+BF/ -E[L o | m
HY—ERX vay R— +DEHE Doz R
FTP Security Manager & TMS #— |21 TCP — X
[ oE(E
SSH Common Services 22 TCP — X
Security Manager 22 TCP — X
Telnet Security Manager 23 TCP — X
SMTP Common Services 25 TCP — X
TACACS+ (ACS 0%4) Common Services 49 TCP — X
TFTP Common Services 69 UDP X X
HTTP Common Services 80 TCP — X
Security Manager TCP — X
SNMP (AR—1V 7)) Common Services 161 UDP — X
Performance Monitor 161 UDP — X
SNMP (FZ v ) Common Services 162 UDP — X
Performance Monitor 162 UDP X |—
HTTPS (SSL) Common Services 443! TCP X |—
Security Manager TCP X X
AUS TCP X |—
Performance Monitor TCP X |—
Syslog? Security Manager 514 UDP X |—
Common Services (Security |514 F721% 49514 (Z |UDP X |—
Manager 734 > A h—/L &1 |OITOMTEE M)
TWRWEGEE)
Performance Monitor 514 UDP X |—
(Security Manager 231 > A
k=L ENTWRWEE)
JE—h at— 7o haji Common Services 514 TCP X X
HTTP Common Services 1741 TCP X |—
Security Manager TCP X |—
AUS TCP X |—
Performance Monitor TCP X |—
RADIUS Security Manager (#M AAA 1645, 1646, 1812 TCP — X
LDAP =) CHr#l) . 389, 636
(SSL). 88
Kerberos
Access Control Server HTTP/HTTPS Security Manager 2002 TCP — X

Il _Cisco Security Manager 4.3 f VX FL— 3 v HS K
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Security Manager ¥—/\® 5Ty a—Fc25 M
* A1 WEGY—EXRER— &)
2
n
9o = L
HEFLEER7 T r— R—rES/ o nm| o
Y—ER vayv R— +OEE N o R
CiscoWorks 7 — k ¥ —/X—H ®» HIPO Common Services 8088 TCP X X
A—h
Tomcat ¥ v > hF 7 Common Services 9007 TCP X |—
Tomcat Ajpl3 =217 ¥ Common Services 9009 TCP X |—
T R R Security Manager 10033 TCP X |—
License Server Common Services 40401 TCP X |—
Daemon Manager Common Services 42340 TCP X X
Osagent Common Services 42342 UDP X X
F e BN Common Services 43441 TCP X |—
Sybase Auto Update Server 43451 TCP X X
Performance Monitor 43453 TCP X X
DCR & OGS Common Services 40050 ~ 40070 TCP X |—
Event Services Software Service 42350/ UDP X X
44350
Software Listening 42351/ TCP X X
44351
Software HTTP 42352/ TCP X X
44352
Software Routing 42353/ TCP X X
44353
A =X (CSTM) Common Services 50000 ~ 50020 TCP X |—

1. Cisco Security Monitoring, Analysis, and Response System (Cisco Security MARS) 777 A4 7 v A LA A 1T 5720
lZ. Security Manager &7 7 4/ s TA— bk 443 L0 HTTPS i L E3, ZOHMTHOR— b E2EMT 5085 nERIRTE F

o

2. Security Manager O A b—/L¥£721L7 v 77 L — RIFIZ, Common Services syslog —E 2 R— k23 514 725 49514 IZAE S L

%9, & & T Security Manager 37 > A VA h—/LINTHE, F— MI 5S4 ICRINEEA,

= W — — »
Security Manager 4—/\®O b3 TV a—F 4 Y
ZOHETIE, WOBMZBEZLLET,
o {2 A=Y —EE] (P.A-3)
o A AF—NFBDOY—[EE] (P.A-5)
o 7oAV Ab—NHOH— 1 [EE] (P.A-8)

42X =LY —/N\EE

Q V=AY TET=2TDOA A= MRICRRENIZZDOAN VA=V 2T — Ay =3 L0
o ERTT D,

Cisco Security Manager4.3 1 VX FL—Yav H4F i
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A V—RITINT2TDA VA=) ZTT7— Avb—ULFiHEE A2 (PA4) ITRLET, 2D
FIXREOXFTOT VT 7 Xy MEIZERSNTWET,

£ A-2 AVRP=IL IF5— FyE—T (—/)
Message AyvtE—CDEH d—HRE

License file failed.ERROR:
The file with the name
c:\progra~1\CSCOpx\setup
does not exist

4512 Common Services &£ T
TV =g mT U VA
FP—nLELOELTERMRLEL
72

1. =%y vy MFTLTL, BEBLET,

2. LURARNY =T EFEHLTROT R ZH
BRLEI,
$HKEY7LOCAL7MACHINE\SOFTWARE\WOW6432Node\Ci

sco\Resource Manager\CurrentVersion

3. Security Manager A A h—/L L7274 L7 b
VT, setup EVOLARIOYTT 4 LU MU EER
LETJ,

4. CMFLOCK.TXT zHIFr L £7 (FET5HH).
5. Security Manager # {1 > A b—/L LE T,

Corrupt License file. Please

enter a valid License file.

FABUARA T A NBHEL T

T4 2Bl T 53] (P2-8) ML TS

WAHN, TAEBUVA T7AILD |\,

N DL T,
Corrupt License file entered |5 [Alfii TR T A £ A [OK] %27V v 2 LT, 94 A TT— K (70l
for 5 tries. Install will Ty ANSDRALENT LT | Ry 7 A% LT ¥4 F— RORDEEICHER E T,

proceed in EVAL mode. Press

OK to proceed.

AIREMEAS B 0 £, BT S [
KL= 6, A v A h—LHNEE
flie— RIZZEbY £,

One instance of CiscoWorks
Installation is already
running.If you are sure that
no other instances are
running, remove the file
C:\CMFLOCK.TXT.This

installation will now abort.

412 Common Services {R1E 7
TV lr—va kA A N—Jb
Ld&oE L TRELZATREMED
HYET,

C\CMFLOCK.TXT 7 7 A V& HIBRL TH b, b9 —
ERLTHT RS,

Severe

Failed on call to
FileInsertLine.

P SBA=F KT T %
A= 2T A Al LT
WEH A,

[ — O Ef R L OHESEfmE| (P3-3) #5MLT<
720,

Temporary directory used by
installation has reached
_istmp9x. If istmp99 is
reached, no more setups can
be run on this computer,
they fail with error -112.

F—SET, VT RT=T Ay
A b IE B BRI IR S
HFED W 7 A AT T
WET

F—=NEDO—WT 4 L7 U THENS [ _istmp) 3CF
FINGENIZY 7T o7 P ZELET, 20XL)
BRYTT 4L N ETRTHIBRLET,

Il _Cisco Security Manager 4.3 f VX FL— 3 v HS K
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Security Manager ¥—/\® 5Ty a—Fc25 M

& A-2 AVARAP=IITF3— FAytE—¥ (—/\) #HEZ)
Message AyvtE—CDER 2—HRE

Windows cannot find
'C:\Documents and

Settings\Administrator\WINDO
WS\System32\cmd.exe'. Make

PR— IR TWARWNIZEH 230 [1. Terminal Services &7 4 &t —7 /LI L E7,

57, Terminal \Servi(\\:es %A = OFNEIC ST, %D URL 12d 5
oA b IA R =TT L [Installing and Getting Started With CiscoWorks

sure you typed the name f:ﬁfﬁéﬁﬁ&?p EFL Ao LAN Management Solution 3.1] @ [Terminal
correctly, and then try P VAR ILT = v 7 Y 2 Server Support for Windows 2000 and

again. To search for a file, F] (P4-3) #&=M L T2 & . o i
click the Start button, and ||, Windows 2003 Server] hE > 7 EZZRLTIZES
then click Search. ° VY,

http://www.cisco.com/en/US/docs/net_mgmt/cisco
works lan_management_solution/3.1/install/guide/
IGSG31.html

2. Security Manager b 9 —FE A > A h—/L L TH

TLIEENY,
Setup has detected that A 2 b=z Windows 7 |1, %WINDIR% (23 & JATe 72 8 DY) 2 ME R A 5
Al e s L e Yy MM T = 7 SR ENTVLILEMBLET, A A P—ET
ose unlnsta ie an . . . - o o
restart setup. Error 432. 7, CiscoWorks Common 7oA /Z\ h—suid, Dfﬁﬂ/ﬁﬁ%‘ﬁ ="
Services & A > A h—/L LT\ DAUNR=RERT DUNERNDHY 7,
ks |2 [OKI &2 U 57 LTET— A=V E ML,
it ool IShiold - . Windows 7251 777 kLT, 10— VEREH
Zri i, Tnstaliohield |- WA #5072 b A LT Windows (CFF R 7/
T— AvkE—URERINE .
A LET,
R
Q. =R A UA =T R E TR (N TT ) LEGAEEED LESW0INTT
A. V7—FLTH S —ERALTHTIESN,
Q. Cisco Security Manager & Cisco Secure Access Control Server Dl 7% 1 DD A7 A EIZA >~
A b=/ TEET D
A A VAR=LLRNWZ EEHLRELET, L — 3 L TO Security Manager & Cisco Secure ACS
for Windows O#EAFITYF AR — K I TWEHA,
Q. Security Manager 5 — % X— 2D 7 T TR B O E TT D,
A. Tivoli 2 DFy NI — 7 EBT 7Y r—v 3 V&AL T, Security Manager 284 > A h—/L &

Nl A7 A kI Cygwin & A > A h—/L L7256 13, Security Manager 7 — % N— A DNy 7
Ty AR LET, Cygwin 27 A VA h— L LTL &,

A4 2VR M=ILEOY—/\EE

Q.

A.

Security Manager f > % —7 = A ABRRI N2V, F0id, ELSERRSINRY, HDHWIE, FF
EDA U H—T 2 ZAEBNRFTOES, FEIZMATL X 90

W OWDOABEEMEREZZONET, ZOUVAMNNOVFIFEZBZRL T, A V¥ —T =4 A TBE
EHZ DA S B HEMAAREZEE L, UL TLEEN,
o MERY—ERAOWNW ONBRY—NETEHELTWERA, Y—DT—F L v X —T ¥ %

HEBHLT, TXTOF—EADEBNETTDDER->TH 5, Security Manager 7 71 7
ChAEBREB L TERLEL TATIEEN,

[ OL-26559-01-J
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o W NZHPREET A AT AX—=ARH Y ¥ A, ¥ —/3EOD Security Manager /X—7 4
avOEERENSOOMB LU EHD Z L aMHELTIIEEN,

o BEARTAVUA TFANDPHHLTOES, [T/ RCHT 53R (P2-8) 2L T
<TEEWw,

o Y—NTHEAIN TS Windows SEENELE > TWET, KEHEFEN— 3 > O Windows _E
DOFEFEL . AARFENN— 2 > @ Windows LD BARGE LY FR—FEnThEEA (TH—10
s LOMERE R (P3-3) 22M), MOSiEIEA v A b— L snienN—Ya D
Security Manager |[ZHEEH A 5. 2 2[R H Y £9, £72. GUI EROXEIZAIREMEO H
DIERD 1 2TF, PAR— PSRN TWARNWEEEEHL TV LT, FA—-FIhTWLE
A IEIRL TH 6, Security Manager 7 A VA b —/LLTHA Y A =L LTLEEV,
(=T TV = a DT A A=) (P5-16) #ZRLTLIZE,

o X v hU—27 $fi £ T Security Manager f > A b—/L 2—F 4 VT 4 ZEITLE LN, =
OFERFEEH R — FEhChE®H A ([Security Manager #—~3, Common Services, ¥ &
WAUS DA v A =) (P5-2) 28), h—N VT =T &7 A A=V LTHA
VARNNATBMERHYVET, (VA" T TV 5= a7 A4 A =] (P5-16) %
ZRLTIES,

o UIAT VN VAT ANRE/NROBEHEEWIZLTWERAL, (7747 ho#f] (P.3-8)
EZRLTLEEN,

e HTTP ZfEH L LS & LE LN, X8R e ka3 HTTPS T7.,

o RHEUETNERINERA, Security Manager 7 74 7> b HL CWAEFIC, 774
7 ¥ b A7 A LT [Display Properties] =¥ b m—/L /SR L & BV T, [Appearance] ¥ 7 T
WS ONDORELLEL LR H Y £, Z OB LY 512i%, Security Manager 7
TAT VR ERT LT, FREHL T LI,

s MESTITIT 4 Y I AN—RORIANITITI =T BRI TAT U N VAT L EIZA VA
=& TnWET, 17747 o] (P3-8) #3RLTIEIW,

BIRE Web 77 U %M L T Security Manager ~® Web A V' ¥ —7 =4 A& 5 & Lz & XiT,
Security Manager #—/3 =0 /ewhp/LiaisonServlet (27 27 E AT 572D DRV RN L HBZX DA v
T—UNRRREINE L, THUXE I NI EHTT A,

VYYa—3ary ToRI, ZOMEO—KIUERERERES N TV HREEZRLET,

= A-3 LiaisonServilet TS5 —0DRE & x4k

IE4es xtaiE

=R EZTFIA | ToFIANRT IV r— a7 AV A M=V LET,
WA T I r—a v
NA A=V ENT
AW

H— 3 BT TS 231 > |1IS % Security Manager & AHUER RN 2D, T oA VA M=V T HH4E
A P—=LERTVD RO ET,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
m. 0L-26559-01-J |
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Security Manager ¥—/\® 5Ty a—Fc25 M

= A-3 LiaisonServlet TS—ORE&FME (BFEE)

R

A%

N
J

Security Manager (Z %

R —EANELWN

BENIRRET B2 M ENRH S ¥ — ' R1E Cisco Security Manager Daemon
Manager 7217 C9°, flLd> CiscoWorks ¥ — B R IFEIFRET HLERH

IEFECRIM ST | D £9, Daemon Manager 23t Ciscoworks ¥ — E A& EE)§ 5 F Tl

2 N DEEBRHDZ EICEBRLTLLEED, ZRH0—E A%, EL
WIEFCEBT2MLERNHY £5, FEITH—ERX2EHL-LETT
T—%BlERITHREMERH Y 5,

casuser /XA U — K casuser 2 7' (X, Windows B LA U T, 93T® Common

Services # A7 & Security Manager # A7 \Z7 7B ATEET, kOLXH
IZ casuser /SAT— K& VU +Ey hLET,

1. ¥—ARETavwr R e 2l ET,

(G¥) Windows Server 2008 il L TWAHAEE, a~v>» R v 7k
%P < & %12 [Run as administrator] 7'+ a2 V2 EHT 2 LB R’ H
v ET,

2. C:\Program Files\CSCOpx\setup\support\resetCasuser.exe EANT
L., Enter Zff L £79°,

3. 7Y a1 (casuser NAU—FRDT X LA 28R ET,

. Security Manager L CH—_"EDT 4 L7 MU EBRLIZEEIL, m—I L KR 2—57

IRFREN, vy TSN TATEERINERAL, E5LTTT M,

. Microsoft iV —X t¥ = U T 4 53272012 Windows DREHT Z DERE A AR E LT,

Security Manager CTIERT LML EDH LT XTDOT 7 AN (FA B A T AN E) ZH—
FICHRETDIHEND Y £7,

HAGE/N— 3 D Windows @ [Start] A == —IZ Security Manager 23 FE /R S L7V D172 T

o,
S LD BEOA T g o, FEAEITT S L D I RE L R 0 £, A

N— 3 O Windows NOEFEE L THFFEIIY AR — FShTWERA (T — " DOEfEE LU
HI) (P3-3) 2ZM), ar bo—n "X 2FHLT, SHEE2AAHEIC) By PLTIEEN,

. =D SSL FEHE RN/ > TWET, £72. DCRServer 7’2 AMBM L £ A, REIT

il L X 57

. = O BAFEZEEEZN SSLAEAZ0FHEEMZY Y PERTWET, [ & b — L%

KiF =y 27V A ) (P4-3) 2ZRL T ZEV, ZOMBEICHLT 2121, — 3D H /I
AOFEZY Y FLTLIES W,

L RE T FAT U MROBRICERN SN T e Fa O ANBERISNWERATLE, T 74V

FCHERESNLD T B F a3V TTo, MOE—FEEH L TIORELFHTEL T OILERH
D ET D

s RO ANV FTAT U A A N A LERER. TN RT, =R S

A7 EOWBETe hard LTHTITPS AMEH SN ET, WEEFT 74240 7 ha vz
LTHRIESNTWDH =D, ZOREEZTFHTEFRTLILETIHY $HA,

[ OL-26559-01-J
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Security Manager ¥—/3\Q b ST a—F a5

7u hankt UTHTITP &8R4 547 a ik, =AU Xb=F L3N, 7747 b

A VA F—F &FEFT LT Security Manager 7 7 A4 7> b& A VA b=V LTIZBAICORFERTE

FT, L, =L T4 T MHOBEET 3L d LTHTTP 2 LR 2 & & H#ELE

LET, 2747 ME, $—"BMERAT L CRESNTT 0 ha vzl 20ER”SH Y F
7T

. VMware B 7 v 7Z AL TWVWBEES AT LD T 3 —< UV ARZIT AN ONRWIEEET L

T, HEIE. VAT LAONRy T v 2K L 0 £,

. Security Manager # %17 L C\\2% VM I D CPU BNEID ¥ THNTND Z L 2ERL T ES

W, 120 CPU LEID U THENTWRNWS AT AT, — DO ATFATIZT 4 ET 1125 L
TZITANLGNRZWIEE DR T p—< VA RT I ERDPSTVET,

. BRER EDOWL O O#EAER, SQL 7 = U —fift 2 m I A L TR L £97, FIRIEmTL X

PRAN

. Sybase D—K7T 4 L7 NI DT 4 AZFELNE D 2L 720 —FT 7 A VOVERIC KR L 7= 7T

PERBH Y F9, 774/ hTiE, Windows O—7 4 L7 kU D FIZ Sybase D —K~7 7 A VIME
MINET, VAT LEE SA TMP RERSNTWHHEIEL, SA TMP IZlBESNT=T 4 L7 K
VIZ—HE7 7 A VHMERR EIVE T, Sybase D7 7 A V3ELE SNDT AV kA 27 ) 7 L
TH B, Security Manager % fFi2@h L %7,

FoA VR M—=ILhDY—/\EE

IOT A A=V 2T = Ay —=IFE V)BT,

ToVAVAM I T — AyE—ULEHER A-4 (PA-9) \ZRLET, ZORITLHOIFD
TAT 7Ry MEZESBRTOET, 7oA YA F—L =T — &y —YOFEMIC OV TIE,
Cisco.com T Common Services 3.2 D~ == T L EZZR L TIZEV,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
m. 0L-26559-01-J |
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Security Manager ¥—/\O +FS TN a—F 4 VT
= A4 TFIOAVR =L IT5— AyE—D
Message AytE—CDER 2 —HEE

C:\NMSROOT\MDC\msfc-backend
refers to a location that is
unavailable. It could be on a
hard drive on this computer,
or on a network. Check to
make sure that the disk is
properly inserted, or that
you are connected to the
Internet or your network, and
then try again. If it still
cannot be located, the
information might have been
moved to a different
location.

DA =TI ERRNA
RN H Y £9, [OK] 27
Vo LTAyE—VEEE
THUMIMML T HMERD
VEEA, TOLRNoT25
A, ROEKMO—FE721%
AR EH S — kT
A v —UNRERINDAIHE
MY £,
-5 7 A NHER
Windows b CA x—7iZ
o T 5,

- AT TA L T A IVEIERN
Windows b TCA x—7iZ
o TWB,

Ay E—VEMELTT VA v A b—A BRI LT85
B, RO THEMED & 5 XHLEED — b T2 1204 %3
LT, b9 T UA VA b= %o THTL S
W,

BEI77AILHE

1. [Start] > [Settings] > [Control Panel] > [Folder
Options] Z&IN L £ 7,
[View]| # 7 %27V v 7 LET,
[Advanced Settings] ~1 > D—F FE TR r—
NLUET,

4. [Use simple file sharing (Recommended)] 7 = > 7
Ry 7 A%F7IZLTo00, [OK] %227 Uy 7 LE
R

*I34 2 271 ILEH

1. [Start] > [Settings] > [Control Panel] > [Folder
Options] Z&IN L £ 7,

2. [Offline Files] # 7% 7 U v 7 LET,

3. [Enable Offline Files] &= v 7 AR v 7 A& A 71T
LTmb, [OK] 227 Vv 27 LET,

C:\temp\<subdirectory>\

setup.exe - Access 1is denied.

The process cannot access the
file because it is being used
by another process.

0 file(s) copied.
1 file(s) copied.

T AR R—ILRRIL F
L7,

P—REYT =R LTHhE, =TTV r—v s
YOT A A =] (P5-16) IZREHENTWATE
NEAFIFTLTL &V,

Windows Management
Instrumentation (WMI) is
running.

The setup program has
detected Windows Management
Instrumentation (WMI)
services running. This will
lock some Cisco Security
Manager processes and may
abort uninstallation
abruptly. To avoid this,
uninstallation will stop and
start the WMI services.

Do you want to proceed?
Click Yes to proceed with

this uninstallation. Click No
to exit uninstallation.

M CWMI BRI T3
. HEDDE S TH— N Eo
WMI —E X% A X —T T
L7zm[gEEnH Y £97,

[Yes] 227V v 7 LET,

[ OL-26559-01-J
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| Security Manager 7 547 D RS TNV a—F4 0T

Q. TUAVARN=TRNATT T LIEHAIEE D LIz TT,

Al VT7—=FL 685 —ERLTATIEIN,

Q. 7oAV AM=FIT crmdmgtd T —EAPILEL TRV EWNIHED A vE—UNERRIIN,
Do you want to keep waiting?] &AL NTZHEITLE D L bWNTT D,

A. TVALYA M=V R VT MNTE, A7 VT RREA LT U M T LRNCMDITIGE Ligholc
crmdmgtd V—E R ZEILT 5 MENEENTHET, [Yes] 27V v 7 LET, 1FLAEDOHA,
crmdmgtd y—E XL, Z2D%, TREBVITEILELET,

Security Manager 7 5472 DS TN a—T4 29
COHETIE, ROFERICBEALET,
o A b—nthDr Z747 v MEE] (P.A-10)
o A AN=NHDIFA47 v MNEE] (P.A-13)

—_— ==
AR M=ILBDY AT MNEE
Q. VATV N7 T 2TDA VA M=NAIFIIRRENTZZIDA VA=) =T — XA vE—0F
SV EHTT D,

A. V94T MYV T RI2TDA L AR—)L TF— Ayt —ULEIHER A5 ICRLET, 2%
WO FO T VT 7 Xy MEIZIENHTWET,

£ A5 AVRP=ILIF5—AyE—2 (VFA4F2H)

Message AyE—CDER 2—HRE

Could not install engine jar UBIOY 7 =T 4 A F— 1. KOLEBVIZBEILET,
VT A A M=)V RBFIRT C:\Program Files\
InstallShield 231 L < BifE L TW» Common Files\
FH A, InstallShield\Universal\

common\Genl.

2. Genl 7 NVHFDALFAEEE L ThH, 95—
& Security Manager 7 74 7 FDA A
F—=ZRLTHTLIEE N,

Genl BEELRWEAIZ, RbYiz
common DA4RIZEE LET,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
m. 0L-26559-01-J |
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Security Manager 547> kD F5T0va—F125 M
# A-5 AVRP=ILIF— A= (UFA4F72R) (&E)
Message AyE—CDER 2—HRE

Error - Cannot Connect to
Server

The client cannot connect to
the server. This can be
caused by one of the
following reasons:

The server name is incorrect.
The protocol (http, https) is
incorrect.

The server is not running.
Network access issues. Please
confirm that the server name
and protocol are correct.

The server is running and you
are not experiencing network
connectivity issues by
loading the CS Manager home
page in your browser.

H— 333 5T HTTPS k5
T4 w7 AICEREI N TV A AR
MERH D F9,

1. 77 0¥inG,
https://<server>/CSCOnm/servlet/login/logi
n.jsp |\Z& % Cisco Security Management Suite
F2y by Fica s A4 LET,

[Server Administration] %7 V v 7 L %7,

[Admin] 7 1 & R 7T, [Server] > [Security]
RN L ET,

4. TOC T, [Single Server Management] >
[Browser-Server Security Mode Setup] % #4R
LT» 5, [Enable] A7 3 > RZ 2 DER
SNTNDLZ L EMERLET,

FTay REUPIBIRIN TV o
B, FNEBRLTHS, [Apply] 27 VU v
7 L/i‘j‘o

5. Ymr 7 FmFRRESNIZb, Cisco
Security Manager Daemon Manager % i )
LET,

6. 570ffoTinb. b5 —& Security Manager
IIAT M EEHLTHTIESN,

FNTHERTERWERIE, =7 — Ay
TB—URIR LTV AIMDOR[REMED & B [ %
e LT E&EN,

Error - Cisco Security Agent
Running

Installation cannot proceed
while the Cisco Security
Agent is running

Do you want to disable the
Cisco Security Agent and
continue with the
installation?

IIAT 2 RDA A =)L
i%. Cisco Security Agent % {5 1k
TOMERHY FT,

e Cisco Security Agent #7 4 £t —7 WIZT 545
HBix. [Yes] 227V v 7 LET,

o #fEZ ¥ x &/ LT, Cisco Security Agent
EFBHTELETIHAIE, [No]lx 2V v 7L
ESSaR

e Security Manager 7 7 A4 7 DX T A
~IVFNZT 78 AT 585G, [Help) &7
Vo7 LET,

Error - Cisco Security Agent
not Stopped

The installation will be
aborted because the Cisco
Security Agent could not be
stopped.

Please attempt to disable
Cisco Security Agent before
repeating the installation
process.

Security Manager 7 7 A 7 2 k)»
% Cisco Security Agent 1% 11 C
EEHATL,

[OK]Z27 Uy Z LT, 2OTLT— AvE—T%
C, A A b—AEFlLES, b9 A
A b= ZFE TR, Cisco Security Agent % T-8)
TT 4 =TI LET,
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| Security Manager 7 547 D RS TNV a—F4 0T
# A-5 AVRP=ILIF— A= (UFA4F72L) (&E)
Message AyE—CDER 2—HRE

Error occurred during the
installation: null.

URiOY 7 b =27 4 VA h—
T oA A R—= NIRRT
InstallShield 725 1E L < #fE L T\
FHA,

1. C:\Program Files\Common
Files\InstallShield\Universal\common\Gen1 {Z

BEILET,

2. Genl 7 NVHFDOAFAZLEELThHhE, 95—
& Security Manager 7 74 7 FDA A
F—=NZRLTHTIEEN,

Genl BEELRWEAIZ, bz
common DA4FIZZEE LET,

Errors occurred during the
installation.
® null

RUA Y T ATy MR
B E ST % Windows = —
PIZF A, Security Manager
Client 1 A h—/LTEXET,

Windows FEHF L LTrRIA L LTHhDL, bH—
£ Security Manager 7 74 7 DA A h—)L
ERLTHTLIEEN,

Internet Explorer cannot
download CSMClientSetup.exe
from <server>. Internet
Explorer was not able to open
this Internet site. The
requested site is either
unavailable or cannot be
found. Please try again
later.

74T N AT A LEDOS D
Windows 2008 DA 1L,
Internet Explorer £ = U 7 1 &
{LDT 7 5 v M EMNFIK T,
Y= 74T YT b
TxT A A=) a—=T 1
T4 EAym— R TERVARE
PERH Y ET,

1. [Start] > [Control Panel] > [Add or Remove
Programs] Z &R L F 7,

2. [Add/Remove Windows Components] % 27
Vw7 LET,

3. Windows 2> R—F> h V4P =Ky K
7 23BAVZ & [Internet Explorer Enhanced
Security Configuration] F= v 7 R v 7 A% 4
7L T, [Next] 2 U > 27 L. [Finish] %
7V w7 LET,

Please read the information
below.

The following errors were
generated:

* WARNING: The <drive>
partition has
insufficient space to
install the items

selected.

EAR—APRY e RIAT
F2FI =T 1 v a ki
Security Manager 27 7 A 7 > K
EAUA =L LD E LR
PHERH Y T,

[Back] #27 V » 7 L Th 5, Security Manager 27
TAT b aA A =T HRIOEHT IR L
TLEEN,

Unable to Get Data

A database failure prevented
successful completion of this
operation.

PR T HR— APRERE
B+ BRI, 7947 MEER
LT — iz L &L 5 & L7zl
MRS £,

BofEoTinb, b9 —EnZ A LTHTLE
SV, RMERER SR WSEEIT, BERT T
DY —ERARFETLTNDZ xR LT 2d
Uy,

Q VATV N AAN=TBRRHEERU (N7 T ) LEEGEAITE D LI b WnnTdn,

A.

ROFNZA L THTLIES WV, WTFRAOFIECTRIEN RSN D RN H Y 77,

o UFGAT U IVATFALETUVFIANR I T NI 2T RA A =L ENTWBHIEAIT.
ENET A= MILThDb, ) FEA VA P—=FE2FTLTHTIZSN,

o IIAT UM VAT LEYT—FLTDL, 9 —EA VAT EFTLTHTIESN,
* VIAT VN VAT ALETT I UV EMENL T, http://<server_name>:1741 (25 %

Security Manager #—/N 2w 7'«  L$£79, [Forbidden) F721% [lInternal Server Error) &
WHTT— Ay E—UNRRRINTZHEIEL, KLER Tomeat —EANETLTWER A, &

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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Security Manager 547> kD F5T0va—F125 M

EH— %7 — LT, Tomcat OBEIE T2+ 7GRN o 72 2 L B3 7 WA,
Y= 0 TR T D0 ZOMD AT v 7 a 34T LT, Tomeat 23 EIE L TR W ERLH % 5
BT HLERHY £,

Q. A VAM=TIZ, URBIONR=Va DI TAT U IBA VA= INTNEEDT VA A F—

NENDLEVINEDA v E—URERENET, Ll UHOS—Y 2200 T4 72 A
VAR=AERTOWER A, JHIEEETT ),

II7AT 2 FDOA YA P=VERITHA A=, A XA M=TBA A =L ERTNR
W TGAT U RERIBLT, 2OV FAT U MBT VA VAR LEND ENINEDFRSTZRA Y
T —VEERTHIIERHVET, ZDOA v E—ViF, VAT LINCHEDHW LI ARY =
FUBESTHDZENRFRTERINET, ZORXAvE—VURERREINTHIZTIA T DA v
A D= FIEFICEITLE TR, LYRA MY =70 Z2fH L TROF—ZHIERL, 4%OA
AR TIDAYyE—VPRRRENLNELIITLET,

HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Un
install\Cisco Security Manager Client (LA NU =7 ¢ # %[ <IZi%, [Start] > [Run] Z 38R L
T regedit » AJJLEJ), F£7-. C:\Program Files\Zero G Registry\.com.zerog.registry.xml 7 7
ANVDLHEERELET (EARARTTH A,

AR M=ILEDI AT FEE

Q. V¥ =T = ARIELLFRSNARNDIFARE T,

Security Manager GUI Z1E L < Z/R LARWAREMER H Y £3°, ZOMEN 7 FA T b Y AT A
BTN E 0% T A NT5I2iE, [My Computer] #47 U v 7 LC, [Properties] % &R L,
[Hardware] %% L C, [Device Manager] %7 U v 7 L TH 5, [Display adapters] = ~ U % &
BLET, 74720 NI EXFTALZ Y7 LT, HERHERTVWD RTARONN—T 3 Uik
BLET, TOHBT, ROWTNNERIT T ET,

— 7547k VAT AT ATI MOBILITY FireGL 74 47— R23MEHA ST 25461,
A—=FRIMFBLTWIZET A RTANUND KT A N2 AF LTI R LRWIEAERH Y
F9, FHTD FT7A4NF, FEIT Direct 3D "R ETEHILENH Y E9, ZD L5 ebkae
D72 K7 A 3%, Security Manager GUL WO BEHRE 7 T A7 2 b VAT HMIRRTE 20
AREMED B D E T,

— EFF H—FOEA/IE, PCA—=DEH—K A= D Web VA M7 7 EALT, &HFD
Java2 79 7 4 v 7 A TA T TV DORRFEDIEEIMEEE T = v 7 LTLESW, BEMOIERH#
RS TWNDIFEEAED T —AT, BHULORXA—IPEBEDH D RTA N2 AFTLTA
VAR=ATETDOTFEERML TV ET,

HAGE/N— 3 @D Windows @ [Start] A == —IZ Security Manager 77 7 1 7 > h B3 FR SR

WO T,

IIAT v VAT A ETHEEAEATI L IIC, MIKESEOA T a v 2REL TS ATHE
PERBHY T, BAENA—T g O Windows NOEFEE LTHEBIIFR— FENTWERFA, =
Vha— b RRAEFEHLT, SEEAAEICYEY PLTLEE N,

. Security Manager 7 7 A4 7 FRA VA M=V ENTLTY—I AT — g v ET—HELIIEHO

o —H D [Start] A == —IZ Security Manager 7 7 A 7 hRERRENRVD T2 TT
IIAT U heA A= AT HLEIC, B2 A=A LTS a2—YHADOT 2 — I
NEAERRT 200, TRTO2—FHOY a— Iy FEERTL00, Loa—FHOva—
By PR LRV ONZERLET, A = RICZOBRZEE S 25413, Cisco
Security Manager Client 7 # /L % % Documents and Settings\<user>\Start Menu\Programs\Cisco

[ OL-26559-01-J
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| Security Manager 7 547 D RS TNV a—F4 0T

Security Manager 7> Documents and Settings\All Users\Start Menu\Programs\Cisco

Security Manager ICa =32 Z LIl &> T, FE)TEETEES, vYa— My FEMERLRD
T LIEEAE. BBESNT All Users 7 4 VX NIZY 3 — hhy b & FEICERT 2 LERH
DET,

Q. 74T b YRT ALY ASEOBRRREICRN EE U S50, £k, 774 I DNS
TT=RERINDIGEEFE D LELWDNTT

A. 7747 K AT A ED hoests 7 7 A JLINIZ Security Manager — SHO T R Y Z{ERK L7
TR LR WEERHV ET, 2oL ML, Ry MU —27 H®O DNS $— N8RS
NTWRWER I — S OB OISO RN DV T, 77947 b VAT L ET
OB MY EERT HITE, ARRELIFIZOMOTL—0 TR =T 4 X AL
T. C:\WINDOWS\system32\drivers\etc\hosts B & £3 (KA 77 A /VERIZT F U DB
INFECBET 23 FIADRRIFE SN TVET),

Q. Security Manager 7 747 FEEHL TR A LEH &Lz EIZT— AvE—IUNER
ENDHZ Ll m A U EBEERNZ T AN SIE LAY, Security Manager 7 A7 kv 7 322D
RECTHEATEEEA, Bitty N7 v 7OMBMESTHEDOTL L I 5 (Fiz,

Security Manager ¥—/3_1-¢ Common Services Tr 7'+ VERIHFERNZ T AN LIE LIS,
Web 7' ¥ L C Cisco Security Management Suite 7 A7 kv 7O — NIZEKRLET, Zhb
FCFERTL X 95,

A. Security Manager & Common Services (Zxf L T 27 A VEBFET — B XA Z424t3 5 729 @ Cisco
Secure ACS I[ZM B/ AT v TNET LTWRWAREMENRH Y 9, ACS Tr 74 VEREFEHRZ A
JIUE L7273, Security Manager % —/3% AAA 7 74T FELTERLTCOVERA, ZOER
TR, /A TEERHA, FLOFIRICOWTIE, ACSO~v=a7 v aZRL T
ZTE,

Q. Security Manager 7 7 A4 7 ¥ FEHERA L TH—NICu 7 U TEF, RO L e A v B—UPRFER
ENFET, EHLEHLNNTT A,

... repeatedly that the = N\BE/NEDON— R 2T e Y 7 U = 7 EEE T LTV D
server is checking its TEEMEEBLTLIEE N, = "odfhs LOHERHEE ) (P3-3) 225
license. LT ZEN,

Synchronizing with 2BV ORREMELREZONE T,

DCR.

o H—NOBEEBERIC Security Manager 7 T A 7 2 N ZEE) L7 W]
REMENDH D ET, TOHKIE. V= PERHEAFAERICRSET
#5345 T b, Security Manager 7 74 7 2 M &R L THTL
720,

e CiscoWorks BHI XA T — RIZT 3% 8 (&) 72 ¥ ORZESUT M
BENTOVDLAREMEN® Y £, ZOHKFE, Security Manager DA
VAR — VR — N O NMSROOT\lib\classpath %77 1 L 7 |k
Y T comUserdat 7 7 A VEAFRL TEEHATL, T T,
NMSROOT 1% Common Services %1 A h—/VL7=T 4 L7 K
T3 (57 #/V b C:\Program Files\CSCOpx T9),

a. Cisco TAC (2% L C. comUser.dat DZHAE /=13
Security Manager DA > A b —/LIZBT B LEEZEFE L TL
720,

b. F721%. ¥ T %S £ 72\ Common Services /N A U — K& {E
L ET,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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Security Manager 547> kD F5T0va—F125 M

Error - Unable to WO —EAZADWNT NN IELLSEEL TWRWAREERH Y 9,

Check License on
Server.

H—/ 3 T, [Start] > [Programs] > [ Administrative Tools] > [Services]
ZERLT, ROL I RAFIOY—EA2H27 vy 7L, Ya—h Uy

An attempt to check P AZma—=0b [Restart] BERLET,

the license file on
the Security Manager

* Cisco Security Manager Daemon Manager

server has failed. e Cisco Security Manager database engine

Please confirm that * Cisco Security Manager Tomcat Servlet Engine

the server is running.
If the server is

e Cisco Security Manager VisiBroker Smart Agent

running, please * Cisco Security Manager Web Engine

contact the Cisco

Technical Assistance 50T, b —E Security Manager 7747 v NEEEL TH
Center. TL &,

Q.

T 74/~ 7F ¥ L LT Internet Explorer ZffH L TWAH L EIZT 7T 4 BT 4 LAR— FREK
RENLVDTIRE T M,

ZOMBEIE, B2 L YA NY F—fH, F721% Internet Explorer (2B {1} Hiv/z DLL 7 7 A /L
DOBFNZET 2 MEWEER TRAEL T, 2 ORBEOLEIC SV T,
http://support.microsoft.com/kb/281679/EN-US 7> & AF [ #E72 Microsoft #A8— Ak H D7
# 281679 ML T IZE WY,

ES5TniE, v/ A U4 Rud [Server Name] 7 4 —/V Kb — " U X h&HETEET
PR

csmserver.txt Zfite L TRED RN R Y ZHIBRLE T, ZD7 7 A V1L, Security Manager
IIATV NeA VA R— VLT 4 L7 NIRNIZHY T, 774V bOEFNE, C:\Program
Files\Cisco Systems\Cisco Security Manager Client T3,

N—Ta v A~ v F KK T Security Manager 7 7 A 7 > b — RENR o 2l feth R &
DET, ZHTEI WS ERTT D,

Security Manager ' — 3O NN—=U a3 & 7 G AT FONA—=V a UR—HLTVERA, ZNEE
ETDHE, IO TAT U M AV A= %F =" F U rm—RLTA A M=V LE
\?‘O

TIAT vl ZrAMMIEDHEFNIH Y 30,

7747 s w2 77 A 0%, C:\Program Files\Cisco Systems\Cisco Security Manager
Client\logs IZfiE S TWET, GUL vy a v EiIcEHHlon s 77 A AMER SN ET,

Security Manager #° HTTPS £— FTE/ET 2 E 5 2003 L 5 TR T 3
WONWTNNEFITLET,
s TIUVEMEHALTH—NZul A LEb, T RLVR 74—/ RA® URL AL ET,
URL 7% https ThhE - TV #UiE, Security Manager 73 HTTPS € — FCEIEL TWE T,
¢ [Common Services] > [Server] > [Security] > [Single Server Management] > [Browser-Server
Security Mode Setup] (28 L & 9, [Current Setting] 23 [Enabled] 1272 > TW Ui, Security

Manager 7% HTTPS € — R CTE{EL CTWE T, ZDORED [Disabled] D4 id. HTTP 21 H
LET,
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B 5 teLIFRIOEFT

o UIAT U NEHEMLTr A T5LEIC, £F, HTTPS E— FE&RH L TAH T ZEWN
(HTTPS] F=v 7 Ry 7 A% A2 LET), [Login URL access is forbidden; Please make
sure your protocol (HTTP, HTTPS) is correct] &9 A v —URRA-INTH, — %
HTTP £— R TEHEL TWARREENRH D £9, [HTTPS] Fx v /Ry I REF7IZL T,
Ho—ERLTHATIESN,

Q. EO5THE Z2I9A4T TRy T a s LR EAR—TLITTEET ),

A. 77 4/L T C:\Program Files\Cisco Systems\Cisco Security Manager Client\jars (ZBLE S 41 TWY

% client.info 7 7 4 /LN T, DEBUG_LEVEL /37 A —#4|Z DEBUG_LEVEL=ALL %L TH
©. Security Manager 7 74 7 & FEE L E T,

Q. 2 WK CTEE L TV 58413, Security Manager 7 74 7 > b3S 2 Wi L CEIEL TWTC
b BT BEOV AL RV LRy TT v 7 Ayt —U0E | BEICRRINES, 2L z2id.
7747 M2 B ETEELTWS & EIZ, 47, Policy Object Manager 72 D7 ¢ R
U 1 EEHICRRINET, ThEBETE I,

A. ZhiF, BREDARXL—T 4 7 VAT AT D 2 Wit AR — b OFEIETFEICHE S BEm ORI E

T, Security Manager 7 74 7 h& 5 | lf L CTEESELZ L 2HRLES, 7 74T b
X, 2 MR OB ERICESTHILERH Y 7,

OB ETY 4 > RYBEWEHEIE. Alt+ AX—ANR—Z2 M LERICM 22 LicksTE
D4 RUEBEHTEES, 2O®%T, REIF—2FHL TV s FUZBHLET,

Q /74T N VAT LALETY 7 b 2T A YA M= VELRT VA A b= A TEEREA, &
7 LTTT

A. 75A4T 2 N VATAETA VA RN—ILET A VA N—)VE& FIFZETLUEESIZ, FRON

Mro7 7V r—va i+ 260 ThHhoTh, 7747~ A7 A0 InstallShield 7 —#
N2 DV NEREEGR, VT MU =T DA VAN VEIEZT A AN VIR TER
<Y FJ, FEMIZ OV TIX, Ciscocom 7Dy hMra 7 A LT 5, Bug Toolkit Z i L
T CSCsd21722 & CSCsc91430 ZHEal LT 2 &0y,

H—N\EILITTRX FDOEST

ATv7 3
AFv7 4
ATvT 5
ATv7T 6

Security Manager ' — B IELLBEELTWAHZ L 2R T 2L 7T A NEFEITTDIE, ROF
A FAT L ET,

Security Manager 7 7 7 > b % Security Manager — NIZEEHE SNV TV D AT A0y 5 | [Tools] >
[Security Manager Administration] % &R L %7,

[Administration] 7 « & K T, [Server Security] 7 U v 7 LThbH, {FEORF &7 ) v/ LE
T, FLWT T UYRANT, 7V v 7 LieARZ s id 5 Common Services GUL O F = U 7 ¢
BREN—UPRERINET,

[Common Services] ~—® [Server] ¥ 7 ., [Admin] Z&R L E T,

[Admin] ~—>® TOC T, [Selftest] 2 U v 7 L7,

[Create] 7 U v 7 LET,

[SelfTest Information at <MM-DD-YYYY HH:-MM:S5>1 V > 7 %27 U v 7 L¥+, Z I T,
e MM-DD-YYYY X, BIfEO A, H, #£TY,

o HH:MM:SS X, [Selftest] #7 U v 7 Lizkf, 43, BERT XA LAX T TT,

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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AFyFT 7

SR F5TNsa—F1oigaoRE W

[Server Info] X—Y Tz U AR 7,

H—/\N FSITa—T 14 0 TEHROINE

Security Manager CHIREDN AL CTEY, =7 — AvE—YHNOHRFEHROT X TERAL, 2o~
=2 T VANOFREMEDOH DR REZHER LIZ O b 67, MENRR IR WIEAEIX, Security
Manager Diagnostics =—7 4 U 7 4 2 L TH— MEREZWNE L £7,

Security Manager Diagnostics == —7 1 U 7 1 %, ZIP 7 7 A /L@ CSMDiagnostics.zip 2> b — /3%
HFMEWNELET, TOT7 7 ANV EER Lo A1, Security Manager Diagnostics % 33479
LNCH LWER T 7 A ) EEE SN EF, CSMDiagnostics.zip 7 7 A VNOEHRIT, F—
Lo Security Manager £721ZBET 7V r— a2 VCRAELTEBEO Y A2 T =AY R— | =
VETICRORR AR LET,

Security Manager 121X, 77V 7 —va VKo CEMESNT-HELTICHET 2 EREZINET DA E
RIERyFX 7 A 7varb RSN TVWEY, 20X T a a7 277 4 712T52iE, [Tools] >
[Security Manager Administration] > [Debug Options] Z &R L T2>5 ., [Capture
Discovery/Deployment Debugging Snapshots to File] F= v 7 R v 7 A& AN LET, BEi7 7 1L
WCRIFSNTZZOMDTERIT N T TNy a—T 4 T ORI OFA RN H Y T8, 7 7 A LT
IR T — R EOBBBFRPEEZRAEINTVDIEARH DL LICERLTLLEI N, Ty 7 LR
JViE, Cisco Technical Assistance Center (TAC) MO EF AR INTZHAICTETETE L TLE SV,

Security Manager Diagnostics [ZIRDOWTINND HIETETTEET,

Security Manager 7 547> b YR T LMD Security Manager 4—/\Hp 5
1. ¥ — 3~ Security Manager 7 74 7 k £y |1, Windows D=2~ R U4 FUZB&EES, ZITE, &
v a &S L7z 6, [Tools] > [Security Manager Z X [Start] > [Run] Z&#R L., command & AJJ L E,

Diagnostics] 7 J » 27 LT[OK] 27V v 7 L&

2. ROXSIZASLET, C:\Program Files\CSCOpx\MDC\

7 bin\CSMDiagnostics, £7-i%, ZOZIP 7 7 A V%
CSMDiagnostics.zip 7 7 A /Vix, ¥— LD NMSROOTWMDC\etc\ & B DOLGATIZIRATT AT,
NMSROOTWMDC\etc\ 7 1 L' 7 b VIR S E CSMDiagnostics drive:\path £ AJJLET, =& 213,

T, T 2T, NMSROOT iX. Common Services % CSMDiagnostics D:\temp & A/ L E7,

AVAR—=NLET 427 FUTT (C:\Program
Files\CSCOpx 72 ),

2. [Close] 227V v 7 LET,

GE) Zo=2—TFT4 VT4 2FTTHERICEEEXS
NBENWEITZDT 7 ANVDARIEERTH
EEHLRELET,
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| Y—nN TOER RTF—LRADERRELER

H—/\ TAR AT—2ADRREER

AFvT 3

Security Manager O % — a2 ANRELSEEL TWD Z L 2R T 501X, KOFIEZETLE
T

CiscoWorks D75 — 25—, [Common Services] > [Server] > [Admin] Z &R L E7,

[Admin] *—"® TOC T, [Processes] 7 U v 27 LET,

[Process Management] 7 — 7 /VIZT R TOH— N o ARERINFE T, [ProcessState] 7 7 AN
DTy FURB, TREAREFICEHELTODENE I haRLET,

VBERTu e AREEL TWaRWEEIE, ThamESLEd, [h— " Loe7 ot XOMEH))
(P.A-18) ZZHL T EEV,

S

GE) v—NVEHERELZF O —VOLBY—N T a2 2 KB F723F L TE ET,

H—NLEDETALXDOELREE

N

GE)

ATFvT 1
ATFvF 2

FTARTOT A2 FIELTHL, TALZHEH LRTIE, ZOHEITHEL EHE A,

a~v K 7ry7 T, netstop ermdmgtd & AL TTFRTOT rERAZEILLET,
net start crmdmgtd & A/ LTI _XTOTrE 22 H/EH L E£7,

Je

EY b FE72i3. [Start] > [Settings] > [Control Panel] > [Administrative Tools] > [Services] Z & L T
M5, Cisco Security Manager Daemon Manager % F i E) T 9,

H—NN AR =)L OY T714ILOFEER

Y= ODORERMFEL TV b D LES TOWEHAIE, =" A v A b= rT 77 AL TT
T— Ay —VEEER v E—VEBERTEET,

TXA R =T 4 X &MHH LT C:\Ciscoworks_install NNN.log #B& £4, ZZ T, NNN L
YYYYMMDD HHMMSS ERDH A LRS- T TT,

FEAEDHE, MR NEu T Ty AR T 7 ANBTRROFEGZHMNT ONIZT 7 A L fE
B H BT 7 7 A LT,

el ZiE, T T ANTIEH, ROLHIBRET— 2 MY EEED U MY PR TEET,

ERROR: Cannot Open C:\PROGRA~1\CSCOpx/lib/classpath/ssl.properties at
C:\PROGRA~1\CSCOpx\MDC\Apache\ConfigSSL.pl line 259.

INFO: Enabling SSL....
WARNING: Unable to enable SSL. Please try later....

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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Y- AvR k=L YT 774 Loz N

N

GE) ERMENRKELESAIT. v2 77 A4 % Cisco TAC IZEETXET, [~=a2T7 VOATFTHIE
BT 7=k $R—1F] (Pxiil) 2B LT ZIW,

Cisco Security Manager 4.3 1 YA hL—> 3> HAF
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APPENDIX B

Cisco Security Manager [CB89 54 —T >
V—R 24t R EH

RKYZ7 b o7 T4 ACEET ZBHANEEZ RIS LET,

fOpenSSL/Open SSL Project] (P.B-3)
[Axis] (P.B-4)

lCastor] (P.B-7)

lcglib) (P.B-10)

['Velocity) (P.B-13)

lApache Commons] (P.B-16)
rODMG] (P.B-19)

Mog4js (P.B-20)
ljdt-compiler-3.1.1.jar] (P.B-22)
ljta-1.1.jar) (P.B-26)
[slf4j-api-1.5.2.jar) (P.B-28)
[Quartz 1.8.0) (P.B-29)

[Java(TM) Platform, Standard Edition Runtime Environment Version 6 (Java SE 6 Update 30 or JRE
1.6u30)] (P.B-32)

Lucene] (P.B-38)

[Google Protocol Buffers| (P.B-41)
lNMnnovation HTTPClient] (P.B-42)
[Jakarta-ORO| (P.B-42)
ljava-diff] (P.B-45)
[javabi-sizeof| (P.B-46)
[TGoodies Forms| (P.B-46)
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+ [JiBX| (P.B-47)

e [jNetStream) (P.B-48)
o [Restlet] (P.B-48)

o [Spring] (P.B-48)
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OpenSSL/O

License Issues

pen SSL Project

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/).

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).
This product includes software written by Tim Hudson (tjh@cryptsoft.com).

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the
original SSLeay license apply to the toolkit.See below for the actual license texts.Actually both licenses
are BSD-style Open Source licenses.In case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment: "This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/)".

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote
products derived from this software without prior written permission.For written permission, please
contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)".

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS"' AND ANY EXPRESSED OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO
EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).This product
includes software written by Tim Hudson (tjh@cryptsoft.com).

[ OL-26559-01-J
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AXis

Original SSLeay License:
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com).All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are
adhered to.The following conditions apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code.The SSL documentation included with this distribution is
covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.If
this package is used in a product, Eric Young should be given attribution as the author of the parts of the
library used.This can be in the form of a textual message at program startup or in documentation (online
or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)".

The word 'cryptographic' can be left out if the routines from the library being used are not
cryptography-related.

4. Ifyou include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement: "This product includes software written
by Tim Hudson (tjh@cryptsoft.com)".

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be
changed.i.e. this code cannot simply be copied and put under another distribution license [including the
GNU Public License].

Apache Axis is an implementation of the SOAP ("Simple Object Access Protocol") submission to W3C.
From the draft W3C specification:
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License

“SOAP is a lightweight protocol for exchanging structured information in a decentralized, distributed
environment.It is an XML-based protocol that consists of three parts: an envelope that defines a
framework for describing what is in a message and how to process it, a set of encoding rules for
expressing instances of application-defined datatypes, and a convention for representing remote

procedure calls and responses.”

[http://ws.apache.org/axis/]

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity.For the purposes of this definition, "control" means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including
but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

[ OL-26559-01-J
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"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally appear.The
contents of the NOTICE file are for informational purposes only and do not modify the License.You may
add Your own attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shall
supersede or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service marks,
or product names of the Licensor, except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.
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Castor

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License.However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!)
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend
that a file or class name and description of purpose be included on the same "printed page" as the
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.See the License for the specific language governing permissions and limitations under
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

Castor is an Open Source data binding framework for Java[tm].It's the shortest path between Java objects,
XML documents and relational tables.Castor provides Java-to-XML binding, Java-to-SQL persistence,
and more.

[http://castor.codehaus.org/]
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License

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity.For the purposes of this definition, "control" means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including
but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

Cisco Security Manager 4.3 f YA bL—> 3> HAF
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3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally appear.The
contents of the NOTICE file are for informational purposes only and do not modify the License.You may
add Your own attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shall
supersede or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service marks,
or product names of the Licensor, except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise
of permissions under this License.

[ OL-26559-01-J
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8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License.However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!)
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend
that a file or class name and description of purpose be included on the same "printed page" as the
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.See the License for the specific language governing permissions and limitations under
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

cglib
cglib is a powerful, high performance and quality Code Generation Library, It is used to extend JAVA
classes and implements interfaces at runtime.

[http://cglib.sourceforge.net/]

License

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.
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"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity.For the purposes of this definition, "control" means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including
but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
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incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally appear.The
contents of the NOTICE file are for informational purposes only and do not modify the License.You may
add Your own attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shall
supersede or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service marks,
or product names of the Licensor, except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.
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Velocity

License

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License.However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!)
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend
that a file or class name and description of purpose be included on the same "printed page" as the
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.See the License for the specific language governing permissions and limitations under
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

Velocity is a project of the Apache Software Foundation, charged with the creation and maintenance of
open-source software related to the Apache Velocity Engine.

[http://velocity.apache.org/]

Velocity is a Java-based template engine.It permits anyone to use a simple yet powerful template
language to reference objects defined in Java code.

When Velocity is used for web development, web designers can work in parallel with Java programmers
to develop websites according to the Model-View-Controller (MVC) model, meaning that web page
designers can focus solely on creating a site that looks good, and programmers can focus solely on
writing top-notch code.

[http://velocity.apache.org/engine/releases/velocity-1.6.2/]

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

[ OL-26559-01-J
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"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity.For the purposes of this definition, "control" means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including
but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
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incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally appear.The
contents of the NOTICE file are for informational purposes only and do not modify the License.You may
add Your own attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shall
supersede or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service marks,
or product names of the Licensor, except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.

[ OL-26559-01-J
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9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License.However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!)
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend
that a file or class name and description of purpose be included on the same "printed page" as the
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.See the License for the specific language governing permissions and limitations under
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

Apache Commons

Components

License

The Commons is an Apache project focused on all aspects of reusable Java components.

[http://commons.apache.org/]

The following components of Apache Commons pertain to this software license:
e Beanutils
 CLI
e Codec
* Collections
» DbUtils
¢ Digester
e Lang
* Logging

Apache License
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Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity.For the purposes of this definition, "control" means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including
but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such Contributor
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that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally appear.The
contents of the NOTICE file are for informational purposes only and do not modify the License.You may
add Your own attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shall
supersede or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service marks,
or product names of the Licensor, except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of
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ODMG

Availability

License

the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License.However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!)
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend
that a file or class name and description of purpose be included on the same "printed page" as the
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.See the License for the specific language governing permissions and limitations under
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

ODMG is a standard API for Object Persistence specified by the ODMG consortium (www.odmg.org).
[http://db.apache.org/ojb/docu/faq.html#relatedTo]

odmg-3.0.jar is available from http://www.ibiblio.org/maven/odmg/jars.

License Agreement
Redistribution of this software is permitted provided that the following conditions are met:
1. Redistributions of source or binary code formats must retain the above copyright notice.

2. Redistribution in any product and all advertising materials mentioning features or use of this software
must display the following acknowledgment: "This product includes copyrighted software developed by
E.Wray Johnson for use and distribution by the Object Data Management Group
(http://www.odmg.org/)."

[ OL-26559-01-J

Cisco Security Manager4.3 1 VX FL—Yav H4F i



ft#& B Cisco Security Manager ICBi3 %4 —F> V—X S REA |

[http://www.odbms.org/ODMG/OG/wrayjohnson.aspx]

log4j

log4j is open-source logging software for java related to the logging of application behavior.

[http://logging.apache.org/]

License

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity.For the purposes of this definition, "control" means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including
but not limited to communication on electronic mailing lists, source code control systems, and issue
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tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally appear.The
contents of the NOTICE file are for informational purposes only and do not modify the License.You may
add Your own attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shall
supersede or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

[ OL-26559-01-J
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6. Trademarks.This License does not grant permission to use the trade names, trademarks, service marks,
or product names of the Licensor, except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License.However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!)
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend
that a file or class name and description of purpose be included on the same "printed page" as the
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.See the License for the specific language governing permissions and limitations under
the License.

jdt-compiler-3.1.1.jar

jdt-compiler-3.1.1 jar is included in JDT Core, which is the Java infrastructure of the Java IDE.
[http://www.eclipse.org/jdt/core/index.php]

Core is in turn a component of the Eclipse Java development tools (JDT) project.The JDT project
provides the tool plug-ins that implement a Java IDE supporting the development of any Java application,
including Eclipse plug-ins.
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License

[http://www.eclipse.org/jdt/index.php]

Eclipse Public License - v 1.0

THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF THIS ECLIPSE
PUBLIC LICENSE ("AGREEMENT").ANY USE, REPRODUCTION OR DISTRIBUTION OF THE
PROGRAM CONSTITUTES RECIPIENT'S ACCEPTANCE OF THIS AGREEMENT.

1. DEFINITIONS
"Contribution" means:

a) in the case of the initial Contributor, the initial code and documentation distributed under this
Agreement, and

b) in the case of each subsequent Contributor:
i) changes to the Program, and

ii) additions to the Program; where such changes and/or additions to the Program originate from and are
distributed by that particular Contributor.A Contribution 'originates' from a Contributor if it was added
to the Program by such Contributor itself or anyone acting on such Contributor's behalf.Contributions do
not include additions to the Program which: (i) are separate modules of software distributed in
conjunction with the Program under their own license agreement, and (ii) are not derivative works of the
Program.

"Contributor" means any person or entity that distributes the Program.

"Licensed Patents" mean patent claims licensable by a Contributor which are necessarily infringed by the
use or sale of its Contribution alone or when combined with the Program.

"Program" means the Contributions distributed in accordance with this Agreement.
"Recipient" means anyone who receives the Program under this Agreement, including all Contributors.
2. GRANT OF RIGHTS

a) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a non-exclusive,
worldwide, royalty-free copyright license to reproduce, prepare derivative works of, publicly display,
publicly perform, distribute and sublicense the Contribution of such Contributor, if any, and such
derivative works, in source code and object code form.

b) Subject to the terms of this Agreement, each Contributor hereby grants Recipient a non-exclusive,
worldwide, royalty-free patent license under Licensed Patents to make, use, sell, offer to sell, import and
otherwise transfer the Contribution of such Contributor, if any, in source code and object code form.This
patent license shall apply to the combination of the Contribution and the Program if, at the time the
Contribution is added by the Contributor, such addition of the Contribution causes such combination to
be covered by the Licensed Patents.The patent license shall not apply to any other combinations which
include the Contribution.No hardware per se is licensed hereunder.

¢) Recipient understands that although each Contributor grants the licenses to its Contributions set forth
herein, no assurances are provided by any Contributor that the Program does not infringe the patent or
other intellectual property rights of any other entity.Each Contributor disclaims any liability to Recipient
for claims brought by any other entity based on infringement of intellectual property rights or
otherwise.As a condition to exercising the rights and licenses granted hereunder, each Recipient hereby
assumes sole responsibility to secure any other intellectual property rights needed, if any.For example, if
a third party patent license is required to allow Recipient to distribute the Program, it is Recipient's
responsibility to acquire that license before distributing the Program.

[ OL-26559-01-J
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d) Each Contributor represents that to its knowledge it has sufficient copyright rights in its Contribution,
if any, to grant the copyright license set forth in this Agreement.

3. REQUIREMENTS

A Contributor may choose to distribute the Program in object code form under its own license agreement,
provided that:

a) it complies with the terms and conditions of this Agreement; and
b) its license agreement:

i) effectively disclaims on behalf of all Contributors all warranties and conditions, express and implied,
including warranties or conditions of title and non-infringement, and implied warranties or conditions of
merchantability and fitness for a particular purpose;

ii) effectively excludes on behalf of all Contributors all liability for damages, including direct, indirect,
special, incidental and consequential damages, such as lost profits;

iii) states that any provisions which differ from this Agreement are offered by that Contributor alone and
not by any other party; and

iv) states that source code for the Program is available from such Contributor, and informs licensees how
to obtain it in a reasonable manner on or through a medium customarily used for software exchange.

When the Program is made available in source code form:
a) it must be made available under this Agreement; and

b) a copy of this Agreement must be included with each copy of the Program.Contributors may not
remove or alter any copyright notices contained within the Program.

Each Contributor must identify itself as the originator of its Contribution, if any, in a manner that
reasonably allows subsequent Recipients to identify the originator of the Contribution.

4. COMMERCIAL DISTRIBUTION

Commercial distributors of software may accept certain responsibilities with respect to end users,
business partners and the like.While this license is intended to facilitate the commercial use of the
Program, the Contributor who includes the Program in a commercial product offering should do so in a
manner which does not create potential liability for other Contributors.Therefore, if a Contributor
includes the Program in a commercial product offering, such Contributor ("Commercial Contributor")
hereby agrees to defend and indemnify every other Contributor ("Indemnified Contributor") against any
losses, damages and costs (collectively "Losses") arising from claims, lawsuits and other legal actions
brought by a third party against the Indemnified Contributor to the extent caused by the acts or omissions
of such Commercial Contributor in connection with its distribution of the Program in a commercial
product offering. The obligations in this section do not apply to any claims or Losses relating to any actual
or alleged intellectual property infringement.In order to qualify, an Indemnified Contributor must: a)
promptly notify the Commercial Contributor in writing of such claim, and b) allow the Commercial
Contributor to control, and cooperate with the Commercial Contributor in, the defense and any related
settlement negotiations. The Indemnified Contributor may participate in any such claim at its own
expense.

For example, a Contributor might include the Program in a commercial product offering, Product X.That
Contributor is then a Commercial Contributor.If that Commercial Contributor then makes performance
claims, or offers warranties related to Product X, those performance claims and warranties are such
Commercial Contributor's responsibility alone.Under this section, the Commercial Contributor would
have to defend claims against the other Contributors related to those performance claims and warranties,
and if a court requires any other Contributor to pay any damages as a result, the Commercial Contributor
must pay those damages.

5. NO WARRANTY
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EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, THE PROGRAM IS PROVIDED ON
AN "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, EITHER
EXPRESS OR IMPLIED INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES OR
CONDITIONS OF TITLE, NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.Each Recipient is solely responsible for determining the appropriateness of
using and distributing the Program and assumes all risks associated with its exercise of rights under this
Agreement , including but not limited to the risks and costs of program errors, compliance with
applicable laws, damage to or loss of data, programs or equipment, and unavailability or interruption of
operations.

6. DISCLAIMER OF LIABILITY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, NEITHER RECIPIENT NOR ANY
CONTRIBUTORS SHALL HAVE ANY LIABILITY FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING WITHOUT
LIMITATION LOST PROFITS), HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OR DISTRIBUTION OF THE PROGRAM
OR THE EXERCISE OF ANY RIGHTS GRANTED HEREUNDER, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

7. GENERAL

If any provision of this Agreement is invalid or unenforceable under applicable law, it shall not affect the
validity or enforceability of the remainder of the terms of this Agreement, and without further action by
the parties hereto, such provision shall be reformed to the minimum extent necessary to make such
provision valid and enforceable.

If Recipient institutes patent litigation against any entity (including a cross-claim or counterclaim in a
lawsuit) alleging that the Program itself (excluding combinations of the Program with other software or
hardware) infringes such Recipient's patent(s), then such Recipient's rights granted under Section 2(b)
shall terminate as of the date such litigation is filed.All Recipient's rights under this Agreement shall
terminate if it fails to comply with any of the material terms or conditions of this Agreement and does
not cure such failure in a reasonable period of time after becoming aware of such noncompliance.If all
Recipient's rights under this Agreement terminate, Recipient agrees to cease use and distribution of the
Program as soon as reasonably practicable. However, Recipient's obligations under this Agreement and
any licenses granted by Recipient relating to the Program shall continue and survive.

Everyone is permitted to copy and distribute copies of this Agreement, but in order to avoid inconsistency
the Agreement is copyrighted and may only be modified in the following manner.The Agreement Steward
reserves the right to publish new versions (including revisions) of this Agreement from time to time.No
one other than the Agreement Steward has the right to modify this Agreement.The Eclipse Foundation is
the initial Agreement Steward.The Eclipse Foundation may assign the responsibility to serve as the
Agreement Steward to a suitable separate entity.Each new version of the Agreement will be given a
distinguishing version number.The Program (including Contributions) may always be distributed subject
to the version of the Agreement under which it was received.In addition, after a new version of the
Agreement is published, Contributor may elect to distribute the Program (including its Contributions)
under the new version.Except as expressly stated in Sections 2(a) and 2(b) above, Recipient receives no
rights or licenses to the intellectual property of any Contributor under this Agreement, whether expressly,
by implication, estoppel or otherwise.All rights in the Program not expressly granted under this
Agreement are reserved.

This Agreement is governed by the laws of the State of New York and the intellectual property laws of
the United States of America.No party to this Agreement will bring a legal action under this Agreement
more than one year after the cause of action arose.Each party waives its rights to a jury trial in any
resulting litigation.

[http://www.eclipse.org/org/documents/epl-v10.php]

[ OL-26559-01-J
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jta-1.1.jar

License

jta-1.1jar is included in Java Transaction API (JTA), which specifies standard Java interfaces between a
transaction manager and the parties involved in a distributed transaction system: the resource manager,
the application server, and the transactional applications.

[http://java.sun.com/javaee/technologies/jta/index.jsp]

SUN MICROSYSTEMS, INC. ("SUN") IS WILLING TO LICENSE THIS SPECIFICATION TO YOU
ONLY UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS
AGREEMENT.PLEASE READ THE TERMS AND CONDITIONS OF THIS AGREEMENT
CAREFULLY.BY DOWNLOADING THIS SPECIFICATION, YOU ACCEPT THE TERMS AND
CONDITIONS OF THE AGREEMENT.IF YOU ARE NOT WILLING TO BE BOUND BY IT, SELECT
THE "DECLINE" BUTTON AT THE BOTTOM OF THIS PAGE.

Specification: JSR-000907 Java(tm) Transaction API
(JTA) Specification ("Specification")

Version: 1.1

Status: Maintenance Release

Release: 14 February 2007

Copyright 2007 SUN MICROSYSTEMS, INC.
4150 Network Circle, Santa Clara, California 95054,
U.S.A

All rights reserved.

LIMITED LICENSE GRANTS

1. License for Evaluation Purposes.Sun hereby grants you a fully-paid, non-exclusive, non-transferable,
worldwide, limited license (without the right to sublicense), under Sun's applicable intellectual property
rights to view, download, use and reproduce the Specification only for the purpose of internal
evaluation.This includes (i) developing applications intended to run on an implementation of the
Specification, provided that such applications do not themselves implement any portion(s) of the
Specification, and (ii) discussing the Specification with any third party; and (iii) excerpting brief portions
of the Specification in oral or written communications which discuss the Specification provided that such
excerpts do not in the aggregate constitute a significant portion of the Specification.

2. License for the Distribution of Compliant Implementations.Sun also grants you a perpetual,
non-exclusive, non-transferable, worldwide, fully paid-up, royalty free, limited license (without the right
to sublicense) under any applicable copyrights or, subject to the provisions of subsection 4 below, patent
rights it may have covering the Specification to create and/or distribute an Independent Implementation
of the Specification that: (a) fully implements the Specification including all its required interfaces and
functionality; (b) does not modify, subset, superset or otherwise extend the Licensor Name Space, or
include any public or protected packages, classes, Java interfaces, fields or methods within the Licensor
Name Space other than those required/authorized by the Specification or Specifications being
implemented; and (c) passes the Technology Compatibility Kit (including satisfying the requirements of
the applicable TCK Users Guide) for such Specification ("Compliant Implementation").In addition, the
foregoing license is expressly conditioned on your not acting outside its scope.No license is granted
hereunder for any other purpose (including, for example, modifying the Specification, other than to the
extent of your fair use rights, or distributing the Specification to third parties).Also, no right, title, or
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interest in or to any trademarks, service marks, or trade names of Sun or Sun's licensors is granted
hereunder.Java, and Java-related logos, marks and names are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S.and other countries.

3. Pass-through Conditions.You need not include imitations (a)-(c) from the previous paragraph or any
other particular "pass through" requirements in any license You grant concerning the use of your
Independent Implementation or products derived from it. However, except with respect to Independent
Implementations (and products derived from them) that satisfy limitations (a)-(c) from the previous
paragraph, You may neither: (a) grant or otherwise pass through to your licensees any licenses under
Sun's applicable intellectual property rights; nor (b) authorize your licensees to make any claims
concerning their implementation's compliance with the Specification in question.

4. Reciprocity Concerning Patent Licenses.

a.With respect to any patent claims covered by the license granted under subparagraph 2 above that would
be infringed by all technically feasible implementations of the Specification, such license is conditioned
upon your offering on fair, reasonable and non-discriminatory terms, to any party seeking it from You, a
perpetual, non-exclusive, non-transferable, worldwide license under Your patent rights which are or
would be infringed by all technically feasible implementations of the Specification to develop, distribute
and use a Compliant Implementation.

b With respect to any patent claims owned by Sun and covered by the license granted under subparagraph
2, whether or not their infringement can be avoided in a technically feasible manner when implementing
the Specification, such license shall terminate with respect to such claims if You initiate a claim against
Sun that it has, in the course of performing its responsibilities as the Specification Lead, induced any
other entity to infringe Your patent rights.

¢ Also with respect to any patent claims owned by Sun and covered by the license granted under
subparagraph 2 above, where the infringement of such claims can be avoided in a technically feasible
manner when implementing the Specification such license, with respect to such claims, shall terminate
if You initiate a claim against Sun that its making, having made, using, offering to sell, selling or
importing a Compliant Implementation infringes Your patent rights.5.Definitions.For the purposes of this
Agreement: "Independent Implementation" shall mean an implementation of the Specification that
neither derives from any of Sun's source code or binary code materials nor, except with an appropriate
and separate license from Sun, includes any of Sun's source code or binary code materials; "Licensor
Name Space" shall mean the public class or interface declarations whose names begin with "java",
"javax", "com.sun" or their equivalents in any subsequent naming convention adopted by Sun through
the Java Community Process, or any recognized successors or replacements thereof; and "Technology
Compeatibility Kit" or "TCK" shall mean the test suite and accompanying TCK User's Guide provided by
Sun which corresponds to the Specification and that was available either (i) from Sun's 120 days before
the first release of Your Independent Implementation that allows its use for commercial purposes, or (ii)
more recently than 120 days from such release but against which You elect to test Your implementation
of the Specification.

This Agreement will terminate immediately without notice from Sun if you breach the Agreement or act
outside the scope of the licenses granted above.

DISCLAIMER OF WARRANTIES

THE SPECIFICATION IS PROVIDED "AS IS".SUN MAKES NO REPRESENTATIONS OR
WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO,
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
NON-INFRINGEMENT (INCLUDING AS A CONSEQUENCE OF ANY PRACTICE OR
IMPLEMENTATION OF THE SPECIFICATION), OR THAT THE CONTENTS OF THE
SPECIFICATION ARE SUITABLE FOR ANY PURPOSE.This document does not represent any
commitment to release or implement any portion of the Specification in any product.In addition, the
Specification could include technical inaccuracies or typographical errors.

[ OL-26559-01-J
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LIMITATION OF LIABILITY

TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL SUN OR ITS LICENSORS BE
LIABLE FOR ANY DAMAGES, INCLUDING WITHOUT LIMITATION, LOST REVENUE,
PROFITS OR DATA, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR
PUNITIVE DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF
LIABILITY, ARISING OUT OF OR RELATED IN ANY WAY TO YOUR HAVING,
IMPELEMENTING OR OTHERWISE USING USING THE SPECIFICATION, EVEN IF SUN
AND/OR ITS LICENSORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.You will indemnify, hold harmless, and defend Sun and its licensors from any claims arising
or resulting from: (i) your use of the Specification; (ii) the use or distribution of your Java application,
applet and/or implementation; and/or (iii) any claims that later versions or releases of any Specification
furnished to you are incompatible with the Specification provided to you under this license.

RESTRICTED RIGHTS LEGEND

U.S.Government: If this Specification is being acquired by or on behalf of the U.S.Government or by a
U.S.Government prime contractor or subcontractor (at any tier), then the Government's rights in the
Software and accompanying documentation shall be only as set forth in this license; this is in accordance
with 48 C.F.R.227.7201 through 227.7202-4 (for Department of Defense (DoD) acquisitions) and with
48 C.F.R.2.101 and 12.212 (for non-DoD acquisitions).

REPORT

If you provide Sun with any comments or suggestions concerning the Specification ("Feedback"), you
hereby: (i) agree that such Feedback is provided on a non-proprietary and non-confidential basis, and (ii)
grant Sun a perpetual, non-exclusive, worldwide, fully paid-up, irrevocable license, with the right to
sublicense through multiple levels of sublicensees, to incorporate, disclose, and use without limitation
the Feedback for any purpose.

GENERAL TERMS

Any action related to this Agreement will be governed by California law and controlling U.S.federal
law.The U.N.Convention for the International Sale of Goods and the choice of law rules of any
jurisdiction will not apply.

The Specification is subject to U.S.export control laws and may be subject to export or import regulations
in other countries.Licensee agrees to comply strictly with all such laws and regulations and
acknowledges that it has the responsibility to obtain such licenses to export, re-export or import as may
be required after delivery to Licensee.This Agreement is the parties' entire agreement relating to its
subject matter.It supersedes all prior or contemporaneous oral or written communications, proposals,
conditions, representations and warranties and prevails over any conflicting or additional terms of any
quote, order, acknowledgment, or other communication between the parties relating to its subject matter
during the term of this Agreement.No modification to this Agreement will be binding, unless in writing
and signed by an authorized representative of each party.

Rev.April, 2006

[https://cds.sun.com/is-bin/INTERSHOP.enfinity/ WFS/CDS-CDS_Developer-Site/en_US/-/USD/View
License-Start]

slf4j-api-1.5.2.jar

slf4j-api-1.5.2.jar is included in the Simple Logging Facade for Java (SLF4J), which serves as a simple
facade or abstraction for various logging frameworks, e.g., java.util.logging, log4j, and logback.

[http://www.slf4j.org/]
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License

Licensing terms for SLF4J

SLF4] source code and binaries are distributed under the MIT license.

Copyright (c) 2004-2008 QOS.ch
All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

These terms are identical to those of the MIT License, also called the X License or the X11 License,
which is a simple, permissive non-copyleft free software license.It is deemed compatible with virtually
all types of licenses, commercial or otherwise.In particular, the Free Software Foundation has declared
it compatible with GNU GPL.It is also known to be approved by the Apache Software Foundation as
compatible with Apache Software License.

[http://www.slf4]j.org/license.html]

Quartz 1.8.0

License

Quartz is a full-featured, open source job scheduling service that can be integrated with, or used along
side virtually any Java EE or Java SE application—from the smallest stand-alone application to the
largest e-commerce system.Quartz can be used to create simple or complex schedules for executing tens,
hundreds, or even tens-of-thousands of jobs; jobs whose tasks are defined as standard Java components
that may executed virtually anything you may program them to do.The Quartz Scheduler includes many
enterprise-class features, such as JTA transactions and clustering.

[http://www.quartz-scheduler.org/]

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

[ OL-26559-01-J
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1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity.For the purposes of this definition, "control" means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including
but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
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incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally appear.The
contents of the NOTICE file are for informational purposes only and do not modify the License.You may
add Your own attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shall
supersede or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service marks,
or product names of the Licensor, except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.

[ OL-26559-01-J
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9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License.However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!)
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend
that a file or class name and description of purpose be included on the same "printed page" as the
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.See the License for the specific language governing permissions and limitations under
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

Java(TM) Platform, Standard Edition Runtime Environment Version
6 (Java SE 6 Update 30 or JRE 1.6u30)

Oracle Corporation Binary Code License Agreement
for the JAVA SE RUNTIME ENVIRONMENT (JRE) VERSION 6 and JAVAFX RUNTIME

ORACLE CORPORATION ("ORACLE") IS WILLING TO LICENSE THE SOFTWARE
IDENTIFIED BELOW TO YOU ONLY UPON THE CONDITION THAT YOU ACCEPT ALL OF
THE TERMS CONTAINED IN THIS BINARY CODE LICENSE AGREEMENT AND
SUPPLEMENTAL LICENSE TERMS (COLLECTIVELY "AGREEMENT").PLEASE READ
THE AGREEMENT CAREFULLY.BY USING THE SOFTWARE YOU ACKNOWLEDGE THAT
YOU HAVE READ THE TERMS AND AGREE TO THEM.IF YOU ARE AGREEING TO
THESE TERMS ON BEHALF OF A COMPANY OR OTHER LEGAL ENTITY, YOU
REPRESENT THAT YOU HAVE THE LEGAL AUTHORITY TO BIND THE LEGAL ENTITY
TO THESE TERMS.IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF YOU DO NOT
WISH TO BE BOUND BY THE TERMS, THEN YOU MUST NOT USE THE SOFTWARE ON
THIS SITE OR ANY OTHER MEDIA ON WHICH THE SOFTWARE IS CONTAINED.
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1. DEFINITIONS."Software" means the identified above in binary
form, any other machine readable materials (including, but not limited
to, libraries, source files, header files, and data files), any

updates or error corrections provided by Oracle, and any user manuals,
programming guides and other documentation provided to you by Oracle
under this Agreement."General Purpose Desktop Computers and Servers"
means computers, including desktop and laptop computers, or servers,
used for general computing functions under end user control (such as
but not specifically limited to email, general purpose Internet
browsing, and office suite productivity tools).The use of Software

in systems and solutions that provide dedicated functionality (other
than as mentioned above) or designed for use in embedded or
function-specific software applications, for example but not limited

to: Software embedded in or bundled with industrial control systems,
wireless mobile telephones, wireless handheld devices, netbooks,
kiosks, TV/STB, Blu-ray Disc devices, telematics and network control
switching equipment, printers and storage management systems, and
other related systems are excluded from this definition and not
licensed under this Agreement."Programs" means (a) Java technology
applets and applications intended to run on the Java Platform Standard
Edition (Java SE) platform on Java-enabled General Purpose Desktop
Computers and Servers, and (b) JavaFX technology applications intended
to run on the JavaFX Runtime on JavaFX-enabled General Purpose Desktop

Computers and Servers.

2. LICENSE TO USE.Subject to the terms and conditions of this
Agreement, including, but not limited to the Java Technology
Restrictions of the Supplemental License Terms, Oracle grants you a
non-exclusive, non-transferable, limited license without license fees

to reproduce and use internally Software complete and unmodified for
the sole purpose of running Programs.Additional licenses for
developers and/or publishers are granted in the Supplemental License

Terms.

3. RESTRICTIONS.Software is confidential and copyrighted.Title to
Software and all associated intellectual property rights is retained

by Oracle and/or its licensors.Unless enforcement is prohibited by
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applicable law, you may not modify, decompile, or reverse engineer
Software.You acknowledge that Licensed Software is not designed or
intended for use in the design, construction, operation or maintenance
of any nuclear facility.Oracle Corporation disclaims any express or
implied warranty of fitness for such uses.No right, title or
interest in or to any trademark, service mark, logo or trade name of
Oracle or its licensors is granted under this Agreement.Additional
restrictions for developers and/or publishers licenses are set forth

in the Supplemental License Terms.

4. LIMITED WARRANTY.Oracle warrants to you that for a period of
ninety (90) days from the date of purchase, as evidenced by a copy of
the receipt, the media on which Software is furnished (if any) will be
free of defects in materials and workmanship under normal use.Except
for the foregoing, Software is provided "AS IS".Your exclusive
remedy and Oracle's entire liability under this limited warranty will
be at Oracle's option to replace Software media or refund the fee paid
for Software.Any implied warranties on the Software are limited to
90 days.Some states do not allow limitations on duration of an
implied warranty, so the above may not apply to you.This limited
warranty gives you specific legal rights.You may have others, which

vary from state to state.

5. DISCLAIMER OF WARRANTY.UNLESS SPECIFIED IN THIS AGREEMENT, ALL
EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES,
INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE OR NON-INFRINGEMENT ARE DISCLAIMED, EXCEPT TO THE
EXTENT THAT THESE DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

6. LIMITATION OF LIABILITY.TO THE EXTENT NOT PROHIBITED BY LAW, IN

NO EVENT WILL ORACLE OR ITS LICENSORS BE LIABLE FOR ANY LOST REVENUE,
PROFIT OR DATA, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR
PUNITIVE DAMAGES, HOWEVER CAUSED REGARDLESS OF THE THEORY OF
LIABILITY, ARISING OUT OF OR RELATED TO THE USE OF OR INABILITY TO USE
SOFTWARE, EVEN IF ORACLE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.In no event will Oracle's liability to you, whether in

contract, tort (including negligence), or otherwise, exceed the amount

paid by you for Software under this Agreement.The foregoing
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limitations will apply even if the above stated warranty fails of its
essential purpose.Some states do not allow the exclusion of
incidental or consequential damages, so some of the terms above may

not be applicable to you.

7. TERMINATION.This Agreement is effective until terminated.You
may terminate this Agreement at any time by destroying all copies of
Software.This Agreement will terminate immediately without notice
from Oracle if you fail to comply with any provision of this
Agreement.Either party may terminate this Agreement immediately
should any Software become, or in either party's opinion be likely to
become, the subject of a claim of infringement of any intellectual
property right.Upon Termination, you must destroy all copies of

Software.

8. EXPORT REGULATIONS.AIIl Software and technical data delivered
under this Agreement are subject to US export control laws and may be
subject to export or import regulations in other countries.You agree

to comply strictly with all such laws and regulations and acknowledge
that you have the responsibility to obtain such licenses to export,

re-export, or import as may be required after delivery to you.

9. TRADEMARKS AND LOGOS.You acknowledge and agree as between you
and Oracle that Oracle owns the ORACLE, SUN, SOLARIS, JAVA, JINI,
FORTE, and iPLANET trademarks and all ORACLE, SOLARIS, JAVA, JINI,
FORTE, and iPLANET-related trademarks, service marks, logos and other

brand designations ("Oracle Marks"), and you agree to comply with the

Third Party Usage Guidelines currently located at
http://www.oracle.com/html/3party.html Any use you make of the Oracle

Marks inures to Oracle's benefit.

10. U.S.GOVERNMENT RESTRICTED RIGHTS.If Software is being
acquired by or on behalf of the U.S.Government or by a U.S.
Government prime contractor or subcontractor (at any tier), then the
Government's rights in Software and accompanying documentation will be
only as set forth in this Agreement; this is in accordance with 48 CFR
227.7201 through 227.7202-4 (for Department of Defense (DOD)
acquisitions) and with 48 CFR 2.101 and 12.212 (for non-DOD
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acquisitions).

11. GOVERNING LAW.Any action related to this Agreement will be
governed by California law and controlling U.S.federal law.No

choice of law rules of any jurisdiction will apply.

12. SEVERABILITY.If any provision of this Agreement is held to be
unenforceable, this Agreement will remain in effect with the provision
omitted, unless omission would frustrate the intent of the parties, in

which case this Agreement will immediately terminate.

13. INTEGRATION.This Agreement is the entire agreement between you
and Oracle relating to its subject matter.It supersedes all prior or
contemporaneous oral or written communications, proposals,
representations and warranties and prevails over any conflicting or
additional terms of any quote, order, acknowledgment, or other
communication between the parties relating to its subject matter
during the term of this Agreement.No modification of this Agreement
will be binding, unless in writing and signed by an authorized

representative of each party.

SUPPLEMENTAL LICENSE TERMS

These Supplemental License Terms add to or modify the terms of the
Binary Code License Agreement.Capitalized terms not defined in these

Supplemental Terms shall have the same meanings ascribed to them in
the Binary Code License Agreement .These Supplemental Terms shall
supersede any inconsistent or conflicting terms in the Binary Code

License Agreement, or in any license contained within the Software.

A.Software Internal Use and Development License Grant.Subject to
the terms and conditions of this Agreement and restrictions and
exceptions set forth in the Software "README" file incorporated herein
by reference, including, but not limited to the Java Technology
Restrictions of these Supplemental Terms, Oracle grants you a
non-exclusive, non-transferable, limited license without fees to
reproduce internally and use internally the Software complete and

unmodified for the purpose of designing, developing, and testing your
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Programs.

B.License to Distribute Software.Subject to the terms and
conditions of this Agreement and restrictions and exceptions set forth
in the Software README file, including, but not limited to the Java
Technology Restrictions of these Supplemental Terms, Oracle grants you
a non-exclusive, non-transferable, limited license without fees to
reproduce and distribute the Software (except for the JavaFX Runtime),
provided that (i) you distribute the Software complete and unmodified
and only bundled as part of, and for the sole purpose of running, your
Programs, (ii) the Programs add significant and primary functionality
to the Software, (iii) you do not distribute additional software
intended to replace any component(s) of the Software, (iv) you do not
remove or alter any proprietary legends or notices contained in the
Software, (v) you only distribute the Software subject to a license
agreement that protects Oracle's interests consistent with the terms
contained in this Agreement, and (vi) you agree to defend and
indemnify Oracle and its licensors from and against any damages,
costs, liabilities, settlement amounts and/or expenses (including
attorneys' fees) incurred in connection with any claim, lawsuit or
action by any third party that arises or results from the use or

distribution of any and all Programs and/or Software.

C.Java Technology Restrictions.You may not create, modify, or
change the behavior of, or authorize your licensees to create, modify,
or change the behavior of, classes, interfaces, or subpackages that
are in any way identified as "java", "javax", "sun" or similar
convention as specified by Oracle in any naming convention

designation.

D.Source Code.Software may contain source code that, unless
expressly licensed for other purposes, is provided solely for
reference purposes pursuant to the terms of this Agreement.Source
code may not be redistributed unless expressly provided for in this

Agreement.

E.Third Party Code.Additional copyright notices and license terms

applicable to portions of the Software are set forth in the
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THIRDPARTYLICENSEREADME.txt file.In addition to any terms and
conditions of any third party opensource/freeware license identified

in the THIRDPARTYLICENSEREADME.txt file, the disclaimer of warranty
and limitation of liability provisions in paragraphs 5 and 6 of the

Binary Code License Agreement shall apply to all Software in this

distribution.

F.Termination for Infringement.Either party may terminate this
Agreement immediately should any Software become, or in either party's
opinion be likely to become, the subject of a claim of infringement of

any intellectual property right.

G.Installation and Auto-Update.The Software's installation and
auto-update processes transmit a limited amount of data to Oracle (or
its service provider) about those specific processes to help Oracle
understand and optimize them.Oracle does not associate the data with
personally identifiable information.You can find more information

about the data Oracle collects at http://java.com/data/.

For inquiries please contact: Oracle Corporation, 500 Oracle Parkway,

Redwood Shores, California 94065, USA.

Lucene

Apache Lucene (TM) is a high-performance, full-featured text search engine library written entirely in
Java.lt is a technology suitable for nearly any application that requires full-text search, especially
cross-platform.

[http://lucene.apache.org/java/docs/index.html]

License

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.
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"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity.For the purposes of this definition, "control" means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including
but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the
following conditions:

[ OL-26559-01-J
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(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally appear.The
contents of the NOTICE file are for informational purposes only and do not modify the License.You may
add Your own attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shall
supersede or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service marks,
or product names of the Licensor, except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License.However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS
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APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!)
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend
that a file or class name and description of purpose be included on the same "printed page" as the
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.See the License for the specific language governing permissions and limitations under
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

Google Protocol Buffers

License

Protocol Buffers is a Google, Inc. data interchange format.Protocol Buffers are a way of encoding
structured data in an efficient yet extensible format.Google uses Protocol Buffers for almost all of its
internal RPC protocols and file formats.

[http://code.google.com/p/protobuf/]

Copyright 2008, Google Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

¢ Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

¢ Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of Google Inc. nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED.IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[ OL-26559-01-J
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Code generated by the Protocol Buffer compiler is owned by the owner of the input file used when
generating it.This code is not standalone and requires a support library to be linked with it.This support
library is itself covered by the above license.

[http://code.google.com/p/protobuf/downloads/detail’name=protobuf-2.4.1.zip&can=2&q=]

Innovation HTTPClient

This package provides a complete http client library.It currently implements most of the relevant parts of
the HTTP/1.0 and HTTP/1.1 protocols, including the request methods HEAD, GET, POST and PUT, and
automatic handling of authorization, redirection requests, and cookies.Furthermore the included Codecs
class contains coders and decoders for the base64, quoted-printable, URL-encoding, chunked and the
multipart/form-data encodings.

[http://www.innovation.ch/java/HTTPClient/]

License
HTTPClient is licensed under the GNU Lesser General Public License (LGPL) (note that this is not the
same as the GPL).

The GNU Lesser General Public License (LGPL), Version 2.1, February 1999, is available at the
following URL: http://www.innovation.ch/java/HTTPClient/LICENSE.

Jakarta-ORO

Jakarta-OROA is a set of text-processing Java classes that provide Perl5 compatible regular expressions,
AWK-like regular expressions, glob expressions, and utility classes for performing substitutions, splits,
filtering filenames, etc.

[http://projects.apache.org/projects/oro.html]

License

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity.For the purposes of this definition, "control" means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.
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"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including
but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

[ OL-26559-01-J
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(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally appear.The
contents of the NOTICE file are for informational purposes only and do not modify the License.You may
add Your own attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shall
supersede or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service marks,
or product names of the Licensor, except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License.However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.
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java-diff

License

To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!)
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend
that a file or class name and description of purpose be included on the same "printed page" as the
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.See the License for the specific language governing permissions and limitations under
the License.

[http://www.apache.org/licenses/LICENSE-2.0]

java-diff is an implementation of the longest common subsequences algorithm for Java, as two classes,
its main method (Diff:diff()) returning a list of Difference objects, each of which describes an addition,
deletion, or change between the two collections.

[http://www.incava.org/]

Copyright (c) 2009, incava.org
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of incava.org nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED.IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[http://www.incava.org/releases/1041874499]

[ OL-26559-01-J
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javabi-sizeof
javabi-sizeof is a small high performance utility for measuring object memory usage in Java.
[http://code.google.com/p/javabi-sizeof/]

License

For javabi-sizeof, the code license is the New BSD License, which is available at the following URL:
http://www.opensource.org/licenses/bsd-license.php

[http://code.google.com/p/javabi-sizeof/]

JFreeChart

JFreeChart is a free 100% Java chart library that makes it easy for developers to display professional
quality charts in their applications.

[http://www.jfree.org/jfreechart/]

License
JFreeChart is distributed under the terms of the GNU Lesser General Public License (LGPL).The GNU

Lesser General Public License, Version 3, 29 June 2007, is available at the following URL:
http://www.gnu.org/licenses/lgpl.html.

[http://www.jfree.org/jfreechart/]

JGoodies Forms

The JGoodies Forms framework helps you lay out and implement elegant Swing panels quickly and
consistently.

[http://www.jgoodies.com/freeware/forms/index.html]

License

The BSD License for the JGoodies Forms

Copyright (c) 2002-2012 JGoodies Karsten Lentzsch.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

¢ Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

¢ Neither the name of JGoodies Karsten Lentzsch nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission.
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JiBX

License

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED.IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[http://www.jgoodies.com/downloads/libraries.html]

JiBX is a tool for binding XML data to Java objects.
[http://jibx.sourceforge.net/]

[This license (BSD form) covers the actual JiBX code itself.]
Copyright (c¢) 2003-2010, Dennis M.Sosnoski.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

¢ Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

¢ Neither the name of JiBX nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED.IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

[http://jibx.sourceforge.net/jibx-license.html]

[ OL-26559-01-J

Cisco Security Manager4.3 1 VX FL—Yav H4F i



ft#& B Cisco Security Manager ICBi3 %4 —F> V—X S REA |

jNetStream

jNetStream is a java development library, commonly referred to as SDK (Standard Development Kit), for
building applications that need access to network packets.

[http://www.jnetstream.com/node/10]

License

Copyright (C) 2008 Sly Technologies, Inc.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.See
the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if not,
write to the Free Software Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA.

[http://sourceforge.net/projects/jnetstream/files/|

Restlet

Restlet Framework is the leading REST framework in Java.Restlet Framework is developed in the
context of the open source Restlet project.

[http://www.restlet.com/products/restlet-framework]

License

Restlet is an Open Source project that is distributed under several licenses at the same time.Complete
license informationis available at the following URL: http://www.restlet.org/about/legal.

Spring

Spring is an application development framework for enterprise Java.

[http://www.springsource.org/]

License

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.
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"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity.For the purposes of this definition, "control" means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.

"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship.For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized
to submit on behalf of the copyright owner.For the purposes of this definition, "submitted" means any
form of electronic, verbal, or written communication sent to the Licensor or its representatives, including
but not limited to communication on electronic mailing lists, source code control systems, and issue
tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise designated
in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License.Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted.If You institute patent litigation against any
entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
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incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution.You may reproduce and distribute copies of the Work or Derivative Works thereof in
any medium, with or without modifications, and in Source or Object form, provided that You meet the
following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do not
pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE file,
excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the
following places: within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally appear.The
contents of the NOTICE file are for informational purposes only and do not modify the License.You may
add Your own attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot
be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or
different license terms and conditions for use, reproduction, or distribution of Your modifications, or for
any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions.Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.Notwithstanding the above, nothing herein shall
supersede or modify the terms of any separate license agreement you may have executed with Licensor
regarding such Contributions.

6. Trademarks.This License does not grant permission to use the trade names, trademarks, service marks,
or product names of the Licensor, except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty.Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or
FITNESS FOR A PARTICULAR PURPOSE.You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise
of permissions under this License.

8. Limitation of Liability.In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out of
the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if
such Contributor has been advised of the possibility of such damages.
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9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License.However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for
any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any
such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields
enclosed by brackets "[]" replaced with your own identifying information.(Don't include the brackets!)
The text should be enclosed in the appropriate comment syntax for the file format.We also recommend
that a file or class name and description of purpose be included on the same "printed page" as the
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in
compliance with the License.You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.See the License for the specific language governing permissions and limitations under
the License.

[http://www.apache.org/licenses/LICENSE-2.0]
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