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ZFwT 1 ASDM AA > ¥ 42 K&C, [Wizards] FR v 7472 2 =a—b [SSL
VPN Wizard] ##R L £3, SSL VPN HEED Step 1 DB E AR R INE T,

g2 551 ¥PN Wizard x|
SSL VPN Wizard 55L ¥PN Connection Type (Step 1 of 6)

The security appliance provides Secure Sockek Layer (SSL) remaote access connectivity From almost any
Inkernet-enabled location using only a Web browser and its native SSL encryption. The security
appliance provides bwa different bypes of S5L YPM connection.

Flease select the type of S5L YPN connection to configure:

Sy ﬁﬁﬁ

The security appliance allows SSL-enabled web 'J:
browsers ko access HTTP or HTTPS web servers on a Browser SSLVPN  Group
parkal page. based Gateway  Policy

[~ Cisco 550 WPN Client (AnyConnect WP Cliznt)

The security appliance downloads a self-installing
AnyCaonnect WP Client ka the remoke PC that allows

Sy ﬁﬁﬁ

full, secure access ko resources of an internal Cisco S5LVPN  Group
Cliant Gateway  Policy
carparate network,
o
- o
= Back | Mext = | Finiist | Cancel | Help | =

AFw 7T 2 SSL VPN Wizard ® Step 1 T, RO FNEICHENFE T,
a. [Browser-based SSL VPN (Web VPN)] F = v 7Ry 7 A& A4 LET,
b. [Next] #2 U v 7 LTHATLET,
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SSLVPN A 32 —2J x4 ADIRTE

ATy

71

&= S5L VPN Wizard

¥ SSL VPN Wizard

a Pravide a conmection profile and the interface that SSL VWP users connect ka.
| F Connection Profile Mame: |CIientIess—\-‘PN |

SSL VPN Wizard ® Step 2 T, RO FNEICHENE T,

Ut— b 2—V0EhT oA 2HRE L £,

SSL ¥PN Interface {Step 2 of 6)

The inkerface users access For 551 YPM connections,

S5L WPM Interface: |0utside v |

Digital Certificate

‘When users connect, the security appliance sends this digital certificate to the remote web browser to authenticate
the ASA.

Certificate: -- More -- v

Accessing the Connection Profile

One accesses this connection profile either by its Group Alias or Group URL, One selects the Group Alias from the
Group drop-down list at the login page. ©ne enters the Group URL in a Web browser,

[ Conmection Group Alias{URL |

Display Group Alias list at the login page

Information
URL ko access S5LWPM Service: https:// 192.168.1.10
URL to access ASDM: https:// 192.168.1.10,admin
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[SSL VPN Interface] Ky 7F& 72 U X ks, Ue— b 2—H0REFT 5 A
VHE—T x4 AEBRLET, 22—V RIDA U F—T x4 A~OEHGE & LT
%L, SSL VPN OR—F )L N—=VRnFRENET,

[Certificate] Fr v FZ U YR Rnb, W@HEMEX2 )T T4 T A

FRITAEDICHESE X2 )T 4 TTPIALT AL ->TYE—F 22—
ICRE S DFEFEZBIRL £,

T 74V hTiE, ASA 5500 ¥ U —XIZ L > CHOBAGEAERERINET,
X2 VT4 &2MILL, 77 UFOEERX v E—URRRENLNVEIICT D
DIT, AWIZEE S SSL VPN GEEFEZIEA L THH U AT A& EBREIERE
BT 52 b TEET,
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1—FBEHROIEE

2=V OFIEL, B —HARERET — ¥ _N— A F7234MA D Authentication,
Authorization, and Accounting (AAA; ik, BF[, TH VT 7)) F—
EEALCHEITTEET (AAA — 321X RADIUS, TACACS+. SDI. NT,
Kerberos. BXWLDAP BH 0 £7),

SSL VPN Wizard @ Step 3 ¢, RO FIEIZHENE T,

ATy 1 FEREC AAA P —RFEFV— R TN —TE2EAT L5, ROFIECENET,
a. [Authenticate using a AAA server group] A 7> a >y Rx %227V v 7 LET,

# SSL VPN Wizard 3
L4 SSL VPN Wizard User Authentication (Step 3 of 6)

The security appliance supports authentication of users by an external A& server or local user accounts, Specify how
the security appliance authenticates users when they login.

@ Authenticate using a AAA server group

444 Server Group Mame:! | groupZ V| | Mew.., |

() Authenticate using the local user database

User bo be Added

Username:

[ ]

Password:

Confirm Password:

L 1

&dd ==

248756

Cisco ASA 5500 ) —X RB—+ Py T HA K
m. 78-19186-01-J |




| #FM1ME 2FUA:SSLVPN IFA4T7 Y L REHR

5547vFSSLVPN 5 UAoxz B

b. HAIREINTWND Y —,3 7 L—7% [Authenticate using an AAA Server
Group] Rey 7 Xy YA SDRBEIRT 55, [New] %27V v 7 LTH L
W AAA =R T =T EREMLET,

L AAA = T =T 2Bl $ 21213, [New] 22 U v 7 LET,
[New Authentication Server Group] A 7 2 7R v 7 ARFRINET,

IOFALTaTRy 7 AT, WOHBEBEZEELET,
- =R T —74%
9 53857 2 k=2 (TACACS. SDI. NT. Kerberos. LDAP)
AAA YV — 1D IP 7 FL A
— WX VT TTIA TV ADA L E—T oA R
— AAA Y — L OBIFEHA T D X —
[OK] 22V v 7 LET,
AFwFT 2 v Na—W F—EFXR—REFHL Ca2—VZ2EIET IH5E, ROFIATH
Lb\:L~47L THhHY Yy MEERTEET, ASDMREAN VX —T oA A&HERAL
L BECTa—VEENTAIELTEET,
FLWL—FZENT 5101k, 2= P4 L 2T —REANL, [Add] %2 U v
ybij‘o

ATYT 3 HLa—FOBMAKET LS, [Next] #27 Vv 27 LTRATLET,
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FIL—TF R) —DIEE

SSL VPN Wizard @ Step 4 T, IROFIRIE->TI/N—T RY —%HELET,

AFw7F 1 [Create new group policy] 7> a> RE %27V v LT, IN—T4EEE
L\ij—o

ES =N

[Modify an existing group policy] 7> a v K& %7 Vv -7 LT, Fry”/
By VAN I N—T 5B ET,

SL ¥PN Wizard x|
SSL VPN Wizard Group Policy (Step 4 of 6)

A group policy is a collection of user-oriented attributefvalue pairs. Unless assigned ko a specific group
policy, all users are members of the default group policy (DFtGrpPolicy). Therefore, configuring the
default group policy lets users inherit attributes that you have not configured at the individual group
policy or username level,

{+ Create new group policy IGroupSaIesl
= Modify existing group palicy IDﬂtGerDIicy b I

< Back | Mext = | Eimist | Cancel | Help |
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JE—FA—YDITVvIT—9 )X FDERK

2—PRHEICT 7 BATEAURLDY A RERETAHIEICE ST, A—H
NN R=T DENTITOFR—ADITTA T RG22 T4 T T

A T v A~D VPN 85t & i UT- RIS R R S B KB 72 Web ~_— U & {ERk T &
7,

SSL VPN Wizard ® Step 5 T KD FMEIZHE> T VPN R— X )L R—D|ZFIRT
% URL #faEL £,

ATv7 1 BFEOT7 vy ~—2 VALEEBEETDHITE, FIvT7 X0 VAN T v
~—7 VYA MOARTZERL £7,

& SSL VPN Wizard 3
| SSL VPN Wizard Clientless Connections Only - Bookmark List {Step 5 of 6)
" Configure a list of group intranet websites that appears in the portal page as links that Clientless users can navigate to,

Bookmark List: | -- Mone - v| [ Manage... |

248757

FLWIRAMEZBIMLZY, BEfFOY X M &mE LY 3 5121%, [Manage] %
7V vy 7 LET,
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[Configure GUI Customization Objects] A 7 2 7R v 7 ARFRINET,

8 Configure GUI Customization Objects

Configure Bookmark Lists that the security appliance displays on the S50 WPN
portal page.

This patameter is enforced in either a YPM user, a group policy, or a dynamic
access policy configuration.

& add| @ ﬂ & Import| [Z Export
Bookmarks

[ O H Cancel ][ Help ]
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AFvT 2 HLWT v r~v—2 VR NEERT SIS, [Add]) 22 U v 7 LET,

BEfFD7 v ~—2 VA NERETHITIE, WMET DU A NZERL T, [Edit]
Vv LET,

[Add Bookmark List] A4 70 7Ry 7 ARFRINET,

#= Add Bookmark List x|
Bookmark List Mame; IGrDupSaIesBookmarks
MName | LIRL | ]z |

Edit |
Delete |
Mawe g |
[Move Down |

K, Cancel Help
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[URL List Name] 7 4 —/bV R T, fE{T 27 v/ ~v—27 DV X M E4EEL %
T, ZOURAREN VPN AR—HF )L RX=TDHX A MLz £,

[Add] %7V v 7 LC, Fv7~=—2 UR Mo L\ URL %3800 L £,
[Add Bookmark Entry] £ 7 7Ry 7 ARFRINET,

8% Add Bookmark

Bookmark Title: |SalesRep0rt |

URL: |http V| i |www.example.com | o

Optional Settings
Subitle: | |

[] Enable Smart Tunnel

Allow the users to bookmark the link

Advanced Dptions ¥

[ OF H Cancel ][ Help ]

248750

[Bookmark Title] 7 4 —/V KT, UADHA MAERELET,

[URL Value] ke vy 7 ¥ v URX MG, HET S URL OfEEZEELET,
7z & 213, http, https, ftp R & AR L £,

Wiz, N—=Yo5E2 URL 2HEELET,
[OK] %72 Vw27 LT, [Add Bookmark List] ¥4 7 r 7 ARy 7 RZREY £7°,

Ty r~—27 UANOBMMBPKT Lizfa, [OK] %2V v 2 LT [Configure
GUI Customization Objects] # A4 7 R/ AR 7 ZIZED £,

Ty =2 JAPOBEMNBS LOWENKT Lo, [OK] 227V v 27 LTSSL
VPN Wizard @ Step 5 [ZR Y £,

[Bookmark List] ke v 77X w2 U i, 20O VPN ZV—T7DT v 7 ~—
7 U A FOAHTEERL £,

[Next] #2 Vv 27 LTHATLET,
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RENBDHEE

SSL VPN Wizard @ Step 7 T, RENAENELNWZ 2B LET, BRIND
BRERRDOLSITRD F7,

g2 551 ¥PN Wizard x|
SSL VPN Wizard Summary {Step 6 of &)

You have created & S5L WPM connection with Following attributes:

Selected Features:  Clientless

Connection Mame:  Clientless-%PR

S5L WPM Interface: outside

User Authentication: LOCAL

Group Policy: Groupsales

Eookmark Lisk: Group5alesBookmarks

i Mext = | Einish | Cancel I Help I

191847

N E STV A840E [Finish] 227 V v 7 LT, SR t*2U7 4 7
TIAT L AERANEZBHLET,

WIZT A A EBT LS ITHASND L HIC, RELEFEZAF— T v
Ay 7 4 X2 b—a SRET S AL, [File] A==—25 [Save] 27V v
7 LET, £720%. ASDM 2K T35 & ICRELEH &2 RKANCRET D X
TR ENET,

REEFZRFELRWEAIE., RICT A, AL ELET 5 L SICETRIOR TN
OFEFHEAINET,
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MR ERB LA T v a Ve L PE T Cisco ASA 5500 Series Configuration

SRAERE DY E Guide using the CLI]

HE72EMRIZ OV T [Cisco ASA 5500 Series Command
Referencel
[Cisco ASA 5500 Series System Log
Messages ]

BEOT TV r—ya VRt 2 VT 4 T IAT UV AERETEET,
WROETIX, WMt X2 T 4 T IAT  ADMD— i T 7Y &r—
va YORETFIEIZOWTHHAL £,

EITHE Sk

DMZ WN® Web Hh— &+ 5720 |4 8% [ U4 : DMZ % i

DOESEX2 VT 4 TTITAT A

DFRIE

YE— 727 & A VPN OHFIE 9 [V F U4 :IPsec UE— T
7 A VPN iR |

AnyConnect VPN D% E % 10 & [ 7 U 4 : Cisco
AnyConnect VPN 7 7 4 7 b fi##e
DEXE |

#A hY—H A b VPN OE B REIFIAF A Y=o
~ VPN #&E |
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