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Windows Registry Editor Version 5.00

[HKEY CLASSES ROOT\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}]
"AppID"="{76A64158-CB41-11D1-8B02-00600806D9B6}"

[HKEY CLASSES ROOT\AppID\{76A64158-CB41-11D1-8B02-00600806D9B6}]

"DllSurrogate"="

% — "DIlISurrogate" DEIZIZ, 2 DD AL—ZANEGENTWD Z & 2R LET,
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NiE72 0 8 A, decomenfg Y — LA L T EEITTEET,

a< v K74 2inb deomenfg Y — /L& LE) L £ 7,

[Component Services] & B L £,

[Computers] Z /&R L. [My Computer] #7 UV v 27 LET,

A =2 — /3—"T [Action] &R L, [properties] 2 U v 7 L, [COM Security] %27 YV » 27 LE£7,

T ABIOEEOM G LT CDA T AV Y FBRFAHRER > TS ZE 2B LET,
Active Directory = —%, 4 DDA 7> 2 > ([Access Permissions] ¥ & O [Launch and Activation
Permissions] @i 51Z%t3 % [Edit Limits] & [Edit Default]) @3 X TIZBMENDILERZH Y 7,
222 BB L TLIZEN,
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[Access Permissions] 35 & UF [Launch and Activation Permissions] @O 5 iZxt L Cr— A B LY

ATFvT 6
EFE—NT 7 AETXTIHFAILET,

2-2 [My Computer Properties]

My Computer Propetrties x|

General I Options I Default Properties |

Defaul Pretocals | MSDTC COM Secuity

 Access Permissions
Vou may edit who iz allowed default access to applications. Y'ou may
alzo zet limits on applications that detemmine their own permissions.

Edit Limits...

r Launch and Activation Permizsions
ou may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permiszions.

Edit Lirnits... Edit Default...

QK Cancel Apply |
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[Access Permissions] DA—ALE LUV E—F 72ER

2-3
Security Limits | Default Security |

Group or user names:

2. cdauser (cdauser@IBF-2.LOCAL)

GI'OIJD Or User Names:

2. cdauser (cdauser@IBF-2.LOCAL)

Add.. |[ Remove | Add.

Pemissions for cdauser Allow Dery Pemissions for cdauser Allow Dery
Local Access O Local Access O
Remote Access O Remote Access O

Leam about access control and pemissions

Leam about access control and pemissions

OK Cancel
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Launch and Activation Permission

Securty Limits |

Group or user names:

2l

[Launch and Activation Permissions] DA—AhILE LU E—F 7O ER

Launch and Activation Permission

Default Security |

Group or User names:

il

2 cdauser (cdauser@IBF-2.LOCAL)

2 cdauser (cdauser@IBF-2.LOCAL)

add.. |[ Remove | Add
Pemissions for cdauser Allow Deny Pemissions for cdauser Mlow Dery
Local Launch l% O Local Launch O
Remote Launch O Remote Launch O
Local Activation O Local Activation O
Remote Activation O Remote Activation O
Leam about access control and pemissions Leam about access control and pemissions
Q
oK Cancel oK Cancel S
&
o0

WMI Root\CIMv2 & &TZER 2% Y HER

ATvTA1
ATvT 2
AFvT 3
ATFv7 4
ATvT 5

[Start] > [Run] Z#27 U v 2 L, wmimgmt.msc & AJJLE T,
[WMI Control] #42 U v 2 L. [Properties] #27 U v 27 LET,
[Security] # 7T [Root] # B L. [CIMV2] Z#&IR L F 7,

[Security] 27 U v 7 LE 7,

2-5 TR ¥ X 512, Active Directory = —F % B L, LERMEREZRML ET,

Active Directory = —HIZIE, T 74/ N TAY v ROETBIQNY £— NOFNLOHEREH Y £
loe ZHUHIE wmimgmt.mse MMC =22 Y — V&R L TR GT5 22N TEET,
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B 2-5 WMI Root\CIMv2 ZRIZEDSELIER
[} Permission Entry for CIMV2 =)

Object

Mame:

Apply to: [This namespace only 'l

cdallser (ESHABAT-WS\cdallser)

Permissions: Allios

Execute Methods
Full Wrike

Partial \Wrike
Prowider 'Wite
Enahble Account
Remote Enable
Read Security
Edit Security

ODEEEEEEE|E

Clear all

Apply these permissions to objects and/or
containers within this container only

Manaqging permissions

[ Ok H Cancel ]

20172

Active Directory FAS Y OV FA—=50€Fa T4 ARV F AVOHRARYT IR

AFvFT A1
A7y 2

AFwT 5

Windows 2008 LAF% TiX. Event Log Readers & MEIZI 2 Vv — T Ica2— W EBINT 5 Z & TIITTE
7.

Windows DT _XTHDHN—=Y g TR, VYA F—ZROLIICHET DI L TEITTETET,

X2V T 4 ARV BT ~ADT IV RAERET 0, TV RO SID B o0 £9,

TRTOSID 7HT Y bEFERTHITIE, K 2-6 ITR7T LT, a2 R IfrhbkRkoawy R
FRLET,

wmic useraccount get name,sid

BEDZ—PHE FAL K LT, kOa~vr FeERT52LHTET,

wmic useraccount where name="cdaUser"get domain,name,sid

SID # 121, VYA MNY) =74 ¥ &HE, ROGHEBRLET,

HKEY LOCAL_ MACHINE/SYSTEM/CurrentControlSet/Services/Eventlog

[Security] #27 U v 7 L, [CustomDS] ¥ 7 /7 U w27 LET, 2-7T %R LT3N,

7o & 21X, cda_agent 7 7~ (SID : S-1-5-21-1742827456-3351963980-3809373604-1107) ~®
AT T 7 AZRFHAT HITIE. T(A;;0x155;S-1-5-21-1742827456-3351963980-3809373604-1107)
EADLET,

DC FCWMI—b2&2FHEELET, RO2BYDHETWMI —E 22 HEEHTX E4,
a. CLIb®kpa<wy REFEITLET,

net stop winmgmt
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net start winmgmt

b. Servicesmsc ZEITLET (ZHI2X V., Windows V—ERAEHY ¢+ FUNRHEXET),

Windows $r—E XA EE T > K7 T, [Windows Management Instrumentation| ¥ — E 2 & {5
L. 7Y »27 LT [Restart] Z&RL £,

X 2-6 TRTDSID 7HI7 Y FORTR

ommand Prompt

rosoft Windows [Uersion 5.2.37981
(C) Copyright 1985-2803 Microsoft Corp.

ﬁ:\Documents EUT Sgtglngs\ﬂdmln1strator>wmic ugseraccount get name.sid
ame

Administrator §-1-5-21-174282745%6-3351963780-38073 73684588
Gueot -1-

Lkrht -1-

SUPPORT _388945a0 —1-5-21-1742827456—3351963988-38073 7368418081
cda_agent —-1-5-21-1742827456—3351963980-3809373684-1187

C:%Documents and Settings“Administrator>_

=
8
X 2-7 CustomSD XFFD#wE
EditString 21|
Walug name:
ICuﬂnmSD
Yalue data

ak I Cancel |

&|mr2

Context Directory Agent D14 > X +—JL

Context Directory Agent X ISO A A— & LT Ay —YENTWET, Cisco.com 226/ Fr—
ZHE L a—RLT, ThExHEAD X86 v £7-1Z VMWare ESX — A VA h—L9 52 &

NTEET,

N

(¥)  Cisco CDA % VMWare (24 A b—/LF 5351, [Use Guest OS as Linux CentOS 4/5 32 bit] % &%
TEIRTHMLERHY 9, ¥ A OS OF ﬁ?’&a/hf L. RTF = U APREEICTRLDBERHY F
R

(3£) Cisco CDA # VMWare —/NIZA VA b—/L 35 & VMWare ¥V — /LN HENIZA VA h— L3N FE
‘a_O
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AFv7T A1

A7y 2
AFyvFT 3

ATy 4

Context Directory Agent ® 1 >R k—JL ||

Context Directory Agent %4 >R b—ILT BICIE. ROFIEERTLET,

Cisco CDA ISO f A —¥ cda-1.0.0.xxx.i386.is0 ¥ V> ua— KL T, Tnxu—n/ VKRY b U ITHE

FLET,
ISO 4 A—% DVD IZEXIALET,

DVD #HiAL T, KFERIATNEAL A=V EBA AN NTIHF T a v ERIRLET,
Cisco CDA Ny 75—V DA VA M—=ANHBLEST, A VA M—ARETTHE, v B 7T—F

LET, 7= b =T U ANRETTLHLE, ROT T RRFRINET,
KAk kA kA A hkhkhkhhkhkhhkhkhkhkrhkhkrkhkhkrhkhkrhkhkrkhkhkrkhkhkrkhhxkkxx*

Please type ‘setup’ to configure the appliance

R R R I Ik b S I h I I h I I h S h I b I b S R R Sh R I 3

T— b = RFK 2 HRTRET LET,

a7 M Tsetup) EANLT, By b T o7 Fal I 8xF b LET, ry hT—F 7 T

A=RERPDI VT oy VOATIHRD LT T MIRERINET,
Wix, $or 7oty NT v TR I AT TN N TR T MERLTOVET,
localhost.localdomain login: setup

Press 'Ctrl-C' to abort setup

Enter Hostname[]: cda-server

Enter IP address []: 192.168.10.10

Enter IP netmask []: 255.255.255.0

Enter IP default gateway []: 192.168.10.100
Enter default DNS domain []: cisco.com
Enter primary nameserver []: 200.150.200.150

Enter secondary nameserver?Y/N: n

Enter primary NTP server [time.nist.gov]: clock.cisco.com
Enter secondary NTP server?Y/N: n

Enter system timezone [UTC]: UTC

Enter username [admin]: admin

Enter password:

Enter password again:

Bringing up the network interface...
Pinging the gateway...

Pinging the primary nameserver...

Do not use 'Ctrl-C' from this point on...
Installing applications...

Installing cda...

Pre install

Post Install

Application bundle (cda) installed successfully
=== Initial setup for application: cda ===
Generating configuration...

Rebooting. ..

| oL-26299-01-J

Cisco Context Directory Agent, Release 1.0 f Y X kL—Yav/avIq4Falb—Yarv 4 F



¥ 2E Cisco Context Directory Agent D1 X k—JL |

W Context Directory Agent 1.0 /Sy F 1 D4 VX h—JL

AFyFT 7T

(E)

Cisco CDA O3y F 1 A > A h—/L LE7, [Context Directory Agent 1.0 /X F 1 DA A F—/1]
(P.2-14) ML TL7ZE W,

<~V UNY T — b L7zt CiscoCDACLIIZR A v LTy r—Y DAV A M= VEHERBTEET,
RITH TN OB FIEEZR L THVET,

# login: admin

/admin# show application

<name> <description>

cda Cisco Context Directory Agent

/admin# show application status cda

CDA application server is running PID:2840

ZN T, CiscoCDA =—% A v X —T = A AiZu A > LT, Cisco CDA DREZMBTEDL LI
0 E L,

Py T v 7 Ia s T ARIEE L2 =4 L RRAU— KX, CLI & GUI Ol FICEATE £
T 2P A A —T oA AEFALTGUI SAT— REZZEHTELTH, CLI SAU— FIILEFSh
T, ZTOHOHAEBLRLTY,

BEEIEE
o [HR—FNENBFXVL—F 47 P AF 5] (P2-1)

o INh—FvU=73MH (P2-2)
o M) (P.2-3)
e [Cisco CDA & OIER 728t D 7= O Active Directory D Z: | (P.2-4)

Context Directory Agent 1.0 \YyF 1 DA VX k—JL

AFvFT 1

A7y 2
ATFyvFT 3
ATFvT 4

Cisco.com 7*5 CiscoCDA 1.0 Xy F 1 #X¥v>ua—FKL, f{ VA=)V TEET,

Ny FE CDAWKT »7a—RFRCTELL9ICVARY MY EERLET, VAT MY OEMFIEOTFIRIC
DWTIE, lrepository] (P4-112) &ML T EEI 0,

EFLEZYARY FUIZ Cisco CDA Ry F 1 2Fvru—RLET,
Ipatch install) (P.4-29) OFHAIHE- T, Cisco CAD Ny F 1 &AL A =L LET,
WOFIHIZHES T, Ny FRA A P—=A SN TND I E MR LET,

/admin# sh application version cda

Cisco Context Directory Agent

Version : 1.0.0.011

Build Date : Tue May 8 15:34:26 2012
Install Date : Mon Dec 17 08:53:18 2012

l_Cisco Context Directory Agent, Release 1.0 f VX FL—Yav/avI4F¥alb—Yav HAF
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Cisco AD Agent » & Cisco CDA ~0pZ(fFL—3> M

Cisco Context Directory Agent Patch
Version : 1

Build number : NA

Install Date : Mon Dec 31 09:35:09 2012

Cisco AD Agent 5 Cisco CDA ~ADI A L— 3y

Cisco CDA 1% Cisco AD Agent & H#ER3H Y £9, AD Agent ¥y NV —2IZTTIZT FrnA &h
TV HE., AROMIET 2 EZMEN LT, CiscoCDA L »TENEZBEESWMZ L ENTEET,
IDX—=2DT 7 AT U4 Y a—arOfoaiR—F2 k (Active Directory —/3 &
Identity = > v 2 —~ T34 X (ASA/WSA)) T, V7 "NV =T OERRLT v 77 L— RETHINE
EH Y EE A

Cisco AD Agent 725 Cisco CDA ([Z#E# T 5 A1IZ, kD AD Agent & /EDFFMATERL THE T,
s —RBEDOAT T a v
AD =—Y x>k 2= K adacfg options list % i [
e IP 7 FLRABLUMEEL F T Syslog —3
AD =—Y x> b 2+ K adacfg syslog list % 1

o I—HH NRRT—FR, FA L, BLORAA > FQDN % & te#Efi s & D Active Directory DC Y
A B

AD =—Y x> b 2= K adacfg de list ZfEfH (XA T— REHERLZRWV)
s IP7 RLA/H TRy b EEMELELAYa—~ TAA A (T TEY )
AD =—Y x> b 2~ K adacfg client list 2/ (GLAMEZ R R LARV)

FROavy ROTXTOHILEHAFENCOWTIL, [installation and Setup Guide for the Active
Directory Agent, Release 1.0) %ML T E &,

BETED Cisco AD Agent 7 7'V r— 3 Skt 2 & 912 Cisco CDA A VA h—VB L UFREL
E3as
e A7 =T, Active Directory DIEAREAZRELFET, Cisco CDA ® AD =% VU » 7L,
Cisco AD =— = F® dcStatusTime (ZfHY L EF (Cisco CDA TiX7 7 4L T 10 B TT
23, Cisco AD ==Y = "N CIET 74V FTO60 D THDIENERD ),

Cisco CDA DL, AD =— Y = > k@ dcHistoryTime (24124 L £9 (CDA TiX7 74 /L R T
10 BTTMN, AD=—V = b TIET 74 /L b T 24 B CTh Dm0 £9),

CDA O =—H a7 A UHEHHHIRIE, AD =—Y = k@ userLogonTTL 24 L4 (57
v D 24 FEREIIXIE U CT9),

e DC~vilkF a7 RY—%&ELET, Active Directory DEF =2 U7 4 KU —fiE
IZB3 % Cisco AD =— = v | & Cisco CDA O #HEIX, Windows 2008R2 H— M2t LToD
A & £9, Cisco CDA D4, [Active Directory ¥— SDEMEfwE] (P.7) OAT v 72
T SN T 5 X 512, Microsoft Windows 2008 R2 — 27 v v MERZHELET,

o A7 ar T, AD =— V= F®D logLevel IZx)id 5 & 91, B LULERIE % Cisco CDA (2
RELET,

e F7°v =T, adacfg syslog list 7»5 Cisco CDA IZ syslog ¥— 3NZEBML £,

e 3T ®D Active Directory ¥—/3% adacfg dc list 7> 5 Cisco CDA (Z:B/ML £,

| oL-26299-01-J

Cisco Context Directory Agent, Release 1.0 f Y X kL—Yav/avIq4Falb—Yarv 4 F


http://www.cisco.com/en/US/docs/security/ibf/setup_guide/ibf10_cmd_ref.html
http://www.cisco.com/en/US/docs/security/ibf/setup_guide/ibf10_cmd_ref.html

¥ 2E Cisco Context Directory Agent D1 X k—JL |

W Cisco AD Agent 7 5 Cisco CDA ~DZ4/FL—a >

e T _TD Identity = > ¥ = —~< % adacfg client list 7> % Cisco CDA IZiEM L £ 9,
FUHRAML/P T FLRAZMBHLTAD =—Y = b —3% Cisco CDA — LB X2 584,
ayva—~< T4 A (ASA/WSA) BRELXEHT HMET R, arva—~< T4 AZEHWIC
Cisco CDA IZH#Hi L C, ID v v B> 7R EZ RS L9,

TR EFRA Y | Hi721Z Cisco CDA T — " ZEAIEMT 2546, £ O#H L Cisco CDA — 3% 5
TEIZ, avva—~v TS RAORELXEHTLHLERND Y 9, FHMIZOV T, Cisco.com D
ASA BLVWSA OFRAZZHL T IZE,
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