S O4 v O EBDRE

ZOFETE, WOBREF A ZIZHOWTHALET,
« B R AT TORE
e VPN k77 ¢ v 7 H® Quality of Service DX iE
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A— KNSV TDORE
VE—RF 7747 ar74Xa2b—varTC, ARy hU—7 RSN 2 2L Eo
ASA ZHHLTYVE—hF By v a BB LTWEEES, Eyvaro— Rz 5k 5z
NOEDTNARAEFETEET, TOERRIL, 2— M AT 7L MERET, — R AT
U ERBEATAE, B — RERRNDTFAL Ay gy NI T 4 vy I BRFEINDLTED,
0— RIT_NTOTFAL R/ EENET, 2O —R A_NF0 02k, YATA Y Y—R
EWRMIEHA L, BWT XA T8V T 4 2EBRTEET,

O— R NNT Uy T EREETHINE. RS T2y b ED2 2L EOT A A E R TN—T
b LT kA 52 5% LET,

RIS T AZRNDTRTOT N, A, BEyvary a—RFRRELNET, (BT ZAXND 1D
D ASA THDH K2 735 v X =%, e T AN, Ny 27y 7 7Ny LIRS
TNA AERB A NEFETHIENTEET, BT TR v~ AZ =L, 7 TAXANDOT T
DT NAAZERL, T A AOBEBEELZEHL, TS TEYy Y ay va— REoBSEE
T BT TAH v AX =%, 1 DOYHET AL AZHEMFIT 6N THD DO TIE L, T3 &
MaEaBE L CEOEEZRLZLET, LEIX BEORE Y 7 A% v A X —ZEENHAET D
ELTTARAENDNRNy T T THRAAD 1 DOBREOEENZ G| SRS 72726108 LW 7 &
B AE =20 FT,

DT T4 T v M, BB FAFTHE—DO KRB ZX2IP 7 FLXELTHRZET, &
IP 7 RURIFFFEDOWBLT NS A ZZEEAT T 6N TWERA, BUEDHEIEY 7 A% w2 X2 —IZ&
LCWET, 207z MEAR] T, #EHROMELZFITLTWSD VPN 7 F 47 > ME, &Iz
DR FZAZ P 7 RLAIZHR LET, WRITEIBY 7 A% v A Z—%, 7 7 AZNTHH AR
T, B— RFENR/NORXT Y 7 IPT RLR%E, 7747 MIEELET, 2BIEO F T 7
va v (2—WZTER) TE 774 T NMIFOT A, RACEHEER LET, 208D REIE
T, 7 TAL = 2Z =%, V=AM THEN ORI N T 7 4 v 7 EFELET,

T ITABZNDOHDLT A AEENBELTEGAE, KTy v a i REBIIEY 7 A
2P 7 RUVARICHER T ET, RIC, IR TR v~ AX—F, TNOOERE 7 7 AXND
TIT AT THRARIHFELET, B T RY v 22 —HIRICEENRKAELZGA, 7T AHF
WOy I T o7 FTNAAD 120, LI, FEEMIC, FIiLniteyvary v 24—
ELTHEEIZR I ES, 7T AXNOEHOT A REERBELTH, 7 TAXHADNT
N1 OOF AL ZANT v PIRETHARETHIIE, =2—WI37 T A X~ &k T& £
7

eI

v

GE)  WebVPN Tr— R ANF U I MIELLBERET D121, 7 T AZNOTXTOT /A AN
WebVPN V9 R—F L TWAMLERDH Y £97,

GEE S
B—=RNTv T3 T 74NV FTET 4 =7 T, WRIICRE L TS X — 7T D4
ERH Y FT,
H=RANFUTERETELECTDITE, ETATV v A0 F =T =M ZABLVTZ
AR—KN A =T 2 A AFEREL, KBTI TAZ P T RVAHDOA v H—T x4 AZERT D

WENH Y FF,
7T AZNDTRTDT A T, ROEIZHOWT, 7 72 ZEFOE CEEZ AT 268N H Y
iﬁ—o

VPN3000 Y U—X avt Y b L—4 BEER ASA ~DBITFIE Version 7.2
m. OL-10669-01-J |



| F6E F374vIBBORE

o AT TAXDIPT KLA

o MEEALERE (A7 =)

o MR (RFEALS A F—T A TRVWEARIIA T a )
e FA—RID (F 74/ 1 UDP I 9023)

AV I74X2Lb—L a3 FIEOBE

B/NDVPNE— R ARNT o A% — ARBETHIZIT, ROFIEEZFETLET,

1. RIEZ 522 P T FLAZERLET, ZOIP T RLAIZ, VPNE— R RS20 75
ABNOTRXRTOTNAATHEEINET, 7 RLRAF, A ATHEEEINDE AT Y v 7 W
TFxy b7 RUAOHBNIZT2HLERNH Y 3,

2. AT —FIN T 2= NA—N—%RETLEHE, BELEZARX—T ML, 7T AZNDTR
TOTNAATHAET O GHRAEERZ LET, WK 7 AZNOT N4 AL, 1PSec A L
TLAN b R VR THEE LET, B bd A x—7 T 5L, T34 AMTHEEIN
HERTOE— R ANy TEROESALMEES LE T,

3. A7V ar T, IITARFZNDOTNA ADT 74 )0 OB #ZEH LE9, FHiE 1 ~ 10
T, 10 B AT, ERIEMLIT, B EZIIBEEDO~ A X —ICEENFEA L E XD, Y
TN AR T A < AL IR B ATREME R R T L O T, B E T DB IEN AN E W
E. ZOTNAAWNERY T AR v AKX — 2B RettidEL 2 £,

T ITAZIEFEFNDEASA T, O— R ARG T, F—T NI LET,
ZOHEOPITIE, WOMEEFHELET,

=

o JIFRAIPT KL AL 209.165.202.224,

o U T AZMETHIT. 12345678,

o DU TAXTIEMEBALRA F—T L,

o Z OB ASA DESENERLIE 10,

ZOHEOBITIE, IROCLILa~v> REEHLTre— NN TF UV TERELET,

hostname (config) # vpn load-balancing

hostname (config-load-balancing)# priority 10

hostname (config-load-balancing)# cluster key 12345678

hostname (config-load-balancing)# cluster ip address 209.165.202.224
hostname (config-load-balancing)# cluster encryption

hostname (config-load-balancing)# participate

CLIavY FZEEARLE-FIE

ATwF1

show running-config vpn load-balancing =~ > FZ A5 L, BEDO I/ IV—7 KY v —DFEfT=
V7 4Fal—a BRI TEET,

CLIZMHALCa— R RT3 F2RETHFEEL. kO LB TT,

vpn load-balancing =~ > K% 373 % & config-load-balancing E— FIZBITLE T, ZDOE—FK
T, IV TABDNRT A= ERELET, ZOF— RTcuster 2v 2 FEAS LT, AR 7 A
ZIPT RV AZEET D FIIRO LB TH,

hostname (config) # vpn load-balancing
hostname (config-load-balancing)# cluster ip address 209.165.202.224

[ OL-10669-01-J
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AFYF2 Zoarrv 4 Xal—va rTRESLEERT DI, custer 2~ REHEH L, Bz ERL
THLIERLEA 2= NI LET, ZOAT v XA T > a T, ka4 2—7 T D
B, EHEZRTETILERDHY 7,

hostname (config-load-balancing)# cluster key 12345678
hostname (config-load-balancing)# cluster encryption

ATY T3 (AT a) ASA DT 7 v kN OESNERL &2 F 4 5204, priority =T~ RERO L5 ITHHAL
\i—?—o

hostname (config-load-balancing)# priority 10

ATy T4 ZDOASA TE— R RNT LU T hA F—=TMIT HITIE, participate 2~ > FERO L HIZHEH
LET,

hostname (config-load-balancing)# participate

ASDM Z{#EH L1=FIR

WOFIEIZ, ASDM ZfEH L T — K XT3 v v FARRETDHHiEEZRLTWET, Zopfins
FTA=HDELITFT 74NV MERSH LD T, HEELTLIEE,

6-1 ASDM TOA—F NSV VT DOHTE

209.165.202.224 023

test ]
inside 7] 192.166.10.10

126654
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ATvF1

ATFvF2

ATFvF3

VPN B— K RNZ 2T % A F—7WIZF 5121, Configuration > Features > VPN > Load
Balancing |Z##) L T, Participate in Load Balancing Cluster 2 U > 27 L £,

VPN Cluster Configuration 7 /L —>7 Ry 7 AT, 7 7 AXIZHINTHTXTD ASA HDO/NT A —
5 %/j{o)i 9 ¥-F'X'_./:E_‘ L/ji‘g—o

a. Cluster IP Address 7% A b Ry 7 A2V T AZDIP T FLAZANLET,

b. Enable IPSec Encryption =7 a V%27 U v 7 LET,

c. IPSec Shared Secret 7 % A | 7N v 7 A S58E% A JJ L. Verify Secret 7 X A b R v 7 A2t
—EATILET,

VPN Server Configuration 7 /L —7 Ry 7 A TRO L HWZA T a v ERELET,

a. Public U A b T, &8 VPN a2 T A\NBA X —T =2 A AZERLE T,
b. Private Y A N T, FI9A R~ A L B —T 2 A ATHAHA L FZ—T oA A% 1 DRIRLET,

c. (A7 =ay) Priority 7X Ak Ry 2T, ASA T T AZIZx L TEHE SN TV DA
fraeZRLEd,

d. ZOT A AN, NAT ZHEHT L7747 U+ — L OE%IZH H5E1L. NAT Assigned IP
Address [ZIP 7 KL A&Z AN LET, ZOBITIE, NAT THIOETHLNATWSHIP T RL AL
192.168.10.10 T9, T /34 AN NAT 2 H L TW72WGA. £7213 ASA 23, NAT 245
T 7 AT T —LDIERITRNESIL, 0.0.0.0 2 AHLET,

[ OL-10669-01-J
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VPN k35 7 4 v 9 A Quality of Service DFXTE

VPN 3000 22> b L—&(ZiE, b T 74 v 7 RY —FHO—{ L L THIREEFENFZESN
TWET, ASADEF 2T 4 R —ar74F¥al—arDaryR—x hThD Quality
of Service (QoS) X, TDFEIEEIZE > TRDDHDTT, ASA TD QoS DFEZHE, 10S THE Dk
REDOFEIEIZE SN TNET,

QoSiE, Ivvary ZUT A ANBT—2EWBEOT —HOWFIZRy hT—27 UV —ZX%HD
WHIEDDNT 7 4y 7EHEFHT, ZOFIVIEDVIL, Xy NUV—2 NI T4 v I DEATLED
N7 4w 2B ST HNIEEIEMNICESWTEITSRE T, RIS &, QoS IIEDR
VBN 7 4 v 7 BRFEL, L— MR (RY > 7)) NI 74 v 7ieaiitLET,

QoS %, fx D=2—H hoRABLOYA MY —H A F b LT, RO L— Ml
TR Y o 7 a2 L E 4 (LAN B8 T 1 2D VRO 2 D—W T 7 0 v 71k
BEINETA), 2DV Y —ATIL, S/MMHRRREE GFEETR) I3REIh THhEEA,

QoS ITKEDY Y —AZHE L, ASA DT 3 —< U AR FIEL 8N H 5 DT, QoS 17
TFNV R TIET 4 =TT o TWET,

WROHETIE, QoS ZEH LT, Forp IN—TEFOEE ST 7 1 v 7 ZRIET 2 H L RIS

ALET,

N

G¥) QoS DFEMIZ DUV TIX, [Cisco Security Appliance Command Line Configuration Guide] % %R 1L T<
720N,

AV I74X2Lb—L a3 FIEOBE
ASDM ZFEH LT QoS & ET 5 FlAIZ, kDO EFV TT,
1. =2 R —ZHELET,

AV B—T oA AL, F037 20— L LN TERETELF—EX RY—13 1 HF
T,

2. Y= RARI—=HAIDNT T v 7 HEELRTELET,
3. b= ARV —HAITHESNIZ T 74 v 7T 2T 7 araRELET,

ASDM Z{#EMH L1-FIE
ASDM [21F, QoS OERETFIEEHNTE2V 4PV —FRHV ET, ZOHETIE, 2OV 4 ¥ — &4
HLTR RV =T D QoS X ET D Hik%ERLET,ASDM THelp X"¥ > %27V v/ §5
b FEME A SR TE 9,

ZXF w71 Configuration > Features > Security policy /X% /L C, Service Policy Rules =27 U ~ 27 L £,

ATFwF2 Add %7 U v 27 L¥7,ASDM (Z Add Service Policy Rule Wizard - Service Policy %1 7 &2 7R v 7
ARKRRENET, ZOXAT TRy 7 ZA&EH LT, =2 RY —%ERREITREL £
—a—‘o
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6-2 Add Service Policy Rule Wizard - Service Policy 7 « #*— F

B Add Service Policy Rule Wizard - Service Policy x|

Adding a new service policy rule reguires three steps:

Step 1. Configure a service policy.
Step 2. Configure the traffic classification criteria for the service policy rule.

Step 3; Configure actions on the traffic classified by the sernvice policy rule.

Create a service policy and apply to:

Cnly one service policy can be configured per interface or at global level. If a service policy already
exists, then you can add new rule into the existing service policy. Cthenwise, you can create a new
setvice policy.

& Interface:

Palicy Marme: Itest—policy

Descriptian: I

" Glohal - applies to all interfaces

Palicy Narme: Iinhnund_pulicy

Desctintion: |

<Back | Mot | cancel| Heip |

126658

AF9T3 ZoOBITIE FLW—ER K =2 ERL, ZOR) —&2T AN ¥ —7 = A AIZHH
LE3, BAtAT AI21X, Interface 7> 2 %27 U » 7 L, KIZ Interface U A K725 test - (create
new service policy) & WO ARITZFIN L ET ([ ¥ —7 = A A4IT (create new service policy) & >
ITFAIBMIMEINET),

ATwF4 PolicyName 7 ¥ A b Ry 7 RZARY —DA4RTIEZ AT LET, ASDM TlE, A ¥ —7 = A A4,
IZ Tpolicy) & WIH BEELMIN LT 7 4V MADBRBEIILET, ZOFITIX, £4RiT% outbound-policy
WCEBTLET, Next 7V v 27 LET, ASDM T Add Service Policy Rule Wizard - Traffic
Classification Criteria % 1 7 12 77K v 7 ANRFRINET,

VPN 3000 Y U—X avt Y b L—4 BEER ASA ~DBITFIE Version 7.2
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6-3 Add Service Policy Rule Wizard - Traffic Classification Criteria

& Add Service Policy Rule Wizard - Traffic Classification Crite |

& Create a new trafiic class: Iouthnund-class

Crescription {optional): I
Traffic match criteria
[™ Default Inspection Traffic
[™ Source and Destination IP Address (uses ACL)
Vi [
[ TCP or UDP Destination Part
[” RTF Range
[ IP DiffServ CodePaints (DECF)
" IP Precedence
[~ Any traffic

Iftraffic does not match & existing traffic clagss, then itwill match the class-default traffic class.
Class-default can be used in catch all situation.

" Use class-default as the traffic class.

<Elack| Mext = | Cancell Help |

126655

AT v F5 Createanewtrafficclass 772 a %27 U v 27 LET,ASDMIZ LY A X —T =1 A4 L [class)
LWIHISENEAEEINT, 7TFA N R T AT 74V bORY =4 ERENE T, ZOHIT
X, 4 Hi% outbound-class IZZE T L £,

AT wF 6 Traffic match criteria 7 /L — 7" R v 7 Z(21%, ASA TR EIN TV B —HEHEDY T v P HRER
SNET, ZOHITIL, Tunnel Group 7> a> %27 VU v 7 LT, Nextx7 U v 7 LET, ASDM
|\Z Add Service Policy Rule Wizard-Traffic Match - Tunnel Group %1 7 &2 7' 7R v 7 ANFRINFE
‘j‘o

VPN3000 Y U—X avt Y b L—4 BEER ASA ~DBITFIE Version 7.2
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6-4 Add Service Policy Rule Wizard-Traffic Match - Tunnel Group

% Add Service Policy RBule Wizard - Traffic Match - Tunnel Group

10.10.4.108 Ed

126656

ATFYTT VAT AT TICHFETD bRV =T DIP 7 RLAZERT 57, New 227 U v 7 LTHr
LW Ry L 20— F %38 LET, OB T, Tunnel Group U % k775 10.10.4.108 %8R L
Match flow destination IP address %7 VU v 7 LET, ZDOF TS a b4 Rx—TNMITHE, RO
FATRITRyJATRINTDL NI 74097 T7aryBn, 2OV TA—TITHEAINE
9, Next—#7 Vw7 LET,

ASDM |Z Add Service Policy Rule Wizard - Rule Actions % 7 12 778 v 7 ANF R ENET,

ATYT8 QoS ¥ 7% w7 LET,

VPN 3000 U—X vty b L—45 BEER ASA ~DBITEIE Version 7.2
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VPN k3 2 4 v D Quality of Service DERE

65 QoSATLarhHE/E

& Add Service Policy Rule Wizard - Rule Actions

Protocal Inspection I Connection Settings QoS I

[~ iEnahle Priarity for this flav

[~ Police output

Commited Rate:l Bits/Second  Conform Action: Itransmit
Burst Size: I'I a00 Bytes Exceed Action: Idrup

Burst rate may be recalculated by the device hased on the Commited Rate.

<Elack| Finish | Cancell Help |

126657

QoS # 7Tk, WOMAIT /v avd 1 DEBINTE 97,

Enable Priority for this flow: Z D b > RV TN—T~D T T 4 v 7 BB NT T 4 v 71T
ELET,

Police output : ZD bRV TA—TFIZWAND T T7 4 v 7 ERY o 7T DD DEEREL T
MLET, ZOFTVareA R=7 T 50 BELV— b A=A b=, #ELY
svay, BIXOBBT 7 a v OEEERST L) 774V MEEZITANE S, ZhbD
NRIA—HDEHFRESRTDEEIT. Hlpz 7 V) v 7 LTSN,

ZDORNRNITN—TDTFTAF VT 4 ¥ a—A 27 %HESLT 51215, Enable Priority for this flow
BIOFinishz271) v 7 LET,

AFvF9

ATFyF10 Apply 27 U v 7 LET,

6-6 1. ZOBTREINTZ QS tXF=2TF ¢ KUY —%2RLTWET,
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& 6-6 BRESINT= QoS KY o—

Traffic Classification

MName Enahled| Match Source Destination Service Titme Range

= Interface: test, Palicy: authound-palicy
outhound-class By @any @ any Eitunnel-gr... W@

CLIavY FZEEARLE-FIE

show running-config all service-policy =~ NZ A T2 &, FEDIN—T K L —DFEITH—
EARY— a7 4 Xal—va 2R RTxET,

WD a<y REL, CLLEH LT R RV SN —T DB T 7 4 v 7 BRETHHTEEZRLT
WET (<~ R =T U ARFOHETHA L2 4 P —REBRZDT, HELTLLEZEWN),

class-map outbound-class
match tunnel-group 10.10.4.108
match flow-ip destination-address
policy-map outbound policy
class outbound-class
priority
service-policy outbound-policy interface test

GE) CLI ZfH LT QoS ZF&ET 2 HIEDFEMIZOUWTIX, [Cisco Security Appliance Command Line
Configuration Guide] #ZM L T ZX\,
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