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Configuration > Properties >
AAA Setup AAA
VPN Client Authentication
AAA New
RADIUS TACACS+ SDI NT
Kerberos 1P inside
outside
ASA Version 7.2

VPN 3000
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VPN VPN ||
5.
ASA IP
IP IP
IP
6.
VPN VPN
DNS IP
WINS IP
7. IPSec 1 Internet Key Exchange Security Association
IPSec VPN
DES 3DES AES-128 AES-192 AES-256 3DES
IPSec VPN MD5
SHA SHA
Diffie Hellman 1
2 5 7 2
8. VPN IPSec 2 Encryption and Authentication
IPSec VPN
DES 3DES AES-128 AES-192 AES-256 3DES
IPSec VPN MD5
SHA SHA
9.
VPN
none
IP
IP
inside outside
IP any any
IP 0.0.0.0
255.255.255.255  0.0.0.0
ASA
ASA
ASA
Y
Configuration > Global
Objects > Hosts/Networks
VPN 3000 ASA
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VPN
VPN
VPN
VPN
1 Wizards > VPN Wizard
2 Site to Site Remote Access
3 VPN Tunnel Inside Outside
4 Next VPN Help

VPN 3000 ASA Version 7.2
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e ASDM File > Save Running Configuration to Flash
e CLI write memory

e hostname# show config

e hosthame# show running-config

e hostname# show running config all

show run ? show configuration

ASDM CLI

ASDM  Options > Preferences Preview commands before sending to the device
Apply
CLI Preview CLI Commands
OK Proceed

VPN 3000 ASA Version 7.2
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IPSec VPN

CLI ASDM LAN

* LAN

v

ASDM
Help

Cisco Security Appliance Command
Reference

VPN 3000 ASA Version 7.2
[ oL-10669-01-J .m
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CLI ASDM
VPN  LAN
1
RSA ASA DSA RSA
¢ RSA SSH SSL
e SCEP RSA
J RSA 2048 1024
. RSA 4096
J RSA RSA
1D 2
CLI
RSA ASDM
RSA
CA ID
Y
SCEP
1. ID RSA
newmsroot
URL URL  http://10.20.30.40/certsrv/mscep/mscep.dll
CA
CA ID ASA
ASA Version 7.2

OL-10669-01-J |
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CLI
show crypto key mypubkey RSA

CLlI
crypto key generate rsa [usage-keys | general-keys] [label key-pair-label] [modulus size]

<Default-RSA-Key>
RSA

hostname (config) # crypto key generate rsa
INFO: The name for the keys will be: <Default-RSA-Key>
Keypailr generation process begin. Please wait...

ASDM
ASDM RSA

1 Configuration > Properties > Certificate > Key Pair Add

2 Add Key Pair

a. Name
keyl
b. Size RSA Size 512 768 1024
2048 1024
c. Usage Type RSA General Purpose
1 Special 1
General Purpose
3 Generate Now
4 Show Details ASDM
4-1

VPN 3000 ASA Version 7.2
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CA ID CA ID CA

CLI

crypto ca trustpoint CLI
config-ca-trustpoint
2 enrollment url
subject-name

1 config-ca-trustpoint
newmsroot

hostname (config)# crypto ca trustpoint newmsroot

VPN 3000 ASA Version 7.2
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IPSec VPN

ASDM

SCEP URL enrollment
url X.500 subject-name
DN
Common Name CN;
Organizational Unit OU,;

hostname (config-ca-trustpoint)# enrollment url
http://10.20.30.40/certsrv/mscep/mscep.dll
hostname (config-ca-trustpoint)# subject-name CN=Pat, OU=Techpubs

hostname (config-ca-trustpoint)# show run all crypto ca trustpoint newmsroot
crypto ca trustpoint newmsroot
crl nocheck
enrollment retry period 1
enrollment retry count 0
enrollment url http://10.20.30.40/certsrv/mscep/mscep.dll
fgdn hostname.ciscopix.com
no email
subject-name CN=Pat, OU=Techpubs
serial-number
no ip-address
no password
id-cert-issuer
accept-subordinates
support-user-cert-validation
crl configure
policy cdp
cache-time 60
enforcenextupdate
protocol http
protocol ldap
protocol scep

ASDM

Configuration > Properties > Certificate > Trustpoint > Configuration Add

Add Trustpoint Configuration

a. Trustpoint Name Trustpoint Name
newmsroot
b. Enrollment URL Enrollment Settings Enrollment Mode
Use automatic enrollment URL

10.20.30.40/certsrv/mscep/mscep.dll

CN Ou

a. Enrollment Settings Key Pair
keyl

[ OL-10669-01-J
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|
b. Enrollment Settings Certificate Parameters
c. X.500 Certificate Parameters
Edit
d. Edit DN DN Attribute to be Added Attribute
Value Add DN
OK
Common Name (CN) Value Pat
Add Department (OU) Techpubs
4-2 Edit DN
4-2
Cammmn Hame (C8) Pal
Deparmenl (0L Techpuba
4 OK OK
SCEP
SCEP
ASA
CA 1 1 2
ASA base-64 CA
RSA
RSA
Version 7.2

VPN 3000 ASA
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||
CLI
crypto ca authenticate
ASA
CA
yes y
N
CA
hostname (config) # crypto ca authenticate newmsroot
INFO: Certificate has the following attributes:
Fingerprint: 3736ffc2 243ecf05 0c40f2fa 26820675
Do you accept this certificate? [yes/nol: y
Trustpoint 'newmsroot' is a subordinate CA and holds a non self signed cert.
Trustpoint CA certificate accepted.
ASDM
ASDM
Configuration >Properties > Certificate > Authentication
Trustpoint Name newmsroot
Authenticate
Apply Authentication Successful OK
ID
CLI
show running-config crypto ca certificates trustpoint_name show running-config crypto
ca trustpoint trustpoint_name
SCEP ASA CLI
crypto ca enroll crypto ca enroll

trustpoint [noconfirm]

[ OL-10669-01-J
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|
S
hostname (config) # crypto ca enroll newmsroot
% Start certificate enrollment
% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password: v$bx8*c
Re-enter password: v$bx8*c
% The subject name in the certificate will be: CN=Pat, OU=Techpubs
% The fully-qualified domain name in the certificate will be: hostname.ciscopix.com
% Include the router serial number in the subject name? [yes/nol: ¥y
% The serial number in the certificate will be: P3000000098
Request certificate from CA? [yes/nol: y
% Certificate request sent to Certificate Authority
hostname (config)# The certificate has been granted by CA!
CA ID
ASDM
ASDM ID
Configuration >Properties > Certificate > Enrollment
Trustpoint Name newmsroot
Enroll
Configuration > Properties > Certificate > Manage Certificates
Show Details
Certificate Details General
Subject Issuer 3
General
e Type CA RA ID
e Serial number
e Status Awvailable Pending
Available CA ID
Pending CA ID
ASA Version 7.2

VPN 3000
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e Usage General purpose Signature
e CRL distribution point (CDP) CRL URL
¢ Dates/times within which the certificate is valid
Subject
e Name

e Serial number ASA
e Distinguished (X.500) name fields for the subject of the certificate cn ou

[ )
Issuer

b cn

. st

VPN 3000 ASA Version 7.2
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N LAN

LAN

ASA IPSec LAN VPN
VPN
VPN
CLI ASDM LAN
ASA VPN
VPN 3000
LAN VPN
e |SAKMP ISAKMP
e ACL
e |PSec
LAN

hostname (config) # interface g0/0
hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if)# nameif outside
hostname (config-if)# no shutdown
hostname (config) # crypto isakmp policy authentication pre-share

( encryption 3des

( hash sha

( group 2

( lifetime 43200

hostname (config) # crypto isakmp policy
hostname (config) # crypto isakmp policy
hostname (config) # crypto isakmp policy
hostname (config) # crypto isakmp policy

P RRBRR

hostname (config) # crypto isakmp enable outside

hostname (config) # crypto ipsec transform set FirstSet esp-3des esp-md5-hmac
hostname (config)# access-1list 121_list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0

hostname (config) # tunnel-group 10.10.4.108 type ipsec_121

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes

hostname (config-ipsec) # pre-shared-key xyzx

hostname (config) # crypto map abcmap 1 match address xyz

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108

hostname (config) # crypto map abcmap 1 set transform-set FirstSet

VPN 3000 ASA Version 7.2
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LAN ||
hostname (config) # crypto map abcmap interface outside
hostname (config) # sysopt connection permit-vpn
hostname (config)# write mem
ASA 4 2
ASA 2 IP
CLI
CLI
1 interface
go/0
hostname (config) # interface g0/0
hostname (config-if)#
2 ipaddress IP
IP 10.10.4.100 255.255.0.0
hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if)#
3 nameif 48
go/0 outside

hostname (config-if)# nameif outside
hostname (config-if) ##

4 shutdown no

hostname (config-if)# no shutdown
hostname (config-if)#

5 write memory

hostname (config-if)# write memory
hostname (config-if)#

VPN 3000 ASA Version 7.2
[ oL-10669-01-J .m



4 IPSec VPN |

N LAN
6 2
ASDM
ASDM CLI Options
Preferences Preview commands before sending to the device
ASDM
1 Configuration > Interfaces Add Add Interface
2 Hardware Port g0/0
3 Enable Interface
4 Interface Name outside
5 IP Address IP IP 10.10.4.100
6 Subnet Mask 255.0.0.0
7 Use Static IP OK
8 Save
Yes
ISAKMP ISAKMP
Internet Security Association and Key Management Protocol ISAKMP IKE 2
IPSec
ISAKMP 1 2
2
1 ISAKMP
2
ISAKMP ISAKMP
J ID
o ID Hashed Message Authentication Code
HMAC,;
J Diffie-Hellman ASA
e ASA
ASA Version 7.2

VPN 3000
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LAN ||
4-1 IKE
4-1 1 CLI IKE

crypto isakmp policy rsa-sig RSA ASA IPSec ID
authentication

pre-share
crypto isakmp policy encryption |des 56 DES-CBC 2 IPSec

3des 168 Triple DES

56 DES-CBC

aes Advanced Encryption Standard 128

aes-192 192 256

aes-256
crypto isakmp policy hash sha SHA-1 HMAC

md5 MD5 HMAC

SHA-1 MD5
SHA-1

crypto isakmp policy group 1 1 768 Diffie-Hellman

’ 2 1024 2 IPSec

5 5 1536 2

7 7 1024 Diffie-Hellman

163
crypto isakmp policy lifetime 120 2147483647 SA
86400 24
IKE
ASA IPSec
VPN 3000 ASA
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N LAN

CLI

show run crypto isakmp

65,534
ISAKMP

crypto isakmp policy

ISAKMP

policy
IKE

1 65534 1

isakmp policy

crypto isakmp policy priority attribute_name [attribute_value | integer]

pre-share

hostname (config) #
hostname (config) #

hostname (config) #
hostname (config) #

HMAC

hostname (config) #
hostname (config) #

Diffie-Hellman

hostname (config) #
hostname (config) #

86400

hostname (config) #
hostname (config) #

outside

hostname (config) #
hostname (config) #

crypto

crypto

crypto

crypto

crypto

crypto

isakmp

isakmp

isakmp

isakmp

isakmp

isakmp

ASA

policy

policy

policy

policy

policy

enable

RSA

1 authentication rsa-sig

3des

1 encryption 3des

sha

1 hash sha

1 group 2

43,200 12

1 lifetime 43200

ISAKMP

outside

Version 7.2
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LAN | |

7 write mem

hostname (config)# write mem
hostname (config) #

ASDM
ASDM  ISAKMP

1 Configuration > VPN > IKE > Policies Add

a. Priority 1

Authentication pre-share
rsa-sig

Encryption 3des
Hash sha
D-H group 2

- ® 2 o

Lifetime 43200 Lifetime Seconds

4 ISAKMP Configuration > Features > VPN > IKE
> Global Parameters Enable IKE
Enable

5 Apply

ISAKMP IPSec

1 ASA

e esp-des

e esp-3des

e esp-aes 128
* esp-aes-192

* esp-aes-256

e esp-null

VPN 3000 ASA Version 7.2
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N LAN
e esp-md5-hmac
e esp-sha-hmac
IPSec
2 ASA IPSec
CLI
show run crypto ipsec
CLI
crypto ipsec transform-set
crypto ipsec transform-set transform-set-name encryption-method authentication-method
FirstSet esp-3des esp-md5-hmac
hostname (config) # crypto ipsec transform-set FirstSet esp-3des esp-md5-hmac
hostname (config) #
ASDM

ASDM

Configuration > VPN > IPSec > Transform Sets

4-3 Transform Sets

Transfomm Sets
Spwacaly Tranafomm Suls

Hama Mo ESP Enenpion | §5° Authendcatisn | A Auirenbizston
P[RS HA : :

g

. ! AR akA Mine
ESF-DES-HDS Tunnal OES IS Fone
EEE-IDES-EHA Tunnal IDES EHA Hong
EEE.IDES-HOG Tunnl InES MG Fan Edn
ESPAEENTREHA  Tunnul AEE-138 B, Floni
ESP-AEETEMDS  Tunnel A1 30 ik Hone
CRP-ANE-133-5HA  Tunnal AFE-137 BhA, - Lesaly |
FRP-AEG-131-MOE  Tunnal AF5-15] MO Hong
EAF-A&FG-756-3HA  Tunnal AF5:T56 5HA Bone
EAF-AEE-FSEMOS  Tunnal AEE- 756 MO Hong
| I |
[
-
Rt s,
o
ASA Version 7.2
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LAN ||

ACL

ASA  Access Control List ACL;

ASA
ACL
LAN VPN ACL IP
ACL

CLI

ACL access-list extended 121_list

ACL ACL IP 192.168.0.0 150.150.0.0
access-list

listname extended permit ip source-ipaddress source-netmask destination-ipaddress destination-netmask

hostname (config) # access-list 121 _list extended permit ip 192.168.0.0 255.255.0.0

150.150.0.0 255.255.0.0

hostname (config) #

ACL ASA ACL
hostname?2 150.150.0.0

192.168.0.0

hostname2 (config) # access-list 121_list extended permit ip 150.150.0.0 255.255.0.0

192.168.0.0 255.255.0.0

hostname?2 (config) #
ASDM

ASDM ACL

Configuration > Security Policy > Access Rules Add
. IP 150.150.0.0/255.255.0.0
. IP 192.168.0.0/255.255.0.0

[ OL-10669-01-J
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N LAN
AAA
ASA
ASA 2
e DefaultRAGroup IPSec
e DefaultL2LGroup IPSec LAN
1
ASA
LAN
LAN 2
. IPSec LAN
CLI
show run all tunnel
tunnel-group IPSec LAN
1 IPSec LAN tunnel-group
tunnel-group name type type name type
CLI

e ipsec_ra IPSec
e ipsec_I2l IPSec LAN

LAN IP 10.10.4.108

hostname (config) # tunnel-group 10.10.4.108 type ipsec_121
hostname (config) #

2 ipsec-attributes pre-shared-key
LAN ASA
trust-point
1 127 XyzX
newmsroot

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-ipsec) # pre-shared-key xyzx

VPN 3000 ASA Version 7.2
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LAN ||
hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-ipsec)# trust-point newmsroot
ASDM
ASDM
1 Configuration > VPN > General > Tunnel Group Add Add Tunnel
Group VPN 3000 Concentrator Manager User
Management
2 Identity Name IPSec for LAN to LAN
LAN IP
10.10.4.108
3 IPSec Pre-shared Key
XyZX Trustpoint Name
newmsroot
IPSec
e |PSec
e [PSec
. IPSec
e |PSec
IPSec
IPSec ipsec-ra LAN ipsec-12I
2
ASA
J 1

VPN 3000 ASA Version 7.2
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N LAN
seq-num
ASA
. IPSec
2
CLI
show run crypto map
crypto map
crypto map map-name-seg-num
abcmap 1
1 crypto map match address

crypto map map-name seg-num match address aclname
abcmap 1 Xyz

hostname (config) # crypto map abcmap 1 match address xyz
hostname (config) #

2 IPSec crypto map set peer

crypto map map-name seg-num set peer {ip_addressl | hostnamel}|... ip_address10 |
hostname10] 10.10.4.108

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) #

3 crypto map set transform-set

crypto map map-name seg-num set transform-set transform-set-name
FirstSet

hostname (config) # crypto map abcmap 1 set transform-set FirstSet
hostname (config) #

VPN 3000 ASA Version 7.2
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LAN ||
ASDM
ASDM
1 Configuration > VPN > IPSec > Tunnel Policy Add
2
a. Interface outside
b. Policy Type Static
3 Priority 1
4 Transform Set to Be Added Add
ESP-3DES-MD5
5 LAN Connection Type Bidirectional
6 IP
1 IP Address of Peer to be Added IP 192.168.1.1
Add
CLI IPSec
ASA
IPSec ASA

ASDM

ASA

crypto map interface

crypto map map-name interface interface-name

hostname (config) # crypto map abcmap interface outside
hostname (config) #

VPN 3000 ASA Version 7.2
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N LAN
IPSec
ASA IPSec
IPSec sysopt connection permit-vpn
IPSec IPSec
ACL
ACL
CLI
CLI IPSec
1 sysopt connection permit-vpn ASA
IPSec
hostname (config) # sysopt connection permit-vpn
hostname (config) #
2
hostname (config)# write mem
hostname (config) #
ASDM
ASDM IPSec
1 Configuration > VPN > General > VPN System Options
2 Enable IPSec authenticated inbound sessions to bypass interface access lists
3 Save

Yes

ASA Version 7.2

VPN 3000
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IPSec VPN

ISAKMP

IPSec

hostname (config) # interface g0/0

VPN

ISAKMP

hostname (config-if)# ip address 10.10.4.200 255.255.0.0
hostname (config-if)# nameif outside
hostname (config-if)# # no shutdown

(
(
(
(
hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #

(

(

(

(

(

(

(

(

(

hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #
hostname (config) #

ASA

2

crypto
crypto
crypto
crypto
crypto
crypto

isakmp
isakmp
isakmp
isakmp
isakmp
isakmp

ip local pool
username testuser password 12345678
crypto ipsec transform set FirstSet esp-3des esp-md5-hmac
tunnel-group testgroup type ipsec_ra

tunnel-group testgroup general-attributes
hostname (config-general)# address-pool testpool
hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-ipsec) # pre-shared-key xyzx
dynamic-map dynl 1 set transform-set FirstSet

crypto
crypto
crypto
crypto
sysopt

VPN 3000

dynamic-map dynl 1 set reverse-route
map mymap 1 ipsec-isakmp dynamic dynl
map mymap interface outside

policy
policy
policy
policy
policy
enable

testpool 192.168.0.10-192.168.0.15

authentication pre-share

encryption 3des

1

1

1 hash sha
1l group 2
1

lifetime 43200

outside

connection permit-vpn
write mem

ASA

CLI

[ OL-10669-01-J
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CLI

show interface

1
interface
go/0
hostname (config) # interface g0/0
hostname (config-if)#
2 IP ip address
IP 10.10.4.200 255.255.0.0
hostname (config-if)# ip address 10.10.4.200 255.255.0.0
hostname (config-if)#
3 nameif 48
go/0 outside
hostname (config-if)# nameif outside
hostname (config-if) ##
N
outside ASA g0/0
Security Level 0 inside
ASA g0/1  Security Level 100
4 shutdown no
hostname (config-if)# no shutdown
hostname (config-if)#
5 write memory
hostname (config-if)# write memory
6 2

VPN 3000 ASA Version 7.2
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ASDM
ASDM

1 Configuration > Interfaces Add Add Interface

2 Hardware Port g0/0

3 Enable Interface

4 Interface Name outside

5 IP Address IP IP 10.10.4.200

6 Subnet Mask
255.0.0.0

7 Use Static IP OK

8 Save
Yes

ISAKMP ISAKMP
ISAKMP 2 IPSec
ISAKMP 1

1 ISAKMP

ISAKMP ISAKMP

HMAC

. Diffie-Hellman

LAN 4-1

VPN 3000 ASA Version 7.2
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CLI

ISAKMP

crypto isakmp policy

isakmp policy

crypto isakmp policy priority attribute_name [attribute_value | integer]

hostname (config) #
hostname (config) #

hostname (config) #
hostname (config) #

HMAC

hostname (config) #
hostname (config) #

Diffie-Hellman

hostname (config) #
hostname (config) #

hostname (config) #
hostname (config) #

outside

hostname (config) #
hostname (config) #

write mem

hostname (config) #
hostname (config) #

crypto

crypto

crypto

crypto

crypto

crypto

pre-share
rsa-sig
isakmp policy 1 authentication pre-share
3DES
isakmp policy 1 encryption 3des
SHA
isakmp policy 1 hash sha
2
isakmp policy 1 group 2
43,200 12
isakmp policy 1 lifetime 43200
ISAKMP
isakmp enable outside

write mem

ASA

Version 7.2

RSA

VPN 3000
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||
ASDM
ASDM  ISAKMP
Configuration > VPN > IKE > Policies Add
a. Priority 1
Authentication pre-share
rsa-sig
c. Encryption 3des
d. Hash md5
e. D-Hgroup 2
f. Lifetime 43200 Lifetime Seconds
ISAKMP Configuration > Features > VPN > IKE >
Global Parameters Enable IKE
Enable
IP
DHCP
AAA
CLI
VPN IP
IP
10.10.10.0/255.255.255.0
A VPN 10
10.10.100.1/255.255.255.0 2
10.10.10.0 VPN 1
VPN
10.10.10.0  10.10.100.0 10.0.0.0 A
VPN
ip local pool ip local pool
poolname first_address-last_address [mask mask] firstpool IP
10.20.30.40 10.20.30.50

VPN 3000 ASA

255.255.255.0

hostname (config)# ip local pool firstpool 10.20.30.40-10.20.30.50 mask 255.255.255.0
hostname (config) #

[ OL-10669-01-J
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|
show running-config ip local pool
ASDM
ASDM
1 Configuration > VPN > IP Address Management > IP Pools Add
2 IP IP
a. Name testpool
b. StartIP 192.168.0.10
c. EndIP 192.168.0.15
3 Subnet Mask 1
255.255.255.0
ASA
CLI
username
username username password password testuser
12345678
hostname (config) # username testuser password 12345678
hostname (config) #
ASDM
ASDM
1 Configuration > Properties> Device Administration > User Accounts Add
2

a. ldentity User Name testuser
b. Password 12345678

c. Confirm Password

ASA Version 7.2

VPN 3000
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||
ISAKMP IPSec
1
ASA
LAN
CLI
crypto
ipsec transform-set
crypto ipsec transform-set transform-set-name encryption-method authentication-method
FirstSet esp-3des esp-md5-hmac
hostname (config) # crypto ipsec transform set FirstSet esp-3des esp-md5-hmac
hostname (config) #
ASDM

ASDM

Configuration > VPN > IPSec > Transform Sets

4-4 Transform Sets

Transfom Sets

Sgmicaly Tranafom Sals

Tunnil

5P Enenpion

HDS

05 Rdharaeatize | Abd Auimanbizsion

EAP-DES-HD5 DEA Hong
EEP-IDEZ-EHA Tynnel 3DES EHA, Hong
EEP.IDEZ-WO% Tunndl 3DE= HO& Hifig
ESF-AEE 11 EHA Tunnal AEE.1M EHA, Hani
E5F-AE 5 1 10-MrS Tunnel AES1 Wo5 Hone
[ P-AR B- 13- 5k Tunnal ARE-133 LR Hane
55 P-A& G- 15 7- M5 Tinnal ARS-197 WD5 Hone
FAF-AE 5 Fia-SHA Tnnal AER: 156 Sha, Eaneg
EBF-AE B 3565 M5 Tunnil AER: 46 HD5 Hoine
|
Ramel
VPN 3000 ASA
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|
AAA
ASA
ASA 2 DefaultRAGroup
IPSec DefaultL2LGroup IPSec LAN
ASA
LAN
3
o IPSec_RA
CLI
show run all tunnel
CLI
1 IPSec tunnel-group
tunnel-group name type type name
type CLI
e ipsec_ra IPSec
e ipsec_I2l IPSec LAN
testgroup ipsec_ra

hostname (config) # tunnel-group testgroup type ipsec_ra

hostname (config) #

2
address-pool
testgroup testpool
hostname (config) # tunnel-group testgroup general-attributes
hostname (config-general) # address-pool testpool
3 ipsec-attributes

1 127

ASA

pre-shared-key

trust-point

XyzX
newmsroot

Version 7.2

VPN 3000

OL-10669-01-J |



ASDM

IPSec VPN
||
hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-ipsec) # pre-shared-key xyzx
hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-ipsec)# trust-point newmsroot
ASDM
Configuration > VPN > General > Tunnel Group Add
Identity Name
testgroup
Type IPSec for Remote Access
Client Address Assignment Address Pool
Add
IPSec Pre-shared Key
XyzZX Trustpoint Name
newmsroot
ASA
ASA IP
Reverse
Route Injection RRI ASA
ASA RIP OSPF
AAA IP DHCP
ASA ASA

[ OL-10669-01-J
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4 IPSec VPN

|
CLI
show run all crypto dynamic-map
CLI
1
crypto dynamic -map dynamic-map-name seg-num set transform-set transform-set-name
dynl 1
FirstSet
hostname (config) # crypto dynamic-map dynl 1 set transform-set FirstSet
hostname (config) #
2 RRI
crypto dynamic-map set reverse route
hostname (config) # crypto dynamic-map dynl 1 set reverse-route
hostname (config) #
3
hostname (config)# write mem
hostname (config) #
ASDM
ASDM
1 Configuration > VPN > IPSec > Tunnel Policy Add
2 Interface outside
3 Policy Type dynamic
ASDM
dynl
4 Priority 1
5 Transform Set to Be Added Add
ESP-3DES-MD5
6 Advanced
ASA Version 7.2

VPN 3000
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| 4 IPSec VPN

7 Enable Reverse Route Injection

8§ OK Tunnel Policy Advanced Settings
OK Add Tunnel Policy
9 Apply
4-5 CLlI
dynl ASDM
4-5

cryplo Symnamic-map cobsioe_dm_med 1 el kadiomme-ael E5P-I0E5-W05 |
cryply Synarnic-map cokside_ @ miap 1 ot seruiyassociadon Idetene soconds 23800 kil byte
erpin dmamis-map pobzigs dvn omen 1 ek nes bk digsnia

Eryplo Smamic-rmap obsioe_dm_mag 1 Sel iever =100

eyl mag outside_map 65525 ipres-leakenp dynamb qulsidedym_mag

ervein s nukide_ss infanaes puiide

CLI
CLI ASA IPSec
~ ASDM
ASDM
mymap 1 dynl
1 crypto map

crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name

hostname (config) # crypto map mymap 1 ipsec-isakmp dynamic dynl
hostname (config) #

2 crypto map interface

crypto map map-name interface interface-name

hostname (config) # crypto map mymap interface outside
hostname (config) #

VPN 3000 ASA Version 7.2
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4 IPSec VPN

|
IPSec
ASA IPSec
IPSec sysopt connection permit-vpn
IPSec IPSec
ACL
ACL
CLI
CLI IPSec
1 sysopt connection permit-vpn ASA
IPSec
hostname (config) # sysopt connection permit-vpn
hostname (config) #
2
hostname (config)# write mem
hostname (config) #
ASDM
ASDM IPSec
1 Configuration > VPN > General > VPN System Options
2 Enable IPSec authenticated inbound sessions to bypass interface access lists
3 Save

Yes

ASA Version 7.2

VPN 3000
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VPN 3000 Concentrator Manager ~ User Management
ASA ASA

. VPN

ASDM
Help
Cisco Security Appliance Command
Reference

VPN 3000 ASA Version 7.2
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IPSec
IPSec
IPSec
IPSec
LAN
IPSec
IPSec ASA
ASA ISAKMP IPSec
IPSec
CLI  access-list ASDM  ACL Manager
1.
2.
3.
. split
. splitgroup
. splittunnel
o IPSec_RA

hostname (config) # access-list split standard permit 172.16.1.0 255.255.255.0
hostname (config) # access-list split standard permit 192.168.1.0 255.255.255.0
(

hostname (config) # group-policy splitgroup internal
hostname (config) # group-policy splitgroup attributes
hostname (config-group-policy)# split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value split
hostname (config) # tunnel-group splittunnel type ipsec_ra
hostname (config) # tunnel-group splittunnel general-attributes
hostname (config-general) # default-group-policy splitgroup
hostname (config) # tunnel-group splittunnel ipsec-attributes
hostname (config-ipsec)# pre-shared-key v$bx8*c

ASA Version 7.2
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||
172.16.1.0
255.255.255.0 192.168.1.0 255.255.255.0 ID split
CLI
access-list
access-list identifier standard permit ipaddress
N
access-list
hostname (config) # access-list split standard permit 172.16.1.0 255.255.255.0
hostname (config) # access-list split standard permit 192.168.1.0 255.255.255.0
ASDM
ASDM
ASDM  Group Policy
Group Policy Add/Edit Client Configuration
ACL Manager

1 Configuration > VPN > General > Group Policy Add Internal
Group Policy Add Internal Group Policy General
RADIUS External

2 Name splitgroup

3 Client Configuration Client Configuration 5-1

VPN 3000 ASA
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5-1 Add Internal Group Policy Client Configuration

4 Split Tunnel Network List Inherit
5 Manage ACL Manager
6 ACL Add ACL ID ACL ID OK
split
7 Add ACE Add Standard Access List Rule
5-2
VPN 3000 ASA Version 7.2
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5-2 ACL

B Add Standessd Access List Lsle |

Aclion HosTHeworkc
= Pearll IPAdwess: 17216100

™ Damy Hask [res2853450 =]

Flpaps amsr the dascnphion beldw [Dpional:

. A

%
£
=
£
LT

e Action Permit

e Host/Network

IP Address IP IP
172.16.1.0

Mask
255.255.255.0

9 OK Add Group Policy

DfltGrpPolicy
splitgroup

CLI

group-policy config-group-policy
split-tunnel-policy
e excludespecified

IPSec
ASA

VPN 3000 ASA Version 7.2
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|
e tunnelall
IPSec
e tunnelspecified IPSec
tunnelspecified 1
hostname (config) # group-policy splitgroup internal
hostname (config) # group-policy splitgroup attributes
hostname (config-group-policy)# split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value split
ASDM

1 Add Group Policy Client Configuration
5-1 splitgroup

2 Split Tunnel Policy Inherit

e Tunnel All Networks

IPSec
ASA
e Tunnel Network List Below IPSec
e Exclude Network List Below
IPSec
ASA

Exclude Network List Below

Split Tunneling Network List
1 1

VPN 3000 ASA Version 7.2
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1 10
Cisco VPN Local LAN Access
Cisco VPN Client Administrator Guide

Tunnel Network List Below

3 Split Tunnel Network List Inherit ACL
split
4 OK Configuration > VPN > General > Group Policy
5 Apply ACL
splittunnel

CLI
hostname (config) # tunnel-group splittunnel type ipsec_ra
hostname (config) # tunnel-group splittunnel general-attributes
hostname (config-general) # default-group-policy splitgroup
hostname (config) # tunnel-group splittunnel ipsec-attributes
hostname (config-ipsec)# pre-shared-key v$bx8*c

ASDM

1 Configuration > VPN > General > Tunnel Group Add
IPSec for Remote Access

Add Tunnel Group

2 Name
splittunnel
3 General Basic Group Policy
splitgroup
5-3

VPN 3000 ASA Version 7.2
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5-3 Tunnel Group General Basic

4 |PSec Pre-shared Key cisco
OK Apply 5-4

VPN 3000 ASA Version 7.2
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IPSec

5 OK Configuration > VPN > General > Tunnel Group
6 Apply
DNS
DNS DNS
DNS ISP DNS
DNS
DNS ISP DNS
ASA Microsoft VPN DNS
Microsoft Windows Cisco VPN
DNS
VPN 3000
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| VPN
S
Microsoft Windows VPN
Windows
LAN PC
VPN ASA 2
1 PC
VPN
VPN ASA
Are You There AYT VPN are you
there?
VPN
PC
2 VPN
PC
PC
PC
Central Protection Policy CPP ASA VPN
CPP
ACL ASA VPN
VPN Cisco Integrated Client
5-5
o Cisco Integrated Client Firewall
2 1
VPN
ACL  FWwBIockin 2 VPN

ACL  FWAIllowAnyOut

VPN 3000 ASA Version 7.2
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5-5

FSAR—F kv bo—%

VPN

Cisco Integrated Client Firewall

tXa7r F)*)l«\

BSRX2YTa FIZATUR

b

T7AT 04+ —ILDEKR
Cisco Integrated Client Firewall
Policy Pushed (CPP)

ACL = forward any outbound;
d!’ forward any outbound
92472k

7747@*—»\

CPP

y
[:]' VPN #5472 k PC

—

A

CLI

MET7ATI4A—IL R >—

126404

CLI

hostname (config) # access-list FWBlockIn deny ip any any

(
hostname (config)# access-list FWAllowAnyOut permit ip any any
(

hostname (config) # group-policy GroupPolicy4 attributes
hostname (config-group-policy)# client-firewall req cisco-integrated acl-in FWBlockIn

acl-out FWAllowAnyOut

1 access-list

ip
VPN

VPN 3000

VPN
ACL ID FWBIockin
/
VPN
ACL ID FWAIllowAnyOut
/

ASA

deny

permit
any

[ OL-10669-01-J

any

Version 7.2 ]



[ | VPN

CLI ASDM

CLI

show running-config group-policy name

VPN VPN
group-policy

group-policy name attributes
client-firewall opt | req cisco-integrated acl-in ACL acl-out ACL

GroupPolicy4 config-group-policy
Cisco Integrated Firewall
ACL  FWBIockin ACL  FWAIlowAnyOut

hostname (config) # group-policy GroupPolicy4 attributes
hostname (config-group-policy)# client-firewall req cisco-integrated acl-in FWBlockIn
acl-out FWAllowAnyOut

ASDM

ASDM
GroupPolicy4

1 Configuration > VPN > General > Group Policy

Edit ASDM  Edit Group Policy
2 Client Firewall 5-6
e |nherit

e Firewall Setting Firewall Required
e Firewall Type Cisco Integrated Client Firewall
e Firewall Policy Policy Pushed (CPP)

VPN 3000 ASA Version 7.2
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3 Inherit

4 Firewall Setting
Firewall Required

¢ No Firewall

e Firewall Required

Firewall Required

ASA
ASA VPN

S

VPN | ]

Windows VPN

VPN 3000 ASA
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[ | VPN

e Firewall Optional

Firewall Optional Firewall Optional

5 Firewall Type Cisco Integrated Client Firewall

5-1

e Cisco Integrated Client Firewall Cisco VPN

e Cisco Security Agent Cisco

e Custom Firewall
Custom Firewall

e Network ICE BlackICE Defender Network ICE BlackICE Agent Defender

e Sygate Personal Firewall

e Sygate Personal Firewall Pro

e Sygate Security Agent Sygate Security Agent
* Zone Labs ZoneAlarm Zone Labs ZoneAlarm

e Zone Labs ZoneAlarm or ZoneAlarm Pro Zone Labs ZoneAlarm
Zone Labs ZoneAlarm Pro

e Zone Labs ZoneAlarm Pro Zone Labs ZoneAlarm Pro

6 Firewall Policy

5-1

VPN 3000 ASA Version 7.2
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VPN | |

5-1

Policy Defined by
Remote Firewall (AYT) |Policy Pushed (CPP)

Cisco Integrated Client Firewall

Cisco Security Agent
Network ICE BlackICE Defender

Sygate Personal Firewall

Sygate Personal Firewall Pro

Sygate Security Agent

Zone Labs ZoneAlarm

Zone Labs ZoneAlarm or
Zone Labs ZoneAlarm Pro

Zone Labs ZoneAlarm Pro

7
Policy Pushed (CPP) Firewall Policy
e Policy defined by remote firewall (AYT) PC
VPN
ASA VPN
VPN
VPN 30
VPN
e Policy Pushed (CPP) ASA Policy Pushed CPP ACL
VPN
Inbound Traffic Policy VPN ACL
Outbound Traffic Policy VPN ACL
VPN ASA
8 CPP Inbound Traffic Policy Outbound Traffic Policy ACL
ASDM ACL
ACL Manage ACL Manager
2 ACL 1 1
5-7

VPN 3000 ASA Version 7.2
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5-7

ACL Manager

Cordgera ACLS.
Aga sl
o | Fube o == ChirsBnakan Bk Log Leved e —
B iH_ks Add ACT
B TCF or
B s _I
B FYvARrwATy It E
1 F Wiy e ay i i — P Rpplind H I
B FYWEkidn
=] < L RS o = ip Fiod Aophied ] I
. I 5
o Alre e (=
ok I Canced Heip I ":-'.’
i
9 ACL Add ACL ACL ACL ID OK
ACL ID FWBIockIn
10 FWBIockln ACL Add ACE
Add Extended Access List Rule
Help 5-8
ASA Version 7.2
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VPN | ]

a. CPP VPN
Deny Source Host/Network
Host/Network 0.0.0.0
b. IP Protocol and Service
Help
c. OK ACE
1 VPN
ACL ID FWAIllowAnyOut
Add ACE Add/Edit Extended Access List Rule
Action Permit Protocol IP
12 OK ASDM  ACL Manager ACL
5-7
13 OK ASDM  Client Firewall

VPN

Destination

1P
any

2 ACL

VPN 3000 ASA Version 7.2
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[ | VPN

14 Policy Pushed (CPP)

a. Inbound Traffic Policy FWBIocklIn
b. Outbound Traffic Policy FWAIllowAnyOut
c. OK ASDM  Group Policy

15 Apply
HTTP

FWAIllowAnyOut
CLI
HTTP access-list
ACL FWAIIowWHTTP
TCP HTTP 80

1 ACL 2 3
hostname (config) # access-list FWAllowHTTP permit tcp any any eq 80
hostname (config) # access-list FWAllowHTTP deny ip any any
hostname (config)# access-list FWAllowAnyOut permit ip any any

2 group-policy client-firewall

ClientServer
hostname (config) # group-policy ClientServer internal
hostname (config) # group-policy ClientServer attributes
hostname (config-group-policy)# client-firewall req cisco-integrated acl-in FWAllowHTTP
acl-out FWAllowAnyOut
ASDM

ASDM Cisco Integrated Client Firewall CPP

VPN 3000 ASA Version 7.2
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VPN ||
1 Configuration > VPN > General > Group Policy
2 Add Internal Group Policy
3 Name ClientServer
4 Client Firewall
5 Inherit
6 Firewall Setting Firewall Required
7 Firewall Type Cisco Integrated Client Firewall
Firewall Policy Policy Pushed (CPP)

8 Manage
9 AddACL ACL ID FWAIlowHTTP OK
10 FWAIlIowHTTP Add ACE

a. Action Permit

b. Protocol and Service TCP

Service
c. Service =
www/http OK

d. Destination Port Service = any

e. OK
11 OK
12 Client Firewall Firewall Policy Policy Pushed (CPP) Inbound Traffic Policy

FWAIIowHTTP Outbound Traffic Policy FWAIllowAnyOut
Manage
13 ACL Manager FWAIIowHTTP ACL  Add ACE 2
FWAIIowHTTP
HTTP

VPN 3000 ASA Version 7.2
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| VPN
14 Action Deny Protocol and Service
ACL Manager
FWAIlowHTTP ACL 2
HTTP VPN
5-9 VPN Web

OK

5-9

>

CL

Cordgere ACLS.
Fruie Sourte Dhestinaton Log Level AaALL
F | geacsd | % | Rosmatwon T HET e Tirrs Miaegi
iH b Add ALl I
_E et =tz
B PWOEFAILT
Twbele
B Feiiowamou _I
1 = W e N ay " i — P Bsplid - T I
B FWE i
B FrslowHTTF I ; |
; = e P ary - Pt Arphed
B Blal
1 ) < I oy i = Ml Apphpg =
| | i |
o Allirer il O Dy bradfic
X
oK Canced Heip I E
i
15 ACL Manager OK
16 Client Firewall OK Apply
ASA Version 7.2
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RADIUS
1 AAA
2. AAA
3.
e AAA ACSRadiusServer
e AAA IP 172.16.0.1 172.16.0.2 172.16.0.3
. ACSRadiusGroup
IP
VPN IP
DHCP IP
CLI
IP ip local pool
ip local pool poolname first-address—last-address [mask mask]
IPPool2 10.20.30.40 10.20.30.60
IP
hostname (config)# ip local pool IPPool2 10.20.30.40-10.20.30.60
hostname (config) #
ASDM
IP
1 Configuration > VPN > IP Address Management > IP Pools Add ASDM Add
IP Pool 5-10

VPN 3000 ASA

Version 7.2
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5-10 IP

IPpagiz '
10.20.30.40 '

10 20,30, 60 '

2 Name IP

3 Starting IP Address IP
10.20.30.40

4 Ending IP Address IP
10.20.30.60

5 Subnet Mask

6 OK Apply

IPpool2

ASDM

ACSRadiusServers

e RADIUS
e single
e timed

depletion

VPN 3000 ASA

RADIUS

30

Version 7.2
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CLI

aaa-server protocol
RADIUS aaa-server protocol

aaa-server Server-tag protocol Server-protocol

aaa-server CLlI AAA
config-aaa-server-group

RADIUS RadiusServer AAA

hostname (config) # aaa-server ACSRadiusServers protocol radius
hostname (config-aaa-server-group)# accounting-mode single
hostname (config-aaa-server-group)# reactivation-mode timed
hostname (config-aaa-server-group) # max-failed-attempts 2

ASDM

1 Configuration > Properties > AAA Setup > AAA Servers
Server Groups Add ASDM Add AAA Server Group
5-11

5-11 AAA

FHETETHE: e

VPN 3000 ASA Version 7.2
I oL-10669-01-J .m



|
2
a. Server Group ACSRadiusServers
Protocol Protocol
RADIUS
RADIUS
TACACS+
NT Domain
SDI
Kerberos
LDAP
HTTP Form
b. Accounting Mode RADIUS TACACS+
Simultaneous Single simultaneous ASA
single
ASA 1
Single
c. Reactivation Mode Depletion Timed
depletion
timed
30
Depletion timed
d. Dead Time Depletion
10
e. Max Failed Attempts
3 2
3 OK Apply
AAA AAA
AAA IP
AAA RADIUS
CLI
CLI ACSRadiusServers 3
IP aaa-server-group

aaa-server host

aaa-server server-tag [ (interface-name)] host Server-ip

VPN 3000 ASA Version 7.2
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AAA aaa-server host
e retry-interval 10
e timeout ASA AAA
10
e Kkey

hostname (config)# aaa-server ACSRadiusServers (inside) host 172.16.0.1
hostname (config-aaa-server-group)# retry-interval 5

hostname (config-aaa-server-group) # timeout 16

hostname (config-aaa-server-group) # key x5*zbrct

hostname (config-aaa-server-group) #

hostname (config)# aaa-server ACSRadiusServers (inside) host 172.16.0.2
hostname (config-aaa-server-group) # retry-interval 5

hostname (config-aaa-server-group)# timeout 16

hostname (config-aaa-server-group) # key x5*zbrct

hostname (config-aaa-server-group) #

hostname (config)# aaa-server ACSRadiusServers (inside) host 172.16.0.3
hostname (config-aaa-server-group) # retry-interval 5

hostname (config-aaa-server-group) # timeout 16

hostname (config-aaa-server-group) # key x5*zbrct

hostname (config-aaa-server-group) #

ASDM
ASDM RADIUS AAA AAA

1 Configuration > Properties > AAA Setup > AAA Servers AAA
ACSRadiusServers

2 Servers  Selected Group Add ASDM Add AAA Server
5-12

5-12 AAA

Livetr Group. L S RT ATE T

Ingarface Name: [T =

Secvar Mame o IP Addrass: |17216.0.1

Timeout PE EEEonds

IRRDILE P armisers

B Auhonbcaiion For |1 (&
Rarvar Az counbng Pard |1 b

RETy Inbaral |!E spronds ;l

Grver Secretd Kiy. feseztinc

COmmnn PRETWIRE [12345874

L Mk ek Camvart |erandans |
e | Cangel | Halp |

1530mT
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Interface Name
Name inside

Server IP Address AAA IP
IP 172.16.0.1

Timeout ASA AAA

10
RADIUS Parameters

Interface

RADIUS

Server Authentication Port

Server Accounting Port
Retry Interval
Server Secret Key

x5*zbrct

Common Password RADIUS

12345678
ACL Netmask Convert Detect Automatically Standard
Standard
OK Apply

ASA Version 7.2

Wildcard

1645
1646

10
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CLI

ASDM

ACSRadiusGroup
AAA ACSRadiusServers

IPSec

hostname (config) # tunnel-group ACSRadiusGroup type ipsec_ra

hostname (config) # tunnel-group ACSRadiusGroup general-attributes
hostname (config-general) # address-pool IPPool2

hostname (config-general)# authentication-server-group ACSRadiusServers
hostname (config) # tunnel-group ACSRadiusGroup ipsec-attributes
hostname (config-ipsec)# pre-shared k*5$h9s%

ASDM

Configuration > VPN > General > Tunnel Group Add IPSec for Remote Access
ASDM  Add Tunnel Group General Basic

Name

ACSRadiusGroup

General AAA

Authentication Server Group
ACSRadiusServers

IPSec IPSec
Pre-shared Key k*5$h9s%
OK Apply

[ OL-10669-01-J
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2
ASA
1
ASA
1
IP
IP
VPN
IP
IP
IP
1
1
)
WebVPN
WebVPN
IP
VPN 3000 ASA Version 7.2
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CLI

||
. IP
o ID UDP 9023
VPN
1 IP IP VPN
2.
IPSec
LAN
3. 1 10
10
4. ASA
. IP 209.165.202.224
. 12345678
. ASA 10
CLI

hostname (config) # vpn load-balancing

(
hostname (config-load-balancing) #
hostname (config-load-balancing) #
hostname (config-load-balancing) #
hostname (config-load-balancing) #
hostname (config-load-balancing) #

priority 10
cluster key 12345678

cluster ip address 209.165.202.224

cluster encryption
participate

show running-config vpn load-balancing

CLI

vpn load-balancing

IP

config-load-balancing
cluster

hostname (config) # vpn load-balancing
hostname (config-load-balancing)# cluster ip address 209.165.202.224

VPN 3000

ASA
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2 cluster
hostname (config-load-balancing)# cluster key 12345678
hostname (config-load-balancing)# cluster encryption

3 ASA priority
hostname (config-load-balancing)# priority 10

4 ASA participate
hostname (config-load-balancing)# participate

ASDM
6-1 ASDM

1929681010

VPN 3000 ASA Version 7.2
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1

3

VPN
Balancing

VPN Cluster Configuration

a. Cluster IP Address

b. Enable IPSec Encryption

C.

IPSec Shared Secret

VPN Server Configuration

o

Public

Private

Address IP
192.168.10.10

Priority

NAT

VPN 3000

VPN

NAT

Configuration > Features > VPN > Load
Participate in Load Balancing Cluster

ASA

IP

Verify Secret
1
ASA

NAT Assigned IP

NAT IP

ASA NAT
0.0.0.0
ASA

[ OL-10669-01-J
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H VPN Quality of Service
VPN Quality of Service

VPN 3000

ASA Quality
of Service QoS ASA QoS 10S
QoS
QoS
QoS
LAN 1
QoS ASA QoS
QoS
Y

QoS Cisco Security Appliance Command Line Configuration Guide

ASDM QoS

1.

1

3.
ASDM

ASDM QoS

QoS ASDM  Help
1 Configuration > Features > Security policy Service Policy Rules
2 Add ASDM  Add Service Policy Rule Wizard - Service Policy

VPN 3000 ASA Version 7.2
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VPN Quality of Service ||

6-2 Add Service Policy Rule Wizard - Service Policy

& Add Service Policy Rule Wizand - Service Palicy |

AAANG & new SRnice policy iUk raquinks thiee Slaps:

Hinp; Cordgune a somicn palicy

Slep 1 Conbgurs T ke clisaication (b fr e Bendce palicy e,
Siep ¥ Condgure arbans on the trafic classifed by the semice policy rule,

Crealy & Sorads palicy and Spphy bh:
Sy o werice paby ean be configered par nlafuce or al glabal lewl ¥ sardcs policy sinsady

R, N you can S5 niw nai nko e edeing Sendod policy. CHRErwel, you €40 Croae O finy
sanvice poicy

® Inteetace: et lersate e serscepoien K]

Paliey Mama:  [leeepalisy

Degeripion. |

1 Global - appins 0l inieraces
B A 6 |
|

aart | wmstn | comen| wep I?E

—

3
Interface Interface test - (create
new service policy) (create new service policy)
4 Policy Name ASDM
policy outbound-policy
Next ASDM Add Service Policy Rule Wizard - Traffic

Classification Criteria

VPN 3000 ASA Version 7.2
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H VPN Quality of Service

6-3 Add Service Policy Rule Wizard - Traffic Classification Criteria

& Add Service Policy Aule Wizard - Trallic Clessilication Criterds F |

= Crogie a naw iafi clags:  [cuthouns laas

Descripion foptional). |
Traffa meabch crifeeia
™ Dttt InGpision Trate
™ Seurce and Destinalion IF Address (uies ACL)
b [Tunned Group;
I™ TGF or UDF Desdnaion Por
[~ HTF Ranpi
™ 1P DirGery CodePonts (DECF)

[ IP Precedance
[ Ay trafic

Hirafic dogs nod maich & resting taffic class, on i will malch $e class-defaul frafic class
Cliria-dataull ¢ an B uisd in calch ol glualion

" Ugp ehage-defaul 39 ha P sl
«mack | masts | concal| e | 2
5 Create a new traffic class ASDM class
outbound-class
6 Traffic match criteria ASA
Tunnel Group Next ASDM

Add Service Policy Rule Wizard-Traffic Match - Tunnel Group

VPN 3000 ASA Version 7.2
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VPN Quality of Service ||

6-4 Add Service Policy Rule Wizard-Traffic Match - Tunnel Group

-

7 IP New
Tunnel Group 10.10.4.108
Match flow destination IP address
Next

ASDM  Add Service Policy Rule Wizard - Rule Actions

8 QoS
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6-5 QoS

QoS 1

¢ Enable Priority for this flow

¢ Police output

Help

9 Enable Priority for this flow
Finish

10 Apply

6-6 QoS

VPN 3000 ASA Version 7.2
m. OL-10669-01-J |



VPN Quality of Service ||
6-6 QoS
. | Traffe Clagsificaton |
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[ AT BT 0 eany o any B turrkqr @ p
show running-config all service-policy
CLI
class-map outbound-class
match tunnel-group 10.10.4.108
match flow-ip destination-address
policy-map outbound policy
class outbound-class
priority
service-policy outbound-policy interface test
A
CLI QoS Cisco Security Appliance Command Line

Configuration Guide
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APPENDIX

VPN 3000
ASDM

VPN 3000 Adaptive Security Device Manager
. A-1
. A-2
. A-3
A-1
VPN 3000 ASDM
VPN 3000 ASDM Online Help > About Cisco ASDM

Configuration > Interfaces > Add

Enable Interface/Dedicate to management only

Hardware Port
VLAN ID/Sub-interface ID

AAA Configuration > Properties > AAA Setup > AAA Servers
Groups

Configuration > Security Policy > AAA Rules

DHCP Configuration > Properties > DHCP Services > DHCP Server
and DHCP Relay
DNS Configuration > Properties > DNS Client and Dynamic DNS
NTP Configuration > Properties > Device Administration > NTP
TACACS Configuration > Properties > AAA Setup > AAA Server
RADIUS Groups > Add AAA Server Group Protocol

Configuration > VPN > IP Address Management

Assignment
IP Pools

VPN 3000 ASA Version 7.2
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|
A-1
VPN 3000 ASDM
IPSec |PPTP
IPSec Configuration > VPN > IPSec and Configuration > VPN >
General > Tunnel Group  Group Policy
IKE Configuration > VPN > IKE > Policies
NAT Configuration > VPN > IKE > Global Parameters NAT
Transparency
Configuration > VPN > IPsec > IPSec Rules > Tunnel Policy
(Crypto Map) - Advanced > Enable NAT-T
Configuration > VPN > IKE > Global Parameters
IP Configuration > Routing
Configuration > Routing > Static Route
Configuration > Routing > Static Route
OSPF Configuration > Routing > Dynamic Routing > OSPF
DHCP Configuration > Properties > DHCP Services
Configuration > Properties > High Availability ~Failover
RIP Configuration > Routing > Dynamic Routing > RIP
RRI Configuration > VPN > IPsec > IPSec Rules > Tunnel Policy
(Crypto Map) - Advanced > Enable Reverse Route
Injection
FTP Tools > File Management > File Transfer
HTTP/HTTPS Configuration > Properties > HTTP/HTTPS
TFTP Configuration > Properties > Device Administration > TFTP
Server
Telnet Configuration > Properties > Device Access > Telnet
SNMP Configuration > Properties > Device Administration > SNMP
SSL Configuration > Properties > SSL
SSH Configuration > Properties > Device Access > Secure Shell
XML

ASA

Version 7.2
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A-1

VPN 3000 ASDM

Configuration > Properties > Logging

Event Lists

Syslog Setup

Configuration > Properties > Logging > Logging Setup
Syslog Servers  Syslog Setup

FTP

SNMP
Syslog
SMTP |Configuration > Logging > E-Mail Setup
Configuration > Properties > Device Administration
Configuration > Properties > Device Administration > Device
Configuration > Properties > Device Administration > Clock
Configuration > VPN > General > VPN System Options
L IPSec
. Configuration > Interfaces
2

Configuration > Properties > Device Access > AAA Access

Configuration > VPN > General > Client Update

Configuration > VPN > Load Balancing

Configuration > Properties > Device Administration > User
Accounts

Configuration > VPN > General > Group Policy
Configuration > VPN > General > Tunnel Group

VPN 3000 ASA Version 7.2
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|
A-1
VPN 3000 ASDM
Configuration > Security Policy
Access Rules
. AAA Rules
¢ Filter Rules
e SA . )
Service Policy Rules
NAT Configuration > NAT
Configuration > VPN > IKE > Certificate Group Matching
. e Policy
. * Rules
HTTP HTTPS Configuration > Properties > HTTP/HTTPS
SSL Configuration > Properties > SSL
Web VPN Configuration > VPN > WebVPN
Configuration > VPN > WebVPN > WebVPN Access
HTTP/HTTPS Configuration > VPN > WebVPN > Proxies

Configuration > VPN > WebVPN > Webpage Customization
Configuration > VPN > WebVPN > Webpage Customization

E Configuration > VPN > E-mail Proxy
URL Configuration > VPN > WebVPN > Servers and URLs
Encoding
Configuration > VPN > WebVPN > Port Forwarding
NetBIOS Configuration > VPN > Tunnel Group > Add WebVPN

Access Tunnel Group > WebVPN > NetBIOS Servers

SSL VPN Client Configuration > VPN > WebVPN > SSL VPN Client
Cisco Secure Desktop Setup and |Configuration > Properties > Device Administration > CSD
Manager Setup

Configuration CSD Manager
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A-2
VPN 3000 ASDM
Monitoring > VPN
Refresh
ASA Tools > Upgrade Software > Upload Image From
Local PC
VPN Configuration > VPN > General > Client Update
Tools > System Reload
Tools > System Reload
Ping Tools > Ping

Tools > Traceroute

Configuration > Properties > Device Access >
AAA Access

ACL

AAA Configuration > Properties > AAA Setup > AAA
Servers

Tools > File Management

Tools > Upgrade Software > Upload Image from
Local PC

TFTP Tools > File Management > File Transfer > TFTP
HTTP Tools > File Management > File Transfer > HTTP
XML
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A-2
VPN 3000 ASDM
PKI Configuration > Properties > Certificate
SSL Authentication
CRL Enrollment
Import Certificate
Keypair
Manage Certificate
Trustpoint
e ID SSL
SCEP
CRL
CA
ASA Version 7.2
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A-3

VPN 3000 ASDM

Monitoring > Routing > Routes

Monitoring > Routing > OSPF LSAs

Monitoring > Routing > OSPF Neighbors

Configuration > Security Policy

Monitoring > Logging > Real-Time Log Viewer

Monitoring > Properties > System Resource Graphs

Monitoring > VPN

Monitoring > VPN > VPN Statistics

Monitoring > Properties > AAA Servers

AAA Monitoring > Properties > AAA Servers

Monitoring > Properties > Device Access > Authenticated
Users

Monitoring > Properties > AAA Servers

Monitoring > Properties > System Resource Graphs

Monitoring > VPN > VPN Statistics > Compression
Statistics

Monitoring > VPN > VPN Statistics > Crypto Statistics
DHCP Monitoring > Interfaces > DHCP
DNS Monitoring > Properties > DNS Cache

Monitoring > VPN > VPN Statistics > Encryption
Statistics

Monitoring > Logging > Real-Time Log Viewer

IKE/IPSec Monitoring > VPN > VPN Statistics > Global IKE/IPSec

Statistics

IPSec Monitoring > VPN > VPN Connection Graphs

L2TP Monitoring > VPN > VPN Connection Graph
Monitoring > VPN > VPN Statistics > Cluster Loads

PPTP

SSH Monitoring > Properties > Device Access > Secure Shell
Sessions

SSL Monitoring > Device Access > HTTPS/ASDM Sessions

Telnet Monitoring > Properties > Device Access > Telnet
Sessions

VRRP
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APPENDIX B

VPN 3000
ASA

VPN 3000 13
ASA 1 11 254 255
3 3
B-1 VPN 3000 ASA
B-1
VPN 3000 ASA
12 3 1
4 2
5 3
6 4
7 5
8 6
9 7
10 8
11 9
12 10
13 11 254 255
ASA 254 255
e 254  IKE IKE
e 255 IKE
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ASA

254 255
capture

hostname (config)# capture name type isakmp interface interface-name

ASA

Version 7.2

capture
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