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6.1 for ASA - 172.23.5%
Tooks izards

File  Yisw

Window

Help

Look For:
ali]e
e,
@ Home 0 Configuration Moritoring ‘ B save (R Refresh |° Back o Forward ‘ ? Help ‘ cIsco
é VBN Bevice Bashboard | € Frewall Dashboard |
EAIN pevice nformation Interface Status &
(7] General | License| Interface 1P Address/Mask Line Link Kbps
inside: 172.23.59.101/27 © uwp Quw 16

prelhone BISETEE redund 11.20,30.40/8 @ down @ down [

ASA Version: 8.1(0)138 Device Uptime: 12d 19h 28m 33s

ASDM Version: 6.1{0)20

Device Type:  ASA 5580 20

Firewall Mode: Routed Context Made: Single

Environment Status: & 0K

Total Flash: 1024 MB

Selsct an nterface ko visw input and oUtput Kbps

Traffic Status
KE: 0 IPsec: O Clientless SSLYFN; O S5L PN Client: O Conmections Fer Second Usage
System Resources Status

Total Memory Lisge | Totsl CPU Usage | Core Usags|

LR s T T e T e e e
Memary  Memory Usage (ME)
4000
1420 1421 14:22 1423 14:24
i M UDF: 0 EETCR: O B Total: 0
3000
2500

‘redund Interface Traffic Lisags (Kbps)
1

Seve.. | Date Tirre: Syslog ID - Source IP Source Destination IP Destin: Description b
s Dec31 2007 14:24:16 402128 CRVPTQ: An attempt to allocate a large memory block failed, size: 100, limit: 0. ol " 1
a5 Dec31 2007 14:24:16 402126 CRVPTO! An attempt to allocate a large memory black Failed, size: 100, limit: 0. = @o
F91 Dec 312007 14:24:16 402128 CRYPTO: An attempt to allocate a large memory block failed, size: 100, limit: 0. R
P e e = S Gt - e i o
Device configuration lnaded successfuly, |

<admin: 15
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UEt—h 727 EAVPN ZRET DHITIE, ROFMEEZEITLET,

ATFYF1 ASDMDAA v U 42 RUT Wizards KR w7407 X ==a—75 IPsec VPN

Wizard %38 L E£9, VPN Wizard Step 1 B 23 £ R S ET,
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B VPN Wizard X
¥ VPN Wizard YPH Tunnel Type (Step 1 of ...)

Use thiz wizard to configure new site-to-site WPM tunnels or neww remote access YPH
tunnels. & tunnel between two devices is called a site-to-site tunhel and is bidirectional. &
tunnel establizhed by calls from remote users such as telecommuters is called remncte access
tunnel.

Thiz wizard creates basic tunnel configurations that you can edit lster using the ASDh.

WP Turke] Type:
Site-lo-Site VPN

Remole

() Site-ta-Site

WPH Tunnel Interface:

Enable inkound IPSec sessions to bypass interface access lists. Group policy and per-user
authorization access lists still apply to the traffic.
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AFvF2 VPN Wizard ® Step 1 T, RDOFNEE FITL £,

a. Remote Access T 7> ay REH 7Y w7 LET,

b. Fay7F& v UR NG, FE VPN F st LTA 2—7 2T 5%
A B —T A AL LT outside Z IR L £,

c. Next%#7 U w7 LTHATLET,
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VPN 7 SA4 7> FOTEEDER

VPN Wizard ® Step 2 T, RO FNEE FEITL £7,

VE—F a—VE2 20X )T 4 7754 TV ACEERTELL91T
TBHVPN I IAT7 v hOBEEEELET, 2O F U ATl Cisco VPN
Client 7> a v RE %7 v 7 LET,

ATy F1

LT D Cisco Easy VPN Remote B & T £7,

B VPN Wizard
¥ VPN Wizard Remote Access Client (Step 2 of ...}

Remote access users of various types can open WPH tunnels to this ASA . Select the type of
YRR cliert for this tunnel.

PN Cliert Type:

() Cigeo VPN Client, Relesze 3. or higher

or other Easy VPN Remote product

() Mierosaft \Windows cliert using L2ZTP aver IPSec

pAR CHAP WIS-CHAP- 41 MS-CHAP-Y2 [ | EAP-PROXY

Client will send tunnel group name a3 username@iunnelgroup.

[ = Back ” Mext = ] Finizh [ Cancel ] [ Help ]
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VPN FURIL TIL—TR EBIFAKXDIETE

VPN Wizard ® Step 3 T, RO FNAEFEITL £T,

ATFYT1 ROWVTHODOFEEZFEITLC, RS IREOREEAIEELET,

o RERICAZT 4w 7 RERIMA X — 2T 521X, Pre-Shared Key 47
var R®E E7 Yy L, FRiHAEF— ([Ciscol 72&) ZANLET,
ZDF—IE, IPsec rA T —y g SEHINET,

o FRFLIZT VX NFEAEEMEMA T ST, Certificate =72 3> R¥ %7
Vo7 L, Rey X7 JA DG Certificate Signing Algorithm % @R L |
WO Ry THEY 2 JARNLHRAEREFRHD T A b RA v b4z R
LET,

FTUZNEAEEZTIICHERT IR N TR MRA L M EEEREL T
RWGEIR, D 2 >OF T g ronTEFEH LT Wizard Z#{T T
X F9, BIESFAROBREIL, EUHED ASDM 7 4 KU ZEH L THTER
TXFET,

. Challenge/response authentication (CRACK) 47> g v REZ %7 U v 7T
HE, ZOFETRIESNET,
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¥YPN Wizard x|
VPN Wizard WPK Client Authentication Method and Tunnel Group Bame (Step 3 of ...}

The AS#4 allows you ko group remate access tunnel users based on common conneckion parameters
and client attributes configured in the subsequent screens. Configure authentication method and
tunmel graup For this remaote conmection. Use the same tunnel group name For the device and the
remoke client.

—Authertication Method

+ Pre-shared key

Pre-Shared Key: Itest

" Certificate
Certificate Signing Algorithm:  rsa-sig
Certificate Mame: I j

= Challenge/response authentication (CRACK)

~Tunnel Group

Tunnel Group Name: Iciscg

< Back | Mexk = | Firish | Cancel | Help |
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A—GEMAXDEE

:L“—"]j‘ I, m— jJ/l/p:unE'T &/\"—‘X EY i% Bntuu nAuT T 77/7/1' Ve
7" (AAA) #— N (RADIUS. TACACS+, SDI. NT. Kerberos, 3 X U LDAP)
TRIEC&E £9,

VPN Wizard @ Step 4 T, IROFIEZFITLET,

AFYT1 X2 UT 4 TTI9AT v ARCa—Y F—=FR=Z 5Bk L Ca—F 2357
5Y5E1%. Authenticate using the local user database 47> 3 RZ %7 U >
7 LET,

ATy T2 S AAA =R TN —T Ta—VEHETIHAIE. KOFEEZEITLET,

a. Authenticate using an AAA server group 47> 3 R¥ &7 U v LE
—g’—‘o

b. AAA Server Group Name KB v 77X U R MhbHEFRREFHD Y —N
TN—T 2 BIRT 57 New 227 U v 7 LTH LW AAA = T L—T %
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= YPM Wizard

VPN Wizard Client Authentication (Step 4 of ...)

To authenticate remote users using local device user database, select the first option below.
‘ou can create user accounts in the next step.

To use external ABA servers instead, select the second option. You can select an existing Afg
SEerver group or create a new one using the Mew button below,

Tao manage all other AfA settings, go b Configuration = Device Management > UsersA8A in
the main ASDM window.

f+ #uthenticate using the local user databass:

= Authenticate using an &&%& server group

AdS Server Group Marme: ;I [ew ..

< Back | Mexk = | Firish | Cancel | Help |
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A—HFTFHAIVFDORE (TP 3)

7 —J v :L’_"H_ T ”57‘/\“_111“—'&78wuuﬁj—5 \ — \_T%ﬁ L= — '}j‘
T NEERTEET, ASDM REA > ¥ — 714’2%@% LCHCTx—
HFarEntszbTExET,

VPN Wizard ® Step 5 T, RO FNEE FEITL ET,

AFYT1 HLLa—FZBNTHI00E, 2—F L ERXRT—REZAS L. AddE 27 ) v 7
L\ij—o

B VPN Wizard X
F VPN Wizard User Accounts (Step 5 of 11)

Enter & neww usernamelpassword into the user authertication database. To edit existing
entries in the database or to remove them from the database, go to Configurstion = Properties
= Device Administration = User Accounts inthe main 2500 window:.

~User to Be Added

Username:
johit_doe
‘ ‘ A ==

Pazzword (optional):

Delete

Canfirm Password (optional):

(= Back |[ Mext= | Firich [ Cancel | [[Help |
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IPsec JE—k P4 tAX VPN DL F 1) ADRE

7ERELR T—ILDETE

VE—h 7I7A4AT7 2 MRRy NU—=ZIZT 7 BATESL L OICTAIT1, EH
W LT WYV E—F VPN 7 T4 T MTEIVYBTHZENTEDIP T
RUVAD =NV ERETIHILERNHYET, 2O F VAT, IPT KL R
209.165.201.1 ~ 209.166.201.20 #fEHT A L5 7— L E2RELET,

VPN Wizard ® Step 6 T, RO FNEE FEITL £7,

RATYT1 TR EANTH, FryTZyr ARG FEAREFHD T —) %k
RLET,

B VPN Wizard X
¥ VPN Wizard Address Pool {Step 6 of 1)

Enter & pool of local addresses to be used for azsighning dynamic P addresses to remote VPN
clients.

Turinel Group Marme Cigca
Paal Mate: RemaoteClientPool hd | ’ (1=
Pool Setting=

Range Start Adcress: 209165201 1

Range End Address: 209165201 .20

Subnet Wazk:

153915
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AddIP Pool XA 7T ViR v 7 ANMFRENE T,

B8 Add IP Pool

Matne: FemoteClientPool
Starting IP Address: 2081652011
Ending IP Address: 209.165.201.20]
Subnet Mask: | ht |
[ Ok I [ Cancel I [ Help I

15396

AFYvF2 AddIPPool ¥4 TR TRy 7 AT, ROFIEEFATLET,
a. 7 NLAO#HiIBE%EET D Starting IP Address & Ending IP Address & AJJ L
iTO

b. (A7vay) 37 xy b A7 & AT A0, Subnet Mask K2 v 7 & v
VURMMLIPT RLRADEHOY 7%y b w27 ZRIRL £7,

c. OK%#7 Y w7 LTVPNWizard ® Step 6 IZFE Y £,

ATYT3 Nextzr Vw7 LTRITLET,
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D934F72 7 FIJE2L— FDOERE

ATy F1

Fy NI =TT 7 BATDHITNE, FVE—N TR Z7T747T 2 MIHER
Fv hU— 7 RERFR (TS DNS — "B LU WINS Hh—/3 57 3 /1 b
RAAL 572 8) DRETT, KFUVE—L 77472 MBI ET 50
DIZ, ASDMIZZ AT v MEREANTEET, @M ExXF2 VT4 777
AT VAL, BB SN EEIT, ZOEREVE—N 24T NER
X Basy VPN N— R =7 7 54T M T v a2 LET,

ELWEZBEELZZ E 2R LTI EZE Y, ERELLRWEES, VE—F
75 A7 MiX. DNS 4 & L7=f#k=> Windows % v b U —=F 7 Off F 3
TERL 2D T,

VPN Wizard @ Step 7 T, IROFINEZFEITL £,

VE—KNITAT L NMIT vy vadTdRry NU—VREBEHREATILET,

& VPN Wizard [E

¥ VPN Wizard Attributes Pushed to Client (Optionaly (Step 7 of 113

Aftributes you configure belov are pushed to the WPN client when the clisrt connects to the
ASA|f you do not want an attribute pushed to the client, leave the correspaonding field blank.

Turirel Grougp: Cizco

Primary DNS Server: 209.165.205.129

Secaondary DNS Server: 2[]9 AB5.202.139

Pritnary WikS Server: 209165202118

Secondary WINS Server: 209.165.202 165

Defaut Domain Marme: cizco.com

= Back ][ Mext = ] Finizh [ Cancel ] [ Help ]
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XFYvF2 NextxZ U w7 LTHITLET,

IKE R o—DKRE

ATy F1

IKE X, 57— 2 %R LT T A N —%RFET 2 L XA Ger v = —
vary 7u halT ETOID ZHRTARIELIRM LET, I E A DA,
ASDM OF 7 # /)L MET, X% =277 VPN U R EHESLTE ET,

VPN Wizard @ Step 8 TIKE RN U ¥ —ZEET H1T1T, IROFNELEFEITLET,

IKE®X=2UTF 4 7Yvx—2arT, @il Xa 70 774 T AN
T RS 7L 2 Y XA (DES, 3DES, £721% AES) | #FE7 /23U X A
(MD5 ¥£7-1% SHA) . 3 X Diffie-Hellman 7 /v —~7 (1, 2. 5. £721%7) %7
Vo7 LET,

| 78-18101-01-J

Cisco ASA 5580 24—k i1 F W




¥$8E LFUF:IPsec VE—F 7YX VPN DFETE |

W psec YE—F 7O LR VPN DL F U DEE

& VPN Wizard

¥ VPN Wizard IKE Policy (Step 8 of 11)

Select the encryption algorithim, authertication algorithm, and Diffie-Hellinan group for the
devices to use to negotiste an Internet Key Exchange (IKE) security associstion betvween
them. Configurations on bath sides of the connection must match exactly.

Encryption: 3DES v

Athertication: SHA

CH Group: 2

4

(= Back |[ Mext= | Firich [ Cancel | [[Help |

153918

AFvF2 Nextw#s Vv LTRATLET,

Cisco ASA 5580 X4 — k HA K

78-18101-01-J |




| 8% 24U+ :IPsec JE—F 7YX VPN DERE

IPsec YE—k 72X VPN DL F ) Anxx B

IPSec lEEILH K UVRBI/NT A —F2DEETE

VPN Wizard ® Step 9 T, RO FNEE FEITL £,

AFwT1 EE{k7/=2Y X4 (DES. 3DES. £721% AES) BLUGRIET /L =Y X4 (MD5
F7IZSHA) 27V v 7 LET,

[ YPN Wizard =

VPN Wizard IPsec Encryption and Authentication {Step 9 of 11)

Select the encryption and authentication algarithms For this IPsec YPM tunnel. Configurations
on bath sides of the connection musk match exactly.

Encryption:

Authentication: SHA -

153919
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7 ELRAZBOBPINERT )y b PR DT DIEE
ATy b bRV TEERTHE, VE—F 778X IPsec 7747 b
1Z. IPsec kv FIURH CTOREBALIER DO AN v b, T3y hU—2 A~
B =T 2 ZA~DTHFANERDATr v b, SEfTZTHETEET,
WY X2 VT 4 TTITAT VAL, Ry hT—27 7T KL AE#H (NAT) %
EALT, WEBIP 7 RLARHMTIZAB SND Z L2 TWET, FRESh
727VE—F 2—VOT7 7 BRAEZAREIZTILENS D0 —H )L AR RBLO
Sy NI—JEREELT, 20Xy T — I {REOHNEIERTE ET,

VPN Wizard @ Step 10 T, ROFIAZFETLET,

ATFYT1 FWEENFVE—F 2—FRT 27 EATELLICTANEY V—2AD Y X K
WCEDBERA N, JNV—7, BXOxy hU—JZ2EELET,

Selected Hosts/Networks fEIsiD AR R ~, 7 —7 BLOXy hU—7 ZEIC
BMEIFHIRT DI, T, Add £72iE Delete 27V v 7 LE9,
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= ¥YPM Wizard x|
VPN Wizard Address Translation Exemption and Split Tunneling (Optional) (Step 10 of 11)

Metwork Address Translation (MAT) is used ko hide the internal network From outside users, You can
make exceptions ta MAT to expose the entire or part of the internal network to authenticated remote
users prokected by VPR,

To expose the entire network behind the most secure interface ko remate YPM users without MAT,
leave the selection list blank.

Selected Hosts/Metworks:

~Host/Metwork 10,10,10.0

Interface: Iinside

L1

address: [10.10.10.0

I~ Enable spiit tunneling to let remate users have simultaneous encrypted access to the resources |
defined above, and unencrypted access to the internet,

< Back | Mexk = | Firish | Cancel | Help |
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GE) HEERO TEIZSH D Enable split tunneling = v 7 K v 7 A& 42 L
T AT N bRV TEBAX=TNMIZLET, A7V v b R
Vo7 a2 ERTDE RELIERY NU—TDHED T 7 4 v 7 %,
KAt E iz VPN b RS TICERE A % —Xy MIEHT
EDHLOITRDET,

ATvF2 Nextx7 w7 LTHATLET,
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JE—F 75t X VPN DEREDTEE
VPN Wizard @ Step 11 T, H LW VPN P RILOFET b Ea— &AL
T, BREINDHEEIT. KOL TR ET,

¥PN Wizard x|
VPN Wizard

Summary (Step 11 of 11)

‘You have created a Remote Access WPR tunnel with Ehe Following attributes:

WPM Tunnel Interface: outside

IPsec authentication uses pre-shared key: test

Tunnel Group Marme: Cisco

Default Group Policy: Cisco

User authentication using local user database

Mew users created in the local database: john_doe jane_smith

Pool of IP addresses For WPK clients: IPseclientPool
(209,165,201.1 - 209,165,201.20)

Primaty DMS: 209, 165,205,129

Secondary DRS: 209,165,202,139

Primary WINS: 209,165.205.118

Secondary WINS: 209,165,205.168

Defaulk Domain Kame: cisco.com

IKE Policy Encryption § Authentication / DHGroup: 3DES [ SHA | Group 2

IPsec ESP Encryption / ESP Authentication: 3DES | SHA

Internal network elements exposad to remote WP users without MAT:
10.10.10.0

Split tunneling: enabled

Mexk = | Finish | Cancel | Help |
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X o T R AR 2T AITIE, CiscoVPN 2 A T N VY7 hoy=T
FEASALET,

YAAYAT HDAD VPN 7 T AT 2 hOFEMIZ OV T,
http://www.cisco.com/en/US/products/sw/secursw/ps2308/index.html % 2 L T < 72
é I/ \O

YE— K 727X VPN BICHEEA X2 VT 4 TS5 TV AREET 5
P OBEE, N THHREITK T T, Z0ENI, IROFEIZHOWT, &
TTOMENRNHLINE I DERTFTLTLIEEN,

EENE SHEE
BEDOFBEB LA 7> g 8 | Cisco Security Appliance Command Line
RE L B HERE DR E Configuration Guide

HE DAL — g »roE Cisco Security Appliance Command Reference

Cisco Security Appliance Logging Configuration
and System Log Messages

WX 2T TTXI5AT AL, BT ) r— a HICERETX
¥4, ROIET, TOMO—/KNRT SV r—ya AicdEsex2) 7 o
TTIAT VAR ETDHTIEEFHAL E7,

EXRNE SHE

Cisco AnyConnect ¥ 7 7 =7 |45 5% [F U A : Cisco AnyConnect VPN 7/
7747 NHOSSLVPN & | 747 > s HOBHGRDHKE |

R

734 T MR (T W |ES5HE ) U4 Cisco AnyConnect VPN 27

~_—2A) SSL VPN D% E TA T v N OB DR E )

A by —H% A4 FVPNORE |HT7% VA %A Y —H% 4 K VPNOD
AR E
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