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& Cisco ASDM 6.1 for ASA - 172.23.59.101

File  Yiew Tools ‘Wiards Window Help

Look For; GO
ali]e
o
) Home | o confiuation [ wonitorng ‘ (&) 5 Q¥ refresn |° sack () Forwars ‘ @ e ‘ ci1sco
é VBN Bevice Bashboard | € Frewall Dashboard |
EAIN pevice nformation Interface Status &
(7] General | License| Interface 1P Address/Mask Line Link Kbps
inside: 172.23.59.101/27 © uwp Quw 16
prelhone BISETEE redund 11.20,30.40/8 @ down @ down [
ASA Wersion: 8.1(0)138 Device Uptime: 12d 19h 28m 33s
ASDM Yersion: 6.1(0)20 Device Type:  ASA 5580 20
Firewall Made: Routed Context Mode: Single
Environment Status: 4 0K TotalFlash: 1024 MB
Selsct an nterface ko visw input and oUtput Kbps
Traffic Status E
KE: 0 IPsec: O Clientless SSLYFN; O S5L PN Client: O Cannections Fer Second Usage
System Resources Status
Tokal Memory Usage | Tokal CPU Usage | Care Usage | o
Memary  Memory Usage (ME)
4000
1420 1421 14:22 1423 14:24
i M UDP: 0 B TCP: 0 Tokal: O
3000
“redund Interface Traffic Usags (Kbps)
2500
: o
Latest ASDM Sysiog Message: G 3
Seve..  Date Time | SysbgID | Sourcs IP Source DestinationIP | Destin: Description
W5 Dec3l 2007 14248 402128 CRVPTO: An attempt to allocate alarge memory block Failed, size: 100, fimit: 0.
A5 Dec3lz7 14:24:18 402128 CRVPTO: A attempt to llocate largs memory block Failed, size: 100, limit: 0.
F91 Dec 312007 14:24:16 402128 CRYPTO: An attempt to allocate a large memory block failed, size: 100, limit: 0.
T ————— i ) S 1 e ) ¥
Device configuration loaded successfully.

<admin: 15

2i31/07 2:24:10 PM PST
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JS594A_R—20) SSL VPN & D ASA 5580 D

75 PR — 27D SSL VPN ORE T a2 ZET A121%. IROTFIEEF(TL
*7,

AF9F1 ASDMDAA L U4 RUT, Wizards K v X7 A=a—75 SSL VPN
Wizard %341 L $£ 9, SSL VPN Wizard Step 1 HjH 23 /8 S E T,

ﬁ SSL ¥PN Wizard ll
SSL VPN Wizard 55L WP Connection Type {Step 1 of 6)

The security appliance provides Secure Socket Layer (SSL) remote access connectivity from almost any
Internet-enabled location using only a Web browser and its native SSL encryption. The security
appliance provides bwo different types of SSL YPN connection,

Flease select the bype of S5L YPR connection to configure:

The security appliance allows S5L-enabled web !!11 WWH

browsers ko access HTTP or HTTRS web servers on a " SSLVEN  Group
portal page. based Gateway  Policy

[~ (Cisco 551 ¥PN Client (AnyConnect YPM Client)

The security appliance downloads a self-instaling
AnyConnect YPA Client to the remote PC that allows

-@"4’ ﬁﬁﬁ

full, secure access ko resources of an internal Cisco SSLWVPN  Group
: .
corporate network, e fzinmy  [FHES
o
. w
= Back | Mext = | Eimisty | Cancel | Help | =

AFw 72 SSL VPN Wizard ® Step 1 T, RO FNEEFEITL £7,

a. Clientless SSL VPN Access F = v 7Ry 7 A& A A2 LET,
b. Next#7 v 7 LTHEAITLET,
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SSLVPN £ >3 —J 4 ADIEE
SSL VPN Wizard @ Step 2 T, IO FIEEFEITL E T,

ATYvF1 VE—b 2—VRBe T 2L AT LET,

B SSL ¥PN Wizard =
SSL VPN Wizard 55L WPN Interface (Step 2 of 6)
Provide a connection name and the interface that SSL YPN users connect ko,

Connection Mame: ICIientIess-VPN

The inkerface users access For S5L YPM connections,

S5L WPN Interface: Ioutside - l

. ” ame: outside
Digital Certificate IF Address:  10.86.194.170 / 255,255.254.00
‘When users connect, the security appliance sendisecurity Level:0 ker
to autherticate the ASA, Fort: wlanz

Certificate: I-- Mone - - l

Connection Group Settings

[~ Display Group &lias list at the login page

Information
URL ko access 551 VPN Service: https:ff10.86.194.170:445
URL ko access ASDM: https:}f10.86.194.170}admin
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B—T s A ARERLET, =R DA X —T oA A~DEG LT 5
L. SSLVPN R—Z /L R—IUNFRENFET,
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ASA 5580 1%, T 74/ F CHOBAIFAELEKRLET, X2V 7 1 251k
L. 227 Z0FDEERX U NEIREINZNE T DHZDIT, VAT
L% EBRBERE ISR E T A0S, AFIEE I LTV 5 SSL VPN GEFZ 2 A
THZEHLTEET,

A—HRREAXDIEE

:L‘_“ﬁ-i 02— NVERFET —F RX— A F7210 iﬂ‘ Batal. A, 773’7/74/
7" (AAA) ¥ —/3 (RADIUS, TACACS+, SDI, NT. Kerberos, I35 & U' LDAP)
TRIFTE £9,

SSL VPN Wizard @ Step 3 C, RO FNEEZFITL ET,

AAA = NF I =R TN —TEFBEEHEH L TV A6, RO FIEE LT
Li‘a‘o

a. Authenticate using a AAA server group 4> a v REZ w7 Y w7 LET,
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B SSL ¥PN Wizard =
SSL VPN Wizard User Authentication (Step 3 of 6)

The security appliance supports authentication of users by an external A8A server or local user
accounts, Specify how the security appliance authenticates users when they login,

" Authenticate using a A&4 server group

AA4 Server Group Mame: I - l (=

Username:

Password: M

l— Delete |

Confirm Password:

e

< Back | Mext = | Eimisty | Cancel | Help |
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b. AAA Server Group Name N8B v 7 H U R )b HERRREFHAD T —N
TN—T BT L5 New 227 U v 7 LTH LW AAA = T L—T %
BIMLET,

B L AAA = TN —T ZAE T 5121, New 227 U v 7 LET, New
Authentication Server Group % A 7 B2 7R > 7 ARKRINET,
IOXATRT Ry VAT, RONFEHELET,

— Y= ITN—T4

— 3 2%WEET 1 haL (TACACS, SDI, NT, Kerberos, LDAP)

— AAAH—RDIP T FL &

— WX VT4 TTIAT UV ADAL L H—T = A A

— AAA = NNERET D & EIERT AR

OK%7VU>yZ7 L¥ET,
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ARTF9F2 n—Ib a— F=H X=X T2V EFIT L2HAE, I THLLa—F
THY s hEERTEET, ASDM BREA v F =7 = A A& L TR T2 —
PEBMTLZLHTEET,

LW —TE2BINT512E, 2—VTHERRT—FREANL, AddE 7V v 7
L/ji‘é—o

AT T3 HLa—VFOBMAKT LS, Nextx# 27 U v 7 LTHITLET,

TJL—T R) —DOEE
SSL VPN Wizard @ Step 4 T, IROFIAELETL T/ N—7 RY —ZEEL F
ﬁ—o

ATw 71 Createnew group policy 77> a v R %7V v L JA—T4%EHEELE
j‘o

Ey el s
Modify existing group policy 7> 2 > RX %7 Vw7 L, Kuy XXy
ARNPBITN—TZFRLET,
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B SSL YPN Wizard =

SSL VPN Wizard Group Policy {5tep 4 of 6)

A group policy is a collection of user-oriented attributefvalue pairs, Unless assigned ko a specific group
policy, all users are members of the default group policy (DFIEGrpPolicy). Therefore, configuring the
default group policy lets users inherit attributes that you have not configured at the individual group
policy or username level,

(¥ Create new group policy IGroupSaIes|
= Modify existing group policy IDFItGeroIicy - l
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< Back | Mext = | Eimisty | Cancel | Help |

ARTF9F2 NextxZ7 Vw7 LET,

JE—F A—FHDITVHIT—0 VX MDERK
I—YRHHEICT 7B ATEALIICURL DY A MEREL T, R—F )L R_—
V(TITUVR—ZADITTA T IR REGHR X2V T 4 TTTA T AND
VPN B2 & ST L 72 & T ICER SN D HER 72 Web ~X—) ZERTE £9,

SSL VPN Wizard @ Step 5 C, RO FNAZ FEIT L T, VPN R —F )L R_X— IR R
T2 URL Z#HEEL £,
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ATFvF1 BHEOT v I ~—7 VA NERETDICE, Fay 7 EFor URENLT v
~—7 VAN EBIRLET,

B2 SSL VPN Wizard
L4 SSL VPN Wizard Web¥PN - Bookmark list {Step 5 of 7)
" Configure a list of group intranet websites that appears in the portal page as links that users can
navigate ko,
Bookmark List:

[ < Back ][ Mexk > ] Finish [ Cancel ]
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LY A RNEZBMT 50, BEFO U X N &wRET HI21L, Manage 27V v 7
Li‘é—o

Configure GUI Customization Objects % 1 7 2 7 7R v 7 ANR RS INE T,
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#= Configure GUI Customization Objects x|

Configure bookmark lists that the security appliance displays on the SSL YPM portal
page.

& Add | B Edit | m Delete | g Import | [ Expork |

| Bookmarks ’

(o]4 Cancel Help

191842

ATFvFT2 HLWwWIvr~—27 YA MEERTHICE, AddE27 ) v 7 LET,

BMEDTy 7~—2 VA NERETHIZIE., VA MEZRRL, Edit 227V v 2
L/i—gﬂo

Add Bookmark List 4 7 1 7R v 7 ANFERINET,
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#= Add Bookmark List x|
Bookmark, List Mame; IGroupSaIesBookmarks
= AL | | Addl
Edit: |
Delete |
Meye e |
MV Dt |
o
(o4 Cancel Help %
2

AT v 73 Bookmark List Name 7 o —/L
LET, ZD4ARIE, VPN R—
ATv74

RC. BT BT v r~—2 JANDLBIZETE
AN R=UDHA FVELTHERASNET,

Add %7V v 7 LTHLWURLE Y v 7 ~—7 U AMIBMLET,

Add Bookmark Entry %4 7 2 VAR 7 AREKRINET,

#% Add Bookmark Entry x|
Bookmark: Title: ISaIesReport
URL Yalue: http ;I o Icompanysales.companylcorn
Advanced Options ¥
I 3
[o]'4 Cancel | Help | o
o

AT w75 Bookmark Title 7 4 —/L K G,

UARDZA MVERELET,
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XFw7F6 URL Value Ruy7&Z o UR Rk, H8ETS URL DX A 7TEBIRLET,
72 & z2IE. http, https, fip 72 E AR L £,

Wiz, _X—=V D52/ URL 2 ELET,
ATFYFT OK#%7 Vv Z7 LTAddBookmark List A 7 12 7R v 7 AR £97,

ATvFT8 Tyvr~v—7 URAMOBMAKTLIZG, OK 2#7 J w2 LT Configure GUI
Customization Objects % 1 7 2 77K v 7 AR Y 7,

ATFYF9 Tyvr~—7 VAMOBMBIOWENKT LZH, OK 27 Y v 27 LT SSL
VPN Wizard @ Step 5 1ZR Y £,

AF w710 Bookmark List kv 7& o UA Rhb, 20O VPN JAV—FDT v 7 ~—7
URXNDOA4RTEZZTIRL ET,

XFYT1 Next 227 U w7 LTHATLET,
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#% SSL YPN Wizard
SSL VPN Wizard
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SSL VPN Wizard @ Step 6 T, RENBNELWI 2R LET, ErREINd
BEIL, WO LR FT,

Summary {Step 6 of 6)

You have created a SSLWPN connection with Fallowing attributes:

Selected Features:  Clientless

Connection Mame:  Clientless-YPR

S5L WPM Interface: outside

User Authentication: LOCAL

Group Policy; GroupSales

Biookmark List: Group5alesBookmarks

] wext > | Finish | Cancel | Help |
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RENELWZ & 2R LS, Finish 7 ) v 7 LT, BEZENEEX=2 Y
T TIIATUAEALET,

BEDERZAZ— T v THREIMRF LT T R RENZEE Lz & =i
COEENREHIND L OICTDHEAIL. File A==—®D Save 27V v/ L ¥
T HDVE. ASDM DO TREZ, BREDOEEERTT DM E D DO ZE K
DDA E—URERENET,

BREDEFERFELRNE ., RENZT N, A& @E# Lz & X2, LIEiORENH
e £4,
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RDFIE

74T FUASSLVPN BREBICHEIGH X2 VT 4 T T4 T v ARRET
LT OEEIE. TN THHIREITER T T, Z0Enic, ROFIRIZSWT,
FITTHMERSDENE I NERFI LT &N,

EEXENE BmE
WEDOTEEL LA 7 a L # | Cisco Security Appliance Command Line
BE & S EIRERE O E Configuration Guide

HEDOARL—v g 0%y Cisco Security Appliance Command Reference

Cisco Security Appliance Logging Configuration
and System Log Messages

WIS X2 YT TTIA T RE, BEOT TV r—va VHICRETE
£9, WOET, TOMO—fRi27 7V r—a YHAIGEISEES 2V 7«
TTTAT ABBET D FMREBI L £,

UEISES BE%

AnyConnect VPN D% E % 5% [ U A : Cisco AnyConnect VPN 7
TAT v N AOBHREORE
YA BY—%A FVPNORE |H78 v F VA A bY—F A F VPND

Ean==4

Ax AE |
VE—hKT727EAVPNOEE |8 8% [F U4 :IPsec VE—F 77 EA
VPN DR E |

Cisco ASA 5580 R 53— k A1 K
lﬁzlr 78-18101-01-J |



http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/cmd_ref/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm

	シナリオ：SSL VPN クライアン トレス接続
	クライアントレス SSL VPN について
	クライアントレス SSL VPN 接続のセキュリティに関する検討事項

	ブラウザベースの SSL VPN アクセスを使用するネットワー クの例
	クライアントレス SSL VPN シナリオの実装
	必要な情報
	ASDM の起動
	ブラウザベースの SSL VPN 接続用の ASA 5580 の設定
	SSL VPN インターフェイスの指定
	ユーザ認証方式の指定
	グループ ポリシーの指定
	リモート ユーザ用のブックマーク リストの作成
	設定の確認

	次の手順

