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52 Cisco ASDM Launcher ~sd

Device IP Address | Name: ’ L]

Username: | |

Passward: | |

[ Rum in Deme Mode
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E
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AFw 73 Username 7 { —/L K& Password 7 4 —/V RZZEDFEEICLET,
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(GE) T 7 4/ bk TlL. Cisco ASDM Launcher | Username & Password [X5%E &
NTWERA,

ATYT4 OK%ZZ7 Vw7 LET,

AT9T5 FEEOZFANERDDEX 27 BWENLRINTZHEE. Yes &7 U v
7 Li‘a‘o
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W Cisco SSL VPN L3+ xE

& Cisco ASDM 6.1 for ASA - 172.23.59.101

File  Yiew Tooks ‘Wiards  Window

Help Look For; G
ali]e
) Home | o confiuation [ wonitorng ‘ (&) 5 Q¥ refresn |° sack () Forwars ‘ @ e ‘ ci1sco
é VBN Bevice Bashboard | € Frewall Dashboard |
EAIN pevice nformation Interface Status &
(7] General | License| Interface 1P Address/Mask Line Link Kbps
inside: 172.23.59.101/27 © uwp Quw 16
prelhone BISETEE redund 11.20,30.40/8 @ down @ down [
ASA Wersion: 8.1(0)138 Device Uptime: 12d 19h 28m 33s
ASDM Version: 6.1{0)20 Device Type:  ASA 5580 20
Firewal Made: Routed Context Mode: Single
Environment Status: 4 0K TotalFlash: 1024 MB
Select an interface ko view input and output Kbps
Traffic Status 2
IE: 0 IPsec: O Clienttless S5LYPN: 0 SSL VPN Client: O Cannections Fer Second Usage
System Resources Status
Total Memory Lisge | Totsl CPU Usage | Core Usags| [ TP PP
Memary —Memory Usage (ME)
4000
1420 1421 14:22 1423 14:24
i M UDP: 0 B TCP: 0 Tokal: O
3000
‘redund Interface Traffic Usage (Kbps)
2500
o L
Latest ASDM Syslog Message: G g
Seve... | Date Time | SyslogID | Source 1P Source Destination P | Destine Description
W5 Dec3l 2007 14248 402128 CRYPTO! An attempt to allocate a large memory black Failed, size: 100, limit: 0.
B 5 Dec312007 14:74:16 402128 CRYPTO! An attempt to allocate 3 large memory block Failed, size: 100, limit: 0.
F91 Dec 312007 14:24:16 402128 CRYPTO: An attempt to allocate a large memory block failed, size: 100, limit: 0.
o ———— i : — = e ) 3
Device configuration loaded successfully.

<admin: 15

2i31/07 2:24:10 PM PST
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Cisco AnyConnect VPN 2 54 7 > kFi® ASA 5580 DL E
BET A AERGT HICIE. ROFIEEZFEITLET,

ATFYF1 ASDMDAA Y U 4 RUT, Wizards K2 v /X7 A==a—/»5 SSL VPN
Wizard % 341 L 9, SSL VPN Wizard Step 1 B A FE R I ET,

F= SSL YPN Wizard
SSL VPN Wizard 55L WP Connection Type {Step 1 of 6)

The security appliance provides Secure Socket Layer (SSL) remote access connectivity from almost any
Internet-enabled location using only a Web browser and its native SSL encryption. The security
appliance provides bwo different types of SSL YPN connection,

Flease select the bype of S5L YPR connection to configure:

[¥ Clientless S5L YPN Access

Sy ﬁﬁﬁ

Browsar S5LVPN Group
based Gatewsay Policy

The security appliance allows S5L-enabled web
browsers ko access HTTP or HTTRS web servers on a
portal page.

The security appliance downloads a self-instaling _J::I:"?:FE?E- @’; 1" ﬁww
AnyConnect YPR Client to the remote PC that allows 2= —

full, secure access ko resources of an internal Cisco SSLWVPN  Group
: .
corporate network, e fzinmy  [FHES
{iu)
-~ I
= Back | Mext = | Eimisty | Cancel | Help | =

ATwF2 SSLVPN Wizard ® Step 1 T, RO FNEEFEITLET,

a. Cisco SSL VPN Client = v 7 R v 7 A% 4\ LET,
b. NextZ7 U > 7 LTCHATLET,
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SSLVPN A V32— x4 ADIEE

ATy F1

ATFvS2

ATFvF3

ATvT 4

SSL VPN Wizard @ Step 2 T, IO FIEEFEITL E T,

UEe— b 2—PrEd o fma e fiE L ET,

SSL VPN Interface Kz v 7 Z 7 U A Rinh, VE— b 2—PREEHT 51
B—T oA AEFFEIRLET, 2R DA v X —T 2 A A~DHEEE LT 5
L. SSLVPN R— &)L _R—IUNRERINFT,

Certificate K2 w7 Z 7 2 U A R)vb | ASA 5580 Z38FET 5 72912 ASA 5580 23
VE—F 2—PICHETHEAZZBEINLET,

B SSL ¥PN Wizard =
SSL VPN Wizard 55L WPN Interface (Step 2 of 7)
2 Provide a connection name and the interface that SSL YPN users connect ko,

Connection Marme: Itest

The inkerface users access For S5L YPM connections,

S5L WPN Interface: Ioutside - l

Digital Certificate

-

‘When users connect, the security appliance sends this digital certificate to the remote web browser
to autherticate the ASA,

Certificate: I-- Mone - - l

Connection Group Settings

[ Connection Group &lias{URL I

[~ Display Group &lias list at the login page

Information
@ URL ko access 551 VPN Service: https:ff10.86.194.170:445
URL ko access ASDM: https:}f10.86.194.170}admin
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A—GEMAXDEE

SSL VPN Wizard @ Step 3 T, IRDOFNEEZFATL ET,

ATFYFT1 AAA VT —RFFT =N I —TEHFEIEH LT D55, ROTINEE F7T
L/i—g—o

a. Authenticate using a AAA server group 47> 3 v RE U E I U w7 LET,

B SSL ¥PN Wizard =
SSL VPN Wizard User Authentication (Step 3 of 7)

The security appliance supports authentication of users by an external A8A server or local user
accounts, Specify how the security appliance authenticates users when they login,

" Authenticate using a A&4 server group

AA4 Server Group Mame: I - l (=

User ko be Added
Username:

l— jane_smith
Password: M

l— Delete |

Confirm Password:

e
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b. AAA YV —R L —7 4% ELET,
c. Feyr7Zur VUXENLEEGFED AAA H—oN T —T 45 RI"T D,
New #7 U v 7 LTH LW =R T —T %A THZ N TEET,

BLVDAAA =8 T —=T 2 BT D121, New 227 U v 7 LET, New
Authentication Server Group % A 7 B 7R > 7 ARKRINET,
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ATvF2

ATFvF3

ZOXALTa TRy I AT, RONKERELET,

— YNNI N—T4

— fEHT2WFEZ 1 k=)L (RADIUS, TACACS, SDI, NT, Kerberos, LDAP)
— AAAY—RDIPT KL A

— WX VT4 TTIAT UV ADAL H—T = A A

— AAA Y —NLEET D L ST s

OK%7VU>yZ7 L¥ET,

=—7 v :l”_‘"j_ T &/\_X‘(:L”—‘H_;gfuuuﬁvg—éiﬂ/\ N ::T%ﬁbb‘:’—‘—'ﬁ'
Ty NEERTEET, ASDMHEA V¥ —7 = A&H L CH Ta—
YrBEldTsZ b TEET,

L= E2BINT 51203, 2—THERRT—FEZAN L, AddE 7 ) v 7
L/ij—o

F LN —TFOBMBET LIS, Next #7 U v 7 LTHATLE T,

TV—T R —DHEE

ATy F1

ATFvT2

SSL VPN Wizard @ Step4 T, RO FIHZFATL T/ N—T7 R U —&fREL F
\3’—‘0

Create new group policy 47> a v R¥ %7 Vw7 L I N—T4%ERELE
—a’—‘o

E e

Modify existing group policy 7> g > RX %27 Vw7 L, Kuy XXy
AP ITN—TEBIRLET,
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SL ¥PM Wizard x|

SSL VPN Wizard Group Policy (Step 4 of 7)

" A group policy is a collection of user-oriented attributefvalue pairs. Unless assigned to a specific group
palicy, all users are members of the default graup policy (DFltGrpPalicy). Therefare, configuring the
default group policy lets users inherit akkribukes that you have not configured at the individual group
palicy ar username level.

i Create new group policy Itest

+ Modify existing group policy  [ayEeme e =y

< Back | Mext = | Einist I Cancel | Help |
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XFYvF3 NextzZ VU v LET,

ATwF4 SSL VPN Wizard ® Step 5 BNFE /RSN ET, Z OFNEIL AnyConnect VPN 7 7 A
Ty MEGICIEA Sh 2D T, b —ENext 227 J v 7 LET,
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W Cisco SSL VPN >+ 1y A =%

Cisco AnyConnect VPN ¥ S 4 7 > FDRE

ATy F1

VE—F 27 FA7T > b Cisco AnyConnect VPN 7 Z A4 7> b &AL Tx v b
T—J T 7 BATEDL LT DI, EFICERLEEXIZUE— K VPN
TIAT U RMIEVYTHIENTEDLIPT FLADT —VERET D MEN
HVET, ZOTF VAT, IP 7 FL A 209.165201.1 ~ 209.166.201.20 % i
ATk 07— 2R ELET,

W2 VT 0 77T 4T A AnyConnect Y 7 bV =7 —F|Z7 v
T2 TEDHE DT, AnyConnect V7 h 7 =7 DEFTOIETD2HLENH Y £7,

SSL VPN Wizard @ Step 6 T, IRDOFINEZFATL E T,

HAREEHDT R A P — )L &M 3 5121d, IP Address Pool K e v /X w7
YA NN T —/VOL4BITEEINL E7,

& SSL VPN Wizard %]
r SSL VPN Wizard AnyConnect ¥PN Client  {Step 6 of 7)

The security appliance downloads the AnyConnect VPN Client to remote users when they connect, The
client self-installs, uses S50 or DTLS encryption for the duration of the connection, and allows Full access
to resources on a corporate network, The remote PC becomes part of the corporate network.

IP Address Pool

Create a new address pool or select an existing address pool. Remaote PCs are assigned addresses
from the pool when they connect.,

1P Address Pool: VPN_USErs

Address Pool Range: 209.165.200.225 - 209.165.200.254

AnyConnect ¥PN Client Image Location

Specify an AnyConnect YPH Client image file and its location. The security appliance expands the
file and loads it into cache memory for downloading ko remote users,

Location: | 1 fvpn-win32-Release-2,0,0156-k3, pkg | [ Browse, ..

Download latest AnyConnect YPMH Client from CCO
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ATFvS2

ATvF3

ATv74

Cisco SSLVPN >+ A nxz N

F7oiE, NewZ 27 U w7 LTHLWT RL R P— L EERLET,

AnyConnect VPN 7 A4 7> N Y7 N =7 A4 A=V ORFHEHRELET,
ZOYT7 MU =T DERM/AN—Y a &G T HIZ1E. Download latest AnyConnect
VPN Client from CCO %7 U v 27 LET, ZOHEELITHIL, 77947 V7
My =7 MWPCIZF DT ya— RINET,

Next %7 U w7 LTHAITLET,

JE—F 751X VPN OBRFEDFER

SSL VPN Wizard @ Step 7 C, ¥ ENEMNIELWZ LR LET, Brand
BREIL, RO X D20 T,

B SSL ¥PN Wizard =
SSL VPN Wizard Summary {5tep 7 of 7)

‘fou have created a S5L YPM connection with Following attributes:

Selected Features: Clientless, 55L YPN Client
Connection Marme: test

S5L WPN Interface: outside

User Authentication:  LOCAL

Group Policy: DFltGrpPolicy
Bookmark List: -- None —
1P Address Pool: pool20

S5L WP Client: Location: None
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RENELWZ L 2R LS, FinishZ 7Y v 7 LT, ZEAHES XY
T4 TIIAT L ATEALET,

BEOEREAL — N T v TREIRGFE LT, T3, AZRENEE L7 & &I
COEFERBEHEND LT EEAE., File A=a—D Save 27 U v 7 LFE
T, HDHUVE, ASDM O THHZ, REDOELERIFT D0 E D M OMER%Z R
WHA =V RERINET,

RIEDEEZRAFE LI E | RENZT A R & @) L7z & &2, LRTOREDH
BNTT2 D F9,
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RDFIE

zoFE B

AnyConnect VPN ¥t 2 AR — M3 572 0OIZ@ e X2V 740 775347 R
ARET DT O%EE. TN THMHRETR T T, ZDEIS, IROFIEIZ
DNT, FITTHULERHLNE I PERFTL TSN,

EXNE

BHEL

REDOTHBL LA T g 4
e BEIRSRE DR E

Cisco Security Appliance Command Line
Configuration Guide

HE DAL —1 3 OEE

Cisco Security Appliance Command Reference

Cisco Security Appliance Logging Configuration
and System Log Messages

WIS X2 VT ¢ TTIAT U AF, HEOT 7V r—yva VHICRETE
9, ROET, ZOMO—fEH2T7T 7 ) r—ya D AICHEGE Y2 U T 4
TTIAT U ARRETDPIEEZFHAL ET,

UEISES

BE%

253 A4AT v NVA (T
~N—2) SSL VPN ORE

¥e6m [ FUA:SSLVPN 7 547 kL
AT

P A 8V —H A b VPN O E

IR T UL ¥ A Y —H A VPN D

Ax /E |

JE— k7 7+ AIPSec VPN D
BV

AxX AE

H8 W [ FUF IPsec VE—F 727 ER
VPN D% |
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