S CHAPTER 8

2F 1) # : Cisco AnyConnect
VPN V547> FRADQEKED
8% 7E

ZOFETIE, UE— bk =—¥ Cisco AnyConnect VPN 7 A4 7> b & L T
SSL Bt A WENL CE D LM X 2 VT 4 T IAT VA ERET DT
BEICHOWTHBAL £,

COEZIL, ROERHY 3,

SSL VPN 7 7 A4 7 v hEEEIZ DWW T (P.8-2)

Cisco AnyConnect VPN 7 Z A4 7> N V7 h 7 =7 Ot (P.8-3)
AnyConnect SSLVPN 7 7 A4 7 b & L7- e P of] (P.8-4)
Cisco SSL VPN + 1 U A D54 (P.8-5)

ROVEZE (P.8-17)
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W SSLVPN 454 7> FEGIZONT

SSLVPN 9S4 7> FESIZDOINT

GE)

SSLVPN 7 54T bty b7 v L6, UE— b 22—V, RO
ZRBDENC T "I =2T II9AT 2 beA L A —1LTH0EITIHY £H
o ZTDORDY, VE—F 2—HL CiscoSSLVPN A > Z —T = A ADIP T F
VAEZIEDNS 457 Z 0P CANILET, 779 0WER, 2O X —T=A
AICHH L, SSLVPN v 7 A vl xR~ LET, =—VFORIEICEIIL, %
DA—YPNRTTAT U hEBTBELE LTS EEHTHE, Bt T 1
T FIAT VAN E—F A a—BFOF—F 47 VAT AIHE-T-
IIAT v NERMELET,

Cisco AnyConnect VPN 7 74 7 F&HOTA L A h—/VEZF T rm—F
TOHEIE. EHEHERPLETT,

Zora—R g 7747 NEHEBA VANV EREEToTHID, X
772 SSL #Ef A MESL LE T, B T L, VAT YT R =T R
WA X2 VT ¢ T4 TV AOREFEISLTCEOEEERLI, TV
AVAR=LEINET,

UE—F 2—FRLIANZ SSL VPN B A L L7 2 ERHV 7 T4 T Y
TR TAERT VA A=V T 5 LR L TWARWESIT, = — 585
BRCESR X2 )T 0 TTIATUANT TATV hONR—= g RN,
VIS U CT v 77 b — R&2fT0WE,
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Cisco AnyConnect VPN 7 547> + v +oz70mE B

Cisco AnyConnect VPN 2 547>k V7 bz 7OREF

BISHEX 2V T 0 T TAT7 U RE, YA 2D Web A 75 AnyConnect
VPN 7 A7 N V7 o272 LET, TOETE, FEV A F—F%
il LT SSL VPN 2% ET 5 HIEICHOWTHEIA L E9, Cisco SSL VPN ¥V 7
TxTid, RETe AR Y r— R TEET,

AnyConnect VPN 7 7 A4 7 > M, 2=V REIGEX 2V T 4 7T I7A4 T A
MBH T ra— R 50, VAT LEHENRYE— R PCICFEH TS A F—1
THIENTEET, ZOIVIFAT N YT MU =T HFEHTA A =1
D HEDOFEMZ ST, [Cisco AnyConnect VPN Client Administrator Guidel %
ZRLTIZS,

WISt X 2T 4 TTI7AT U AX, IA—"7 KR —F 723 o e+
La—VDO2—PL4LT M) Eax— MNIESWT, JI9A4T7 N VY7 =T %
MELiT ‘Wﬂtél)%477§47yxfﬁ =N & L
LN TAT NEBEMICRETA2LIICRET LN 7 F9A4AT v " e X
’7/[1— REDLMEIDEIRETHLH U E— b Z—FIZEH D L IR ET
LHIEMTEET, BEDOTr—ATHE, 2—FRRELRWGE, @oiltxa
V74 TFIAT VAT, 24577 MIMRIZZ 947 > MEBUET D0
SSLVPN B /' A VAR TRTHEIICEETHZ ENTEET,
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B AnyConnect SSLVPN 54 7> F&#ALT= FRO SO

AnyConnect SSLVPN V547> rZEALEZ FARBDD

B

[X] 8-1 {Z, AnyConnect SSL VPN V7 hU =T #FEI{TLTWBHI FA4 7 Finb
D SSL Hefge iR 2 521 Av, SSL #t &N 2 K 9 IR E STV LA
X2 VT4 TTIAT AR LET, @IS EX 2T 77947 A
<. AnyConnect VPN V7 h DU = 7 #EIT L TWBH 7 FA T & 7T 7HFR—
ADY TAT b DM~z P R— 52 LN TEET,

8-1 SSLVPN FJFDRYy bI7—9 L4772
DNS ¥—/\ _l
10.10.10.163 [E
E.ll %—‘_/‘f
AnyConnect =5 .
__ exauFe ssqrur O NGZETT

TFITS2AT VR

. [y

10.10.10.0 =====

PAN:1)

AnyConnect [
934T vk (a—% 2)

A
ﬁl L =
NS B s

10.10.10.133 NN
IIIYFR—AD VPN ST U b
93472k (21— 3)
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Cisco SSLVPN L+ x =z N

Cisco SSL VPN >+ 1) A DEE

Z DI TIL, Cisco AnyConnect SSL VPN B 4 5217 ANV D L H @G EF¥ = U
FU T TITAT VAERETDHHECHOWTHPALET, RENEDOH THH
NAHMEE, X 8-112/83 SSLVPN ¥ F U 4D H 0 TY,

ZOHE, WONETHRSLTOET,

KT H1EH

T DR (P.8-5)
ASDM Djtc#E) (P.8-6)
Cisco AnyConnect VPN 27 & 1 7 > ks 0 ASA 5505 D% E (P.8-9)
SSL VPN A > % —7 = A ZDFE (P.8-10)
PRRRESF X DOFEE (P.8-11)
TN—7 R —DigE (P.8-12)
Cisco AnyConnect VPN 7 7 4 7 > F OF%E (P.8-14)
JE— k7 7+ A VPN &ZEDOH (P.8-15)

AnyConnect SSL VPN ##t 252 17 ANLA L O ICEISH X 2 VT 40 T T T4 T
A RET D FIEZBRET DRI, ROBE#RE FRICHEL TSN,

VE—F a—¥REET 200t X2 )T 4 T IA T ADA R —
7:’:/]) XZ’O

A i E

ASA 5505 1%, T 7 ANV P CHOEBLAGERAESERLET, LL, BF=
V7 4 it T 5720, VAT A ERFREICHRET DH1IC, AMICEES
NTWA SSL VPN FEFAEA AT A Z L b T E7,

IP 7=V CERTAIP 7 RLAOHFH, 2 b7 KL AL, IEFICHER
SN &, SSL AnyConnect VPN 7 74 72 MZEIV Y CTHNET,

0= VRAET — H R—= A& EKT D L T 22— DY 2 b B
Z AAA =2 L TS 58 2ER<),

FREEAIC AAA —RZHH LW D EA
— AAA =R T N—T4
— R4 2FEE7 o b2/ (TACACS. SDI. NT. Kerberos. LDAP)

[ 78-18003-02-J

Cisco ASA 5505 V4 v R4—+FH4F N




#8&E LF+YH :Cisco AnyConnect VPN ¥ 54 7~ FADEKOHRTE |

W Cisco SSL VPN >+ 1y A =%

— AAAY—DIPT FL X

— REHERHTHE X2 VT TTIA TV ADA  F—T = A
A

AAA "j-“_‘/\-(um uﬂzi‘f?:f 5 f_&)@*ﬁ%%

ASDM Di2E

ZDIETIX. ASDM Launcher ¥ 7 b7 =7 Z{#H L T ASDM Z &4 2% FEIC
DOWTHBA LE9, ASDM Launcher ¥ 7 b7 =703 A A b —/L TR
BT, P.5-7 @ [TASDM Launcher D1 & h— L] ML TLEEV,

Web 77 W E£721% Java ZfiH LT ASDM (CE#HET 7 v 24T 5841%. P.5-10
D Web 7T W a4 L= ASDM Ofcd)] 2B LT FEW,

ASDM Launcher Y 7 + ¥ =7 % ffi [l L C ASDM Z &4 512i1%, IROFNEIHE
WET,

AFYFT1 FTAZ hy7h6, Cisco ASDM Launcher ¥ 7 b U = 7 & i@ L £,

AT a TRy 7 ANRRREINET,

& Cisco ASDM Launcher ¥1.5(16) o ] |

R, Cisco ASDM Launcher “¢lode

Device IP Address | Mame: I LI

Username: I

Password: |

[ Runin Dema Made

o4 I Close |
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ATFvS2

&

ATv74

ATwF5

Cisco SSLVPN L+ x =z N

W txa VT4 TFI9ATLAD IP 7 RUVAFERITIARA NMMEANLE
_j—o

Username & Password D7 4 —/L RIZZEHDOE FIZ L TBE £7,

~

(GE) T 7 #/L hTlL.Cisco ASDM Launcher |Z Username & Password [33% & &
NTWERA,

OK%7 Vv LET,

SEHEOZ T ANEREZED X 2 ) T 4 HERERENTZEAIL. Yes %
707 LET,

ASAN, T TF—FENEVY T M 2TRHHNE IR L. HAEAIT
HEImicA 7 orm— RLET,

AA 2 ASDM 7 4 > RUBERENET,
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W Cisco SSL VPN >+ 1y A =%

§% Cisco ASDM 6.0 for ASA

=lol x|
File Wiew Tools ‘Wizards ‘Window Help Look For: I Find =
alaln
|@ Home: 0%} Configuration @ Monitaring | LB Save @ Refresh | ° Back. o Farward | ? Help ‘ CISCO
[m]
E Firewall Dashboard }
o}
g Device Information Interface Status =
il General I Llcensal Intetface I IP AddressiMask | Line I Link. | Kbps I
_ home no ip address @ down @ down O
RESBLIGH  ElSEHEERHE inside 192.168.1.1/24 @ down @ down 0
ASA Yersion:  8.0{0)238 Device Uptime: 2d 1h 34m 505 outside 209165 200.225 o w o w a
ASDM Yersion: 6.0{1) Device Type:  ASA S5XX
Firewall Mode: Routed Context Mode: Single
Total Flash: 256 MB Taotal Memory: 256 MB
Select an interface to view input and output Kbps
¥PN Tunnels Tralfic Status
IKE: O IPsec: O Clientless 551 WPN: O S5LWPH Client: O —tConnections Per Second Lsag
System Resources Status
~CP  CPU Usage (percent) o
o 02:18 02:19 02:20 02:21 02:22
B UCF: 0 B TCP: 0 B Tota: 0
Dz:18 02:19 02:20 02:21 0z:22 ~'outside’ Interface Traffic Usage (Kbps:
~Memory — —Memory Usage (ME —
5
200
e | ° =
Latest ASDM Syslog Messages O 8 X
Severity I Date | Time I Syslog ID I Source IP Destination [P Description >
(] Mar 24 2007 02:22:39 502021 209,165, 200,254 10.66.194.170 Teardown ICMP connection For Faddr 209, 165.200.234/0 gaddr 10.86.194.170/9154 laddr IH —
i B Mar 24 2007 02:22:39 302021 209.165.200.234 10.66.194.170 Teardown ICMP cannection For Faddr 209, 165.200.234/0 gaddr 10.86.194.170/9153 laddr 1
i 6 Mar 24 2007 02:22;35 302020 209.165,200,234 10,66,194,170  Buit outbound [CMP connection For Faddr 209,165,200, 234/0 gaddr 10,586, 194,170/9154 ladt 00
2 f Mar 24 2007 (2222036 32020 209 165 200 234 10 84 104 170 Ruilk cokheond TOMP cannectinn For Fadds 200 165 200 23400 nadde 10 86 104 17010153 [adi ] =
4 b
e}
Device configuration loaded successfully, <adminz |15 | &) |£ | | | ‘ ‘3;‘24,!’07 2122138 AMUTC |
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Cisco SSLVPN >+ A nxz N

Cisco AnyConnect VPN 7 54 7 > D ASA 5505 DR E
BES B RAEZRGET DI, ROFNRICENET,

AFYF1 AL ASDM U 4 RUT, Wizards Kry 7 ¥ X==—75 SSL VPN
Wizard % 341 L 9, SSL VPN Wizard Step 1 B A E R I ET,

F= SSL YPN Wizard
SSL VPN Wizard 55L WP Connection Type {Step 1 of 6)

The security appliance provides Secure Socket Layer (SSL) remote access connectivity from almost any
Internet-enabled location using only a Web browser and its native SSL encryption. The security
appliance provides bwo different types of SSL YPN connection,

Flease select the bype of S5L YPR connection to configure:

[¥ Clientless S5L YPN Access

The security appliance allows S5L-enabled web - "!_!1.‘ WWH
browsers ko access HTTP or HTTRS web servers on a =

Browsar S5LVPN Group
portal page. based Gateway  Policy

The security appliance downloads a self-instaling J::':"é‘:’ggté. @0‘— 1-‘ ﬁww
AnyConnect YPA Client to the remote PC that allows —

full, secure access to resources of an internal Cisco SSLVPN  Group
corporate network, e oy (R

= Back | et = | Eimisty | Cancel | Help |

191626

AT w72 SSLVPN Wizard @ Step 1 T, RO FNEIZHENF T,

a. Cisco SSL VPN Client = v 7 R v 7 A& 4 I LET,
b. Next#7 U v 7 LTHATLET,
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W Cisco SSL VPN >+ 1y A =%

SSLVPN £ >3 —J 4 ADIEE
SSL VPN Wizard @ Step 2 T, KO FINEIZHENE T,

ATYvF1 VE—b 2—VRBe T 2L AT LET,

RFwF2 SSLVPNInterface Fu >y & U e, UE—F a—F085ETH1
B—T oA AEFFEIRLET, 2R DA v X —T 2 A A~DHEEE LT 5
L. SSLVPN R— &)L _R—IUNRERINFT,

XTFvF 3 Cetificate K2 v 727 UMD, ASA ZFREET 57212 ASA XY E— b
A — PR ETHIEHELZ TR L £,

~

GE)  ASA 5505 1%, T 74NV FCHOEEBAMERAERZAER LET, L, &
Fa VT 4L T D0, VAT AEREREICHET DRI, AW
WZEHEINTVWD SSLVPN EBEAZ AT Z b TE ET,

B SSL ¥PN Wizard =
SSL VPN Wizard 55L WPN Interface (Step 2 of 7)
Provide a connection name and the interface that SSL YPN users connect ko,

Connection Marme: Itest

The inkerface users access For S5L YPM connections,

S5L WPN Interface: Ioutside - l

Digital Certificate

‘When users connect, the security appliance sends this digital certificate to the remote web browser
to autherticate the ASA,

Certificate: I-- Mone - - l

Connection Group Settings

[ Connection Group &lias{URL I

[~ Display Group &lias list at the login page

Information
@ URL ko access 551 VPN Service: https:ff10.86.194.170:445
URL ko access ASDM: https:}f10.86.194.170}admin

191627
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AFvF4 Nextws Vv LTRATLET,

A—GEMAXDEE

SSL VPN Wizard @ Step 3 T, DO FIEIZHENE T,

ATYT1 AAA = NET = TN —TEFIRER LTV 2546, IROTFIEIZHEN
i—a—o

a. Authenticate Using an AAA Server Group 47> a v RAF¥ %7 ) v 7 LE
‘j—‘o

B SSL ¥PN Wizard =
SSL VPN Wizard User Authentication (Step 3 of 7)

The security appliance supports authentication of users by an external A8A server or local user
. accounts, Specify how the security appliance authenticates users when they login,
" Authenticate using a A&4 server group

“.‘ AA4 Server Group Mame: I - l (=
' ] ; : :
‘e " Authenticate using the local user datahase
User ko be Added
Username:

l— jane_smith
Password: M

l— Delete |

Confirm Password:

e

< Back | Mext = | Eimisty | Cancel | Help |
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b. AAA V— R I —7ZEEELET,
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W Cisco SSL VPN >+ 1y A =%

c. Fav7Zour VA RNLEED AAA Y—N TIL—TZ 5 FRT D50,
New 227 U w7 LTH LW =N TN —TEERTHZENTEET,
HLWAAA = TN —T BT H12iE. New 227 U v 7 LE 73, New
Authentication Server Group # A 7 0 7R v 7 ANRFRINET,

ZDXATRIT Ry 7 AT, WONEEHELET,
— YNNI N—T4
— fEHF2WFET 1 k=)L (RADIUS, TACACS, SDI, NT, Kerberos, LDAP)
— AAAY—RDIPT KL A
— WEEEF VT 4 TTIAT U ADAL H—T = A A
— AAA Y —RNEBET D & EITEHT DR
OK%x7VUyZ7 L¥ET,
ATFYFT2 vp—I) a—H F—ER—25HH L C2—FE2RAET 55, RO TFIATH
Lb\:L~"7‘ THhY bEERTEET, ASDM REA VX —7 = A A&HHL
T, B Ca—HFZ2ENMTHIELTEET,

HLNW2—TE2BINT 51203, 2—THERRT—FEZAN L, AddE 7 ) v 7
L/ij—o

RFYF 3 HLOIZ—FOBMBKET Lizb, Next &7 U v 7 LTHATLET,

TGIL—7T R)—DHE

SSL VPN Wizard @ Step 4 T IRDOFNAIZE>TINA—TF R U —EHRELET,

AT v F1 Createnew group policy 77> a > RZ %27 Vw7 LT, INA—7LEHEEL
i‘ﬁ—o

Ey el

AT w72 Modify an existing group policy 77> 2 > KX %7V v 7 LT, RKay 77Xy
YURARNNPSBIN—T RN ET,
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Cisco SSLVPN >+ A nxz N

B& 551 YPN Wizard x|

SSL VPN Wizard Group Policy {Step 4 of 7)

" A group policy is a collection of user-oriented attributevalue pairs, Unless assigned to a specific group
palicy, all users are members of the default group policy (DtGrpPaolicy). Therefare, configuring the
default group policy lets users inherit attributes that wou have not configured at the individual group
policy or username level.

i
- q“ i~ Create new group policy Itest
- v

{+ Modify existing group policy  |[lEegszs t=y

< Back | Mext = | Einist I Cancel | Help |
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XFYvF3 NextzZ VU v LET,

ATwF4 SSL VPN Wizard ® Step 5 BNFE /RSN ET, Z OFNEIL AnyConnect VPN 7 7 A
T MERIITEA SNRWO T, Next #fE7 U v 7 LET,
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W Cisco SSL VPN >+ 1y A =%

Cisco AnyConnect VPN ¥ S 4 7 > FDRE

ATy F1

VE—h 7I7AT7 2 B Cisco VPN 7 FA T bEFEHL TRy hU—2I127T
I AT AHITIE, BRI LI Z IV E—F VPN 7 54 7 MZEIY BT
DNAFREMEDH D IP T RLAD T — IV ARETHILERHY 34, 20T
U A TIE, 7 —/11E 209.165.201.1 ~ 209.166.201.20 O&PHD IP 7 K L A % fifi F
THIIICERELET,

e X2 VT 0 77T 4T A AnyConnect ) 7 b 7 = 7 & —WI(ZHAF
T&5 X9, AnyConnect Y 7 bV = 7 DFFTHIRET HMLENRH YD 97,

SSL VPN Wizard @ Step 6 T, RO FINAIIENE T,

FARESINTWAET RV A F—)L &9 5121%, IP Address Pool K2 v 7° 4%
7 AR RNS T =AU E T,

& SSL VPN Wizard %]
r SSL VPN Wizard AnyConnect ¥PN Client  {Step 6 of 7)

The security appliance downloads the AnyConnect VPN Client to remote users when they connect, The
client self-installs, uses S50 or DTLS encryption for the duration of the connection, and allows Full access
to resources on a corporate network, The remote PC becomes part of the corporate network.

IP Address Pool

Create a new address pool or select an existing address pool. Remaote PCs are assigned addresses
from the pool when they connect.,

1P Address Pool: VPN_USErs

Address Pool Range: 209.165.200.225 - 209.165.200.254

AnyConnect ¥PN Client Image Location

Specify an AnyConnect YPH Client image file and its location. The security appliance expands the
file and loads it into cache memory for downloading ko remote users,

Location: | 1 fvpn-win32-Release-2,0,0156-k3, pkg | [ Browse, ..

Download latest AnyConnect YPMH Client from CCO

191624
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AF9TF2 F/iE NewZx 27U w7 LT, HLWT RLA F— Va2 ERLET,

ATYF3 AnyConnect VPN 7/ ZA 7> K V7 b =T A A=V OYFiEEELE T,
ZOYT7 MU =T DERM/AN—Y a &G 5 IZ1E Download Latest AnyConnect
VPN Client from cisco.com #7 U v 27 LEd, ZOEEZITHIE, 7747 b

V7 MNU=TMWPCIZHE 7y — RRENET,

AFvF4 Nextwr Vv LTRATLET,

IJE— 74+t X VPN EBEDHKE

SSL VPN Wizard @ Step 7 C, ¥ ENEMNIELWZ LR LET, Brand
BREITKRD L D120 £,

B SSL ¥PN Wizard =
SSL VPN Wizard Summary {5tep 7 of 7)

‘fou have created a S5L YPM connection with Following attributes:

Selected Features: Clientless, 55L YPN Client
Connection Marme: test

S5L WPN Interface: outside

User Authentication:  LOCAL

Group Policy: DFltGrpPolicy
Bookmark List: -- None —
1P Address Pool: pool20

S5L WP Client: Location: None

il hlexk = | Einish | Cancel | Help |

Cisco ASA 5505 74 w9 RB2—k /4 F
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W Cisco SSL VPN >+ 1y A =%

BN E SN TWAEEIL Finish 227V v 7 LT, @270 77
FATACERAREZBEHLET,

WIZT NA AT HEXIHEHIND LT, BRELEFEAX— T v
a7 4 F¥alb—ra IRETHEAIE, File A=a—75 Save 7 U v 7
L9, £7213. ASDM 2 T35 & SICREL T4 LA ABIHREFET D LD
RO BNET,

REE L 2R LRWGEEIE, RICT A A 2B T 5 & IR FRTOBREN T
DEFHEHINET,
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RDIEE

xzorx A

AnyConnect VPN #ft DR — b DA EZ B E L CREIGHE X 2V T 40 77T A
T AERETH5EIE, SN THHIRENKE T LE L, 612, ROFIEE

HATTB LB TEET,

RITHE

SR

FMAERTEB I OA T v g iEE

& FLRBERE DR E

Cisco Security Appliance Command Line
Configuration Guide

HEMEHIZ SN T

Cisco Security Appliance Command Reference

Cisco Security Appliance Logging
Configuration and System Log Messages

BT TV r—va VSR X2 VT 4 TS IAT VU AEBRETEE
T ROETIE, WIS X2 VT 4 TFI5A T ADMO— 8727 7V r—
Ta OFEFEICHOWTHALET,

KRITHE

BR%

DMZ N®D Web Y— " Z{R#T 5 7~
OO X2 )T 4 T4
T ADRE

4 6% ) VA DMZ &E)

YA~V —H Ak VPN ORGE

HWI10EIF U A %A MY —H A VPN

Ax /E |

Y E— h7 71 & IPSec VPN D%

E

% 8 B [ Y A : Cisco AnyConnect VPN
7747 N HOERRORIE

24T PR (T T THFR—
2) SSL VPN DR 7E

9w [FUA :SSLVPN 7 547
kL 2R ]
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http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/cmd_ref/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
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