S CHAPTER i

F YA - IPsec UE—F+FH
+ X VPN &5¢

COETE, BNV T TTIAT U AEFHALT, VE—FT 7k
A IPsec VPN Bt % 52 17 AN D FIEIZOW T LES, VE— N7 7 A VPN
EHEATDIE, A0 —Fy bEBZTEX2T7 28R (FrxL) ZEKRT
L ATVAS PP XaT T 7R ERMETCEES, 0 TOD
VPN & TlE, VE— b =—HL Cisco VPN 7 7 A 7 > b & FET L Tl &
X2 UT 4 TTITAT VAT DHERDH Y 7,

Easy VPN YV U = — 3 3 » 2 RIET DA Z O TlE, Easy VPN H—3 (3]
%, ~y RV R TFNRAR) BRETDHIHECOVTHHALE T,
ZOEICIE, ROERHY T,

e IPsec YU E— K727 EAVPN Ry hU—7 hiRavofl (P.7-2)

o IPsec VE— K7 Z A VPN I F U ADFEE (P.7-3)

o WODOEZ* (P.7-23)
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W Psec YE—FF7HERX VPN *vy kD—% rROSOH

IPsec Y E—FF7H €A VPN Ry FJ—4 rROSOH

7-102, A Z—F > &% T Cisco Basy VPN VY 7 v =7 75 A4 7 > b
FIN— R =2T VAT MR EDVPN I TAT v b DOERZZIT A
AU VPN 27 A4 7 2 b & D IPsec HERt ML T 5 L O ICRE SN TS X o
V74 T TIAT VAR LET,

X 71 JE—FZ7I9EAVPN FIVADRY FT—Y LATIF

DNS H—/\
10.10.10.163 ‘Q,’
o

VPN S4 72k
(A—41)

]
i——

y 4
VPNYSA4T7 > b
(—% 2)

v B

10.10.10.133

VPN 5S4 72k
(A—¥3)

132209
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Y+ A :IPsec YJE—FT7 X VPN BE

IPsec YE— F7Z+ERA VPN L+ Az B

IPsec Y E— F75 X VPN &F 1) A DELE

KT H1EH

ZITIE, VE—F 2747 FBEOT NA AN D5 IPsec VPN Bt & 5217 A
NHEEWCHESH X2V T 4 T IAT UV AERET HHEICONTHAL
7, Easy VPN YV U 2 —3 3 U 2 FET 256, 2O T, Easy VPN #—
Bl&, ~y Ry R TFANALR) #FRETHHIEICOWTHALET,
HENREOB THONAMEIZ. K 7-1 IR TVE— T 78R F IV FDHLOT
j—

HiX, WONETHEENLTWET,

o [UETHIE®R (P.7-3)

e ASDM D& (P.7-4)

e IPsec UE— h7 72 VPN H®D ASA 5505 D% E (P.7-6)

e VPNZ A7 h ZAT7TDEER (P.7-8)

* VPN b v Z—"7% LRGEF XOHEE (P.7-9)

o —WEFEHFXOMHEE (P.7-11)

e (ATvayv) a—VThUL FOEE (P.7-12)

o T RLZXF—LDOHE (P.7-14)

e UVIAT T M) Ea—FDO#E (P.7-16)

e IKERY v—D%E (P.7-17)

¢ IPsec Encryption /X F A —4# 15 LU Authentication /X7 A —# OFE (P.7-19)
o T RLAEHBROFINBLIOAT Y v b horx U o7 OEE (P.7-20)
o UE— 77t RX VPN REDHR (P.7-22)

UE—hk 727 &R IPsec VPN #fi i F AND Ko lclsfltx V74 77
TAT VA ERET D FINEERBET 2RI, ROBEREFTICHELTLLES
AN

e IP /= NTHEHATDHIP 7 RUADHIFA, T bDT7 KU AL, ERICHER
SnbdE, VE—RVPNIZIAT 2V MIEIDETHRET,

e I— 7]\7/1/nu nJET K _R— A f&‘ﬁfﬁkj‘é L % ﬁﬁ]ﬂ”élwqj‘@ U & b (uuu
FIZ AAA —RZHEH L T D548 %2ER<),
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W psec YE—F75EX VPN LF )+ DEE

o VPN IZEEBIT DAL, VE—h 72 I9AT YV FBMERATAH Ry hU—F
JEH. WEIIKRD LBV T,

— TI9A~IVBINELFYDDNS B— 3D IP 7 KA
— TIAXIVBIOEA YD WINS B—"DIPT FLA
— FIFILIDRAAL UL

— WISV E—h Z2IA4T U MNIT I RBATEDu—H)L HRA N,
In—7, BIOXYy hNU—=ZDIPT7T KLADY A b

ASDM D&

Z DIATIX, ASDM Launcher Y 7 b7 =7 ZfiH L T ASDM % &3 25 HiEIZ
DWTitBA LE9, ASDM Launcher Y 7 b 7 =7 A VA F—/LEN T2
BE1E, P.5-7 D TASDM Launcher DA > A h—/L| BB LT ZEW,

Web 7' F U E721% Java 2 H LT ASDM IZEHET 7 B 24 58481, P.5-10
D [Web 77 V2 L7- ASDM OiELHE)] 2L T &V,

ASDM Launcher ¥ 7 F 7 =7 % L T ASDM % LEd A121%, RO FNEIZHE
b\iTo

ATFYF1 FTA7 vy Fh) 5, Cisco ASDM Launcher Y 7 N7 = 7 Z## L £ 7,

FATaT Ry s ABFRENET,
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2ATvT4

ATYF5

IPsec YE— F7Z+ERA VPN L+ Az B

& Cisco ASDM Launcher ¥1.5(16) oy ] |

B, Cisco ASOM Launcher “¢lod

Device IP Address | Mame: I ;I

Username: I

Password: |

[ Runin Demo Made

(o4 I Close |

191840

afsls

Bt Xa VT4 TTI95A4ATAD IP 7T RUVARAERIFHARA NMAEASLE
j‘o

Username & Password D7 4 —/L RIZZEAHDOEFICLTBEET,

~

(GE¥) T 7 4/v bk TiZ. Cisco ASDM Launcher {Z Username & Password I1i%E &
NTWEHEA,

OK%7 Vw7 LET,

FEAEOZ T ANEREZEGD X2 U 7T BENERINTZHEIE. Yes &
707 LET,

ASA D, Ty T TF—RENEZV 7 VT =TRBHENE S ERL. HEBEIT
BEWcA oo — RLET,

AA 2 ASDM 7 4 v RUBRFRENET,
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W psec YE—F75EX VPN LF )+ DEE

§% Cisco ASDM 6.0 for ASA

(o) x]
File Wiew Tools ‘Wizards ‘Window Help Look For: I Find =
alaln
|@ Home: 0%} Configuration @ Monitaring | B Save @ Refresh | ° Back. o Farward | ? Help ‘ CISCO
Home O
&
i i 2
ﬁ HEE Firewall Dashboard }
g Device Information Interface Status =
il General I Llcensal Intetface I IP AddressiMask | Line I Link. | Kbps I
_ home no ip address @ down @ down O
RESBLIGH  ElSEHEERHE inside 192.168.1.1/24 @ down @ down 0
ASA Yersion:  8.0{0)238 Device Uptime: 2d 1h 34m 505 outside 209165 200.225 o w o w a
ASDM Yersion: 6.0{1) Device Type:  ASA S5XX
Firewall Mode: Routed Context Mode: Single
Total Flash: 256 MB Taotal Memory: 256 MB
Select an interface to view input and output Kbps
¥PN Tunnels Tralfic Status
IKE: O IPsec: O Clientless 551 WPN: O S5LWPH Client: O —tConnections Per Second Lsag
System Resources Status
~CP  CPU Usage (percent) o
10 "WW'IW"W 0218 0218 02:20 oz:21 0z:22
2% B MUk 0 EETCP: O B Total: 0
o
022238 02:18 02:19 02:20 02:21 02:22 —outside’ Interface Traffic Usage (Kbps
~Memory — —Memory Usage (ME —
5
200
e | ° =
Latest ASDM Syslog Messages O 8 X
Severity I Date | Time I Syslog ID I Source IP Destination [P Description >
(] Mar 24 2007 02:22:39 502021 209,165, 200,254 10.66.194.170 Teardown ICMP connection For Faddr 209, 165.200.234/0 gaddr 10.86.194.170/9154 laddr 10~ —
i B Mar 24 2007 02:22:39 302021 209.165.200.234 10.66.194.170 Teardown ICMP cannection For Faddr 209, 165.200.234/0 gaddr 10.86.194.170/9153 laddr 1
i 6 Mar 24 2007 02:22;35 302020 209.165,200,234 10,66,194,170  Buit outbound [CMP connection For Faddr 209,165,200, 234/0 gaddr 10,586, 194,170/9154 ladt 0(3
2 f Mar 24 2007 (2222036 32020 209 165 200 234 10 84 104 170 Ruilk cokheond TOMP cannectinn For Fadds 200 165 200 23400 nadde 10 86 104 17010153 [adi ] =
4 b
e}
Device configuration loaded successfully, <adminz |15 | &) |£ | | | ‘ 24/07 2:22:38 AM UTC | 7

IPsec ) E— 7%t X VPN 0 ASA 5505 DE&FE

UEe— 7 27 A VPN OFE

MO7 vt 226G 5121%, ROFMEITENE
TO

ATFYF1 AL ASDM 7 4> KU T, Wizards Ry &7 A==2—75 IPSec VPN

Wizard %341 L 9, VPN Wizard Step 1 BN T RSN E T,

Il Cisco ASA5505 91 vy RE—hk HAF
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| 7%

Y3+ UF  IPsec U E—F7 92X VPN BE

IPsec YE— F7Z+ERA VPN L+ Az B

8% VPN Wizand @
¥ VPN Wizard YPH Tunnel Type (Step 1 of ...)

Uze thiz wizard to configure new ste-to-site YPM tunnels or new remote access VPN
tunnets. & tunnel hetween two devices is called a site-to-site tunnel and iz hidirectional. &
tunnel establizhed by calls from remote users such as telecommuters iz called remote access
tunnel.

This wizard crestes basic tunnel configurstions thet you can edit lster using the A50M,

WP Tunnel Type:
Site-to-Site VPN

Remote
() Siteta-Site

Local "? Remale

@K

WPM Tunnel Interface:

Enable inbound IPSec sessions to bypass interface access listz. Group policy and per-user
authotization access lists still apply to the traffic,

= Back [ Mext = ] Finish [ Cancel ] [ Help ]

153910

AFv7F2 VPN Wizard ® Step 1 T, WROFNEIZHEVET,

a. Remote Access T 7> ay REH 7Y w7 LET,

b. Fay 727 JUR MG, HE VPN MRV THRIRA VE—T =1
& LT Outside Z 7&K LE T,

c. Nextx 7 U v 7 LTHATLET,

Cisco ASA 5505 V4 v RE—k HA4 K
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W psec YE—F75EX VPN LF )+ DEE

VPN YSA T2 524 TDEIR

VPN Wizard @ Step 2 T, RO FMAIZHENE T,

ATy T1 OBV T 4 TTIAT AT D) T—F 22—V E2HRICT
HBVPN 7 94T DXL TEEELET, 2O F U ATl Cisco VPN
Client 7> a v RE %7 ) v 7 LET,

Z Do Cisco Easy VPN U & — MU TE L4,

& VPN Wizard 3
r VPN Wizard Remote Access Client {Step 2 of ...)

Remote access users of various types can open YPM tunnels to this A58 Select the type of
WP client for this tunnel.

PN Cliert Type:

or other Easy YPN Remote product

() Microsoft Windowes client using L2ZTP aver IPSec

PAP CHAP MS-CHAP-%1 hS-CHAP-42 EAP-PROXY

Cligrit will efcd tunne group fsmes 53 userhameg@tunnelgroug.

153911

[ = Back ” Mext = ] Finizh [ Cancel ] [ Help ]
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IPsec YE— F7Z+ERA VPN L+ Az B

VPN FURIL TIL—TR EBIFAKXDIETE

ATy F1

VPN Wizard @ Step 3 T, RO FMEAIZHENE T,

WONWTNNLOEEEEIT LT, HHETIRFEDOXY A THBELET,

RAECA T ¢ v 7 FRiA X — 27 51213, Pre-Shared Key 7' =
VAREEI Y vy L, HRiHAEX— (& xI1E, [Ciscol) AN LET,
ZOF—F, WX 2T 4 TTIAT U AMO IPsec £ T —3 7
CCHEHERET,

SREEICT U NVEEBHEAEA T A2, Certificate =72 3> RE &7
Vo2 L, Ray 7 ¥y VA SPLIEAZESEAL T LI XAZBRL, K
W2, FRIRESINTWVWD RN TARNKRA LV MaE oy 724y URA 0D
BIRLET,

PRI T VX NVAEAEEFAT O FET, TR M TARNRA VU M EHREL
TWRWGEEIX o 2 204 T v a vonFhralfiL Ty F— K%
FATTE £, WEIFREIL., EHEASDM 7 4 v RO L T% TEET
TFET,

Challenge/Response Authentication (CRACK) 47" a3 > RZ %7V v 7
T5HL, ZORGFHIREFEHTEET,

[ 78-18003-02-J
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W psec YE—F75EX VPN LF )+ DEE

X
WPN Client Authentication Method and Tunnel Group Name (Step 3 of ...}
The A58 allows you ko group remote access tunnel users based on common connection parameters
and client attributes configured in the subsequent screens, Configure authentication method and
tunnel group For this remote connection. Use the same tunnel group name For the device and the
remate client.
—Authentication Method
{+ Pre-shared key
Pre-Shared key: Itest
 Certificate
Certificate Signing Algorithm:  rsa-sig
Certificate Name: I LI
" Challznge/response authentication (CRACK)
~Tunnel Group
Tunnel Group Mame: ICisco
™
< Back | Mext = | Finisty | Cancel | Help | @
(V)

RAFw T2 WEOFERERTA—FZBLIOIIA T T Ea— 2FEHLT, Z0E
W X2 VT ¢ TTI7AT VAR T 2EK2—YF Doy ho b 7
N—T7% (7=& 21X, ICiscol) ZATTLFET,

AF9F3 Nextw#s Vv LTRATLET,
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IPsec YE— F7Z+ERA VPN L+ Az B

A—YEIAARDIEE
2 —HFOFRIEIX, B —DINVRBIET — ¥ X — A, F 2 1IHEH D Authentication,
Authorization, and Accounting (AAA; F8GE, WA, T AT T 4 7)) r— %4
AL CETTE £ (AAA ¥—/321% RADIUS, TACACS+, SDI, NT. Kerberos.
BLOLDAP 3B 0 £9),

VPN Wizard @ Step 4 T, RO FMEIZHENE T,

ATFYT1 EEHEX2 VT 4 TTIAT A=Y F—ER—Z 2 L Ca2—F %
F8FEJ A IZ1%. Authenticate Using the Local User Database 4+~ 5 > R ¥ L %
7Y w7 LET,

ATV T2 SN AAA Y — N TN —TEER L Ca— V2RI 55 51E, IROFIEIZHEN
=7,

a. Authenticate Using an AAA Server Group 47> a v R¥ %7 ) v 7 LE
‘j‘o

b. FHIFFKEINTWSHH—, J)L—7 % Authenticate using an AAA Server
Group KRy X T UAMDNLEIRT 50, New 227 U v 27 LTH LW
AAA Y — R T —TEBIML £ T,

Cisco ASA 5505 V4 vy R8—k H4AF
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W psec YE—F75EX VPN LF )+ DEE

= VPN Wizard x|
VPN Wizard Client Authentication {Step 4 of ...}

Tao authenticate remote users using local device user database, select the First option below,
You can create user accounts in the next step.

To use external AdA servers instead, select the second option. You can select an existing &84
server group or create a new one using the Mew button below,

Tao manage all other &84 settings, go to Configuration > Device Management > Users A48 in
the main ASDM window.

+ Buthenticate using the local user databass

" Authenticate using an AAG server group

AdA Server Group Mame! LI [dew, ..

153913

< Back | Mext = | Firisti | Canicel | Help |

AF9F3 Nextw#s Vv LTRATLET,

(AFLay) A—5F F7HhHU FOERE
=k =Y F—=ER=2 5] L T —F 2T 554, KkOFIETH
LWwa—HY 7 h o b EERTEET, ASDMREA LV F—T = A A& HL
T, B Ca—FE2ENTHZ L TEET,

VPN Wizard @ Step 5 T, IOFNEIZFENE T,
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IPsec YE— F7Z+ERA VPN L+ Az B

ATFYF1 HLOLaZ—VEENTDICE, 2= VL ERXRT—FEAN L Add &7 Y v 7
[./i—g—o

& VPN Wizard [E

( VPN Wizard User Accounts (Step 5 of 11)

Erter & newy usernamelpassword into the user authertication databaze. To edit existing
entries in the databaze or to remave them from the database, go to Configurstion = Properties
= Device Administration = User Accounts in the main ASDM wincow.

~U=zer to Be Added

Uszername:
john_doe
| |

Pazsward (optional):

Confirn Password (optional):

[ = Back ][ Mext = ] Finizh [ Cancel ] [ Help ]

153914

ATvF2 FHLa—VOBNAKT LIS, Next 227 U v 7 LTHAITLET,
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W psec YE—F75EX VPN LF )+ DEE

7ERELR T—ILDETE
VK 7 I7AT MR Ry NU—ZIZT 78 AT DI, #EHICKRI L &
EWZVE—FN VPN IA T MZEID Y TOHNDAEEHDOH D IP 7 KL AD
TN ERETHILERNHY ET, 20O F U F T, 7—/11F209.165.201.1 ~
209.166.201.20 OEPHO IP 7 FL A ZHHT A LI ICEELE T,

VPN Wizard @ Step 6 T, RO FMAIZHENE T,

AT FT1 TN ZEATT I, FRRESNTNDE T —/L% Pool Name Kz v 7 &# 7
UZXMNBERLET,

& VPN Wizard ]
¥ VPN Wizard Address Pool (Step 6 of 11)
Erter & pool of local addresses to be used for assigning dynarmic P sddresses to remote WPN
clierts.
Tunnel Group Mame Cigco
Pool Marme: FemateClientPool hd | ’ e
Pool Settings
Range Start Address: 209165201 1
Range End Address: 209165201 .20
Subret Mask:
w
[ = Back ][ Mext = ] Finizh I Cancel ] [ Help ] §
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IPsec YE— F7Z+ERA VPN L+ Az B

F720F. NewZ 27 U w7 LT, HTLWT RLR F— L &2ERLET,
AddIP Pool ZA T 7R v 7 ANERENET,

8 Add IP Pool

MName: RetnoteClientPool
Starting IP Address: 208.165.201 1
Ending P Address: 208.165.201 20|
Subnet Mazk: | i |
[ Ok I [ Cancel I [ Help I

153916

ATFY T2 AddIPPool ZA TR TRy 7 ZAT, WORNKEEITLET,

a. #PHOBAMIP 7 LA TIPT FLAEZANLET,

b. (A7vay) ¥y 7xy s A7 &HAJIT 57, Subnet Mask K v 7 &
VUZRMMSIPT RLAFHOY TRy h v A7 Z@IRLET,

c. OK%#7 Y7 LT, VPN Wizard ® Step 6 IZJZ Y £9°,

AFYF3 NextzZ7 U w7 LTHAITLET,

Cisco ASA 5505 V4 v RE—k HA4 K
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W psec YE—F75EX VPN LF )+ DEE

D934F72 7 FIJE2L— FDOERE

ATy F1

BVE—N T IR IIAT U IBFy NT—=2IZT 7 BAT I, FHT
% DNS H—/3¢ WINS — 3 F T 4L hD R A A U472 EDOFEAN 2% > b
U — 7 REHERPMBETT, FVE—b 7T T2 MEEXIZHRET DD T
724, ASDM 27 AT v MERERETEET, BERSHELIND &, HiH
WX T4 TTI3AT 0 RE, ZOEREVE—N 2747 0 MERIT
Easy VPN N— KU =7 7 547 MZ@EH LE T,

VPTIELVVEZIEEL TCLEE N, ERELL WSS, VE—F 794 T
I 23MFERIC DNS £ 2 T 220y, 7213 Windows %> F U —F% o V& fli AT
VWO MENBELET,

VPN Wizard @ Step 7 T, RO FMEIZHENE T,

UE—b 7747 MIERT 2%y MU= REFHREATILET,

& VPN Wizand [E
¥ VPN Wizard Attributes Pushed to Client (Optionaly (Step 7 of 113

Aftributes you configure belov are pushed to the WPN client when the clisrt connects to the
ASA|f you do not want an attribute pushed to the client, leave the correspaonding field blank.

Turirel Grougp: Cizco

Primary DNS Server: 209.165.205.129

Secaondary DNS Server: 2[]9 AB5.202.139

Pritnary WikS Server: 209165202118

Secondary WINS Server: 209.165.202 165

Defaut Domain Marme: cizco.com

= Back ][ Mext = ] Finizh [ Cancel ] [ Help ]
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IPsec YE— F7Z+ERA VPN L+ Az B

XFYvF2 NextxZ U w7 LTHITLET,

IKE R o—DKRE

ATy F1

IKE I3, 7— ¥ &2 R#ELTTA N — 2Rl T oL N2 Eer T o —
varZabharT, ET7OID EHERTARMAXRNTLH D 7, 1ZEALED
e, ASDM OF 7 4V MEZFER T, +7128F 2774 VPN b xLv %
L CEET,

VPN Wizard @ Step 8 TIKE A&~V U —ZHET 2I121E, IROFNRIZENE T,

IKE¥x=aUT 4 7Yy —ya B0l exa2 70 777947
APEHAT DR E LT V2 Y X4 (DES, 3DES, F£720X AES)., L7 /L2 YU X
2 (MDS5 F£7212 SHA) . ¥ X O Diffie-Hellman 7' /v —=7 (1, 2, 5, £721x7) %
IR L E9,

[ 78-18003-02-J
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W psec YE—F75EX VPN LF )+ DEE

¥ VPN Wizard IKE Policy (Step 3 of 11)

Select the encryption algorithin, authertication algorithm, and Diffie-Hellinan group for the
devices to use to negatiate an Internet Key Exchange (IKE) security association between
them. Configurstions on baoth sides of the connection must match exactly.

Encryption: 3DES b
Authertication: =HA hd
DH Group: 2

[ = Back ][ Mext = ] Finizh [ Cancel ] [ Help ]
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IPsec Encryption /35 4 —4 & & U Authentication /A5 X —42 DEE
VPN Wizard @ Step 9 T, RO FMEIZHENE T,

AFwT1 EE{k7/=2Y X4 (DES. 3DES. £721% AES) BLUGRIET /L =Y X4 (MD5
F7IZSHA) 27V v 7 LET,

= VPN Wizard x|

VPN Wizard IPsec Encryption and Authentication {Step 9 of 11)

Seleck the encryption and authentication algorithms For this IPsec YPM tunnel, Configurations
on bath sides of the connection must match exactly.

Encryption:

Authentication: SHA A4

153919

< Back | Mext = | Firisti | Canicel | Help |

ATFvF2 Nextx7 Vw7 LTHATLET,
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7 FLRZEBOFN B LR Ty b bR TDIETE
ATy b bRV T EEHATEHE, VE—FT7EAIPsec 7 747 > b
. N7y FESIRIZE 5T, IPsec P RABRHATEET LI Z L0 (5L
) RV NIV —FT A F—T oA RIEEFETDHZEN (TFAMER) TEF
‘j—o

WX =2 VT ¢ 77547 2 AL, Network Address Translation (NAT; 1 v
NT—27 7 RUAZH) ZEH LT, WEIP 7 R L ADMHIC AR S e &
L TVWET, BEENVE—F 22—V T 7 BAEFATo0—h/L &K
ANBLORY NT—JZ/BETDHIET, 20Xy NI —I7{REIHIFERE
TEET,

VPN Wizard @ Step 10 T, RO FNEIZHEVE T,

ATy T1 FEEENTVE—F 2a—WIT 7 ERAEZHFATHREBY VY—2D Y 2 M AR
BIEAR, IN—T, BLOxy hU—Z2BELET,

Selected Hosts/Networks fEIDAR A b, Z—7 BLOFR v hU—7 ZEIAIC
BT 51213 Add, BIMICHIBRT 5121 Delete 227 U v 7 LET,

Cisco ASA 5505 Y4 v RE—h HL K
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IPsec YE— F7Z+ERA VPN L+ Az B

Address Translation Exemption and Split Tunneling {Optional) {Step 10 of 11)

MNetwork Address Translation (MAT) is used ko hide the internal network from outside users, You can
make exceptions to MAT to expose the entire or part of the internal network to authenticated remote
users protected by YRR,

Tao expose the entire network behind the most secure interface ko remate YRR users without MAT,
leave the selection list blank,

Selecked Hosts/Mekworks:

~Host/Mekwork 10,10,10.0

Interface: Iinside &dd |

Delete |

Lf L«

Address: [10.10.10.0

Enable spiit tunneling to let remote users have simultansous encrypted access to the resources |

[l

defined above, and unencrypted access to the internet,

153920

< Back | Mext = | Firisti | Canicel | Help |

((¥) EE FESO Enable Split Tunneling ... = v 7 Ry 7 A4 1235 &,
AUy b hoR VU TRA F—=T NV ET, ATV v b b)Y
VIORMBEHATLE RELERY NI OO ST T 4 v Tk, B
SN VPN M RV ERBEETICA 7 —3 v MOEBEEE SN
F9,

AF9F2 Nextw#s Vv LTRATLET,
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[ 78-18003-02-J .m




E7HE LFUF :IPsec YE—FFHZERVPNEE |

IPsec JE— r74 X VPN &+ Y+ DRE

IJE— 74+t X VPN EBEDHKE

= VPN Wizard =
VPN Wizard

VPN Wizard @ Step 11 T, H LW VPN P RILOFET b Ea— &AL
FT, BRINDEEITROL I ET,

Summary (Step 11 of 11)

You have created a Remote Access VPN tunnel with the Following attributes:

WPM Tunmel Interface: outside

IPsec authentication uses pre-shared key: test

Tunnel Group Name: Cisco

Default Group Palicy: Cisco

User authentication using local user database

Mew users created in the local database: john_doe jane_smith

Pool of IP addresses for YPM clients: IPsecClientPool
(209.165.201.1 - 209.165.201.20)

Primary DMS: 209, 165,205,129

Secondary DNS: 209,165,202, 139

Primary WINS: 209,165,205,115

Secondary WINS: 209,165,205, 1658

Diefaulk Domain Mame: cisca,com

IKE Policy Encryption | Suthentication | DHGroup: SDES | SHA | Group 2

IPsec ESP Encryption | ESP Authentication: 3DES J SHA

Internal netwark elements exposed to remaote YPM users without MAT:
10.10.10.0

Split tunneling: enabled

ext = | Finish I Cancel | Help |

15392

WUNZRE SN TWAEAIE Finish 227V v 7 LT, @it xa2V7 40 77
FTAT VAIEENREZBERALET,

WIZTNA A BETHLEICHEASND LI, REEFEEAS— T v
a7 4 F¥ab—ra IRETHIEAIL, File A=a2—75 Save 7 U v 7
LET, £721%. ASDM 2K T4 5 & ICHRELE 2 L RKAMICHRET S L9
RO BN ET,

REE L2 RAF LRWGEEIE, RICT A A 2B T 5 & IR FRTOBREN T
DEFEHSNET,
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| 7% L5 UA :IPsec JE—F7YEXVPNEE

RDIEE

xzorx A

ENRANEEBEIIT VI — I — T OLERERHICD RY —2 KD
54k VPN b o R EMESLT HI21E, Cisco VPN 72 A T v V7 v =T %
AFLET,

Cisco Systems VPN 7 Z A 7 F DFEMIIC DU T,

http://www.cisco.com/en/US/products/sw/secursw/ps2308/index.html % £ L CT< 72
é l/ \O

UE— 778 AVPNBRELZITICHEIGHNE X2V T 4 T 7794 TV AERET
HEAIT. TN THIMRENK T LE LT, EBIC, ROFIELZFETTHZLE D
TEET

EITRE BHRE

MR ER LA 3 ke | Cisco Security Appliance Command Line

L YEERERE DR E Configuration Guide

H ¥R 7Z2&EH I oW T Cisco Security Appliance Command Reference
Cisco Security Appliance Logging
Configuration and System Log Messages

BEOT TV r—a VICHEIGEE X2 VT 4 TTITAT LV AERETEE
T WOETI, WX 2 VT 4 TTITA T ADMO—{R2T 7Y Ir—
va YOBREFIEICOWTHHALET,

KRITHE BR%

DMZ N Web h— & {fi#457- |56 [ F U 4 : DMZ iR7E ]
OO X2 )T 4 T4
T ADIRE

Cisco AnyConnect ¥ 7 b7 =7 7 |5 8% [LF U A : Cisco AnyConnect VPN
747 FH® SSLVPN OFRE |7 T4 7 > MO ORRIE )

IJIAT VRV A(TIT0YR— |5 9% [FUA :SSLVPN 7 T4 7T

2) SSL VPN DOFHE kL R B
YA FY—H A b VPN ORIE 10 =) F YA Y —H A h VPN
BT |

[ 78-18003-02-J
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http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/cmd_ref/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
http://www.cisco.com/en/US/products/sw/secursw/ps2308/index.html
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