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CK I Close |
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2FvF2 HERtEX2 VT 4 TS IA T ADIPT RLAFRIIHRA NaE AT LET,
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2FvF4 OK%22 Vw2 LET,

ATYT5 FEAEOZITANEREZEDEX 2 ) 7 o BERFRINTSEIL. Yes &

7V v LET,

ASAN, T TF—FENEVY T M 2TRHHNE IR L. bAEAIT
HEicX 7 om—RLET,

AA 2 ASDM 7 4 v RUBERENET,

isco ASDM 6.0 for ASA

101 ]
File Wiew Tools ‘Wizards ‘Window Help Look Fort I Find - | I ' I |
L} L] L]
|@ Home 0 Configuration @ Manitoring | B Save @ Refresh | o Eiack o Forward | ? Help ‘ CISCO
]
] Trem
E Firewsall Dashboard 1
E Device Information Interface Status =
il General I License | Intetface I IP Address/Mask | Ling I Link. | Kbps I
) hirne no ip address @ down @ down 0
(HEse s ERELEE I ) _ inside 192,168.1.1/24 @ down @ down O
ASA Version:  8.0{0)238 Device Uptime: 2d 1h 34m 50s outside 209165 200,225 o O w a
ASDI Mersion: 6.0({1) Device Type:  ASA 55XX
Firewsll Mode: Routed Context Mode: Single
Total Flash: 256 MB Total Memory: 256 MB
Select an interface ta view input and output Kbps
¥PN Tunnels Traffic Status
IKE: O IPsec: O Clientless SSL WPN: O S5L WPM Client: O —Connections Per Second Usag
System Resources Status
~CP—— —CPU Usage (percent) 0 YA
10 02:18 02:18 02:20 02:21 02:22
12% 5 M UDF: 0 BETCP: 0 B Total: 0
-— o
1zEzEe 02:18 02:18 02:20 02:21 02:22 ~'outside’ InkerFace Traffic Usage (Kbps)
~Memory — —Memary Usage {ME; 1
5
200
HEE-E-E
| 1o 0 =]
Latest ASDM Syslog Messages O & x
Severity I Date | Tirme: I Syslog ID I Source IP Destination [P Description >
i B Mar 24 2007 0z2:22:39 302021 209,165, 200,234 10.86.194,170 Teardown ICMP connection For Faddr 209, 165,200,234/0 gaddr 10,86.194,170/9154 laddr 10« | ——
i B Mar 24 2007 0z2:22:39 302021 209.165,200.234 10.86.194.170 Teardown ICMP connection For Faddr 209, 165.200.234/0 gaddr 10.86.194.170/9153 laddr 1
(] Mar 24 2007 02:22:35 302020 209,165, 200,254 10.66.194.170 Eiuilt outbound ICMP connection for Faddr 209,165,200, 234/0 gaddr 10.56.194.170/9154 lad: GG
i f Mar 24 2007 N7:P2-35  ANPN20 209 165 200 234 10 A6 194 170 Rl cokheond TOMP cannection For Fadde 208 165 200 23400 nadde 10 86 1594 17019153 [adiad =
4| b
Jra}
Device configuration loaded successFully, <admin |15 | @ |§| | | ‘ E| ‘3;‘24,!’07 2:22:38 AMUTC | 5,
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) oV FIATE BHOVA OB X2 T 4 TTIAT A%
Security Appliance 1 & FFUVE 9,

Security Appliance 1 ZF&ET 511X, RO FINHITIENFE T,

ATFYT1 AL ASDM 7 > R T, Wizards Rue v 77X 7 A ==2—» IPsec VPN
Wizard 473 3 > %8R L £4, ASDM T, ] VPN Wizard B 25 BH % £,

VPN Wizard @ Step 1 T, RO FMEIZHENE T,
a. VPN Tunnel Type fEI T, Site-to-Site =L a > RZ %27V v 7 LET,

A

(3¥)  Site-to-Site VPN 472 a U EBIRTH L 2 2D Psec EX = U T o
F—= U AR SNETN, ZZd@EI eV T T
FAT A VPNaryty bo—% E703% A MY —4 A b IPsec
BHEsY R — T 2FZOMDOT RAADREENDAEENRDH Y F
7

b. VPN Tunnel Interface Kz v 7 &7 U X "b | BIfED VPN b o RV TH
NigA B —T A A& LT Outside Z3#K L £,
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¥PN Tunnel Type (Step 1 of ...}

Use this wizard to configure new site-to-site WPM tunnels or new remote access YPR tunnels. &
tunnel between bwo devices is called a site-to-site tunnel and is bidirectional, & tunnel
established by calls From remote users such as telecommuters is called remote access tunnel.

This wizard creates basic tunnel configurations that you can edit later using the ASDM,

WPM Tunnel Type:
Sile-lo-Site VPN

Remote

Local ? Femate

" Remaoke Access

WPM Tunnel Interface: Ioutside A |

v Enable inbound IPsec sessions ko bypass interface access lisks, Group policy and per-user
authorization access lists still apply to the traffic.

= Back | ext = | Eimist I Cancel | Help I

153304

c. Next—%#7 U w27 LTHATLET,

IJE—Fk VPN E7ICEET 2EHRDODA A

GE)

VPN E7IE, HEL TWAERDO L ) —FORIZHDH VAT LT, BFITY T—
YA NZTHY FT,

DY FUATIE, UE— bk VPN BT % Security Appliance 2 & FEOVE T,
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VPN Wizard @ Step 2 T, RO FNEIZHENE T,

AFYF1 ETOIP T RLVA (ZOYF YA TOD Security Appliance2 @ IP 7 KL A%
209.165.200.236) B L X b v prv Z—74 (7= & 21X, ICisco)) Z AT LET,

ATvT 2 ROWTNPORGESFRZ BN T, HHT IR A THEELET,

o FERICAX T 4 v 7 FRILA X —Z2HH T 5121%, Pre-Shared Key 47" =
VARV EIY v L, FERifEEX— (L XX, Cisco)) Z AN LET,
ZOX—F, WYX 2T 4 TTIA T AMO IPsec x T —3 3
CCHRENET,

~

GE) HFaiAEX—0EGEEFHTIHEE. PR TA—TL4BET O
IP7 RLRIZRDBMENHD £,

o FRFLIZT VX NFEEEMEMAT AT, Certificate A7 2> R¥ %7
U w7 L. Certificate Signing Algorithm K1 v 7’ X w72 U A M) bFEAES
LT NTY ZALEFRL, KIZ, FRRESNLTNWD T A MRA Mz
Trustpoint Name K & ‘)705’\"7/ VA MPHBRIRLET,

FEECT VAN EA AT D TET. ETE R T A MRA V FAEREL
TWARWERIZ D 2 >DOF > aronTinzafEHLTY  F— K%
AT CTE 9, WEFREIL. Y ASDM XA 2 L THR TIEETE £
j—o

. Challenge/Response Authentication 7' > 2  RF &7 Y v/ LT, TD
RREF R TEET,
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8 VPN Wizand [E
¥ VPN Wizard Remote Site Peer (Step 2 of 6)

Configure the P address of the peer device, authertication method and the tunnel group far this
site-to-site tunnel.

Peer IP Address: | 209165200236

- Authentication Methoc

(%) Pre-shared key

Pre-Shared Key: | Cisco

() Certificate

Certificate Sighing Algorithin:  rsa-sig

Trustpoint Mamme:

O Challengelresponse authentication (CRACK)

rTunnel Group

For ste-to-site connections with pre-shared key authentication, the tunnel group natme must
be the zame as either the peer IP address or the peer hosthame, whichever is used as the
peet's identity .

Turne! Groug Matne: 203165 .200.236|

153905

[ = Back ][ Mext = ] Finizh [ Cancel ] [ Help ]

AF9F3 Nextw#s Vv LTRATLET,

IKE R —DHRE

IKE %, 7—F5R#E LT TA N — 5l T oL s Eer v —
YarZua bhal T BT OID iR T AL LET T EAEOHE,
ASDM OF 7 # v MEZEBERATIE, +3128F 2T 72 VPN R % 2O0
7RI TE 9,

VPN Wizard @ Step 3 T, RO TFNAIZIEVNE T,
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AFwT1 KE®F=2UT4 7Y o—2a  ZBWCHEGHYX 2T 4 TFI9A4 7
AER T BHEE{LT /LY XA (DES, 3DES. $£721X AES), #BFE7 LT U X
2 (MDS F£7-1% SHA), ¥ X O Diffie-Hellman 72— (1, 2. £721%5) %7
Uy 7 LET,

B VPN Wizard X
¥ VPN Wizard IKE Policy (Step 3 of 6)

Select the encryption algorithim, authertication algorithm, and Diffie-Hellinan group for the
devices to use to negotiste an Internet Key Exchange (IKE) security associstion betvween
them. Configurations on bath sides of the connection must match exactly.

Ercryption:

Athertication: SHA b

153906

(= Back |[ Mext= | Firich [ Cancel | [[Help |

(G¥)  Security Appliance 2 # 3% E 3 55413, Security Appliance 1 TEER L 7= 4
FT v a LR UEA EMICATI LET, VPN Fr xR, 2t
HWEAET S5 —MRORFEREIE, B bORES TT,

AFvF2 Nextw#s Vv LTRATLET,
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IPsec Encryption /35 A —4 # & Uf Authentication /35 A —42 DRE
VPN Wizard @ Step 4 T, IROFNEIZHENE T,

ATvF1 Encryption Ky 77X o URSMBRESLT /LT XA (DES, 3DES., E£7-
IZ AES) % . Authentication K22 v 7'Z 7 U XA MNNLIRFET /LT Y XA (MD5
F 721X SHA) Z@&IRLE7,

B VPN Wizard X
¥ VPN Wizard IPSec Encryption and Authentication (Step 4 of 6)

Select the encryption and authertication algorithms for thiz IPSec WPM tunnel. Configurstions
on both sides of the connection must match exactly.

Ercryption:

Athertication: SHA b

(= Back |[ Mext= | Firich [ Cancel | [[Help |
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RAEBEURY FT—V DIEE

ATy 1

ATFvT2

&

RNV DFMDOAEA FBL Ry hT—7 L DOBFEIZZ D IPsec b RL%
ERTHZENFFRIESNTca—hL A FPOFRANEBEIORR Yy NT—7 ZHEE
LET, Add £72id Delete 227 U v 7 LT, b RANDT 7 BARFRIEN
FERANBLOR Yy NU—J 2BELET, BAEDOT T IVATIE, Xy hU—
7 A (10.10.10.0) 25D ~T 7 ¢ 7 1% Security Appliance 1 1 X - TR &L &
AL VPN b LR TR E SNVE T,

BT . B— IV ERANBLORY NI =7 ~DT 7 ®AIZZ D IPsec b Fb
EHEATHZEEHFATHIE—F A FOKRA MBI RY NT—7 ZIEE
LET, RAMBLOXy NU—27 ZFMITEMNT 5120% Add, HIFRT 2I121E
Delete #7 V v 7 LET, ZDOITF U AIZEBWT, Security Appliance 1 Tid, U
EF—h Xy NT—2FFy FU—2 B (10.2020.0) T, ZOXy NI —7rb
DOREEALESNTZ N T 7 4 v 7 bR AREBETHEITSINET,

VPN Wizard @ Step 5 T, IROFNEIZHENE T,

Action fE18 T, Protect 7Y 3 > IR Z . £ 7-1% Do Not Protect 7> 3 > IRH
7 U7 LET,

T D, RS TRER T A =L Ry hT =2 DIP T KL A% AT
D, AW (L) RELZT7 Yo7 LT, RARERY NU—T DU R hbiE
WLET,

T D, FIMEE LR TV E—F XYy MY DIPT L A& AT
D, AW (L) RELZ TV 7 LT, RARERY NU—T DU R MvbiE
WLET,
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Hosts and RNetworks ({Step 5 of 6)

An IPsec tunnel protects data exchanged by selected hosts and netwarks at the lacal and
remote sites. Please identify hosts and networks to be used in the IPsec tunnel,

" Do not Protect

Action:

Local Mebworks: Itest

1] 1]

Remote Networks: IZDQ. 165,200,225

¥ Exempt 454 side host/network From address branslation: Iinside - |

= Back | Next = | Eimishi | Cancel | Help |
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ATYT4 Nextzr Vw7 LTRITLET,
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VPN 7 FJE1—FDRREDAF—FDORT
VPN Wizard @ Step 6 T, {ER L7z VPN b2 RV ORREY A &R L £,

[ YPN Wizard =
VPN Wizard

Summary ({Step 6 of 6)

‘ou have created a Site-to-Site WP tunnel with the following attributes:

YPM Tunnel Interface: outside
Peer IP Address: 209, 165,200,236
IPSsec authentication uses pre-shared key:Cisco
Tunnel Group Name: 209, 165,200,236
IKE Policy Encryption | Authentication f DHGroup: 3DES J SHA [ Group 2
IPsec ESP Encryption J ESP Authentication: 3DES § SHA
Traffic Flow to be protected by this tunnel:
(local) test
(remnote) 209,165, 200,225

i ek = | Einish | Cancel | Help |
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INT, B—INDOFENEX=2 T 0 T4 TV AOREIZET LE LT,
Wi, VE—bF YA FTHEHMEX2 VT 4 T I9A TV RABRET DHHLEN
HYET,

VEe—F YA FTlE, VPN ET L LTOREEZRET 2 DHOBEIG XY
TATTIAT U AERELET, v — VDSR2 VT 0 77747
VAEBRELZEELRACFIAEEALET, P10-6 D Tu—H1 %A N TD
YX 2 VT TTIAT LV ADOHKEI OB L. P.10-14 DIVPN T MU B a—
fOFRET APV —FOKT) THRTLET,

Security Appliance 2 ZFXET DA, R— WV FA MBLUOX Yy FT—7 2RV
. Security Appliance | TER L7=FK AT v a LR UMAEFALE 4, VPN
SRS 2 — AR RRNIE, RS T,
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LEEIT. N TOHIRENZE T LE L, &6, ROFIEEZFITTIH2¢H

TEET,

ERITRE B|RE

MR TR L O T v g L HkkE | Cisco Security Appliance Command Line

& YEIRIERE DER E Configuration Guide

H 72 A Iz D\ T Cisco Security Appliance Command Reference

Cisco Security Appliance Logging
Configuration and System Log Messages

BT TV r—ya VSR X 2 )T 4 T T IAT VU AEBRETEE
T, ROETIL, WX 2 VT 4 T4 T 2 ADMO—xe 727 7V r—
g OFEFEICHOWTHALET,

ERITHE BHRE

DMZ WD Web H— R Z #5577 |63 [ U4 : DMZ3%E
OISR X2 VT 4 TS5
T ADRE

VE— ~7 7 A VPN ORIE /T [>F U4 IPsec VE— T 7%

A VPN iR |

IJIAT VRV A(TT70YR— |5 9#3 [F U4 :SSLVPN 7 T4 7T
2) SSL VPN DOFHE kL R B

Cisco AnyConnect ¥ 7 b7 =7 7 |5 8 # [ J VU 4 : Cisco AnyConnect VPN

F 47 FH®D SSL VPN ORE 74T SO OBE

Il Cisco ASA5505 91 vy RE—hk HAF
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