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:iﬁ. Mur 4 ONT (el o WA L 1EE VW P LN RE BOd AN HIN!MMIMWMPMP&‘T?MIFE'\'I'I"NMI\MII'IF&IMITMI:\.H =
i -

&

Dsice configuration kadsd successfully, <ndmn> 15 B g B At 2w aMuTE |5

IPsec ) E—F7 %2 tX VPN FH®D ASA 5505 O
JE— 7 27&A VPN OFRE

BEROT 2 A ZBAT 5101, KO FIEC R &
—a—O

ATy F1

AA Y ASDM U > RUT, Wizards K12 v 747 XA ==a—/5 IPSec VPN
Wizard %341 L 9, VPN Wizard Step 1 BN T RSN E T,

l Cisco ASA5505 91 vy RE—hk HAF
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Y3+ UHA IPsec Y E— 79X VPN BRE

IPsec YE— F7Z+EA VPN v+ )Anxx B

# VPN Wizard X]
¥ VPN Wizard YPH Tunnel Type (Step 1 of ...)

Usze thiz wizard to configure nesw ste-to-site YPN tunnels or new remote access VPN
tunnets. & tunnel hetween two devices is called a site-to-site tunnel and iz hidirectional. &
tunnel establizhed by calls from remote users such as telecommuters is called remote access
tunnel.

This wizard crestes basic tunnel configurstions that you can edit lster using the AS0M,

WP Tunnel Type:
Site-to-Site VPN

Remote

() Siteta-Site

Local ‘ﬁ‘ FRemate
D ‘l?
oy P
-
PN Tunnel Interface: Ioutside “ |

Enable inbound IPSec sessions to bypass interface access listz. Group policy and per-user
authorization sccess lizts still apply to the traffic,

= Back [ Mext = ] Finish [ Cancel ] [ Help ]

153910

AFv7F2 VPN Wizard ® Step 1 T, WOFNEIZHEVET,

a. Remote Access T 7> ay REH 7Y w7 LET,

b. Fay 727 JUR MG, #HE VPN MRV THRINRA VE—T =1
& LT Outside Z 7&K UET,

c. Nextx#2 U7 LTHATLET,

Cisco ASA5505 V4 vy RE—k HA4F
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VPN ISAT72 bk 834 TDOER

VPN Wizard @ Step 2 T, RO FMAIZHENE T,

ATy T1 OS2V T 4 TTIAT AT D) T—F 22—V E2HICT
HBVPN 7 94T DX ATEEELET, 2O F U ATl Cisco VPN
Client 7> a v RE %7 ) v 7 LET,

Z DA Cisco Easy VPN U & — MU B CTE L4,

B VPN Wizard X
r VPN Wizard Remote Access Client {Step 2 of ...}

Remote access users of various types can open YPM tunnels to this A58, Select the type of
WP client for this tunnel.

P Client Type:

or other Easy VPN Remote product

() Microsoft Windowes client using L2TP aver IPSec

a

m
@i

]

e
=
)

et
w

()
]
=]
[]
o
1 0
@
=

153911

ATFYT2 Nextzr Vw7 LTRITLET,
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VPN PRIV T IL—TR ERBIAKXDIETE

ATy F1

VPN Wizard @ Step 3 T, RO FMEAIZHENE T,

WONWTNNLOEEEEIT LT, HHETIRFEDOXY A THBELET,

AL A T ¢ v 7 FRiIIA X — 27 51213, Pre-Shared Key 7' =
VAREEI Y vy L, HRiHAEFX— (2L 2L, [Ciscol) AN LET,
ZOF =, WXV T 4 TTIAT U AMOD IPsec £ T m—3 7
CCHEHERET,

SREEICT U NVEEHEAEA T A2, Certificate 47> 3> RE &7
Vo2 L, Ray 7 ¥y VA SPLIEAZESEAL T LI XAZERL, K
W2, FRIREZINTWDE RN TARNKRA VY MaE Fay X2y URA 0D
BIRLET,

PRI T VX NVIEAEEFAT O FECT, TN TARNRA VU NEEHREL
TWRWGEEIX o 2 204 T v a vonFhrzlfiL Ty P — K%
FATTE £, WEIFREIL, EHEASDM 7 4 > RUaffiH L T% TEET
TFET,

Challenge/Response Authentication (CRACK) 47> a3 > RZ %27V v 7
ToHL, ZORMHIREFEHTEET,

| 78-18003-02-J
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X
WPN Client Authentication Method and Tunnel Group Name (Step 3 of ...}
The A58 allows you ko group remote access tunnel users based on common connection parameters
and client attributes configured in the subsequent screens, Configure authentication method and
tunnel group For this remote connection. Use the same tunnel group name For the device and the
remate client.
—Authentication Method
{+ Pre-shared key
Pre-Shared key: Itest
 Certificate
Certificate Signing Algorithm:  rsa-sig
Certificate Name: I LI
" Challznge/response authentication (CRACK)
~Tunnel Group
Tunnel Group Mame: ICisco
™
< Back | Mext = | Finisty | Cancel | Help | @
(V)

RAFw T2 WEOFERRTA—FZBLIOIIAT N 7RI Ea— 2FEHLT, Z0E
W X2 VT ¢ TTI7AT VAR T 2EK2—YF Dy ho b 7
N—T7% (7=& 21X, ICiscol) ZATTLFET,

AF9F3 Nextw#s Vv LTRATLET,
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A—YEIAARDIEE
2 —HFOFRIEIX, B —DIVRBIET — ¥ X — A, F 21T D Authentication,
Authorization, and Accounting (AAA; F8GE, WA, T AT T 4 7)) r— %A
AL CETTE £ (AAA ¥—/321% RADIUS, TACACS+, SDI, NT. Kerberos.
BLOLDAP 3B 0 £9),

VPN Wizard @ Step 4 T, RO FMEIZHENE T,

ATFYT1 EEHEX2 VT 4 TTIAT A=Y F—ER=Z 2 L Ca2—F %
F8FEJ A IZ1%. Authenticate Using the Local User Database 4+~ 5 > R ¥ L %
7Y w7 LET,

ATY T2 SN AAA Y — N TN —TEER L Ca— V2RI 55513, IROFIEIZHEN
£,

a. Authenticate Using an AAA Server Group 47> a v RF %7 ) v 7 LE
‘j‘o

b. FHIFEINTWEHH—, J)L—7 % Authenticate using an AAA Server
Group KRy X T JAMNLEIRT 50, New 227 U v 27 LTH LW
AAA Y — R T —TEBIMLET,

Cisco ASA 5505 7 v 9 RB—hk 4 F
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W ipsec YE—F75 € X VPN o+ )+ D=

= VPN Wizard x|
VPN Wizard Client Authentication {Step 4 of ...}

Tao authenticate remote users using local device user database, select the First option below,
You can create user accounts in the next step.

To use external AdA servers instead, select the second option. You can select an existing &84
server group or create a new one using the Mew button below,

Tao manage all other &84 settings, go to Configuration > Device Management > Users A48 in
the main ASDM window.

+ Buthenticate using the local user databass

" Authenticate using an AAG server group

AdA Server Group Mame! LI [dew, ..

153913

< Back | Mext = | Firisti | Canicel | Help |

AF9F3 Nextw#s Vv LTRATLET,

(AFLay) A—5F F7HhHU FOERE
=k =Y F—=ER=2 5] L T —F 2T 554, KkOFIETH
LWwa—HY 7 h o hEERTEET, ASDMREA LV F—T = A A& HL
T, B Ca—FE2ENTHZ L TEET,

VPN Wizard @ Step 5 T, IROFNEIZHENNE T,
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ATFYF1 HLOVaZ—VEENTDICE, 2=V ERXRT—FEANL Add &7 Y v 7
[./i—g—o

= YPN Wizard [E

( VPN Wizard User Accounts (Step 5 of 11)

Erter a newy usernamelpazsword into the user authertication databasze. To edit existing
entries in the databaze or to remaove them from the database, go to Configurstion = Properties
= Device Administration = User Accounts in the main ASDM wincow.

~U=zer to Be Added

Uszername:
john_doe
| | ErCT—

Pazsword (optional):

Confirin Password (optional):

[ = Back ][ et = ] Finish [ Cancel ] [ Help ]

153914

ATvF2 FHLVa—VOBNRKT LIS, Next 227 U v 7 LTHAITLET,

Cisco ASA 5505 V1 v RE—k H4 F
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7ERELR T—ILDETE

VE—hKN 77347V MRy NU—2IZT7 78 AT DI, #EFICRILTIZ L
XIWVE—RVPN 7747 MZEID Y TONDAREMOH D IP T KL AD
TNV ERETHIMLENDY £, 2O F U FTiE, 7 —/113209.165.201.1 ~
209.166.201.20 DEPHD IP 7 RL R ZHHT 5 L o IcikE L7,

VPN Wizard @ Step 6 T, RO FMAIZHENE T,

ATy F1

&= VPN Wizard
¥ VPN Wizard

clients.

Erter & pool of local addresses to be uzed for assighing dynarmic P sddresses to remote WPN

TN NI B, FRIERE SN TS F—/L% Pool Name Kz v F & 7
URXRIRDNHERLET,

Address Pool (Step 6 of 11)

Turnel Group Matme Cizco
Pool Marme: FemateClientFool 7 i ’ e
Pool Settings

Range Start Address: 209165201 1

Range End Address: 20916520 .20

Subnet Mazk:

153915

[ = Back ][ Mext = ] Finizh [ Cancel ] [ Help ]

l Cisco ASA5505 91 vy RE—hk HAF

78-18003-02-J |



| 7% 24U+ :IPsec JE—F7Y R VPN BRE

IPsec YE— F7Z+EA VPN v+ )Anxx B

F70F. NewZ 27 U w7 LT, HTLWT RLR =L &2ERLET,
AddIP Pool ZA T a 7R v 7 ANERENET,

8 Add IP Pool

MName: RetnoteClientPool
Starting IP Address: 208.165.201 1
Ending P Address: 208.165.201 20|
Subnet Mazk: | i |
[ Ok I [ Cancel I [ Help I

153916

ATFY T2 AddIPPool ZA T IRy 7 AT, WORNKEEITLET,

a. #PEAOHKIP T RLAELKTIPT RLAEZ AT LET,

b. (A7vay) $y7xy s A7 &HAJIT 57, Subnet Mask K v 7 &
VUZRIMMSIPT RLAFHOY T Ry h v A7 Z@IRLET,

c. OK%#7 Y7 LT, VPN Wizard ® Step 6 IZJZ Y £9°,

AFYF3 NextzZ7 U w7 LTHITLET,

Cisco ASA5505 V4 vy RE—k HA4F
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D934F72 7 FIJE2L— FDOERE

2Ty 71

BVE—NTIEBRIIAT U IBFRy NT—=2IZT7 7 BAT I, FHT
% DNS H—/3¢ WINS — 3 F T 4L hD A A U472 EDOFEAN 2% > b
U — 7 REHERPMBETT, FVE—L 77T 2 bR IZHEET DO T
724, ASDM 27 AT v MEBRERETEET, BERSHELIND &, HiH
WX T4 TTI3AT7 0 RF, ZOFEREZVE—N 27747 MERIT
Easy VPN N— KD =7 7 547 MZ@EH LE T,

VPTIELVVEZIEEL CLEEW, ERELL WSS, VE—F 794 T
R 2MERIZ DNS £ 2 T 220, £721% Windows %> F U —F% o V&2 ffi AT
TRV EWOMENRELET,

VPN Wizard @ Step 7 T, RO FMEIZHENE T,

UE—b 7747 MIERT 2%y MU= REFHREATILET,

& VPN Wizard ]
¥ VPN Wizard Attributes Pushed to Client (Optionaly (Step 7 of 11)
Aftributes you configure below are pushed to the YEN client when the clisrt connects to the
ASA If you do not want an attribute pushed to the client, leave the correspaonding field blank.
Turirel Grougp: Cizco
Primary DNS Server: | 209.165.205.129 ‘
Secaondary DNS Server: | 2[]9 ABS.202.138 ‘
Pritnary WWiNS Server: | 209165202118 ‘
Secondary WINS Server: | 209.165.202 168 ‘
Detautt Domain Marme: | cizco.com ‘
.
[ < Back ][ Mext = ] Finish [ Canicel ] [ Help ] §
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XFYvF2 NextxZ7 U w7 LTHITLET,

IKE R >—DKE

ATy F1

IKE I3, 7— ¥ &2 R#ELTTA N — 2Rl T oL N2 Eer T o —
varZabhanT, 7DD EHERTARMARNTEH D F7, 1ZEALED
e, ASDM OF 7 4V MEZFER T, +7I128F 277 VPN b x %
L CEET,

VPN Wizard @ Step 8 TIKE A&V U —ZHET 2I12iE, IROFNRIZENE T,

IKE¥x=aUT 4 7YYo=y a iZB0Cleiexa7 0 77947
APEHAT DR E LT V2 Y X4 (DES, 3DES, 720X AES)., L7 V=2 YU X
2 (MDS5 F£7212 SHA) . ¥ X O Diffie-Hellman 7' /v —=7 (1, 2, 5, £721x7) %
IR L E9,

| 78-18003-02-J
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£ VPN Wizard

¥ VPN Wizard IKE Policy (Step 3 of 11)

Select the encryption algorithin, authertication algorithm, and Diffie-Hellivan group for the
devices to use to negatiate an Internet Key Exchange (IKE) security association between
them, Configurstions on both sides of the connection must match exactly.

Encryption: SDES »

Athertication: =HA A

[ = Back ][ Mext = ] Finish [ Cancel ] [ Help ]
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AFvF2 Nextw#s Vv LTRATLET,
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IPsec Encryption /335 A —4 # & U Authentication /35 A —42 DRE
VPN Wizard @ Step 9 T, RO FMEIZHENE T,

AFvF1 ST/ Y XA (DES. 3DES. £721% AES) B L UGRIET /L =Y X4 (MD5
F7IZSHA) 27V v 7 LET,

= VPN Wizard x|

VPN Wizard IPsec Encryption and Authentication {Step 9 of 11)

Seleck the encryption and authentication algorithms For this IPsec YPM tunnel, Configurations
on bath sides of the connection must match exactly.

Encryption:

Authentication: SHA A4

153919

< Back | Mext = | Firisti | Canicel | Help |

ATFvF2 Nextx7 Vw7 LTHATLET,
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7 FLRZEBOFN B LR Ty b bR TDIETE
ATV~ bRV T EGEHATEHE, VE—FT7EAIPsec 7 747 > b
. N7y FESIRIZE 5T, IPsec P RABRHATEET LI Z L0 (5L
) RV NIV —FT A F—T oA RIEEFETDHZEN (TFAMER) TEF
‘j—o

WX =2 VT ¢ 77T A4 7 2 AL, Network Address Translation (NAT; 1 v
NT—27 7 RUAZH) ZEH LT, WELIP 7 R L ADMHIC AR S e &
L TWET, FRESNTY E— b 2—HICT7 7 B AZFHF AT 5m—H /L 7R’
ANBLOFRY NT—JZ/BETDHIET, 20Xy NI —T7{REIHIFERE
TEET,

VPN Wizard @ Step 10 T, RO FNEIZHEVE T,

ATy T1 FEEENTVE—F 2a—WFIT 7 ERAEZHFATLHREBY VY—2D Y 2 M AR
BIEAR, IN—T, BLOxy hU—Z2BELET,

Selected Hosts/Networks fEI DA A b, Z—7 BLOFR v U —7 ZEIAIC
BT 51213 Add, BIMICHIBRT 5121 Delete 227 U v 7 LET,
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m. 78-18003-02-J |




| 7% 2+ VUA :IPsec YE—FF7HY X VPN BE
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Address Translation Exemption and Split Tunneling {Optional) {Step 10 of 11)

MNetwork Address Translation (MAT) is used ko hide the internal network from outside users, You can
make exceptions to MAT to expose the entire or part of the internal network to authenticated remote
users protected by YRR,

Tao expose the entire network behind the most secure interface ko remate YRR users without MAT,
leave the selection list blank,

Selecked Hosts/Mekworks:

~Host/Mekwork 10,10,10.0

Interface: Iinside &dd |

Delete |

Lf L«

Address: [10.10.10.0

Enable spiit tunneling to let remote users have simultansous encrypted access to the resources |

[l

defined above, and unencrypted access to the internet,

153920

< Back | Mext = | Firisti | Canicel | Help |

((¥) EE FESO Enable Split Tunneling ... = v 7 Ry 7 A4 1235 &,
AUy b hoR VU TRA F—=T NV ET, ATV v b bR
VIO RMBEHATOE RELERY NV OO ST T 4 v 7k, B
SN VPN P RV ERBEETICA 7 —3 v MOEBEE SN
F9,

AFvF2 Nextw#s Vv LTRATLET,
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IPsec JE— r 74+t X VPN &+ Y+ DR

IJE— 74 +tX VPN EBEDHKE

¥PN Wizard x|
VPN Wizard

VPN Wizard @ Step 11 T, #H LW VPN P RILOFET b Ea— &AL
FT, BRINDEEITROL I ET,

Summary (Step 11 of 11)

You have created a Remote Access VPN tunnel with the Following attributes:

WPM Tunmel Interface: outside

IPsec authentication uses pre-shared key: test

Tunnel Group Name: Cisco

Default Group Palicy: Cisco

User authentication using local user database

Mew users created in the local database: john_doe jane_smith

Pool of IP addresses for YPM clients: IPsecClientPool
(209.165.201.1 - 209.165.201.20)

Primary DMS: 209, 165,205,129

Secondary DNS: 209,165,202, 139

Primary WINS: 209,165,205,115

Secondary WINS: 209,165,205, 1658

Diefaulk Domain Mame: cisca,com

IKE Policy Encryption | Suthentication | DHGroup: SDES | SHA | Group 2

IPsec ESP Encryption | ESP Authentication: 3DES J SHA

Internal netwark elements exposed to remaote YPM users without MAT:
10.10.10.0

Split tunneling: enabled

ext = | Finish I Cancel | Help |

15392

WUNZRE SN TWAEAIE Finish 227V v 7 LT, @it xa2V7 40 77
FTAT VAIEENREZBERALET,

WICTNA A RBETHLEICHEASND LI, REEFEEAF— T v
a7 4 F¥alb—va IRETHEAIE, File A=a2—25 Save 7 U v 7
LET, £721%. ASDM 2K T4 5 & ICHRELE 2 L RAMICHRETH LD
RO BNET,

REE L2 RAF LRWGEEIE, RICT A A 2B T 5 & IR FRTOBREN T
DEFHEHSNET,
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RDIEE

xzorx A

ENRANEEBEIIT VI — I — T OLERERHICD RY —2 KD
54k VPN b o R EMESLT 52T, Cisco VPN 72 A T v V7 v =T %
AFLET,

Cisco Systems VPN 7 Z A 7 F DFEMIZ DU T,

http://www.cisco.com/en/US/products/sw/secursw/ps2308/index.html % £ L T < 72
é l/ \O

UE— 778 AVPNBRELZITICHEGHNE X2V T 4 T 7794 TV AERET
HEAIT. TN THIHRENKR T LE LT, EBIC, ROFIELZFTTHLE D
TEET,

EITRE SHRE

MR ER LA 3 ke | Cisco Security Appliance Command Line

L YEIERERE DR E Configuration Guide

H ¥R 72EH I oW T Cisco Security Appliance Command Reference
Cisco Security Appliance Logging
Configuration and System Log Messages

BEOT TV r—ra VICHEISEE X2 VT 4 TTIAT LV AERETEE
T WOETI, WX 2 VT 4 TTITA T U ADMO—{R2T 7V /r—
va VOBREFIEICONTHHALET,

KRITHE BR%

DMZ N Web h— & {fi#457- |56 [ U 4 : DMZ iR7E ]
OO EX 2T 4 T4
T ADIRE

Cisco AnyConnect ¥ 7 b7 =7 7 |5 8% [+ F U A : Cisco AnyConnect VPN
A7 FH® SSLVPN OFRE |7 A4 7 > MHOHEGORIE )

IJIAT VRV A(TT0YR— |5 9% [F U4 :SSLVPN 7 T4 7T

2) SSL VPN DO E kL R HERE )
YA FY—H A b VPN ORIE 10 =) AV oA Y —H A h VPN
BT
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VPN 95472 FRDEHD

= CHAPTER 8

Cisco AnyConnect

B

ZOFETIE, UE— bk =—¥ Cisco AnyConnect VPN 7 A4 7> b & L T
SSL Bt AL CE D LM X 2 VT 4 T IAT VA ERET DT
BEICHOWTHBAL £,

COEZIE, ROERHY 3,

SSL VPN 7 7 A4 7 v MEEEIZ DWW T (P.8-2)

Cisco AnyConnect VPN 7 Z A4 7> N V7 h 7 =7 OHfG (P.8-3)
AnyConnect SSLVPN 7 7 A4 7 b & L7- e P of] (P.8-4)
Cisco SSL VPN + 7+ U A D54 (P.8-5)

ROVEZE (P.8-17)
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$83E LFVUF :CiscoAnyConnect VPN 4S54 7 > FEDEHEDHTE |

W SSLVPN 454 7> FEGIZONT

SSLVPN 75472 FESIZDOINT

GE)

SSLVPN 7 54T bty b7 v L6, UE—h 22—V, RO
ZRBDENC T "I 2T II9AT 2 oA A —1LTH0EITIHY £H
o TORDY, VE—F 2—HL CiscoSSLVPN A > Z—T = A ADIP T F
VAEZIEDNS 457 Z 0P CANILET, 779 0WER, 2O X —T=A
AICHH L, SSLVPN v 7 A vl xR~ LET, =—VFORIEICEIIL, %
DA—YPNRTTAT U hEMTELE LTS EEHTIE, Bt T 1
TFIAT VAN E—F A a—BFOF—F 47 VAT AHE-T-
IIAT v NERMELET,

Cisco AnyConnect VPN 7 T4 7 F&HOTA L A M=)V EZF T rm—F
TOHEIE. EHEHERPLETT,

Foygroa—Ktg, 74T MEHEBA VA=V EREEZIToTHH, X
T 7% SSL ¥R A ENL L E T, BRSKR T LI, 2947 N VY7 MU =TI
WX 2 VT ¢ TTI7A T UV AOREFEISLTCEOEEERL, TV
A A=A ENET,

Ut— b 2 —¥FRLIFNC SSL VPN B 2 fESL L7e 2 &EBH 7 T4 T b Y
ZhN =T AERT A A N—LTBHI IR L T ARWEAIE, = — G
BHCHEGRYX2 VT o TTIA TV ANT TAT 2 hOAR=T 3 &S,
MG UTCT v 77 b— K&V ET,
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| 8% 4 U7 : Cisco AnyConnect VPN ¥ 54 7 > FRDEHDRTE

Cisco AnyConnect VPN 7 547> + v +roxz70mE B

Cisco AnyConnect VPN ¥ 547>+ VI bz 7 DEE

BSHEX =2V T 0 TTTAT7 U RE, YA 3D Web A 735 AnyConnect
VPN 7 A7 N V7 o7 2B LET, TOETE, FEV 4 F— %
il LT SSL VPN 2% ET 5 HIEICHOWTHEIA L E9, Cisco SSL VPN YV 7
TxTid, RESe AR T r— R TEET,

AnyConnect VPN 7 7 A4 7 > M, 2 —¥FREIGEX 2V T 4 7T I7A4 T A
MBH T ra— R 50, VAT LEHENRYE— R PCICFEH TS A F—1
THZENTEET, 2OV AT N YT My =2T2FETA, A N—1T
D HEDOFEIZ DT, [Cisco AnyConnect VPN Client Administrator Guidel %
ZRLTIZS,

WISt X 2T 4 TS IAT U AX, INA—"7 KR —F 723w o e+
La—HFDO2—PL4LT F) Eax— MNIESWT, JI9A4T7 M VY7 =T %
mﬁbi¢ ‘Wﬂk#;)%477§47yxfﬁ e N3 ke VA
LN TATV N BEMICRE T2 L IICRET L. 7 FAT v ha X
’7/[1— REDLMEIDERETHLH U E— b Z—FIZEDH D L IR ET
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ZOETIX, Web 7T 7 H 5D SSL VPN Bk A2 1T AN D K 9 ICEsH &
X2 UT 4 TTITAT UV RAERETDFHIEIZOWTIHBHLET, HEARDH
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ZOHE, WONETHRSLTOET,

KT H1EH
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TN—T KR —DE (P9-13)
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UE— kK 727X IPsec VPN #fi &7 AdL D L 9 (@) s ?%1)74 T
TAT VU AEFRET HFREHBET DR0IC, ROEHREZFLCICHELTLEE

AN

VEe—h 2—PREEHT WG 2 )T 4 TTIATUVADA L H—
TxAf AL, VE—F 2—YPRNZDA L F—T A ATHRTH L, SSL
VPN 7R— & )L N—URNE R ENET,

T HIVAEEIE,

ASA 5505 1%, T 74V N CTEEEBLERAELEKRLET, X2V T 1%
kL, 77 v oiks 2 /Jz UNRFRENTZNWE DT HID, VAT
AEARFEREICRET AR, APITEH I T2 SSL VPN FEBE % IE
AT HZERTEET,
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— EHT2FFIE7 2 b2/ (TACACS. SDI. NT. Kerberos. LDAP)
— AAAY—RDIPT FL =

— WAEHEHT 2@ X 2T TTIA TV ADA F—T = A
2

— AAAF— STRAEEAT 5 12 DR

o UE— bk 2—YRERA ML L7z L X2, SSL VPN R—H )L X—JIZFRR
T DHNE Web A FEZITR—=T DY R~ ZHiE, 22— NI THERE
BT Lo & ZIWIRREINDZR=UROT, VE—F =R HLHAEIC
HRTHH—F Y NeEOINERDY £7,

ASDM D2 El

Z DIATIX, ASDM Launcher Y 7 b 7 =7 ZfiHl L T ASDM % @3 25 HiEIZ
DWNWTitBA LE9, ASDM Launcher Y 7 b 7 =7 A VA F—/)LEN T2
BE1E, P57 D TASDM Launcher DA > A b —/L| BB LT ZEW,

Web 7' F U FE 7213 Java 2 H LT ASDM IZEHET 7 & 24 58481, P.5-10
D [Web 77 UV ZEH L7~ ASDM OEHE)] 22 L T &V,

ASDM Launcher ¥ 7 F 7 =7 &8 L T ASDM % LEd A12i%., RO FNEIZHE
b\iTo

ATFYF1 FT2Z27 vy Fh) 5, Cisco ASDM Launcher Y 7 N7 = 7 Z## L £ 7,

HAT RIS Ry I ARERINET,
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& Cisco ASDM Launcher ¥1.5(16) oy ] |

B, Cisco ASOM Launcher “¢lod

Device IP Address | Mame: I ;I

Username: I

Password: |

[ Runin Demo Made

(o4 I Close |

191840

afsls

Bt Xa VT4 TTI5A4TAD IP 7 RUVARAERIFHARA NMEASLE
j‘o

Username & Password D7 4 —/L RIZZEAHDOFEFICLTBEET,

N

(GE¥) T 7 4/v bk TiZ. Cisco ASDM Launcher {Z Username & Password I1i%E &
NTWEHEA,

OK%7 Vw7 LET,

FEAEOZ T ANEREZEGD X2 U T A BENERINTZHEIE. Yes &
707 LET,

ASA D, Ty T TF—RENEV 7 T x2TBHENE S ERL., HEBEIT
BEWicA oo — RLET,

AA L ASDM 7 4 v RUBRFRENET,
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7S5 94_R—20) SSL VPN & ASA 5505 DB

7T P R—2D SSL VPN OREAD 7 ut 2 &b+ 51213, IROFNEIZHE
l/\ij—o

AFYF1 AL ASDM U 4 R T, Wizards K2y 7 H7 A=a2—»5 SSL VPN
Wizard %341 L £9, SSL VPN Feature Step 1 [N R SN E T,

B 551 YPN Wizard
SSL VPN Wizard 5L VMM Connection Type (Step 1 of &)

Thes securily applance provides Secune Sockel Layer (S5L) remole access conmeclivly nom slimest sy
Inbermet-snablad lacabon using ony & Wb browser and its native S50 endryphion. The sécunty
appliance prosides bwn different bypes of S50 VPN connection.

Pz bk Ues Lypes o S5L WP cormmction Lo configurs;

[ Chentless S50 VN Access]
[ Bl 0
The securty sppbance sbows SoL-enabled web .
brewssers bo accerss HTTR o MTTPS weh seraers ona poen S5LVPH | Group
pkal pags, [ GaevE  Ppicy

™ Checo 5L WPH Cherit (ArryConmech YPN Cherl)

The seourity spphance downloads & sell-rutaling

ArryConnedt YEN Clienk bo the remote PC that abows
Full, seouee aconss ko resournes of an internal i
corpron sle peslerh, =

T EE

sk | ok | Bt | conodd | b |

AFw 72 SSL VPN Wizard ® Step 1 T, RO FNEIZHEVET,

a. Browser-based SSL VPN (Web VPN) = v 7 R v 7 A& A I LET,
b. Next#”7 U > 7 LTHATLET,
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SSLVPN A >3 —J 4 ADIEE
SSL VPN Wizard @ Step 2 T, KO FINEIZHENE T,

ATvF1 VE—b 2—VRBe T 2L A IEE LET,

& S5L YPX Wizard x|
SSL VPN Wizard oL VPN Interface (Step 2 of G)
2 Provicke & oonmecion nanms ared Hhe interl sce that 550 YPN users connect Lo,

Connartion Name: F"""'""-‘“ WPN

The interface uners socess For S5 YFN connections.

SEL Wi Inbezface: nastsicke -
} ot
Digitel Cerliliate P Addeesss 1088, 199170 [ 255,265 25400
‘whan users connict, the: seourity appliance iy Lerveddl her
L suthenticabe e ASA, t wisnZ
Cartificabe: I--Hcm-e - =
Connaction Group Settings
™ Eommectin Groug Fdasflel] |
[T Crecfaw Groos Ghas bet & Ehe bogs page
Information
b UL o access 551 WP Servier: https: Jl00LR6.L 194, 170445
URL Lo acoess ASDM; Filbges fFL0LBG, 194, 170 adesin
soeck | meor> | 2o | gancel | e | E

AFw T2 SSLVPNInterface Kz vy F&Z 7 U RS, UE—F a—F 0N+ 51
B—T A ARERLET, =R DA X —T oA A~DEG LT 5
L. SSLVPN R—Z /L R—IUNRFRENFET,

ATYwF 3 Cetificate Ry 7Z 7 JRARNES, ASA ZRFHFTH72DIC ASA N Y EF— k
D—PIZEET HAEHELZ RN L £7,
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ASA 5505 1%, T 74NV P CHOEEAFHEZAR LE T, Bx=2U 7 4 251k
L. 77 ?%@ﬁkif =V NERINBNVE T DD, VAT A ERE
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TEET,

A—HRRAEAXDIETE

ATy S1

2 — W ORIEIX, 7 — B IVERIEET — 5 ~N— A F 7213 O Authentication,
Authorization, and Accounting (AAA; F8FIE. 8RR, T VT 4 ) H—_%ff
AL TETTEET (AAA —3Z1E RADIUS, TACACS+, SDI, NT, Kerberos,
BLOLDAP 350 £9),

SSL VPN Wizard @ Step 3 T, RO FINEIZHENE T,

AAA Y —NNFE TP — N TN —TEFFRCHH L T B854, RO TFIEIZHEW
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a. Authenticate Using an AAA Server Group 47> a v R&¥ %7 ) v 7 L&
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| 78-18003-02-J

Cisco ASA 5505 V4 v R4—+FH4F N




B9E LFUYA:SSLVPNYSA 7Y FLRERE |

B 5547 FLRSSLVPN Y+ JADEE

& S5L YPX Wizard |
SSL VPN Wizard User authentication [Step J of G

The securily applance supporls sulberticalion of users ey an exlernsl ARA server or kecal user
Eocounts. Speciy how the secunity sophance suthenticates users when they logn.

™ Futherkicabe Lsng & BAL seraer Qroup

mmmml e P
f+ putheriicate usng the local user databasel
Liser to be Added
LI-;&M
mwd __iJ
wmmww
soack | s | il | gonond | o | E

b. FHFKEINTWSHH—, J)L—7 % Authenticate using an AAA Server
Group KRy X T UAMDNLEIRT 50, New 227 U w27 LTH LW
AAA Y= 7 —T ZBIML£7,

BLVAAA Y= TN —T 2 E T 21213, New 227 U v 7 LET, New
Authentication Server Group %A 7 2 7R v 7 ANRKRINET,

IDXEATRIT Ry 7 AT, WONBEEHRELET,

— =N T N—TF

— 4 2%EE7 2 h=2b (TACACS. SDI, NT. Kerberos, LDAP)
— AAAY—RDIPT KL A

— WX 2T 4 TTIATUVADA S —T = A A
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AFwT2 o= a—Y F—E_R=2E AL Ta—V%2BHT 55E. ROFIETH
LWa—H Th T NEERCEET, ASDMREA ¥ —7 = A A%fHL
T, B Ta—HFE2ENTAHZEHLTEET,

LW —FEZ BT A100F, 2— L E AT —FE2 AL AddE2 2 Y v 7
L/jz‘g‘o

AT T3 HLna—VFOBMAKT LIS, Nextx#27 U v 7 LTHITLET,

TV—T R —DHEE

SSL VPN Wizard @ Step 4 TIRDFNAIZES>TI/NA—T RY U —ZRELE T,

AT 971 Createnew group policy 27> a > R¥Z %27 Vw7 LT, IA—7LEHEEL
i‘a_o
EelEs

Modify an existing group policy 47" a > K& %27 U v/ LT, Rey 7 4y
VAL T N—T RN LET,
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& S5L YPX Wizard x|
SS5L VPN Wizard GrosE PONCY LXep 4 of 6

A group policy s & collection of user-orenbed sttribubeysus pars, Unless by & specilic group
by, 8l users are membars of the defaukt group pobcy (DFRGIERCkeY) T , configuring the
defaudt groun pollcy Ints users inhert abbrifates thak ynu have not configuned ot the indhidial group
ey or R rsane® bervel.

F Create now group pobey [rmmsaied
" Mackify exishing group policy Il'lil'l.'.l:'ll""lr'-" -

11518

&le:li's' | Cﬂl'l.'dl I:H"I

ARTF9F2 NextxZ7 Vw7 LET,

VE—F 2—HFRADTVIT—9 YR FOER

I—YRHHEICT 7B ATEALIICURL DY A RMEREL T, R—F )L R_—
V. DFENTITUVR—ZAD I TAT v RNV T TTIAT
A~D VPN Bt et LT- & S ICE RSB FRIZ: Web X—T 2Bk T&E £
—a—o

SSL VPN Wizard @ Step 5 T, IROFNHIZHE> T, VPN R—F )L RX—VIZRKRT
% URL Zf8E L £7,
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ATFYF1 BHEOT v I ~—27 VA NERETDICE, Fay7EFor URINET v
~—7 VAR EBRBIRLET,

% 551 VPN Wizard 3
r H2L VPN Wirard WebWPH - Bookmark Bsl {Slep 5ol 7

Configurn a bt of group inbranek webrsins that appeses in tha poetal page a5 inks that Lsers can
rivigats ko,

Esckmack List: [TV | [ manage...

g
[ ack | Mot » | [conee ] [ ] |2

FLWY A RNZBMT 50, BEFO U A N EwRET HI21L, Manage 27V v 7
Li‘é—o

Configure GUI Customization Objects % 1 7 2 7 7R v 7 ANR A INE T,
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§= Configure GUI Customization Objects x|

Configure bookmark lists that the security appliance displays on the S5L YPH portal
page.

dp add | B Edit | Ml Delete | gk Import | [E Export |

| Bookmarks ’

oK Cancel Help

191542

AFvF2 HLWwWIvr~—27 YA MEERTHIZE, AddE2 Y v 7 LET,

BEfFn7 vy s ~—2 VA MEHRETDHITIE, VA MZERLCEditZ 27 Y v 7
L/i—gﬁo

Add Bookmark List # A 7 1 7R v 7 ANFERINE T,
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f= Add Bookmark List x|
Bookmark List Mame: [GroupsalesBookmarks
Py AL | |.°.c|d|
Edlit |
Delete |
Mewe g |
Mase Do |
(o4 Cancel Help %
AF97F3 URLListName N> 7 AT AERT D7 v/ ~v—2 VA M ERELET, 20
ZHNEL, VPN AR —H )L R=T DX A bt LTSN ET,
RAFYF4 Add%E7 V7 LT, HILWURLEY v ~—7 UARNMIBMLET,

Add Bookmark Entry %4 7 2 VAR v 7 ANERINET,

g& add Bookmark Entry x|
Bookmark Title: ISaIesReport
URL Walue: "uttp LI st Icompan\;sales.companylcom
Advanced Options ¥
=+
OF I Cancel | Help | &
o

AFTvw 7S5 Bookmark Title 7 4 —/V R T, YA DX A MM EZIEELET,

ATFYF6 URLValue Ky 7FEZ T UX b, $8ETSH URL DX A Fa IR L E7,

7= & 213, http, https, ftp 72 & T,
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WIZ, =V D5ELRM URL 2 E LET,
ATFYFT7T OK#%7 Y v27 LT, AddBookmark List # 4 7 1 7R v 7 ZIZREY £3,

ATFYF8 Tvr~v—7 VUALOBEMPKTLES, OK 27 U v 2 LT Configure GUI
Customization Objects % A 7 2 7 AR v 7 AR D £,

ATFYF9 Tyvr~—7 VAMOBNBIOWENK T LZH, OK 227 Y v 27 LT SSL
VPN Wizard @ Step 5 \ZFR Y £,

AF w710 Bookmark List Fr v 7& 7 UAX Rhb, 20O VPN ZA—FDT v 7~—7
UANAZEBEIRLET,

ATFYT M Next #27 Vw7 LTRATLET,
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#% SSL YPN Wizard
SSL VPN Wizard
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SSL VPN Wizard @ Step 7 T, RENBNELWI 2R LET, ErRENd
BREITIRD X 912720 £,

Summary {Step 6 of 6)

You have created a SSLWPN connection with Fallowing attributes:

Selected Features:  Clientless

Connection Mame:  Clientless-YPR

S5L WPM Interface: outside

User Authentication: LOCAL

Group Policy; GroupSales

Biookmark List: Group5alesBookmarks

1915847

il [dext = | Firiish | Cancel | Help |

WUNZRE SN TWAEAIE Finish 227V v 7 LT, @it xa2V7 40 77
FTAT VACEENREZ#EALET,

WICT A ZAZRET5EXICHEHAIND LI, RELEEERAF—NT v
AT 4 X2 b—a JRFETDHHAIE. File A==2—05 Save 7 U v 7
LEd, 721, ASDM 2K T35 & ICRELE &2 LARKAMICHRTETH LD
RO HNET,

it

REEFEERIF L2V EIR, RICT AN, AZRET 5 & S ICEERIOFRENZ
OFFEHINET,
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7547 MU ASSLVPN BBEREZFICE X2V T4 T I7AT V AZRD
BT 52581, SN TOHRENMETLE L, 612, ROFIEZEITTLHZ

EbTEET,

RITHRE

SR

MR EB L OF 7 g e | Cisco Security Appliance Command Line

& PLRBERE DR E

Configuration Guide

HEMEHIZ SN T

Cisco Security Appliance Command Reference

Cisco Security Appliance Logging
Configuration and System Log Messages

HEOT TV r— g N X2 VT T IFA TV AERETEE

X &

T, ROETIL, WM X2 VT 4 T4 T ADMO— 8727 7V r—
Ta OFEFEICHOWTHALET,

KRITHE

BR%

DMZ N®D Web Y— " Z{R#T 5 7~
OO X 2T 4 T4
T ADRE

4 6% [vF VA DMZ &E)

JE— K7 27 A VPN ORIE

1 U4 i IPsec VE—FT V&
A VPN #%7E ]

AnyConnect VPN D% E

#o®E [ F U4 :SSLVPN 74T
b L R B

P A FY—H A b VPN O E

FI0FEIF YV A YA MY —H A F VPN
BT
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= CHAPTER 1 O

oFrFx YA Y —YA F
VPN 5%5E

COETH, @S XVT TTIATURAEFERAL T, YA Y —Y A
F VPN Z1ERLT 5 FIEIZ W T L E T,

WEMHEX2 VT 0 T T7A4 7 AR > TS H A Y —H% 1 k VPN #5E
BT LE, REIXY NT—7 ¥ X2 VT o M L2 E, Ry FU—
JEPRLTEIRA N= =R P DY £— b 7 4 XL DR TR = X
FNONRT Y w7 4B —Fy NEAEBTEET, VPN BRI TIE, £¥%=7
TG, DFED P RARRHT | DOGFN LRSI ~T — X Z X TEE
T ZAUE, ETEROMGAFRIEL ., WIZ2 DDA METEEFEINDTRT
DT —X % BB BbT 5 2 Ll k> TRBRIZZR D £,

ZOEIZIE, ROENH Y 9,

o YA FY—H¥A FVPNXy FU—2 bRETOH (P.10-2)
o YA RNY—HA b FVUFDFEE (P.10-3)

e VPN O RHAlOFE  (P.10-15)

o RDIEE (P.10-16)
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YA FY—HA4 VPN Ry FJ—9 kRO OH
10-1 12, 220X 2T 0 777 A4 T 2 AMO VPN kv RLDOH %
RLFET,

10-1 Y4 bY—Y A FVPNRESFTIADRY bT—Y LL4TI L+

ISP JL—% A=l

HHER by o

209.165.200.226

V&R
209.165.200.236

1)
mE Ry

a 10.20.20.0 gy
Fal)Tq BIGEEFa)T+
FTISATUAA
> ~ > ~
IR Qy s~ Q}
R=yFL \/ R=yFiL \/ o
avEa— \/ 3‘/51—’5’\/ %

10-1 ® & 572 VPN %A Y —H% o MEREZIERT 221X, 2 Bo@EN &
X2 VT4 TTIAT UV AERETHLENH D T (BEHROFNENOMI
1 B592),
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| £10% SFUA: YA bY—H4 b VPN EE

HA rY—HAF oFroEE B

& == |
YA bY—HA F OF)ADEE
ZOHETIE, K10-1 IZERRENTWDBIE—RT 78R U F U FDONRT A—X
BlEFERL T, A b —% A F VPNERIZENR X2 )T 0 T 7T T
AERETDHHELCHOWTHRHALET,

COHIT, RONETHEESNLTHET,

o INETHIE®R (P.10-3)
o YA NY—HA K VPN OFE (P.10-3)

IR 9 515K
ZOREFMEZBRAET DRI, ROFRETBF L X7,
o JE—FOERMYXaVF 4 TTI5AT LA ETDIPT FL 2

e UE—hK YA DY V—RLDOBEIZIRAEERT S ENTFTSN
7-a—JNVARARNERY NU—=IDIPT KL A

o n—N) UY—RLOBWBEIC MRV ERRTLZ ENFATINZY £—
FARARERY FT—=IDIPT FL A

Y4 bYy—H4 F VPN DFRE
Z ZTliX. ASDM VPN Wizard 2 L CH 4 Y —+ 4 b VPN AIzi#icE &
X274 TTITAT LV RAERET D HIEICOWTHALET,
ZOHEIE, WONETHKRINTHET,
e ASDM OjE) (P.10-4)
o B—NUN YA NTOEF2VT 4 TTIT7A4T U ADFHKE (P.10-6)
e UE— K VPN ETIZHET DIEHRDO AT (P.10-7)
e IKERV —0DE (P.10-9)
¢ IPsec Encryption /X7 A —# 33 J. O\ Authentication /X7 A — &% O E (P.10-11)
o FARMBIOVOFy hU—27DOFFE (P.10-12)
e VPN7 FUbEa—hDORREY 4P —FDOHKT (P.10-14)
WO TIX, FREFIEEZFETT 2 HELZZEMTALET,
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ASDM D#EEh

Z MIETIX, ASDM Launcher ¥ 7 U =7 %2 L T ASDM % E &4 5 H1EIC
DWNWTitBA LE9, ASDM Launcher Y 7 b 7 =7 A VA F—/LEN T2
BE1E, P.5-7 D TASDM Launcher DA > A b —/L| ZBRL T ZEW,

Web 7' F 7 FE721% Java 2 H LT ASDM IZEHET 7 24 58481, P.5-10
D [Web 77 V2 L7- ASDM OELE)] 2L T 7ZEV,

ASDM Launcher ¥ 7 b7 =7 Zf#i ] LT ASDM Z &4 512X, RO FNEIHE
l/\i‘a‘o

ATy F1 F27 vy 7FH 5, Cisco ASDM Launcher ¥ 7 N7 = 7 Zi# L E 4,

BAT SRy I ARERINET,

& Cisco ASDM Launcher ¥1.5(16) P ] B

5, Cisco ASOM Launcher —“¢lsde

Device IP Address | Mame: I LI

Usernarme: |

Password: I

[~ Runin Demo Made

CK I Close |

191840

nje|a

2Fy T2 SRt X2 VT 4 TSIA T ADIPT RLAFRIIHRA NAE AT LET,

AT w3 Username & Password D7 4 —/L RIZZEADOFEFFIZLTBXET,

N

(G¥) T 7 /v bk TiZ.Cisco ASDM Launcher {Z Username & Password [1i%E &
NTWEHEA,
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| £10% $FUA: ¥4 bY—H41 + VPN E&SE

H4 rY—HA+ oruFtoxE B

AFwvF4 OK%E7 VU7 LET,

ATYFT5 FEHEOZFANEREZEGD X2 U T 4 BERERINTZHEIT. Yes &
70wy LET,
ASAN, ToFF—hENTEY 7 M= TRHLNE I DB L, HHHAIE
By e —RLET,
AA 2 ASDM 7 4 > RUunFRENET,
& Cisco ASD 6.0 for ASA =lox
He Tk wawds e LT — T
0 e o cortipnsein 2] morkonns | | save Qb avash| ) ok () pormes| P v | l cIsco
= - (=]
5| s o] | B2 et oot |
S Device Information Interface Status =
| sl | Livense | Tteelaen | Padkentsk | e | ek [ s |
e FaowTie: o iy sdcress i down @ doen O

ey 19 L L L Wdwn Wdwn 0
A5 Veron: 8.0(0)238 Device Lptme: 2d 1h Tm 505 catunion PO VRS 00, 73 9w Quw &
ASDM Verse: B.0{1) D Tyger: ASA S5HN
Freal Medde: Bemitd Contmat Mcale: Singln
Totsl Flesh: 256 MD Total Memory: 256 M0

Select an Inberface to view Input snd output Bhees

WPN Tunnels Traffic Status
E: O Feec: O Whenthass S50 WPH: 0 S5 WP Therk: O Carrmotion: Per Sacond Lage
System Resources Stabus
L= CPU Lieags (peroent) a
i - -+ - I -
o J“EWWHNV“NM" vzve oee [ o beas
(k8 &1 e 0 ETCP 0 B Tos: 0
it arhe * aae (o) wn am a3z skl Irierdince Tradlic Lizaoe (Khes)
Hemory — Mamory Liiage (HE)

Al
__._. __._ 2
[ T e— O& 8 %
Severty| Date | Tew | Srekoi| Swrel | oeseaton | Corserition
(1] Mar 24 2007 223 Meld] oM E5. 200274 LD.BS I ITD

kL& Mar 24 207 IRELT R

U9 160, 000,21 L0 L9400
L s M 24 00T [1=8r b O, aroirai]

9185000 253 L0URS LS 1 R0
W 1RE W % BN RE BT BN

b
Taardoswn }OMF connection For Faddr 20, 165 200 23480 gaddr 10,6815, 17018154 leddr II:EI
Tadrdeen FOMP conniction For Faddr 2079, LS. 2002040 gaddr 10,6 194, 1 P0/20 5D leddr 10 -
Bt cntbace ol [CMB coafwwction for Fadde 100, 168,300, T340 gacklr 10088, 194, 1 T 54 Lk &
n-n-MM|memr.~T 1R 0 A ke 101 A 15| TG Lk
- —
&
Diavice configurstion leadid fuccessfuly, aadmnz 15 @ g B At 2w aMuTE |5

.i LS M 4 T M FhEE WA
i
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W 54 rYy—H1F PFVFOEE

O—AL YA bTOEF2 YT 7TSAT7VRADRE
S

) oV FIATE BHOVA OB X2 T 4 TTIAT A%
Security Appliance 1 & FFUNE 9,

Security Appliance 1 ZF&ET 511X, WO FIHITIENE T,

ATFYT1 AL ASDM 7 > R T, Wizards Kue v 77X 7 2 =2—» IPsec VPN
Wizard 473 3 > %8R L £4, ASDM T, ] VPN Wizard B 25 BH % £,

VPN Wizard @ Step 1 T, RO FMAIZHENE T,
a. VPN Tunnel Type fEI T, Site-to-Site = > a > RZ %27V v 7 LET,

N
(3¥)  Site-to-Site VPN 472 a U EBIRTH L 2 2D Psec EX = U T o
F—= U AR SNETN, ZZFEI eV T T
FAT A VPNaryt2 M—&, 72031 MY —H A b IPsec
BHasY R — b T 2FZ0OMOT RAADREENDAREENRDH Y F

B

b. VPN Tunnel Interface Kz v 7 &7 U X "vb | BIfED VPN b o RV TH
NigA B —T A A& LT Outside Z3#K L £,
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H4 rY—HA+ oruFtoxE B

¥PN Tunnel Type (Step 1 of ...}

Use this wizard to configure new site-to-site WPM tunnels or new remote access YPR tunnels. &
tunnel between bwo devices is called a site-to-site tunnel and is bidirectional, & tunnel
established by calls From remote users such as telecommuters is called remote access tunnel.

This wizard creates basic tunnel configurations that you can edit later using the ASDM,

WPM Tunnel Type:
Sile-lo-Site VPN

Remote

Local ? Femate

" Remaoke Access

WPM Tunnel Interface: Ioutside A |

v Enable inbound IPsec sessions ko bypass interface access lisks, Group policy and per-user
authorization access lists still apply to the traffic.

= Back | ext = | Eimist I Cancel | Help I

153304

C. Nextx%#7 U7 LTHATLET,

JE—F VPN E7ICET HBHROAS

Y

GE)

VPN E7IE, HEL TWAERDO L ) —FHFORICHDH VAT LT, @FITY T—
YA NZTHY FT,

DY FUATIE, UE— bk VPN BT % Security Appliance 2 & FEOVE T,
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W 54 rYy—H1F PFVFOEE

VPN Wizard @ Step 2 T, RO FNEIZHENE T,

AFYF1 ETOIP T RLVA (ZOYF YA TOD Security Appliance2 @ IP 7 KL A%
209.165.200.236) B LW bR Z—74 (7= & 21X, ICisco)) Z AT LET,

ATvT2 ROWTNPORGESRZBERL T, HHT IR A THEBEEL LT,

o FREEICAH T w7 FRIIA ¥ — %7 5121, Pre-Shared Key 7' =
VARV EIY v L, FERifEEY— (& XL, [Cisco)) ZATILET,
ZOX—F, WYX 2V T 4 TTIA T AMO IPsec x T —3 7
VTCHRENET,

S

GE) HFaiAEX—0EGEEHEHTIHEE. bR TR ET O
IP7 RLARIZRDMENRHD £,

o FRREICT VX VGEMEE AT BI2IL, Certificate 47 a v RE¥ %7
U w7 L. Certificate Signing Algorithm K1 v 7’ X w72 U A M) bFEAES
LT N Y ZALEFIRL, KIZ, FRRESNLTNWD T A MRA Mz
Trustpoint Name K& ‘)705’\"7/ VA MO @EIRLET,

FEECT AN EA AT D TET. ETE R T A MRA V FAEREL
TWARWERIZ D 2 >DOF > aronTinzafEHLTY  F— K%
AT CTE 9, WEFREIL. Y ASDM XA 2 L THR TIEETE £
j—o

. Challenge/Response Authentication 7' > 2  RF &7 Y v/ LT, TD
TREF R HEHTEET,
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| £10% SFUA: YA bY—H4 b VPN EE

H4 rY—HA+ oruFtoxE B

= YPN Wizard

¥ VPN Wizard Remote Site Peer (Step 2 of 6)

Configure the P address of the peer device, authertication method and the tunnel group far this
site-to-site tunnel.

Peer IP Address: | 209165 200236

- Authentication Methoc

(%) Pre-shared key

Pre-Shared Key: | Cisco

() Certificate

Certificate Signing Algorithin:  rea-sig

Trustpoint Name:

O Challengeresponse authentication (CRACK)

rTunnel Group

For ste-to-site connections with pre-shared key authentication, the tunnel group name must
be the same as either the peer IP address ar the peer hosthame, whichever is used as the
peet's identity .

Turne! Groug Matne: 203165 .200.236|

153905

[«Back ][ Mext = ] Finish [ Canicel ] [Help ]

AF9F3 Nextw#s Vv LTRATLET,

IKE RY) —DE&E

IKE %, 7—F5R#E LT TA N — 5l T oL s Eer v —
varZu bhal T BT OID iR T AL LET T E A LA,
ASDM OF 7 # v MEZEBERATIE, +3128F 2T 72 VPN U RL%E 220
7RI TE 9,

VPN Wizard @ Step 3 T, RO TFNAIZIEVE T,
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AFwT1 KE®F=2UT4 7Y o—2a  ZBWCHEEHYX 2T 4 TFI9A4 7
AMER T DI B{LT /LY XA (DES, 3DES. F£721X AES), #BFE7 LT U X
2 (MDS F£7-1% SHA). ¥ X O Diffie-Hellman 72— (1, 2. £721%5) %7
Uy 27 LET,

& VPN Wizard @
¥ VPN Wizard IKE Policy (Step 3 of 6)

Zelect the encryption algorithim, authertication algorithm, and Diffie-Hellinan aroup for the
devices to use to negotiate an Internet Key Exchange (IKE) security associstion betvween
them. Configurations on baoth sides of the connection must match exactly.

Ercryption:

Authertication: SHA »

CH Group: 2 »

153906

[ = Back |[ Mext= | Pk | [ Cancel | [ Hele |

s

(G¥)  Security Appliance 2 %3 E 3 55413, Security Appliance 1 TEER L 7= 4
FT v a v LR UEA EMICATI LET, VPN xR, 48t
HWEAET S5 —MRORFEREIE, B bORES TT,

AFvF2 Nextw#s Vv LTRATLET,
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IPsec Encryption /35 A —4 # & Uf Authentication /35 A —42 DRE
VPN Wizard @ Step 4 T, IROFNEIZHENE T,

ATvF1 Encryption Ky 77X o URSMBRESLT VT Y XA (DES, 3DES., E£7-
IZ AES) % . Authentication K22 v 7' Z 7 U XA MNNLIRFET /LT Y XA (MD5
F 721X SHA) Z@&IRLE7,

& VPN Wizard @
¥ VPN Wizard IPSec Encryption and Authentication (Step 4 of 6)

Select the encryption and authertication algorithms for thiz IPSec WPM tunnel. Configurstions
an both sides of the connection must match exactly.

Ercryption:

Authertication: SHA »

153907

[ = Back |[ Mext= | Pk | [ Cancel | [ Hele |

AFvF2 Nextw#s Vv LTRATLET,
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RAEBEURY FT—V DIEE

ATy S1

ATFvT2

ATFv73

RNV DFMDOAEA FBL Ry hT—7 L DOBFEIZZ D IPsec b RL%
ERTHZENFFRIESNTca—hL A FPOFRANEBEIORR Yy NT—7 ZHEE
LET, Add £72id Delete 227 U v 7 LT, M RANDT 7 EBARFRIEN
FERANBLOR Yy NU—J 2BELET, BAEDOT T IVATIE, Xy hU—
7 A (10.10.10.0) 25D ~T 7 ¢ » 7 % Security Appliance 1 1 X - CH &b &
AL VPN b LR TEE SN E T

BT . B— IV EANBLOFRY T =7 ~DT 7 ®AIZZ D IPsec b F/b
EHEATHZEEHFATHIVE—F A FOKRA MBI RY NT—7 ZIEE
LET, RAMBLOxy NU—7 ZFMITEMNT 512X Add, HIFRT 2121%
Delete #7 Y v 7 LET, ZDOTF U AIZEBWT, Security Appliance 1 Tid, U
EF—h Xy NT—=2FFy FU—2 B (10.2020.0) T, ZOXy NT—71rb
DOREEALESNTZ N T 7 4 v 7T bR AREBTHITSINET,

VPN Wizard ® Step 5 T, RO FNEIZHEVE T,

Action fE18 T, Protect 7Y 3 > IR Z . £ 7-1% Do Not Protect 7> 3 > IRH
7 U7 LET,

T D, RS TRER T A =L Ry hT—=2DIP T KL A% AT
Do, AW (L) RELZT7 Y7 LT, RARERY N7 DU R hvbiE
WLET,

T D, FIMEE LR T2V E—F Xy MUY= DIPT L AZ AT
D, AW (L) REEZ TV o7 LT, RARERY NU—T DU R hbiE
WLET,
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Hosts and RNetworks ({Step 5 of 6)

An IPsec tunnel protects data exchanged by selected hosts and netwarks at the lacal and
remote sites. Please identify hosts and networks to be used in the IPsec tunnel,

" Do not Protect

Action:

Local Mebworks: Itest

1] 1]

Remote Networks: IZDQ. 165,200,225

¥ Exempt 454 side host/network From address branslation: Iinside - |

= Back | Next = | Eimishi | Cancel | Help |

153905

ATYT4 Nextzr Vw7 LTRITLET,
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VPN 7 Y Ea—FDERFTEV A F—FORT
VPN Wizard @ Step 6 T, {ER L7z VPN b2 RV ORREY A &R L £,

[ YPN Wizard =
VPN Wizard

Summary ({Step 6 of 6)

‘ou have created a Site-to-Site WP tunnel with the following attributes:

YPM Tunnel Interface: outside
Peer IP Address: 209, 165,200,236
IPSsec authentication uses pre-shared key:Cisco
Tunnel Group Name: 209, 165,200,236
IKE Policy Encryption | Authentication f DHGroup: 3DES J SHA [ Group 2
IPsec ESP Encryption J ESP Authentication: 3DES § SHA
Traffic Flow to be protected by this tunnel:
(local) test
(remnote) 209,165, 200,225

i ek = | Einish | Cancel | Help |

153909

WUNCHRESNTWAEAIT, Finish 227V v 27 LT, #infltxaU5 4 7
TIATUARACERENEEEHA L ET,

WIZTNA A BT L EZCEAIND LI, RELEEAX— T v
a7 4 F¥al—va VRFETDBEAI. File A==a—05 Save %7 U v 7
l_/i—g*o

T2t ASDM 28 T35 L ZICREL R Z L AARIRGET L L HITRKD S
ﬂi‘é—o

REER ZARAT LW a3 IRICT A 22 BB T 5 & S ICEFRTORENZE
DEFHEHSNET,

ZOEAEIZ LY, Security Appliance 1| DFXE T RE ABK T LET,
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VPN B Rx@inmz: W

VPN =80 K3l D EXE

GE)

INT, B—INDOFENEX=2 T 0 T I9A TV AOREIZET LE LT,
Wi, VE—bF YA FTEHMEX2 VT 4 T I9AT VU RABRET DHLEN
HYET,

VE—F YA FTlE, VPN ET L LTOREEZRET 2 DHOBEIG R XY
TATTIAT U AERELET, v— VOG22 VT 0 T7I7A47
VAEBRELZEELRACFIAEEALET, P10-6 D Tu—H1 +A N TD
YX 2 VT TTIAT LV ADOHKEINOHRBE L. P.10-14 DIVPN T MU B a—
fOFRET AP —FOKT) THRTLET,

Security Appliance 2 ZFXET DA, R— WV FA MB LRy FT—7 2RV
C. Security Appliance | TER L7=K AT a v LR UMEAEFALE 4, VPN
SRS 2 — AR RRNIE, RS T,
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W xotx

RDIEE

PA BV =% A b VPNERELZTICESR X2 VT 0 T I7A4 7 o A&k ET
LA, TR THHIREN T T LE L, b2, ROFIELZETTLI LD

TEET,

ERITRE BWE

MR ER LA T v g L HkkE | Cisco Security Appliance Command Line

& YEIRIERE DER TE Configuration Guide

H 72 A Iz O\ T Cisco Security Appliance Command Reference

Cisco Security Appliance Logging
Configuration and System Log Messages

BT TV r—ya VS X 2 VT 4 TS IAT VAEBRETEE
T, ROETIL, WM X2 VT 4 T4 T ADMO— 8727 7V r—
Ta OFEFEICHOWTHALET,

ERITHE BHRE

DMZ N®D Web H— R Z #5577 |63 [ VU4 : DMZ3%E |
OISR X2 VT 4 TS5
T ADRE

VE— ~7 7 RA VPN ORIE /T [>FUA IPsec VE— T 7%

A VPN iR |

IJIAT VRV A(TIT0YR— |5 9% [FUA :SSLVPN 7 T4 7T
2) SSL VPN DOFHE kL R HERE )

Cisco AnyConnect ¥ 7 b7 =7 7 |5 8% [ J VU 4 : Cisco AnyConnect VPN

F 47 D SSL VPN ORE I TAT v SO O E

l Cisco ASA5505 91 vy RE—hk HAF

78-18003-02-J |


http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/cmd_ref/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm

= CHAPTER 1 1

F 1A : Easy VPN /\— F
DIT7 V34TV MRE

ZDFETIX, Basy VPN N— R =7 7547 & U THBET 5 ASA 5505 D
REFFEIZHOWTEIBH L EJ, ASA 5505 iL. Virtual Private Network (VPN; 73—
Fx N TTAX=F Xy NT—7) ZERET DEEDT A A0 B 5 Easy
VPN #D—B L L CTHEATE £,

ZOFEITIE, WOERHY £,

Easy VPN N— KT =7 7 547> h & LTD ASA 5505 D (P.11-2)
7 74T N E—RENEM (P.11-4)

Easy VPN N— R =7 7 74 7 hDOFEE (P.11-7)

EE72 Easy VPN 7 b U B2 — O E (P.11-13)

WOMEZE (P.11-14)
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W Easy VPN/\—F9x7 254 7> F&LTH ASA 5505 DEF

EasyVPN/\—FOx7 954 F7> & LTD ASA5505D

{52 FA

Cisco Easy VPN "— KT =7 7 54 7 b (B4, TBasy VPN U E— K 734
A1) ERTLE, HEOYA FEFHLTWLEEIINS DY A MHOZL
LIRBEEEMELLT, VY — A& A TEET, CiscoBasy VPN Y U =2 — 3 &
X, AA 2 %A D EBasy VPN —8 UE— |k I 7 ¢ AD Easy VPN /— |
V=T 7 TAT Y P THRENTHET,

Cisco ASA 5505 I3, Cisco Easy VPN /~»— R =7 7 5 A 7 > k¥ 7213 Cisco Easy
VPN = (4, T~y R=U R FARALR)) LU THEETHIZENTEET
25, RIRFICH T OEEIZ RI2TZ LIXTTEEE A,

Easy VPN V' U = —3 g VAT 5 &L IRODF71ET VPN ORERL & 5 B R 1k

éniﬁ_o

e UE—hK HARDKEAIN VPN 77347 8 V7 My =T 237554
Enplirbd,

o FRYP—NZEF2UT 4 KUY T—0EE L, VPN SIS ND L
X2V T4 RV —BYVE—h NN—FU=xT 7747 MIEHIN
50

o B—NNVIIRETIOILENDDRE/NT A—FBNFLAERWZD, A
A NEBO VM Z B/ NRIZI A B D,

11-1 12, Easy VPN =2 AR —3R > M & BB LT, VPN Z1ERT 2 Hika R L

‘j—o
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| £11F L+YF :EasyVPNNN\—FY17 45472 FRTE

B 111

10
|

Easy VPN \—F9 17 45472 h&LTMH ASA5505 nER M

VPN O Easy VPN 3 v/R—=R Y b

IJE— bk LAN S LAN

= >

y 7

l

JE—ERE
EZEAT S
{2 —=3v k

|
=S S

ASA5505 ISP IL—% Easy VPN H#—/3
~ (Easy VPN (ASA 5500 1) —X
N=RHIF 55472 k) BESEEF1UFs 7ISAT VA,

Cisco VPN 30xx.
F7=1% Cisco I0S 12.2(8)T)

153801

Easy VPN N— R0 =7 7747 b ELTHEATLIHAE. AET 7B AND
DMZ NDT A A& Ri#ET D EOIARN 7 7 A4 T U —/L h—EREFELT
T HEIITASASS0S #RETHZ LB TEFEJ, 7277 L, ASA 5505 23 Easy VPN
N=RT =T 7747 e LTHET 2 X ICRESN TV DA, o
HAT DN RNVEHSLTEERA, 72& 21X ASA 5505 X Easy VPN /~— R
TxT ITAT b EIEREET Y — 7 VPN RO F O Ok & L C RO

RBTHZLIITEERA,
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W 55472k E—F&NEM

DS54 F72F E—F&NEM

Easy VRPN "— RU =7 7547 ME, 7 747 b &— FE 72 Network
Extension Mode (NEM; % v h U —ZJRE—R) ® 2 DOEHE— KOWTH
NPt R—hrLES, EHE— RNX, BasyVPNNN—FRU =7 75347 FOY
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