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TIAT o RAER L TWET,

X 91 JE—FF7I9ERAVPNOLFIFADRY FT—D LATI
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VPN 95472
! Xa)7o (17_7-;—}17)/|\

FISATUR
oo (B s !
———

VPN 95472k

(—42)
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IPsec Y E— F75 X VPN &F 1) A DELE

COETHE, #NEX =2V T 4 TTIATVAEZHRELTC, VE—h 754
T RBIOYE—F T84 205 IPsec VPN 5t &2 32 1 A11F 5 HHEIC DWW T
FHA L E9d, ZTOWETIX, Easy VPN Y U = —3 3 U &2 T3 545512 Easy VPN
PN (N R R TN REMEENDZEHHY FT) #RET D HIEI
DWTHBLET,

DETIER

Ean
AxX B

EEOFINL, X 9-1 TRTVE—FT 7 BADT TV AnbREENET,

ZOETIE, RO Ny ZIZHOWTEY FIFET,

VB (P.9-3)

ASDM DL (P.9-4)

IPsec U E— 7 7t A VPN OFE (P.9-7)

VPN 7 AT~ %A TOEPR (P.9-8)

VPN k> b Zv—T7% LEERE RO E (P.9-9)
— YA D HEE (P.9-11)

(FFvay) a—FT7hor hoFE (P9-13)

7 RVA P—LOi%E (P9-14)

AT T R Ea—bORE (P9-15)

IKE R Y > —DF#E (P.9-17)

IPsec 5 5 b L OGRFE/NT A —X OF%E (P.9-18)
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JE— k7 7+ A VPN &ZEDOH (P.9-21)
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IP 77— L TCHERINAIP T FLADHEH, ZA6D0T7 N AIX, B
Hh4HE U E— h VPN 27 547 MZEID Y TonET,
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o VPN ~DOHEHGERHZVE—F 74T FTCHEHEINS XY NT—F 0 71
W, WOBEENREENET,
— TI9A4=IVEBLORELH Y DNS B—RDIP T RL A
— TI9A4=IVBLORELHFY WINS —DIP T FL &
— T T4k RAAL %
— WIEEINTZVE—bF I2I9A T MNIT 7 EBATEDL LT Ha—h
IWAKRAN, ITN—T, BIORY NU—=7DIPT KLADY A K

ASDM D&

Z DOETIX. ASDM Launcher Y 7 M7 = 7 Zfi ] L T ASDM Z &4 5 HiEIC
DWTEH LE9, ASDM Launcher Y 7 b =T 2 F7- A A =L LTV}
WAL, P7-10 ® TWeb 77 UV %2{#H L7~ ASDM DjL#h] 2R L L 72
W,

Web 77 UV E 7213 Java 2 L TEB2 ASDM 127 7 ¥ 23 3541%. P.7-10
D [Web 7 U2 L7- ASDM OigH)] #ZBL T &V,

ASDM Launcher ¥ 7 b7 =7 Zf#i ] L T ASDM Z &4 512i%, ROFIEL E
TLET,

ATFYF1 A7 vy 7FH 5. Cisco ASDM Launcher ¥ 7 N7 = 7 Z## L £ 4,

BA TSRy I ARERIET,

Cisco ASA 5500 V) —X RE—bP YT HALF
m. 78-18002-01-J |




| 889% <FUA :IPSec YE—FF7Y R VPN OFE

ATvTF2

ATYF3

ATv74

AFyS5

IPsec YE— F7Z+ERA VPN L+ Az B

& Cisco ASDM Launcher ¥1.5(16) oy ] |

B, Cisco ASOM Launcher “¢lod

Device IP Address | Mame: I ;I

Username: I

Password: |

[ Runin Demo Made

(o4 I Close |

191840

afsls

WM tXa2 VT g TTFI5ATUAD IP 7 RLVAERIZFRAMNEANLE
—aﬂo

Username 33 X O Password 7 4 —/V KIZ7 77 OFEFIZLET,

~

G¥) T 7 /v kT, Cisco ASDM Launcher |Z1% Username 3 X 0" Password 133%
EFEENTHEREA,

OK%Z7 U v7 LET,

SEHEEZZITAND L YT RT 282 ) T o EERERINEZDL, Yes &7
Vo7 LET,

WY X2 YT TTIAT P RTEHT DY 7 b7 =T B oL )bk
RL. HOBEIFHBMICS Y r—FLET,

ASDM DA A > U 4 v RURERENET,

[ 78-18002-01-J

Cisco ASA 5500 ) —X R4—Fr7v T HAF 1




$9F LFYF :IPSec UE—FT7H X VPN OHRTE |
W |Psec YE—FF75 R VPN O+ U4 O5EE

co ASDM 6.0 for ASA

=10l
File Wiew Tooks ‘Wizards ‘Window Help Look For: I— Find =
alaln
|@ Home: 0%} Configuration @ Monitaring | LB Save @ Refresh | ° Back. o Farward | ? Help ‘ l CISCO
[m]
]
= 321
ﬁ d F\rewal\ Dashboard }
g Device Information Interface Status =
il General I Llcensal Intetface I IP AddressiMask | Line I Link. | Kbps I
_ home no ip address @ down @ down O
RESBLIGH  ElSEHEERHE inside 192.168.1.1/24 @ down @ down 0
ASA Yersion:  8.0{0)238 Device Uptime: 2d 1h 34m 505 outside 209165 200.225 o w o w a
ASDM Yersion: 6.0{1) Device Type:  ASA S5XX
Firewall Mode: Routed Context Mode: Single
Total Flash: 256 MB Taotal Memory: 256 MB
Select an interface to view input and output Kbps
¥PN Tunnels Tralfic Status
IKE: O IPsec: O Clientless 551 WPN: O S5LWPH Client: O —tConnections Per Second Lsag
System Resources Status
~CP  CPU Usage (percent) o
o 02:18 02:19 02:20 02:21 02:22
2% B MUk 0 EETCP: O B Total: 0
| o
022238 02:18 02:19 02:20 02:21 02:22 —outside’ Interface Traffic Usage (Kbps
~Memory — —Memory Usage (ME —
5
200
e | ° =
Latest ASDM Syslog Messages O 8 X
Severity I Date | Time I Syslog ID I Source IP Destination [P Description >
(] Mar 24 2007 02:22:39 502021 209,165, 200,254 10.66.194.170 Teardown ICMP connection For Faddr 209, 165.200.234/0 gaddr 10.86.194.170/9154 laddr 10~ —
i B Mar 24 2007 02:22:39 302021 209.165.200.234 10.66.194.170 Teardown ICMP cannection For Faddr 209, 165.200.234/0 gaddr 10.86.194.170/9153 laddr 1
i G Mar 24 2007 02:22:35 302020 209,165,200,234 10.65.194.170 Built outbound ICMP connection For Faddr 209,165,200, 2340 gaddr 10,86,194,170/2154 lad; 0(3
2 f Mar 24 2007 (2222036 32020 209 165 200 234 10 84 104 170 Ruilk cokheond TOMP cannectinn For Fadds 200 165 200 23400 nadde 10 86 104 17010153 [adi ] =
4 b
e}
Device configuration loaded successfully, <adminz |15 | &) |£ | | | ‘ 32407 2:22:38 AMUTC |5
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o+ YF : IPSec YE—FF7 Yt X VPN OFRE

IPsec YE— F7Z+ERA VPN L+ Az B

IPsec ') E— ;7% X VPN DEE

UE— b7 278X VPN ZRET DI, ROFIEEZIATLET,

Z2TFYF1 ASDMDAA 2 7 42 RO Wizards K2 v F #1722 =2—T, Ipsec VPN
Wizard %33R L $£9°, VPN Wizard @ Step 1 BEHNERINET,

8% VPN Wizand @
¥ VPN Wizard YPH Tunnel Type (Step 1 of ...}

Uze thiz wizard to configure new ste-to-site YPM tunnels ar new remaote access VPN
tunnels. & tunnel between two devices iz called & site-to-site tunnel and is bidirectional. £
tunnel establizhed by calls from remote users such a= telecommuters is called remote access
tuniel.

This wizard crestes basic tunnel configurations that you can edit lster using the AS0DM.

P Turrel Type:
Site-lo-Site VPN

Refmote

() Site-to-Site

Local ‘ﬁ) Remate

WM Tunnel Interface:

Enable inbound IPSec sessions to bypass interface access lists. Group policy and per-user
authorization access lists still apply to the traffic.

153910

< Back [ Mext = ] Finish [ Cancel ] [ Help ]

ATwF2 VPN Wizard ® Step 1 T, RO FIEEZEITLET,

a. Remote Access 77> a L RZ %7 Vv LET,

b. Fay %o JRART, HE VPN b XU L TA X —T ST 5 A
VA —T A AL LT outside IR L FE9,

c. Nextx 27U v 7 LTHATLET,
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W psec YE—F75®X VPN oF )+ DEE

VPN YSA T2 524 TDEIR

VPN Wizard ® Step 2 T, RO FNEE FEITL £7,

ATy T1 o2 T4 TTFIAT ALY E— b 2—FRPHETE 25 VPN
TIAT LV DEATERELET, ZDTF U A TIL, Cisco VPN Client 7~
varyREUEIY v LET,

% DD Cisco Easy VPN U E— MG TR THEHT L2 N TEET,
# VPN Wizard X

¥ VPN Wizard Remote Access Client (Step 2 of ...}

Remote access users of various types can open WPH tunnels to this ASA . Select the type of
YRR cliert for this tunnel.

PN Cliert Type:

() Cigeo VPN Client, Relesze 3. or higher

or other Easy VPN Remote product

() Mierosaft \Windows cliert using L2ZTP aver IPSec

pAR CHAP WIS-CHAP- 41 MS-CHAP-Y2 [ | EAP-PROXY

Client will send tunnel group name a3 username@iunnelgroup.

[ = Back ” Mext = ] Finizh [ Cancel ] [ Help ]
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IPsec YE— F7Z+ERA VPN L+ Az B

VPN FURIL TIL—TR EBIFAKXDIETE

VPN Wizard ® Step 3 T, RO FNAEFEITL £T,

ATFYT1 ROFIEOWTNNEFATLC, EHRTIRBIEOHEE AR EL £7,

o RERICAZT 4w 7 RERIMA X — 2T 511X, Pre-shared key 47
Yary RNErE7 Yy L, FEEEEF— (ICisco) &) ZANLET,
ZOF—%, IPsec F I T—va VITEHLET,

o RERIZT VX NVFEMEEMER T HI2IL, Certificate 47" 3 K¥ %7
Uy Z L, Ray & v U A KT Certificate Signing Algorithm % &R L |
RO RwyFHZT L JANTHEAGRESIIZ NI A MRA L M E2RIRL
E AN
AT VA NEL T 256 TH, 7 A MRSV MEEEREL
THRNE X, D 2 2OF T a rOWnT i E#H LT Wizard %t
ITCEET, EEDASDM U 4 ' FUZHL T, R TRIERELEET
xFET,

¢ Challenge/response authentication (CRACK) =7~ a > A2 %7 U w7 L
T, ZORGEARNEFERLET,

Cisco ASA 5500 V) —X RE—+PZ v T HA K
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W psec YE—F75®X VPN oF )+ DEE

¥YPN Wizard x|
VPN Wizard WPK Client Authentication Method and Tunnel Group Bame (Step 3 of ...}

The AS#4 allows you ko group remate access tunnel users based on common conneckion parameters
and client attributes configured in the subsequent screens. Configure authentication method and
tunmel graup For this remaote conmection. Use the same tunnel group name For the device and the
remoke client.

—Authertication Method

+ Pre-shared key

Pre-Shared Key: Itest

" Certificate
Certificate Signing Algorithm:  rsa-sig
Certificate Mame: I j

= Challenge/response authentication (CRACK)

~Tunnel Group

Tunnel Group Name: Iciscg

< Back | Mexk = | Firish | Cancel | Help |
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AFw T2 WEOFGERTA—2L 7547 TR Pa— b 2ERATLa—F Dty
MZX LT hopb Zv—74 (ICiscol 72 E) ZANLT, ZOHERF 2
VF 4 T4 T AR LET,

AF9F3 Nextw#s Vv LTRATLET,
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A—YEIAARDIEE
:L“—"]j‘ I, m— jJ/l/p:unE'T &/\"—‘X EY i% Bntuu nAuT T 77/7/1' Ve
7" (AAA) #— N (RADIUS. TACACS+, SDI. NT. Kerberos, 3 X U LDAP)
TRIEC&E £9,

VPN Wizard @ Step 4 T, IROFIEZFITLET,

ATy F1 ifﬁﬁi\’*'“z%; V74 TTI7A4T A=Y F—F_X—=25ERk L Ta—H%
FORET A4 1. Authenticate using the local user database =72 2 > K ¥ %
79y 7 LET,

ATy T2 S AAA =R TN —T Ta—VEBET I, KOFEEZEITLET,

a. Authenticate using an AAA server group =723 R¥ &7V v LE
j‘o
b. Authenticate using an AAA server group R > X 7 U A MDD HATRER

BDYP—X T —T @RS D, FENew 227 U w7 LT, HLn
AAA P —X T )L—TZBINL £,

Cisco ASA 5500 Y Y —X RF—r7 9T Hi4 K
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B Psec YE—F7Y€X VPN LF U+ OFEE

= YPM Wizard

VPN Wizard Client Authentication (Step 4 of ...)

To authenticate remote users using local device user database, select the first option below.
‘ou can create user accounts in the next step.

To use external ABA servers instead, select the second option. You can select an existing Afg
SEerver group or create a new one using the Mew button below,

Tao manage all other AfA settings, go b Configuration = Device Management > UsersA8A in
the main ASDM window.

f+ #uthenticate using the local user databass:

= Authenticate using an &&%& server group

AdS Server Group Marme: ;I [ew ..

< Back | Mexk = | Firish | Cancel | Help |
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(AFLay) A—5F F7HhHU FOERE

IPsec YE— F7Z+ERA VPN L+ Az B

o—hN 2—W F—Z_XR—=ATCa—PEBETIHAIE. 22 THLOL=Z—
T FEERTEET, ASDMBREA V F—T = A&EH LT, th Tax—

FEBEMTHZLbTEET,

VPN Wizard ® Step 5 T, RO FNEE FEITL ET,

ATy FT1 HLO2—VEBEMNTIHE, 2—FHZ LR —FEZ AN L. AddE 7 U v 7

L\ij—o

& VPN Wizard

¥ VPN Wizard User Accounts (Step 5 of 11)

~Uszet to Be Added

Uzethatne:

Pazsword (optional):

Confirin Password (optional):

Enter & new username/password into the user authentication databaze. To edit existing
entries in the database or to remove them from the database, go to Configurstion = Properties
= Device Administration = Uzer Accounts inthe main AS0M wincow:.

john_doe
M

[(<Back |[ Mext= | Finich | [[cancet | [[heip |

ATvF2 FHLa—VOBNRKT LIS, Next 227 U v 7 LTHATLET,
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W psec YE—F75®X VPN oF )+ DEE

7ERELR T—ILDETE
VE—h 7I7A4AT7 2 MRRy NU—=ZIZT 7 BATESL L OICTAIT1, EH
W LT XU E— R VPN 7 94T MIEI VL TAHZENTEBIPT
RLAZADF—VERETIHLERHYET, 2OV F VAT, IPT FL X
209.165.201.1 ~ 209.166.201.20 #fEHT D L 217 — Vv EZFHTEL ET,

VPN Wizard ® Step 6 T, RO FNEE FEITL £7,

ATYF1 Pool Name Fry7Z v URNT, F—ALEANT D FHIEREFHD

TV EERLET,
& VPN Wizard ]
¥ VPN Wizard Address Pool (Step 6 of 11)
Erter & pool of local addresses to be used for assigning dynarmic P sddresses to remote WPN
clierts.
Tunnel Group Mame Cigco
Pool Marme: FemateClientPool hd | ’ e
Pool Settings
Range Start Address: 209165201 1
Range End Address: 209165201 .20
Subret Mask:
w
[ = Back ][ Mext = ] Finizh I Cancel ] [ Help ] §

HBHNE, New w27 U w7 LT, HLWT LR F— L& {Ek LET,
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IPsec YE— F7Z+ERA VPN L+ Az B

AddIP Pool XA 7T ViR v 7 ANMFRENE T,

8 Add IP Pool

MName: RetnoteClientPool
Starting IP Address: 208.165.201 1
Ending P Address: 208.165.201 20|
Subnet Mazk: | i |
[ Ok I [ Cancel I [ Help I

153916

ATFY T2 AddIPPool XA T IRy 7 2T, WOFNEAZEITLET,

a. IP7 FLAOEOBMAIE & & THZ A LET,

(AFvay) Y7 xy b 27 B AT DH, F721% Subnet Mask N1 v
THET VA INNEIPT FLADOHIFADOY 7Ry b v A7 ZFIRLET,

c. OK#%#7 Y 27 LT, VPN Wizard ® Step 6 IZE Y £9°,

ATvF3 Nextx7 w7 LTHiATLET,

954F7 7 RIEaA—FDERE
Fy KT =T 7 8ATHIZE, FVE— T 78R 7747 MIER
F v MU — 7 REEH (EHT 5 DNS — S8 LU WINS H— 3, 57 51 b
RAAL 272 E) PRVETT, FVE—F 77472 MR ET S0
DIZ, ASDMIZZ AT v MEREANTEET, @SN EXF2 VT4 777
AT VAR, BB SN L EIT, ZOEREVE—N 2 TIA4T U NER
ILEBasy VPN N— KU =7 7 547 MZT vy a2 LET,

Cisco ASA 5500 Y Y —X RF—r7 9T Hi4 K
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IPsec JE— 74t X VPN o+ Y+ DRE

FELWMEZRRELZZ E2HRL TSN, ERELLL WS, VE—F
75 AT MiX. DNS 4 & L7=f#k=> Windows % v b U —=% o 7 Off F 3
TERL DT,

VPN Wizard @ Step 7 T, IROFINEZFEATL E7,

ATFYT1 VE—bL AT MIT v atb3ry MU= REFEREAT LET,

8 VPN Wizand [E
¥ VPN Wizard Attributes Pushed to Client (Optional)y (Step 7 of 11)

Attributes you configure belovy are pushed to the WP client when the cliert connects to the
ASA | you do not vwant an attribute pushed to the client, leave the correspanding field blank.

Turinel Grougp: Cizco
Pritnary DNS Server: 209165205129

Secondary DNS Server: 2p9.185.202.139

Frimary YWiNS Server: 209.165.202.118

Secaondary WINS Server: 209165202168

Default Domain Mame: cisco.com

= Back ][ Mext = ] Finizh [ Cancel ] [ Help ]
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IKE R o—DKRE

ATy F1

IKE X, b R EE&hxIvo—y gy Fu baL T, F—F2R#E L,
FEMERIELET, £/, ETOTAT U T 4T 4 bIRAET D585E A THH Y
F9, 1ZTEALEDEE. ASDM OF 7 4V MET, X 2772 VPN 3L %
T AVAIGE 3=

VPN Wizard @ Step 8 TIKE &RV U —ZHET HI1CIE,. ROFIRZFEITLET,

IKEt®X=2VT 4 73— a T, @leX=2T7 0 77747 AN
fER4 A5k 7= X (DES. 3DES. F£721% AES) . REET7 LY X4
(MD5 F£721% SHA) . B X O Diffie-Hellman 7 /L —7 (1, 2. £721%5) Z&ERL
i‘g—o

& VPN Wizard @

¥ VPN Wizard IKE Policy (Step 8 of 11)

Select the encryption algorithim, authertication algorithm, and Diffie-Hellinan group for the
devices to use to negotiste an Internet Key Exchange (IKE) security associstion betvween
them. Configurations on bath sides of the connection must match exactly.

Encryption: 3DES “
Authertication: SHA I
DH Groug: <

153918
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W psec YE—F75®X VPN oF )+ DEE

AFvF2 Nextw#s Vv LTRATLET,

IPsec BEBILH K UBIL/NT A —F DEETE

VPN Wizard ® Step 9 T, RO FNEE FEITL ET,

ATy FT1 BELT /=Y X4 (DES. 3DES. £7-13 AES) BLUSHA T /L= U XA (MD5
F72IESHA) 227V v LET,

[ YPN Wizard =

VPN Wizard IPsec Encryption and Authentication (Step 9 of 11)

Select the encryption and authentication algarithms For this IPsec YPM tunnel. Configurations
on bath sides of the connection musk match exactly.

Encrypion:

Authentication: SHA -

< Back | Mexk = | Firish | Cancel | Help |
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T RELREBRDBINERT )y b bR DT DIEE

ATy F1

ATV b bRV TEERTHEVE—RT 7 EAPsec 7 747 > ME
—EDZRMEIZHEN, 7y P ERE AT IPsec b RMITEFELZY, T
ARG TRy NT—2 A F—T = RTEE LT TH LR TEET,

WX 2T 4 TFIATVRE, Ay FU—27 7 RLRZEH (NAT) %
FERLT, NERIP 7 RLUADMBICAB SN D Z L 2 TnEd, BFESh
72VE—h 2—PRTI7BATEDLOICTHHERSDIn—H)L FA B X
PRy NU—ZZBELT, 2Oy NI —7R#EOFINZIERTE EF

VPN Wizard @ Step 10 T, ROFIAZFETLET,

BASHI)FT— R 2—FRT 7 LA TEB LT HNMY Y —AD Y A b
WEDDBEARN, F—7 BLOxy hI—J Z#RELET,

Selected Hosts/Networks fEIsiD AR R ~, 7 —7 BLOXy hU—7 ZEIC
BMEIFHIRT DI, T, Add £72iE Delete 27V v 7 LE9,
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¥PN Wizard x|
VPN Wizard Address Translation Exemption and Split Tunneling {Optional) {Step 10 of 11)

MNetwork Address Translation (MAT) is used ko hide the internal network from outside users, You can
make exceptions to MAT to expose the entire or part of the internal network to authenticated remote
users protected by YRR,

Tao expose the entire network behind the most secure interface ko remate YRR users without MAT,
leave the selection list blank,

Selecked Hosts/Mekworks:

~Host/Mekwork 10,10,10.0

Interface: Iinside &dd |

Delete |

Lf L«

Address: [10.10.10.0

i Enable split tunneling ko let remote users have simultaneous encrypted access ko the resources
i:IeFlned aboye, and unencrypted access to the internet, E

< Back | Mext = | Firisti | Canicel | Help |
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GE) MmO FEIZ® 5 Enable split tunneling... = v 7Ry 7 A% 4402 L
T.ATY Y M bRV T HAFX—TNVIILET, A7V v b hox
Vo7 afifldol, RELERY V=2 DHNBD T 7 4 v 7 %,
Tt &7 VPN R U p VSIS EREA ¥ — 3y MZEHT
XH X ET,

ATvF2 Nextx7 v/ LTHiATLET,

Cisco ASA 5500 V) —X RE—bP YT HALF
m. 78-18002-01-J |




| 889% <FUA :IPSec YE—FF7Y R VPN OFE

IPsec YE— F7Z+ERA VPN L+ Az B

IJE— 74+t X VPN EBEDHKE

¥PN Wizard
VPN Wizard

VPN Wizard @ Step 11 T, H LW VPN P RILOFET b Ea— &AL

9, FRENDZEBTEIT. ROLHITHRY E4,

summary (Step 11 of 11)

‘fou have created a Remote Access YPM bunnel with the Following attributes;

WPM Tunnel Interface: outside

IPsec authentication uses pre-shared key: test

Tunnel Group Mame: Cisco

Default Group Policy: Cisco

User authentication using local user database

ew users created in the local database: john_doe jane_smith

Pool of IP addresses for WPN clients: IPsecClientPool
(209.165.201.1 - 209.165.201.20)

Primary DM3: 209,165,205,129

Secondary DNS: 209,165,202,139

Primaty WINS: 209,165,205.118

Secondary WINS: 209,165,205, 168

Default Domain Mame: cisco.com

IKE Policy Encryption | duthentication | DHGroup: 3DES [ SHA [ Group 2

IPsec ESF Encryption J ESP Authentication: 3DES f SHA

Internal network elements exposed to remote PN users without MAT:
10,10.10.0

Split kunneling: enabled

153921

Mext = | Finish | Cancel | Help |

RENELWZ 2R LS, Finishx 7V v/ LT, ZEZEGHEX=
TUTTIATVACEALET,

WEIDOT NA AFLEFFICEEREA SN LIS BRELEE AT — T v %
EVWARFETAESIT File A==2—TSave #27 Vv 7 LET, H5HI. ASDM
D TR ELEEORGFZERT AT a7 IRRRENET,
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Cisco ASA 5500 ) —X R4—Fr7v T HAF 1




$9F LFYF :IPSec UE—FT7H X VPN OHRTE |

W psec YE—F75®X VPN oF )+ DEE

BREE 2 AT LR W AR, IREID T /81 2B LARTORE A2
i‘a_o
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| 889% <FUA :IPSec YE—FF7Y R VPN OFE

RDFIE

zoFE B

ENRA)N 2—=FRT LT =D ODEF 2 T REFHAOZ L RY—2 0 FD
54k VPN b o RV EMESLT 52T, Cisco VPN 72 A4 T v V7 v =T %
AFLTLEE N,

Cisco Systems VPN 7 7 A4 7 F OFEHIZ DWW TIE, IRO URL # ML T £ &
VY, http://www.cisco.com/en/US/products/sw/secursw/ps2308/index.html

VE— 727X VPNBEICHENEX 2 VT 4 T I9AT LV ARRBET LT,
TOHEAT., TR THHREIEKRDY TF, ZoIEnic, IROFNEIZSOWT, £
TTHOMENLLINE I DERFTLTLIIEIN,

EENE SMHEE
TEDFIEE L N4 73 3 o |Cisco Security Appliance Command Line
FERE & i E IR RE DR E Configuration Guide

HEDOA_XL— g 0538 |Cisco Security Appliance Command Reference

Cisco Security Appliance Logging Configuration

and System Log Messages

WYX 2T 4 T IAT U RE, EEOT 7V r—ya VHICRETE
F34, WOHET, FOMO—Re77 ) r—a CHIGEIER X2 F 4
TITIAT LV AEFET D FNEEHHALET,

EXNE SRE

DMZ N ® Web — 25T A |56 8 & [V U4 : DMZ D% E )
WYX VT 4 TFI5AT L ADHRE

Cisco AnyConnect Y 7 b7 =7 27 4 |5 10 % [ F Y 4 : Cisco AnyConnect

7 > M SSL VPN D% 7E VPN Client H O#zf5E D% E )
JIGAT R VA (TTUPR—=R) | 102 [FV 4 : Cisco AnyConnect
SSL VPN DR E VPN Client Fi DBt D% E )
P MY —H% A N VPN OFE B 12w [P UF g by —H o

~ VPN DR E

[ 78-18002-01-J
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http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/cmd_ref/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
http://www.cisco.com/en/US/products/sw/secursw/ps2308/index.html

$9F LFYF :IPSec UE—FT7H X VPN OHRTE |

N xo=IE
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