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§% Cisco ASDM 6.0 for ASA

=lol x|
File Wiew Tools ‘Wizards ‘Window Help Look For: I Find =
alaln
|@ Home: 0%} Configuration @ Monitaring | LB Save @ Refresh | ° Back. o Farward | ? Help ‘ CISCO
[m]
E Firewall Dashboard }
o}
g Device Information Interface Status =
il General I Llcensal Intetface I IP AddressiMask | Line I Link. | Kbps I
_ home no ip address @ down @ down O
RESBLIGH  ElSEHEERHE inside 192.168.1.1/24 @ down @ down 0
ASA Yersion:  8.0{0)238 Device Uptime: 2d 1h 34m 505 outside 209165 200.225 o w o w a
ASDM Yersion: 6.0{1) Device Type:  ASA S5XX
Firewall Mode: Routed Context Mode: Single
Total Flash: 256 MB Taotal Memory: 256 MB
Select an interface to view input and output Kbps
¥PN Tunnels Tralfic Status
IKE: O IPsec: O Clientless 551 WPN: O S5LWPH Client: O —tConnections Per Second Lsag
System Resources Status
~CP  CPU Usage (percent) o
o 02:18 02:19 02:20 02:21 02:22
B UCF: 0 B TCP: 0 B Tota: 0
Dz:18 02:19 02:20 02:21 0z:22 ~'outside’ Interface Traffic Usage (Kbps:
~Memory — —Memory Usage (ME —
5
200
e | ° =
Latest ASDM Syslog Messages O 8 X
Severity I Date | Time I Syslog ID I Source IP Destination [P Description >
(] Mar 24 2007 02:22:39 502021 209,165, 200,254 10.66.194.170 Teardown ICMP connection For Faddr 209, 165.200.234/0 gaddr 10.86.194.170/9154 laddr IH —
i B Mar 24 2007 02:22:39 302021 209.165.200.234 10.66.194.170 Teardown ICMP cannection For Faddr 209, 165.200.234/0 gaddr 10.86.194.170/9153 laddr 1
i 6 Mar 24 2007 02:22;35 302020 209.165,200,234 10,66,194,170  Buit outbound [CMP connection For Faddr 209,165,200, 234/0 gaddr 10,586, 194,170/9154 ladt 00
2 f Mar 24 2007 (2222036 32020 209 165 200 234 10 84 104 170 Ruilk cokheond TOMP cannectinn For Fadds 200 165 200 23400 nadde 10 86 104 17010153 [adi ] =
4 b
e}
Device configuration loaded successfully, <adminz |15 | &) |£ | | | ‘ ‘3;‘24,!’07 2122138 AMUTC |
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RET 0 RAEZAT DT, ROFIRZFTLET,

AFYT1 ASDMDAA L 7 42 RO Wizards K2 v 7427 A =2—T, SSL VPN
Wizard %33R L 9, SSL VPN Wizard @ Step 1 BE A E RS NET,

F= SSL YPN Wizard
SSL VPN Wizard 55L WP Connection Type {Step 1 of 6)

The security appliance provides Secure Socket Layer (SSL) remote access connectivity from almost any
Internet-enabled location using only a Web browser and its native SSL encryption. The security
appliance provides bwo different types of SSL YPN connection,

Flease select the bype of S5L YPR connection to configure:

[¥ Clientless S5L YPN Access

The security appliance allows S5L-enabled web - "!_!1.‘ WWH
browsers ko access HTTP or HTTRS web servers on a =

Browsar S5LVPN Group
portal page. based Gateway  Policy

The security appliance downloads a self-instaling _J::I:"?:FE?E- @’; 1" ﬁww
AnyConnect YPR Client to the remote PC that allows 2= —

full, secure access to resources of an internal Cisco SSLVPN  Group
corporate network, e oy (R

= Back | et = | Eimisty | Cancel | Help |
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RAFv 72 SSL VPN Wizard ® Step 1 T, RDOFNEE FITL ET,

a. Cisco SSL VPN Client F = v 7Ry 7 2% F A2 LET,
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RAFwF2 SSL VPN Interface Rz vy 7F& 7 UX LT, VE—F 2—HFOERHELEDOA
H—T 2 A ABRIRLET, 2—FNZDA v ¥ —T 2 A A~OEE ST 5
L. SSL VPN B—X )L _R—UNRFERINET,
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FT DiEAEELBRINLET,
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GE) WEREX2UT 4 TFIAT AT T 740 N TCHCBLIEAES
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Cisco SSL VPN L3k
SSL ¥PM Wizard =
55L WPN Interface (Step 2 of 7)
Provide a connection name and the interface that SSL YPN users connect ko,
Connection Marme: Itest
The inkerface users access For S5L YPM connections,
S5L WPN Interface: Ioutside - l
Digital Certificate
‘When users connect, the security appliance sends this digital certificate to the remote web browser
to autherticate the ASA,
Certificate: I-- Mone - - l
Connection Group Settings
[ Connection Group &lias{URL I
[~ Display Group &lias list at the login page
Information
@ URL ko access 551 VPN Service: https:ff10.86.194.170:445
URL ko access ASDM: https:}f10.86.194.170}admin
o
< Back | Mext = | Eimisty | Cancel | Help | g

AFvF4 Nextws Vv LTRATLET,

A—HRRAAXDIETE

SSL VPN Wizard @ Step 3 T, IRDOFIEEZFATLE T,

SHALIZ AAA F—NF TP — N T —TF 5 EHA LTV AE51T. IROTFIEE

%

a. Authenticate using a AAA servergroup 47> a L RE &7 U v o LET,
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W Cisco SSL VPN >+ 1y A =%

B SSL ¥PN Wizard =
SSL VPN Wizard User Authentication (Step 3 of 7)

The security appliance supports authentication of users by an external A8A server or local user
accounts, Specify how the security appliance authenticates users when they login,

" Authenticate using a A&4 server group

AA4 Server Group Mame: I - l (=

Username:

Password: M

l— Delete |

Confirm Password:

e

< Back | Mext = | Eimisty | Cancel | Help |
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BEFD AAAYV— R T N—T L% Ray 2oy VA RDLEIRT 50, F
7ZiENew 227 U v 7 LT, LW —R Z—T 5B L ET,

BLWAAA =8 T —=T BT D121, New 227 U v 7 LET, New
Authentication Server Group % A 7 B 7R > 7 ARKRINET,

ZDXATRIT Ry 7 AT, WOLDEHRELET,

— =R ITA—T4

— fEHT5WFEZ 1 k=)L (RADIUS, TACACS, SDI, NT, Kerberos, LDAP)
— AAAY—RDIPT KL A
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LW —FEZ BT 5I100F,. 2— L ERATU—FE2 AL AddE2 2 Y v 7
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AT T3 HLna—FOBMAKT LIS, Nextx# 27 U v 7 LTHITLET,
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SSL VPN Wizard @ Step 4 T, IROFIAELETL T/ N—7 RY —ZEEL F
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AT v F1 Createnew group policy 77> a > RZ %27 Vw7 LT, INA—7LEHEEL
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B& 551 YPN Wizard x|

SSL VPN Wizard Group Policy {Step 4 of 7)

" A group policy is a collection of user-oriented attributevalue pairs, Unless assigned to a specific group
palicy, all users are members of the default group policy (DtGrpPaolicy). Therefare, configuring the
default group policy lets users inherit attributes that wou have not configured at the individual group
policy or username level.

i
- q“ i~ Create new group policy Itest
- v

{+ Modify existing group policy  |[lEegszs t=y

< Back | Mext = | Einist I Cancel | Help |
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AFvF2 Nextz/Z VU v LET,

AT w73 SSLVPNWizard @ Step S BWE /RSN E T, 2D AT v 71X AnyConnect VPN Client
ERtliiEA sz, b9 —ENext #27 U v 7 LET,
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Cisco AnyConnect VPN Client D%5E

UE—h 7547 M Cisco VPN Client Z#fFH LTy hU—2 27 7 & A
TEDLEOICTHITE, EFICHERLEZLEEICYE—F VPN 7 747 2 MZE|
DLECHZLEMTEDLIPT RLVADT =L ERTETIHILERSHY £, 2D
FUATIE, IP 7 KL & 209.165.201.1 ~ 209.166.201.20 Zf#EH+2 L H 17—
NERELET,

Flo, WX 2V T4 TTIAT U ARZ—PFIIT v aTEL LT
572, AnyComnect Y 7 b =7 oulr—a rbIEETLOILERHY £,

SSL VPN Wizard @ Step 6 T, IRDOFINEEZFATL E T,

ATy T 1 FHERTCHELDT FLUA F—)L&2HEH$ 5201, IP Address Pool K 7 &7
URRIDET RLRA F— LOLFTERIRLET,

& SSL VPN Wizard %]
r SSL VPN Wizard AnyConnect ¥PN Client  {Step 6 of 7)

The security appliance downloads the AnyConnect VPN Client to remote users when they connect, The
client self-installs, uses S50 or DTLS encryption for the duration of the connection, and allows Full access
to resources on a corporate network, The remote PC becomes part of the corporate network.

IP Address Pool

Create a new address pool or select an existing address pool. Remaote PCs are assigned addresses
from the pool when they connect.,

1P Address Pool: VPN_USErs

Address Pool Range: 209.165.200.225 - 209.165.200.254

AnyConnect ¥PN Client Image Location

Specify an AnyConnect YPH Client image file and its location. The security appliance expands the
file and loads it into cache memory for downloading ko remote users,

Location: | 1 fvpn-win32-Release-2,0,0156-k3, pkg | [ Browse, ..

Download latest AnyConnect YPMH Client from CCO
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AT w73 AnyComnect VPN Client ¥ 7 h U =7 A A—YDulr— a3 ERELET,
BHNN—a 0y 7 vy 2T AFTT BHITIE, cisco.com T Download Latest
AnyConnect VPN Client #7 U v 27 L¥E9, ZO#EIZLY, 779470 VT

Y =T NPCIZA Y BE—RENET,

AFYvTF4 NextZ/7 U w7 LTHEITLET,

1) E— r7%H X VPN SREDHE
SSL VPN Wizard @ Step 7 T, X E&X RE L TELWI 2R LE T, RS
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B SSL ¥PN Wizard =
SSL VPN Wizard Summary {5tep 7 of 7)

‘fou have created a S5L YPM connection with Following attributes:

Selected Features: Clientless, 55L YPN Client
Connection Marme: test

S5L WPN Interface: outside

User Authentication:  LOCAL

Group Policy: DFltGrpPolicy
Bookmark List: -- None —
1P Address Pool: pool20

S5L WP Client: Location: None

il hlexk = | Einish | Cancel | Help |
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EIRET 558 1%. File A==2—TSave 27 U v 7 LET, H5\I. ASDM
D& TR EERORITFEERT D70 v 7 "RERREINET,

BREETE ZRTE LR WEEAIE., RIBIDT /34 ZERENEHILIRTOFRERN B2
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WMEOTHEE L A 7> a v |Cisco Security Appliance Command Line
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HE DAL —3 g 08 |Cisco Security Appliance Command Reference

Cisco Security Appliance Logging Configuration
and System Log Messages
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k VPN DR E |
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