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& VPN Wizard X]

¥ VPN Wizard VPH Tunnel Type (Step 1 of ...}

Uze this wizard to configure new site-to-site VPN tunnels or new remate access WRN
tunnels. & tunnel between two devices is called & site-to-site tunnel and is hidirectional. &
tunrnel establizhed by calls fram remote users such as telecommuters is called remote access
turnel.

This wizard crestes basic tunnel configurations thet you can edit lster using the &S0,

WP Tunnel Type:

Site-1o-Site VPN

VPN Remote Access

Local ? Remote
() Remate Acoess

WRR Tunnel Inter face:

Enahle inbound IPSec sessions to bypass interface access lists. Group policy and per-user
authorization access lists stil apply to the traffic.

= Back [ Mext = ] Finizh [ Cancel ] [ Help ]

153904

c. Next—%#7 U w7 LTHEATLET,

Cisco ASA 5550 R4 — 7y T HA K
m. 78-17644-01-J |




| £8% SFUL: ¥4 LY—44 I VPN OBE

H4 rY—HA DT UroxE B

IJE—Fk VPN E7ICEET 21EHRDODA A

>
()

ATy F1

ATvF2

VPN 7%, HELTWAEROKKNCH D AT LT, @F, VE—K V%
A4 MZHY £,

ZOFUVATIE, UH, UE—FRVPNETZ2 X254 T34 TR 2
EFEONET,

VPN Wizard @ Step 2 T, RO FNEEFEITL £T,

Peer IP Address (Ex=2U7 4 777472 20DIPT7 FVA, ZOYF U A
Tl 209.165.200.236) & . Tunnel Group Name ([Cisco) 72 &) # AL FET,

RO FINEDO NN FET LT, AT DBIEOEHAEE LET,

o WEEIZAZ T 4 v 7 IRFEAHEA X — 2] 5121%. Pre-Shared Key 7+ 7
vary RhEryEIY v L, FHRiEAEFxF— ([Cisco) 72&) AT LET,
COX—, WISt X2 T 4 TTTAT U AMD IPsec XL T T— 3
CTCEAESRET,

A

GE) VE—PFVADPTEXF2IT 4 TTIAT VA2 ERET DL E,
VPN ET 3 EX=2 T 4 TTI3A4T A1 ET, 22 THEH
T 50 L CFRHEA F— (Cisco) ZANLTLZEN,

e Challenge/Response Authentication =7 > 2> R¥ %27 Vv r$5L, =
@jﬂﬁfnu FESHET,

RREICT VX NVEEEEE AT 5121%, Certificate 47" 3 v K¥ %7
Vo7 L, Rary &7 U A KT Certificate Signing Algorithm % &R L |
WO Ry FH L JANCTHAREINTZ NT AN RA 2 M EERL
E AN

TNV EEZFINCHERT AN N T A MRA V MAEZFEEREL T
WA, D 2 DDA T a v OWT I EFEA LT Wizard 54T T
¥4, RIHFROREIL, EHED ASDM BimaAfFH L T TLEETx £
j—o

| 78-17644-01-J

Cisco ASA 5550 R4 —+r7y T H4F W




$8E LFUF: YA bY—HA F VPN ORTE |

W 54 rY—H1 FDOSF VA DERE

8 VPN Wizand [E
¥ VPN Wizard Remote Site Peer (Step 2 of 6)

Configure the P address of the peer device, authertication method and the tunnel group far this
site-to-site tunnel.

Peer IP Address: | 209165200236

- Authentication Methoc

(%) Pre-shared key

Pre-Shared Key: | Cisco

() Certificate

Certificate Sighing Algorithin:  rsa-sig

Trustpoint Mamme:

O Challengelresponse authentication (CRACK)

rTunnel Group

For ste-to-site connections with pre-shared key authentication, the tunnel group natme must
be the zame as either the peer IP address or the peer hosthame, whichever is used as the
peet's identity .

Turne! Groug Matne: 203165 .200.236|
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¥ VPN Wizard IKE Policy (Step 3 of 6)
Select the encryption algorithm, authertication algorithm, and Diffie-Hellman group for the

devices to use to negotiste an Internet Key Exchange (IKE) security associstion betvwesn
them. Configurations on both sides of the connection must match exactly.

Encryption:

A thertication: SHA A
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Select the encryption and authentication algorithms far this IPSec YPM tunnel. Configurations
ot both sides of the connection must match exactly.

Encryption:

A thertication: SHA A
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&= VPN Wizard

¥ VPN Wizard Hosts and Hetworks  (Step 5 of 6)

An IPSec tunnel protects data exchanged by =elected hosts and networks at the local and
remate stes. Please identify hosts and networks to be used in the IPSec tunnel.

~Hostetwork

Interface: outside

Source Destination

Type: B P Address v Type: & P Address
IP &Address: 1010100 b E] IP &cddress: 209.136.200.236 w
Metmask: 2552552550 b Metmask: 255255255255 L

E!E outside =
101040024 209.136.200.2
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& VPN Wizard [E
( VPN Wizard Summary {Step & of &)

You have crested a Site-to-Site WPN tunnel with the following attributes:

WPM Tunnel Interface: outside
Peer IP Address: 209165 200 236
IPSzec authentication uses pre-shared key:Cisco
Tunnel Group Matne: 209 165200236
IKE Palicy Encryption / Authentication § DHGroup: SDES §SHA S Group 2
IPSec ESP Encryption f ESP &uthentication: 3DES [ SHA
Traffic flow to be protected by this tunnel:
(local) 1010100424
(remote) 209.136.200.236
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