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W psec YE—F75 A VPN Ry F7—4 +RASOHOH
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IPSec JE— F77 A VPN o+ YA DEE

ZIZTiEH, VE—F 74T FBELOT A A5 IPSec VPN #2fit & 52 11 A
NAEEHICHSH X2 )T 4 TTITA TV AZRET D IFIECHOWTHAL
%7, Easy VPN YV U 2 —3 3 V2 FET 586, Z DI TIE, Easy VPN #—
B4, ~y R K T34 R) BFRETDHECOWTHALET,
HENBOH THEOLADEIF. K 7-1 IR TYVE— T 782 TV FDHEDT
j—o

ZODHET, RONEBETHEREINTHET,

o ETHER (74 =)

e ASDM DOf2H) (7-4 ~—2)

e IPSec UE— K7 7 & A VPN H D ASA 5505 DFRE (7-6 ~<—)

e VPNZJ AT vk ZATDRIRN (7-7 X—)
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W psec YE—F75®A VPN LF 1) A=

LT H1EHR

JUE—F 727X IPSec VPN #fi & Z I F AN D Lo Wc@ecMtEetxr V7 0 77
FTAT VABRET DHFIBEEZEMET HE0C. ROEREZFRICHBREL TS

Wy,

ASDM Di2E

IP 77— L THERTAIP 7 RLRAOHEFH, b7 RL AT, IEFICHE
EndE, VE—FNVPNZ IA4 T MIEIDVSETHNET,

"— ﬁ/bnquT H_R— A %“fﬁzﬁkj—é L x| {fﬁﬁj—énaﬂ_@ J 2 b ( g
FIZ AAA —REHH L TV BEHEAEERL),

VPN I8+ A8, VEBE—bF 2947 bMEATE 52y hU—F
JEH, NWEIIKRDO LB T,

TIAIVBLOEI L FYDDNS P —DIP T KL A
— TIA=IBIOEDZ YD WINS B—"DIP T KL A
FTFINVEDRAAL %

FEEENZVE—F IT9A4 TV NITI7|ATED0—JL KA R,
TN—7, BIORY NU—7DIPT KLADY A K

&

Web 77 ¥ T ASDM % FEITTHIZ1E. 7 RV A 70— NIZ LG0T
7 4L hIP 7 F L A https://192.168.1.1/admin/ %= A /] L £7,

>
B

Thttps ] D [s) &2 HT NS & BFEIT AR L £ 3, HTTP over SSL (HTTPS)
BHEATDE, T U0V EEINVN X T 0 TTIAT U ALEDOMO
LRTLHHGE N AIREIZ 72 D £,

AA L ASDM ¥ ¢ > RURFEREINET,
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| 7% <+ U# :IPSec YE—FF7Y R VPN BE

File Options Tools Wizards Help
@ 4% /0 0| «
Home Configuration Monitoring Back Forward Packet Tracer
Device Information
General | License
Host Mame: SecurityAppliance1
ASA Version: T.2{0)72 Device Uptime: 1d 1h 48m 24s
ASDM Version:  5.2(0)30 Device Type ASA/PIX
Firesvall Mode: Routed Context Mode: Single
Tatal Flash: 64 MB Tatal Memary: 512 MB
VPH Status
IKE Tunnels: 0 WebVPN Tunnels: 0 SVC Tunnels: o

System Resources Status

CPU Usage (percent)

avw

Device configurstion loaded successfully

IPSec JE— 722X VPN >+ )1z B

Find

Search:

e J 7

Refresh Save H:Ip
Interface Status
Irtertace P &ddressMaszk Line Link. HKhbps
drmz 10.30.30.1/24 @ down @ cdown 0
insice: 1010101724 @ down @ cdown 0
management 172236222124 9w O uwp 5
autsice 2091652002252 @ down @ down O

Select an interface to viewy input and output Kbps
Traffic Status

Connections Per Second Usage

TCR: 0

‘outside’ Interace Traffic Usage (Kbps)

Input Khps: W Cutput Kbps:

153891

[5)|510/6 1:08:18 AMPDT

=admin=
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W psec YE—F75®A VPN LF 1) A=

IPSec ') E— 7%+t X VPN FH®D ASA 5505 DRE

VE— b7 27%A VPN OBREHOT a0t 2287 51213, KOTFIAICHENF
j—‘o

AFwT1 ASDM AA 2 7 42 KT, Wizards K2 v 7 &7 A ==2—75 VPN Wizard
Z3ER L E3, VPN Wizard Step 1 FII 23 F R S E T,

8% VPN Wizand @
¥ VPN Wizard YPH Tunnel Type (Step 1 of ...}

Uze thiz wizard to configure new ste-to-site YPM tunnels ar new remaote access VPN
tunnels. & tunnel between two devices iz called & site-to-site tunnel and is bidirectional. £
tunnel establizhed by calls from remote users such a= telecommuters is called remote access
tuniel.

This wizard crestes basic tunnel configurations that you can edit lster using the AS0DM.

P Turrel Type:
Site-lo-Site VPN

Refmote

() Site-to-Site

VPN Remote Access

Local ‘ﬁ) Remate

@H o

WM Tunnel Interface:

Enable inbound IPSec sessions to bypass interface access lists. Group policy and per-user
authorization access lists still apply to the traffic.

153910

< Back [ Mext = ] Finish [ Cancel ] [ Help ]

Cisco ASA 5505 Y4 v RE—h HL K
m. 78-17612-02-J |
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IPSec YE— F7Z+2A VPN v+ )Anxx B

AFvF2 VPN Wizard ® Step 1 T, ROFNEIZHEVET,

a. Remote Access T 7> ay REH 7Y w7 LET,

b. Faey7¥o JRRnNL, FE VPN bRV THERRA v H—T A A
L LT Outside &R L F7,

c. Nextx7 U w7 LTHATLET,

VPN YSA T2 524 TDEIR

VPN Wizard @ Step 2 T, KD FNEIZHENE T,

AFYT1 OB EX 2T 4 TTIAT VAR TL ) E— b 22— 20T
DBVPN 7V S5A T "OXATEBELET, ZDF VYA TiL, Cisco VPN
Client 77> a RZ %70 v 7 LET,

% DD Cisco Easy VPN U E— UG L H T £,

Cisco ASA 5505 V4 v RE—k HA4 K
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IPSec YE— F7% X VPN 7+ )+ DERE

& VPN Wizard 3
r VPN Wizard Remote Access Client {Step 2 of ...)

Remote access users of various types can open YPM tunnels to this A58 Select the type of
WP client for this tunnel.

PN Cliert Type:

or other Easy YPN Remote product

() Microsoft Windowes client using L2ZTP aver IPSec

PAP CHAP MS-CHAP-%1 hS-CHAP-42 EAP-PROXY

[ = Back ” Mext = ] Finizh [ Cancel ] [ Help ]
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IPSec YE— F7Z+2A VPN v+ )Anxx B

VPN FURIL TIL—TR EBIFAKXDIETE

ATy F1

VPN Wizard @ Step 3 T, RO FMEAIZHENE T,

RONTNPOBIEEZFATL T, R LIEDOZ A T2 EL £

RAECA T ¢ v 7 FRiA X — 27 51213, Pre-Shared Key 7' =
vARE U EZ Y vy L, FRiAE X — (& 21X, [Cisco)) ZATILET,
lOES j;ﬁﬁmt%;)7477747/xﬁ®m&o*ﬁyi~ya
O ERET,

AR T A VEEHEAF T 5I121%, Certificate 47> a3 KA U&7
) v L, Ry XXy VA RPLIFAEZEAT LI ) X LZERL, K
VFHRESNTWS P T ARRAS Y M E Ray FET L A RhD
%?Rbiﬁ“o
%Béftb:?“?é?/ﬁﬁ%%%ﬁ)ﬂ?‘é%ﬁﬁ FLERNTRAIRA L A ERTEL
TWARWESIZ. D 2 2DF T a ronFhnzEH LTy 4 F— K%
ﬁtﬁf%i% FRRERR I, HEHE ASDM U ¢ v R Z{EHA L TH TEIET
=FET,

Challenge/Response Authentication (CRACK) 47> a v R %7 U v 7
T5HE, ZOBMITNEFEHTEET,

| 78-17612-02-J
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W psec YE—F75®A VPN LF 1) A=

¥PN Wizard x|
VPN Wizard Y¥PN Client Authentication Method and Tunnel Group Name (Step 3 of ...}

The A54 allows you to group remote access tunnel users based on common conneckion parameters
and client attributes configured in the subsequent screens. Configure authentication method and
tunnel group Far this remaote connection. Use the same tunnel group name For the device and the
remate client,

—Authentication Methad

% Pre-shared key
Pre-Shared Key: Itest

= Certificate
Certificate Signing Algorithm:  rsa-sig
Certificate Mame: LI

(" Challengefresponse authentication (CRACK)

~Tunnel Group

Tunnel Group Mame: Icisco

= Back | Mext = | Eimish | Cancel | Help |
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RAFw T2 WEOFERRTA—FZBLIOIIAT N TRl Ea— 2EHLT, 20
W X2 VT ¢ TTI7AT VAR T 2EK2—Y Doy ho b 7
N—T7% (7=& 21X, ICiscol) ZATTLFET,

AF9F3 Nextw#s Vv LTRATLET,
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IPSec YE— F7Z+2A VPN v+ )Anxx B

A—YEIAARDIEE
2 —HFOFRIEIX, B —DINVRBIET — ¥ X — A, F 2 1IHEH D Authentication,
Authorization, and Accounting (AAA; F8GE, WA, T AT T 4 7)) r— %4
AL CETTE £ (AAA ¥—/321% RADIUS, TACACS+, SDI, NT. Kerberos.
BLOLDAP 3B 0 £9),

VPN Wizard @ Step 4 T, RO FMEIZHENE T,

ATFYT1 EEHEX2 VT 4 TTIAT A=Y F—ER—Z 2 L Ca2—F %
F8FEJ A IZ1%. Authenticate Using the Local User Database 4+~ 5 > R ¥ L %
7Y w7 LET,

ATV T2 SN AAA Y — N TN —TEER L Ca— V2RI 55 51E, IROFIEIZHEN
=7,

a. Authenticate Using an AAA Server Group 47> a v R¥ %7 ) v 7 LE
‘d—o

b. FHRHEINTWBY—,3 J/L—7% Authenticate using an AAA Server
Group Fr vy 7 X7 JUZARNGIEIRT 520, New 227 U v 27 LTH LW
AAA Y= T =T BN L ET,

Cisco ASA 5505 71 v 9 R8—hk 4 F
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W psec YE—F75®A VPN LF 1) A=

Client Authentication {Step 4 of ...}

To authenticate remote users using local device user database, select the first option below,
‘fau can create user accounts in the next step,

To use external AAA servers instead, select the second option, You can select an exisking Afd
SErYEr Qroup of create a new one using the Mew button below,

To manage all other AAL settings, go ko Configuration > Device Management > Usersfaas in
the main ASDM window,

% Authenticate using the local user database

" Authenticate using an A48 server group

AAA Server Group Mame: LI [ew, .

= Back | Mext = | Eimish | Cancel | Help |
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IPSec YE— F7Z+2A VPN v+ )Anxx B

(AFLay) a—YF7H90 FOETE
Db o P R R A LT — Y AR B, kO TFIECH

LWa—H ThT L NEERTCEET, ASDMREA VX —T7 = A A& L
T, Cca—¥EBENT22LHTEET,

VPN Wizard @ Step 5 T, IROFNEIZHENVE T,

ATy FT1 HLO2—VEBEMNTIHE, 2—FHZ LR —FEZ AN L. AddE 7 U v 7
L\ij—o

& YPN Wizard X
¥ VPN Wizard User Accounts (Step 5 of 11)

Enter & new username/password into the user authentication databaze. To edit existing
entries in the database or to remove them from the database, go to Configurstion = Properties
= Device Administration = Uzer Accounts inthe main AS0M wincow:.

~Uszet to Be Added

Uzethatne:
john_doe
| |

Pazsword (optional):
=lete

Confirin Password (optional):

153914
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W psec YE—F75®A VPN LF 1) A=

7ERELR T—ILDETE
VK 7 I7AT MR Ry NU—ZIZT 78 AT DI, #EHICKRI L &
EWZVE—FN VPN IA T MZEID Y TOHNDAEEHDOH D IP 7 KL AD
PNV ERETHVENHY £, 20T U A TiL, 7 —/11F 209.165.201.1 ~
209.166.201.20 OFFHD IP 7 KL AEFEHTAH L HICEELE T,

VPN Wizard @ Step 6 T, RO FMAIZHENE T,

RATFYT1 TN AEANT L0, FHRESNTND T —/L% Name Fry T X o )
A PDHERLET,

F720E,. Newa 27 U w7 LT, LW RLA F— L a2E L £,
AddIPPool A 7 VR v 7 ANEREINET,

8 Add IP Pool

MName: RetnoteClientPool
Starting IP Address: 208.165.201 1
Ending P Address: 208.165.201 20|
Subnet Mazk: | i |
Ok I [ Cancel I [ Help I
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IPSec YE— F7Z+2A VPN v+ )Anxx B

AFw T2 AddIPPool XA T TRy 7 AT, WONEEETLET,

a. HWEHOBMBIP T FLALKRTIPT FLAZ AN LET,

b. (A7 ay) ¥ 7xy b A7 %AJJT 50, Subnet Mask FKu v 7 &7
VURIMLIPT RLVARHHFHOY TRy N v A7 ZRIRLET,

c. OK#%#7 Y v L, VPN Wizard ® Step 6 IZF Y F7°,
8% VPN Wizard @
¥ VPN izard Address Pool (Step 6 of 11)

Erter & pool of local addresses to be uzed for assigning dynarmic P sddresses to remote WPN
clierts.

Turnel Group Mame : Cigco
Pool Marme: FemateClientPool hd | [ M
Pool Settings

Range Start Address: 209165201 1

Range End Address: 209.165.20M .20

Subnet Wask:

[ = Back ][ Mext = ] Finizh I Cancel ] [ Help ]
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W psec YE—F75®A VPN LF 1) A=

954F7 7 RIEaA—FDERE
KVE—NT IR IITAT U MBRY NU—2IZT7 7 8ATHI2E, AT
% DNS H—/3¢ WINS — 3, F 7 4/L hD R AL U&7 EORARH 2% > b
U — 7 BREERNPMLETT, FVE—N 7747 bEfAIZRET HDTIX
72<. ASDM IZ7 T4 T v MEWMEBRETEET, BES HELIND &, #HiL
By VT 0 77947 AT, ZOFREYVE—F 7747 bERZIT
Easy VPN N— RU =7 7547 MZEMA L E7,

PP ELVVEZIEE L TLLZEWN, ERELLZWEA, VE—F 7747
k ASEHET DNS 4 2 T& 22, £721% Windows % v F U —F 0 2T
VWO MENBELET,

VPN Wizard @ Step 7 T, IO FNEIZHENE T,

AF9FT1 VE—F T4 7 MIEMAT 20y P REGKREATLET,
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IPSec YE— F7Z+2A VPN v+ )Anxx B

& VPN Wizard X
¥ VPN Wizard Attributes Pushed to Client (Optionaly (Step 7 of 11)

Aftributes you configure belovy are pushed to the WPM client when the client connects to the
ASA | you do not vweant an attribute pushed to the client, leave the corresponding field blank.

Turirel Grougp: Cizco

Pritnary DNS Server: 209165.205.129

Secondary DNS Server: 2[]9 A63.202139

Pritnary WikS Server: 209165202118

Secondary WINS Server: 209165202 168

Defautt Domain MName: CigC0.cotm

<Back |[ Nest= | Frsn [ Cancel | [ Hein |
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W psec YE—F75®A VPN LF 1) A=

IKE R o—DKRE

ATy F1

IKE 1, 7—F 2R LT 74 N — 2L D S Nz G r T v m—
varZabhanT, 7DD EHERTARMANTLH D E7, 1ZEALED
Yite. ASDM OF 7 4V MEZERTHIE, +oicEF =277 VPN b R %
L CTEET,

VPN Wizard @ Step 8 TIKE A&~V U —ZHET 2I12iE, ROFNRIZENE T,

IKE¥xaUT 4 7YV —ya iZB0Cleiexa 70 77947
APEHAT DR EET V=Y XA (DES, 3DES, F£721X AES)., L7 /L2 YU X
2 (MD5 7213 SHA) . B L O Diffie-Hellman 7 v—2" (1, 2, 5. £721%7) %
IR L E 9,

8 VPN Wizand [E
¥ VPN Wizard IKE Policy (Step 3 of 11)

Select the encryption algorithin, authertication algorithm, and Diffie-Hellinan group for the
devices to use to negotiate an Internet Key Exchange (IKE) security associstion between
them. Configurstions on baoth sides of the connection must match exactly.

Encryption: 3DES v

A thertication: SHA

DH Grougp: 2

4

153918
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IPSec YE— F7Z+2A VPN v+ )Anxx B

AFvF2 Nextw#s Vv LTRATLET,

IPSec Encryption /35 A —% $ & U Authentication /X5 A —2 DERTE
VPN Wizard @ Step 9 T, RO FMEIZHENE T,

AFwT1 EE{k7/=2Y XA (DES. 3DES. £721% AES) BLUGREET /L =Y X4 (MD5
F721XSHA) #27 VU v 7 LET,

§& ¥PN Wizard x|

VPN Wizard IPsec Encryption and Authentication {Step 9 of 11)

Select the encryption and authentication algorithms For this IPsec Y¥PM tunnel. Configurations
an bath sides of the connection must match exactly.

Encryption:

Authentication: SHA LI

153919
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W psec YE—F75®A VPN LF 1) A=

XFYvF2 NextxZ U w7 LTHITLET,

7 FLRZEBOFNBELUVCRTY Y b bR TDIETE
ATy b hoRV T EFEHATSHE, VE—FT7EAIPSec 7 747 > b
X, X7y bESEBIC Lk T, IPSec b RAVBRH TIXHET S Z & (BB
RAXY NI =T A F =T =2 RTEETDLZEL (TFAMER) N TEET,

WY X2 VT 0 77747 2 A%, Network Address Translation (NAT; %
NU—2 7 RURZEW) ZHEHL T, NELIP 7 R L APSMBIZAR S 720 &
L TVET, BIEESNTZVE— b 22—V T 7 EREZHFATH02—T/1 7]
ARNBIORY NI—Z EHETDHIET,. ZOXRy N — T RFEIZHINERTE
TEFET,

VPN Wizard @ Step 10 T, RO FNEIZHEVE T,

ATFvF1 Bz E— b 2T 7B REZFATINEHY Y —A2AD U 2 MIAR
BERAR, FN—7, BLXOxy hU—=J ZIEELET,

Selected Hosts/Networks “XA > DA A~ Z—7 BLORy NU—7 28
BN 512i% Add, BIEICHIBRT 51213 Delete 27 U v 7 LET,
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IPSec YE— F7Z+2A VPN v+ )Anxx B

¥PN Wizard
VPN Wizard

Address Translation Exemption and Split Tunneling {(Optional) {Step 10 of 11)

Metwork Address Translation (MAT) is used ko hide the internal network From outside users, You can

make exceptions ko MAT to expose the entire or part of the internal network to authenticated remote
users protected by YR,

To expose the entire network behind the most secure interface to remoke YPM users without NAT
leawve the selection list blank,

Selected Hosts/Metwarks:
~Hostiretwaork

10.10.10.0

Interface: Iinside add |

Delete |

1l

Address: [10.10.10.0

il Enable split tunneling to let remote users have simultaneous encrypted access to the resources
defined above, and unencrypted access to the inkernet,

= Back | Mext = | Eimish | Cancel | Help |

153920

[E 1 55> Enable Split Tunneling ... = v 7 Ry 7 R &4 N2 35 L
ATV N hRV U TRA =T MRV ET, ATV v b bl
VIEMRATOE, RELERY NT—TONEDNT T 4 v 7L, B
TS N7 VPN b 3V ERBETICA ¥ —3 v MOEEEE S
ESrR

ATvF2 Nextx7 Vw7 LTHiATLET,
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W psec YE—F75®A VPN LF 1) A=

IJE— 74+t X VPN EBEDHKE

VPN Wizard @ Step 11 T, H LW VPN P RILOFET b Ea— &AL
FT, BRINDEEITROL I ET,

¥PN Wizard x|
VPN Wizard

Summary (Step 11 of 11)

‘You have created a Remote Access WPR tunnel with Ehe Following attributes:

WPM Tunnel Interface: outside

IPsec authentication uses pre-shared key: test

Tunnel Group Marme: Cisco

Default Group Policy: Cisco

User authentication using local user database

Mew users created in the local database: john_doe jane_smith

Pool of IP addresses For WPK clients: IPseclientPool
(209,165,201.1 - 209,165,201.20)

Primaty DMS: 209, 165,205,129

Secondary DRS: 209,165,202,139

Primary WINS: 209,165.205.118

Secondary WINS: 209,165,205.168

Defaulk Domain Kame: cisco.com

IKE Policy Encryption § Authentication / DHGroup: 3DES [ SHA | Group 2

IPsec ESP Encryption / ESP Authentication: 3DES | SHA

Internal network elements exposad to remote WP users without MAT:
10.10.10.0

Split tunneling: enabled

Mexk = | Finish | Cancel | Help |
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WOUNCRESNTWAEAIE Finish %27V v 7 LT, @il x=2)7 40 77
FAT U AERANREZ#MALET,

WIZT A AZRETH EXITHEASIND LI, RELEERAY— T v
AT 4 X2 b—a JRITFETDHEAIE, File A==2—M05 Save 7 U v 7
LET, £720F, ASDM 2 T 5 L ICHEEE 2 LARKANICHRTE TS LD
RO HNET,

Cisco ASA 5505 Y4 v RE—h HL K
m. 78-17612-02-J |




| 7% <+ U# :IPSec YE—FF7Y R VPN BE

IPSec YE— F7Z+2A VPN v+ )Anxx B

REE L ZRAF LRWEEIE, RICT A A RET 5 & SITEHRTOBREN L
DEFEBEHSINET,

Cisco ASA 5505 V4 v RE—k HA4 K
| 78-17612-02-J




F7HE  LFUF :IPSec YE—FFHERVPNEE |
N xo#g

RDIEE

ENRANEEBEIIT VI — I — T OLERERHICD RY —2 KD
54k VPN b o R EMESLT HI21E, Cisco VPN 72 A T v V7 v =T %
AFLET,

Cisco Systems VPN 7 Z A 7 F DFEMIIC DU T,

http://www.cisco.com/en/US/products/sw/secursw/ps2308/index.html % £ L CT< 72
é l/ \O

UE— 778 AVPNBRELZITICHEIGHNE X2V T 4 T 7794 TV AERET
HEAIT. TN THIMRENK T LE LT, EBIC, ROFIELZFETTHZLE D

TEET,

RITHRE BHEE

PR ER L O 7 3 8 [ Cisco Security Appliance Command Line

HE & PRIRFERE DR E Configuration Guide]

HHEM72RERIZ DN T [ Cisco Security Appliance Command Reference]
[ Cisco Security Appliance Logging Configuration
and System Log Messages

BEOT TV r—ya VSRR 2 )T 4 T IAT V AERETEE
T, WOWETIE, WM X2 VT 0 7T I7AT  ADMO— 727 7Y or—
v a VORETFIEIZOWTHA L ET,

ETHE SiR%

DMZ N®D Web b — AR T 2720 (63 [ F V4 : DMZiRE
DM VT TTI3A4T
ADFHTE

P A bY—H A+ VPN OFRE %8
VPN

(o F VA YA By —HFA b
iE |

2

Cisco ASA 5505 Y4 v RE—h HL K
m. 78-17612-02-J |



http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/cmd_ref/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
http://www.cisco.com/en/US/products/sw/secursw/ps2308/index.html

	シナリオ：IPSec リモートアク セス VPN 設定
	IPSec リモートアクセス VPN ネットワーク トポロジの例
	IPSec リモートアクセス VPN シナリオの実装
	収集する情報
	ASDM の起動
	IPSec リモートアクセス VPN 用の ASA 5505 の設定
	VPN クライアント タイプの選択
	VPN トンネル グループ名と認証方式の指定
	ユーザ認証方式の指定
	（オプション）ユーザ アカウントの設定
	アドレス プールの設定
	クライアント アトリビュートの設定
	IKE ポリシーの設定
	IPSec Encryption パラメータ および Authentication パラメータの設定
	アドレス変換の例外およびスプリット トンネリングの指定
	リモートアクセス VPN 設定の確認

	次の作業

