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WEITER

ASDM D&}

WY X2 VT 4 TTIA TV ADORELZBMBLTYE—F 77 &R IPsec
VPN #5252 T 1T B0, FaNC LT RO HZ HEfiF L £ 9,

e IPT—NATHEHINDIP 7 NLADOHIPH, ZNHD7 FLRIE, Bk
B9 HEIVE—FNVPNITA T MIEIDYToHNET,

e T—HILER uET &“\“—7\@{/'552 fERHIIA— Yol Ak (uuu
AAA P —REFHT 25552,

e VPN ~O#RIZY E—h 7 74T FTCHEHASN D Xy hU—F 2 71
W, WOERBE ENET,

— TI9A=IBLOEDZ Y DNSH—"DIP T KL A
— TI9A=IVEBLORELHFY WINS —DIPT KL A
— FIHNE RAL 4

— WEEESNTVE—bF IIAT U MNIT 7 BATEDL LT Hm—T
NBRAL, IN—=T BEOXRY hT—=7DIPT FLADY A

ASDM % Web 7' 7 U TIEATT HITIE, 7 RV A 7 ¢ —)L Rz, T HERO
T 74/ N IP 7 K L X https://192.168.1.1/admin/ = A L £ 7,

~

GE)  Tsy ZBMLT Ihttps) 12T 52 LIZEBRLTLLEE, BILARNVE,
B et LU £ 4, HTTPS (HTTP over SSL) 1%, 77 v ¥ L+
X2 T4 TTFIAT UV RAEDOB TEX a7 it UE4,

ASDM DA A v 7 4 v RUBNERENET,
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File Opfions Tools ‘Wizards Help

LSDM Wersion:  5.2(0)30 Device Type; ASA/PIX

Firewvall Moce: Routed Context Mode: Single

r & B |0 O @ 7
& o} QO O & G ?
Home Configuration Moritoring Back Forward Packet Tracer Refresh Save Help
Dewvice Information Interface Status
General | License Interface IP AddressMask Line Link Khps
) ) dmz 10.30.30.1/24 D down @down 0
FelfEwes SR inside 1010101724 @down @ down 0
ASA Wersion: T.2(0)72 Device Uptirme: 1d 1h 48m 24s management AT223 6222024 @ up 9 up 5
outside 209165200 225/24 @ down @ down O

Total Flash: 64 MB Total Memary: 512 MB
VPH Status
IKE Tunnels: 0 WebWPN Tunnets: 0 SV Tunnets:

System Resources Status
CPU Usage (percent)

01:.05

hemorny—| - Memany Usage (ME)

v

Device configuration loaded successfully

IPsec YE— F72 2R VPN O+ rnxz B

Search: Find =

Select an interface to viewy input and output Kbps

Traffic Status

Connections Per Second Usage

W Output Khps:

Input Khps:

=aclmin= 15

153891

[B)|5i10m6 1:08:18 am POT
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IPsec ') E— 7%t X VPN HD FWSM DEEE
JE— "7 7EAVPN ORE v AZHIBT A0 ROFIEEZFEITLET,

ATFYFT1 ASDM DAL U4 RUD Wizards R v 77X 7 XA =2—7T, VPN Wizard
AN LEF, VPN Wizard © Step | B AT RINET,

8% VPN Wizand @
¥ VPN Wizard YPH Tunnel Type (Step 1 of ...}

Uze thiz wizard to configure new ste-to-site YPM tunnels ar new remaote access VPN
tunnels. & tunnel between two devices iz called & site-to-site tunnel and is bidirectional. £
tunnel establizhed by calls from remote users such a= telecommuters is called remote access
tuniel.

This wizard crestes basic tunnel configurations that you can edit lster using the AS0DM.

P Turrel Type:
Site-lo-Site VPN

Refmote
() Site-to-Site

VPN Remote Access

Local ‘ﬁ) Remate

@R

WM Tunnel Interface:

Enable inbound IPSec sessions to bypass interface access lists. Group policy and per-user
authorization access lists still apply to the traffic.

153910
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a. Remote Access VPN A7 > g RE %7 ) w7 LET,

b. Fuy &Yy JUXRNT, #HE VPN P Xt LTA X —7 2T B A
VA —T x4 AL LT Outside ZEIR L £,
c. Nextz#/7 Uo7 LTHATLET,
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VPN YSA T2 524 TDEIR

IPsec YE— F72 2R VPN O+ rnxz B

VPN Wizard ® Step 2 T, RO FNEE FEITL £7,

ATy F1

OISR 2T 4 TSIAT AR E— N a—PREEFHETX 5 VPN
IIGAT L NDEAL T EIEE

LEF, 2D+ U ATiL, Cisco VPN Client 4~

varyREUEIY v LET,

% DD Cisco Easy VPN U E— MG TR THEHT L2 N TEET,

& VPN Wizard
¥ VPN Wizard

PN Cliert Type:

Remote access users of various types can open YPM tunnels to this A58 Select the type of
WP client for this tunnel.

Remote Access Client {Step 2 of ...)

or other Easy YPN Remote product

() Microsoft Windowes client using L2ZTP aver IPSec

PAP CHAP MS-CHAP-%1 hS-CHAP-42 EAP-PROXY

Cligrit will efcd tunne group fsmes 53 userhameg@tunnelgroug.
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VPN FURIL TIL—TR EBIFAKXDIETE

VPN Wizard ® Step 3 T, RO FNAEFEITL £T,

ATFYT1 ROFIEOWTNNEFATLC, EHRTIRBIEOHEE AR EL £7,

o RERICAZT 4w 7 RERIMA X — 2T 521X, Pre-Shared key 47

Yary RNErE7 Yy L, FEEEEF— (ICisco) &) ZANLET,

:@ﬂeﬂi\ WS E X2 VT 4 TT 74TV ARO IPsec F AT — 3
VRS ET,

o FREICT VX NGERELEMHT 521X, Certificate 4723 RE %D
Uy Z L, Rey & v U A KT Certificate Signing Algorithm % B L |
RO RayFHZT L JANTHEAGRESIZ NI A MRA L MM E2RIRL
E AN
AT VA NEL T 256 TH, 7 A MRSV MEEEREL
TWRWEXE, o2 DDA T v a oz LT Wizard % #t
ITCEET, fZ¥ED ASDM B Z i L C, % CRAIREZ LR TE £ 7,

* Challenge/response authentication (CRACK) =7 > a > R¥Z %7 Vv 7 L
T, ZORGEARNEFERLET,
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B VPN Wizard @

¥ VPN Wizard VPH Client Authentication Method and Tunnel Group Hame (Step 3 of ...)

The A54 allovws you to group remate access tunnel users based on common connection
pararmeters and client sttributes configured inthe subsequent screens. Configure authertication
method and tunnel graup far this remote connection. Use the same tunnel group name far the
device and the remate client.

-Avthentication Methocd

() Pre-shared key
Pre-Shared Key: | Ciscol

() Certificate

Certificate Signing Algarithim: — rsa-sig

Trustpoint Marme:

O Challengefresponse authentication (CRACK)

rTunnel Group

Turnel Group Matne: | Cisco

153912
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A—YRBIEAXDIETE
:L“—"]j‘ I, m— jJ/l/p:unE'T &/\"—‘X EY i% Bntuu nAuT T 77/7/1' Ve

" (AAA) ¥ —/% (RADIUS, TACACS+, SDI, NT, Kerberos, 5 J " LDAP)
[]L FL[ET % i ‘a_

VPN Wizard @ Step 4 T, IROFIEZFITLET,

ATvT1 i@ﬁi\’*'“zﬂ%; UVF 4 TTFIAT LV RALa—Y F—H_R— 25 ER L C2—F%
FBAET 535 A 1L, Authenticate using the local user database 7> 3 > ARZ %
70w Li‘é”o

ATy T2 S AAA =R TN —T Ta—VEBET I, KOFEEZEITLET,

a. Authenticate using an AAA server group =723 R¥ &7V v LE
j‘o

b. Fuy7¥yr VR LT, FRIREFHLDOY—N TA—TZ2RIRLET,
FlE. New 27 Vw7 LT, HLOWF—R T L—T%BMLET,
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& VPN Wizard 3
¥ VPN Wizard Client Authentication (Step 4 of ...)

To authenticate remote users using local device user database, select the first option below .
You can create user accounts inthe next screen.

To use external ALL servers instead, select the second option. You can select an existing
ASA zerver group of creste & neww one using the Meswy button below.

To manage all other AA4 seftings, use Configuration = Properties = AAA Setup categary in the
mair AS0M winclowy,

O Autherticate using an AA5 server group

AAA Server Group Mame: e Mewy...
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(FFLay) Aa—F F7HHOU FDOERTE
°—7 v :L’_"H_ T ”57‘/\“_111“—'&78wuuﬁj—5 3. Z \_T%ﬁ Lz — '}j‘

Ty MEERTEET, ASDMREA > ¥ — 7141%ﬁﬁbf #BCa—
PEBMTHIEHLTEET,

VPN Wizard ® Step 5 T, RO FNEEFEITL ET,

AFYT1 HLLa—FZBNTHI00E, 2—F L ERXRT—REZAS L. AddE 27 ) v 7
L\ij—o

& VPN Wizard [E
F VPN Wizard User Accounts (Step 5 of 11)

Erter & newy usernamelpassword into the user authertication database. To edit existing
entries in the databaze or to remowve them from the databasze, go to Configuration = Properties
= Device Administration = User Accounts inthe main 500 window:.

~User to Be Added

Lzername:
john_doe
| |

Pazswoard (optional):
Delete

Confirtn Password (optional):

[ = Back ][ Mext = ] Finizh [ Cancel ] [ Help ]
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7ERELR T—ILDETE
VE—NIIAT VMR RYy NI —J T 7 BATEALH1T A%, ER
WCHHR LT XV E— M VPN 7 T4 T MBIV B THZENTEDHIPT
RLADT— NV ERETILERNHYET, 2O F VA TIE, IPT FL A
209.165.201.1 ~ 209.166.201.20 #fEHT D L 217 — Vv EZFHTEL ET,

VPN Wizard ® Step 6 T, RO FNEE FEITL £7,

ATyF1 Fry7FZyr VAT, T—=AAEANT L0, FHIREFHO T —/N &k
RLET,

HDHWNE, New 27 Vw7 LT, HLWT RLRA P — L& ElRkLET,
AddIPPool A 7 VR v 7 ANEREINET,

8 Add IP Pool

MName: RetnoteClientPool
Starting IP Address: 208.165.201 1
Ending P Address: 208.165.201 20|
Subnet Mazk: | i |
[ Ok I [ Cancel I [ Help I
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AFw T2 AddIPPool XA T a Ry 7 AT, ROFNEEZFITLET,

a. IP7 FLADOHIPHDIEME L & THEEZATILET,
b. (A7 ay) PT7TRLAOEHBOR Y h~2 27 2 ASLET,
c. OK#%#7 Y v 27 LT, VPN Wizard ® Step 6 IZ& Y £7°,
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& YPN Wizard

¥ VPN Wizard Address Pool (Step 6 of 11)

Erter & pool of local addresses to be uzed for assigning dynarmic P sddresses to remote WPN
clierts.

Turnel Group Mame : Cigco
Pool Marme: FemateClientPool hd | [ M
~Pool Seftings

Range Start Address: 209165201 1

Range End Address: 209.165.20M .20

Subnet Wask:

153915

[ = Back ][ Mext = ] Finizh I Cancel ] [ Help ]

AF9F3 Nextw#s Vv LTRATLET,

Cisco ASA 5500 ) —X BEEEXa1 T4 PTSATVRRE— 7Y T HAFR
m. 78-17611-01-J |




| 7% 2FUA:UE—+F7I X VPN ORE

IPsec YE— F72 2R VPN O+ rnxz B

D934F72 7 FIJE2L— FDOERE

ATy F1

Fy NI —=ZIZT 7 BATHIZE, FVE—NTI7ER IZT74T 2 MIER
X v hU— 7 &EEHR (BT 5 DNS — "B L O WINS h— 3 57 4L k
RAALZ72E) MRETT, FUVE—F 7747 MEEBICRET 5D
DIZ, ASDMIZZ AT v MEREANTEET, @M ExXF2 VT4 777
AT VAL, BRSPS SNTEXI, ZoFEREVE— VT4 T bER
ILEasy VPN N— RU =7 7 5347 MZT vy a2 LET,

ELVEZEELEZL2HERLTLIEE N, HERELL WS, UE— |
75 A7 MiX. DNS 4 Z i L7=f#k=<> Windows % v b U —=% 7 Off f 3
TER R ET,

VPN Wizard ® Step 7 T, IROFINEZFATL ET,

VE—F 7947 MZT v vaddry M= REFHREZ AN LET,
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8 VPN Wizand [E
¥ VPN Wizard Attributes Pushed to Client (Optionaly (Step 7 of 11)

Attributes you configure belovy are pushed to the WP client when the cliert connects to the
ASAIf you do not want an attribute pushed to the client, leave the correspaonding field blank.

Turinel Grougp: Cizco

Frimary DNS Server: 209.165.205.129

Secondary DNS Server: 2p918s5.202.139

Pritnary WWikS Server: 209165202118

Secondary WINS Server: 209165202 168

Defaut Domain Marme: cizco.com

= Back ][ Mext = ] Finizh [ Cancel ] [ Help ]
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IKE R o—DKRE

ATy F1

IKE X, b R EE&hxIvo—y gy Fu baL T, F—F2R#E L,
BHERIELET, £, BT OTAT U T 47 4 bIRET 2FEF X THH Y
F9, IFEALEDEAE. ASDM OF 7 4V MET, E% =772 VPN b L%
L TEET,

VPN Wizard @ Step 8 TIKE &RV U —ZHET HI1CIE,. ROFIRZFEITLET,

IKEt®X=alU7 4 7V —varT, Miiltexal7 gy 777347 AN
fERHT 2L 7 2 Y XA (DES, 3DES, F721X AES) | FRGE7 2 Y X A
(MD5 %£7-1% SHA) . B X O® Diffie-Hellman 7 /L—7 (1. 2. 5. £721%x7) %7
Uy 27 LET,

& VPN Wizard [E

¥ VPN Wizard IKE Policy (Step 3 of 11)

Select the encryption algorithin, authertication algorithm, and Diffie-Hellinan group for the
devices to use to negotiate an Internet Key Exchange (IKE) security associstion between
them. Configurstions on baoth sides of the connection must match exactly.

Encryption: 3DES v

A thertication: SHA

DH Grougp: 2

4
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AFvF2 Nextw#s Vv LTRATLET,

IPsec BEBLHE K UVRBEL/NT A —F2 DETE

VPN Wizard ® Step 9 T, RO FNEE FEITL £7,

AFwT1 EE{k7/=2Y XA (DES. 3DES. £721% AES) BLUGREET /L =Y X4 (MD5
F7IZSHA) 27V v 7 LET,

& YPN Wizard X
¥ VPN Wizard IPSec Encryption and Authentication (Step 9 of 1)

Select the encryption and authentication algorithms far this IPSec YPM tunnel. Configurations
ot both sides of the connection must match exactly.

Etcryption: 3DES hd

A thertication: SHA b

153919

[(<Back |[ Mext= | Finich | [[cancet | [[heip |

AFvF2 NextzZ7 U w7 LTHAITLET,

Cisco ASA 5500 ) —X BEEEXa1 T4 PTSATVRRE— 7Y T HAFR
m. 78-17611-01-J |




| 7% 2FUA:UE—+F7I X VPN ORE

IPsec YE— F72 2R VPN O+ rnxz B

T RELREBRDBINERT )y b bR DT DIEE

ATy 1

AT Yy b bRV T EERATHE UE— KT 78R IPsec 7 747 2 M
—TEDLRMIZHEN, 2y N ER LB TIPsec o FICFHFELZD, 7V
T TRAMER TR Y N —F AU B —T 2 A RATHFE LIV T HENTE
iﬁ—o

WEHtEX 2T 0 TTIATVAF, Ay hT—2 7 RLRZEH (NAT) %
ERALT, W IP 7 RLADBINTICAR SND Z EEBHWTWET, BFES N
ZVE—F 2—WWIT 7 BATZDIHICTHHMERNH DI u—H/L FAMBX
Oy hU—ZHREL T, 2OFy NI =7 {FEOFIINEERTE ET (2D
TV AT, NER Y hU—727 10.10.10.0 &K &2 T _XTCOYVET—h 7T AT
MZZABRLET),

VPN Wizard @ Step 10 T, IROFNAEZFETLE T,

BIEESNTEVE—F 2—FRT 7 EAXATELLIICTHNHY YV —ADY X K
WCEDDHHRAN, IN—T BIORy NU—7 ZiEELET,

Selected Hosts/Networks XA > DK A ~, Z—7 BLORy hU—7 2EH
WBINE 2 XHIBRT 212X, ENEh, Add F7-iE Delete 27 U > 7 LET,
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( VPN Wizard Address Translation Exemption and Split Tunneling {Optional) {Step 10 of 11)

Metwark Address Translation (MAT) iz used to hide the internal netvwaork from outside users. You
cah make exceptions to NAT to expose the entire or part of the internal network to sutherticated
remate users protected by WPN.

To expoze the entire network behind the most secure interface to remote YPHN users without MAT,
leave the selection list blank.

Selected HostsMetworks:

~HostMetvark

Itter face: insice w

“Source

Type: P Address b

IP &ddress: 10.10.10.0 v E]
Metimask: 2552552550 w

104010.0/24

Alel

Enable split tunneling to let remote users have simultaneous encrypted access to the
resources defined above, and unencrypted access to the internet.

[ = Back ][ Mext = ] Finizh [ Cancel ] [ Help ]
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(GE)  HimEmoO FEIZ&H % Enable split tunneling F— > 7R v 7 A% 4 LT,
ATV b bRV A R—=T M LET, AT Y v b brxlU
TwaRERATE, RELERY NI—T OO T 7 4 v 7 &, R
{bE#72 VPN F o RV EFEHETICEREA 2 —F%y MIENTED
K20 ET,

AFvF2 NextzZ7 U w7 LTHAITLET,
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)E— 75 +tX VPN DRTEDHESE
VPN Wizard @ Step 11 T, ZZ TIEK L7 VPN F U RLOEET b BEa— b
AR LET, RRINDOIREIE, ROX IR ET,

8 VPN Wizand @
¥ VPN Wizard Summary (Step 11 of 11)

You have crested & Remote Access VPN tunnel with the following attributes:

WPM Tunnel Interface: outside

IPSec authentication uses pre-shared key: Cisco

Turnel Group Matne: Cizco

Default Group Policy: Cisca

Uszer authertication using local user databasze

Mew uzsers created in the local database: john_doe jahe_doe

Pool of IP addresses for VPM clients: RemaoteClientPool
(209.165.201 1 - 209.165.201 200

Primary DE: 209.1635.205.129

Secondary DNS: 209165202139

Primary WINS: 209165202115

Secondary WINS: 209165 202168

Default Domain Mame: cisco.com

IKE Palicy Encryption / Authentication § DHGrougp: SDES §SHA S Group 2

IPSec ESP Encryption § ESP &utherntication: 3DES [ SHA

Internal netweark elements exposed to remate WP users without NAT:
1040100524

Split tunneling: enabled
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