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~

GE) s ZBILT Ihttps) I35 Z LICHERELTLEE Y, BMLARNWE,
B et L £, HTTPS (HTTP over SSL) 1%, 7 I v ¥ L /sl &
X2 VT4 TTIAT UV ARAEOR T a7 et LEI,

ASDM DA A v 7 4 v RUBRERENET,
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Cisco ASDM 5.2

IPsec JE— F72 R VPNOYFUF0EE N

System Resources Status
CFRU

CPU Usage (persent)

hemon— ~Memony Usage (ME)

Device configuration loaded successully

File Options Tools ‘izards Help Search: Find =
e 2 & \ y ~ )
& 4 CQ O | @ | & & ?
Home Configuration Moritoring Back Forward Packet Tracer Refresh Save Help
Dewvice Information Interface Status
General | License Interface IP AddressMask Line Link Khps
) ) dmz 10.30.30.1/24 D down @down 0
FelfEwes SR inside 1010101724 @down @ down 0
ASA Wersion: T.2(0)72 Device Uptirme: 1d 1h 48m 24s management AT223 6222024 @ up 9 up 5
ASDMVersion  5.20130 Device Type: ASA/PIX outside 0916520022524 D down @ down 0
Firewvall Moce: Routed Context Mode: Single
Total Flash: 64 MB Total Memory. §12 Mo Selert ah intertace to view input ahd output Kbps
VPH Status Traffic Status
IKE Tunnels: 0 WebWPN Tunnets: 0 SV Tunnets: L]

Connections Per Second Usage

TCP: O
“outside’ Interace Traffic Usage (Kbps)

Input Khps:

W Cutput Khps:

=acimin=
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IPsec Y E— F7 %5+t X VPN HOD FWSM DE&5E
JE—KrT7Z7ERAVPN OFRET 0¥ 2AZETHICE. ROFIEZFEITLET,

2TYT1 ASDMDAA L 742 R7®d Wizards K v 74 7 A ==2—7T, VPN Wizard
ZiER L FE3, VPN Wizard @ Step 1 B AE RSN ET,

& VPN Wizand @
¥ VPN Wizard VPH Tunnel Type (Step1of ...)

Use thiz wizard to configure neyy ste-to-site VPN tunnels or nesw remote access VPN
tunnets. A tunnel between two devices is called a site-to-site tunnel and iz hidirectional. &
tunnel established by calls from remote users such as telecommuters is called retnote access
tunnel.

This wizard crestes basic tunhel configurations that you can edit later using the ASDM,

PN Tunnel Type:
Site-to-Site VPN

Remote

() Site-to-Site

WPN Remote Access

Local (l? Remole

Intarnat

YPM Tunnel Interface:

Enable inbound IPSec sessions to bypass interface access lists. Group policy and per-user
authotization access lizts stil apply to the traffic.

163910
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a. Remote AccessVPN F 7> a v REZ %27 U v 7 LET,

b. Fey ¥ JURARNT, HEVPN M2t LA R—T7 2T B4
v HE—T A AL LT Outside Z3%®IK L E£7,

c. Next%#7 U w7 LTHATLET,
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VPN SA T2k 84 TDOEIR

VPN Wizard @ Step 2 T, IROFIEZFEITL 7,

ATy FT1 ZoO@EHEX2 VT4 TTIAT ALY = 2—FREPEHTE S5 VPN
TIAT L DEALTEHIBELET, 2D F U A TiL, Cisco VPN Client 47
var AU EIY v LET,

% Dftho> Cisco Easy VPN U &— NS TR CTHERATLZ N TEET,

& VPN Wizard 3]
i VPN Wizard Remote Access Client (Step 2 of ...)

Remote access users of various types can open VPN tunnels to this A54. Select the type of
WP client for this tunnel.

WPM Cliert Type:

(%) Cisco YPH Client, Release 3.x or higher

or other Easy %P Remote procuct

() Microsaft Windows client using L2TP aver IPSec

F&P CHAP MS-CHAP-\1 MS-CHAP-42 EAP-PROXY

Cligrt will send tunnel group name a5 usernamegiunneigroug,
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VPN FoRIL TIL—TR EBIAKXDIETE

VPN Wizard @ Step 3 T, RO FIEZFEITL 7,

AT 1 ROFIEONThnraETLC, ERTHRAEOEA R EL £,

o WEEIZAZ T 4 v 7 IRFEAHEA X —2 M3 5121%. Pre-Shared key #+7
Yar RErE7Y v s L, FHEFEAEF— (ICisco) &) ZANLET,
ZOF—E, WNHEX 2 VT 0 TTIAT U AMD IPsec F AT — 3
:ﬁﬁﬁ SNET,

PREICT U X VEEI EAE AT 5 12i%, Certificate 47> a v R %7
Yy L, Rmy 7% v U KT Certificate Signing Algorithm Z 38R L |
WO Ry 7FZ Yy JARNTHEAHRESNIZ T A MRA V MEERIRL
7

RS T A NEL AT ASEATH, FTAMKRA VU M EETERE
TWARWNWEEE, o 2 >O4 7 a oz i LT Wizard %f;L
ITCEET, EHED ASDM EHR ZfEH L C, % CRALR EZEHE TE £ 7,

» Challenge/response authentication (CRACK) &' a > RZ &7 U v L
T, ZORGESHRNEEHLET,
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ATFvF2
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& VPN Wizand @
¥ VPN Wizard YPH Client Authentication Method and Tunnel Group Hame (Step 3 of ...)

The ASS allovws you to group remote access tunnel users based on commaon connection
parameters and client sttributes configured in the subsequert screens. Configure authertication
method and tunnel group for this remate connection. Use the same tunnel group name for the
device and the remote client.

-Authentication Method

(%) Pre-shared key
Pre-Shared Key: | Ciscol

() Certificate

Certificate Signing Algarithin: - rsa-sig

Trustpoint Mame:

O Challengefesponse authentication (CRACK)

Tunrnel Group

Tunnel Group Mame | Cjzca

[ = Back ” Mext = ] Finizh [ Cancel ] [ Help ]
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A—HEAAXDEE

a—PL, v — B NVFEIET — X N— R FIIANERERGE, BRE T T
7 (AAA) #— 3 (RADIUS. TACACS+. SDI. NT. Kerberos, ¥ X U LDAP)
TRIFTE £7,

VPN Wizard @ Step 4 T, IROFIEZFEITL 7,

ATy 1 i@ﬁi\’*”tﬂea VF 4 TFIAT AL —Y F— A _R— 2 5B L T —H%
FRFET B 5A1E. Authenticate using the local user database 47> a > RHZ %
70wy LET,

RTFvT2 SEHAAA Y =R TN —T Ta—FERIAET L5611, KOFIEELETLET,

a. Authenticate using an AAA server group A7 > a v R¥ &7 ) v o LE
j"o

b. Fey7&v JZXRT, FEREFHDY—N TNV —TZ@RLET,
FE. NewE 27 Y w7 LT, FLn—N 7 —7%BINLET,
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& VPN Wizard X
¥ VPN Wizard Client Authentication (Step 4 of ...}

To authenticate remote users using local device user databasze, select the first option belows.
You can create user accounts in the next screen.

To use external AAL servers instead, select the second option. You can select an existing
AAL server group or creste a nevy one using the Mew button below

To manage all ather 8.8 settings, use Configuration = Properies = A58 Setup category inthe
miain S0 wincowe.

O Autherticate using an A44 server group

ASA Server Group Mame: e Meswy...

[ < Back ][ Mext = ] Finizh [ Cancel ] [ Help ]
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(T 3ay) Aa—F F7HOU LDERTE
a—H)N a—W F—HE_R— AT —PEFIAET HHEIL. T2 THLLZ—H
T NEERTEET, ASDMBREA >V F—T =2 A=A LT, th Tax—
PEBMTHIEHTEET,

VPN Wizard @ Step 5 T, RO FIEZFEITL 7,

AT9T1 FHLa—FZBNd212d, 2=/ ESRT—FEAN L Add &7 Y v
L/ji‘é—o

B VPN Wizand @
i VPN Wizard User Accounts {Step 5 of 11)

Enter a hew username/password into the user authentication database. To edit existing
entries in the database or to remave them from the database, go ta Configurstion = Properties
= Device Administration = User Accounts in the main ASDM wincow .

~Uzer to Be Added

Uzernarme:
john_doe
| |

Password (optional):
Delete

Confiten Passyord (optional):

153814
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7ELR T—ILDETE
VE—NIVIAT VIR Ry NI —=J LT 7 BATES L9110 5I1CE. ERN
B LT X UVE—RMVPN 7V 94T MBIV SBTARZENTEBEIPT
RLAD T — LV EZRETAHALENHYVEST, ZOFIUFTIEZ.IPT FL X
209.165.201.1 ~ 209.166.201.20 #fEHT D L H I F— N E2FHE L £,

VPN Wizard @ Step 6 T, RO FIAEZFEITLET,

ATYT1 Fay7rFur VRRNT, =L E AT D0, FRIREFELD T —/L &%k
WLET,

HDHNE, Newz 27 Vw7 LT, HILWT LA =z Bk L ET,
Add IPPool # A 7 7R v 7 ANEREINET,

# Add IP Pool 3

Matne: FemoteClientPool

Starting IP Address: 2081652011

Ending IP Address: 209.165.201.20|

Subnet hask: hd
w

[ Ok I [ Cancel I [ Help ] o

o
gl

AFvF2 AddIPPool ZA TRy 7 AT, WOFIEEZEITLET,

a. IP7 RLADOHEHPHOBMME K THEEZAD LET,
b. (7> a3y) IPT RLADHEIBOAR Y h~A 72 AN LET,
c. OK%#Z7 VU w27 LT, VPNWizard ?® Step 6 (2R Y £,
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B YPN Wizard

¥ VPN Wizard Address Pool (Step 6 of 11)

Erter a pool of local addresses to be used for assighing dynarmic P addresses to remote WP
clients.

Tunnel Group Matme : Cigco
Fool Mame: FemateClientFool hd | [ Mewr
~Pool Setting

Range Start Address: 209.165.201 1

Range End Address: 209165201 .20

Subnet Mask:

153915
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934727 FJEL— FDERE

ATvI1

Xy VT —=2ZT7 78ATHICIE, EVE—NT278RA 7T 4 7T MIER
X v MU — 7 &EHHR (T 25 DNS — "B L OWINS H— 3 F7 41 b
RAAL 472 8) DMETT, K£VE—bF 7747 bEEBICEET 50
DIZ, ASDMIZZ7 AT v MEREANTEET, @S Ex=2 V70 777
AT R, RSN SN EEIL, ZOFEREVE—N VT4 T MER
ILEasyVPN "— KD =7 77347 M7y v a2 LET,

FELWVMEZEELZZ E2HER LTS ZIN, ERELL RWEAE, VE—F
7 FA47 > M, DNS & %A U 7=k Windows R v U — 7 O A
TERL 2 ET,

VPN Wizard ® Step 7 T, IROFIEZFATLE T,

VE—F 7IAT MZT v vaddry PUV—REFHREATTLET,
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8% VPN Wizand @
¥ VPN Wizard Attributes Pushed to Client (Optional) (Step 7 of 11)

Attributes you configure belovy are pushed to the WP client when the cliert connects to the
ASA|f you do nat want an sttribute pushed to the client, leave the corresponding field blank.

Tunnel Group: Cizco

Primary DNS Server: 209165205129

Secondary DNS Server: 2p9.165.202.139

Pritnary WS Server: 208165202118

Secondary WINS Server: 209.165.202 168

Default Domain Mame: CisCo.com

= Back ][ Mext = ] Finizh [ Cahcel ] [ Help ]
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IKE R >—DERTE
IKE 1%, bR 2 rdyo— gy Fu hal T, F—2 o R#EL, %

EMEARAELET, £ ETOTAT T 47 4 bIRAET DS AN THH Y
ET, FEALDOESE. ASDM DT 7 4L MET, X =277 VPN L%

N TEET,
VPN Wizard @ Step 8 T IKE R U > —%FET DI, ROFIEEZFIATLET,

ATYF1 IKEEX2VT 4 7YYo —2a T, @l xa T4 794 T AN
T A5k 7 v =Y X4 (DES, 3DES, F£721% AES) . LT /LY XL
(MD5 £7-1% SHA) . B X O Diffie-Hellman 7 /L—~7 (1, 2, 5. £721%7) %7
V27 LET,

& VPN Wizard 3
¥ VPN Wizard IKE Policy (Step 8 of 11)

Select the encryption algorithm, authertication algorithm, and Diffie-Hellman groug for the
devices to use to negotiste an Internet Key Exchange (IKE) security associstion betvween
them. Configurations on baoth sides of the connection must match exactly.

Encryption: 3DES

I

Authertication: SHA w

CH Group: 2

((<Back | Mext= | Firist | [ Cancel | [(Hen |
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ATFyT2 Nextz2Vws LTHATLET,

IPsec RS 1b & X UERRE/ NS A — 2 DR TE

VPN Wizard @ Step 9 T, RO FIEZFEITL 7,

ATy FT1 WEE{L7 V=Y X4 (DES, 3DES, 721X AES) B L UGERET L= U XA (MD5
FIESHA) 22U v 27 LET,

& VPN Wizard x]
¥ VPN Wizard IPSec Encryption and Authentication (Step 9 of 11)

Select the encryption and authertication algorithms for this IPSec WPN tunnel. Configurstions
on both sides of the connection must match exactly.

Encryption: 3DES e

Authertication: SHA b
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7 FLRAEBOBINERT) v b bR VT DIBE

ATYyT1

ATy N hoRY U TEFERATAHE, VUE—FT 7R IPsec 7 747 > M
—EDFEMITHEN, 2y B ERESALTER T IPsec b R MITHEE LD, 7 U
T THFAMER TR Y NU—T A X —T oA RATFE LD TDHZ LN TE
ESc

WIS X 2 VT 4 TTIAT VAT, Ry bU—27 T RUAZEH (NAT) %
BHALCT, WEIP 7 RLADBIMNBICAB SN D Z L 2V T ET, BEES N
7ZVE—F 2=V T 7 BATZDIHICTHMENRNH DI u—H/L AAMBX
Oy NT—Z ZFELT, 2OFy U — 7 R#EOFINEERTE LT (2D
U AT NESR Y U —72 1010100 £EE T X TOYE—F 7 T4 T
MZABRLET),

VPN Wizard @ Step 10 T, IROFNAZFEITL £,

WEEENZYVE— b 2—YRT I RATELL T LHHNELY V—ADY A |
WCEDDBEAR, Z—7 BLOxy hI—7 ZRELET,

Selected Hosts/Networks <A > DHR A ~, Z—7 BLOXxy hU—7 2B
B EZIFHIBRT BI1CiE, £NEh, Add 7213 Delete 227 V v 7 LET,
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= VPN Wizard @

i VPN Wizard Address Translation Exemption and Split Tunneling {Optionaly {Step 10 of 11)

Metwark Address Trahslation (NAT) iz used to hide the interhal netwark from outside users. You
cah fake exceptions to NAT to expose the entire or part of the internal network to autherticated
remate users protected by VPN,

To expose the entire netwaork behind the most secure interface to remote WYPN users without NAT,
leave the selection list blank.

Selected HostsMetwearks:

restietwatk 10.10.10.0124
“Source o

Type: EE IP Address L4
IP Address: 10.10.10.0 v []
Metmask (255 255.25510 v

Enable spit tunneling to let remote users have simultaneous encrypted access to the
resources defined above, and unencrypted access to the internet.

153820
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fE&EN7= VPN kU L RS PFICHEEA V¥ —F v MCEHTE S
Lol £,
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JE— 75X VPN OBREDFER

VPN Wizard @ Step 11 ¢, Z Z TERk L7= VPN R > RV OFEET F U B =— b
EHGELET, BRENDREIT. ROL TR FT,

8% VPN Wizand @
¥ VPN Wizard Summary (Step 11 of 11)

ou have crested a Remote Access WPN tunnel with the following sttributes:

WPM Tunnel Interface: outside

IPSec authentication uses pre-shared key: Cisco

Turnel Groug Mame: Cisco

Default Group Policy: Cizco

User authertication using local user database

Mewy users created in the local database: john_doe jane_doe

Pool of IP addresses for WPN clients: RetnoteCliertPool
(209165201 1 - 209.165.201 20)

Pritmary DMS: 209.165.205.129

Secondary DMS: 209165202139

Primary WWiINS: 2091652021158

Secondary WINS: 209165202168

Default Domain Mame: cisco.com

IKE Palicy Encryption / Authertication J DHGroug: 30ES FSHA 7 Group 2

IPSec ESP Encryption S ESP Authentication: SDES ¥ SHA

Irternal netwaork elemerts exposed to remate YPM users without MAT:
10.10:10.0/24

Split tunneling: enabled

’ = Back ] Met = ’ Finizh ] [ Cahcel ] ’ Help ]
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RENELWZ 2R LS, Finshz 27U vy 27 LT, BRZ#EoMES2
FA4 T TIAT U ACHEHALET,

WEIDFNSA ZEIFICEERNEH SN LI RELEF L AT — T v T #&%
FENWARET DA, File A==—TSave 227 VU v 7 LE7, H5I. ASDM
DO TR ELEFORGFEERT L0 7 v REREINET,

RELE 2 RAF L2V AR, IRE DT A ZEEIRFIZLARTORER AT/
=7,
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N XOFIE

RDF|E

VE—F7 7 BAVPNREIZEISUEX 2 )T 4 7T I7A4T VA ZRET 72
FOHEIE. TR THHREITKDY TT, ZDENI, ROFIEIZOWT, %E
TTDRENDDNE I DEET L TIIZE N,

EXNE SmRE

BROE DR LA 7 L 9 HERE & & | Cisco Security Appliance Command Line

FE 7R B RE DR E Configuration Guide

HEOAL—y g %l Cisco Security Appliance Command
Reference

Cisco Security Appliance Logging
Configuration and System Log Messages
N—=FR =7 AT F AL L |Cisco ASA 5500 Series Hardware
TINY 2—T 4 VT IEROHER Installation Guide

WS X 2T 0 T IAT AR, BEOT 7Y r—yva VHICERETE
9, ROET, ZOMO—EH2T7T 7V r—ya CAICHEGE X2 U T 4
TTIAT VAERETDHDTIEEFHALET,

EFEXERA sR%E
DMZ N Web Y— RE{RET D | 6F [ U4 : DMZ Df%iE )
B2 )T 4 TTI7A4AT L ADE

—

rE
FA bV —HA b VPN ORE F8E [V F VA 44 by —HA b
VPN DR IE

r Cisco ASA 5500 ) —X BB X T4 PTIATFVRRE— Py T HAF
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CHAPTER 8

oF)F YA b Y—HA
VPN D& E

COETEH, BtV T4 T IAT U AEBERALTC, A b —H A
kN VPN Z BT % FIEIC DWW TR L £,

WA X2 VT 4 T4 T U AREMT 504 b —H 1 & VPN HRE &
AT2E. 2y NT—7 ¥X a2 DT 0 ZMERLEND K X Mo ARA VX —
Xy MEHET, EVFRA X2y NT—J7 2ROV R R = — BIW
UE—h &7 4 ATHETEXET, VPN A2 HEHTLE. bbHar— a3
MHEBlORr— a3 08, BXa TR (hrxrL) TF—X2%EFET&F
T FT. BEEOMBRNTRIL S, KIT, 200 A MEHTEEENLTRTO
F—Z PN HBICE S LS ET,

ZOFEIL, WOETHRINTHVET,

e YA NY—HAFVPNRy hTU—72 bR Of (P.8-2)
o YA FY—HA bDIFUADFEE (P.8-3)

* VPN #55t DOk E  (P.8-15)

e WROFIE (P.8-16)

Cisco ASA 5500 ') —X BB tEXa T4 FTSAFPVRRE— Py T HAF
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WM 41 FY—H5 S VPN Ry FD—5 FRATOH

4 Y—H A4 VPN Ry kD=5 RO OH

X 81T, 2 o002 VT 4 TTI7A4T 2 AMOD VPN b RLDF %

RLUET,
8-1 YA Y=Y FVPNDREVFTIVADRY FT—D LLTPIk
41+ B
tXal)7~q X274
TITZATURA FTISATUR2
ER @ VAN 43— CAS:il
10.10.10.0 \ 209 165.200.226 vk  J209.165.200.236

X 8-1 T/RT L D72 VPN A by —H 4 MEEEDOIEKR TR, BTN ETho
WT1oTH, AH 200X )T 4 TTIAT U AERETHHLE
NHYET,

r Cisco ASA 5500 ) —X BB X T4 PTIATFVRRE— Py T HAF
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| 8% SFUA: 44 FY—H4 VPN OBE

A4 rY—HSL rovFUFOxRE R

~ [ B
A FY—H A DT YT DEE
WOET, M81TRLFEVE—RNTZEADYF U F DT A—2FEFHERL
T, A bY—% A4 FVPNERETHEGEX 2T 4 T IA TV AERET
5hEERLUET,
ZOWETIE, WO ME Y ZIZOWTHEDY EFET,

o MEfEHR (P.8-3)
o HA LY —HA VPN DOEE (P.8-3)

LRSI
ZOBREFIEE BT SRS, ROBREEL T

o VE—DMNEGHEX2VT 4 TTIAT VA ETDOIPT RLA

o FURAEMHEALTYE—K A FDY Y—ALBEETEX D =R/ KA
FBLXORY FU—ZDIPT FL X

o MUFRAEFEHRLTE—HNL VY —ALBWETEXIZVE—F FRAMBLD]
Fy FT—ZDIPT FL R

H4A4 Y—HY 4 k VPN DOERTE
Z DOIETIX, ASDM VPN Wizard 2 LT, ¥+ FY—35 1 b VPN O+
X2 VT4 TTIAT UV AERET D HIEIZOWTHBHLET,
ZOETIE, RO ME Y ZIZOWTHERY BifEd,

* ASDM 0j#E) (P.8-4)

o O—NN YA RNTOEX2IT 4 TTI7A4T7 2 ADE (P.8-5)
e UE—DFVPNETIZHTZHERDOANT] (P.8-T)

o IKERVU v—D%E (P.8-9)

e IPSec i 5 b L OFERE N7 A —Z OiE (P.8-10)

e KAMBLORy hU—2 OFRE (P.8-12)

* VW7 M) bEa—bDgRE Y 4 F—FD%ET (P.8-14)

ROFAT, ZTNENOHREFNAE EITT 5 HECHONTEE LA LET,

Cisco ASA 5500 ') —X BB tEXa T4 FTSAFPVRRE— Py T HAF
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W 51 +rY—HA rOSFTVFORE

ASDM D#2EY

ASDM % Web 77 U CIATT LHI12IE, 7 RV R 7 ¢ —/L B2, LR
F 7L+ IP 7 KL Z https://192.168.1.1/admin/ Z A1 L £,

~
GE)

[s] ZBML T Thttps] 12922 LIZEBE LT EE, BIILARNE,
B N B U4, HTTPS (HTTP over SSL) 1%, 7T ¥ & @S+
X2 VT4 TTIAT U ALOBTEX 2 7 Rk ot L Ed,

ASDM DA A > T4 RUNRERINET,

B Cisco ASDM 5.2

Fie Optiohs Toolz izards Help Search: Find =
o = )y ) o %)

@ & 1O O @ | & & ?

Home Configuration Manitaring Back Forward Packet Tracer Refresh Save Help

Dewvice Information Interface Status

General | License Intertace P Addresstask Ling Link Khps

. . dmz 10.30.30.124 @ down @ down O

hosihanes SecurityAppliance1 Inside 10:10:10:1 24 @ down @ down 0
ASA Wersion: T.2(072 Device Uptime: ~ 1d 1h 48m 24s management 172236222024 9 up O up 1
ASDM Version  5.2(0)30 Device Type: MSAIPIX outside 2091652002254 @ down @ down 0
Firesall Wioce: Routed Cortext Moce: Single
Total Flash: 64 MB Tatal Memory, §12 MB Select an interface to view input and output Kbps

VPH Status Traffic Status

IKE Tunnels: 0 WehVPN Tunnels: 0 SWC Tunnels: L]

Connections Per Second Usage

System Resources Status
cPU

CPU Usage (percent)

01:06:98

hemorny—| - Memany Usage (ME)

Input Khps:

W Output Khps:

v

153891

Device configuration loaded successfully =admin= @ Em_u::

[ |5nons 10818 ampoT

r Cisco ASA 5500 ) —X BB X T4 PTIATFVRRE— Py T HAF
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| 8% SFUA: 44 FY—H4 VPN OBE

A4 rY—HSL rovFUFOxRE R

A—AlL YA FTOEXIVTA FTTSATUORADERE

A
(E Lk, IOV A SOt X2 VT 4 TTIAT o RetwFxa VT4 77
TAT VA L EOET,

X2 VT4 TTITAT A 1L EFRET DI, ROPIEEEITLET,

2RFYT1 ASDM DALY 7 42 Rud Wizards K2 F¥ 1 A ==2—7T, VPN Wizard
F7va v EBRIRLUET, &HIO VPN Wizard BHRINAFR S NVET,

VPN Wizard ® Step1 T, IROFIEZFEATL ET,
a. Site-to-Site VPN A7 > g R& 227U w7 LET,

~

() Site-to-Site VPN 7> 2 (3.2 5D IPSec tx 2V T 4 F—F U=
AR LET, TR, #EISREX=2 DT 4 TTIA4T A,
VPN m2t o M b—2 F72i3H A Y —H A b IPSec #ifi &
A= T DZDOMDT A AREENET,

b. Fuy &7 VAT, HIfEDO VPN kUK LTA 32— T 5
A B —T A A& LT Outside ZTBIR L E£7,

Cisco ASA 5500 ') —X BB tEXa T4 FTSAFPVRRE— Py T HAF
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& VPN Wizard 3

¥ VPN Wizard VPH Tunnel Type {Step 1 of ...)

Uze thizs wizard to configure new ste-to-site YPN tunhels o nesy remote access VPN
tunnets. & tunnel hetween two devices is called a site-to-site tunnel and iz bidirectional. &
tunnel establizhed by calls from remote users such as telecommuters iz called remcte access
tunnel.

This wizard crestes basic tunnel configurations that you can edit later using the 450,

WP Tunnel Type:

Site-to-Site VPN

VPN Remote Access

Local ‘EE Remale
() Remate Access P

WM Tunnel Interface:

Enable inbound IPSec sessions to bypass interface access lists. Group policy ahd per-user
authorization access lizts still apply to the traffic.

< Back [ Mext = ] Finizh [ Cahcel ] [ Help ]
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c. Next#7 U w7 LTHATLET,
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| 8% SFUA: 44 FY—H4 VPN OBE

A4 rY—HSL rovFUFOxRE R

IJE—k VPN E7IZET 21EHBRD AN
VPN BT %, AELTWAEROKANCH D AT LT, BF, VE—K V%

A4 MZHY £,

A

GE) ZOTFIVFTIE, UE. VE—RNVPNET 2EX20T 40 794 T & 2
LIEONETS,

VPN Wizard @ Step2 T, IROFIEZFATL X7,

ATYT1 ETIPTRLA(EXa VT4 TTIAT A 20IPT FLAT, Z0OvF
7T 209.165.200.236) 35 L Y b o kb 7 L—T7 4, (ICisco ) 72 L) & AJT L £,

ATy 72 ROFIEONThnraFETLC, EHTHBIAEOEEAEEL £,

o WEEIZAZ T 4 v 7 IRFEAHEA X —2 M3 5121%. Pre-Shared key #+~7
var RxEEZY v L, FRiHAx— ([Ciscol 72&) ZANLET,
ZOX =X, WYXV T 4 TTIAT U AMO IPsec F 2T —3 3
VR ENET,

~

GE) VE—FHADPNTEF2IT 4 TFIATUVRA2EZRETDHLE X,
VPN ET WX T4 T4 T ALY FES, ZZTHEH
TBH5HDLFEUFERFEAFF— (Cisco) # AL TLIEEN,

e Challenge/response authentication =7~ a > "Z %7 U v 7 LT, Z DR
EEjiJC%ﬁﬁﬁ LETS,

AL T U X VEEBEE T 521X, Certificate 47" a v R¥ %7
Yy 27 L, Rmy 7% v U KT Certificate Signing Algorithm % 38R L |
RO Ra Yy FHZT JANTHEAGRESNIZ NI A MRA V MEBIRL
i?‘

PR T A NEBLEEATAEATH, TR MRSV N EETEH
TWRWE XL, o 2 2DOF 7> g vOnFhzfEH LT Wizard é’m
fTCEET, D ASDM HiE 2 L C, #% TG EEZER TEE T,

Cisco ASA 5500 ') —X BB tEXa T4 FTSAFPVRRE— Py T HAF
[ 78-17611-01-J .m



EEE  LFUA ¥4 FY—YA k VPN ORE |

W 51 +rY—HA rOSFTVFORE

8% VPN Wizand
¥ VPN Wizard Remote Site Peer (Step 2 of 6)

Configure the P address of the peer device, authertication method and the tunnel group for this
site-to-site tunnel.

Peer IP Address: | 209165200 236

~Authentication Method

(%) Pre-shared key

Pre-Shared Key: | Cisco

() certificate

Cetificate Signing Algorithm:  res-sig

Trustpoint Marme:

O Challengefresponse authentication (CRACK)

rTunnel Group

For site-to-site connections with pre-shared key authenticstion, the tunnel group name must
be the zame as either the peer IP address ar the peer hostname, whichever iz used as the
peet's idertity .

Tunnel Group Mame: 209.165.200 236

[ = Back ][ Mext = ] Finizh [ Cahcel ] [ Help ]
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ATFYF3 Nextz2Vws LTHATLET,
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| 8% FUA: YA FY—HS VPN ORE

4 IS oS FUF0RE R

IKE RV —DRE

ATy F1

IKE 1%, BBt i E2Egtexd o — gy Fu haL’T, F—F 2 F#EL, 5%

I‘E%T%nlbij— if«_\ ETO)T/I)T/T/(T/f %{%uﬁﬁémunmﬁtf%&)w
iﬁoikhk@%Q\MmM®T7inﬁT\20@&7%Tt%17&
VPN k> RIVERESLTEET,

VPN Wizard @ Step 3 T, RO FIEZFEITL 7,

IKEtX=2VUT7 4 7YV2—2a T, @it V70 7794 T AR
B+ 585 k7 v 2 X4 (DES, 3DES. F£7-1% AES) | FFET /LAY XL
(MD5 %721 SHA) . F X Ot Diffie-Hellman 7 /v —~>7 (1, 2, £7/21%5 %227 U v
7 LET,

B VPN Wizard @

¥ VPN Wizard IKE Policy (Step 3 of 6)

Select the encryption algorithm, authertication algorithm, and Diffie-Hellman groug for the
devices to use to negotiste an Internet Key Exchange (IKE) security associstion betvween
them. Configurations on baoth sides of the connection must match exactly.

Encrygption:

Authertication: SHA b

oo

((<Back | Mext= | Firist | [ Cancel | [(Hen |
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W 51 +rY—HA rOSFTVFORE

N

Gx X2 VT A T IAT UV ARERETDHEXIX X2V T 4 T
AT A LITERLIZE ATV a v OEZ ERRICATTTEIVNERDH Y £
To WA LOAR—EKIE, VPN h X AEED I HAHHFKT, RES =
ERAZELELREINIRY 9,

AFwT2 Nextx#7 VU v 7 LTHRATLET,

IPSec FEELH & URREE/ A5 A — 2 DEE
VPN Wizard ® Step 4 T, IROFIEZFEATLE T,

2FvF1 Koy 7Fvr UXRT, BB{L7 /=Y X2 (DES, 3DES, £721% AES) B
FOREET LY XA (MD5 £7-1% SHA) ZBR L E,

Cisco ASA 5500 ) —X BB X T4 PTIATFVRRE— Py T HAF
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4 IS oS FUF0RE R

8% VPN Wizand @
¥ VPN Wizard IPSec Encryption and Authentication (Step 4 of 6)

Select the encryption and authertication slgorithms for this IPSec WPN tunnel. Configurations
onh both sides of the connection must match exactly.

Enhcryption:

Authertication: ZHA hd

153807
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W 51 +rY—HA rOSFTVFORE

KX MEEURY FT—9 DIEE

ATvI1

ATvFT2

ATvFT3

ATv74

ZDIPSec P FRNAEEHLTCUE— A b BT EEETELZa—A YA
FOBRANBIORY NI—ZZHBELET, FA MBIOR Y NV —7 281
B EZITHIBRT 2 CiE, =i, Add £/ Delete 227 Y v 7 LE4, B
DT F U ATk, Network A (10.10.10.0) 22HD T 7 4 v 73X 2V T 4
TTITAT A 1 TRB{EEN, VPN b LA L CEESRET,

F.ZDIPSec FRAEEHALTE—HIL KRR RNERYy NU—Z 2T 7 ER
TEBVE—F A FOFRAINBIORy hT—J2BELET, A MBX
Wy b T — 7 ZENGEBINE 72I3HIBR T 5 12i%, £ 24, Add F 7213 Delete
7V LET, 2OV FIATIE. X2 T4 TTIA4AT A 1DV E—
k%> U —21% Network B (10.20.20.0) 72D T, Z DX v hT—27 O
TSN T 7 w7k, PRV EFERHTEET,

VPN Wizard @ Step5 T, WO FIRZFATLET,
Source fEIk D Type K w7 # 7 UA KT, IPT7 RLAZERLET,

IP Address 7 4+ —/V K& Netmask 7 4 — /L RiIZ. 2 —H/VIPT RL AL Xy hv
AT AN LET,

Destination i8Ik Type Ke v 7# o> VA RNT, IPT7 KL AZBRLET,

JE—bF FAMERFYE—F XY FU—JDIP T FLRALERY bR AT %
AILET,

r Cisco ASA 5500 ) —X BB X T4 PTIATFVRRE— Py T HAF
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YFVF 54 bY—Y A+ VPN DFE

B VPN Wizard
" VPN Wizard

Hosts and Hetworks (Step 5 of 6)

4 IS oS FUF0RE R

An IPSec tunnel protects data exchanged by zelected hosts and netwaorks at the local and
remate sites. Please identify hosts and networks to be used in the IPSec tunnel.

IP Address: 1010.10.0 v E]
Metmask:  [255.255255.0 b

~Hostetwork
Interface: outside
Source Destination
Type: B P Address v Type: Bl P Address v

P Address: 209,136 200236 w
Metmask: (255255255253 A

]

L}

outside =
1040400424 2091362002

------* o Protect n-u---*

[ = Back ” et = ] Finizh

[ Cancel ] [ Help ]
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143808

[ 78-17611-01-J

Cisco ASA 5500 ) —X BB tFa ) T4 FISAFUVARE— FPYvT HAF g



EEE  LFUA ¥4 FY—YA k VPN ORE |

W 51 +rY—HA rOSFTVFORE

VPN7 R Ea—FOHEREDAF—FDET

VPN Wizard @ Step 6 T, & Z TEEK L7 VPN h RV OFEEY A M EMER LE
T, WENELWZ L Z2HERLAES, Finish 227V v/ LT, A¥A#ENE
X2 VT4 TTIAT L ACHALET,

B VPN Wizand @
i VPN Wizard Summary {Step 6 of 6)

You have crested a Site-to-Site WPN tunnel with the following attribtes:

WPM Tunnel Interface: outside
Peer IP Address: 209165200 236
IPSzec authertication uses pre-shared key:Cisco
Tunnel Group Mame: 209.165.200.236
IKE Palicy Encryption / Authertication J DHGroup: SDES £ SHA § Group 2
IPSec ESP Encryption J ESP Authertication: 3DES §F SHA
Traffic flow to be protected by this tunnel:
(local) 10.10.10.0/24
(remote) 209.136.200.236

[ = Back ] Mext = [ Finizh ] [ Cahcel ] [ Help ]
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WIEIDT S A AREBFICEFNEH SND LI RELEEAS— T v TRk
EVARFET DA%, File X ==2—T Save &7 ) v 7 LET,

HHVE, ASDM DI TR ELEDORF 2 ZRT D57 0 7 hRRREN
iﬁ—o

RIER L2 RAF LR WG RIE, REBIOT /A ABYRHZ LARTOBE AN 22 Y
iﬁ—o

IHT, X2 UTA TTIAT A LORET vt 2 3&b0 T3,
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VPN EoRxflnsz: W

VPN EH O R DERTE

(&)

O—HNVREN X2 )T 4 T IA T ATRESNE Lz, ki, U E—
YA bWV T 4 T T ITAT UV AERETDHDLERHD FT,

Ust—h ¥4 FTIE, VPN ET & L THERET S X512, 2 BH MR E X =
V74 TTIAT UV AZRELET, v—WARHEIEX 2T 7774
TUADREFIEDHI B, P8ED Ta—H )L H A N TOEBXF2VT 4 TFIA
TYADERE] B P814D IVPNT MY Ea— hOfERE Y 4 F— KD T
ETEHEHLET,

X2 VT4 TTITATVARA2ERETDHEXIL, X2 VT 75347
AL TERLEEA TV a L LRICHEEZ EMICATNITOIVNERH Y £9, R —E
. VPN P R ABRETT —D XL HDFRKNTT,
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N XOFIE

RDF|E

YA RV —H A FVPNEREIZ, B2 T4 T I9A T U A2EETS
P OGEIE. TR THEREITKDY T, ZoIiEniz, OFIEIZSWT,
FEITTDMERHLENE I MERF LTSN,

EXRE

SR

REDPHEL LA T v a e L &
FETRHERE DR E

Cisco Security Appliance Command Line
Configuration Guide

HEOAXL— a0l

Cisco Security Appliance Command
Reference

Cisco Security Appliance Logging
Configuration and System Log Messages

N—RUxT7 AUTFUABLIO R
TINY a—T 4 T IEROHER

Cisco ASA 5500 Series Hardware
Installation Guide

WYX 2 VT 4 TTI7A47 A%,

BEDOT 7Y r—va VHICRETE

F9, ROET, TOMO 727 7V r—ra P AIEISR X2 U 7
TTITAT o AERET HFIRZHAL £,

EXRE

SR

DMZ N Web H— /& {53#4 2 i i
MY VT 0 T34 T ADFK

—

&

FHem [T VU4 : DMZ DFRE]

YE— K727t X VPN DFRE

wI1EFUAF: UE— T ER
VPN DR E
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CHAPTER 1E)

AIP SSM D& 5E

T arDAPSSMIE, A T4y F— RELIIEEJNE— R TExa Y
T A BREERILT S, ESERIPS Y7 by =T EFETLET, B EXaY
TA T TITAT R AIPSSM TN v iRk T 501, N7y R4
V=T A AZB@BT HEAT (E721F VPN LR E STV DA 1T
BTN & MMOT AT U — LK) —NEA S % T,
EXE. T/ RAVANMIESTT vy 7 N7 v M, AIP SSM IZHRE &
nNEHEA,

AIPSSM ZHEA L72BA 1%, ZOEOFIEICHE > T, ROBIEZITWVET,

o AIPSSM IZHET D NI 7 4 v &FETHOOMEG X2V T 4 7
TIAT VADERTE
e AIPSSM ~Dt v aroikgitty N7 v 7 OFET

GE)  AIPSSM T, X"—2 a3 T0LLUEDASA V7 ho =27 THR—FERET,

ZOEL, ROBETHEINATWET,

e AIPSSM T (P.9-2)
e DOFIJE (P.9-8)
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M AIP SSM DO E

AIP SSM D& FE

@%EJIIET X, AIPSSM AICiEIGRI v 2 VT 4 T T T4 TV ARRET D
WABE PR E TFNEIC DUV CE L E 5,
ZOETIE, WO ME Y Z7IZOWTHEY EF £,
o BWETuvADOME (P.9-2)
o NT7 7 4w % AIPSSMIZFHET H 7= ASA 5500 DF%E (P.9-3)
e AIPSSM ~DtvvarOfEkitty N7 v 7 DOEIT (P.9-6)

BRETOERDBE
AIP SSM O EIL, 3 BBz 401 ﬁ%ﬂi@”o FPEEH X VT4 TTIAT
VABBRE L, WIZ AIP SSM % 3% CIKRBIZIPS VT R =T EHRELET,

1. ASA5B500 v U —X Bl VT 4 7747 2 ATIL AIP SSM IZH5
BIANT T4 EELET (PO93D [T 74w 7 % AIPSSM (2
572D ASA 5500 DFRE] OitHZZBL T ZEW),

2. AIPSSM TlI, Bt L HE#ERY L —2RETHIEICED, bT 747D
A FEEBRARHREOHLEZRE LET,

3. AIPSSM THEITTHIPS V7 hU =T #RELET, IPSY 7 b =TI
WTIE, Z2OF=a2 7 L TIEHFWER A, IPS Y7 MY = TREDZEMICD
WTIE, IPSELRBICFEI SN TV AKRD Y =a T L 2B LT F &V,
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WMERLET, HMERARY v— &y MEEKT H5E 1L, Modular Policy
Framework O#E& & — #1722~ N2 B3 % [Cisco Security Appliance
Command Line Configuration Guide] @ [Modular Policy Framework | D% 28 L
TLIEEN,

WX 2 VT 4 T IATUADG AIPSSMIZHET L FT 7 0 v 7 24
ET DI, WOFIEEZFEITLET,

FTRXTDOR I T4 7L —BF 27782 VA PEAERLET,

hostname (config)# access-list acl-name permit ip any any

AIPSSMIIZFHEET D N T 74 v 7 &RET D7 7 A~y T 2Bl L £ T, kD X
12, class-map =2~ RZ&EHLET,

hostname (config)# class-map class_map_name
hostname (config-cmap) #

Z Z ., class_map namelt., NT7 7 4 v T 7T ADLREITT, class-map 2~
REANTDHE CLIX, 77 Ay a7 4 Fal—arE— RICBTL
7

25 v 71 TER LT 72 U A b & match access-list =< > R&fH L T,
AXXY L THNT T4 T ERELET,

hostname (config-cmap) # match access-list acl-name

| 78-17611-01-J



http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csids11/cmdref/index.htm

$%59% AIPSSMOEE |

M AIP SSM DO E

ATv74

ATvFT5

ATvT6

AIPSSM ~®D ~ 77 4 v 7 DEBIEAT 2R v—— v T EERT 5 BEF
DR —~y T HBEELET, RO X HIZ, policy-map 2~ > REFEHLET,

hostname (config-cmap) # policy-map policy_ map_name
hostname (config-pmap) #

Z Z°C, policy_map_name X, RV > —~ v FDARITT, CLIIX, AU —~v
T ar74Xal—varET—RNIBITL, a7 EBRELET,

AX YT DT T4V ERETH AT T2 THER LTV T A~y T %48
ELET, ROLIIZ, class 2~ REFEHLET,

hostname (config-pmap) # class class_map_name
hostname (config-pmap-c) #

Z Z T, class_ map_name (. 2T v 72 TER L= T 2~ v 7OL4RTTT,
CLIZ, RVv—~vF I7I7R2ar74F¥alb—varyE—FIBTL, 7B
YT IR EMLET,

JITAR T THESNTZN T 747 %2 AIPSSMICIEET DN T 7407 &
LCEIVYCTES, ROXHIZ, ipsa~r FEHFEHLET,

hostname (config-pmap-c)# ips {inline | promiscuous} {fail-close |
fail-open}

inline % — Y — NI X O promiscuous ¥ — 7 — N2 &L > T, AIP SSM OEI/EE—
Rz L E 9, fail-close ¥—7 — K3 LU fail-open ¥—7V— Rz L~ T, AIP
SSM ZfEHCE RN XIS X 2 VT 4 TTIAT VAR NT 7 4 v
AL D G S L E 3, BEE— N XL OEERAEREOEEDOFEMIZ OV
TiE, P.9-2D TAIPSSM DFRE] S L T IZEW,
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service-policy =~ > REZEH LT, RV v —~v v T &7 —rULl, EI3RE
DA =T = RTHBLET,

hostname (config-pmap-c) # service-policy policy map_name [global |
interface interface_ID]
hostname (config) #

Z ZC, policy map_name i, A7 v 74 TRELERY v—<v 7 TT, T
TOAVE—T2AADNT T 4 v 72K v—~ v &M 5I2i%, global
X—U—REFHLET, FEDA VX —T A AD T T 4 v 7ITHRY > —
~ v AT 5I2IE, interface interface_ID 47’ 3 VEMALE Y, 22T,
interface_ID 1%, nameif 2~ RCA v X —7 = A A ZEIY Y THLARITY,

Ja—r L R —F 1 OLEHTEEYA, A1V F—T oA AD T r—N
LRI —F, FOAL L E—T 2 A —ERA R —%WHT AL TR
TBEXTEET, AV F—T oA AZF, R v—~ o7 E2 1O FEATE
TO

WEHEX 2 VT 4 T IAT U RTBESNZEBVIZN T 7 4 v 7 % AIP
SSM IZFEE LA £,

WOBEITIZ, T_XTDIP N5 7 ¢ w75 AIP SSM ICEZER|E— N THE S,
il OB T AIPSSM 1 — NIZEENREAE LS EIL, §XTOIP M7
T4 v IN™T s ENET,

hostname (config)# access-list IPS permit ip any any
hostname (config)# class-map my-ips-class

hostname (config-cmap) # match access-list IPS

hostname (config-cmap) # policy-map my-ids-policy

hostname (config-pmap) # class my-ips-class

hostname (config-pmap-c)# ips promiscuous fail-close

hostname (config-pmap-c)# service-policy my-ips-policy global
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(sessionl a2~ REFEHL Q@R VT 4 7T 747 A0 5 SSM ~
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EA LT, SSM ICE#EHHTHZ b TEET, HDHWE, ASDM AT 5
ZEBTEET,

WSt X2 VT 4 T ITAT U A0E AIPSSM ~Dt v > g 2T 51
X, WOFNEEFEITLET,

sessionl =< > K& AJIL T, ASAB500 >V — X)o7 4 7774
TR NS AIPSSM ~DtE v g U EERELET,

hostname# session 1
Opening command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X'.

ZI—PLZLLERRAT—=REANLET, T 740 hO2—HFL ERAT— T, &
H 5t cisco TI,

N

GE) HWIOTAIPSSMica A LimE &2, 74/ K RNATU—RROEH
ZERTH IO T FRFRENET, SAT— FIL 8 UM BT, B
EZH o TOWRWEEEIZTOXLENRD D £7,
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AP ssmnEE N

login: cisco

Password:

Last login: Fri Sep 2 06:21:20 from XxXX.XXX.XXX.XXX

* % *NOTICE* * %

This product contains cryptographic features and is subject to United States
and local country laws governing import, export, transfer and use. Delivery

of Cisco cryptographic products does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters, distributors and
users are responsible for compliance with U.S. and local country laws. By using
this product you agree to comply with applicable laws and regulations. If you
are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

***L,TCENSE NOTICE***

There is no license key installed on the system.
Please go to http://www.cisco.com/go/license

to obtain a new license or install a license.
AIP SSM#

N
GE) LROTFTABVAOEENFRINTZEGE (—#HOY 7 by =T N—T g T
Qﬁ%méﬂiT)AW$MTV7*??774»%7977V—P¢6M£
Nl E, BHEHLTHrEVWERFAL, AT/ B2 F—NA A h—L S
NABET, AIPSSM IZHRED Y F=F v LUV TEMELETE, 74 A
%i%f%VXFFWT%iﬁo54tyz%%@\NP%M®ﬁE®%%
TR X FE A,

ATy T3 setup 2~ FEASNLT, AIPSSM Oz 7 s Xalb—a oty b
TS a—T 4 VT 4 ZFATLET,

AIP SSM# setup
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SR
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Configuring the Cisco Intrusion
Prevention System Sensor Using the
Command Line Interface

Cisco Intrusion Prevention System
Command Reference

X WA —E X R > —DfE
RRIZ L AN T o —< 2 2Dl

['Cisco Security Appliance Command Line
Configuration Guide] @ [Managing AIP

SSM and CSC SSM |

IPStELH—FBLWAIPSSM V7 F 7 = 7 5238 E L% IROBIMOFIEIZ DU
T, ETT2D2HERHLINEIDERFTLTLLIEEN,

EXRE

SR

REOWER LUAT 2 ML
SRR O BE

Cisco Security Appliance Command Line
Configuration Guide

HEOAXL—v a0l

Cisco Security Appliance Command
Reference

Cisco Security Appliance Logging
Configuration and System Log Messages

N=FRU =T AT FURABIOR
T TN a—T 4 T IEROMER

Cisco ASA 5500 Series Hardware
Installation Guide
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UE— 727 %A VPN DHRE EBIEIVFVA  VE— TR
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GE) WEMEX2VT 4 TTI9A TV AOHMEDOT 74K IP 7 RLX
14 192.168.1.1 T9, Is) ZBML T Thttps) 175 Z LiIcEELTLE
W, BINLZRWE, Bk L £9, HTTPS (HTTP over SSL) 4.
TIUP LIS X2V T 4 T IAT AL OM TR 2728
irtEft L £,

ATFYT3 2—FRHLARRTU—FEERTIZAATO TRy 7 AT WGHFDT 4 —v KE&2e
DFEFIZLET, Enter F—Z L £,

r Cisco ASA 5500 ) —X BB X T4 PTIATFVRRE— Py T HAF
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AFw T4 YesuH 27U w7 LT, SFAZZZ T4, T _RTO—VRGER L OEEHE
EATa TRy AT, YesZ 27 Vw7 LET,

ASDM DA A > U 4 v RUNRFERINET,

Fie Optiohs Toolz izards Help Search: Find =
a 2 @ ) ) e 3
@ o O © &  d 2
Home Configuration Manitaring Back Forward Packet Tracer Refresh Save Help
Dewvice Information Interface Status
General | License Intertace P Addresstask Ling Link Khps
. . dmz 10.30.30.124 @ down @ down O
hosihanes SecurityAppliance1 Inside 10:10:10:1 24 @ down @ down 0
ASA Wersion: T.2(072 Device Uptime: ~ 1d 1h 48m 24s management 172236222024 9 up O up 1
ASDM Version  5.2(0)30 Device Type: MSAIPIX outside 2091652002254 @ down @ down 0
Firesall Wioce: Routed Cortext Moce: Single
Total Flash: 64 MB Tatal Memory, §12 MB Select an interface to view input and output Kbps
VPH Status Traffic Status
IKE Tunnels: 0 WebWPN Tunnels: 0 SV Tunnels: L] Gonnections Per Gecond Usage

System Resources Status
CPU Usage (percent)

CPU

hemorny—| - Memany Usage (ME)

W Output Khps:

Input Khps:

v

153891

[ |5nons 10818 ampoT

B

=aclmin= 15

Device configuration loaded successfully
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FrfEIER E DFERR
WL X2 U T 0 T T4 7 v AORMGRERS, BEEE2EH TIELWI &
ZHERLET, BEEIX, CSCSSM TOEF 22U T 4 A _Rv borXr 7 BX
Car7o b 7402 VANOHBET v 77— MIE - TEETY, £/, 7
AU RIEMOREEZ T DD, T4 AIZESTHEETT,
o IFMRELFETHET 2581L. /72y VRELXHR L ET, ASDM T,
Configuration > Properties > Device Administration > Clock #27 U v 7 L%
TO

o NTP ZAEH L TR E Z fili3- 2 5 A 13, NTP UE 2 MRE L £ 37, ASDM
C. Configuration > Properties > Device Administration >NTP 227 U >~ 7 L
EJrae

CSCty r 7y o4 —KFDEST

ATFvF1 ASDM DA A v 712 KT, Configuration ¥ 7% 27 V) v 7 LET,
ATFwF2 (T, Trend Micro Content Security # 7% 27 Vv 7 L£7,
Wizard Setup Wi 23 & R S E T,
AFwF3 CSCWizard ® Step 1 T, Base License ¢ Software Activation Codes (7 7 7 1 ~<—
var a—Fk) EANHLET, A7 a3 C, PlusLicense DT 7T 4 X—/3

v a—Fe A LET,

Plus License ®7 7 7 4 _X—3 3 > 22— R, CSC SSM DOHIHIFRTE D% TH AT
TEFET,
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B& CSC Setup Wizard 53
CSC Setup Wizard Activation codes Configuration (Step 1 of 6)
Enter activation codes below to enable features on the CSC S5M. All activation
codes need to entered in the format JGeCGE0CCOE0GO0EGN0HEN000E000N
o= ~Base License
Product: Base License (Anti-Virus, Anti-Spyware, File-Blocking)

Activation Code:  |PH-BE23-N3QQAGQ-ZARLP-WDGP5-8MZ05-3VAFL

~Plus License

Praduct: Flus License (Anti-Spam, Anti-Phishing, Content Filtering,
LURL Blocking & Filtering)

Activation Code: [Py mM4yD-AZ3G2-CGSJ8-REIUI-HHWIS-DFMZG

| Cancel| Help |

148793

ATFvT4 Nextz2 Vw2 LET,
RTvF5 CSCWizard ® Step2 T, KDIEHRAE AN LET,

o CSCHEHALH—TzAADIPT RLA Xy h~AJ BIOF— v
AIP7 KL=

e FI7A4<UDNSHY—1DIPT FL A

e HTTP 77Xy +—RDIP7 FLABLIOToFy R—F (Ry hU—7
THTTPESRZ A U Z—y MTHETH L &I, HTTP Ve v 2L
TWBEE D)
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B& CSC Setup Wizard
CSC Setup Wizard IP Configuration (Step 2 of 6)
‘ Configure IP settings.
~Management Interface
IP Address: |192.68.50.38 Mask: 2552552550 v
Gateway. | 19266.505
~DMNS Server
Primary DMS:|192.68.50.10 Secondary DMES:
{optional)
~Prosy Server
Proxy Server; [[192.68.50.20 Prasy Part: 1080
(optional) (optional)
=+
o
= Back | Mext = | Cancel | Help | =
=+

ATFYF6 Next#7 VU7 LET,
XFwF7 CSC Setup Wizard ® Step 3 T, RDOIEHRAE AN LET,

e CSCSSM @ Hostname (AR A +44) LT Domain (KA A 4)

e Domain (FAA %) 1. BERAAL &L TRr—V A—)L P — T
)Eﬁbi?—o

~
GE) ToFARARYV—F, ZORAL IZERBLIEZESF A= b
T4y IO BHEINET,

o FHHNHEHATABHEHEDE AN T RLRALE, BEFA—NL HPF—ROIPT
KL 2B L OHR—F
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& CSC Setup Wizand
CSC Setup Wizard Host Configuration (Step 3 of 6)

‘ Enter Hast name, Domain name, E-mail server domain name and Motification
settings

~Host and Domain Mame

HostMame: security-ssm
Damain Mame: test.com

~Incoming E-mail Domain Name

Incoming Email Domain: test.com

~Matification Setting

Administrator E-mail: testigtest.com?

E-mail Server IP Address: 1192 168.100.25|
Port: 23

= Back | Next»

| Cancel| Help |

148795

AFw T8 Nextx#7VUv2r7 LET,

AT wF9 CSC Setup Wizard ¢ Step 4 T, CSC SSM ~DEHT 7 ¥ ANMBERE YT £
FBEOEARD, IPT RLAEL~AZ7Z AN LET,

F7HNRTIE, TR_RTORY T —27 73 CSC SSM [T BT 7 E A TE F,
X2 VT4 LOBBICLY BEOF TRy NELIIEBARA MNIT VAR
HIRR 2 Z L NHER I E T,
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& CSC Setup Wizand
CSC Setup Wizard Management Access Configuration {Step 4 of 6)

Enter the subnets and hosts granted access to the S5,
Selected Hosts/Metwaorks:
i ;
T,

Hostitetwork
0.0.0.0/0

IP Address: Add ==
Mask: 265.285.255.288 w

<Elack| Mext = | Cancel| Help |

148796

AFwF10 Next 227V v 7 LET,

AT w711 CSC Setup Wizard @ Step 5 T, HET 7 B AHOH LW IRAT—REAN LE
4, Old Password 7 4 —/L RiZ, THEHHREOFT 7+ F 282 T — R [cisco| %
AJTLET,

Cisco ASA 5500 1) —X BEEt¥aUF 4 PISAFURRE— Py T HLE
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& CSC Setup Wizand
CSC Setup Wizard Password Configuration (Step 5 of 6)

‘ Enter the current password. Enter the new password and confirm the password.
A
T,

FPassword

Old Password: |

MNew Pagsword: |

Confirm Mew Password: |

<Elack| Mext = | Cancel| Help |

148797

AFwT12 Next 227V v 7 LET,

AT w713 CSC Setup Wizard ¢ Step 6 T, CSCSSM IZAS)L7zar 7 4 ¥ alb— g V%
R L ET,
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= CSC Setup Wizard

CSC Setup Wizard Summary {Step 6 of 6)
~Activation Code
Base PX-BE23-MN3QQ0Q-ZHLP-WDGPS-8MZD5- 3WHFL

Plus PH-M#VD-AZ3G2-CGS18-R5IU3-HHWIE-DFMZG

~IP Parameter

The host has the address 192 68.60.38 255,265,255 0 using the gateway at
192 68.50.5. The primary DNS serveris at 192 68,5010, The proxy server is at
192 68.60.20 listening on port 1080,

~Host and Domain Mame

The host name is security-2sm and the domain name is test.cam.

The domain name for incoming e-mail is test.cam. The e-mail adminstrator's
e-mail address is test@testcoml. The e-mail server is at 192.68.100.25 listening
on port 23,

~Management Access List

~Password

The password has not been changed.

<Elack| | Finizh | Cancel| Help |

148798

INHDORENELWZ L A2MER LS, Finshz27 U v 7 LET,

ASDM |2, CSC FNRA AT 7T 4 TN ol-Z ¢ 2 RTA v E—UNERS
nEJ,
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AT XXX URADCSCSSMAD ST 1 VI FEE

ATvI1

ATFvT2

ATvFT3

WISt X 2T TTI9ATAE, 7747 04—V RY—%@EH LT
B, WA v 2 —7 x4 AMBHBHIIZ, 737 N%& CSC SSM IZFBE L £,
TmeziE, 7T78AVAMZE-TTr v 7 i3 v M, CSC SSM (Ziix
EINFEHA,

WS X 2 )T 4 7T T AT, CSCSSMIZFEETDH T 7 4 v 7 &g
ETHY—EA KU v —Z@ELEY, CSCSSM X, HTTP, POP3, FTP, &
SOSMTP 7' b a VDR DR — MIEEENTZ. INED N T T 4 v T B R
Xy TEET,

VIR E 7 n e A 2RI T A0, ZOFIETIE, ¥AR—FEhbd7m b=
NDOFTRTORT 7 4w 7 (BEEBLUHIE) % CSCSSM IZiFEETH, /n—
L H—ERA R —FERLET, MR tEX2 T T I9AT AR
BTHTRTCDOI T T4 v 7 BRAF Y oT5L, BT 7754
T A, BECSCSSM D87 4 —< L ZAMETTAHHREMENRH D720, 2D
X2V T4 RYU—FHBRTEFECTCEET, 2L xE, @BE. NExry hU—
IINHDERBRNT 7 4 v 7%, BEHINDBEEANDLEBLTWDLD, 7T
ARy T HMEITHY EH/ A, CSCSSM NEBESNARVWEETHLD N T
T4 IR T EAF Y THEICY—ERA R V—2RET L Licko
T, X2 VT OHMEER LN, N EX=2VT 4 77 I7A4T A,
B LUCSCSSM DI KD /8T 4 —< L AN SN E T,

AXY T HET T4y 7 EREST D70 — L =X R —EERT D
WZiE. ROFIEAZFATL LT,

ASDM D A A > 7 4> K¢, Configuration ¥ 7% 7V v/ LET,

Security Policies %27 U =~ 7 L. Service Policy Rules 7' > a > R&¥ %7 VU v
7 LET,

Addz7 U v 7 LET,

Add Service Policy Rule NFE/RE N E T,

| 78-17611-01-J
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2T w74 Service Policy ~*—C, Global - applies to all interfaces 4+ 7> 3> RNZ v %7
Uy 7 LET,

B® Add Service Policy Rule Wizard - Service Policy.

Adding a new service palicy rule requires three steps:
Step 1. Configure a service policy.
Step 2. Configure the traffic classification criteria far the service policy rule.

Step 3: Configure actions on the traffic classified by the service policy rule.

Create a service policy and apply to:

Only one service policy can be configured per interface or at glabal level. If a service policy already
exists, then you can add a new rule into the existing service palicy. Otherwise, you can create a new
service policy.

" Interface: | J

e
|

+ Global - applies to all interfaces

Folicy Mame: *

Description: |

*Only one service palicy is allowed. Existing service policy names cannot be changed.

| Cancel| Help |

148789

AFYF5 Next®x7 Y v 27 L%, Traffic Classification Criteria ~— YN FrENE T,

A5 w76 Traffic Classification Criteria ~2—3°C. User class-default as the traffic class 4~
varyRELUEIY I LET,

ATFwFT7 Next#7 Vw7 L%3, AddService Policy Rule Wizard - Rule Actions ~2— 3%
REINET,

Cisco ASA 5500 ) —X BB X T4 PTIATFVRRE— Py T HAF
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ZTwF 8 Service Policy Rule Wizard ¢, CSCScan ¥ 7% 27 U v 27 L£7,

8 Add Service Policy Rule Wizard - Rule Actions

Protocol Inspection | CECScan | Connection Settings | QoS |

[~ CTIOBE -
[~ DNS

[~ ESMTP

I FTP

[~ H323 H225
[~ H323 RAS
[~ HTTP

[~ ICMP

[~ ICMP Error
s

[~ MGCP

[~ METBIOS
I~ PFTP

™ RSH

[~ RTSP

[~ 8IP

[~ SKINKY

[~ SMMP

[~ SOLNET
[ =] R ] =]="a] j

FEEE

d

148788

<Elack| Finizh | Cancel| Help |

AFw 79 CSCScan # 7 ~— ., Enable CSC scan for this traffic flow = > 7 R > 7 &
PF I LET,

If CSC card fails, then fEI5, G, CSC SSM /I Tx /W& X ITBIREN- 5
T4 Tk, W2V T 4 TTIA TV ANFATLMES T L0238
RLUFET,
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8 Add Service Policy Rule Wizard - Rule Actions

Pratocal Inspection CSC Scan ] Connection Settings ] QoS ]

¥ Enable CSC scan for this traffic flow

If CEC card failz, then

" Permit traffic

148786

<Elack| Finizh | Cancel| Help |
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XTwF10 Finisha 27 Vv 27 LE7,

isco ASDM 5.1 for ASA - 172.23.59.109

File Rules Search O

@ %

Horne Configuration Monitaring Back Forward Search

BrLW—1E 2 K Y 2 —25 Service Policy Rules ~A CF /RSN ET,

ptions Tools ‘Wizards Help

- @ : ) Cisco SysTens
D o d Q Rgh sg H;p

), *EFIRIALERRE S

Interfaces " Access Rules ¢ AAARules ¢ FilterRules Senwice Palicy Rules

e
||=—_—-b Show Rules for Interface: |All Interfaces h Show All

CED Manager

&

Trend Micra
Content Security

k.

Security Policy
Traffic Classification
Eﬁé i . N - Rule Acti
o Mame |Enab|ed| Match | Source | Destination | Service |T|me Range Edit
= Global, Palicy: alabal-palicy

(4 lobal-class an an * anytraffic cso, perr Delete
'q g * £ iy iy & anytraffc A esC, P ! 4
WP falllt oF F ; efall 15

Routing
Global Ohjects
2 o | L
Properties
= match & Do not match @ Show Summary ¢ Show Detail
Apply Reset | | 55
&
<admin= | NA(15) B | (812112005 330:51 PMPST |5
2FyFT 11 Apply 22 U v 7 LET,
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T 74V M TiE, CSCSSM iE, EAL7ZT A4 BV ATA XF—T MR- TN 5
T X2 T4 AX Y (TUFUANA, TUF AL, TUF
T4 T, AT N TA4NE YT RE) EEITTHLIICRESNT
WE9, F72. Trend Micro 7 v 75—k —0n 5 EHRICT v 75— b
ERAETHEIICRESNTWVET,

BEALEZTA B ACEENTWDHAE, URL 70 v U VB X WNURL 7 1 /L
HZY L TROH AL LFEER, BT A—NVEBIOFTP O/RT A —X FlR T
F 97, FEMZ DU T, T'Cisco Content Security and Control SSM Administrator Guide ]
AL TIEEZN,

Cisco ASA 5500 ) —X BB X T4 PTIATFVRRE— Py T HAF
.EE‘I 78-17611-01-J |



| ®10%

CSC SSM DEE

RDF|E

zoFE N

ZH T, Trend Micro Interscan for Cisco CSC SSM YV 7 7 = 7 Z iR E 7 5 Y 1
TEFELE, RO=a2T7 VEEB LT, FEAYTHEIA X2 T4 7

TIAT A ERELET,

EXRE

SR

CSCSSM V7 h 7 =7 ORE (B
X2 UT 4 RY—RY)

Cisco Content Security and Control SSM
Administrator Guide

ASDM |Z X 51BN CSC SSM H¥RED
BRE (2T b TaNEY TR
L)

ASDM DA T A v~
(Configuration & 7= (% Monitoring % 7
%7 1 w2 L, Trend Micro Content
Security ¥ 7% 7V » 7)

X VERB Y —E X R > —D1IE
A L D87 —~ 2 AD Al

[Cisco Security Appliance Command Line
Configuration Guide] @ [Managing AIP

SSM and CSC SSM |

CSCSSM V7 NU = 7 %3 E LIzth, IWOEBIMOTFNEIZHOWT, ET75 A0

WHHNE I MERFTLTIIZEW,

EXRE

SR

REDOTHEL L OE T v a VHSRE L &
7B BE DR E

Cisco Security Appliance Command Line
Configuration Guide

HE DAL — 2 v D%H

Cisco Security Appliance Command
Reference

Cisco Security Appliance Logging
Configuration and System Log Messages

N—=FRoxT7 AUTFUABLIO R
TINY a—T 4 VT IEROHER

Cisco ASA 5500 Series Hardware
Installation Guide
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N XOFIE

WS X 2T 0 T IAT U RE, BEOT7T 7Y r—yva VHICRETE
9, ROET, TOMO—fEH2T7T 7V r—y g CAICHEGE X2 T 4
TTIAT VAERETDHDPIEEZFALET,

EERE BHR%E

DMZ Web ¥ —/ S O fi OiiE #6% [V : DMZ DREIE]

JE— k77 A VPN DRE TR A VE—bT 7 kA
VPN D% E |

YA bV —HA b VPN ORE BRE (LG VA o1 FY—Hho |
VPN D% E |
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CHAPTER1 1

774 /\FA 4GE SSM D& E

4GE Security Services Module (SSM) 1Zi%, 4 DDA —H% R v b A= RH Y,
#AR— MZ, SFP GEBLATRE/NN 7 4 — L 77 7 H4) 77 A4 /3L RIS D 25D
ATAT AT AT ar PN ET, FUAGE W — FEEH LT, A —
NeTZ7ANK— NERIESHEDLZENTEET,

(GE) 4GESSM iZix. ASA Y 7 bo =7 U U —R7.04 IENLETT,

ZOEL, ROETHEINATWET,

e AGESSM A > X —T7 = A ADr—7 L (P.11-2)

o TrANALUE—T A ADAGESSM AF 4T B A THE (A7 =)
(P.11-4)

e WXOFE (P.11-6)

GE) TI74NVEDAT 4T ZATHRETA =Yy DT, FHTILIAA—VFy
N A B—=T 2 A ADRAT 4T A TREIZ, BETHLERH Y EH A,
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AGE SSM 4 V48— 4 AN — T )Lk

AGESSM A v Z—T = A A&/ —T N T D213, Xy T —2 TA R
BT oR—hZEIC, ROFIAEZFEITLET,

RARTFYT1 RIM5 (A—H Ry ) A EF—T oA A%F%y NT—27 FL RZHEEFT HIT
T, A Z—T 2 A ATROFEEYFEITLET,

a. 77t% ) Fy b EADSA =Ry N F—T NV EROTET,

b. ¥—7/1DO—JD%, 4GE SSM O A —HF v b R— M LET (X
11-1 2L T IEZE W),

B 11-1 A4 =53y b R— OB

1 |RI45 (f—H x> ) H—h

C. r—7NDHLH—FDui%E, *v NI—7 FTNAAL AZHEFLET,

AFwF2 (X7 a3r) SFP (7 74 N) R— bEFEHATIHEAIT,. K112 TrT LD
12, SFP £V 2 — NV ERY T Tr—7 A8 LET,

a. SFPEVa— %, AF v VI FENRMI 2D ETSFP AR— MIZELIAA,
AT REHET, IF v EVIHFIE SFPEV 2 —ARA—RMiry 7 I
Nz & ERLET,
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AGESSM 77 ¥ VU v bbb, LCaxZ ¥ 77 ANr—T)L) &/
DFET,

d. LC =22 Z% SFP R— MIHft L E7,

X 11-2 LC a3V 2 Mgk

1gsn_zasn_Lwow

1 MC:*&& \2\%P%yl%w

e. LCaxs¥nbL o —FHDE, *v NU—7 TAAL AR LET,

SFPAR—ha Ry NU—27 T AITHRE LT, &K SFP A v F—T = A 2D
ATFAT AL THREEEETHSLELHDET, ROTFIE, 77 A A H—
T2 A ADAGESSM AT 4 7 H A4 TRE (A7 ar)) CERLET,
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WM 574 XAV3—JTAADAGESSM AT 47 24 TRE (T av)

T7ANAVE—T A RADAGE SSM A T4 T7 24 T&&
E (AT 3v)

(&)

ATYyT1
ATvT2

&

ATv74

ATvFT5

V&N

ATFvFT7

T7ANRAL B =T oA AT HHEE SESFPA UV H—T =2 A AT AT 4
T AL TEREET T ANVEIERE =P FR v b)) DT 7A RN axy ZICER
TEHEVENRH Y 77,

TIANIDAT AT ZATEEFA =Py MeOT, HHT LA —F %>
NAVIE =T 2 A ADAT AT A A TREF, BETDBERHY) EE A,

ASDM ZfEHLTSFP A v X —T =2 A ZADAT 4T A A4 THRETHITIE.
ASDM DA A > T 4 RUNBIROFIEEZFEITLET,

ASDM 7 ¢ > Ko @ L¥#C Configuration # 7% 7 U v 7 LE7,
ASDM 7 ¢ > R DOLEMIT Interfaces # 7% 27V v 7 L£1,

AGESSM A v X —T7 A A% 7 Vv L, Edit®#2 VY v 27 L%J, EditInterface
BATaTRy I ARFRINET,

Configure Hardware Properties 2~ U » 2 L $£7", Hardware Properties % 1 7 &
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